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Preview

mmypho i r ter
Preview Edit with ImageReady

BT R Edit with Phatoshop

Edit with Photoshop Edit

Ed,it Prink

Prirt Able Encryption Software

Able Encryption Software

Encrypkt

5l A4xCrypt » — Encrypt a copy
Delete with wiping

Encrypk copyw ko (EXE

Delete with wiping

[& shred File with EE
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A il Jo g b Lol used for signing

10

Aollall auoMuw )l anoMeVl agazli
Global Islamic Media Front



:Digital Certificates — 4 )l salglll -4
A ¢ Boadall Al ol aSU (e alall k) aladial By sk g Al N i o g oAl Jitual] (Say oS

O Ganai S ¢ Leal) el sl e Al ) @5 M Ggall alal) ZUisal) alasi @ULQ; S Ly
deyﬂ\émy\duﬂ\@‘)kuskﬂu dse.u)a.a‘d\.u‘)]\

-

4 A audl Gl Ala & A "Digital certificates " Al Hl) Balgdd) Ay (.A;Lﬁ EAENIRPRT
ceda.mud\ ‘).\A.-Iﬁ“ t}.ﬂ ‘J.i‘).d\ U‘)“‘: M..ua;...d\ o)jaal\ cd.u:‘)‘d\ ?5-) cd.u:‘)‘d\ e.uz\ ) GLA‘)“ d.u:‘)‘d\ k_il..\h.\
( ?L’d‘ CL\SA]\ 4.\;)\.;4 ;Lg_u\ @)L} ‘ebd\ CL\A.J\ P CTL)L’

e (5 siad Audd ) sale

"public key" Al Flial -1

( J.I”‘)..\S‘ u\_,.ﬂ: cd.uu.d\ (.\5_) c@g\cdu‘)d\ e.».u‘ ) Jia :(:L’J\ CL\SAJ\ o LlLA}lM -2

N i -3
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Windows Privacy Tools - gzt s bl el jelll ¢ pmn Ao bl clipkall o
A28l oy Glal L JiS1 5 58380 8 el Ll (5 581 (he 2ny 63 WINPT

Ol e 8 byl Al s ) e 223 Al (Pretty Good Privacy - PGP) 4wl s

user id

public key signature

- PGP version number

- time when key created
- how long key is valid

- key type (DH, RSA)

- the key material itself

dyad ) 7 algt] - string identifying the

key's owner
signature

- certification that the userid
and key go together

- version number

- message digest algorithm

- message digest calculation

- signed message digest

- signer key id
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Y slae aaan day (A o3 sana gl 138 Cudl 8y Lad ) Jiluyll iy il 4lSa) PGP 45 pais
sed iy (Jga (1) e allal) 8 aal U8 (30 PGP it juS oSy ¥ il Gl sy ¢ sl
O Lale Jsandl (S (K15 Lol ) PGP el paai saaiall Y 5l) de s aiai g ey ySe | o yiing

.GPG @ laidl yeill GNUPGP Latls (PGP il pe i jaiadl da gide gral s sae < i) e
Ll Lensi ol Aoyl ads e oSl o SIV asl gel el 1 galipdl 138 i) eliSay
Awladtily

Windows Privacy Tools — WinPT

& Sl s @ e a3 A (Pretty Good Privacy - PGP) dse ) sa aadiun zalijll 138
bl e Gyl iy oY1 ) (3583 ol g ¢ Jilyll i

Lokl ZUE) (3 e ¥ i cpuuadll Cilile (e Jlead) gla e aSE el U8 ddasDle
Juttse AV 5 Jus o Ladaal (g 5k dga g ¢ MU yiie) 5 ) saal) Joad (in Aedldll <l ghadl)

abu abdalralunan el
llll!J]i[:KE}f I UxSFﬂIIBQD 7F 2006-02-13 abu abdalralunan <abu_boxii2006(wyahoo.com= il e Gla sl
Primary key fingerprint: 758B 8F52 B651 T1F3 55A5 BELe CDCC ASDO SFOB 907F
Omar alayobi antl
lmrjlicKey ID: UxESF.?CSEhI 2006-02-14 Omar alayobi <omar_alayobmi2006_(@yahoo.com= il 5 clal
Primary key fingerprnt: 67AA 9559 87ER 6ABE DDVC0 BDEE 5529 1EAQ 68F7 C804

Encryption Asymmetric :!s¥) 4a 5l
G pall Caplall il (e oo AU ol ghadl) yiadl 5S4l Jial s 1 el pall rnall ) had

GALI‘).\S\ dal.w_'\g u\ <yl 13l cE-mail Plugins L_A‘; = 'é_)l.ﬁz\ ca.hj Lﬂ.\S.A.J. | next Lzl -1
.outlook z=t » xe
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fis! Windows Privacy Tools 1.0rc2 Setup 10| x|

Choose Components

Choose which Features of Windows Privacy Tools vou wank to install.

Check the components you wank ko install and uncheck the components vou don't wank to
install, Click Mext to continue,

Select components ko inskall: wr 3N Privacy Guard
WINPT Tray

|
#-[] E-Mail Plugins
- [+] Documentation

Space required: 5. 7ME

De=scription

GMU's kool For OpenPEP compliant secure communication and daka storage, necessary
For all WinPT operations,

rullsoft Imstall System «2, 065

< Back I Mext = I Cancel

D:\winpt 18|59 ‘G.AL'U,J\ Leza Jalzive ‘";”d\} e @G&A\ CHOAS A Lﬁhl\ sl jlaa yid) -2

]i,l,EL Windows Privacy Tools 1.0rc2 Setup: Advanced opkio = 0] =]

Select Additional Tasks
Wehich additional tasks should be performed *

Select the GnuPG version you want bo install:
& Official GnuPG (recommended)
= pullify build {advanced)

Files associations:

¥ AScC {AsCII armor detached signature)
[w s51G (Detached signature)

W PGP (PSP Encrypred)signed File)

W &PG (GPG Encrypred)signed file)

Select the Folder in which wou want to stare your kew pairs:
I O hwinpk: D

Hullsoft Install System w2, 063

< Back Install | Zancel |
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(key pair PGP) salall 5 alall ~lisall 2 55 -3

=

@ Something zeems to be wrang with your GPG kewrings.

when thiz iz by accident, quit the program and Fis it
Othenwize continue with the config. Conting?

.OK -4

[t zeems pau have no kewnngs.

% Have WinPT to generate a keyp pair

" Import GruPE kegrings fram another location

" Specify a directary fram which to access existing GFG keyrings

| ok | LCancel
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: ) AL e 5 -5

Key Generation El

MOTE: Key generation can be a lengthy process!
Fleaze wait until vou get the message that key
generation was finizhed,

Key type |D54 and ELG (defaul) x|
Subkey size in bits |1 792 1024-4098

Ilzer name Ial:uu abdalrahman

Comment [optional] I

Email address Ial:uu_l:u:u:-:iiEElEIE@yahDD.cnm

K.ey expiration I _I Neverl

Immxmmx

Fazsphraze

Repeat paszphraze Ixxxxxxxx

Start I Cancel

il W) Gia 4ge )l 58 (e JIS) ey o gy el pall | pdlill 4 deddiiall 4 ) )l Al & 53 tkey type *
.DSA and ELG mase s WS

&) bit 1024 Uil anal oY) ol ¢ a5 @l <l o LIS Ul 3.8 tsubkey size in bits *
O Aali e Jamdl s, (GUA 10 (0 0S8 ) 4aS)

pxdiudll aul :User name™
(Aol Lpalall oda ) ddlial Clad=s :Comment ™
Sl palall 3l o) sie

el 2ane e FUSRl) Jas liSay el 8 LAY el (- Udall a3la cleil & ) key expiration *
.Never

ol ela g el andnius Al ) A4S :Passphrase™
.l S Sl :Repeat Passphrase *
(el s palad) ) Cpaliaad) a5y ali Sl s aul start Jaxaal Lleall o3a (e slgiiY) 2y

¢ Lo JSLEA iyt @ jlen o) Alla b il lalsial sy BlEY) 2 58 Ja el O bl 038 -6
A a1 yes bl

15

Aollall auoMuw )l anoMeVl agazli
Global Islamic Media Front



]

Itiz STROMNGLY recommend that pou backup your keyrings because they both contain YERY important data.
Remember that your kard dizsk can crash or the files can be deleted by accident; =o it iz a good
idea to store them on a different mass stoarge like a floppy or CORI

Backup vour keyrings now?

@su\ Cylasd dls b e Laid C_uud\ tl;jw\ e Sl ¢ dndaliial A3S (opalisall Jaas &y )3 ol iR -7
A dhe ) ) Sleall Gl s dee ie il sleall gl ol ¢ AlaY)
21x]

Save in: Metwark Meighborhood j J

- ﬁ Deszktop
@ Entire Met . NTE1 006

) N Dwrks [T ]
& (D)

=13
= MNralwrks [H:]
&2 interwaven on 'interwoven' [I1] =

File name: ||:uu|:uring.gpg Save |
Save az type: |.&II files [*.%] j Cancel

[ Open az read-only

(ISl b s i S it aia

puhring.gpg SEEI’II’II;I apg

OpenPiaP encrypted)signed File CpenPEP encrypted)signed Flle
ZkBE kB ;
,Iab.'i| tﬁ.ﬁ.nﬁl - EA] {Uﬁ.nﬁl

b Uk Jee Gli€ay ¢ i & ) zilidl manager keyd! 4sls @l fudi iliall Jads e elgiY) sy
.key -generate e bazall 5 b e
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=

File Edit ‘iew Key Groups Keyserver GPG 7
Jzer D | FeylD | Type | Size | Cipher | " alidity | Creation |

abu abdalrahman <abu_bogi2006@wahoo. com:  0sBF0B30YF  pubdszec 102441732 DSA/ELG [] Ultirnate: 2006-02-13

W Jainsal) AY) Caplall alall plisall oy sl o Allall 3 ghaall ¢ Cpalisall Al e sl 2 -8
bl iy g8 il g ¢l gl )y Qi )l ppid alal) Uil Al o i

el Zldall 3y 5k e

.Key Manager e Lzl

File Manager

Edit Clipboard

Clipboard »
Current Windaw  #
Preferences »
About GPGE

About

Exit

IPT Error | Y [<c CLw® W% ¥ 0525

Al AUl st ¢l key -Export bzl

-l

File Edit ‘iew | Key Groups Keyserwer GPG 7

User ID Generate, .. by D | Type | Size | Cipher | walidity | Creation |

abu abdalrabman SFOBA0YF  pubfsec 102441732 DSAELG [ Ultirnate 200

Sign

Delete

Revoke

Check Signatures
List Trust Path

Imnport...

Export Private Key
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Aias Lad _key 1D ol bl iy BaaY 4y olall sl Jain 3 55 (301 Jladd) apinty o8 cb sl o3 b
Xt esote cale JS5 e adais

Choose Mame for Key File i llil

Save in: IE} public key j = EF *

Ox5FOBI07F, asc

asc pb citlall dlaial ol Badls | alell e laial
! ot itleg dds e, Gl ay
Desktop 0xSFOB907F.asc.txt

L

by Documents

oL
ty Computer

File name: IEI:-:EFEIE 907F azc j | Save I
j Cancel |

v

Cave as hype: I.-'l‘-.ll files [*.7]

A ipie W) i Als ) ) 3 SY) 2) Gash e el Calall alall Uil Jl o o8 Gl 2
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Gish o A8LA 33 o Jpanll Glia ¢ alall lidall 2 5 ) gl e

.open with -notepad & s custall Caadl L Jaral)

B 0x5FOBI0TF - Motepad

File Edt Format Wiew Help

----- BEGIN PGP PUBLIC EEY BLOCEK-----
Version: GnuPG vl.2.1 (MingW32)

mQGIBEPWYSURBAC)/ cHpjboy P §pwHE E Y 7 vy 2JUmW IR D27 O7TwiByYOLQIUeS
WLUNL Gy UTeqwIpjxq QFEWIMidve CxEASE X ey0UWVBAZjkoxPed LE GWLHI+BVNG

Y MCGOqkg@ImbigR U2 AMGWZE 37 2NZea AVYijzMEO CSmRPES v+HsNwCgtR Q)
vonTvF+ech 22 KLQPmbkMaNUD/ 1 wlazQqB 1 302FKPgfl Ootpw T H2 > 2 Q-+ W CF4
BEVPwmbGeH? STDOT I T TWTZ6hhWSvE promDx6 0 2Y 0 wij 3 Hos0/ TeQmOFxe 0N
SODN+Y qZ6usBOLzBSSQweaDSpD Cneg Y LwhEl' CPojeR ZGr U 2 CDGHMME IV CoLFER
FEDTA MO cvOehnIPiTudZpwkthe CESHNUee3SITWEmuY 1 odvETHEVEZQXT P
LyQCRArHepDIvsdwE U0 ZbMuny VRPOTONE AV kel 3 W Gliecad/ ZnSATTOF e NILg Q)

VFHeIS tnft T/ 2 Y X CnIAMILa AL m GO N TN VIUIN Ty ePLT Qp Y WIIGFIZ GF s

cFob WFulDxh Y nVEYmO4a Wiy MDA QHIha GOvLmNvh TeIW QOTEQIAGQUCQ/BRhIQQL
BwMCAXTCAWMWAeECHeECF4AACekQzeyodFSLEH? L ewCe D Yyeviib2 Terl VinmPay
PlnfVEANT WSuYTobmZQbunOX VNI eB6F T 80nQ)HNEEPWYTIQBwWCvd g CFuE U2 iy
VINEC AN S INAVW WU 2tdIEQVEan+5 Wh4 e WEGNBZBFXTdInP o NDVW Ce W/ StZCE
MxFRadSvNTStCozZ VLWPFUVipEEOmBUF 2N CqSgO4 COhHS ZEYhzNNumQsaw X TEG
AWphnWNaCiBwouTO+SVP gMalunjewZ Bdp SEDZ G hdlhnWAZ d QY OMOTOWyeGhl Da
HyteaF3zDre WBFIz6BpeT 2000 O 3 OWEhaxdBHE 0P = 2 Wl YludmEr HIEoS O
mxF48p GtAgBUBJEETE v onyNLinGsDwADBQLHI+4/8yvaEg GOnEb+NSILGN L AG
907K G62eGZCAThT21sXuP4Tbnie3 X/ 31 Dkerk/ plohMICV CTeb S3nd GINDLD g3
VovaTTWAREISWR OmMP kplszN7 Daf+ MO S dyGXCoe)SPXHF/ Z1 Xhinyy S HAHgLZPy XM
niltOnkhMnEOMNYFOSMLT jme SluwIbgowsNz8vu+TIEMy S af VLSFXIa WP ThObGZ
BMNrYeUg/v40 AGOB CLIBGumIthPOERZWI1xZDVI3uS BYs7TVONGEAad Edowilre+k+
QaFLiqUHWNITGEIR e Q VEQIABeUC QVBIMe A CRDNZE QX wuQE2OFR ATO ceTdpivag
TALMESGOKLKHCgwCIOTpm 76 R GZIS VDIV IR QsPe/ CQAU=

=qyuv

----- END PGP PUBLIC EEY BLOCE-----

abu ebd\ C\jé.d\ e Omar Jwas <Omar anly 5 alac Lfll\ aldll aalise 4l ¢ Jatal) cayhall

.abdalrhman
= o =] ]
LSRR File Edit ‘Yew Key Groups Keyserver GPG 7
\ Jger D | Fey (D | Tupe | Size | Cipher | Yalidity | Creation |
" Omar alayabi <omar_alayobii2006_Swahoo com:  0:68F7CE04  pubfzec 102441732 DSA/ELG  [JUkmate  2006-02-14
iyl (gl alall Flidall \ O alall likall M o3 Omar . Jitinall <l
abu abdalrhman abu abdalrhman
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a9 LS import - key e baall Omar a8 plal) Zlidal e J paall

E
(B rln e e File EdiE ‘Yiew IE Groups  Eevserver GPG 7
Izer IO Gaenerate. .,
Ormar alayabi <o, i BaF 7 Ca04
Sign
Delete
Rewvoke
_heck Signatures

[lisk Trist Path

S|

Export...
Export Private kKeyw

Properkies
Show Phaokao

Refresh Keys (Keyserver)
Reload Key Cache
Rebwild Signature Cache

.open Sl ey Cljé.d\ yial

Choose Name of the Key File ed Bt

Look in; I @' Dezktop j

My Docurments

'{‘ﬂ [y Compuker

My Mebwork Places
Cutlook Express
=) 5FoRo07F
Show Deskiop

S8 winPT

by Diocuments

o B
e

by Computer

File narme: IEI:-:EFEIE 07F j Open
i

Cancel |
o

Files of type: | & fles 77)
[ Open az read-only
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ase sa WS refresh dae sy U] Jinddl

Key Manager

Fil= Edit Wiew | Key Groups Keyserver GPGE 7

Uzer D Generate. .. E D I

Ormar alayabi <om. ] §E3FFCa04
Sign

Delete

Revoke

Check Signatures
List Trust Path

Import...
Export...
Expork Private Keyw

Properties
Show Photo

Refresh Keys (Kevserver)

Feload Key Cache

Rebuild Signature Cache

abdalrahman abd « g=lal) alall ~lisal)

Key Manager = |E
File Edit wiew Key Groups Kewserver GPG 7

szer 1D | Key 1D | Type | Size | Cipher | W ity | Creation |
abu sbdalrahman <abu_boxi2006Eyshoo. com:  0x5FOBI07F  pub I 10241792 DSALELG [ Unknown  2006-02-13

Umar alayobi <omar_alapobnUU0_{2yahoo, coms boF/CB04 pubssec 102441792 DSAJ/ELG [1 Ultirnate 2006-02-14

s Jiieadl il b alall Pliall Copals o
S8 A Jusall Gt A el Jilao! S 8 Aaliin] dicay I
b abdalriman shy & plall PURl Jlu sl J8

la il o gl g info.txt JS& e Al o328 Lés s abu abdalrhman 1 Ak 4GS 6 Omar
abu abdalrahman « galall alall ZUdall aladiul & yh e

I info - Notepad

File Edit Format Miew Help

alsalam alaykom

how are you,| abu abdalrhman

this is my credit card number : 064356345324535
gee U $001 1)
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File Manager ! «ad) b )l el

Key Manager

File Manager

Edit Clipboard

Clipboard r
Current Window  #

Preferences 3

About GPG
Abouk
Exit

|B‘%-$B¢E@ 615 AM

i%_— File Manager (use drag & drop to add files) i : - ﬂ
File
I
Statuz | M ame | D peration

LMEN DM

C:ADocuments and SettingzhabdallabhDeskiophin...

Umnﬁi&‘ﬁa_guﬁggﬁln_ﬂdln__n.ug?ﬁ

: File Manager {use drag & drop to add files}) i : il
: File
T

Open

List Packets

| O peration |

Encrypk

Decrypk \ .
iilad]

Syemimekric

Sign 2 Encrypk
Sign
Wrriby
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File Encrypt x|

User ID | KeylD | Size | Cipher | walidiy |

D=A8540E5E6 [] Unkrniown

Omar alayobi <omar_alayobii2006_Ewahoo coms: ~Qx4C27RAEC 1792 ELG [1 Ikirnate

G e SR 1| 5 i e
abu abdalrhman < 4l | (g3l alall Acde|

-nﬂ;_ﬁa-,efﬂa-nﬁm?d“yul&ﬁ ok | concel |
£ 4ok Jhd Lt glas dli€a 3 00 Ay Lo

¥ Text Output
[ wipe Original

sl e ALY el Ralal ull RS Ja) alill i ks ¢l vie Liay)

Recipients i X}

@ The key 0xABSA0ESE is MOT trusted!
still proceed? . .

File Manager (use drag & drop to add files) - E[

File

Statuz | M ame | O peration |
EMCRYFTED  C:ADocumentz and SettingshabdallabhDeskiophin..  SUCCESS

gl il 5

s bl calall JSE 5 S

ﬁ info.kxk, asc
CpenPaP detached signature
1kKE
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sl @l gadll 3 )l e o) ¢ notepadd! Gib oo 4sth lika

Key Manager
File Manager

Clipboard 2
Current Windaw  #

Preferences 3

Abouk GPG
About
Exit

T AD L, s20am

)My Dacuments e il
'fﬂ My Computer ﬁ
HM}; Metwork Places
@ Outlook Express

¢ shared on one (One)
[£] DxEFOESO7F bt

r;] info.kxt

s salary.zip
@Show Deskiop

[ WinPT

File name; Iinh:n.t:-:t.asc j 3 Open I
Filez af type: IAII files j Cancel |

[ Open as read-only

A

QK Copy | Clear | I 1 Load I | Save |
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Clipboard Editor |

Verzion: GnuPG wl.2.1 (HingW3z)

hOHOAZES2S5a0WgSWEABEAIEdr 2heVaf pyESHipHubi ? JedZnedIQof kRoh=sU0FPkL
6J3zKbDI+maro=syt HnCEYHIJubanRcAn j JWEcSEIVENGRgqZr706glul Zhexswilg
AF2t=349Faj4VHbt nO=NEpyGIB it ivZ9KWFE=S73drt Trodf SdBeHeAqSwlicHITu
2Ilal==6tDuowbcW+=sGg9rTr 0w jadBoyoE 300w 7z 9k uISPE6rE 1 FnpexyiviRSg
MEVGgRE0HwkCnjoVnrbl¥ENTti1FkFpEsPzP{ bz GEKLTOobf 01lp3kRIEDz=8 tOEG
+gKipHgX9RXrRphWIGPnapnGEvgbpME1o06ZP1 7 tHnBy t PGl QDncy AuKYOSHEFHO
RizMHMBBUOB34nm20ZYf e TZemSEZenISpPE9t JvZkBWrSG+hTodDi Z5EaVpiVETECwd
BywBFEVAY - =sR6+kSEZE?T4oulVCDVp3ul 4sHhO=TVEP  tvLMGFLdgf Ej431ix1HFm
VhImi2pd9P=dn 9K v38bTn-88bGunXBnhk=ZEYQclisFDG? nhM=gZT jxHABKCE
JeSelbcoChnkiCEf ZnISk juSplkedIChbdAZ2Ma0PpCd+0qgBDy Yt 0 2LZLEC I yaey
T78bh0d5Kdgf Ses SVDEHTATP+UbIT3Erk 4 - d¥nFLEV1 6gvSh9EK 1 STaq0LCHeeSh
us1l=EoVtHaR=ViET] 3Hlg?HC 9w BERINLADSE=xMtcjeJOp+2 4 BeVEJ Daot Y+n0V3lk
EHOwf wlvwp+2 A9u=3Hb0s4+0l 1 IvFaEVPDOVEDEN Y ThgwH 781 t g5 G ImEKwwi.-0DI
rk-eHzuslubkeD=s=

=FLgH

COPY (st Tauall 2lifay 5 ikl Al
ledboo )l o5 Gy g e Tl &y 0 (8 Lgduaig
text & s

B
QK Copy Clear | Load I Save |

2o bl il s ol G G yall Ll

) Al ) WS e

CpenPiaP detached signature ]
1KE i e 2 abu ahdalrhman oo gelall padill

Loreh sl liaadl ) juabl el sl
x

E ncivpted with the fallowing public key(z]
ko [key 1D Dxaaha0E56]

ﬁ E info. ket asc al did i el ypbi calddl e fai ol alie

el | gl
ad gl g 4l
ormnar

“'ou need a pazzphraze to unlock the secret key for
uzer. "abu abdalrahman <abu_bosi200&Eywahoo, com: "
ELG key, D ABRADESE [main key 1D SFOBS07F)

Please enter your pazsphrasze ¥ Hide Typing

I

k. I Cancel
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lotmail & Windows %2 Windows Marketplace (2] Windows Media () blog

6!3 info.kxk, asc 27 inFoukxt
ﬁ CpenPiEP detached signature == | Text Docurment

1KBE = 1 KB
/ siiasll s ghu abdalrhman alé
alad] il."a.i.dl Aol adil Gagk e
[ info - Notepad - =0 =|
File Edit Faormat Yiew Help
alsalam alayvkom =
how are you, abu abdalrhman
tlis 18 my credit card numnber : 064356345324535
see 1 soon ;)
Kl v

; sl Sl (5 A A8
.decrypt (e bxai @l aay 5 jadall Cilddl G 5 85 23 a5 file manager A <l

x
| File

Qpen

Lisk Packets

Encrypk

el mlasdl plasid gk oF jaiadl &

ecrypk | ———— .
Pl Ll ddE oy 5yl by
Swrnrmetric
Sign & Encrypk

[
Sign I _I
Werify I
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. load e hrai & (05 Edit Clipboard () cads )

Fleopen 2| x|
Loak in: I@ encrypted messege j = IC:F Ea-
E] info. b=k

Omar b gl A1 5 hiiall Al gl

ty Documents

=

_ornputer

File name; Iinh:u.t:-:t.asc j 3 Open I
Filez of lype: I,&.II files j Cancel |
4

[ Open az read-only

] | Copy | Clear | Save |

.(Clipboard Editor ) sosall 3Meb o8 clly aay 15 jakall Al )l &l el

Clipboard Editor x|

————— BEGIN PGP HESSAGE————— ;I
Verszion: GnuPG wl. 2.1 (HingW3iZ)

hOHOAZES25a0WgSVEABBAIEdAr 2haVaf prRSHjpHub i 7JedZnbedIof kRoh=T0FPk1
6J3=KbDJ+marosy t HnCB?HIuManRodn j JWEcSEIVEN 6 RogZr 70eglul Zhexnvilg
AFZ2t=3+9Faj4VHbtnO=NRpyGIB] t iwZ9KWFE=S5Z23drt Trodf SdBeHekgSwilcHITu
2laN=s6tIuowbcl+=Gg9r TriviQadBoyvoE3olw 72N 9kuISPKbr X 1 FnpexvivERSg
HEVGgRS0HwkCnjo¥nrblXENT L1 1FkFpEsPzP{ beGEKLT0obf 0l p3kREIEDze 8t OEG
+gKipHgHIRErRph T 9GPhapnGEBEwagbpMEj106ZF1 Y tHnBj t PG10DncyAuKY 0SHEHO
Ri=zMMBEUE3+m20ZYf 6 TZ6mSEZEnISpPE 9t j yZkBUrSG+hTodDiZ5EoVpi VFT=Cwd
6wwBFEVEY =sR6+:SEZE7T4ouIVCDVpIul dsHhO=xTVERj twIHGFLdgfEj4 3i=1HFn
VhI9nX2pA9P=4n9Ki v38bTn 8 8bGunEnhk=xZE¥cIisFDGE7nhHagZ T j=HABKCK
3e5eDbcoChnkiCEfZnISkjuSpDhkedIChdAZ 2HaOPpCAd+0ggEDy VL 0 2LELEC T y=ey
T78bhd5Kdgf S665VDEMTATP+WhU 3Rk 4 .-d¥nFkBV1 6qwibIKK]1 STaqOOLCH=eSh
- l=EoVtHaRsVGET] IHkg 2HC9vBERINLADSEsxHt cjeJ0p+24Bx VA I Daot T+n 0V ik
RHOwf wOvp+249u=3Hb0s+0ll IvFaEVFDOVYEDERV ThgwH 781t g5G I~ InE Kww V. 0DI
rl6HzusDuBkeDs=

=FLgH

QK Copy Clear | Load I Save
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Al el @ls dlens o 0l Decrypt/Verify & Clipboard () sl & e

Key Manager
File Manager

Edit Clipboard

Symmekric
Encrypk Current \Windaw  #

Sign & Encrypt
Sign
DecrypbMerify About GPG
\ About
Exit

Preferences 4

(o=l AUl ) ) AaS Jlaaly 3

Decryption il

E ncrypted with the following public key(s)
abu abdalrabman <abu_bowi2006Eyahoo.com: [key [D Q=485

You need a passphrase to unlack the secret key far
uzer; "'abu abdalrabman <abu_boxi2006Eyahoo, comm:"
ELG key, ID ABRADESE [main key ID SFOBA0FF]

Please enter your pazsphraze ¥ Hids Typing

(] I Cancel

ol ¢l sy Al 6 5 Editor Clipboard ) sl <llb ay

Clipboard Editor x|

al=zalam alaylkom ;I
how are vou, abu abdalrhman

thi= i= ny credit card number : 064355345324535

=EE U =oon )

QK I Copy Clear | Load Save

28

Aollall auoMuw )l anoMeVl agazli
Global Islamic Media Front



G LS a5 i) Calal) 50l Ay ja (g ST aa i ¢ alall Ul J gl Fuleal adle le (S 13
Aad

Digital Signatures :4:8) ils .l

o oe S o) Omard &S «Omar Y b seas cale Ju b 6 abu abdalrhman o) o= e
. M\U&;M\M¢Ywﬂu\ O co_)md)—nc-\éﬁk_ﬂ.d\

 adagey ) sl ¢ a1 il il alasin L Ui

s Omar ) b)) i gl aldl)

5 9all & WS File Manager ) <

File Manager {use drag & drop to add files) 5[
File

Statuz | M ame | [0 peration |
] C:\Documents and S ettingshabdallabhDeskiophs...

~

1 = Lﬂ.nilu:.uu,la‘_g.u 2 sl

x
| File

Open

Lisk Packets

| [ peration |

Encrypk
Decrypk

Symmekric @.nijl @uﬁl gl Sign « sab
Sign & Encrypk /
EE—

L Werify
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Filesign x|

User ID | KeyiD | Size | Cipher |

abu abdalrahman <abu_bosii2006Eyahoo, com>  0:BFOBS0FF 1024

1 ol rlikall Al (b o o M gl oo gl 258

— Signature mode

£ Momal Signature
F Detached Signaturel 2

" Cleartest Signature \

[T Create A5CI armored output s oy 2l g
3 OK Cancel |
JEEN]
File Manager {use drag & drop to add files) ” ﬂ
File
Status | M ame | Operation |

SIGHED C:hDocuments and SefttingshabdallabtDesktophs..  SUCCESS

i 1 228 o a3 s )l ) o

.Omar & <80 @ sill Jljb &8 Lasl s Omaar (1 do sl Calad) Qb jls a5 oY)

Db LS e e (a8l ad il 5 Calall Jadsy Omar o

2alary . Zipsig
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o calall cwilS |5|csa|ary_zip_sig &MQQQ‘JM\@&M\}‘;AEJM bé)ﬂ\ o M\A‘;
ALl o2 el el s ¢ Jall o) s oY (e Al A 5 Rall Caldll

I ame | Statuz | Sighed | Trust | Uzer 1D |
zalarny. zip.sig The signature iz good.  2006-02-14 00:11:22  Undefin..  0x5FOBS07F

oK I Save
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pod S ecalall Hlue past clia callay a8 1) o gil) 8 ¢ it o jlose (B gl g calal) o) Al 3
R EPS PRI i

il My Documents

File. Edit ‘iew Favorites Tools  Help #

@ Back = @ - L% p Search [_E:' Folders v-
Address I_II‘E} My Docurnents j Ga
I[_::-_% My Music r

| :&é\) My Pictures -

P salaty.zip.sig _ )
@ CpenPeP detached signature 1
1 KB

My Docurments

Ei My Computer

. Py Mebwork Places
@ Outlook Express

Q shared on one {One)
El info.bst
ﬁﬁinfn.txt.asc

C Yalary zip 2
Show Deskiop

S winPT

by Documents
.
s
by Cornputer
) File name: Isalar_l,l.zip L] | Open 3 I
. |
My | Files of type: | & iles 7] | ~ Cancel |

=

[~ Open as read-only
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Mb)l\b&gﬂ])@_bﬁu‘dsﬂ\@&cu\)ﬁﬂﬂua)ﬂj‘ceﬂuuﬁdg_ﬂd\u\ubé

I ame | Status | Signed | T ruzt | Idzer D |
zalany.zip.zig I The zignature iz BADI I 1965-12-31 16:00:00  Unknown  OxBFOBS07F

ak I Save |

.MD5 &b e Jls Hash function J) 2 5 (a8 1) (28 5ill JaaS Jasi s A) 3k 2a
Digital Certificates &) il )
ob U (e alall Uikl aladin) Gk oo Al i a6l o) Jieadl Sy (S gl salgdl)
dusall Gola 0 Alll 5 o1 adall plal) Flidall pladin) Gy sk e Slad s i 5 ¢ 5 il Al )
(A I 5 alad) Uial) AaSs (e ST Al B2l (e gl ) L)
e (s siad Agad ) salel)
"public key" sl il -1
e 200 O sie e pall 8 Apisllcdu yall an) ) Jie aladl Ukl (e Cilaslea -2
.(Fingerprint) & )l doad) Llar ¢ sSou sa 5 ldall paldll a8 )l ad 8l -3
<l sl
User ID 4ilal -1

R

File | Edit Yiew Key Groups Keyserver GRS 7

Uze  Copy i I ey D I Type I Size I Cipher I Y alidity I LCreation I
Paste oxiz006@yahoo com>  OWGFOBA07F  pubdsec 10244792 DSAELG  [[Urknown  2008-02-13

User ID
Sub Key

Cwwnerkrusk

abu abdalrhaman sl 3 4BLEYL Suaa addiose a8 ) dBLial aze 3 ghaddl ol B
:M3s abu ahdalrahman & 4Ll Gla gl sl daleatl oI opa gl

4 ald w‘jlsaﬁw@sﬂjjwﬁlcﬁgpﬂ“ | o i L8 13

abu ahdarhman ¢y Sad gb Jlell FURall & (e 280 s

Omar (5 oo 3l el pLall gpada claglaatl s i 2 Gl saee
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Key User ID's x|

" alidity | M ame | Status |
Inknown abu abdalrabman <abu_boxi2006Eyah...  zeable

(] 4 I Add Delete Revaoke

Ol 2 Gald Bilatg ) il ckhattab alromi s2 5 )A) «al 4 gbu abdalrhman o) b
el o8

Add new User ID x|

M arne Ikhattal:- alrarni

Email | abu_boxiiz006Eyahac

Cormment I N

0k, I Cancel

=

File Edit ‘Wiew | Key Groups Keyserver GPG 7

Uzer 1D Generate. ..

Creation

abu abdalrahman Sin SFOBA0FF  pubfsec 10241792 DSA/ELG []Unknown  2006-02-13
Delete . .
Revoke Iaduing ”a...u‘.?'l ol RSl ALl fya olgii] Ay
Check Signatures I e — @iﬂl Olayiea J-GE"J Check Signatures u—'ﬁ
List Trust Pakh LAl eldd]
Irmpork...
Expork...

o laslaall 53 e S wakiny (Omar)daioadl Gkl vie s calall il Jua b o8 Gk sl
Sle baall WLl 2 key - Check Signatures e bl 3 )k

.abu abdalrahman 4l sl alall ~Udall import
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Signature List for Key abu abdalrahman <abu_boxi2006@yahoo.c ﬂ

User ID | walid | Algorithen | Created | EeypID |

khattab alromi [4.B] < abu_bo=in2006G@ywaboo, cof.
khattab alrorni [A.8] <abubosi2006Ewakao. ... YES 0SA, 2006-02-14  OsBFOBS07F

abu abdalrahman <abu_boxi2006MEwakoo, com
FRattab alromi (5.0 < abu_bosieiibeyahoo.c... YES DS5a, 2006-02-13  OxBFOBS0YF

khattab alromi [4.8] <abu_bosi2006Eywakoo. ... YES 0SA, 2006-0213  OsBFOBS07F

k. I Receive ey

alo )l A sl ~liall s alall Fliddl ol (e il 3aly 3 dad 1) daaddl Jlu ) o8 5 0 ) & shad Cuiy
abu abdalrahman

LA Gl e L) ¢ i JS8 Rl Raadl 4l Jua i ) o OMar J gl il Jlo s L () ses
_@UALAA\)SM&&}@‘}\cJ:}):J\J\ Slia

CMDUABJJSLPBJL\L‘;«S‘MJ”M\QGJM

.Key Manager e Lzl

File Manager

Edit Clipboard

Clipboard »
Current Windaw  #

Preferences »

About GPGE
About
E:xik

IPT Error | Y [<c CLw® W% ¥ 0525
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EICE]

File Edit %iew | Key Groups Keyserwer GPG 7
Uszer [D Generate. ..

LCreation
2008-02-13

BFOB907F [] Urknowr

abu abdalrahman

Signi

Delete

Revoke

Check. Signatures
Lk Trust: Path

Irnpoart. ..
Expart...
Export Private Key

Pr.:.perties
Show Phaota

Key Properties x|
Tuype: Kep Fair 4, el L J
Key |D: 0x5FOES07F J ey lgiand

Algarithry, DSAELG B o
Size: 1024/1792 485h (o 3y Omar
Created: 2006-02-13 foa GllaEE b €l

E xpires: newver ATy |
Walidity: Unknawn / il anant
Fingerprint

YoeE BF52 BES1 F2F3 BRa5 BE1E CDCC A2S00 SFOB S07F

Dwnertrzst

ILInknu:-wn Change |
k. I Change F'asswu:ll Hevalers |

abu « palall aaall Flsall Gud 4l o) ¢ oot A8 a8 alall Flddl ) Gl a1 @i b 1)
abdalrahman

.l 23 1 Omar J Algorithm,Created« Key ID «Sia Al e sl Juo ) iy <landa
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: a1 Bl Ly sins 3 e slaall adle

user id

public key signature

- PGP version number

- time when key created
- how long key is valid

- key type (DH, RSA)

- the key material itself

A paB 1 5 Mgl - string identifying the

key's owner
signature
- certification that the userid

and key go together

- version number
- message digest algorithm
- message digest calculation
- signed message digest
- signer key id
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i) (o by ) pla iy

alall 5 alall ~liaall gla il ¢ il Canail ey Sliay (JSUie 4y Gigan 5l Sleall Gy 8 Joe Ala
EPATRONN

eiliall Aliay) ill e (s sing 3 alaad) UL o s cuiliall Cuai malipll dlia by Lovie -1

x4

- Something seems to be wrong wikth vour GPG kewrings,
\]‘) when this is by accident, quit the program and Fix i,
Otherwise continue with the config, Contine?

Windows Privacy Tray

|t zeems you have no kewnings.

" Have "WinPT Lo Henerate a key pair

2 % |mport GruPG kewings from anotker location

L gpemf_l,l a directory from which to access existing GPG keywringz

k. I Cancel

Flidl (38 b oalally slall Ul (58 8 Anas asi A (Yl Al U pla il iy -2
LAl palall

Please choose your Public Keyring ﬂil
Loak in: I&}backup x| o« £ B2~

) [

[# secring.gpg ol .?3 (3 wj' .?1-1-“ CEM| &hﬁla ?}EE
Recent

My Documents

o B
- 8

My Carmputer

File: narne: Ipubring. apg j Open

Files of type: IAII filess [*.7] | Cancel |
.

[~ Open az read-only
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GRS e () e UL A8 AN dania e 48 Hhy maliall clesin) s g Al JSLie dleal 5 8
AA:\MGAL}_).\S\ \.@.Aa;iu:w‘;ﬂ\ CJ&M\

oA aal (el canat die (3515 el 8 G 3a0a3 &5 3 alaall L -3

GnuPG Preferences x|

dy E.ﬂ&dl A g ?'ib-u :7§.:|5| asad] s
GruPG home directnﬂvhere both keyprings are located)
ID:"-.winpl{ <

GruPG options file [default: use optionz]

| L

GnuPG exe file location [full path with added gpg.exe]
IE:"-.F"ru:ugram Fileg\*indoves Privacy Tools\GrnuPG'apr .. I

| |
D s g iy
Zldall Jrant (adlll (Sad cdalall miliall A8latuly o588 Gl 3y oo ke &5 keyserverd Ji
Al e alal) ZUEd) e Gimall 4 4y JuatY) 5 aa) @l O Gy il Gl e 4y Galdll Al
(A Ul Calia ) Jusyally Galall 2yl ol sie e J30) Gy sl e el iyl

‘_A\ (a\.d\ CM\ &L\L.n)\ &l Ua R ‘_;x: c(al.d\ CU&AX\ Jae oAl ‘“fﬂ ‘;@A ‘Revoke :\:\M\AJ Al Wl
) s g aa) Y Cuamy G SIS (L) a5y i ed) ) ) llisal

2 e plall ZUSal) Jlu b o588 @l 25 Revoke duald Gk e el oo eliSay ddaladinly Al
CelBaaYly il )
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Gish oe Juall Gl e Ll il sie 6kl Al ) dlall Zlikall 3 JSUE axs a5 38
d;\k_g;_jctxtmgmjeu\cw\cuuge}uum&d\o&d..a;_\‘)\_\ALgA.\.\A\d.a\.uJ}\A;\).}]\
Adde

-

GlLaiial) ae Jaladll Al 4 code Jale alad) ~lsd) o) Al )l paca 5 liSay Adaad

- alall Uil ) 6 el Al )5 Al (pn dile 295 e aa) -1

[ New Text Document.txt - Notepad

File Edit Format Yiew Help

- N et ul e Lo
Version: GnuPG v1.2.1 (MingW32) L Oluo Jlia
- iy o diod|

hQHOAZUekRKwtmDREAb/VIAulStQjxSg TS WMbF 0"
KOuGyIvCO1hlieuXzBLG7 6 PLATF ZvL555xurt-Hhr3354
MMCvBsMzZ0XQpjvIUr21Q69tfi0q 80t ABjNOJAI Vi ad]
746UNc5XonrF6D9YNipsqniOuYjPBjoshMcZvSqfKdl:

KyZIVRFZTVC3q3+QARXBRSXHLzWTT7 Xngf YXVE
0Tiel nAdhiiahNrTmT AAhhTHNA A e T TNy TFT O i A n

Op lilie s maal il Cusy itmI) 2580 il 8 g SV 3l Gyyb e Uil Jlal die -2
reaaa st Jlie |5 adiall Al U i) i clggad s A JSLEW (e ) o2a 63 jdiall i YY)

drCEAQda0GvIUT arc TY9BGDurwsHs AsqHNesISm2g TDb TIRAIOG s Zg qBATEVE
1LOOrNgC‘gELLBZQREPEFaEACAqu@E{IACqWOVFkSﬂdOtﬁz bC GCHEhE1PE6mngc
by chUCSWaOOI\AS eL\?laEccﬁ)f&mqu4G\NR44I{$; Y arm GEEPGph
YmhhQGphYmhh +1FLE XEC ABKF ARQEQVCECweD Agh\Ag MD g]IBAh—IBAheA
AAO]EFV\.’]{&SNSSYFﬂ D5 eCPEBumTVTWOgNwHsTVE]
hSp9vMBLEGMs \+Aw7a;lEAcAEWGUmaRFBSICaVX1srw -+ qGaeakVALIEb Uk
NTqtwlKLMPmjuQCvor HRjem + oI TPl ewWbswqzocbri
ul 8+’1’I93UE1ycvRCwo§e]_:3 SRFSFErZTISczSVgIHB’&DhnehE ] OgOWI.SD {UMN

ZVIZRKT 7qSMQzP]onb4YBflzBHp—I»Qq&1 7mw¢F’I‘IlBBI>:ﬁ’uEPP RFTPUMMiTelT
Lpqeids AAWUHATWyjLIM Y+ Yye ACAvOR18I9D+OmKyua/ TwsyE:
/MyiSOMBYGCEL KBZQR EPEFaF Ac AKyPKiOeNAMB06507LAjs - OWTE hTuO§2SBu/E3t
]LNLIV]IBLFGMSbl\+AW7RCfmr1TIxDFbﬂfFIgU7Ik53CI\X)uSﬂi.‘S Ewlod

AA&TMBLFGMsmgF+Aw7To3rngﬂcP1ch£LszQREPEFaEAc AD
KYUOZEI6+a/FsOpbTEpT/c8w

=MICz -
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A g e38ye calay 3 il Al ) aladl ldal Juo ) lgie ¢ ASE) o34 Jal 335k e JS) g
e Ll

iyl el 5 ALl 3 il et

Eldu gy AEENY

Ca CQ

g6 MEIACgWOVFESf2d0t62 h&
ctif0iY4KVDgl Pgd GWRA4HR b &¥Faml” ia
s Jia el aie @Al ¢ 5 jakall oY) o e i e gsing Y alall Zldd) o) AL N 065 o cany
ZUa) e ok e @lld dae (S gl J) a3 8 e il aan o (e 3SU 5 e jall AL 8 ¢ Al
U) by 58 cedit >> replace ) el & e notepadd (B2 s syadadl Al ) Lladl
find next e bl & w5 ¢« 42l replace with 4\ & iy find what A& 8 space 4dbuw

Ay dadia (B B ga gall led 8l AL A58 Y Sy 1Sa 5 replace  Jem iy Glel 8l Juad s
Dl aadl calall CUAA.\\ o) Al

Version: GnuPG v1.2.1 MingW32

pSiled mllia (e U gl Y

Lpallad) dpadla) dpadle ) dgaal)
Global Islamic Media Front
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