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Preview
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Pr_evl_ew Edit with ImageReady

Edit with ImageReady Edit with Phatashop

Edit with Photoshop Edit

Ed,“ Print

Pl Able Encryption Software

Able Encryption Software

Encrypt
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Delete with wiping

Delete with wiping

[% shred File with EE
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FileZFile 4
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Cut
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Create Shorbout -
w
—— Message Digest 5 I

Renarme

Description: Meszage Digest 5 [448hit Key)
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public key private key
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Pretty Good Privacy (PGP) and Reivest,shamir&Aselman (RSA)
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private key public key
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Aol @l ey p.IaTtext
el albdioly signature
MD5 i SHA iy Jfficual
. ; Aadea | Al
30 o ) B s 581 3o, Laaly

gl Ul AR Gadall @SN private key
A 1 Jo g by i used for signing

13

arolladl aroMawYl aroMe VIl agazldl
Global Islamic Media Front
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Windows Privacy goli o ,lolie jusll el geioge e ddasl wlanlaill o
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user id

public key signature

- PGP version number

- time when key created
- how long key is valid

- key type (DH, RSA)

- the key material itself

dyad 1 3 algt] - string identifying the

key's owner

signature

- certification that the userid
and key go together

- version number

- message digest algorithm

- message digest calculation

- signed message digest

- signer key id
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o liio usdl piiuid] ady ylo pasians (il uisiuidl gol 3>V ¢ -5

5)>| J)Lm o laule Ui L,gm L,st Ll qu PGP @,b, i baxiall

uswl iSOV ol ol el i @L)JI 52 aslo) Jsug GPG < |,Lm>|

Windows Privacy Tools — WIinPT

s9dl po a= Ll (Pretty Good Privacy - PGP) awojsle> ozt moliddl 132
uLn.LoJI).uLu.U Loyl LiSay , 0V Wl @iz o) ills , Ll | s 9 @ lioj,lesdl

clisall G Y wiz ozl olide oo el ols oo aSb sadl s alasMo
ool
(_)0

35Vl Jaw e Lodasl (ud o 5929 5 W il 690l o iz deolad] elglasl (o
e

abu abdalrahman |
publickey IT): 0xSFOBY07TF 2006-02-13 abu abdalralunan <abu_boxu2006 (@yahoo.com= clhall e laglas
Primary key fingerprint: 758B 8F52 B651 71F3 55A5 BEL16 CDCC ASDO SFOR 907F
Omar alayobi ay
publicE ey IT}: 0x68F7C804 2006-02-14 Omar alayobi <omar_alayobui2006_(@yahoo.com= Alikall (55 Olaglae
Primary key fingerprint: 67AA 9559 87ER 6 ABE DDC0 BEDEE 5529 1FAQ 68F7 C804 =

Asymmetric Encryption : JgYl al> o]l

Solall s o oo Al ololasll uind 6,58l Lo i> : mobiul cwais wlglas
Jaw o]l

ol @l I3l E-mail Plugins e o 6,lul giog liSas ! next laziol -1
.0utlook goli u go ol | Jolaiy
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{l windows Privacy Tools 1.0rc2 Setup

Choose Components

=101 x|

Choose which features of ‘Windows Privacy Tools you want toinskall,

Check the components you want to install and uncheck the components wou don't wank ko

install, Click Mexk to continue,

Select components ko install: we (MU Privacy Guard

WinFT Tray

QB Add-ons
&[] E-Mail Plugins
-- Dacurentation

Space required: 5. 7ME

Descripkion

ahl's tool For OpenPGEP compliant secure communication and data storage, necessary

Far all WinPT operations.

rullsaft Install Syvstem w2, 0b3

< Back I Mexk = I

Cancel |

]inzl Windows Privacy Tools 1.0rcZ Setup: Advanced optin

Select Additional Tasks
Wehich additional tasks should be performed *

o ol Lgzo Jolsinw (silly e qilaall i 30 3l alall laso is] -2

D:\winpt

=101 x|

Seleck the GnuPG version wou wankt to install:
¥ Official GnuPG (recommended)
= Mullify build {advanced)

Files associations:

W ASC (ASCIT armor detached signature)
¥ =IG (Detached signature)

¥ PGR (PGP Encrypted;signed file)

¥ GPG (GPG Encrypted)signed file)

Select the Folder in which wou wank to stare your kew pairs:

I L hinpk

Mullsaft Install System w2, 0bS

-]

< Back.

Install | Cancel |
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(PGP key pair) solxllg pladl zliaosdl sdgs -3

e e ail Jux adlw, A jglaiw ,axias 08 ,poldl cwais o i)l 2
yes bzl (ju=ilas]l

=

Something zeems to be wrong with your GPG kewringz.
when thiz is by accident, quit the program and fis it.
Othenwize cantinueg with the config. Canting?

.OK -4

It zeems pou have no keyrngs.

* Have winPT to generate a key pait

" |mpaort GruPG keywings from anatber location

" Specify a directom from which bo access existing GPG keyrings

ok | Cancel

18

aralladl anoMawYl asoMeVl agazxll
Global Islamic Media Front



Wl awlid| giogs -5

Key Generation x|

MOTE: Key generation can be a lengthy process!
Pleasze wait until pou get the message that key
generation was finished.

Key type |DS4 and ELG [defaul) > |
Subkey size in bits I'I 792 1024-4035

Ilzer name Ial:nu abdalrahman

Comment [optional] I

Email address Iabu_bn:-:ii2DDE@yahnn.u:Dm

K.ey expiration I _I Neverl

Pazzphraze I ““““““““

Repeat passphraze I xxxxxxxx

Start I Cancel |

oo S| mox pody ol uwakuidl (9 dedsimall drejloxdl £oi tkey type *
.DSA and ELG giogo gd LS il slsl leo duo j,lg>

tlieoll ox=) g\ngyl sl aigh wolj el sl LS zlieall 699 :subkey size in bits *
OVl asl o Jiasdl (g (wlls 10 (o 0S| aslS) sl bit 1024

e 2zl ol :User name*
(a)lis] avo ] 03 ) aslol wladsi :Comment *
b gl I plgis *

tliaall Jo> diSay ,ells 9 iyl U zliasl axMo slgil &, U tkey expiration *
Never ol oo it

il log juanuill oo il | aolS :Passphrase*
| aslS S ‘Repeat Passphrase *
(eWly Lol o lias]l slgis moli ] coud start lasiol ados)l 032 (o sl oy

ol db 8 pelval ablisl axwn blasYl s Jo U Jeas adlw Jl odn -6
s ol hlyes lakiol, bo JSLined o I le>
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=

[tz STROMGLY recommend that you backup vour keyrings becauze they both contain YERY important data.
Femember that your hard dizsk can crash or the files can be deleted by accident; zo it iz a good
idea to store them on a different masz stoarge like a floppy or COR!

Backup vour kevrings now?

lowd wiliall £l il o oSaid , adolis] axumsS ,epolisall aa> x5 ol Lisl -7
ol el wloygs Jas sis wloglaall olaas o | LSl awiliall Olass > s am
ol s sl

2%

Save jh; M etwark, Meighborbiood j J

- ﬁ Dezktop
@ Entire Met &) NTP1006E

= EI‘\JMEII.-'-.Irks [T
& 0] N

& [}
=3 MtdOwrks [H:]

&2 interwaven on ‘interwaven' [I1] -

File name: ||:uu|:uring.gpg Save |
Save az bype: |f-‘a|| files [*.7] j Cancel

[ Open az read-only

(JSidl w9 s LS ez lias]] lass o5

secring.apg

pubring.apg , '
CpenPiaP encrypted)signed File DpenPGR encrypted)signed Flle
2EB 2 KR ;

AN “\

slall likal ol Ll

, LiigS il pwilaosdl key manager JI awli S i ,mslaodl lae> o slguYl ax
.key -generate e laziall g b e o> glise Jor liSoy
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-l

File Edit ‘Yiew Key Groups Keyserver GPG 7

Uzer 1D | Fey D | Type I Size | Cipher | " alidity I Creation I
abu abdalrabman <abu_boxi2006Eyahoo. com>  0:5FO0BI07F  pubdsec 1024417392 DSA/ELG [] Ultimate 200E-02-13

plall liaall puaon ebill o adbll sshasdl | puolisoll s o slgudl ser -8
) luls Ll seaisi) olall zlinall planiwl potew o)l s Jusiimall 531 b lall
saiaill Loy pgis cuily s ol

ool liaall sk o

Key Manager s lasiol

File Manager

Edit Clipboard

Clipboard 4
Current Window  #
Preferences r
Abouk GPG

Abouk

Exit

iPT Errar | EI % e 0325,

cway iz aibid] (8 s9250)l Tlisell Lo lariall 6 , muiliall awbi A elaiuw
Bl Zliiall uoas sl key -Export el o5 o e JSi (ale

=

File Edit Wiew | Key Groups Keyserver GPGE 7

User ID Generate. .. ky (D | Tope | Size | Cipher | validity | Creation |
abu abdalrahman Sign EFOBI07F  pubfsec 102441732 DSA/ELG [[Ukmate  2006-02-13
Delete
Revioke
Check Signatures

[list Trust Bath

Irmpart...
Expart...

Export Private Key
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tliaall 05, La>Y .4 plall glisall las> x5 s3I lwaell oz 05 ,69laxll 0in (59
Xt £g 080 alo S (e alna> cliSoy Loyl key ID plall

Choose Name for Key File i ilil

Save i I@ public key j = i g

Recent \

0xEFOBI07F . asc

I“E asc b il dlaiel ol Badls | aladl o Laal
| tat witiag ddide, GRiay
Diestiizs 0xSFOB907F.asc. txt

Y

iy Documents

WL
Ty

ky Cormputer

File name: IDHEFDE 907F . asc j Save I
j Cancel |

A

Sl sl g S xull b oo drbioll Solall plall glisell Jlw,l o8 s 2n,

Save as type: I.-i‘-.ll files [*.7]
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b o anlidl 830 Ll Joanll diSas , plal zliaall adWl 6,90l miogs

.open with -notepad o (o9 pwgled) Huodl L lasiall

B 0x5FOBI0TF - Motepad

File Edt Format Wiew Help

----- BEGIN PGP PUBLIC EEY BLOCEK-----
Version: GnuPG vl.2.1 (MingW32)

mQGIBEPWYSURBAC)/ cHpjboy P §pwHE E Y 7 vy 2JUmW IR D27 O7TwiByYOLQIUeS
WLUNL Gy UTeqwIpjxq QFEWIMidve CxEASE X ey0UWVBAZjkoxPed LE GWLHI+BVNG

Y MCGOqkg@ImbigR U2 AMGWZE 37 2NZea AVYijzMEO CSmRPES v+HsNwCgtR Q)
vonTvF+ech 22 KLQPmbkMaNUD/ 1 wlazQqB 1 302FKPgfl Ootpw T H2 > 2 Q-+ W CF4
BEVPwmbGeH? STDOT I T TWTZ6hhWSvE promDx6 0 2Y 0 wij 3 Hos0/ TeQmOFxe 0N
SODN+Y qZ6usBOLzBSSQweaDSpD Cneeg Y LwhE' CPojeR ZGiTU 2 CDGHMME IV CoLFER
FEDTA MO cvOehnIPiTudZpwkthe CESHNUee3SITWEmuY 1 odvETHEVEZQXT P
LyQCRArHepDIvsdwE U0 ZbMuny VRPOTONE AV kel 3 W Gliecad/ ZnSATTOF e NILg Q)

VFHeIS tnft T/ 2 Y X CnIAMILa AL m GO N TN VIUIN Ty ePLT Qp Y WIIGFIZ GF s

cFob WFulDxh Y nVEYmO4a Wiy MDA QHIha GOvLmNvh TeIW QOTEQIAGQUCQ/BRhIQQL
BwMCAXUCAWMWALECHZECF4AAC gk QzeyolFILKHO 1 swCe D Yvevfib2 Terl VPN
PlnfVEANT WSuYTobmZQbunOX VNI eB6F T 80nQ)HNEEPWYTIQBwWCvd g CFuE U2 iy
VINEC AN S INAVW WU 2tdIEQVEan+5 Wh4 e WEGNBZBFXTdInP o NDVW Ce W/ StZCE
MxFRadSvNTStCozZ VLWPFUVipEEOmBUF 2N CqSgO4 COhHS ZEYhzNNumQsaw X TEG
AWphnWNaCiBwouTO+SVP gMalunjewZ Bdp SEDZ G hdlhnWAZ d QY OMOTOWyeGhl Da
HyteaF3zDre WBFIz6BpeT 2000 O 3 OWEhaxdBHE 0P = 2 Wl YludmEr HIEoS O
mxF48p GtAgBUBJEETE v onyNLinGsDwADBQLHI+4/8yvaEg GOnEb+NSILGN L AG
907K G62eGZCAThT21sXuP4Tbnie3 X/ 31 Dkerk/ plohMICV CTeb S3nd GINDLD g3
VovaTTWAREISWR OmMP kplszN7 Daf+ MO S dyGXCoe)SPXHF/ Z1 Xhinyy S HAHgLZPy XM
niltOnkhMnEOMNYFOSMLT jme SluwIbgowsNz8vu+TIEMy S af VLSFXIa WP ThObGZ
BMNrYeUg/v40 AGOB CLIBGumIthPOERZWI1xZDVI3uS BYs7TVONGEAad Edowilre+k+
QaFLiqUHWNITGEIR e Q VEQIABeUC QVBIMe A CRDNZE QX wuQE2OFR ATO ceTdpivag
TALMESGOKLKHCgwCIOTpm 76 R GZIS VDIV IR QsPe/ CQAU=

=qyuv

----- END PGP PUBLIC EEY BLOCE-----

tliasdl Je Omar La> ,0mar ewl gag ,aloc sl Lol aslivos o) @ Jusiwall b 4lall
.abu abdalrhman o elsll

=[] A
L SEHEHHTR File Edit ‘Yew Key Groups Keyserver GPE 7
\ Jzer D | Fep D | Type | Size | Cipher | Y alidity | Creation |
& Omar alayobi <omar_alapobii2006_(@yaboo.comy 0«68F7CE04  pubdezec 10244732 DSAELG [1 Ultirnate 2006-02-14
iyl g3l aladl Frlgall \ (a alall laRal] b 3 Omar s Jitunall ikl
abu abdalriiman abu abdalrhman
23
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.ogo 9d LS key - import (e lasiall Omar pgs; ,plal zliasdl (e Jgaxl)

El
(Efln e File Edit ‘Yiew ITE'?' GEroups  Kevserver GPG 7
| UeerlD  Generate...
Ormar alayabi <om. i G3F7CE04
Sign
Delete
Revoke
Check Signatures

[Lisk Trist Bath

Simport

Export. ..
Export Private Key

Properties
Shows Phoko

Refresh Keys (Kevserver)
Reload Kew Cache
Rebuild Signature Cache

.open s axy gliaodl izl

Choose Name of the Key File ed Bt

Look in; I @ Desktop j

My Docurnents

-f‘i My Compuker

- My Mebwork Places
Cutlook, Express
=N 0esFoE907F
Shiow Deskbop
Desktop I%Wiin

by Documents

File name: IEI:-:EFEIB 907F Open

Cancel |
A

Lef L4

Filez of type: I.-'l'-.II filez [*.7]
[™ Open az read-anly
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.Togo 9d LaS refresh Joe waxy gliaodl Juzail

File Edit Wiew | Key Groups Keyserver GPGE 7

Idzer D Generate, ., E- D I

Omar alayabi <onm. ] §ERFCa04
Sign

Delete

Rewvoke

Check Signatures
List Trusk Path

Import. ..
Export...
Export Private kKey

Properties
Shows Phoko

Refresh Kews (Keyserver)

Reload Keyv Cache

Rebuild Signature Cache

abd abdalrahman o ol plal zliaoll

EIE

File Edit WYiew key Groups Kewservetr GPG 7

Uzer D | ey D | Tupe | Size | Cipher | W alidity | Creation |
abu sbdalrahrman <abu_boxi2006@Eyahoo.com>  Ox5FOBS07F  pub I 102441792  DSA/ELG [1dnknown  2006-02-13
Umar alayobi <omar_alayobnUUb_{2twahoo, com: Lok L8ld pubszec 102441732 DSAJELG [1 Utimate 2006-02-14

lay Giinall il B el rliall cipald o
217 St G yadl gl 1 g yly il sl pid (B el bl SliCay Y1
abu abdalriman shy & aladl plRall Juo b 48

info.txt JSuiw Je allw Jl 03 laa>g abu abdalrhman (JI aJlw, &S 6 Omar
abu abdalrahman o oll pldl zliasdl ploziwl o do e b juaiiuis pgiuwg

P info - Notepad

File Edit Format WYiew Help

alzalam alaykom

how are you,|abu abdalrhman

this iz my credit card number : 064356345324535
gee U So0m ;)
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File Manager JI w3l allw JI jueud

key Manager
File Managet

Edit Clipboard

Clipboard k

Current Window  #

Preferences F

About GPG
About
E:xik

|m-$ﬂ% &:15 AM

Toso s oS

BB i onager (1o drag t drop o add s — x
File

2

M ame Operation
C:\Documents and Settingshabdallabh[D esktophin...

Umnﬁiﬁiqjggﬁln_ﬂdls__nug?ﬁ

i .T:i'

File Manager {use drag & drop to add files} " j ﬂ

| File.

Open
List Packets

-
~ Decrypt \ :
| il

Swmmekric

| Cperation |

Sign & Encrypk
Sign

Werify
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File Encrypt x|

User ID | KeyiD | gize | Cipher | walidiy |

abu abdalrahman <abu_bowi200EEyahoo. com>  Ox4B54A0ESE ELG [] Unikrowr
Ornar alayobi <omar_alapobii2006_Eyahoo com: ~Qx4C27FE4EC 1732 ELG [1 Ultirnate:

Gob oo passll pdl el phss sie fagl
abu abdalrhman <l 4l 3l (g3l alall A58

i, iage b LS B LA ju ok | concel |
£ ke Jo Led gl iy T e Ay A

V¥ Text Dutput
[ “wipe Original

adac plosy b aolxdl ol aalS Jbsl goldl dio callaw uasiadl aie Layl

]
Q The key 0xASSA0ESE is MOT trustad!
Sl proceed? . .
yes i s
Yes Mo |
File Manager (use drag & drop to add files) _ ﬂ
File
Status | I ame | Operation |

EMCRYFTED  C:ADocumentz and SettingshabdallabDeskioptin..  SUCCESS

class il 5

adiaall alall JSiio 055

ﬁ info.kxt, asc
OpenPaP detached signature
1KBE
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L adll wlglasdl g,k o ol , notepad JI glo o axis LS

key Manager
File Manager

Edit Cliphoard

Clipboard 2
Current Windaw  #

Preferences r

Abouk GPG
Abouk
Exit

W20 L sz0aM

2%
UM\; Documents ﬂ
;J My Computer ‘I
0y Metwork Places
%] Cutlook Express

¢ shared on one (One)
[£] 0xEFORS07F bxt
F?J info.kxk
':. ~info

s salary. zip
@ Show Desktop

(2 winPT

File narne: Iinfo.tﬂt.a&c

3 Open I

Cancel

Lef Lo
:,\\\\_

Filess of type: [ files
[ Open as read-only

(04 Copy | Clear | I 1 Load I | Save
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Clipboard Editor x|

Verzion: GnuPG vl 2.1 (HingW3iZ2)

hQHOAZES2S5ac0WgSWEALGAYEdr2heVgf pvRSHipHub i 7 JedinedINof kRoh=U0Fk1
6J 3=KbDJ+marosyt HnCEBVHIJubMznFEcAn 1 JWEcEBIVEN 6 EggZr POegDulfhexxvilg
AF2t=349Fa 1 4VHbt nOzHRpyGIBj tivZ9EWF =S 3drt Trodf SdBeHedqbwilcH I Tu
2IalH==6tDuowbcl+sGg9rTrlvjQadBoyoE 300w 72N 9k u I SPEer K1 FnpeayvivERSg
MEVGgREOHwkCnjo¥YnrblXENTt1 1FLFpE=P=P{ b= GEKLT lobf Q1 p3kRIED=28 t OEG
+gKipHgE9RErRphW9GPhapnGREvgbpHEi106ZP1 7t HnBj t PG 1 QIncyAuKYOSHFHOD
RizMHEBUB34+m 20ZYf 6 TZemSEZemISpP 9t JvZkBWrSG+hTodDi 20 EaYpi VETeCwd
bwvEFEVEY . =R6+LSEZE 7 TdonIVCDVpIul d=sHhOxTWe P tw LHGF Ldgf R4 3ix 1 HFm
YolImXZ2p89P=4n9k ] v 38bTn- 8 8bCunienhk=zZXY0cl i=FDG Y nh=gZ I jgHABKCE
JeSelbcoChnkiCEL Zm ISk juSpllkedIChdAZ 2HaOPpCd+0ggBDy VL 02 LEkEC I vsay
T78bh0d5Kdgf Se e SVDEHUATP+UED3Rrkd § ~d¥nFLEBV16qvib9KK1 STqOOLCHzeSh
sl =FEa¥tXaRsVioT i 3Mkg?HC9wBKEANLADSEzx tojelOp+ 2 4B Ve T0aot Y+n 0V 3l
EHOwfwOvp+2A9u=3Hb0s+0l 1 IvFaEWPDOVEDEnY ThgvH 781 t g5 GL - ImXKww V.- 0DI
rlk6HzuseluiloDs=

=FLgl

cuw&b@ldﬁq,ﬁwlmj|
Tl 5 Ohe g SBa galll 2y 0 A Leduuatg
text (B Jo

=
QK Copy Clear | Load I Save |

= ol gliaall Jw, b ol s3I Jawodl ool

s o piinnd| Al JI pMiwwl s,

1KE i ol o abuahdalrhman oo gelall padill
Lored sl aaad 1) uabl dal sl

Decryption El

Enciypted with the following public key(z]
Unknown [key 1D 0x43550E56)

info.kxk, asc PR i bl oy oh] il
J?ﬁ CpenPiaP detached signature ol ik ol : ot it

el | il
g
ornar

Y'ou need a paszsphraze to unlock the secret key for
uzer: "abu abdalrahman <abu_boxi2006Eyahoo. coms: "
ELG key, D ABRA0ESE [main key D SFOB307F]

Flease enter pour passphrase v Hide Teping

]
] I Cancel
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lobmail 2] Windows 82 Windows Marketplace (2] Windows Media ) blog

6!3 info. bk, asc ST inFoukst
ﬁ CpenPiaP detached signature == | TexkDocument

1 KB = 1 KB
pdusdll 8 ahu abdalrhman gl
ppeabad| el Al 2l o3k e
[ info - Notepad =10 x|
File Edit Format Yiew Help
alzalam alaykom =

how are you, abu abdalrhman
this 1¢ my credit card number : 064356345324535
see u soon 1)

4] 2

L oasud| clad szl asy b

wle baziai Uy oy padinall Galodl s psii o5 o9 file manager JI wladll
.decrypt

x
| File
Qpen I [
Lisk Packets

Emcrypk

ol il glasid gk e il ot

ecrwpk e ———————— - N
DEaEt ol AAS 2 3 505 sh

Swnmetric

Sign & Encrypt
3
Sign I I —I

Verifuy
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.load Gle lasiai oi (yog Edit Clipboard (JI ey gl

2%

Look, in: I@ encrypted messege j ) I:-_:-i( 'v

Recent

Omar bl Al 5 il Al

by Diocuments

o B

-
by Computer

File narme; Iinh:u.t:-:t.asu: j 3 Open I

Filez af wpe: I,-i'-.ll filez j Cancel

[~ Open az read-only

)4 | Copwy | Clear | Save |

.(Clipboard Editor ) , y=aJl 9Mel 08 U5 oy 6 pasinall adlw JI &l jglaiw

h\\_
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Clipboard Editor x|

Version: GnuPG vl 2.1 (MHingW3z2)

hOHOA=ESZ2SacoWgSWEADEAYELAr 2hsVgf pwRSH]pHub 17 JedZned IQof kRohsT0Fk 1
6J3=EbDI+marosyt HnCB?HIJuMznEcAnjJUEcSEIVEN6RggZr YObqlul Zhex=xvwilg
AF2t=3+9Faj4VHbtnO=NRpyGIE] t ivZ9KVFE=sSZ3drt Trodf SdBeHeAgSwilcH I Tu
2laN==z6tDuowbcW+=Gg9r Tr0viQadBoyoE 300w 7 =H9kuwISPEer X 1 FnpexviviRSg
HEVGgRS 0HwkCnjoVnrblEXENTti1FkFpE=PzPf bz GEKLT 0obf Qlp3kR3IEDze8 t OEG
+gKipHgi9RErEphWAGPnapn CEXvgbpKj 1o ZP1i 7t HnBj t PG LODncy AukY 0SHENO
RizMMBBUBZ+m20ZVE 6 TZ6nSEZenISpPE 9t JyZkBUrSG+hTodD1i Z5EoVpi VFT=Cwd
bwvBFEVEY =sR6+kSHZE7T4douIVCDVp3ul 4=NhOxTWEP ] t wLHGFLdgf Rj43i=1HFm
YhInXZpB9F=4n9K ] v38bTn 8 8bCuni8nhlk=ZXYclisFDG7nhMsgZI j=HABKCE
3eSelDicoChnkiCEf ZnISkjuSpDkedICEdAZ 2MHa0PpCAd+0gqgBDy VL 0 2Lk EC I y=ey
T78bhd5Edgf S6ASVDEHTATP+WEU 3Rk 4 3 -d¥nFkBEV1 6qwSb9KK]1STqQOLCH=eSh
ulsEoYtXaRsVET ] 3Mlg 2HC9vBERINLADSEs=x Mt cjeJ0p+ 24BxVe T Daot T+nlVik
RHOwfwOwp+249u=3Hb0s+0l 1 IvFaEWPDOVEDERV ThgvN 781t oG- InEKwwV.-0DI
rl6HzueDuBkalDs=

=FLgH

QK | Copw | Clear | Load I Sawe |

lw el dld adoss pgad Decrypt/Verify o Clipboard (JI sl o5 o9

Key Manager
File Manager

Edit Clipboard

Swrnmekric

Encewpt Current Window B
Sign & Encrypk
Sign

Preferences »

About GPG
About
Exit

(ool cliaall) pud] aalS Jlsob p

Encmypted with the following public key(z]
abu abdalrahman <abu_boxi20063yahoo. com [key [0 DxAE5s

x|

You need a pazsphrase to unlock the secret key far
uzer, "abu abdalrahman <abu_bori2006Ewakoo, conms"
ELG key, ID A85A0ESE [main key D SFOBA07F)

Pleaze enter your pazzphraze v Hide Typing

EREEEEE

(] I Cancel
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il &l awy allw JI s,i Clipboard Editor (JI cawsl &Us as
x]

al=alam alaykom ;I
how are you, abu abdalrhman

thi= i= my credit card number : 064356345324535

=EE U =00n )

(0]:4 I Copy | Clear | Load | Save |

alol &8l sy 4lo o ,iST azgi , plall zliasll Jglaidl dadas) axlo ple JSin 132
a4z i Guw S ao,c9 jaduoll

Digital Signatures :aslll al> ,oll

OmarJ S ,Omar JI besias calo Jlw,l pls abu abdalrhman gl o8 ole
J.a.aJ|a.LLo.9§Lu|).ux.5pr)xuu|u3.) o).).mu.od:wg_olo“ulu.o.\stuu|

ot Slglasdl | oed )l audgill plaxiwl o Lin

: Omar Jl ledlw)l piw s3I Calall

S
& e

=alary. Zip

6 9all 9 LS File Manager (JI el
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"|File Manager {use drag & drop to add files})

x
| File

Open

List Packets

| Dperation |

Encrypl
Decrypk

Swrnmekric el aal il ol Sigm o duads
Sign & Encrypk /

T

L Merify
Filesign x|
Uszer ID | KeylD | size | Cipher |

abu abdalrahman <abu_boxi2006@wahoo. comy  O5F0BA07F 1024

1 el il alsid (b o o gl Jans Yyl 25k

— Signature mode

™ Marmal Signature
F Detached Signaturel 2

" Cleartest Sighature \

[T Create ASCI armored output Uit (ot 2l 35

3 0K Cancel |

ol
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File Manager {use drag & drop to add files}) El

Q File

=alary.zip Statusz | Mame | Operation |
SIGHED C:hDocuments and Settings'dabdallahDeskiophs..  SUCCESS

51 8,0 R 3 5l a3 s Y ol ) ] s

ol a8 )l gudsidl Jlw,l 08 Tao.:ig Omar Jl bgsias]l caloll Jlw )L pgsas u‘y|
.Omar

C oo LS oler e od ] pudgilly caloll laax, Omar pls

=alars Eipisig
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ole ball b lhas | jluwadl pusi 9 Galolly (mod Jl midgdl ol Al (9
sl jusi Y g o) sily iaxll calal gn calall wilS 151, salary.zip.sig
rallw )l odn Sl jglaiw ailo, Jaidl

Marme | Status | Sighed | Truist | Uszer D |
zalarny. zip.sig The signature iz good.  2006-02-14 00:11:22  Undefin..  Ox5FOBS07F

ok I Save
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meaauleM)“esS..“uls uaalazowJLmuSesﬂlgdln“ulcdb@s
aiodaw o 3SWL pois oS ,calall ) luo

i@ My Documents

File. Edit Wiew Favworites  Tools  Help #

@Back - @ - 1.% p Search E Folders
address IE My Docurnents j Go

e
N -
D My Music

Iﬁ} My Pictures
P salary, zip.sig
@ OpenPEP detached sugnature 1

1kE ;I

-}y Documents

Ei My Compuker

.. My Mebwork Places

gl Dutlook Express

Q shared on one {COne)
E] infio, bt

bdw Diocuments

.
o8
My Cormpliter

File name: _Isalar_l,l.zip ;] :Dpén 3 I
Files of type: f 40 fle %) =l ~ Cancel |

[~ Dpen as read-only.
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o3 A glain , Jadl alos slol yusill (o0 ol ok pud ciloll Ol &l 08
&)Ll

I ame | Status | Signed | T ruzt | Idzer D |
zalary. zip. zig I The zignature iz BADI I 1965-12-31 16:00:00  Unknown  OxBFOBS07F

s e Jloe Hash function JI (g el (289l JosS Josi s 2| Gl 2>95
.MD5

Digital Certificates :adUl al> oll
plaziwl § b o dlw Jl jesn pgs sl ddiwol) HSos caaS 1auad Il solgaill
phaxiwl Gudo oo Yoo b o i, & auinall allw JI ob S o plal ¢lisoll

solgaid] o gl ) bo¥l Juwsall sk o alw,l @i sl iinll elall glisoll
() irid] Dy plail ¢lisall aoduw cyo 2SI arasd Jl

lole i ared I 8olgaid|

""public key" pla)| ¢ liaall -1

Lo 3ol Olis , Juwyall @55 &S], Juw sl qan] ) Jio plall glitall ¢ o loglen -2
[(Fingerprint) a8 )l douadl alios 0sSuw 929 ,zliaall poll (ad I gidgill -3

: wlglaxll

User ID aslol -1
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Key Manager

=101 x|
File | Edit “iew Key Groups Kewserver GPG 7
Uze  Copy

Creation
pubszec 102441792 DSA/ELG [|Unknown  2006-02-13

abu Paske oxi2006 IE'J_I,I.E oo, com: 0=EFOB907F
User ID
Sub Key

Onerkrusk

abu ahdalrhaman al A EE 2 PETITY fﬁium‘ahaﬁhhl a3 ghadl| 2 b Uﬁ
:8is ahu ahdalrahman & 4lial Slaglen slacl datetl s b e gl
@m&@gljl‘l&uﬁéﬂﬁgljﬁnﬁu&ﬁlq,ﬁgpﬁ“ IR AL R

abu abdarhman rsYad b glell FURatl 5l fye 25l5 Jia

Omar o Loy g3l el FURall fpada Sla laall s B J8 Hlial giae

keyuseris x|

W alidity | M ame | Statuz |
kot abu abdalrahman <abu_boxii2006@wak...  Useable

oK | dd Delete |  Fevoke |

e B wdsig 2l juaig Jkhattab alromi gag =1 i) o) abu abdalrhman gl la>M
cgdlol o8 Ol a

Add new User ID x|

REN= Ikhattal:u alrami

Email | abu_boii 2006y ahoc
Coamrnett I,&.,_B

k. I Cancel

Key Manager

_iol x|
File Edit view | Key Groups keyserver GPG 7
|Jzer (D Generate. . i}lID I Type | Size | Cipher I alidity I Creation I
abu abdalrahman Sion SFOB907F  pubdzec 102441792 DSAELG [JUnknown  2006-02-13
Delete . e
Revoke Indiad “u.u“erl 3l asl] ALzt £ lgiB] day
Check Signatures I T ——— @iﬂ| Glagles J-G-El‘a' Check Signatures u‘b
List Trusk Path LlRally eld]
Import...
Export...
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oo 3SWI galaiay, (OMar) Judiaall < dall aisg ,plall glisoll Jluw,l ob lasdo azuill
wle bheiall plisll as, key - Check Signatures (e laziall §,b o wloglzall 03

.abu abdalrahman alw | s3I pladl zliaol) import

Signature List for Key abu abdalrahman <abu_boxiiZ006@yahoo El

User D | walid | Algorithen | Created | EeyID |

khattab alromi (48] <abu boRi006Ewakhoo, cof..
khattab alram [4.B] <abu_boxi2006yahooc... YES DSA 20060214 OxBFOBS07F

|a|:|u abdalrahman <ahu_ha:-:iiEDDE@yahaa.-:nmzl
attab alrarm [A.E] < abu_bowi yahoo.c... YES D5, 20060213 OwBFOBA07F

khattab alromi [4.B] <abu_boxi2006@ywahon.c... TES D54, 2006-02-13 0«5F0BS07F

k. I HeceiveKe_l,ll

o pldl zliasdl pl o cuddl 850 dawed JI dowadl Jw)l g ol 89las cuss
abu abdalrahman alw | syl (ssua=ll ¢ liao]l

JSiw aed Jl dosadl o) Jw i Ol c Omar J pladl glisedl Jlw,b Led ol 2=
dwlio Lanl 5 aluwg sl gl , 2l gl Mo wladl gyl o6 Lo, Jisiwo

D tliasll Lo s 598 e s ke o, awd Il dsaldl Lo Jgaxl)
Key Manager ¢ lasiol

keyw Manager

File Manager

Edit Clipboard

Clipboard 4

Current Window  #

Preferences r

Abouk GPG

Abouk

Exit : p ¥
T Errar « SLo® WM W 0325
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=10l

File Edit Wiew | Key Groups Keyserver GPG 7
Uzer D Generate. .. i}lID I Type | Size I Cipher I W alidity | Creation I

SFOES07F  pub/sec 102441732 DSAJ/ELG  []Unknown 20060213

abu abdalrahman

Sign

Delete

Revake

Check Signatures
List Trust Path

Import...
Expork. ..
Expork Private Key

Propetties
Show Photo

Key Properties x|

Type: Key FPair

Key D: OxSFOBI07F APL I PR PE O

Algarithr: DSA/ELG B o
Size: 1024/1732 8k o $hy Omar
Created: 2006-02-13 fos GldaEE g <l

Expires: newver T |
W alidity: Unknown / u—‘-‘ M+
Fingerprint

7AEE BF5Z BER1 Y2F3 BRAR BE1E COCC A

Dwinertruist

ILlnknu:uwn Change |
k., I Change F'asswdl Fevokers |

gl glisodl pud ail gl ojusi o 28 plal glisall Ol Wle Jxu I3, glais o) 13
abu abdalrahman < oI

&>L;) Omar J Key ID ,Algorithm,Created o s> wloglzo Jlw )l liSay Taubo
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 arod 1 5oleaid] lgygins (il wlogleall saxlo

user id

public key signature

- PGP version number

- time when key created
- how long key is valid

- key type (DH, RSA)

- the key material itself

AyaB 31 3 ALt - string identifying the

key's owner

signature

- certification that the userid
and key go together

- version number

- message digest algorithm

- message digest calculation

- signed message digest

- signer key id
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‘wilaall o abliz Yl fuill glziw)y
£ il , golil cwais a2y LiSoy ,JSlite al wea> ol jlgzll wlo 159 Jos al> (o
F ooy oS pladly polsdl ¢ liaall

ole soin sl d=all Jlizl poii muilaall cuwaii golidl dio Cllay Laie -1
wiliall ab LoVl wudl

=

- Something seems ko be wrong with wour GPE keyrings,
\:!‘) wihen khis is by accident, quit the program and Fix i,
Otherwise continue with the config. Contine?

Windows Privacy Tray

[t zeemz pou have no kewingz.

i~ Have WinPT to Eenerate a key pair

2 &+ |mport GruPG keyrings from another location

7 gpemf_l,l a directany from which to access exizting GPG keyrings

| k. I Cancel |

wolly elall clianll vjxe 38 anog: pois a¥ Jsl elall clisoll glzimwl azy -2
il po Al glisell O jxe (09
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Please choose your Public Keyring || 2 x|

Loak ir: IE} backup j = £F E-

.

@ secring.gpg ol f‘s e ?j| ?L'l-“ Ctﬂd| &1_.‘,)1‘"1" ?335
Fecent

My Documents

=

ky Computer

File name: Ipubring.gpg j Open I
Files of type: [ 40l files (*) R Cancel |

[” Open as read-only

Z

WL es ) ammo it adylay wolisll slosiwl Al> (8 551 SSline dgzlss 26

ezl zell cwais s WVl b,0ll (w9 linwe 820 @i s alzell e -3
GnuPG Preferences x|
dy ‘.?L'I.'lwl Ao g ?'iu.u i?;.:l.'il alsal] s
GruPG home directnﬂhere both keyrings are located)
ID:'xwinpt[ <

GruPG options file [default: use optionz]

| |

GruPG exe file location [full path with added gpg.exe]
IE:"\F'ru:ugram Filezwindows Privacy Tools\GruPGhopr .. |

I 1
)_9.0:3’|,_,axm

OSou9 Ladolal muileoll adlaiwl posi w9 uw e 8,Le oy :keyserver JI Jio
JLaidl a2zl sl ol cus 9wl s Gle o po ] pledl zlaadl Juiaxi pasuinl)
sl Olgis Mo JBol sl e o bs udl Al o pladl zliaall o ] aiSos

(el glisall ciolo ) Juwall gl

edw)l il yo 9 e pladl zlivoll Joc slal izi g9 :Revoke apolx) dauwill Ll
el 351 Y cuxy glisodl s clal 259 49 ] Wl gl Lol I pladl zlias)
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JUi,l esis s sas Revoke awols gl o U3 Jor diSay aolasiwl allw,
" elaaoYlg 49 il I 2> o pladi 7 lias)]
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oo lod Dlaiwl s b raninall dlw I gl pladl zliaall (8 JSLinall ass lgzlgs 23
poii Loais alSuiuall odn Jaxs Mio ‘_sg.,.,.oJIJ,LuJBI;U.JIdUJoU,chJ.QJId)JaJI
el gliasl) import Josi boaie bl cux , tXt Calo 9 amiaig pladl gliaod] fu

cadle molidl o s Y gl sJa:pLleanAJIUIJ)m@L)JIwaJL»J

olaiiall go Jolaill adl> o code Jsls plall zliaall ol allw, )l ging liSay :alaxdo

 plall zliaall ol & paiial] &l Jlg doxiall (u a9lus 3925 e ool -1

File Edit Format Wiew Help

----- BEG]N PGP MESSAC_%E----- 085 Ol e el
Version: GnuPG v1.2.1 (MingW32) (v &l Jla

_4 &l Jls doikndl
hQHOAZUekRKWimDREAb/VIAulStQixSgTS WhbF o
KOuGyIvCOLhlieuXzBLG76PIATF ZvL555xurt+thr3354
mMCvBsMzZ0XQpjvIUr2IQ69tiOq80t ABjN9dTViMad)
746 UNc5XondrF6D9YNtpsqntOuYjPBjosMcZvSgfKdl:
KyZIVRFZTVC3q3+QARXBRSXAHLzWTI7Xngf VXVt

F0Tiiel nAhiiaNrTmT AShhTiNA A M T TITre TFT O imi A n

rwai ail ey html J1 g8 il 28 g SV sl sl o gliaall Jlw)l ais -2
il pusi gz loimw Il JSlinall L2l 030 6 uinall 0,5V G blue Jls
sxwiogs Jlio, & pasinall allw U

Version: GnuPG v1.2.1 (MingW32) ipadl (g LA 2 g8 g gl Juall Ty 3

mQGIBEQXQVRBACUHQOKTEcL23/s1 28 RNANTVmISIELkBzQREPEFJE Ac AKHQ9I
GeXC5TozoLhNxtQeMaSHZEao/bhpl7 UNu+Peit51xvlH

1LoOrNgCgELLBzQREPEFaEAcAKq;e@M:JACqWOVF};SﬂdOtﬁz bC GCHEhSIPESIMnGe
bYCR/Uc3WWaOoKASG ek\?laEccﬂﬂ)ﬂ@.{VDqquﬁWRMHﬁ{; ;
AgMD aIBAh4BAheA

YmhhQGphymhhl +1FLE xEC ABKF AKQEQVCEC e DAY
AAOTEFWKGNGEYBS eCPRBUMTVTWONwWHsTVBIKI/AT 9eT1WZNunliZR¢r
hSpOvMBLEGMs \+AWTatACABWGUmaRFBSICavX1srw JE+ qGaeak V4Ll bUk

XTqtwlkL.MPm uQCerﬂR HQIOTMP lenWhazoch7 rim
ul 8+YI_93UE1ycvRC'W05eE SRFSFErZ'!ISczSVglnBS«kaehE ] OgOWIsD {UMh

ZVIZRKT 7qSMQzP]L\ob4YBflzBHp4Qq8;:1 Tmm-FI'IlBBIxﬁ‘uEPP FTPUMMiTclT
Lpqeids AAWUHATWyj LM+ Yy ACdvOP1819D-+OmKyua/ TwxyE
/MyiSOMBYGCEL kBZQR EPEFaF Ac AKYPKIOeNAMB06507LAjs - OWTF hTuO§2SBu/E3t
JLNLI\JIBLFGMSblx—I—AW?RC‘fmrlTT\DFbﬂfFIgU?H{SSCI\_mSﬂd Ewlod

KYu0ZEI6+a/Fs0pbTEpT/c8w

=MICz CIMEF
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6 pisital| Alw,l gl Ll zliaall Jlw)l Leio , alSuitall 0in J=) ads b (o LiST 2zes
coleball Al gl 59 40 cala

Jawspall zlisall gl &l Jl o AW Lax Y

ElAxmY FaNCENY
qx6MXTACGWOVFkSf2d0t62 hg
ctif0iY4AKVDgl PgdGWR44HRD ia

, b paicall 08,5V G ol (e sgim ¥ plall glisodl ol ,adlw Jl 0S5 Ol =y
3 okl gz ol o ,\SLS wlehell alL 09 , aSiued] cdn Jio jggl xic JJ,\J
9 lgriogg 8 pauinall dlw I gl pladl zlvodl fums Gl e s Joe Sy L)l o5
ail> 9 space adlww j lakias pgasi edit >> replace Jl i oi (o9 NOtepad JI
Juai iz find next (e lasiai o (pog , a2, 0 replace with &> J g find what
dodiio 9 8392 90ll wlElall AL pgdi ¥ ;S 13Sng replace Joss pgiig wlel all
s asl el zlaodl gl adlw JI algig

Version: GnuPG v1.2.1 MingW32

2S5Le s Wlo oo Liganis ¥

analladl anoMawVl anoMe Yl agamll

Global Islamic Media Front
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	3- توليد المفتاح العام والخاص (PGP key pair).

