Tke essentinls of orgrdzing
a couderintelligence service.

CATOMY OF COUNTERINTELLIGH)

A. O, Wasevoiller

The st purpose of (his study was to Lelp the wuthorvities in
cmerging or young pations in which a covnterinte ligence capability is
Licking or deficient. Such counbiies ave especially valnerable in this
cra, when Suviet skills in espionage, connterespionage, and subvirsion
have been refined for hall & century,

Even within the US inteliigence comununity, however, some con-
fusion and disagrees

ent about counterintelligence persists. For ex-
araple, it is often misunderstood as another name for sceurity. Recause
the aticle strips away the flesh and revesls the bones of its subject,
it may be uvscful to us heve as well as to others oveseas,

The paper deseribes the Desic structure and functions of a counter-
irtelligence wervice in a free sodiety. The subject is not, however, a
miodel Cl seivice, if “mmodel” is vnderstood (o mean an ideal or a
pattern of excellence, crested to be imitated. In this sense of the
word, no maodel service exists. There are wide welional varistions in
such mafters as laws goveming espionage and scourity, in budgets
and manpower, and in the kind and intensity of threats. These difler-
ences are so great that a single model wonld wot do for all countries,
so that cach must develop its own CI oxganization specifically adapted
10 its own enviromment and its own &paa“} requiternents. It is pmsible,
on the other hand, to describe the essential or standsvd functions which
most such sorvices share, and to show the kind of crganization that

devives from these functions.

The inquiress should also be put eon clear rotice concerning the
gravity of the commitments they propose to undertzke, anud of the
eventual dimensions of the task., The fact is that a defcusive serviee
usually must accept responsibilities which exceed the requirements of
security if security is construed, as it often is, to consist of passive
defenses against clandestine end covert attacks upon the installations,
personnel, and activities of official or semi-afficial bodies whose methods
and sources the government desires to protect against vnzuthorized
disclosure. Although it is possible 1o describe and even {0 create
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a security service coneoned solely with these deferses, such sn or-
rization would soon find itself unegual to its task. F("d"»‘?dw-"i intel-

wce 2nd counterintelgence seivices, cspecially those of the USSR,
are too competent sud "w-) shrong to be r’ft-‘«"‘zwd or even contained

by pwrely defensive tactios. The (u,,.‘nn.u“svbcm service 1must be
apgressive, THnust la;am all it cxa aliont 5is cowitry’s encndes, Tt must
leam their searets and be privy to their couneils, This es nded
as a short cowsse in how these things ezn be done,

3

26

1y is fot

Fundomentals

ounler

its product. The product
is m?i’a‘nle information abﬁut ]1 LA se encinies of a country who sttack
it Dy stealth. Some of these enemics are profcssions] tefligence officers
znd the agents who serve them. Others sot vnder cover to prossute
subversion or inswurection rather thin espionage or countarintelligence.
Sl others may be non-Communists or anti-Communists who employ
the same vadaground tactics to ) to take by stealth ard force what
they connot gain through winning the open allegizece of a frce prople.

As an pelivity, connterintelligence consists of two metching halves,
secinity and counterespionage. Security consists besdoally of esishlish-
ing passive or stotic defenses against 2l hostile snd concealed acts,
nbz'dh«,s of who carries them out. Counterespinnage yequires the
identification of a specific adversary, a knowledge of the specific opera-
tions that he is conducting, and a couvntering of those operations
ihrough pencirating and manipvlating them so that their thrust is
tumed beck against the aggressor.

Certain pre-conditions must esist if a demestic countesintelligence
scrvice is to be effective. Once these prevequisites are at hand, the
scrvice can develop a capability to carry out its functions. The func-
tions, in turn, detenniae the structore of the service,

The primary pre-condition is that the service yust he established
Ly lew as an element of the centval governinent. If its existence i z‘»ot
Lased on law, its opponents will attack it opealy or clandedinely, and
eventually they will weaken and even destroy it If it has a Jegal basis
bot is not a governmemal entity, its position is Liitle better; 1t cannot
survive indefinitely.

The service must be an element or arm of the exscutive branch
of the gevernment. The executive may, at its own discretion, perinit
the Jegislature a degree of insight ivto the service and its work. But
it cught not to permit any measure of legislative conlrol, because if
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Lt they reeagrize the significot diffcience between the two. This
is a diffeicuce in targets ._).nd ticing rather than meihods,

1 =n
e I sp

1

ist is waging a serel war agalnst hostile fore
civices and agaiust conce

gn
d <_ﬂ_;},,‘t::\xon, whether it is
rected by a fo "91 government, the Juternational Convmunist move-
svist Party, or vther internal or extornal foe.
sialist in pfﬂir(’ work s waging a wav agoi

‘51.11\ RGN

vst orime. The two

Hies nac 1ge when hidden Lostile activity 35 also coiminal, or when
¢ (1*}'}}.:“1

Y is concealed and Srected :‘ai)xsi the (’z'!\JI‘xtTy
itvelf, When this is not the cuse, wlen the (~7*;m~~'ﬂ is not a elande

o

Yne
agent or the spy is not connn itting a crime, the differaices between
cournterintell xguu and police work ure sharper. The duty of the
police vfficer, for «"«;;x,ple, is 1o srrest a culpiit as soon as possihle.
The ¢

aterivtelligence officer, on the contrary, will Usnaﬂy prefer
not to show his hand until he has 51l the infoimation he can get.
Or he may m,zrml his knowledge, even when all relavant facts have

Leen dug oot, in arder to micle dd his advirsaries, to mm,imm(, them
with or “':U out their knowledge, and thus to wake their eoits serve
his ends.

Whether the connlorinte! Migence service should have i

e PoWelLs,
as i
PERNR 0 B

et from '[',nlu e duties, is moot. (ﬂ-tm\‘a] y it will not need them
voless and vntil the spies and subversives who canstitute most of jts
targets comnmit an i Ic«éal act, at which point the police can be called
in to act as the exccutive arm if the counterintelligence service so
chooses. Some executive powers are very useful to a counterintellipe
service, Among these are the rights to teke evidence um?cr oath, to
require citizens to give testimony which is not sr::lf~‘;nm'fminatory, and
to subpoena witnesses. Obtaining and using such powers ruay, however,
avouse public resentment, and the price may be teo high, A covnter-
intelligence service in a fice land needs the respeet and support of the
c:~ih/,em)’: which will fear and hate any interval sevvice that wuses
dictatorial tactics or that acquires a reputation for dofng co. Therelore,
cven if the Jaw of the Jand allocates centain police powers to the internal

service, they shonld be used very sparingly, never merely for con-
venjcnee, and only when a failure to employ them would probably
have grave consequences for the national security.

The divector of the service may or may not have arbitrary powers
of employment. The law may, for example, prescribe that the service
will meloy civil service regulutions or procedures, including those
governing biring, The dJ.rectm may be bared from employing certain

12
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the eaciy teies to conceal {(‘fri‘al!y, Tt usually takes the form of espionage,

)

I
N

a2

or- -nitich  wore  rarely sabotuge.
Civert activity is not za‘}) covcealed; in fact, it is Yhely to ’,«ke e
form of a newsp. per wrticle or a(’no broadeast, or even feviorium,
for which the widest possible ln}\nu*y is sought. What the ¢ nomy
tries 1o Lide in this type of sctionis his sponsorship or other involve-
waent, The goal of the CI scrvice is to learn cverything it can about
these two kinds of inhadcal action, end therefove about ihe people
canying out the action, withoul letting these 1 cieoms becomne aware

that the sarvice is soquiring such infovmation, Only by welking avail-
able to the goveruent infonnaiion about its cuoaies which s com-
plete evough to include all essaniials and which was scquired sceretly,
so that the encmies remain wiwarned, can the connterintelligence serv-
ice do the task for which it was created and designed.

I iaison

Mo coundern

Digevce service can do its job
nist services end parties are world-wide organizations which cperate
from Free C(nmuy ‘A7 against Free Country “B,” from "B7 against
“C7 (or "G 7D and "B ) woving so fuidly across and over netional
borders that a defense which stops at the boiders will lose its war.
Thercfore the sexvice must have a olose working relidionship with
other organizations, domestic and forcign, which ean help it. The do-
mcstic departmients and agencies most bkely to have functions of
covnterinfelligence significance are to be found in the exccutive and
legislative branches of the govermment and in the iutelligence com-
ponents of the simed forces. The savice also needs the cooperation
of the citizenry.

lane, The Comimua-

>

Within the legislative Ivanch of government there snay be various
cornyititees wlso conce 'v;d with the country’s seeo nty and especially
with its defeuses agzinst subversion. The service will find it p.uﬁtalle
to maintain a lizisen relationship with such groups.

The counterintelligence survice will alo need to maintain laison
with other x'riwd;y crvices concerned with foreign collection as well
as cownterintelligence. Collaboration with services in the forper cate-
gory is uscful becavse they somelisnes acquire counferintelligence
as a by p\ouuct of pcsmv oper ations. Moreover, their Ptli!‘af}’ targets
in (end outside) the host country are rvepreseutatives aud installations
of Cominunist states. They thus share with the defenders of the coun-
try’s secwrity a solid connmon intevest. ‘The Copnnunist services persist-

COMEIED.
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TWNTIAL Counterintelligeice
ently vse diplomsiie, commcrcial, joumalistie, and other yepresenta-

tions for cover,

By working with yvon-Comimunist s rsubmée services

, e targets, *‘m CI service »Tuids the foreign service added
protection and acquites useful informaton in sﬁ(‘.}amée.
The nced f) llfmon ‘s‘}'i‘x}l foreign conpterintelligrnce services s
:,;r‘.;x' s, Fxel omb counterintelligenee falonmution frecly within the
wide Emits imposed by national considerations is the only way i which

the CI service can cope with an attack so varjed, persistent, and in-
{ense that no service ceuld };ch to deal with it 71 jsolation. The infor-
mation that can be oltained sbout Postile cose ofeer “X” during his
tour of duty is not likely to suffice for the puijoses of negating his
eflonts or, betier, reorviting him. These goals vequive all the informa-
tion about him which has heen ohtained during his total tine vutside
Lis Commnnist homcland in otha words, the help of @Il ether non-
Communist connterintclligence services, For these reasons the liaison
branch is an important part of the CI service. Jis structure and its
place in the service as a whole are disenssed below,

The service will neverthbeless have to get most of the information
that it needs through its cwn resources sud ywethods, Some countrie
say fram time 1o time be faced by a 8
hreat which is pon-(

grificant elandestine or covert
nrnurist in nature (for example, a hinstile non-
Conramist neighboring country, a Fascist gioup mside the country,
a nos-Cormmupist epposition plotting to seize conirol of the govern-
ment by force). The service then sets up a corresponding group or
brsnch which studies the nature of the threat, acquires expartise, and
uses it 1o infiltiate the upposition or otherwize mgaic or control it.
But when we consider the Free World as 2 whole, the non-Cosmmunist
threat is dwarfed by the danger of Communist activity. So much of
the service’s cnevgy and hme must bhe devoted 1o the principal
adversary thet it would be wiong to set up 2 Comyramist intelligence
services branch or a Communist parties branch within the counter-

inteligence sexvice. The service as a w hele should be permeated with

Luowledge, shill, and a dotermination focu: on the chiel Larget,

14
Structure

The service will rely upon clandestine methods to obtain its infor-
mation about the adversary for the reason abeady given: fo keep
him from knowing what it knows. Tt will therefore uced an operations
brench, which consists of specialists in clandestine metbods. Cne ele-
nt of the oporations branch showld be concerned with planning

16




Counterintellicerce

<

futioe 0}*(-rwh'~:ms That part of connterintelligence which §s essentially
security work will be timed, for the smost past, in 1 sponse to rdversary

. For

ot a microphene is discovered in the forcign winistiy; or

initiat

;nykc, a hostile seovice tries to vecruit a loeal citizen

25 an &
apre- sianist radio broadeact is suspected of having been instigated
by the KCB, Responses to these knds of challe nge canvot he pl
b1 advance, Counterespionage, on the conbrary, woures the initiative
for the CT service and is therefore the selivity with which the plans
“w‘mp is chiclly conceined. Tt also plens for on-CE cpporbanitics that

il inevitably arise from adversaty initiative or by chance, from
on opevations, for example, or an vrexpected walkin, T My,
the plans group should be available Tor consultstion with auy na-
tane] wervice planning an espionage (or other non-CI) oporation and
wishing to A\(Ul itse f of covnteritelligonee expestise in planning for
he security of the oporation at the outset,

Under the command of the chief of operations there dhould zlso be
a proup concerned with technics] services,

€ ':119"! TICS hI]CS
heavily vpon the various forms of sviveillance, Foot sm\cxﬂaz;cc teams
miay need radio equipment, purchased or bailt by the technical services

group. The same is troe for vehicular surveillance. A1 avdio opera-

Courterin

tinng, ;x)»ti(\l~;;-'>.;e or transnitter, require copnipminat and (.u,kmse.
&
Hoay for ingtance be useful to have a double ageat veemd a con-
virvation with an opposition case ofTcer. Similarly, dlandestine -
raphy is often used in counterinteligance work, A technical o Pm.ﬂxty
to monitor all kinds of clandestine conmmunications, mchwmng radio,
and to analyze suspicious decvimentation, is also ewential. Morcover,

counteiing +he technical aitack of adversary services is a separate,
though closely related, specialty.

The CI service, acci)rﬂfugly, will need a group of scientific experts
capable of understanding all the technical equipment vsed in modem
(..I, to the point of buil dmg such equipment if it is rot available
or cannot be bought securely; of insialling and meintaining it; of
training others in its use; and of unticipating reeds thoough a re-
search sud developinent program. An able techuical services gronp
is just as dmportant in an agrarian country as in a complex, highly
developed nation, because the wdversary will press the technological

altack wgard]x ss of the environnent. The gmup is Jogically subordi-
nate to the chief of operations because technology and operations

11d go hand-in-hand. An independent technical group responsive
wx}y to the chief of the scrvice might too casily lose touch with prag-

el
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Coun

tons and didviclugs, heondling of walkeins end defectors, joint opura-
tions with Iizison, end so on. Tt is the Ir,zrp 5t

sonent of the service,
If the eouniry aod fts servio osted that a geo-

graphic organization will prove preferable, !> se this kind of strue-

- Al e Ly g PR . -
e will }vr'!!xlt SO g;uhknlig of ]:u

e skills and area

BN } ("(I' Ye.

f the serviee is <vall o has few Yanguage and avea specialists at
wenand, a fonctional ansvgeinent way be Letter, In thic event
alions brand!

howill pn,d a mnium of four groeps or sub-

ro0ps, for covmter-espionage, comnter-sulver dnn, eoun er-propaganda,

rational scamity, Thos, countoros

onage condhicts al) apera-
tions Jirect

inst hostile foreign services e ";;vg in positive or

oy

counterintelligence ac tivity in the counfry, Counter-sebvession caijes

oot all operations eimed apgainst s v‘vumm ﬁtu"nt\ its principa] target
will be the Jocal Cormpmunist proty and inteanations] (,Ammnnmm
Counter-propaganda will monitor md contiol thase propaganda ac
tivities directed from concealinent spainst the national )'mciuxis by
foreign services or by local or {OIHED Ceosrnnist pasties. The key
words here are “Trem concealment.” I the sponsorship of a propaganda
altack ds openly @ ‘rnr‘:\.v}m"ge d, ihe govmxn'nc'-'v)t can deal with it
openly. But if eponcarip is concealed, the goverimnent must depend
vpon its CI service to forret it oul and expose it, suppress it, or
ctherwizse manipotate it so that it cannot harm the rations] interest,

—

Finally, operational Ce’-('m'ity works closely with the [ﬂms group and
with other operational elements to ensure that the service’s clandestine
sotivity s properly hidden from the outset and stays that way.

The sccond unit may be callead Rescarch, Pecords, and Repm’rs
(RRR). The CI service must grow in knowledge and capability; it
is the function of the RRR cm**porwnt to see that it docs so. As more
and yore is Jearned about the sdversaries, the information is funneled
into RBR, where it is organized, studied, jccorded systemstically,
fled and retvieved, end used to preduce the finished counterintelli-
genee which Operations needs in order to work intelligently, RRR
is not, however, resiricled to close operational support. Operations
writes case repoits; BRR writes summaty reports based on case re-

porting, but it also wiltes strategic as well as tactical papers. Tt moves
from the KGB officer (who is the subject of operstional reparting) to
the Soviet Eynbassy (tactical reporting) to a fuished compilation of
what the service knows about the Soviet scivices (strategic reperting).

Moreover, as the result of such studies, RER becomes the promulgator
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CoxERs NTAL Counterintelligence
3

< and
failires, as well as the trhumphs and pidakes of its own sexviee, it s

in a position to Ciscemn and express ur terkying viples.

of comterintelligence doctrine. Sevotinizing he eremy’s suces

nal furctions flow in the
scrvices make treining an

From this gt)-*;[‘u/lhg activity, =
cns of 1y sud o

Ations.,

Somens or seni-anionormous fin

“y

: i rector who
- k RIS o - 8 ot N : e

reports meie or less divectly to the chief of the service. The disadvan-

tnge is that under such an au:‘mgurm)f b ining tends to grow fsolated

, headed Ly a ¢

Loth frem the operational context (hat iy, the }f\‘i;;g or recent opera-

ions conducted by the seivice) and the in ey of doctrine (the
constant learuing from experience ). Incorporating traiuing mto PRR
creates an "‘b'”"‘c yether than an m()nfuimal sucture. The life
“Tood of op. ws and the living boves of dociri )

ire thus lufc-crane
p.xtnml 1)a..ts of the body of traiing.

The service recds internal voles, snd these ave Lest when they are

a codification of doctrine. It is possible to write vp internal seivice
chactly, on a basis of what scoms theoretinally de-

sivable, but such uan wions tend to be legalistie, bureavcratic, and
arbitrary, Cne desirable aim is to issue as few regolations as poscible,
te keep thom dmple in both Tangoege and intert, and to desive tlem,

;('&M{H) 1§ @

ierice and pu’)?)'%ﬂ*'i()s m the real world raiher
than npon thearies and 1emote possibilities. Placing the vegulations
group in the BRR Bran ch will help to ensuie an vnblocked ﬂc'w and
trensformation from operativmal facts to collated fucts to vnderlying
and unifying concepts to a body of coherent doctrine. RRR will, of
course, check ont draft ubu..xtnms with the office of the Legal Ad
visor and other interested elements of the service.

like laws, from ex

The service will of course have a contral eollection of files or archives,
Tf the service is large or growing, its holdings ave also likely to be
Lvge or growing. Deciding what raw jnformation should be destroyed
and what ¥ept, how it should be indexed and fled, how best to
retieve it, who shall have access to it, and all the related questions
are matiers peculiasly within the province of the RRR Brauch. Ac-
cordingly, it should have the files or ceatral Elhiary gronp under its
Ddsdiction,

The yemaining parts of BRR, like cetain elements of cperations,
can he organized geographically or functionally. W hichever kind of
organization was chosen for operations, it is desirable to match it in
RER. If the structure is gecgraphic and there is a USSR group in
coerations, it is belpful if there is also a USSR growp in RRR. If
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Couriteiindelliocence

“:;"Lh mjd o }:,m'nn group =nd a studies group. The
>s ol vaw and faished  connterintelligenne coming
frosa opecations, from other elements of the service, from liaison, and

-

fiom any other sources. From this fow of mived iforination 5t sorts
oul the various subiceds inlo separate holdings, It forwerds to opera-
; aice which
wends did ot fmmxr'me ll\mmP It also 1.\;<3<’\u(‘(’5 TaW
or fnmncdinte CIveports of sigrifonnce for the chief of sor ice, for
other national services, other dep

R N 1 Lt . - e ~111,
tions and other seavice elomonts usoful counterintellic

Y,
those ©

artrients end agencies of the gov-
sent, aud for 3..:'-~m} (’ﬁtdmnfe It esleavors to assure that these
reports have a unifemn format. Vinally, the rescarch group rusintains
contrele on desemingdion and
hed comntorbitciligence,

The t";;l',n_l rajor component s the scouiity branch. As bas heen
said, the scenity of operations js itself an aperational [unction and s
therelure assignid to the operations wait, The T(‘Iﬂ“ii?‘ih’l"" clements of
sccurity are the uspum; sility of the security branch, These include
the secuvity of methods and sovces, phiysieal security, end security of
prisinnel,

€305

irces of is reports. The stndies group
m,um O {",.

1y

The Scurce Records end Couirol Croup mefntains the x("‘mds of
all er\-wwﬁ fm‘u‘mn(tl formerly or cuve ml ¢ employed by the service.
An efficer of the service who plans the se f‘mnm(nt of & source submits
to this group all cvailable infoonation about the potential recruit,
and the grovp checks other service and governinertal files as appro-
priste. Tt passes the results to the personnel sceurity group if in-

vestigution of the prospective agent is indicated. If any other de-
partment or ageney of the goverument, in addition to the national
counterirtelligence service, recruits snd directs clandestine or covert
assets, the personnel seourity group receives from the de partment or
agency concerned prior notification of intent to recinit. On this basis
Homalntais an m[rrd(«imx?mmtal or government-wide roster of agents
and can thus give notice il one depattment plans recruitinent of
a person ahieady caployed by enother, of any deregatory infor-
realion, and of other contiaindicstions.

The plysical scowity group s sesponsible for fences, floodlights,
guaeds, passes, safes, and the like, and the personnel security gronp
condvets backgrovnd jnvestigations of potential stafl end agent per-
sonnel. It also conducts investigations of any employee suspected
of serving a hostile service as a penetration or of otherwise jeopardiz-
ing the security of the service.
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Cevntorintelligence

The functions of the Yaison branch wore mentioned esslier, Tt may
be nacful to divide it into two groups, one coneernd d with domestic
Vatson (;.dii;'r;.}s‘nps with other dum;‘«is of its own govarmsent), the
S,

eother with Na

cn with u,»yesgn SEIY

The seivice needs a minbnom l:-{‘ four other offives: those of the
incpecior éww:‘va! the chief of adimini-hintion and perscindd, the legal
advisar, and the public afairs officer,

The fospector gooeral has two main fuuctions, in sddition o routine
im:rw,{ion‘ One is to pievent or detect abuse of the service by the
«-m“]fy ece: Wieft, falsifed reporting for pesonal gain, abuse of official

atus for l‘ufo,\ﬂ motives, and the like. The second is to plmcnt or
ri"h(i sbuse of the ainployee by the service, Any staff einployee who
helicvas that he has Leen treated vojustly m]d who has wisuccessfully
:;ougut vedress through ponnal chavmels should have the right of
access 1o the inspector general or a member of his office, end no
punitive action shiould result if he avails himself of this yight, If this
avenue Is not open, a frustiated u:m;‘u,,»ye(-: can become highly den-
gerous to the security of the service, The office of the inspector gen-
eral carries ont its own investigations as necessary. The resshs are
mzde available to no cne outside the office except the chief of the
service, who may at his discretion cormaunicate thon on a need-to-

Jrionw L,, sis to another sevvice component. For exarople, i tuvestiza-
tion undertaken by the inspector general on the basis of an einployce’s
comnplaint should reveal fusceure or disloyal conduct by the amployee,
the IG will pass this information to the chief of the secunity branch,
who relays it to the chief of the personnel security group for action.

The office of the chief of adminisixation and personnel handles
the payroll, assignment of vehicles, vacalion rosters, office equip-
ment, pmmo{ jons, and all similar matters,

The legal advisor and his staff maintain laison with the Jegidative
branch of ﬂ;e goveinment i the chief executive wants such Lzicon to
exist, "The legal advisor’s office reviews all service vegulations boefore
promulgztion to ensare compatibility with law, It drafts, or cooperates
in dralting, legisletion not 5ot enacted but essential to the scrvice.
The le gdl :xd‘ 180
cluding the protection of sources and methods. He is also responsible
for ensuring that counterintelligence cases can be twned over to the

r comnsels the chief of service on legal inatiers, in-

pelice without violation of the chain of evidence or other legal con-
siderations and without security hazard to the service itsalf,
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Fhe public afTairs

feer is charged with maintaining cssential public,
nen-guvermmnental re

xtwmunps Px‘?vat, citizens who scuk contact
ihe service becavse they believe that they have significant in-
-~6r for any other reason--ave divected to this office. So
are jownalists, businessmion, and all other persons seeking non-ofScial
contact,

01k
1
pE:

1

Tt is vital to nations) security that all significant conntering elligence

ed by govermacntal components other than the service, such
munerdal groups or private judi-
viduals, be fonneled into the service, vither the rough the Yaison branch
or through the public affaits office. This n!{ommi on s serconed and
ollated by the rescarch, secords, and reports bianch and citered
w0 files as appr 1‘>;jate In this way the centis] hollings Lecome the

be avmed forees, or Ly non-gov

vational countenintellvence repesitory, Each dzfimt::xrs,lt or agency,
other than the service, which conduets Biaison with oue or more
foreign intelligence or security services should provide ihv national
CI serviee v.uh encugh fuformation aboul each such lisivon yela ticnship
so that the sesviee knows at oll thines who is doing business with whom.

This paper has atterapted to lay oot the functions &nd strocture
of the internal connterintelligence service. Th‘c Iv‘!:»‘»"* ns that the
service faces are, of covrse, ancther watter: these will vary with the
size of the country and its p-t.v;m?;.» tion, the amount Of support accorded
the service by its goverrment and citizenry, the qualitative level of
the service’s personiel and equipment, the intensity and skill of the
conecaled atlack by Commnmist intelligence services and parties, the
css of linisom and liaison er"rnange conducted with other
govenmental departments and agencies and with foreign services,
ilxe legal mandate of the sexvice, and many lesser factors, The connter-

iu\:gme scivice of a stable country with few disloyal citizens is
plai ﬂy in a far more advantageous position than is a service in a
Jand in which revolutionary sentiment s widespread, the govanment

efTectiven

is unpopular, and the opposition is nealy strong enough to resort
to foree ¢ has already Jaunched goenilla war, Whatever the probleras
and their gravity, any connterintelligence service can deal with
them mose eflectively if it manages to combine two seciniugly sntithet-
ical qualities: patienice and BYETESSIVOILSS,

CI work is laborious and involves frusizations which, if not met
patiently, will incline the service to hasty action, such as an abrupt
declaration that a Soviet intelligence officer is persona non grata,
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r the quick mtest of a single spy. The suvice which has identified

py or his haudler has tx Lrn the first big step. If it patiently studies
‘;,.\c.h people, it may in thne be able to control them, neot merely sup-
press their activity, which is then reswmned by vnidentified successors,
But patience by itself leads to the acquisition of counterintelligence
for its own seke, a grave error, All countaiintelligeuce, in principle,
shovld be used as a basis for counteraction. The quedtions wre, what
kind of action and when? Neither guestion cen lu, amw-ud undil

the kst picce of pertinent infons i tion is at hand.

The (vf{r:r;txvmaess of counterintelligence in the free world is cru-
cially insportant to all of us. As in the past, intelligence and CI serv-
ices properly continue to serve national ends. Yet the skilled coopera-
tiont of the non-Co

is of growing iinpo

imanist services in all sreas of common futerest
ance. It is hoped that the facts and ideas dis-
cussed in this paper will («,x-:uh.ne in some small measure both to
internal or national capabilities and to our capacity for joternational
’\)\Jl;unu o,
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