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CENVTRAL INTELLTGENCE AGENCY
WASHINGTON, D.C. 20305

17 May 1973

MEMORANDUM FOR: The Director of Central Intelligence

SUBJECT : MILITARY THOUGHT (USSR): Communications Problems
: n Modern Warfare.

l. The enclosed Intelligence Information Special Report
is part of a series now in preparation based on the SECRET
USSR Ministry of Defense publication Collection of Articles of
the Journal "Military Thought.® This article undertakes to
dIstinguish between commun?cations principles for nuclear warfare
and non-nuclear warfare, but advises that communications be set
up for transition to nuclear warfare. The greater numbers and
variety of modern communications means are cited as a major pro-
blem, requiring greater communications discipline for security and
The author points out the advantages of wire
communications, but recognizes the degradation of this method in

a nuclear radiation environment. This article. appeared in Issue
No. 3 (91) for 1970. .

. 2. Because the source df this report is extremely sensi-
tive, this document should be handled on a strict need-to-know
basis within recipient agencies./ :

W. E. Col _
Depufpy Director for Operations




' Dist;ibﬁtion:
The Director of Central Intelligence -

The Director of Intelligence and Research
Department of State

The Joint Chiefs of Staff
The Diféctor, Defense Intelligence Agency

The Assistant to the Chief of Staff for Intelligehce
Department of the Army

The Assistant Chief of Naval Operations (Intelllgence)
Department of the Navy

The Assistant Chief of Staff, Intelligence
- U.S. Air Force

Office of the Assistant to the President for
National Security Affairs

Deputy Director of Central Intelligence
Deputy Director forvIntelligence

Deputy Director for Science and Technology.
Director of Strategic Research

Director of Scientific Intelligence
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DIRECTORATE OF
OPERATIONS

COUNTRY USSR

DATE OF Late 1970 o DATE 17 May 1973
INFO.

SUBJECT

MILITARY THOUGHT (USSR): Peatures of the Organization of
Communications of the Ground Forces in Operations
During a.Non-Nuclear Period of Warfare

SOURCE Documentary
SUMMARY

The following report is a translation from Russian of an
article which appeared in Issue No. 3 (91) for 1970 of the SE-
CRET USSR Ministry of Defense publication Collection of Articles
of the Journal "Military Thought.™ The author of this article

is Colonel B. Dudnik (Doctor of Military Sciences). He describes
general principles of communications for troop control under non-
nuclear warfare conditions, but emphasizes that such communica-
tions must be set up and operated to function under nuclear war-
fare conditions as well. Conceding that some World War II
principles still apply, he finds that major changes since that
time are the increased numbers and variety of communications
means. These changes increase mutual interference possibilities
and security problems. He recommends limiting transmissions,
using wire systems more, and minimal shortwave use when more
secure systems are out of service. The degrading effect of
nuclear radiation on communications cables is noted.

F [— END OF SUMMARY
COMMENT : '

Colonel B. Dudnik authored an article appearing in Issue No.
34 for 1961 of the SECRET USSR Ministry of Defense publication
Collection of Articles of the Journal "Military News" titled
"The Wider Application of Radioelectronic Means for Reconnais-
sance" 2 February 1962]., "Military Thought heas
been p SR Ministry of Defense in three versions
in the past--TOP SECRET, SECRET, and RESTRICTED. There is no in-
formation as to whether oxr not the TOP SECRET version continues to
be published. The SECRET version is published three times annu-
ally and is distributed down to the level of division commander,
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Peatures of the Organization of Communications
of the Ground Forces In Operations Durin
a Non-Nuclear bPeriod oI warfare

by Colonel B. Dudnik
Doctor of Military Sciences

Research into the problems of conductlng combat operations
and warfare in general, in which only conventional means of
destruction are used but where there is the constant threat of
nuclear weapons, shows that under these conditions the planning
and preparation of operations by ground troops must be conducted
according to two variants: one in which nuclear weapons are
used (from the beginning of the operation or introduced during
combat actions), and one in which nuclear weapons are not used.
This has an effect on how we solve the problems of supporting
such operations, including the organization of communlcations.

Actually, even if combat actions begin with conventlonal
means only, communications must be planned and deployed with
communications.,..upon.learning of a. direct nuclear threat or after
3_surprise enemy. nuclear attack, would take longer. than would
the dispersal of troops and the relocation of command posts to .
new areas. . In other words, to support the control of combat - V{-
actions of ground forces in which only conventional weapons are .
used, we must build a communications system capable of fulfilling
its functions, without basic changes, during the regrouping of
troops and under conditions of nuclear warfare. Needless to say,
this refers not only to the structure of the communications system
but also to the entire complex of organizational-technical and
defensive measures necessary to keep the system effective.

The experience of World War II showed that it is impossible
to ‘break through prepared enemy defenses without creating a
definite quantitative and gualitative superiority of our own
forces and weapons in the breakthrough sec¢tor. This principle is
undoubtedly valid.iox-opexas*ons—;n_mada;_fwarfare as well. At

the sam ed that the heavy concentration
o i the £ _can lead to great losses
It can therefore be expected

if the enemy uses nuclear-weanons.
that the process of troop ¢ ration will be of much
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quration and, particularly, will not involve advance troop buildup
at the very forward edge of enemy defenses as was the case in the
last war. The majority of large units and units can attack the
enemy while advancing to the breakthrough sec—:or from more or less
distant and dispersed assembly areas.

These circumstances lead to a series of conclusions regarding
the maintenance of communications. It is quite obvious that v
during the breakthrough period the front (army) communications
system must increase the density of auxlliary communications
centers on the main strike axis, since there will be a great in-
crease in the number of information sources based on these centers.
The destruction of any of these centers, partlcularly the advance
one in the breakthrough sector, will result in serious complica-
tions in troop control,

It must also be taken into account that when only conven- -
tional weapons are used, the communications system is in less
danger of destruction but has fewer demands on its carrying capa-
city. Therefors, -the . .organization of one or two additional auxil-
L%%% centers does not necessarily mean a marked increase An the

exr of conmuntzations Iines or, consequently, in the total
expenditure of communications means, since the output of a group .,
of channels and the number of lines between individual centers
can be decreased in any given instance. For example, under such
conditions an army command post may have only a cable line to
one advance auxiliary communications center and only radio relay
to another one. These auxiliary centers must, of course, be
interconnected by lateral lines. v

In organizing communications in operations during a non- (Ve
nuclear period of warfare, we must also bear in mind that the
breakthrough sector will be saturated with observation posts
of formation.commanders . (commanderg). In contrast to command.
posts and forward command posts, which are also set up during

such a period, chsexvation postsg are temgoragy control points

gg_n__trol.,cf.m:..tmnp&.npam;im in_tha_hmakr.hmugh sectar.

'During World War 1I, observation posts usually played a
decisive role in troop control during the breaxthrough of
prepared enemy defenses, and they therefore hal widely ramified
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communications with subordinate and cooperating troops. In such
instances, direct communications were usually set up with the
observation posts of subordinate commanders located in the break-
through sector. Other communications were maintained primarily

through the command post. The commander of the air army was

located at the observation post of the front commander, a repre-
sentative of the air army at the observation post of the combined-

arms (tank) army, and an aviation control officer at the divi-

sional observation posts. Coordination with aviation was conducted
through these officers. In our opinion, these prlnciples are
applicable to the subject under discussion. However, in view of

the constant threat of the use of nuclear weapons, the role of ™

command posts and_ forward command posts and their communications ., ,
centers is growing. For_ this reason the personnel strength of / ik
operations groups_ and communications centers of observation posts j
may_be expected to _decrease.

As already noted, during an enemy attack or during their
comnmi tment to the breakthrough, some large units will be advancing
from assembly areas and will be some distance from the communica-
tions centers and communications lines of the formation. There-
fore, in resolving problems of organizing communications _through
auxiliaxy (support) centers of a system, we must _also._take into
account the need to control-the.columns-of-these. advancing troops.

A large concentration of troops in the breakthrough sector
intensifies the problem of electromagnetic compatibility in the
radioelectronic equipment being used. Particularly, qreat diffi-
culties will occur in the. fxequency allocations of shortwave and
ultra-shortwave frequencies in radio communications gt.the_tactinal
lavel of command. Because of the limited frequency capacity of vv
these bands, unfortunately it will be impossible to avoid mutual
radio interference. For this reason, each radio network (radio
link) must have two designated xeserve freggencies. and the most
important netwoxks should have three. This is the only way we
can be sure of having at least one assigned frequency free from
interference and available to transmit urgent messages at any
time, since radio exchanges among all the radio networks will not
be simultaneous.

Mutual radio interference can be appreciably reduced by

decreasing the--number—and-duration of radio conversations and by
‘eliminating unwarranted testing of radio communications. Also,
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during the breakthrough of enemy defenses it is advisable to use

a lgwer power output for communications on the axis of the main
strike. With this in mind we should make broad use of directional
antennas. It goes without saylng that in the«bxeakth:ough.sectnr
we must make maximum use of wire anq,:elag.communlcatlons equip-
ment in order to decrease the load on radio channels and also to
lessen mutual radio interference.

Another characteristic trait of these operatlons will be the
substantial reduction _in the rate of advange and in the depth to

which the troops will advance in one 24-hour period. This will
result in an ing¢rease in the length of time command posts. remain.
in the same place, a shortening of relocation distances, a
decrease in the total time needed to build up communications lines
and systems, and other conditions favorable for communications.

However, this weakening of the dynamism of the command
system _also has its dark side_ from the viewpoint of organizing
communications. Thus, bggause_;hg_ggnzxnl_pg;g;s are relocated
lesa freguently, it is necessary to.camouflage them better and
to improve communications securjty as well. It is known that
our probable;gn emy has excellent capabilities for discovering
our troop groupings and even the objectives of our operations
merely from the radio transmissions of command posts. In
addition, information from radio reconnaissance is used to mount
8trikes against our command posts.

In order to hinder enemy radio reconnaissance, especially
when we are about to begin our attack or during our breakthrough
of enemy defenses, we must severely limit the use of shortwave
and_ ultra-shortwave radio communications., especlally in the meter
band. The Znsic_means of communications in formations during
these two stages musx;km;mwds»JJJML4uﬂusgb/ Subsequent operations
will inevitably require the utilization of all means of communi-
cation, including shortwave radio stations. However, it is
impermisgible to locate the latter directly at _command posts of
a - front or army, or even of a division, if these command posts
remaln in the same location for somewhat extended periods of time.

In the event of increased enemy resistance during the opera-
tion, or of a sharp deceleration of our advance, we must limit
the use of radio means, even of tropospheric and radio-relay
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lines in the meter band at the army level, and make greater use
of wire communications. It is not difficult to see that the role
of wire communications will increase markedly in operations in
which only conventional weapons are used, but in which there is
constant threat of a surprise enemy nuclear strike (in comparison
with their role in operations in nué¢lear warfare).* This circum-
stance must be taken into account in working out T/0&E questions
of communications units of formations and large units.

One very important task is to maintain reliable communi-
cations with rocket large units and units, When only conven-
tional means of destruction are used, these large units and
units can be used to mount strikes against the enemy with
non-nuclear munitions. Another possible way of using rocket
troops is to have them ready to mount a nuclear strike while
they are in an "inactive" state and relocating from one position
to another directly behind advancing motorized rifle and tank
large units. But even in this case, the system of communications
with rocket large units (units) will be deployed on all lines,
and measures will be taken to ensure its survival in case of an.
enemy nuclear strike.

In conclusion, we shall turn our attention again to one
particular characteristic of the operations under review. It is
very probable that the enemy will use nuclear land mines as soon
as our troops enter the line of his prepared nuclear mine obstacles.
The use of these nuclear means (whether or not it coincides with
the beginning of a general nuclear war) will be a very serious
factor and will have a great influence on the planning and conduct
of the offensive operations of our troops.

This also applies to communications personnel. Above all,
we must allow for the possibility of extensive zones of radio-
active contamination which will make it more difficult to construct
and use cable lines and, in some areas, radio-relay lines as
well. Nor can we ignore the effect of electromagnetic impulses
emanating_f: from detonations of nuclear land mines. If cable lines

* The above discussion refers to existing means of communlcatlons
with their actual technical characteristics.
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are. not-equipped .with supplementary electrical safequards, they
may very possibly be damaged at distances up_to_several kilome;ers
from the nuclear land mine. An important task of communications
under these conditions will be to ensure the control of special

detachments assigned to seize and deactivate nuclear land mines.

The principles stated here apply to offensive operations.

The non-nuclear period will also see an increase in the role of
defensive operations by fronts and armles, operations which by
their nature will undoubtedly have much in common with the
defensive operations of World War II. In addition, the_.ever
present . .threat of enemy nuclear attack demands greater d1spersa1
of farces, extensive maneuvering by them, creation.of powerful
and highly mobile_xesexves, better concealment of troops, and
greater efficiency of control. The need to camouflage troops
and command points will increase considerably. Under these
conditions, the primary communications means will be main line
cables.,.which-have..the greatest-security. However, the entire
existing communications complex will be used during an engagement.
A command post which has exposed itself must, of course, relocate
to a new area in order to avoid being hit by a nuclear strike.
Taking this into account, we must limit the use of insecure
-communications means, especially shortwave radio communications,

~ to extreme emergencies when more secure communications have been
put out of service.

One feature of communications to be kept in mind when
organizing communications for defense is that, if nuclear weapons
are used, our troops may take the offensive immediately after
nuclear counterstrikes.

As may be seen from the above statements, operations in a
non~-nuclear period of warfare have characteristics which strongly
influence the organization and maintenance of communications.

The more the operational~tactical bases for these operations are
worked out theoretically and tested in exercises, the more pre-
cisely defined will be the tasks of communications and the condi-
tions and principles of communications organization and support.
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