SECRET

ROUTING AND RECORD S+EET

INSTRUCTIONS: Officer designations should be used in the “TO"’ column. Under each comment a Iine' s.h'ou|d be drawn across §heet
and each comment numbered to correspond with the number in the “TO" column, Each officer should initial (check mark insufficient)
before further routing. This Routing and Record Sheet should be returned to Registry.
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1. Fursuant to cur discusslon ~7 the possibllity ,Gf
atbersting ¢ esbablish communliesticne with the Lol iUl group
Inslde voLiily, 1 wish te submit to you the Tollowins tetslla

of ths chrmunicﬁtien@ syshen éstablished frr thles eirouis, ¢33 vell

as detalls on the eryptmgrnphic'aya&em in use by thlig wroup.

2. 1 wculd appreciabe recelivine from you at your earllie
.acsslb}@ senven'enae an evaluatlicn of this communicatlons &nﬂ
aryphographlc systém, a6 well az the angwers to the follvwing
guesticnss.

a.. 18 the syasen such that you eould ab
tadliah cconuniesticne with "vearoniusMualne vy
sransmitter and recelver @&ﬁbian?
, B, In Lhe event Strat you considar it undssl rab’e Lo
uge your wsaln sbtatlon, ‘s the frequency ratuge Sue? that
grarate 7=l could be set up Lo atbtenpt this coentact, and
are you 1in w positicn to zel up auch_a trangssmitter stﬂaian
Cfor us, maniboring the coi ireuit st your valo Mase v obhers
wia% ne you sge [ibLY

¢, In t\e@ﬂ@hﬁvtfﬂt tme forigcing are lwpractiendhle
Cor inpossible of wxesouticon, we wcu‘u'appr&oxutv_yeur evalua-
Lion of the ”raauawey range for pesslihle ugs euuvloyins a ‘
suiteass ast fron H3GUHLGT, ' :

Y. 8 @nglose gur oniy cupy ol ths bLook wh
begis Tor the oryptoceraphlic sysben and thersfore w
Jt maek. Lo Ub Wil your answer.,

oh Torse thg
st oyon be asnd

8 indic tG7 abova, wWe ars west anxis
abber wilknout Jdelay and wiowld therels
eaplient attentich o On
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ATPACHELNT 1 for 33 <GruiG

Betalls of the Uode System Used by the Group S

The oémmunicationa stations in JBCLGUD are kmown under
- the code name "Vercnika," The frequencies ussd by thﬁm are
(a) 7010 xle,. (V) 4861 klo, (c) 4404 kle (reserve).

" a. The transmission staticn operating from H3UVHLSL or
Stulvit would be known z2s "Albins"® and the frequenoy used
ahould be (a) 7030 klec, (b) 5321 kle.

b, rhe choice of frequeney is determined by the fcl‘ewin;
rule: The frequency "a" is used when the date cf the mouths
and the number of the menthas added tcgether make an svern ‘
number. Fer sexample, 15 July, 15#7-22; in thils instance the
- frequency "a' would be used. :

¢. when the date and the month added together form an
odd pupmber, ss fer exmuple 5 August, S#8-13; in this case
frequency "b" will e used.

o n

d, Frequancy ¢" for "Vercnilia® always rewains in ressrve,
and it i1s used cnly in case cf ever"ency w%sn andther frequency,

*a® or *b“, oarnct be used.

. 8. %hen the ;roaﬁeaet Falle on a date that ig an even
numoer, then the breadcasting tiwme is 2010 hoursj when it falls
cn a date that is an ¢34 number (such as 17 Septewber), then
the breaceasting time 1s 2110 hours. (The time In this case is
the TPo.vea time, wnich ds (.. T plus three hours.)

. f. The days of the brcadoasts. The breadcast is rmade
blind cor cne-sided and 1t 1s rzpested and resumed in acecerdance
with the follcwing patternt - The sturting peint of esloulatbticn
ie ld ray lv&b vien "Verun&kn"Abro&dcaats. The returrn breadeast
by "Albing" is wade nine days after (which in this caee is 24

may). Then he Droaicasbinp 1s resumed agalin by "Vercnikas' and

then wgain by “slbias" on t 1€ 10 of June ant then starts 2

new perlodi. The freguency ¢f the pericd fer Both “Veronika®

and "Albins" is nive-eight-vine and with the end «f one periocd
bepins & new pericd which 13 alsc nine-eight-nine. To nake it

mors exylicit,'we'?apeat, wvhen "vVeronixa' brca}aasta on 1% June,

"Albina" answers on 27 June. This syster. is not chansed unless
beth sbtations 2pree snd in chcmb@r 1650 *He brruﬂrastinﬁ d%bes

ars Lhe following: "Yeronika” 4-11, "Albirs' 13-11, Jﬂrﬁnlbq

22-11, "Albius" 30-11. '
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ATTACHiuNT 2 for _33  -CMGFG

- Explanation of the Code System Used

1. Radio 8ignalst The radio signals are given 1in the
following wayt Three letters followed by letters "DE" and then
again three. letters. For example, KTB DE PED., The letters to
be used are selected in acordance with the following rule: The
cipher group used .for this purpose is a book of pesms "Ceribu
Zeme," Universals Biblioteka, Nr 3, Zelsa Abele, 1945. The pages
of this book to be utilized for signals are selected as followa:
Page 21 for the firet calendar day of the month, Page 22 for the
second calendar day of the month ete. until the lssgt calendar day
of the month. The selection of the proper letters for the gilven
day is arranged as follows: The firat letter toc bhe selected
would be the firast letter in the text, the second letter would
be the last letter 1n the first line of the text and the third
letter would be the first letter in the last line of the text. o
- In Rhis fashlion we obtain the first three letters formint the first
group. After this group letters “D" and "E" follow. The second
group consisting of three letters alsc is selected in the same
fashion as the first group except that instead of the first line
of the text, the second line of the text 1is used and instead of
the last line of the text, the next to the last line 1s used. .
For instance, using these principles and the text of the book,
the signal for the flfth caslendar day will be as follows: KTB
DE SNP (Actually this should have heen KTB DE 558 but the same
1ette5n£shou1d not be used twice in one group. For example,
1LF, , LFL, FLL and the place of the letter that could not be
used because of duplication is taken by the next letter to the
left of the one which was not used. In the same manner and for
the same reasons, the letters "U" and "R" are not used. '

2. omposliti of Lthe ) Gonatructlon of the Cipher:
The clipher is constructed from 90 letters of the text given on -
the selected (according to previous instructions) page. The
first ocalendar day is the 21st page of the text, thésecond day
1s the 22nd page and the 31lst calendar day is the 5lst page.

The title on.the pags 1s not used and not taken into consideration
in the construction of the cipher. The first step in building
the cipher conslsts in writing out in a vertical line 24 letters
of the Latvian alphabet. These letters are as follows: 4,B,C,
¢, b, &, # &, 4, 1, J, X, L, ¥, N, 0, P, R, 8, 8, T, U, V, Z,
Every letter of the alphabet will be represented by two figures,
for example, taking paﬁe 21 of the book,. letter "A" will be repre-
gented by 02, 28, 35, 43, 57, 59, 75, "B" by 91, C by 81, @ by 92,
"D" by OB, 38, 47, 70, "E" by 16, 39, 50, 54, 62, 66, 68, 71, 87,
F" by 93, "g" vy 21, "H" by 94, "1" vy 05, 10, 15, 46, 49, 53,
73, 78, 82, 84, 86, “J* by 95, "K" by 01, 07, 13, 25, 44, "L" ug
72, "M" by 33, 56, 67, "N" vy 17, 18, 23, 30, 40, 42, 58, 79, 83,
90, "C" by 19, "P" by 74, "R" by 06, 14, 27, 36, 76, "8" by 08,
11, 12, 24, 41, 51, 60, 69, 88, "3" vy 34, "7 by 09, 31, 45, 52,
55, 61, 85, "U" by 20, 22, 26, 29, 32, 37, 64, 80, 89, "V" by &3,
Z" by 04, 48, 65. The¥period sign on this page is represented
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The perlod sign on this page is repregented by 96. . It must be
noted that when.the text is prepared then in the row of figures
‘thus obtained for that particular date, anbther figure should
be introduced which, together with the first figure of the.
text, would add up to pumber 10. For example, when the first
figure of the text is "4" then "6" should be added. On the
Tirst calendar day ‘of the month this figure will be preceeding
the texi. 1In such a case, 1f the first figure of the text is-
Yo", then ancther "O" would be placed before it. However, should
thig figure be "9" 'instead of "O", then the figure preceding.

1t would be "1". When the text 18 coded then. it is composed in
groups of five figures. When the last group 1s less than five
figures, then.the missing number of figures la added so that
8o that the last group would also contain five figures.

3. Wﬂw&mmw:

Veronika = = (nr) Qb (er) 93 (Dat., Honat) 1%% Time 1315 SE © 5
Albins = = (Time) 2010 (group of figures) 12 =a 52 r 5Z...USW...]
4Exgmpleé

Veronika sends message on 25 Nov as follows: "Kom gleich hier."

KLB de DNP 3 - 5 Minutes
-z 15 06 2511 2110 gz 13193 r 32172 r 54468 r 19494 r 15549 r 27149

When Albins sends a message then every poup of figures should be
repaated twice.. Veroniks is not required to dothat because of
the security risks involved in overstaying too long on the air.

The text of the message desired to be transmitted by CCH group
to their compatriots in the homeland is as followst "Talakals
. bec plana. Ka malgal ar velu. This. message ls an agreed-upon
text and translated has a trivial meaning approximately a8
follovs. "How 1s everything° How is the wash?"




