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SUBJECT : 4o i
Identificatica ;
S
System !
L. The vurpoge of thin mezorapdiu is 1w off 2 guidancs on tns

concepts, developnent and raguirezente of tha Ly mion apd fscuﬁe Fere’
print Identification Systen, TS, 1? is jotesdsd that ihi
mation b2 utilized by Agﬁnsj i guertyvs elsments in planning, prem

paration and support for operational aclaﬂitie in the E4E field. Tie
PP Staff is preparing a book dispatch fnr disssmination to the field

of the infoimaticn contained heveln.

2. THE BVASION AND ESCAPE FINGERPRIY INELTIFICATION SYSTEM

(EEFTS)

One of the st 4 mpoxtant aspectn of the ESE field,
gpplicable Lo weny &bpv s of unconventioial verfaxe and/ GiI® para-
military activities, is the requirszuent fcv a capability of
positive identification by CIA controlled or influenced in-
digencus elements of evaders or unknown contacts.

The EEFIS vas develcped by the Agency in coordination with
the U.S. Militery Services, in specific response to & requirenent
accepted by the Agency within the officlal Agency-Military Delinestion
of Responsibilities for Evasion and Bscape. The abbreviated forum,
"EEFIS" has been utilized in referring to the system. The Delineation
of Responsibility for the E&E field specifles fhat the Agency “is
responsible, in coordination with the Military, for development of
gystems o eneble verification of ldentity by clendestine mechanicns
of avaders end escapers.’ ‘the EEFIS completed in 1958, ic the re-
sult of Agency fulfillweat of this responsibility.
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The systen, as it has been developed, providas a method for
rapid and poeitive identification of U.8. militery snid other sslected
pergonnel, by U.d. ceatrolled or influenced indigouous elements in hostila
arsas, noruaally utilizing radio for transmisselon of tha identifying
data. A major objective ia the croastion of this zystem was to reduce
the possibility of enamy peznetratlon snd compromise of these steybehind
elemeats.

During development of the system it was determined that the
EEFJS weas generally applicsble to & nejority of Agency operaticus ia
that it offers a positive security factor not hitherto existant in
contects between assets not knewn 4o ope another. This aspact is
being developed in another guidence peper which wi 11 incorporate the
more couprehensive potentisl of the sysien. -

A. SCOPE OF THE EEFIS

{1) 7The EEFIS ie based on the fingerprint identification
principles utilized by the Federsl Buresu of Investlgstion,
although the EEFIS is scmewhat more simple than the pro-
cedures of the Bureau.

(2) The system affords Agency controlled or influcnced,
EEFI3~trained E&E nets, nucleil or other assets as appropriate ’
the capability for positive identification of U.S evaders
and other selected persomnel, who present themselves to such
elements for assistance. The system has a potential for
epplicetion throughout the entire clandestine field inasmuch
as 1t may be utilized by Agercy controlled or influenced
assets, for the identification of the following clagses of
Personnel in periods of cold or hot war:

8. U.8. civiliang or other persons whose finger-
prints are on file with the FBI, evading capture in
hogtile areas;

b. U.5. militery persconnel evading capture in
hostlle areas;

e. Agency indigeﬁéus assets;

d. Mutual identificauon of U.S.3 or V.S, directed,
personnel infilirating into hostile aress for prrposes
of contect with U.5. directed or influerced resistance
eclements, guerrilla elements, eic.

e@. Allied military or civilian personnel. (Specific
- sgreement thereon have not been reached with any Ally
and modification of the system way be necessary to meet
Allied requirements. )

‘&2-
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Tralning:
{n) of Ageucy operators

{b) of selzcted militery persoonal, as may be
mutually agreed upon at a later daue.

MILITARY RESFOESIBILITILS

(1) U.S. Air Force, as the JCS erecutive agent for
matters pertalning to E&E, will coordinate tha progren
among the Military Bervices.

{2) Developmeni of methods for improvemant of
willtery fingerprinting of wilitary versornel with the
objective of reducing the percentage of inadequate
military fingerprints submitted to the FBI.

{3) Training and briefing of military personnél.

{4) Furnishing of personal data to the Agency as
required to facilitate identification and verification
procedures in instances where the fingervrint information
transmitted by the indigenous eleuwent is incoaplete or
inadequsate. :

(5) Commenders of Commands establishad by the Joint
Chiefs of Steff will b2 responsible for:

(a) In coordinntion with the Agency, the
peecetime planuing training, conduct of =axercises,
and testing to ensure the esteblishment of the
system;

(b) Wertime extension of peacetime responsibilities
and control and sdministration of the system within the
appropriate areas of responsibilities.

€. EEFIS OPERATIONAL PROCEDURES

The Agency will implement the EEFIS by training of in-
digenous assets within the Agency's sppropriate facilities. The
operational procedures for wartime or contingency usa of the
system will be as follous:

(1) ASSUMPTIONS:

(e) Bxistence of Agency controlled/influenced
facilitles, trainad in the EEFIS.

b
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{b) Emistence of a condiition of hot war or a
contingeney in which evasion by U.S.; or other salected
personrel, 1s nacessary o avold capturs in hostile
territory end in vhich verasoas wmey contacht Ay
azaets for assistance.

{a} The REFIS trained elements, prior %o
offering the parson or evadzr wmore than immediste
assistance of a survival natuve, i.o. subsistencs,
medical care as availesble, sefe holding aress, etc.,
will take the fingerprints of the individval. If, in
the case of U.8, nilitary evadars, savarsl persons,
such as an aircerev or e conbat “zﬂh aske contant :
as a group with such staybehind fao oy, the in- H
digenous element may reguire the fix prints of only :
one or two menbers of the group, PRO VIFILJ ALL MEMBERS

P THE GROUP ARE POSTIIVELY AND PERSCHALLY X
mO ONE ANOTHER AS U So PERSONNEL.

(

"; &

cl,
1li%
bl gt

{v) fThe indigenous element will classify the
fingerprints according to the prescribad techniques
of the system, encode the classification, transmit
the coded message through sppropriate clandestine
channels to thes Agency field station or base or, in
cases vhere militery elements are involved in EXE
and use of the EEFIS, to the military theater E&E
center. In all cases, whether the identification
data is sent from the clandestine 2lement to an Agency
base/st&tian, or to the military theater EXE center,
the datae ie finally forwarded to Agewncy headguarters.
At Agency headquarters, PP/PMD, in con/.ketion with the
FBI and the Depasrtment of Defense; will verify the
identity of the person fingerprinted. The Agency will
transnit resultis of the headquarters sutheatication,
lack thereof, or further requirements thereon, %o
the field station or theater E&E center, from which
the reply will be transmitted to the indigenous or
military element. Assuming, for example, that the
identity of the evader has besn autiieniicated, the
indigenous element will then accept the individusl sas
bona fide and. one in vhom they may place trust and
offer all assistance posslble. The ELE elerent will
endeavor to effect the wlilmabte recovary of the
evader through use of gacure bolding and movement
elements, or other E&E capability. In instances where
positive identification is desired of two previously
unknown contacting elements, i.2., an agent infilirating
to a resistence element, the EEFIS may be utilized

-G
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to assurs the gppyopriate perty thet he or they

are contacting the correet paysonnd In all

instances, indigenous elewants, when trsnaritiing
" the enceded Tingarprint data, will follew the form

presceribed in the fgency traiuning manuval. Head~

quarters; In respouse to such respoges. will follow

the form also prescribed in the training menual.

Lk, AGERCY THMPLEMEWPATION OF EEFIS

A.  COORDYRATION

The PP/EMD, as the coordineting element for Agency IRE
actlvities, will coordinate Agency edminfistrative end operationeld
implensntation of the BHEFIS es weil es liaison with the U5, :
Military Services on this subject. Individusl atitention will i
be given by the PP/BMD to general cnd partieuler operationsal
problems in the implementation and maintenance of the system in .
ordexr to effect efficient and coumprehensive coordinabtion.
Agency field coordination will be effected through the Chiefs
of 8tations and, as sppropriste, the Senlor Var Planners.

B. OPERATIONAL COORIINATION

Pursuant to the foregoing, global implewentation of the
EEFIS will require trainming in the system and plamning for iis
uge by all Agency indigenous sssets in F&E or other appropriate
activities, including externully held assets, for use thereof
in hot war or contingencles. Thergfors,. it will be necessaxy o
assess projects for the purpose of ascerteining the potentiels
for use of EEFIS that wsy exist, presaat or future. Agency
operational elements should mazke specific note of the additiopal
potential uee of the systen es get forth in Paragraph 20(#} and
cl2)a.

5. TRAINIBG PLARS FOR EEF1S

It is the intention of the Agency that all eppropriate
field stations and bases have sufficient perconnel qualified in
the EEFIS to carry out and maintaln the training snd proficiency of the
program among the necessary indigsuous assets.

A. TIME REQUIREHENTS FOR TRAINING

01‘} Staff Haploves and Staftf Agency Personnel

The Gffice of Trainlng hos indicated that a quele
ified Staff cuployee or Steff Agent Instructor may be trained

-~ 6 -
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vithiln e period of thrae to five dzys. These some
Staff instructors, in the fleld, will be respoasible,
wder the Chief of Station, for the traiaing of
appropriate indigerous personnel in the use of ESFIS.

(2} Indlgenous Azent Pergornel

The treining-time of indigenous perscmpal will
vary, depending on the apiitude of the -indigenous student,
the language facility of the student end/or instructor, and
the security factors in existence, i.e., training opport-
unities under appropristz covar, ete. Under normal cir~
cumstances it is anticipated that days should be
sufficient for thorougn training of an ind.i"“'=nOLS agent.

B. AGERCY CAREER PERSORHEL TRAININHG PLAR

There are soume trailned Agency personnel in varicus
areas in the field, capable of initiesting implementation of the
EEFIS. In addition, treining is available for Agency personnel
going to the field for assignment to operational activities
ja which the system can be utilized. It is anticipated that
within approximately tiwo years, the A_ency will have a
capability for full implementation of the EEFIS in the fileld
and smong appropriate indigenous elements. Headquerters
will be responsible for meintaining continwity of this aspect
of the program, and assuring that all appropriate fileld
elements have quelified parsonnel available. It will be the
responsibility of the area divisions to insurs that such re-
placement personnel are safforded the opportunity for the
EEFIS +treiaing.

¢. INDIGENOUS PHRSONNEL TRATNING

to effect appropriate use of thié LEFIS~-CrEINSQ STerT peradinel
e Tield to achleve training of Indigenoug Persoonel In-

volvea in TR urograms or sppropriate activities in varioug
_ d@réas. It is peceseary that :melementation of this program
“proéeed as quickly as possible and be maintained in order to
effect a continuous and realistic "in place" capebility for
utilization of this systenm.

It will be the responsibility of each ares division /

D. TRAIHING AIDS

It is enticivaied the revised ¥EFIS manual and agent
"guldas" (abbrsvisted plaestic reference cards) will be ia the
hands of the area divisions and other appropriate Agency elements

wTe
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by Mareh 19%9. ‘This new wmenual mekes no basic chenge in the

systen gxcept that the dsscripilon of the Tingerprinted person
has been reduced to name, nstionallity, military sexvice and
military service nuvber cply. The vew msaual will offer
improved fingsrprint exeuiples snd increased clerliy in exe
planation of techaigues of the sysisa, thersby wmeling wore
simple the tmgks of the indigopous agent.

s

(1) TRAINIRG AIDS I FORDIGH LANGUAGES

- The arsa dlvisions will recelve the EBFI
troining manual printed in English. The eres Divisions
have indicated thah the agent "guides" ere desired in the
Following languagas:

WE: FPrench; Nuteh; Itelisn; Rorwelgisn; Swedieh;
Danish; Pinnish

FEE: German; Czechoslovskian; Hungarian; Poligh
SE: Greek; Turkish

¥RL: Urdu; Kurdish; Arablc; Phersi; Armenian;
Afgheni; Egyptien

FE: Buzmese;l Karen; Kachin; French; HMandarin;
Indonesien (Malay); Japenese; Koreen (Hankul);
Tagalog; Thal; Vietnemese

. The area divisions will be furnished with master
o.piés of the initial headquarters translations for the
"mides", which should be sent to the fleld to ascertain
correctuess ol the trapslation with the local vermaculars.
‘The PP/PMD will coordinate with the eres divisions in cases
where the desired trenslations are not feasible at head-
querters. In such instences it will be necessary to
accomplish the translation in the field. The aree divisions
wil) be expected to inform the PP/PMD as to the correctness
and scceptability of the translation, or to furnigh a
substitute translation from the field, at which time final
production of the "guides" will be underiaken by head-
quarters. It is recommended, in all ceses of checking the
translation in the field or field production of a tramslation,
the indigsnous persoonrel Involved be treined in the EEFIS
to sssure an asccurste check oy comprenensive trenslation.

It is anticinated that the production of the "guides" by
headauexters, in the aumbers deslied by the eres dlvisilons,
will be achieved by 1 July 1959, '

w8
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8. ALTYRAAYE METHONS OF BOB ITT(FICATION .

There hasz been en extenpive history of elforts, sucecessful
and othervise, for the developzert of other msans of wutusl identi-
fleatlion of evader and indigenous friendly 2lements. Under todsy's
politicel coaditions there is incezasad coacern over moking a wroag
contact by either the evader or indigenous elemenit. Tas ERFIS
has proven 0 be the most efiective method of identification in
this field. However, under conditicns of extensive warfars, there
will be ronditions and areas in vhich LEFIS cannot be iucorporated
into frierdly 02T elements, pres existing oy those vhich nay
emerge or form. To ameet such circunstances, tha Agercy is under-
taking coordimation of additional EXE identification systems in
order to meet all possible exigencies vihich may srise. Such
additional eystems will dnclude the use of codes, signs, symbols, ‘.
& chinge of taliowen, interrogatlion of the evader cn physical or
biogrephical factors, ete. It 1s recognized that these systems
would be utilized. generslly, cn an ad hoce aund changing basis,
as has bszan the case in the past. Thay may also e applieable even in
cages vhere the fingerprint systex is in operation. In these ladter
cases 1t is anticipated thst an EXE fecility using IEFIS as a basic
identification system may well cccept, temporarily, and hold “
pergonnel using supplezentary identification systexns such as those
mentioned sbove. However, it is expecited that such E2E faclilities
would also employ the EEFIS, supplesenting the regulsr BEFIS "
tranaemission with the fact another identification methed has bzan
used and reguesting sdvice of the higher sutbority for confivmation
of the supplementary system. As in all cases of pending identity-
verification, the 52 facillties will be forced to hold the eveder
outslde the eriitical elements of the facility until identification
is achieved.

9. Toe present Dafense-CIA Agreement on the Delineation of
Responsibilities for the field of E&R, previously mentiomed in
paragreph 2 above, has been In effect since August, 1997. This
docunent is presently uwnder revigion and vhen finsl agreement
thereon is reached the addressees of this memorandum will be adviged
of the results.

10. The PP/RID enticipatet disseminstion of further infommatbion,
doctrines and techalques pertaining to the £ield of Evasion and
Escape, as such developments occur.

C- —

Chiey
Paycnological snd Paramilitary Staff
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