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SECURITY INFORMATION -

COMPROMISE AMD CONTROL INDICATORS

1. TFixed Text; AFRODYNAMIC/CARTHAGE 10

‘ : ssage. Exsmple: " Wy wWe are
s. Tt will start emd end the firast me . kmple. ,.'& ™
fine e ". Avy deviation from thfs ppbtrg £ixed ‘st omly ome

end of the first message or complete emmi 85 :

be It will be used once in the bedy ‘of the second message md eew.’ume
to remain there in aubsequent moas-gaa until agent is motified by 83
text to shift it to either end of wext immediate mapsage upon receidt of .
challenge. Exeample: "Will reach MyxaBQ in June.,” Any deviation or Mssion
indiecates een‘trol.

¢, Case ofricer challenge text to rield requesting agent to shift his
fixed vext to either end of next message 1s the word ( Jecars ). As.
mentioned in "b" above, the sgent's fixed text will remsim in the same position
until - challenged to shift 1s received by agent, the shifting to be either frem:
the body of messuge to elther end and vice versa. If in amswer to -challenge
field dces not shift position of fixed text or omits it entirely. » Ctomtrel 18
indicated.

d. In the event the fizxed text ha 3 ' y andi the agent Lﬁ
required o ipeclude it im his first messtge s &1m¢ed lesdiing the case
offieer to belleve that all is well, the ddeludien of the fixed text &t both
ends of the secend, thirs, etc. messages will imdicate comtrol, thet is, if
sgent tells the centroller he is to inclul'é"the fixed text at both eafis of

each messsge to indicate mo contrel. JIn the event coniroller sw

in the wse of the fixed text and therefore imstructs the agent m omit the Pixed
text emiirely, ‘sentrol will be ind‘ica‘te& by the ommission of the ﬁm& tamto

e, I aonveniont md the occasion arises, the sgent n:r give Sy this

fixed text amd rely on the use or the eryptographic cemtrol mum w siwv
contxrel. .

& variatlion

DECLASSIFIED AND RELEASED BY
CENTRAL INTELLIGENCE AGENCY
SOURCESMETHODSEXEMPTION 38725

VAZIWAR CRIMES BISCLOSURE ACT
BATE 2007




to.the

‘the Baks - station







An_‘méntfqnfé%'théfﬂph#ésé'bﬁfWG

gsage ‘from
‘a“phailehgeft0~thé1ég§n$@7'

aaan

Aword SRIPBRRGEC _ Piymo

WY

‘3,16—3 stat] Qm'- to 'fth(‘:’f -I'“;.iézl:’




‘/—f—

TOP SECRET
SECURITY NFORMATIOM

NAME CARTHAGE 10O . 20 March 19562

1. Radio Procedural Control 5ignél

On the first contact made, Fleld will indlcate that he
1s safe in the following manners:

A. Field will send QTR INMI.
(Request for correct time, GMT)

B. Base will acknowledge by sending correct time.
2. Radio Procedural Danger Signal

While Fileld 1s in contact with Bsse, he wlll Indicate
that danger 1s epproaching and must immedle tely close down

station, thus slertinz Base to suspect subsequent contacts:

A, Field sends QSP, three times if conditions permit,
and closes station.

3. Cryptographic Control

During encipherment of messages, Fleld will use triple
message lndlcator instead of double, to indicate he 1s safe.
Appearance of double message indlcator 1n at least 2 con-
secutlve messages indicates control.

4., Cryptographic Control
Constant dlglt assigned will be #8.
A. Use as confirmation diglt to indlcate no control.

B. Field's use of any number, except his assigned
confirmation digit #8 indicates control.

.C. Base will use any diglt but #8 as his confirmation
diglt, unless he wishes to challenge Field,

D. Base challenges Field by using confirmetion digit
#8 in his outgolng messsge.

E. On next contact, Fleld will reply with any number
but his confirmation digit #8 to indicate no control.

Lppearance of this #8 in the Field's reply will indicéﬁe
possible control.

F, Once Base has challenged Fileld, he will éésume
use of random confirmation digit.
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4., (Cont.)
G. Once Field, who is not under control, has been
challenged by Base, &nd has replied, he will resume
use of canfirmation digit #8 in subsequent messsg es,.
S, Give Away - Cryptographic

Radlo Operator will indicate his danger d gnal is the
use of confirmation digit #8, as explained in Parm 4.




KAPOK

smcuaxn INFORMATION

SECU - - MzAAKG22

COMPRCMISE AND CONTROL

1, Fixed Text: A‘BODYNMC /CARTHAGE 12

a. It will stert and end the first messsge, Example: " Eafea we are fine
Fabea %, Any deviatien from this, eg. putting fixed text at only cpe end of
the first message or complete omiaeion indicates comtrol.

b. It will be used once in the body of the second message and continuve
to remain there in subsequent messages until agent is motified by challenge
text to shift it to either end of next immediate msssage upon receipt of f

challenge, Exsmple: “Made contact Tafa with home."” Any deviatien or
onmission imdicates comtrol.

c. Case officer challenmge text to fiseld requesting agent 't6 shift his

fixed text to either emd of next nessage is the word ([aTmazuars B I
As mentiomed in "b“ above, the agent's fixed text will remain iz the same

. posifion wmtil challenged to shift is received by agent, the shifting to be

either frem the body of message to either end aml vice verss., If in snswer

to challenge field does not shift pesition of fixed text or mts it antirﬁly,
control is indieated. .

_ d, Im ths bvent the fixed text had > y r axd the agent is
reguived to inclwle it in his first maago a8 dirovwo&. loaiing the case
officer to believe that all is well, the !mclu:lom of the fixed text st

both ends of the second, third,, ete, megsages will imdicate control, ﬁl‘biié >
if the agent tells the eontroller Be is to incluie the Tixed text &% Both ends

of each messesge to indicate no’ centrolo In the event eentrellor smnm.n ‘wariation
in the use of the fixed text and therefore instructs the agont 1o omdd ﬁie Pxed
text entirely, ecemtrol will be indicated by the ommission of the Iixed: %ox?b.

e. If comvemient and the occasion arises, the agent ey give mmthis
Tixed text and TeJy on the cryptographic control inmdicater to mw wafm
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NAME _CARTHAGE 12 . 20 Mearch 1952

1. Radio Procedural Control Signal

on first contact made with Base Station, the Field will
indicate that he is safe in the followlng manner: :

A, Field will use QSA instead of QRK, to give Base
Signal report. On following contacts QRK will be used.

2; Radio Procedurel Control Signal

Field will never use the followlng numbers, 21 through

30, as external radio message numbers. Thelr appesrance
indicates control.

3. Radio Procedural Danger Signal

While Field is in contact with Base, he will indicate
that danger is approaching and must immediastely close down
station, thus alerting Base to suspect subsegquent contacts:

A, Field sends QTC, three times if conditions permit,
and closes station.

4, Cryptographic Control Signsal

A, Confirmation dlgit will consist of a consecutive

serles of diglts. Its use by Fleld will indicate no
control. '

B. Field's use of a constant digit will indicate control,

Also vse of confirmstion digit as explained in document,
Indicates control.

S. Cryptographic Give Away

A, If under control, Field will give information that
he 1s to use a constant diglt to indicate no control.
Its appearance therefore, will indicate control.

TOP SECRET
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COMPROMISE AND CONTROL INDICATGRS
1. Fixed Text: AERODYNAMIC/CARTHAGE 1%
a. It will stert -and end the first message. ZExample: ™ Ke we. are

fine Keposa +" Any deviatien from this, eg. pyttimg fixed text ut only one
end of the first message or complete ommission irdicates cemtrel.

bs It will be used once in the body of the second message and continue
to remain there in subseguent messeges wntil agent is notified by challemge text
to shift 1t to eitlier end of next. message upon recelpt of challenge: Example:
"Cannot come Kepona west now." Any deviation or cmmission indicates comtrele.

cs Cuse officer challenge text to fleld requestlng asent to shitt ‘kie
fixed text to efher end of next messsge is the word ( IBazGETs _ Yo
As mentiomed in *b" above, the agent's fixed text will remain in the same
position until challenged to shift is received by agent, the shiftirg to be
either from the body of message to either end and vice versa. If in snswer te

challenge field does not shift poaitien of fixed text or emi'ts i mtiroly,
control is inmd 1cated.

d, In the event the fixed text has been given awsy and the agont. is
required to imclude it in his firat messsge as directed, leading the m
officer te believe that all is well, the inclusion of the Tizred text at both-
ends of the second, third, etc, messages will indicate comtrol, that is, if
agents tells the centroller he i8 to include the fixed text at both enis of
each message to imdicate pno control. In the event econtroller suspects a
variation in the use of the fixed text and therefore instructs the agent

to omit the fixed text entirely, control will be imdicated by the. amission'
of the fixed text. S

. L2
e. If convenient and the occasion arises, the agent may: give away thisg

fixed text.and rely on the use of.the .eryptographie control:. mdieator to show .
controk, - N : S ‘
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_TOP SECRET.
SECURITY INFORMATIC

NAME. CARTHAGE 13 20 March 1982

1. Radlo Procedural Control Signal

On the first contact made, Fleld will indicate that he
is safe in the following manner:

A, The external message number should be the date in
which the contact 1s being made.

2. Radid Procedursal Danger Slgnal

While Field is in contact with Base, he will Iindlcate
that danger 1s approaching and must lmmediately close down
station, thus alerting Base to suspect subsequent contacts:

2. TPFleld sends QSL, three times if conditions permit,
and closes station.

5. Cryptographic Control

During encipherment of messages, Field willl always use
the word SECRET buried in his message and separated by perieds,

unless under control. If it is not used it will indicate con-
trol. Base enclphers messages normally. '

4, Cryptographic Control
Constant diglt assigned will be #9.
A. Use as confirmation diglt to indicate no control.

B. Fleld's use of any number, except hls assigned
confirmation digit #9 indicates control.

C. Base wlll use any diglt but #9 as his confirmation
digit, unless he wishes to challenge Field.

D. Base challenges ¥ield by using confirmation dfgit
#9 in his outgoing message. .

E. On next contact, Fleld will reply with any number

but his confirmestion digit #9 to indicate no control,

Appsarance of this #9 in the Field's reply will indicate
possible control,

F. Once Base has chsllenged Fleld, he will resume
use of random confirmation digilt,
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4, (cont.)
G. Once Field, who is not under control,bhas been

challenged by Base, and has replied, he wlll resime
use of confirmstion diglt #9 in subsequent messages.

5. Give Away - Cryptographlc

Radlo Operator will indicate his danger signal is the
use of confirmation digit #9, as explained in Parsas 4.




