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• Attached for your information is a paper prepared locally for the guidance
of BOB officers and the local services on the uses and limitations of accommoda-
tion addresses In communication with agents In East Germany. Copies for
distribution at your discretion to the 7000th Support Wing and Headquarters, 51Sat

MIG will be forwarded separately.
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SUBJECT- Use of Ace-ora l:natation Addresses

The following information is for the guidance and assistance I Opel-4L:4as
officers who must depend upon accommodation addresses as a means of
contact with agents In a denied area , it points oat some of the IP55F	 :L.i!fa
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	 and suggests setae means which usy be used tC.p 	 theift 54.54Zard.41.
information is nesed upcia recent experlence specifically with aporauww, 1; 1 6:an
Germany and it, sensitive since it revealo detalie:2 current Li. S. itAtelliwa ktv•-• c;aro.c,
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person to serve as ah accoranaiatiou addreits for a specific ago nt Csaily this
actommrAlation address will be someone who is known to the agent ; a friend or
relative who may already be in correspondence with him. :nick/ AS arrangement
generally contains more security pitfalls than the other system described In this
PararaPh•

4. There is another category of ataxmatedatioa address. the unwitting letter
drop. This is a person who has agreed to receive mall from a denied area, usually
from an unknown person, but who is not aware that any clandestine intelligence
activity is involved,. An example of this type of address Is an individual who agreeA
to receive mail from the East on behalf of a personal friend who either for persortal
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or business reasons, prefers not to receive correspondence from the East in his
own name. It has been our experierce that this type of address functions quite well
and securely, although it is apt to be a bit slower than a witting accommodation
address often because there may be a cut-out between the drop and the case officer.

S. One of the most significant observations we have made is that accommodation
addressees fairly rapidly become worn out if used frequently. By this we mean
that for one reason or another either the writer or the accommodation address, or
both, perhaps through no fault of their own, come to the attention of the opposition
service. The causes for this are numerous but two worth mentioning because they
can occur so easily are (1) poorly written cover letters and (2) imperfectly employed
secret writing. If the writer has used a false name and address in the return address,
as should usually be the case, a perfunctory check with the local Meldeamt or an
address pooh will confirm the censor's suspicion that something is wrong. From that
point oa, any letter to that particular accommodation address can be intercepted
fairly easily. It must also be assumed that the name used in the return address
will be noted on a watch list. Add to this the fact that the letters from the agent
uning the accommodation address will usually he in the same handwriting and the
whole channel becomes quite clear to the opposition.

1 :to lessen the chances of detection, agents writing to accommodation'
addressee should be instructed to change frequently the complete name and address
in the return address. It is best to use an existing address in order to foil a
cursory examination on the 'part 'of the censor. If at all possible, letters kleouki
be mailed from varioua cities or areas. If the agent is confined to one of the lazger
cities, he should at least attempt to vary the postal district he mails from and he
should never mail from the ?natal district of his own residence.

7. On the assumption that watch lists are maintained in alphabetical order by
last name, it is also possible to add to the security of operational mail by using only
the first name or a first initial as the recognition signal to the accommodation
address. Of these possibilities, the initial seems the most desirable, particularly
In theta cases where the drop needs some indicator to identify agent mail from his
regular mail. Insofar as the cover letter is concerned, the agent should be told to
write long, chatty handwritten messages about very boring personal matters. No
checkable items such as travel arrangements should ever appear in the cover letter.

8. In addition to the precautions discussed above it is also important to be
alert for danger signals in an apparently smooth functioning accommodation address.
Some eyiNmples 016. danger signals are indications of tampering with the envelope, a
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sudden charge in SAV technique which might not be the agent's fault ? but an
inelicatior.	 1. 1.4bb.ttia,	 lettere, (leaved letters. any chew in the pati.eru
of naiiir41 a a Lnitern rists,

9. 131 order to lesmin the rthirg of detactionof agents throw:12 their accommoda-
tion addresses, and to protect the information forwarded through postal channels,
it is recommended that Itew addresses be issued to thost.agentc who rcco.:44.
and frequently by :mail. This should be done at least yearly and more often if the
icaPortuce d the ageri. Al:, ;:! the Tomtit!: of Ids nl1 justify it

9ost office bo.-ies shade never be need as accowinodatIon addresses.,
They are automatically suspected by censors and letter channels using them will be
anbjected to strenuous investigation In an effort to detect the identity of the writer.

addreene• which elementary investigation in the West would reveal as
tntelligence-connected are not F;i-ile for permanent lee (examples include procurement
cd false addressee throuKb. liaison arrangements with West Berlin or West Germara
post offices),. The test . ,;.ccsmalmodatiirin address continaes to rie the live letter drop
with legitimate i.dire.se .

The Wieder, of acquiring accommodatina acklresses and replacements
for even Ctr1-9 agent has t4..•er. found to be an small task, However, If contact is to
be maintalna,1 by utail tirtAve,cn ar; agent IA denied area Anil his case officer
the west, eapry posTsibii, .:xtecaudion nowt he taken to see that the claamei
ancontandnitted ard aiyn suspicion. If the operation is worth running at all, tt
deserves We best trodecrl:tt application to Ill its elements.
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