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»2 September 1962
SUBJECT: Use of Actommodation Addresgses

The following information 18 {or the guldance aad assistance of operations
officers who must depend upon acconurodation addresses as a means of nialctalnd
contact with agents in 3 denied area. I pointsg out some of the jess cbivieos s
and guggesls sewe means whick iy b8 uged 1o overconie thede haldirds. s
information 18 ssed upon recent experiencs speclically with operations Ly rast
Germany and iz sennilive since it revedls detalist Currsnt U 8 latelligense yaadun
aperandl. It @ewdd o handied on 3 sirict seed-{o-soew Casle.
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1 e cwest doeireble that ke Us arovided with af Ieasl teu, wad praiarabiy thive,

adbrerced, all located ln duferent cdies sua/or couwntrivs, The sgem shoull rotats
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| person 10 8erve an an acconnacdation aadeens for g speolfic agint  Usaally this

| accomineiation addyess will be sorceone who 18 kuows to the agvit, a friemi or

-}, relative wbo may already be in correspondence with hiru., Such an arranggent
i generally contains more security pitfalls than the other system described in this

- paragraph,

| 4. There is another category ! accomeaodation address. the unwitting letter
- drop. This I8 a person who has agreed to receive mall from a denied area, usualiy
- from an unknown person, but whbo 18 act aware that any clandestine intelligence
'\ activity is involved. An example of this type of address 1s an individual who agrecs
to receive mail from the East on bebalf of 4 personal friend who, elther for perscnal
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or businesas reasons, prefers not to receive correspondence from the East in his
own name. It has beer our experiemce that this type of address functions quite well
and securely, although it is apt to be a bit slower than & witting accommodation
addresa aften because there may be a cut-out between the drop and the case officer.

%, Cne of the most significant ocbservations we have made is that accommodation
addresses fairly rapidly become worn out if used freguently. By this we mean
that for cne reason or another either the writer or the accommodation address, or
both, perhaps through no fault of their own, come to the attention of the opposition
gservice, The causes for thiz are numerous but two worth mentioning because they
can occur so easily are (1} poorly written cover letters and (2) imperfectly employed
sacrot writing, If the writer has used a false name and address in the return address,
as should usually be the case, a perfunctory check with the local Meldeamt or an
address book will confirm the censor's suspicion that something 18 wrong. From that
point on, any letter to that particular accommodation address can be Intercepted
fairiy easily. It must also be assumed that the name used in the return address
will be noted on 2 watch lis:. Add to this the fact that the letters from the agent
uaing the accommodation address will usually be in the same handwriting and the
whole channel becomes quite clear to the opporition.

6, ‘"o lessen the chanc2s of detection, ageats writing to accommodation’
addregses should be instrucied to change frequently the complete name and address
in the refurn address. It is best to use an existing address in order tofofla
cursory sxamination on the part (of the censor. If at all possible, letters ¢houdd
be malled from various citiss or areas. If the agent 1s confined to one of the larger
cities, he should at Jesst atiempt to vary the postal district he mails from and he
should never mail {rom the postal disirict of his own residence.

¥. Ca the assumption that waich Husts are maintained in alphsbetical order by
last name, it §9 aleo poesible to add to the securily of operaticnal mail by using only
the first name or a first initial as the recognition signal to the accommodation ‘
address. Of these possibiliiies, the initial seems the most desirable, particularly
in thopa cases where the drop needs some indicator to identify agent mail from his
regular mail. Insofar as the cover letter is concerned, the agent should be told to
write long, chatty handwritten messages about very boring personal matters. No
checkable items such 28 travel arrangements should ever appear in the cover letter.

8. In addition to the precautions discuassed above it is also important to be

alert for danger signals in an apparently smooth functioning accommodation address.
Some am,mples_ « danger signale are indications of tampering with the envelope, a
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sutden change In SAV technigue which oudght not be the ageot’s fauli, but an
inddication of pubting, toisding letters, delaved letters, any chavge in the patiern
of mailing ¥ a paftern ¢oigis,

3, ka order to lessan the risk of detection of ageats through thelr accommoda~
Hon addresnes, anpd to protect the informstion forwarded through postal chamels,
it is recommended that sew addresses be 1ssued to thoee agents wha rofot regalarly
and frequently by mail. This should be done at least yearly and more often if the j
tmporteance of the arert aus the guantity of his mall justity {t :

10, Dost afffce bowss 3houl? naver be used as accowumeodation sddresses,
They are automaltically suspected by censors and letter chamnels using thern will be

sibjected to strenuous Luveetipation in an effort to detect the identity of the writer. ;
Storllarly, addresses which elementacy investigation in the West would revesl as j

intelligence~connectad are not safe for permanent use {examples include procurement
of falss addeesses throush Uslson aerangemente with Wesi Serlip or Wes! German
post offices). The besl ccoommaodeiion address continues (o pe the live lottey drop
with leglitimate sddessie. -

Ih, The nurder of acouiring accommodaticn addresees and replacements
for even une afent har tear fourd to be no small task, Howower, if contact is o
ne maintained oy weil wtween an gpent in 2 dented ares and bis case offfcer i
the West, cvary po83ibis precnution rouet be taken {o seg that the claanel is
uncontaminated and abov= guspicion, I the speration i worth rusning at ald, it
deservas the best tradeccalt apodeation to 21l ita glements.
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