o SECRET
CARBOHIDRATE/CADROIT CONTAC!

18 August 1955
Date, Time, and Flace of Mesting: 17 August 1955, 19302230, CARBOHYDRATE's apt.
Present: a." _] be CARBONYDRATR
le This was the first meeting with CARBOHYDRATE since hs returned from
leave., After the usual amenities fpimwhx (pictures—=he is a camers fun),
CARBO delivered the following material and oral reports:

a. Forty-one CADROIT contact reports on visits by Spitgelverpflichtete
(most prepared by Ohlsen). CARBO noted the drop in visits to CADROIT
bty such DIR individualss only ten Spitzelverpflichtete visited Huring
the first ten days of the current month. This is considerably below
earlier averages. Since the numbers of Spitzelverpflichtete who have
Led to Yest -Berlin has increased during the same period, the explanatiom
seens to be found in the increasing fear of the SFS generated as a result
of the recent heavy peoalties, agent trials, etc. For CART scrutiny, ete.

be Copy of letter re the CARCARANA 2 divorce written by the latter's
lawyers to the Frenkfurt court.requesting & hearing on the results of
CARCARANA's interrogation in ths DIR before 18 Aug., which is stated to
be the day CARCARANA i{s to fly to America. The results of CARCARANAts
interrogstion are not yet known (the file is in tranait from the DIR court
to the Fran court). _

c. Results of various traces requested earlier. For L ]

d. Two samples of letters sent by Nitarbeiter in the DR to GADRO;T.
in answer to [~ s earlier request. Attached. In one cass (letter malled
from lhlh) the CADROIT Referendt, Teupits, had requested the MA to secure -
info. re certain administrative regulations after his return to the DR amd

) nail the snawer to a CADROIT acdress which was then given the MA. The
i ¥A does not live in Halle, where the latter was. POM In this connection
. CARBO gave a description of how the CATROIT nddroﬁa/mil box systeam works
and who in the post ofﬁ.co is aware of details of the system. This descript~

ion is outlined below(Geo Para S,
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e. CARBO noted Kaiser's vist to Berlin on 16 Aug. for briefing
Wy Yersin had moved smrothly.
f. Ohlsen had prepared a full report on Murau, Tietse, st al. which
had been delivered to FENARD(for transaittal to [ 7
g+ LADELL had answered in answar to GARBO's query that nome of the
i
present CADROIT MA were fornerly connected with CADROWN.
h. CARBO noted & nusber of psrsonnel changes which had taken place recentlys
Dr. Wolf leaves as of 1 Aug (forced to take official position as
#]31eer® or lose pension rights—will become Justisisp in
Charlottenburg Amtagericht) Former Amtsrichter fau Prodehl
will take his place. .

Frau Ahpens left to join husband in BR. She will be replaced by
Frau fou Kreu.er.

Herr und Frau Frits leave as of 1 Sept. They csms into large inheritance.
Zsnder left as of 1 Au; to be judge in Sosialamt. Kunse will take
_ his place temporarily. .
Fragebogen on all new employees to come a&s soon as they are typed.
. 3. Pesch and wife had & serious car accident, A CAIROX' VW was damaged.
2. CARBO gave the following answers to queriss based on the recent review
of the file amintenance:
ae The list of persons who work in regisiyy earlier given Yy CARBO
is accurate (Frau. von Ro., Frl Friedrich, Freu Adler, Frl Steinicke)s Mo
man works there. ’ )
be Are the files which used to be kept on the third floor now in
the registry? These were not really files (Aktem) but "Besuchervermerke®
(contact reports re all of the thousands of monthly siosbkxewx visits).
No true nm-/::evii.:xtmd. These copious reports are now in room No. 17
on the second-floor, whith hes the ssme sort of security locks as the P A
reglstrys. . Only Ehelick and.Fran Hesss hive keys-%c the doordy which ipe Cﬂﬁ?
not kept in the building af night, but are carred on their persons st all

times., The secretaries can ‘enter the room durin: the day, but always undsr
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the supervision/observation of either Ehrich or -desse. Ths contact reports
are voluminous and are ctrdn;'e :hronologicnlly,i.o. s there is no specialky
guide or system ® indicating whick needle in this haystack might offer
useful information. Secretaries bent upon learning MA identities can leam
thes far more esasily through their work with the Referenten witirxmitms

thwycasmle than through attempting anysort of analysis of the visiter

' contact reports. Secretaries and Relsrenten can remove particular

contaot reporta from the room,

c. The voluminous press section files are now kept in rooas Kes Al md
3+ CARBO. states they are nct espscially protected since they have no
spacial ssourity interest. Low sensitivity. A night watchman could gain
access to them without troubls, but little wouid be lost kimmmlewx thereby
1f he were really an SFS Spitzel.

ds CARBO noted almost all Referenten now have steal sefes in thelir

" own rooms 83 & result of an installation program sterted long ago. One

or two new safes are installdd every month, The Referenten keep certain
£1les in their own rooms. These are (1} Bexirk and Kreis files (not / ”
generslly of the :’ghest sensitivity) and (2) files which are being
worked on. The latier may include almost any sort of CAIROIT Hls.
These "Referenten filss" are kept in the steel safes which have been
installed,
¢« There are no files in the newly acquired building opposite the
shiasdix 0ld bldg. apart from GACHARADE files (low sensitivity, generally)
and “Referenten filles%, - ‘ :
f. The “Mitarbeiter Akten Kartei® (covernames only-separsté from
the true name file kept in room No. 14) 1s not in any way miged imimx  ° ‘
in with the general name file (Allgemeine Akten Kartei). -
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g. The log book in the registry is still maintained., Secretaries
drawing f;lea from the registry must sign out for them. There are certain
.exceptions to this requirements CARBO, Frl Foerster, Frl. Thiel, m1dgbm{dt.
ladell, for example. What did CARBO think of the idea that Referenten shanld
be required to sign lists of files to be withdrawn before the files could
be issusd to the secretarics? Inaddition to disturbing the normal CADROIT
working methods to s substantial degree, this would also impair secreterial
morale by considering them as™unclearft . It wonld also provide lif-tlo
real security in itself, felt CARBO, since the Referenten would not screm
lists presented to them by their secretariesa for signatire very carefully,.
dus to relationship of trust, etc. .

3. < _TIrequested list of ell personnel who have been issued pistols,
including type, number, and caliber of all pistols issued CAIROIT. CAHBO had
not heard of ary arranzqient.s earlier laid on to backstop the use of pistols; he
will check this last point with IADELL, however. '

be [ T)noted monthly report had referred to "Stills VA%, and queried re
the musber of CADROIT MA who were "Stills fMA®. (CARBO had earlier defined s
Stille MA a9 one which did not know that his name had been registered w th
CADROX as an NA, might object to registration due to fear of becoming known

ssBgen®, etc.) CARBO did not know precisely, but felt ths number of Stille NA

te

. qui
* was/low, He thought info in. this regard might have earlier been submitted to

"the other Dienstslle®, but would check with IADELL end report.
5. CARBO gave following description of the.CADROIT mail bo system which
he had gotten tron‘l?roolich after oud recent review this matter:
&, Three persons, one for each of the "Oberpostdirektionen” in quastion
(Wast Berlin, Braunschweig, snd Banburg) know xit the identities of all of
t;ho post b'oxcs assigned to CATROIT within the citjes intheir Jurisdiotion.. .

it

.These pergons also either k-ow or have access to all of the fictitio\us\

- addresges in their cities which are used by CADROIT. These persons are:
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the security men for the Oberpostdirektionen (SicherheitsbeaugtragtejPostrat

-

ohne Varwendung im Amt). ‘he identities are:

OPD Berlin--Postrat fnu SCHURZ (closely connscted with Dr. Maurer of
CADROIT, a West MA) :

OPD Braunschweig--Postrat Stute
OPD Hamburg—~Postrat GARIEPP.

bs, All letters from MA -go to 7. Berlin addressesj only control letters

contained in propaganda letters for inﬁ‘ltrat:lm into the DDR are xsbevonsumsl
" %x sent to addresses in the Humburg and Bramnschwieg jurisdictions. the

or.ﬂy exc&ption to this rule is Hansep, who receives letters from MA through
a Hamburg sddress.

ce There are 19 hranch post ’oftices in ¥. Berlin; each s two post
boxes assigned Yo CADROIT. The head of each branch iciows that the boxes
are connected with CADROIT. The addresses used are fictitious. When a lottcri
arrives iﬁ tl;w branch, the sorting clerks, reaiiz:lng there is nd au.ch addresa,
consult a8 1ist of addros; :hich 15 svailable to all clarks and re whioh clerks
are briefed. If the address is on the list, the letter is put {nto one
of the CADROIT mail boxes (designated by number only). The West Berlin
boxes ars ssrviced weekly by Froelich snd Pesch. In large branch post
offices such as Steglitz and s 11, there is & spscial mapn in charge of’
post boxess he knows that the two boxes in his office are connacted with
CADROIT, KMINII About 25 letters arrive at CADROX in this manner each
month. Froelich states that the clerks in the Hamburg and Braunschweig
post offices do nat know that the CAIROIT poat poxes are comneoted with
CADROIT) theuridaniacsssiteartimsnuestimxs many of the clerks in Berlin
must roalize the comnection, now, however, o qgﬁ |

de c:m/mczuca/mzu feel the system 1s 30 brokan up and decentralized
that risk/ef an SFS penetration of the post office could cause CADROI
real trouble is quite low. CARBO did no% know how the CADROIT system with
the'popt“ office had originally been set up. Did any other organ. use the -ylton’_'.
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CARBO did not inow specifically of any others, but presuned tuat some others
do (ZIPER, etc)e
6., CARBO answered an earlier query by [ _TJoy stating that banks have

an absolute duty to mintiiin secrecy of savings and checking accounts against

everyone, with only one very limited exception: the Stafrichter in a criminal

process can otiain access, but then only by a formal decision of the court

(non-secret) in a particular case, This means as & practical matter, thus,

tlat the zms nethod could be used only to secure additional proof ‘once a
public trisl hed begun, and not to chack in cases of limited suspeicion or
as part of a*fishing expddition" o Heither BfV nor Abt, ¥ can/getd:ccou alone.

Te [T Jrequested a revised floor plan of both buildings to reflect changes
after the move into the new build.ing; COMBENT: . The purpose of this request is
to get background info for.a pxt'_ovocation operation or procedure to be established
within CACRON for the purpose 6f identifying staff members who mey be woricing
for the 3FS, Since other possiﬁle nethods of guarding against wnauthorijed

require
access by Spitzel within the stlu would ta greater a lesser exunt/changu in
be the additional

SADROIT's basic modus operendi, provocation appears to/one major/approach to
protection of CAIROIT security which mfifmgax could be followed with a relatively
snell mmemnuinoxf invosfmont in time, money, etc. Provocation appears particularly

. certain of
well suited to CADROIT, since/the project's fmkosxxsxmocnmbsstaxhmmmmsizest

Mxatasmephmen nethods tend to lu.u a possibh SFS penetration into a false
sense of soourity. Although fiem m must await more technical info, some

R e
Aks
S ,wa,

hx ideas suggnt thenselves imedhhlm
«Have HENARD, IADSLL, or GnRBO dictate letter re new penetration of

Normannenstr. to suspected secretary (or as routine cheok) . Secretery

would be requested to tak covering letter
md tilo to BfV immediately, since person dictating letter suddenly

m.mubnfnmu ‘otc. Observe reaction of secy. Could have file

dics nZ whether it had been opsnad or not.
«lont camera in wall of' rogm 1h where MA true naies are kept in safe,

Camera records whoever enters room durin n d
room, normally closed, is left open dus pnintﬁo?otc?or to the

-; More elaborate ideas astablish riew staffer in a room by himself
Lo

T,

J—y
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where he screens files for aspecisl purpose not announced to staff in
menner reminiscent of establishment of CADROWN within CADROITw-secye ta-
ies are required to bring him files as work progresses for screeninge-
canerg meunted in wall records whouttexpts read {iles entitled

%exx "For Special Hses", etc., which are carelessly left out in

the open whon the staffer has to leave temporarily. Or caxera is
actusted Yy opening the door of the staffer's special safs vhich is
carelessly left slightly ajar during his absence. This could be

a continuing operation within GADROIT for purposes of ‘teating MA

as well as staffers.

—S5ilent, secret electric alarm whichrings at police when door of
safe cortaining MA identities is opened. Door to room left dpen for
painting, etc. This alarm would seex to be & good rumor to spesad
in CADROIT even Xuoex though no alarm 1s actuwlly installed.

'I'ho floor plan and similar info to be mqui.rod as required wkdochenmxentx

is intended io be used as background info for a provocation opcrat.inn
along the sbove lines.

FEXT YERTINGy 2} Aug 1955, 1930, Same place. B}
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