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MEMORANDUM FOR: The Presidemt's Foreign Intelligence Advisory Board

SUBJECT : safegusrding Intelligence and Intelligence Sources
and Methods {(Recommendation No. 20 of the
“etober 4, 1961 Fepert to the President by the
President’'s Foreign Intelligence Advisory bBoard)

REFERENCE : Mernorandam frors The Special Assistant fo the
President dated 11 Cctobar 1961 subject as above.

In accordance with the recommendation of the Fresident's Foreign
Intelligence Advisory Board which was approved by the President, I am
- subroitting this report on actions taken to implement Section 102 {d} (3)
of the National Security Act snd Section 5 of the National Security Council
Idrective No, 1 relating to the protection of inteiligence and intelligence
sources and methods.

The information requested is set forth in four sections, namely:

a. L.egal Authority of the Director of Central Intelligence
for Protection of Inteliigence and Intelligence Sourcss
and Methods.

b, Actions and Programs of CIA for Fretection of Intel-
ligence and Intelligence Sources and Methods.

c. Actions ani Programs of USIB for Protection of
Intelligence and Intelligence Sources and Methods.

4, Actions and *rograms of the Ulancesiine 3ervices for
the FTroteciion of Intelligence and inteliigence Sources
and Methods.
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; for
Legal Authority of the Director of Central Intelligence
Protection of Intelligence and Intelligence Sources awd Methods,

4 st formal sssigmanent of yeapansibility § 7 ‘
tm:‘:gmmucmd&miﬂdmmmm-
sctive of Jasvary 12, 1mmnmmmwmwi :
Autbority and the Central Butelligence Group. This sentence reads, "In
m.smﬁmmm“mmmmmmqum

'mt‘ tble for protecting their mcuaadm. The Directive as
?:M mmy:; all azpects of intalligance sources and methods including
the militsry intelligence agencies.

National Security Act of 1947, the third proviso of 102 {4) (3)
ma:?..mm DPirector of Central Intelligence shall be responsible
for protecting intelligence sources and metheds from mauthorised dis-
closure.” There is oo mnédwcu;‘t«'mmgm; proviso

! lative history, and there therefore, B0 |
::gis“g:‘:aﬁmm of responsibility., The sddition of the wards
nfremm unauthorised disclosure” carries an frplication which is even
broader than the wording of the Presidential Directive. & ahould be
notad, however, mtthpﬁrnynwiuafmcm-wﬂmd‘mm
Security Act provides, “...‘rmmwnhummym? sube
poens, aw-enforcement powers, oF trternal-security functions” and the
Presidential Dirsctive bad similar language. R would appear, therefore,
that in carrying out this responsibility the Director ia linfited to the |
development of policies and procedures designed to afford tiu rogquired
PO and to such investigations inte the procedures and their admin-
atration as fall nkatdpdkaarmw-muym.
Within the Agency, the Director has bia sdminstrative anthorities te
suforce kis controls, but he has no such Mirect athority threughout the
rust ofthe intelligence community or over ether racipients of the imtel~
ligence product.
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thows smployses within theizr jurisdiction who teve & "need to dnow" asd

M-M-MMMWWNQWhmi-
-myamaauéuammwmmmw‘mn‘
w;mmﬁmumpzmdmmmmm
sccess. The dissemination of intelligence is wader constant review by
origiantors, mﬂmlm&mmw“mﬁi
mm@a*muuw*ummhmm

A principal mmmmmummummm
of ation of beth information and activities. This is azcom~
plished by organisxiional structure, special channals sad critevin for the

mmmuuuuﬁmmemamm

hmwﬂimmmmnﬁm:mmmﬂmm;nm
wmmmummammm projects
Pseudanyr:s, Pl sitases and ether concealing devices are
mé.tawmnmmnmmwﬁ:ﬁum
communicstion that may fall into unsuthorised hands reistively meaningiess.
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A key factor in the protection of intelligence and intelligence sources
and methods is the physical security program anployed to protect CIA
bulldings and installations both in the United States and oversess. The
provisions of Executive Order 10561 are carefully fellowsd and supple-
mented to meet the special security protective reguirements deemed nec~
essary for Agency interests. CIA buildings are under 24 hour guard.
Employess are admitted on presentstion of photographic identification
badges. Visitors are admitted only on official business and always under
excort. All classified material is strictly contrelled, is stored in safes,
vaults or secure areas and is never left unattended. There are ceatinuons
security inspections te ensure that the protection of classified intelll-
wkmiymmmm“uemwhs in our
physical security program. Aaymﬁymﬁmuwmwym
with, and our regulations establish disciplinary action t be taken.

The Agency is seriously concerned with the pessible teckmical pene-
tration of Agency facilities which might result in a cempromise of intel-
ligence and Agency sctivities. An active program of audic countsr-

easure inspections and capabilities has been dsveloped to nullify this
threat. '

In regard to the above measures designed to protect Agency infor-
mation and activities, thare is the fullest degres of cooperation between
all components of the Agency and the Security Office. Any incident or
information that indicates there is » possible penetration, an unauthorised
disclosurs, @ loas or theft of property or intsiligence docunsents results
in an immediate investigation. The full asaets of the Security Office and
the Agency are employed to resolve the issuwe. Fregqusatly, the indication
of a possible compromise of infermation conceres intelligence which has
been disseminated to other departments and agencies. Through security
fiaison channels the investigation is often extended to the other dapartments
concerned and the cther services respond with the fullest cooperation.
This frequently results in » joint investigative effort. In this manner the
Agency sxercises its constant COncern over the protection of istslligence
and vigorously pursues any indication of a weakness in its pretective system.
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Z. Pexsemnal Sgcurity.

a. Pelicy: From its inception the Agency bes recognised that &
primary factor in the protection of imtelligence is the seecurity
reiiability of intelligence personunel having access to intelligence
information. To this end, the Agency has estnbiished its policy

te sccept for empleyment only those individuals wha aze of oxcel-
lent character, unguestioned loyslty, iategrity, discrstioa and
trustworthiness. Employment of {ndviduals rmust be clearly
consistant wiik the interssts of the national security. All

positions cccupled by stalf employees are designateé as ‘sensitive”
undey Exscutive Order 10450,

b, Clesraste Progedured: Secerity investigation of an appiicant
is coanducted by CIA. Such investigation encompasses & verifi-

cation of the applicant's claimed employmaent, education, refer-
. enten snd residences. In sddition, a check of appropriate Federal,

stats and loesl records is condusted, The imvestigation comducted
sxcpeds the minimop: standards for Fedarsl empioyment as set
forth in Exscutive Order 10450, The results of sack secwrity
investigation sre evaluated by profsssional security personnel

and & determination is made as 1o the suliability or nen-sultability
of individuale for ermployment. In these cases whers & persca is
determiined not sultable, such cases are perscnally reviewed by
the Director of Security who makes & final deterr-ipation.

Ax part of the seeurity investigstion, applleants, upon entrance
on duty, are sccorded a polygraph interview in order to werily
pertinent security factors doveloped during investigation saad to
estabiish the applicants’ acceptability under Agency criteria,

fn addition, in erder to determine the suitrbility of an applicant
for employment, each applicant is recuired i usdergo a medical
and psychiaivic ssmmnination.

<. Jscurity Review: ¥ hemever personnel actions sre taken which
effoct & change of an employee's status, a security review is con-
dusted. This would include cases of assignerent ovarseas, change

in marital status, marrisge to aliens and aimilar appenings. The
Director of Central Intelligence is briefed by the Director of Security
on any problem cszes seo that he will be apprised centinmaaliy on the
status of the Azency's security program.
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d. Reinvestigation: In order to ensure that employees continue to
meet the suitability criteria for employment, a security reinvesti-
gation program is conducted on 8 five year cycle, As part of thia
reinvestigation each exmployee may be affordsd & polygraph exami-
nation to ensure that classified information has not been divaiged to
unanthorized persons.

e. Emploves Outside Activities: To ensure that Agency personnel
do not jecpardize their ansignment or inadvertently dis-
close classified Agency material, there are limitations placed on
the outside activities of Agency perscnnsl. For example, sll
wiritings for publication or apseches whather they involve intelli-
zenee or not require prior sscarity approval; private employment
and memberships in organisations must be approved in advance by
security, and advance security approval is required for all private
foreign travel for which complete itineraries must be subamitted
and appropriste sscurity brisfings given.

3. Security Cﬁﬁcen Assignment.

Frofessional career Security Officers are assigned to stations and
bases uverseas and damestic projects, installations and componsnts
in every case where professional security support is indicated 28 neces-
sary. The Security Officer is under the direction of the Chief of Station
or Bese and is responsible for ensuring the security protection of per-
pennel and physical assets of the Agency. To this end, Security Officers
are thoroughly trained in all phases of security and are capable of acting
with 2 minimum of guldance from Headquarters. _

4, Brieﬁng of Persona ﬁsng@ed Owversess.

Personnel prior to overseas assignments are security briefed as to
the pature and extent of the local hostile threat which may exist against
U. S. installations and perscanel, and actions they roust take if they feel
they are a target of the opposition. Personnel are also thoroughly briefed
as to hostile penetration and survelllance techniques, risk of capture
possibilities and resistance techniques to hostile interreogations. Also
included are counteraudio demonstrations and protective measures to be
employed. Upen arrival at the overseas station or base, the employee
is given additional briefings on local security, cover, eperations aad
personal conduct factors.

*
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5, Security cmm:m.

In regard to our CORStARt CONCErn OVAr the possible penstration of the
Agency, svery imeidemt, report, suspleion or other slerent wiich indicates
a possible peneiration is the subject of an Lumediate and epecinlised inveati~
gation, In such instances our full resources are smployed to ressive the

silem. The Director of Central Intelligesce is kept fully informed by the
Security officisls of incidents of this sature and the Director of Cantrat
Intelligence follows them to their eltimuate concluston. The flow of security
information pertaining to our smployees is eshanced by ike closest coordi-
sation of sur Security Office wilh other security corapeneats of the Govern-
want, Vithin the Agency thevre is fuil coerdination between the Security
and Counterintelligence components for the fullest devalopment of say
indication of possible penstratien. This extends io the jolmt workimg
relationships with friendly fersign intelligence and security services for
the oatusl development of sacurity information and the exploitation of
investigative lsada. The liirector of Central intelligence feels that anly
through the full coordination of professional perseasel in these fialds can
the threat to intelligence sources and mathods be properly contained.

Actioas and Pragrams of U3IB for Pratection
of Intelligence and Intsiligence scurces ant hethods,
ecurity Coremittee of UIIX

1. Established,

The Security Commnitise wis establizhed on March &4, 1959, as s
standing Committes of the USID for the purpose of advislng, assisting and
making recommendations to the Beard for the development and review of
security standards as they reiate to the protection of intelligence nnd of
intelligence sources and metheds from unsuthorized disciosure. Further,
the Committes is to advize and aasist the 17Cl in the exarcise of hia
responsibilitics to investigkte unautherized dlsclosures of intklligence and
of intsligence sources and methods.

2. Investigation of Uasuthorised Disclosures.

The Coxsniitee has investigated seven reporisd unauthorized dis-
closures of ciassified intelligence. In sach instance, the Commmittes has
initiated a review of classified inteliigence docwests {0 determine upon
whick ciassified report tie information was based., Concurrestly, 3s a

part of the investigative action, the Comuarittes initiated a review of previously
published overt publicstions to deterruine whether or uot the information wmay

have appesred previously in the overt presa.
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" In soe instance, an ad boc investigative working growp comprised of
investigative sepresentatives from the USID agencies and depuriznents
conducted for raere than 5 yesr an extensive investigation of an sssuthorized
daclosure of highly cinssified intalligence infermation. The ad hec investi-
getive working group exchanged favestigative lends and utilived ether toch-
siques to aveld daplicative investigation and to ensure thorough coversge.

The Presidential Divective was recommended by the Sseurity Comunittes
s & resuit of mxtensive inquiries inte reported unauthorined dinclosures.
The Directive called for » review of existing procedures for the control of
clusailtad intelligence snd for corrective action to s taken where thers
12 vadus veliance upon routine administrative metheds for contrel or where
other inndequacies sre found. The responaibility of the intalligence chief
was sstadlished to assess the risk to intalligence sources and methods in
sach instance where classified information was proposed for reletes out-
sids of avthorized channela.

An Agraesd Guidsnce paper for implementing the FPrasidential Directive
was spproved by the Board on 29 June 1960. This guidance set forth as
sppropriste uniform: practices and procedures for the comtrel of claasified
intelligence with specisl references to sensitive intelligence. At this tims,
a new marking "WARNING NOTICE - SENBITIVE 5Q0URCES AND METHODSE
INVOLVED" was intvoduced which would elearly identify sueh information

umﬁm%n@&glwmm;smmywwm

Each depsrtment and agency within the intelligente comeunity coused &
review to be made of its existing practicss am! procedures. o cortaln
instances, this resulted in the revision of ewisting departmantal regulations
to snsurs the better protoctivn of sensitive intellizence.

A report of the sction taken by the departments and agencies to hmpla-
ment the Prasident's Directive was forwarded to the Specisl Assistant to the
President on ¢ Fovember 1960,

Asg a result of the defection of tha twa NZA smployees and at the regusst
of bigh suthority, the Directer of Central Intelligence an 7 Septembar 1960

B
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fople mmum“ﬁu‘zﬂwmmmm
m@dhu'&m:mww{wm;mwmmw

W%m{«tuﬁmﬁ:ﬂtmwmuwmemﬂé
muasures to effect overall i , of the standsrds of personnel security.

The Committes reviawed existiag personnel security procedures hud its
report 4 14 Baptember i%ﬁmm&mmm&«i‘! Septecber 1960.

discretionnyy authority &+ given the mmtnaicmwdngmwmmin
loyees. mmmﬁwmmmwtmmbﬁﬁﬂn

to sxpand the sumber of positions designated as sepaitive andsr Emecutive

Ordar 10450,

The Board appoeinted an ud hov ;maf&gﬂmdnmttytmm-
m»mmmmmmmiw recomauend preposals ia accord-
ancs with the Committes's yecominendations. The Legisintive Drafting
Group of this ad boe subcemsrittee complated ita work an Z MNowvesuber
and the full conunitiee ﬂlmn;w;m@irmﬂmrugm¢

menéations within the nest two weeks.

Tha revision of DCID n;‘:ummwm:eumwmmm
mutusl understanding for the contrel of dissemination and use of intelligence
and intelligence information. The Comraittes initiated an sxtonsive and
detailed review of existing prectices withi: the community for the control
of dissamination and uee of intelligance and intelligence information. The
Conupittes also considered in detall dissexination practices of intelligsnce
both within ths intsliigence comraunity and to other agencies and depertments,

The paramount consideration in the revisiot of UCIB 11/2 was the
protection of intelligencs sources and metheds, The Committes introducad
a new tachoigue of disseminntion and use af intelligence wherehy seazitive
intelligence would be adeguatsly protected anc whereby intelligence of &
aonnensitive nature could be utiliged to the fullest extent practicable without
raference to oviginating agencles,
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