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KEMORANDUM FOR: Nx, J. Pn:rick«ngxeA/

, NSC Represemtative for Internal Seearity
Eoom JB6, Executive 0ffice Building

SUUJECT: Clandestine Listening Devices

I comcur ir your draft directive of 31 July 19546
concerning a propesed NSC Special Coumittes om Technlcal

Zurveillance Coustermeasures,

L. P. CABELL
t.ieutenant Generml, USAF
eputy Lirector

0S/] ] (9 Aug 56)
RETYPED: O/DDCI/JSE:km (Roe DDCI signature) (16 Aug 56)

~AddresseeK;DL&30u*- iR - 2ﬂ¢/5‘)
ER ,

ggg;er' CONCUR:

0S w/basic

0S Stayback cy
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25X1

i Orig & 1.

Sqd/H, Gates Llwpyd -
Asst DD/S - 16 Aug 56
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FOR: J, Patrick Coyne
NSC Represeantative for Internal

LY
1

Security
; Roomn 386, Executive Office
| Building
Washington. D. C.
‘SUBJECT \ Clandestina Listening Devices
| N
|
A

1 concaur in your firn}\eﬁrecﬂva of 31 July 1986 concern-

ing a proposed NSC Special \Committee on Technical Surveil-

A Y
.

lance Countermaeasures, AY
i !
i
| "ALLEN W, DULLES
kY i¥rectoy
AN
Distribution: Y
Orig & 1 - Adse AY
1 - ER CONCYUR:
(D- bci 3,
1 - DD/S
1 - OS w/Basic
1 - QS Stayback Copy
25X1
OS/DD/PPS/]
{9 Aug 56) H. Gates Lloyd

Agting Deputy Director
Raahed (Support)
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MEMORANGKIM FOB: Oirsctor of Central Intelligence i
SUBJECT : Proposed N3C Special Committee on FR - File /"z' o
Tachnical Surveillance Countsrmeasures 529/

I.  This memorandum cantains & racomunandaiion sub-
raitted for DCl approval. Such recommaendation is contained
in paragraph 5.

iZ. For the past several months, representatives of the
FBI, O8I, G-2, ONI, itate and this office have Deea mesting
as an Ad Hoc Comumittoe under the Chairmanship of dr, I,
Patrick Coyne, NEC Repressntaiive for Internal Security.
The purpose of these meetings bas beea to develop racommaen-
dations on the subject of clandestine listening devicen as a
resalt of a memorandem from the Chairman, Joint Chiefs of
Stalf to the Secretary of Defense. and from Secratary of
Defense to the National Security Council peinting out the need
for a focal point for the receipt of all information pertinent
to the develepment of a national integrated program of
countermeasures 1o the security threat posed by clandestine
listening devicas.

3. The Ad Hoc Cammiites recommends the establish-
ment of an NSC Special Committes on Techrical 3urvaillance
Countermeasuress with a charter as shown in the attached
draft {TAB C), This draft is a revised veraion of a charter
which started out by proposing an N3C Committer on Counter-
intelligence but which your reprusentative. upos the continuing
advice of Deputy Director {(Plans). strongly objected to as
being outside the scope of this group. TAB B is & proposed
memorandum from Mr. Coyne to the Executive Sacredary, NSC
for our informatton. TAB A is o memorandarm of trapsmittal
from Mr. Coyne te ClA,
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SUBJECT: Preposed NSC Spacial Coramitiee on Tachnical
Curveillance Countsrmeasuras.

4, General Trascott bas been kept informed on the
discussions and {eeling of the Committes members with
respect to the need for a aational ceuntarintalligence policy.
The Seputy Ulrsctor [Plans) has baen briefed on the
discuseions of this Ad Hoc Coramittes in the field ef counter-
intelligence and countermessures and concars in the proposed
NSC Comemittes and its charter.

3. It is recommended that you comcuar in the establish-
ment of this special committee and its charter by signing the
aftached concurrence memorandum.

‘heffield fdwards
iirectayr of Jecurity

Enclosures:
i. Memo to Mr. Coyne
{r20CL, Subj: Clan- )
destine Listening De- ADAcr- X/¢,>

vices, (ER 8- 53?% _’p?/j LJ

Z. TAB A. Memo of
Transmittal fr Mr. Coyne
to CIA drd 7 Aug.

3. TAB B, FProposed Memo
fr Mr. Coyne to ixec

Sec. NSC, undtd. ;e

4., TAB C Charter. dtd
31 Jul.
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SUBJECT: Proposed NSC fpecial Committes on Technical
Survaillance Countermeasures.

CONCURRENCES:
“Deputy Director (Plans) Sate
=% ALKG 1988
Deputy Director {Gupport) ) Jate

Aeslstant

APPREOV L 'XUEw 9hE
are T

sizaed O, P, GABELL

- 08 8 LV WY T
()1)17 Dirvector

stzributx)n_ﬁ'*
V%*Q-\WFEIIEE@”“*
D w/Encls, #3578,

1 - DD/S w/Encls,
CI Staff w/o Encls. . )
é OS w/Encls., ~ t<a 45w Thoen g sl
1 - OS Stayback w/o cls.
I—DPey - ) ey Gl 4 ,-.,17

(9/»7
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o snDUl KOt The Director of CSecuritv, Department of <tite
The aasistant “ecratarvy of Delense
{“a¢eial Uperations)
@ Director of Central Inteliiecence
“he Director, Fedaral Sureau ci Investigation,
srsariment of Justice
‘ne Director of Intellisence. Depariment
1 the Army
, e virector of Naval Inteliigence, Depariuent
! the havy
e Director of Spacia) [nvestizations. Denart-
" we=nt o the 4T Fores

e Direcior of the national “ecurity -gency

4
]
v

Clandastire Lisgteninz Devices

omm It o rawth of nertings racentiv Rald vith voaur renre-
criscibives he Tollowineg  documernts are enclosec:
1. Und-ted uemorandusn to e submitted to tnhe Executive
Ceerelarv, niJ, Dy the writer,

. Droft directive of July 31, 1990 concerning a oro-
Gk Ll Ymecial Committes on Tactnical Survelllalice
twinlLermensuras. : .

"e first enclosure is forwardz2d for informetional ovuronocse.
113 Le vtilized in transmittinz the draft diractive of
-1, 1450 to the Executive “ecratarv, h3C.

nUosoeona enclosure was unanimeuslv anarcvad by vour
turesentatives (names listed below) at a meetinz held in thig
cdJdee on July 31, 1950, In line with an understanding reached
shat meatinge, however, the second enclosure is beineg forwarded
.~ with for formal concurrence by you prior tc submitting it to
' xaecutlve Secretarv, &C.

[
&

1t 1is requested tihiat your comments on the draft directive
July 31, 1956 be furnished to this office bv August 15, 1556,

71 the event you concur in thae draft directive nroposed by vour

:regentatives it will thereupon be subaitted to the Executive

ok,

ST M
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~ectretary. In the event proposad changer in the draft directive

‘’¢ recommended by any ‘of the addressees of this memorandum,

:11 will be notified tnereof in order that such changes may be

;iintly considered by you prior to the submissior to the Council
i n draft directive om the subiect?

s
it :
- ooy . L
o EREC EEA N - e

e - J. Pairick C®me’

o er. ‘111iam L. Uanne -« Stpta
~ r. Robert E.. drake -- ASDH (0¢n)
t:olonel cheffidld Edwsrdg -- OT& -
;. T, Grabam 3, Day -« FB
ieutenant Colonel J. %. Downia —- .2
conmander J,0, JONNIEZOr oo THTY '
ir. Gilbert R. levy -~ 091
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 71HORANDUM. FOR Mi. JALEE &. LAY, J2,, eXECUTive EE

RECRETARY
LATIONAt SECURI

ry , ey Y
1 TY L UU‘u wd

AJECT s Clandestine Listening-Devices

S EREMNCE: Yemorandum for the Exscutive Secrestary, M3C o
dated May 2¢, 19%6, from the Secretary of Defense

1. In the referenced memorandum the Secrstary of Delenss:
::) concurred in the Joint Chiefs of ~taff réeogmendatiog tha}
4 group be created directly under the Natlonsl Security ;OQDCAI
to serve as a focal point for the receipt of ail information
pertinent to the development of a naticnal integrated prograo.
5f countermeasures.to the security threat posed by clandestine
listening devices; (b) requested that action yﬁ‘initiated by
you looking to meeting the substance of the unﬁarecommendation.
Pursuant thereto, and in line with the JCS suggestion, a group
was converned, under the chairmanship of the writer, to study ana
develop recommendations on the subject. '

2, The group comprised representatives i §n¢ Director
of “ecurity, Department of "tate; the Assistant Secretary of
Defense (Special Operations); the Directors of ClA :-BI.é OnI, O-1
3-2, and nEA. In addition, -the group consulied with AEC on
certain technical aspects of the subject,

3. Major findings resulting from the group's study indi- 25X1
nate that:

] D5X1

25X1 |

57T T

P5X1

25X1
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SECHET -

[ ]

(e) The presumed compromise of 1/,%, classified
information resulting from penstrations of thls sort
constitutes a grave problem requiring the prompt
dzvelopment and application of both technical and non-
technical countermeasures., (In most instancss such
comproaise is presumed, rather than establishad, since
111 of the agencies concerned have not heretofore
raquired that damage assessments be made fcllowing dis-
covary of such penetrations, In a few instances it
25 been established that U,.f, classified information
of a high order of sensitivity and of direct interest
to several departments and sgencies has peen comprouised
through the installation of clandestine listening devices
in %ey installations occupied by senior reoresentatives
Af thag 1T - Onvarnmant Ilinetrativa nf tha lattear

(f) Although clandestine listening devices have not
teen found-to be in use douwsticully thusisr, tha supject
has ocoth foreign and domestic implications from theé stana-
soint of: (1) safeguarding the classified irformation
and operations of departments snd agencies in both domesiic
#nd forelign areas; (2) counterespionage; (s} bringing o
bear on the problem the combined capabilities, experience
and inforuation of all agencies responsible for both

- foreign and domestic aspects of the subject to the éend of -

achieving a coordinated progrer to maximize both technical

X e vt 2ol
- SRS

(
D
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1nd nontechnical efforts to detact, neutralize, ecounter-
act and exploit such devices, thereby minimizing their
threat to U.S. national security.

. 4. Appreciating the desirability of avoiding, if possible,
“1¢ creation of a new mechanism to danl with tha gubject, the
Toup examined the feasibility of assigning the nroblem to suen
vodies as the IIC, the IAC, the UI0SB, and the 79EB, TIts exami-
:rition reflactad éhat thare 1s no joint Governmansal body suited

2y charter or membership to assume responsibility for achieving

"¢ develoouwent and coordinated annli~ation of the various counter-
rieasures required to defend against this threat.

7. .ccordingly, the group agreed unanimously- to recommend
wdootion Dy the Council and approval by the President of the
vnclosed draft directive which nronoses the estiblishment of an
- C special committee to deal with the subject and which spells
oul lerns of reference designed to cope with the problem. The
drz2ft directive has been aporoved for aubmission to the Council

+he Director of 3Sacurity, Danertment of <tate

The.issistant Secretary of Defense (Special Omerations)

The Director of Central Intelligence ’

‘he Director, federal Jureau of Tnvestigation, Depart-

nent of Justice '

e Director of Intelligence, Departmert of the Army

the Director of Naval Intelligence, Department of the

wavy :

ihe Director of Spacial Tnvestigstions, Densrtment of

the Air Foree - S

The Director of the National fecurity Sgennv,

#

. o 7}';! S .
F. Pa-riek% Coyne: '
Bzl
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¢ __PECTAL COMMITTEE ON TECHMIZAL TRVEILIANCE COURTEX.E::Lib

©n the recommendation of the hational Security CTouncil, pur-
cuant to the provisions of Section 101 of the sational “ecurity
ict of 19%7, as amended, ‘the Prasident hereby authorizes and
tirects Lhat:

1. There be established under the kational Security Council
“necial Coumittee on Technical Surveillance Zountermeasures
{hercinafter referred to as the Committee) which shall act in
.ccordance with the provisions of this Directive.

2. The Committee shall ba conpnsed of one representative

I zach of the following: The Cfacretary of Stite; The <ec-
rat:ry of Defensej The Dirsetor of Central Intelligence; The
iirector, Ffaderal 3ureau of Investigation; The -ssistant Chief
£ taf 7, Intelligence, Department of thre Army 3 ™e Director
of 1.2val Intelligence. Departpmant of the Navy: The Lirector of
Tuuelal Investigations, Dapartmant of the Air “orce; and The
pirector of the national Security ‘cency.
. The heads of other departments and agencles (e.g.. thec
s+ Lowie Energy Coumission) shall participuate in the activities
1" the Courittee to the extent reaquired by the Tommittee in
; rving out its resvonsibilities 2nd shall lend such supnorti
. uny be made availables within their respective capabilities.

;& renresentative of the Mational “ecurity CHouncil, the [ -C
“woresentative on Internal Security shall participate as un
cuserver and adviser in all meetings of the Committee.

4, It shall be the responsibility of the Committee:

2. In conduct a continuing study and review of
rv.. domestic and foreign aspects of the threat to the security
.03 classified defense information of the United -tates pres-
:nted by the installation and operation of clandustine techni-
~+]l surveillance devices in quarters or facilities occupied or
uswd Dy personnel of the United States Covernmend.

b. To establish and coordinate policies with res-
pcvt to countering such thraat, for the purpose of insuring:

e v e
TN T e s LA
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(1) Coordination, and & cuiiinulng exchalws
of information, with respect Lo research anc developmerni,
‘echnical equipment, sacurlisy indoctrination and training
{both technical and nonetechnical), sesrch techniques and
~iher Telazted aspects of couniermeasures to defend agains
clandestine technlical survelllange cevices.

(2) The establisnment vy Gepartments znd
agencles of procedures to be followed upon the discovery
of such devices, including.prompt notification thereof to
the heads of interested departments and sgencies, as well
as exploitation by the agencles concerned.

. (3) Prompt rctification o the Committee
concerning the discovery or guspectied presénce of such de-
vices, and a daumage redort on the extent und nature of
‘nown or presumed comopromise of m,c. classified defense in-
formation, for coordinated gonsideration of the effect upon
{he national security. '

c. To rasolve conf{licts that may arise in the im~
plementation of policies rclatiﬂ% L0 counlplrmeasures designed
to meet the threat describsd in aragrapht 4. 4., above, with
a view to instituting-tnd-aaintaining effaotive coordination
among United States epartmants and agenciss primarily con-
cerned, : )

d. To review the extant to whicnh digclcsur%a con-

: cerning clandestine technical survelllance devlices orﬂcounter—
; Teasures thereto have been gade by tha U'riited States Covern=

; ment to forelgn governments or international organizations

in which the U.S. Government participates and to establish
policies and procedures concerning sueh d1sclosures.

5. The  ommittae shali et once e.xul: WOOLh L;‘hz,:\hr

nfier as may oe necessary. to erfecct full compllance Wit
the teras of this Directivae.

N 4. The Chairman of the committee snall Le elecied
b rnually by majority vote, oOtner decisicis of the Comzittes
5 ‘ and policies established pursuant to the orovisions of this
Directive, shall require unanimous agregm@nt of the membérs.
__ uestions of policy upos whiah the Commitieea nay fail to.
‘ reach agreement in pursuance of its assigned responsibixitie:
sy set forth in this Directive shall Dbe promptly referred to .
o sl gtional cecuriuy Sonell for resol-tion.
| : o o CORFIDENTL

%
-
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cOFIDERTIAL

s : ‘ogress reperts
Y {ttee shall submit annual progre ort
to tbé'hag?gngim%ecurity Co%nCil’rzggmégnggifi?ieiéipZEz}ng
submit to the LEC any reports or s eentive
T the scope of thils
1iey watters falling within
aﬁichymay require consideration by the Council.

5. Cecretariat services shall be supplied by the mem-
vers of the Committee,
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