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23 3eptember 1964

The Honorable McGeorge Bundy

Special Asgistant to the Fresident
for National Security Affairs

‘The White House

viaghington, D. C.

iJear iuac:

Aitached is my formal reply in connection with
~audio surveillance and countermeasures problems. I
call your attention to State's position as regards the
chairmanship of one of the proposed USIB conunittees.

I have also attached a draft N3SAM to implen‘ent
the proposed recommendations.

Faithfully yours,

P

Marshall 3. Carier
Lisutenant General, USA
Acting Director '
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Distribution:
Original - Addressee w/atts
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/ DDCI
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NIPE , | MORI/CDF Pages 2
' ‘ ’ thru 6.

State Dept. review completed|
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LA TRANDUR FOR: v, MeGeorge Bundy
Special Assistant to the ’resident

SUBIECT: Audio Survelllance and Coumtermeasures
Lpoble ns within the United States
Intslligence Cornmunity

1. sMacworandam from Me. Bundy to the
Chairman, United States Intelligence
Board, dated 26 June 1964

Memorandym {rom the Acting Uirector
of Central Intelligence, dated 12 <arch
1964 to Mr. Dandy

senrandam iromn My, Dundy to the
Director of Ceuntral Intalligonce and the
Director of the Lafense Intslligunce
Agency, dated 7 ictober 1963

1. This memorandu:n is in respoase to that part of the
penultimate parageaph of raference {1} ~hich requests 'coordinated
proposals for spactfic actions to achieve ... coordinatioa of the
iatelligence conwvnunity's resourses and capabllities for ressarch
and develep.nent, and ovperational application of audio surveillance
collection and counteymeasures technigues. ' Response to other
portions of reference (1) are in ureparation and will be forwarded
separately.

2. The recommendations containad in pavegraph 5 hereln have
been concurred in by the LA, the Office of the Director of sicase
Research and Engineering (for the 0OSD), the Army, Navy and Atr
Fovce. The FDI interposss me objection to the recoramendations.
The Departnent of Siate does net concur in parts of reconmendation
jc. A dissenting memwrandin fro-: State is attached.

DIA review(s)
completed.
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3. The problens of amdie surveillance and countermgiguras,
whick are many sad complex, Jave beon under continuing intensive
study since the roceipt of reference (3). Certaln modifications of
the recemmaadations coatained in reference (2] bave been worked
out as a result of this study and of censultations batween and anong
the interested departmonts and agemcies.

4. The following discussion is pestinent te the problemas:

a. Awdip survelllance opevations.

Aundio surveillangs is used overseas in espionage
and clamdestine counteristgiligence opsrations by the (IA and
by the railitery intelligence ssrvices. It is also ueed overseas
by the military services in security and criminal investigations
affocting the military conmands. Domestically & is used by
the FBI and the military services in pursuit of their aissions.
Other andio {Aceustint) collestion techniques are employed
by components of tha Department of Defense.

No coorvdimation problem is encountered in ths overt
use of audio technigues, or in their domastic wse. Coordination
of overseas audio sspiemage and clandestine counteristelligence
opsrations falls under the provisions of NSCID 5. In addition.
use by mdltary organisations of andio surveillance transmitters
in the pureuit of criminal and security investigations everssas
may at tives pose a threat $o sensitive sspionage operations
{rn the sarne area, and vice verea. Some degree of consuitation
is advisable t0 minimize this sisk. Frocedures for this
consultation are being woried out between the C1A and DIA.

b. Audie surveillance rsssazych and development,

The major problemas ia comnection with audic surveillance
ressarch and developmont are: possible undesirable duplication;
insurance of maximum effectivensas of programs; and protection
of the security of advances in tis creation of equipment and
techaigues suitable for use in esplonage or defensive counter-
intelligence operations. The Imadvertent compromise of this
security may nullify the effectivensss of an active program and

«2 -

Approved For Release 2008/07/03 : CIA-RDP80B01676R001400050034-7



Approved For Release 2008/07/03 : CIA-RDP80B01676R001400050034-7

maximum compartmentagon is thevafore called for,
Within the Federal Govesmgnt, CIA, the Department of
Uefense, and the FEI are the major components engaged
in this fleld. Whils it iz noted that C1: and FBI maintaio
. Haison oa techaical aiters, and recently CIA and i
- estabdlished similar laison pfocaedures, fully effective
peocedurcs for coordization have not yet Leen completed,

¢. Technical surywillance countarneasures.

Each sgency of the U. S. Covermnwnat having sensitive
installations and operatiens has a responsibility for protection
of thoev installations and thelr persomnel. Security components
of these organisstions mainteim persounsl who periodically
condact techuical inspections in an attempt to deternine
whether the installations are socure from bostile audio
penetration. A subcommittes of ths Natiomal Security Council
called the NSC Special Committes on Technical Surveillance
Countermeasures undar the chairmanship of the Depart-aent
of State, has basn in existence for several years. Rapresenta-
tives of several agencies of the §.5. Goverament, includiag
the Department of Defense, FBE gnd CIA sit as members of
this committee. In comsonance ~ith the tremd im recant years
to deal with continuing probleins under mechaniems other than
the National Sscurity Commeil, I believe these functions should
be brought under the United States Intelligence Board. Under
active iotelligence sponsorally, 8 closer relationship can
be astablished ameong and between operational elenents and
those concerned with rescarch sad éﬁ:whpm of counter-
msasures eguipment.

d. TYechmical surveillaney countermsasures research
and developimant.

: Since several departeats and agencies of the U. 8.
Goveramaemt, including DOD, State, ¥BI and ClA, have
legitimate interests in the bettermaent of eguipment and
techniques to defend agzaingt hostile audic survelllance and
penetration, I believe that the most effective rethoed of coping
with the problem le to designate a central peint in the

-3
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latelligence coimumity vhich will perralt a coordinated - .
- stady of these highly techiical problems and review proposad
B&D programs deaigned to Mueat thr. :
5. It is recommended that:

a. sAudio survetilance operations:

_ (1) Ne additiemal authority or machinsry is reguired
to eifect the coordivation of the use of audio techniques in
espionage and clandestine counterintsiligence operatioas;

(2) To the degree required to avoid undue conflict
batween non-intelligence military operations and seasitive
esplanage operations, Cla with the DIA, «ill establish a
mechaniem for consultation on the use of audic surveillance
techaiques overseas.

b.  Audio saerveillance yegearch and develop nent:

The Cla with the L'1a for the Uepartnent of [iefense,
and with the '=l, establish procvdures for the coordination
of ressarch and development of audio surveillance squipmant
and techaiques suitable for use in esplonage and clandestine
counieriatelligence.

. Technieal survelliance countarmeasures:

The National Sacurity Council Special Coinmittee
on Technical Surveillance Countermeasures be dis-~
established. The coordination of technical surveillance
countermeasures and research and development activities in
the counter-audio field would be assigned to the N"Clas
Chairman of USIB. The USIB would sstablish a new
Countermeasures Comuittes of the USIB, to be chaired
by CIA® and supported by twe subcemmittess: a Technieal
surveillance Countermeasures Subcoinmittee to coordinate
policy and procedures and establish standard security
practices for the condwct of indoctrination of U. 5. personnel;

¥This is the point an hich State disagrees.

g -
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a Research and Development Subcominittee to insure a
coordinated and agpressive program of research and
development of advanced countersurveillance equipment
and techniques. ivlembership of the Countermeasures
Committee and of its two subcommittees will consist

of representatives of ClA, DIA, State, ¥BI, Army, Navy,
Air Force and NSA. Other agencies may be iavited to
participate as appropriate,

Marshall S. Carter
Lieutenant General, USA
Acting Director

~ Attachment

cc: President's Foreign Intelligence Advisory Board
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NaTIONS L G2CURITY ACTION - ZMORANDUNM NO,

TC: The Sécnmy of tate
The Yecretary of Defense
The Attorney Cenoral ’
The Lirector of Central Inumgme
:-%:UBJEE:LT: hHudie Surveillance and Countermeasurss Froblsms
s+ ithin the Intelligence Ceammunity
{. Receat diumertni in the . ioscow Zmbassy have made
it even ore impemat than before to anére continued progress
in coordination of the intelligence community's activities in
the field of audio surveillance and measures designed to counter
hagtué sudio surveiliance.
2. The folio~ing steps appear apprepriate in this conmeciiou:
a. The Spacial Committee of the National Security
Council on Technical Surveillance Counter measures g
hereby dissalved. |
| b. The Divector of CUentral Intelligence, with the
.advicc and anitﬁﬂcc of the United States Intelligence

Board (USIB), will be respencible for coordination of

techaical survelilance countermeasures conducted by
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the intelligence community, and research and develop-
~ Teat activities in the counter-audio field. The DCI,
 with the coneurrence of USIB, is authorized to establish
and develop x‘usueiﬂc chartar for a new USIB cainmit;ee
- t0 achieve interagency coordination in these fields.
Subcormmittess may be formed as appropriate.
¢. The ClA will establish procedures with the 1A
for the Department of Defease and with the FBL, for the
coordination of research and development of audio
surveilliance egunipment and techniques mﬂh&h for use
in espionage and clandestine counterintelligence.
d. The CLA and LA will establish & mechanism for
consultation on the use ’ai awdio smeilhacn'téckaiqms by
the military in noa-intelligence {nvestigations overssas,
to the degree required to aveid undue risk to sensitive

surveillance sapionsge sperations.

sleGeoxge Bundy

cc! President's Foreign Intelligence Advisory Board
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15 September 1964

MEMOR_ANDUM FOR: Director of Central Intelligence

SUBJECT: . " Audio Surveillance and Countermeasures
Problems within the Intelligence Community

: 1. This memorandum contains a recommendation for the
approval of the Director of Central Intelligence. Such recommendation
is contained in paragraph 9. '

2. There has beon a long history of attempts to reach agree-
ment within the intelligence community on the problem of coordination
of audio surveillance and countermeasures. The highlights of this
whole process are listed below:

a. McGeorge Bundy wrote a memorandum on October 7,
1963, to the DCI and to the DIA asking for recommendations
from the DCI, "in consultatien with the departments and
agencies concerned.

“b. It was impossible to reach agreement and it was
decided to forward the ClA position to Bundy. This was done
in a memorandum from the Acting DCI, 12 March 1964.

State and DOD submitted dissenting recommendations in April.

c. Bundy asked in June that the Chairman of USIB come
up with coordinated proposals by 20 July 1964. It was impossible
to meet this deadline. The FIAB then scheduled the item for
its August 7 meeting. This part of the agenda was cancelled
because of conflicting demands on the Board's time.

d. Since then, the differences have been narrowed to
one point, on which there is no possibility of voluntary
agreement.
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3. The CIA proposals of 12 March 1964 were:

a. No additional authority or machinery required to
effect coordination of clandestine operational activities.

b. Research ang development on pogitive audio to
rest with CIA as a service of common concern.

c. Establish two subcommittees under the USIB Security
Comimittee -~ one for technical inspections and requirements
and one for R&D in the counter-audio field. State to chair
the first, CIA the second.

The DOD comment, prepared by Fubini's office, was very
confuged. State felt that it must retain the chairmanship of any
audio countermeasures committes, It preferred to retain the present
Special Committee under the NSC, but if necessary agreed to trans~-
ferring this to USIB, provided it was an independent cominittee, not
a subcommittee of Security. The FBI concurred gensrally with the
ClA position.

4. In June Ceneral Carter discussed this matter with Bundy.
He agreed that the resolution of differences of this kind appears
to fall properly within the cognisance of the DCI.

5. Recent extended negotiations with Defense have resulted
in DOL agreement to a modified CIA position. {A by-product of this
negotiation has been the assertion by General Carroll of DIA's
primary role in this field, within DOD.) The FBI originally con~
curred at the working level, but now asks that its poeition be recorded
as 'interposing no objection.' (We understand that this language is
designed to avoid giving the appearance of supporting CIA in a dis~
agreement with State and is not meant to imply any reservation in
substance.) The Department of State is still unwilling to budge on
the matter of the committee chaismanship (explained in paragraph 6
below).

The shifts which have been made in the CIA position to

accommodate so far as possible the views of other agencies, and
which are agreed to by DOD and are satisfactory to the FBI are:

P
- -
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a. CIlA, under the authority of the 1:CI, will establish
procedures with the DIA and with the F3I for coordination
of R&D in the positive audie fleld.

b. The NSC Special Commmittee will be dissolved and
& new and independent audio countermeasures committee
of the USIB will be established. This will be chaired by a
CIA representative,

{DIA supports Cla chairmanship of the parent committee,
and we understand would oppose State's chairing it. CIA and DIA
agree that the Technical and Regearch and Development sub-
committees of this new committee ghould be chaired at this time by
State and CIA respectively. DIA feels however that these chair-
manships should eventually be rotated to other agencies. Because
of this, DIA would not agree to specific language in the Bundy letter
as to the chairmanship of any comimittes other than the parent one. )

In addition DIA agrees to consult with CLA on the use of
audio surveillance operations by the military in non-intelligence
investigations overseas, to the degree required to avoid undoe risk
to sensitive espionage operations.

6. State still insists on chairing this preposed new committee.
They base this stand on the contention that their experience and
competence in counter-audio activities, including research and
development ""exceed those of any other agency;' that they control the
diplomatic installations abroad; and that they now chair the NSC
Special Committee. They would not oppose ClA's chairing the R&D
subcommittee, provided State chairs the Technical subcommittee along
with the parent committee.

In actual fact CIA is planning a considerably increased
research and development program, and Defense also has rather
ambitious plans in this connection. It is questionable that State will
be in a position, if in fact it ever has been, to exercise s significant
impact on new research and developinent efforts. As to the real
estate invalved, there are of course large and sensitive military head-
quarters overseas, which represent a sizeable commitment and one
that can certainly lay claim to magnitude of at least the same general

-3 -
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order as State's. Additionally, there is a feeling in various
elements of the Government -- perhaps intangible and possibly
unfair -~ that the recently revealed situation in the Joscow
Embassy indicates some inadequacy in existing procedures.

7. It should be noted that the proposal for a new and independent
USIB committee involves a matter of ewganization which has wider
significance than the audio and counter-audio problem itself. That
is, this tends to reverse in some small degree the recent trend
toward reducing the number of USIB committees. On the other hand,
this represonts a major -- and probably desirable -~ concession to
State; and it is in fact logical that this function should be overseen by
an independent committee since it involves activities beyond the
usual role of the Security Committee.

8. The attached memorandum from you to Mr. Bundy
summarizes the present position, as outlined above. It clearly
indicates the recommendations agreed to by CIA and DOD, and '"not
objected to" by the FBI. State's dissent is included as an attachment.

9. I is recommended:

a. That you sign the- attached letter to McGeorge Bundy.

b. That you or General Carter suggest to Mr. Bundy
that as discussed with him in June the entire matter be referred
to the DCI for resolution, threugh the medium of a NSAM,
proposed draft of which is attached. (You will note that the
NSAM does not designate the Chairman of the proposed new
cormmittee -~ which is the point at issue -- since this kind of
stipulation would probably be out of place in such a document.
But it authorizes the DCI to establish the committee and thus
implicitly to choose its chairman.)

Tal Tola T, Urcss
JOHN A. BROSS
D/DCL/NIPE

Attachments:

A. Letter from DCI1 to McGeorge Bundy
B. Propased NSAM ‘

‘4-
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¢ to the recommendation that CIA chair the proposed countermeasures committee
of the USIB. The Department believes it should retain the chairmanship of - :

\ ' ' DEPUTY UNDER SECRETARY OF STATE Ct g o
'FOR ADMINISTRATION o :
WASHINGTON :
This document consists of 2 pages
Number _/  of 5 copies, Series A.
September 172, 1964 .
TO : Mr. John A, McCone
Director
Central Intelligence Agency
' SUBJECT " : "Audio Surveillance and Countermeasures Problems
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Within the U. S. Intelligence Community

REFERENCES. : 1. Attached Draft of DCI memorandum to Mr. McGeorge Bundy ¢
e 2. . March 12, 1964 memorandum on subject to Mr. Bundy by .~ T
. the Actlng DCI ’ ' &
- 3. Aprll 15, 1964 memorandum on subJect to Mr. Bundy by
' the Secretary of State . o

The Department of State is in accord generally with the referenced
draft memorandum; however, it does not fully concur with the recommenda-
tlons contalned in paragraph 5c. ) :

- The Department of State does not object to the transfer of the present
NSC Special Committee on Audio Surveillance Countermeasures to full Committee --¢
status under the USIB. However, the Department of State does take exception . .

any inter-agency committee on audio survelllance countermeasures for the v @Q.ii
follow1ng reasons: S : . “

1. The diplomatic inetallations abroad whicb'also house the -
military attache and CIA operations are the responsibility: ~ ¢
~ of the Department of State. :

:‘:>2.‘ These diplomatic establishments have been and always will be "
: prlmary targets for technical penetration by the opp051t10n.vf~ R

' 3. During the past 15 years the Department of State has developed
" ' a staff of security engineers who have a firsthand knowledge of =
the unique problems associated with audio surveillance counter-
measures. .The Department of State currently has a world-wide
program in fulfillment of this mission. In recognition of the

_C*:U?.l
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,%ﬁ, “J ' above, it is the Department's opinion that its experience and
'f,‘e Co : competence in the countermeasures program exceeds that of any
- other agency.

e e gy R

4. To date the Department of State has been solely responsible for
security of all diplomatic establishments in Eastern Europe. Pre e N
The Department has initiated action within the present Committee : SRR
on Audio Surveillance Countermeasures which has greatly enhanced.
the cooperation and coordination within the community. For ex-
ample, the Department has invited other agencies to partieipate‘
in the Department's Regional Technical Center in Frankfurt, and
thus give them an opportunity to conduct 1nspect10ns and gain .
valuable experience in Eastern Europe.

; Section 5. ¢ provides for the establishment of two subcommittees. The

" Department does not object to this proposal. Needless to say, the Department 4
is interested in knowing if it is intended that CIA chair the important -~
research and development subcommittee. ‘ '

. In summary, the Department of State feels that because of its‘responsif
bility for targeted installations and its predominance of experience, it
should chair the proposed AUle Surveillance Countermeasures Committee under,{?f

. USIB.

It is requested that this memorandum expressing the views of the Depart- . . -
ment of State be forwarded to Mr. McGeorge Bundy at the time the attached
draft memorandum is finalized and sent to Mr. Bundy. : ‘ Lo :

T BT %mzwﬂ/a

W1111am J. Crockett

Attachment"
Draft of DCI memorandum to Mr.

’_;p;“l - ‘f McGeorge Bundy
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