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Executive Registry

MAMORANDUM FOR: Deputy Director (Coordination)

SUBJECT: Possible Merger of USCSB and USIB

1. As the result of a discussion at a recent USIB meeting,
General Cabell asked to be briefed for his information on tae factors
that should be considered concerning the possible merger of USCSB and .
USIB. At this briefing of General Cabell at which you, | | 25X1
and I participated the attached material was discussed. You will recall
that General Cebell asked that I write it un Ffor you to keep for refer-
ence purposes in the event that this issue is raised again. ile stated
that he did not intend to raise it. He stated that in his opinion the
burden for justifying such a merger should fall to the agency that
initiates the rroposal.

2. In our discussion the consensus appeared to be against such
& merger becausz it had the efTect of adding a national non-intelligence
area of responsibility to the Director or Central Intelligen®e and the
Intelligence Ccamunity. Iowever, it was also apparent that such a
nerger would wcrk if circumstances require it.

3. I have nrepared the material in staff study form so taat it
can be used as 2 Tirst draft of an agency position maper ii such a
paper is requirad.

25X1

é;gfrector of Communications

25X

ILLEGIB

NSA review(s) completed.
25X1 -
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PROBLEM:

1. To establish a CIA position on the proposal that the United States
Communications Security Board (USCSB) should become a committee under the
Jurisdiction of thz United States Intelligence Board (USIB).

ALTERNATIVES

2. There are essentially four alternative courses of action whicn could
be taken in this matter:

a. The U3CSB could continue to operate as is with no charge in its
reporting channel to the Wational Security Council.

b. The USCSB could be merger wita the USIB and thne COMSIC Tunction
oerformed by ¢ commitiee of the USIB on the same basis as the USIB COLIINT
and ELINT committees.

¢. Joint meetings could be held Tor these Tew items of Joint interest
between tae boards.

d. Certaln USCSB functioans could be transferred to the USIB.

FACTS BFARING ON TI'E PROBLEM:

'bﬁ fese &0
3. The USCSB was established/gs a result of a Presidential Directive of

24 October 1952 in vhich the security of Federal communications (COMSEC) was
identified as a national responsibility.
4. The USCSB consists of representatives of Defense, NSA, Army, Favy,
Air Force, Treasury, AEC, FBI, and CIA. The members are communications and
communications security officers or offiecials responsible for these functions.
5. Tae objective of the Board as stated by the Presidential Directive is
to establish approrriate responsibility and authority to assure within various

departments and agencies of the Government, among other things:
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a. iigh end uniform standards of communications security.

b. Erffective cooperation in COMSEC maetters between departments and
agencies concerned.

¢. The acequacy of the cryptographic systems used.

d. Coordination of COMSEC problems, particularly policies witi
respect to foreign governments.

e. Batisiaction of legitimate requirements for the security of
telecommunications.

6. The USIB consists of essentially the same agency representation as
the USCSB. It conceins itself with the acquisition of intelligence including
COMINT and ISLINT.

f« Since the USCSB has been operating, there has been essentially one
area of common concern between the USIB and the USCSB. Tais is the improvement
of communications security practices of foreign govermments. The USIB with
its COMINT knowledge of foreign COMSEC practices has an interest in improving
these practices as a means of preventing the loss of intelligence from friendly
nations to tae Sovist bloc countries. On the other hand, the USIB is also
interested in limiting immrovements in the cormunications security of certain
countries wiich are of interest to the intelligence community as a CONINT
target.

8. Areas in waich the USIB currently has no responsibility or interest
include the establishment of high and uniform standards of communications
security, the adequacy oi cryptographic system, and the sctisfaction of

legitimate requiremznts for the security of tclecommunications. Taese aieas
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of interest are fundamentally the responsibility of overating communications
oificials of each of the Covernment agencies tnat now constitute the member-
siip of the USCSB.

COWCLUSIONS :

9. The COMSEC function il continued as a national responsibility can
better be administered tarouza operating communications elements in the
Government rataer whan intelligence elements.

10. The transier of the USCS3 function o the USIB would enlarie the
responsibility and interest of the Director of Central Intelligence and the
Intelligence Commuiity into mational areas of responsibility whieh are not
related to intellifence.

RECOMILINDATION

11, It is reccrmended that the USIB and the USCST not be mergea.

Attachments:
1. Present USCSE ilembersaip
2. List of USCSE Agenda Itvems
3. Example of Cryvtograpnic
Equipment Planning Paper (BCER) w/orig only

Reference: NSC 5711
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USCSB HEMBERSHIP

1. General G. B. Erskine Defense Chairman

2. Mr. L. V. Parke State

3. Mr. D. L. Mcore Justice

ho Mr. J. P. Weitzel Treasury

5. NSA
25X1 6. CIA

T. Captain J. L. Morse, Jv. ATC

8. Maj. General J. M. Willems Army

9. Rear Admiral F. Virden Navy

10. Maj. General il. ¥W. Grant Air Force
pX1 11. Exec. Sec'y
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AGEIDA

1. 1/12/53 Tlection of Chairman (UscsB)

- Staff for Board (uscsn)
X 1 1] (Joint)

2. 3/6/54 Panels & vote sneet (uscsB)

Meeting Joint with USCIB
25X1
3.  29/7/55 (Uscsp with

USCIB opinion)
(USCSB witn
USCIB opinion)

mAxtracts from Apvendix I of loover
Commission Report (uscss)
U. S. COMSEHC (uscsn)

L. 17/10/55 NATO COMSHC (Transferred i rom USCID
to USCSB)
U. S. transmission security (Uscss)

5. 22/8/56 (USCSB) 25X
(uscss)
(UscsB)
(uscss)

6. 21/2/57 WSC 168 (uscsB)

25X1 7. 3/11/58 (UscsB)
(USCSB suvject
to USIB concurrence)

VOTE SHEETS

25X1
2-/3 USCSB
2-/19 Joint
2-/25 COMSHC Assistance USCSB
2-/2b USCSB
25X1  2-4/2 USCIB
2-/3 Joint
2-L4/5 USCIB
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2-5/1 Joint
25X1 2-6/1 USCSB with USCIB
consurrence
2-6/k
USCSB
2-11/1 USCIB
2-11/3 USCSB
2-8/1
USCSB
5X 1 3-/1 | USCIB/USCSB
3-/10 WATO COMSIXC Transferred to USCSB
/ from USCIB
3-1/L4
pX 1 USCSB
h-/1 : USCSB
5-/13 NSC_ 168 USCSB
b X1 2"15/ 4
2-15/5 Joint 25X1
2-26/1 Joint
5-/15 USCSB
7-/5 USCSB
T-1/1 Tran. Sec working group ‘ USCSB
7-1/10 Link encryption USCSB
7-1/16 U. S. COMSEC objectives USCSB
T-/2 U. S. COMSHC USCSB
7-3/2 USCSB
25X1 7-3/; USCSB
; 12-1/1 Joint
X1 10- B USCSB
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SECRET : 31 October 1958

U. S. COMMUNICATIONS SECURITY PLAN

I. INTRODUCTION

A. . BACKGROUND
B. PURPOSE AND SCOPE
C. ORCANIZATTON OF PIAN

D. DEFINITIONS

II. FUTURE ENVIRONMENT OF U. S. COMMUNICATIONS SECURITY
A. PURPOSE AND SCOPE
B. STRATEGIC EST_IMATE |
1. Geopolitics
2. Characteristics of War
3. Weapons, Forces and Facilities
C. COMMUNICATIONS-ELECTRONICS
1. Systems
2. Modes of Commmication
| 3 Transmission
-4, Equipment Désign’ Techniques
D.H. NEED FOR COMMUNICATIONS SECURITY

III. CRYPTOSECURITY

A. PURPOSE AND SCOPE
1. Objectives

2., Definitions J
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& .Bi "f-I'CRY'PTOSECURITY STANDARDS
e ms:[c CRYPTO-EQUIFMENT REQUIREMENTS

REQUIREIENTS FOR: CODES AND NON-MACE[NE CIPHERS
E. _-'.‘ZPRODUCTION OF CRYPTOMATERTALS
L “1. Crypto -Equipment :
‘ﬂi;fg;' Variable components
:   3; vCryptosystem Keylng Material
: ‘4:_ One-Time Tapes, One-Time Pads
o FCRYPTOSYS'.IEM OPERATION

'zﬁﬁf 1 General Instruetions (Doctrine)

-;&}”2 System Instructions (Procedures)
‘TPfff}j‘ Training of Operating and Maintenance Personnel
e SURVEILIANCE

 l'"ff1 Mbnitoring

5 2. Reporting |

.‘:;f:B; Compromise Evaluation
mnsmssxon SECURITY

j A. PURPOSE AID SCOPE
' "'1g :Objectives

2. Definitions
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e B. PﬁdTEcTI'ON AGAINST INTERCEPTION
| l. Frequency Changing
| 2. Protection Against Radiation
) 3. ~ Approved Circuits
'.-“_l#_.':"“_.Ultra-HJ.gh Speed Transmlssions ("Burst" Systems)
| *“*.;:._'-5.1‘. '-Infra-Red Transmigsions
6. "(.)'Eher-Interceptor Resistant Transmissions

/s PROTECTION AGAINST RECOGNITION OR IDENTIFICATION OF INTELLIGENCE-
| 'ERARTNG TRANSMISSTONS

SR O Noise Communications Systems

e Tra_f ic Flov Security

25X

. -éRomcnom AGATNST TRAFFIC ANALYSIS
| : l. Avolition of Plain Language Message Texts
' 2 ’-Abo_lition of Plain Language Message Externals
B ;:"-‘BRoTEcj:Iom AGAINST IMITATIVE DECEPTION
o 1. Authéntiéatién

- 2. Operator Training

_v.' PHISICAL SECURITY
- Af. PURPOSE AND SCOPE
|  .; .ObJectives

2. Definitions
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3- --' - PERSONNEL CLEARANCE STANDARDS
4"Z_L."_ C_learances for Military Persdnnei
'.:fié,'fdiearénces for Civiiian Pérsanel
 t13; ;éléara£§és for Alién Persoﬁnei
. Co bﬁsxéﬂﬁon AND CA'I’EGORIZATIVO.N OF CRYPTOMATERTAL
D, PHYSICAL SAFEGUARDING OF CRYPTOMATERTAL
'15»1;: ih Proguction, Tiﬁnsit, and Stoiage
' ‘_2‘ In Registratz.on, Custody, and Installatlon
  {_¥3 In Reporting, Supersession, and Destruction '
commcmxons COVER AND DECEPTION |

| »' A PURPOSE AND SCOPE
.ful;. Objectives
_ .  2. Deflnitions |
. ’B._“'- -_covm AND. DECEPTION REQUIREMENTS

(VII )(IN’JERNATIONAL COMMITMENTS ('I'ENTATIVE))
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