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WEDRANTNE FORy  EXTOUTIVE SECARTARY »
HATTOMAL SECURITY COTNCIL

SUBJEDT Potential Soviet Attack on Cur Epseniial
: Commmications Systeas and Orzanizations

i, The Sovieta are mnaldly achleving the eanabiility of lawnching
an effsctive all-cut electromarnetic way agalrat the non~"uviet world,
They are bullding larpe numbersg of high powered comvialeations and
troadesst trasswitbers which appear Lo be in excess of their internal
neads, they have a wall inteprated, centralimed nationsl eopmani cations
gyeten, and & very well developed Japming and Jarmine contrel orpanie
zation which in now effectively employed azeingt the traenissions
of the Volee of Amerdionm srnd the Dritish Hrosdesstin: Corsoration.

2, The Soviet shpability to engage in electromasnetic warfare
hap serious imnlications begond the prenont abiack on Lhe VOA as it
i3 estinated that even with presently available facilities they can
at ay blze effect complete digrintion of must of our intercontinentsl
pointetownolnt and long distsnce mobile radic comnmicabions, The
stratecically oritieal North Atlantic and Nerth PaciZic high freeuency
systens of all the militar: services and ihe lony detans qobile
commmiostions of the Alr Foree and the Navy are kighly valrershle
to this attack., A4 more detalled discuseion of the Sovied cazabilidy
arl its lmplications ls attashed am Tad A,

3. In exsuining the nroblem of intellirence to supoort adequate
cownterasamres o %oviet attack on owr vital comminicatione sretens,
it is aoparent thats

4. There iz no agency with authority and competence
to nlan and direct All phases of the eivilian » Don-silitmer
gcoveramental, and militery comwanica ions activitiss of the
United States negossary for electrosarnetic warfare widh the
Loviets, :
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SEGRET

Le There is nead for an effective centrally -lanmed
intelligence procram to integrabe the sizoal intercest
aotivities snd other collection effsrds necessmr 2o detoraine
tae Soviet cavabilitiss, intentions, plans, and ressurces for
alectromarnetic warfaro,

2« Hontloring systeas for sbtaining intellicense of
Soviet sleotromsinetic warfare activities by analyreine theiy
radio signale must be greatly sugmented 10 suonly the raw
siznal intellirence reguired,

e The Central Intallirense Avency can eedatlis’ the intele
ligenes srogram and coordinats the sipmal monitoring activities,
but effective suldacece of the CIA effort and of the defonsive and
offensive nsoocts of an electromapnetic warlars sropran osn only
bo achieved by wreatien of & central authorily resvorsible for
oveareall guidance. Thir suthority shonld be provided «ith funds to
consbract and operste radio comemndostions and other radis EreEsse
wltbing end o 1z facilidies for the conduct of slectromacnetic
wirfare whon existing facllities are inedequate to Lhe neods, The
coordinating agengy should be nossessed of authority to Jdirect the
soatablishment and operation of new facilities {for mhilch it would
rrovide Dunds when nesessary) by Federal agencies or throarh cone
Wract vith private orpadsations, The coordinsting sathority
should mob encage directly in the consbruchiun ov preretion of any
facilitles, bub weuld orovide intemrated policy miidance for the
antire sphiere of elestrumarmetic waprfare, Tuch an szerer coald
effeat the estaldisiveent of the trans-stlastic relay syeten which
has recently been under discussion in govermment circles as a nweans
of partially civeswrenting foviet atisck on the ariticsl Farth
Atlantic high frequency radio comsamiceation channels,

Ys It is belleved that the Yational Seercity Csunell shonld
congider recmsending the establisiment by Pweeutive order of &
eantral subhority te coordinate and provide integrated rutdance
to all United States radlo communiostions systems and arganisatisng
a8 neceasary Lo prepare the mited States sdedqurtely for defense
arsinst Boviet abteck on our redis comsunteations syetess snd to
mobilize the saxizmum United Ntates setentlal for countermttack,
The requisiie authority for the establishment of saeh an agency
siculd veat in the emsrgency powers of the Prestdesi inder bhe
Sommanleations sct of 193 and in war emmreeney leslalation,
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fe It im believed that thiz is a mattor of concern to the
frosidentte Commmications Poligy Board, to the Teparinents of
State and Defonse, and %0 the Federal Communieniions vommission,
It would appeay o e in order to refor thls proposal to those
agencien for constderation and comment with due remapd o the
wrgency of the situstion resalting from the contimilng srowih of
the Zovisl potentlal in this field,
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e This disoussion sxailies Lh= carrent sllusbion and Uwe orobable
developments of Joviel actlvities in the fisld of slesirozssnetic war-
fare, ‘the tern "elsctronepwiic warlare™ as uged hwereln inelodes lasalsag,
sounber Jamgain:, cvaslen, deception, sureanlng, =ilc., as ralaied o radic
commrc.cabions snd radio nevication sysiens oF 1l types.

2. A& nuther of Paciors are placing tae Joviels in & position to
dosdinate the werld radio commanication eysien through overlesding the
redio mpoctews wilh cosamunisations siynkls or by deliberate Jaedn: eor
the threat of Jeamming, The S3OR haes _

Re A larges cwher of highenowersd broadesst, cowmodesntions,
and jeedng (ransnditiers instelled and is Luwdldiny sey more. Ths
mraesent numher of brosdeast weanmaitiers appesrs to be well in
axcess of the porzal needs of the feoviet Wdon. Jor emople, 3w
3 ransmdtters in the Jhteow sves are currrine only five or six
differend srograss.

Be & hdghly cestrelized, wall-latesmted communiceiions
gntae This 8ystes is wade uwp of wire sod radic neburin belld
areund wpproxdartely 3 cormunication centers and is srobably one
ol the begt in ihe world,

Pe  &n oxtensive centralized lntsrcept nod Jasuing control
8 wban, undoubtedly fntegrated wiih Lihe cowordostions nobwork,
wwd capadle of very vapid ldetifieatdon and Jewmine of sipnsls
Weroughout the lnlernational iwosdeasiing anmd soermpzieations beie.
Thie is the only syetenm of its wind in existence snd for awxenis
aythdng #hdck har besn conterplated by the “est.

de  Territorial extent and gesgraphic position bhist encame
pusses more thaz 1807 of longitude and has Jamsing transsitter
sites capable of tadtinz advaniaze of &l radis wave propegatiocn
swstltlons prevailing throughoud the eniisrs oyole of daylisht amd
duargoese during e 2L howrs.

@« In addition, Lie Soviels haw soouired 2ctual or potene
tial control over & large part of the [requency svectswn svellaile
for intersationsl uees by having direst conirel of all frecuencies
sngigned to the J36H, thelr satellites, snd the aress under thelr
influesnte. The Soviels have resisteres wiih e International
Telgcommnication Uolon large muabers of frequencies clained to
e needed by thesm, and 1f this legsl fletlon fails they hawe indi-
cated a resdiness {0 disropard the intercationdd srressesis in the
wse ol redic frequencies,

\
ApprO\* d For Release 2003/06/13 : CIA-RDP80R01731R000800060051-6
|



SEGREL

Approved For Release 2003/06/13 : CIA-RDP80R01731R000800060051-6

3. the capability resulting from lhe continabion o1 e above
factors presedtly, or will suons place the vl in positien 0 aohieve
three major objectives hmving serious lmplieatians for restwicidng e
frgedon ¢ setion of the HATY powers and perbticulariy vhe dndded Slalod.
Fhthout in any way eageging in open warfare, the 570 can

2. revent salisfachory recepblitn of Vi, L& and other
interastional broadoasts sonveying intermsation o joisslsn aod
saiellite peoplen frow sutside (he Soviel orbli. Vuas capabdility
Lis been demwnebtrated asd the recepiion of iliese prograss in he
pmgoptant sress of the <558 will be Mittle aove Lhau & Tew per—
cest effoctive in spite of aaything we dea U0, B0 long =5 we musi
rely upon present tscimicel systess of LTORGOAsSYLile

T

e iifect toe deliterate e syslesstic breaxican of e
presgnt conplex international telecommnications soveessnie and
the werldewide conmunicasions systems which they estsblish, ¥de
being possible, the Uisd esn dictale the lLeras &ixd nystens of
fature scressenis wileh will give the Soviel orbit wlatever
monopoly of commmitations 1t may deslre, particalariy of woad-
ecanting in ruresis and Afries and to Seuth Aneridu.

6. Effect cosplste disruption ab any tise o anvercoatin-
sntal pointetowpaint and long distance monile cesmanications
iseluding particdlarly the strategically erivical sorth atdantie
Bus Norbh recific sommunigations systens aud tbe long diatence
motile commmicasions of the Air Force awd Navy. The iaporiance
of this capability in tise of war cannvt be overenphasined.

Le The 'nitad Sietes nae valy recenily veZun %o revoinise Lbhe
irplicuidons of the foregving siteation 4o owr national security, paride-
wlarly in wiew of the iact that thers L8, ab presuni, w argEization or
systen capable of dealin; with more than a sanil portion of the prouden.

There A& ne central orgsalsaiion within the unlted Siales
coverment with the suthority wl competence o plan aot lapleownt the
defense againat thie type of attacite The commuNiCELLONG uperscions of
he #4litery Depariseats, the Tivil seronautics ddministration, the
faparioent of cumerce (olher than CAA), Tressary, 70l, & otaer TOVaIT~
mental sotivitlies and the tivil comsunications oparstions conducted by
ljeence of the rFedarel C ieationg Cosglssion are lurgely saparate
and independent sctivitiss. They are pressntiy integrated only taoush
2 common mecheniss for asmicnwent of frequenciss which soussen on e
Interdeparimental fadio Advisery Comaitiec, This Comsrities is an intere
departaectsl comsittee which reaches conclusions by srtaal ssreensrt of
the meisers, often on the basis of long discussion and rmeh compromise.
1t has neither the authority nor competence to deal wiin the problen

AN

%, Portions of the necessary operating oryanisavions and the
teetpdosl intelligence collecting and collating systems now existe. The
ceniral agenoy, howewws, whish is lecking, muet have authority and

;?'ﬁ%:ﬂ 8
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responsilility equal to the task of 7 ny sl supervising this
entdre phase of warfare which will inwolve 811 of sur cormunications
resowrces--2oientifie, tecimionl, industrial, and sanpower. The
sutbority for estedlishing this contesl dirsciing crowp should reat
in the szergency powers of the President under the ‘ommanicestiong rob
of 193L and in war ezsrpency legislation.

Ge  There exist within the Lepartesent of efonso, the Federal
Wﬁ%ﬂi@&% Hewdseion, nony-cililar: sovernsenlh ueers of radic
4 srning, and in {he covandcation indusler et resoarees of
W mei wspabilities to conmbet thds allask on SR interests, b
they suat be orgarised and srevided with intesraled Jlrvocoldon.

Te  UIa, with the support of the several sonitori:y sstivitles
&mﬁ m M&m aﬁlmﬁﬁm sciivitien capable of contrd ating inforewe
GUNCHY Y . ; rsasetio warfoare
mma mwwmmmmmmm the Vo4 and
W mw miblect Lo Yovieb atltack. lowever, wildl thare 1o sose
prebensive Wm suthordty Mﬁm& m ;aaw m%.e a:{i Uuile

s af either tha elwtz'mgmm wfm {?gu% long or the nmnm»
gm sapport therelur.

8.  Hinoy portions of the simmal meniterin: systens requdred
wn in the form of siations which have besn established for other
prposas, bul many new mpecialized receiviar stations smust be esstab-
meuwammmmtw eoordinating =11 of the
facilivies into an integrated intelligence aystes. The uruposal to
sugznent the feellitiss of the iraed Parces Securiiy ipevwy, now before
the Havional Zesurity vcuncil will omly partislly sset these needs,
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