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1, June 1954

MEMORANDUM FOR: Director of Central Intelligence

SUBJECT ¢ Recommended IAC Action on IIC-ICIS Report of
1 June Recommending Certain Restrictive Measures
on Soviet Bloc Representatives in US

1. Problem: To determine mechanics and allocate responsibilities
for preparation of the IAC comments to the NSC on this paper.

2. Director of the FRL and the Chairman of the ICIS consider
the matber to be very urgent and wish to bring it to the NSC at the
earliest possible opportunity. After some difficulty General Cukbler
agreed to give the IAC two weeks to formulate its views. Therefore,
TIAC action on 29 June is indicated.

FBI review
completed.

DOS and NSC review(s)
completed.

L. Retaliation Estimate: This should be prepared in the first
instance by ONE in collaboration with OIR in the form of a National
Estimate covering the likelihood of Soviet retaliation, its probable
nature and the effect on the over-all US forcign intelligence effort of
such retaliation.

Recommendation: That ONE prepare terms of reference
for the foregoing estimate using Appendix D, "Comments by State Menber,"
as a guide and that through the usual inter-agency procedures the draft
estimate be submitted for TAC consideration on,2¢ June.

ROBERT AMCRY, JR.
Deputy Director/Intelligende
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IAC-D-83
9 June 1954

INTELLIGENCE ADVISORY COMMITTEE

NSC Request for Report and Estimate as to

Probable Effects of Restricting Bloc Representatives

1. Transmitted herewith is an 8 June memorandum from
the Executive Secretary, NSC, to the DCI, levying subject re-
quest, The referenced IIC-ICIS report of 1 June was dissem-
inated to the IAC members by the NSC Secretariat on 8 June,

2. Mr, Dulles proposes to discuss at the IAC meeting
of 15 June procedures and actions to be taken in response to

this request, IAC members are requested to initiate immediate
agency consideration of the basic IIC-ICIS report,

%\n‘. v [ - v
Secretary \
O iy ey |
L // J//f Y
\ m—-“‘ l
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{ C-O-P-Y 9 June 1954

EXECUTIVE OFFICE OF THE PRESIDENT

NATIONAL SECURITY COUNCIL
Washington

June 8, 1954

MEMORANDUM FOR THE DIRECTOR OF CENTRAL INTELLIGENCE

SUBJECT: Restricting Diplomatic and Official Representatives
of Soviet Bloc Countries in the United States in
Connection with Strategic Intelligence

In accordance with the recommendation contained
( in the second paragraph of the enclosed memorandum from the
Chairman, Interdepartmental Intelligence Conference, and the
Chairman, Interdepartmental Committee on Internal Security,
the enclosed IIC-ICIS report is referred herewith with the re-
quest that you furnish, in conjunction with the members of the
Intelligence Advisory Committee, for the information of the 25X1
National Security Council: \

25X1

/s/ James S, Lay, Jr,

JAMES S, LAY, Jr.
Executive Secretary

Tab A to
; IAC-D-83
' C-0-P-Y 9 June 1954
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June )J’ 1951&

Mr. James S. Lay
Executive Secretary
National Security Council
Washington, D. C.

Dear Mr. Lay:

RE: Restricting DLiplomatic and Official
Representatives of Soviet Bloc
Countries in the United States in
Connection with Strategic
Intelligence.

Enclosed is a report on the above subject which has been
prepared in response to your memorandum of April 21, 195k, on the
Covert Acquisition of Strategic Intelligence Information (Unclassi-
fied) by Soviet Embassy Representatives in the United States. The
report was prepared by a joint ad hoc group of the TIC and ICis,
and is approved by both of the internal security committees, with

(’ the Departrnent of State dissenting. The State Department position
- is set forth in Appendix L.

It will be noted that the first of the #Conclusions® in the
report consists of the recognition of a t'weat to the United States
national security resulting from the recently increased collection

25X1 of strategic intelligence by Soviet Bloc representatives. which is
25X1 summarized in Appendix A.

1 25X1

25X1

25X1
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With regard to Recommendation L(a), for the reactivation of
the program on voluntary protection of technical information within
the Department of Commerce, it should be noted that, because of the
requirement for submission of the report by June L, 195L, the rec-
ommendation was not formally coordinated with the Department of
Commerce. Likewise, Recommendation L(c), for the establishment
under the administration of the pepartment of Commerce of an
"Interdepartmental Committee on Internstional Exchange of
Publications" and of an "Advisory Committee on Technical and
Industrisl Information" was not formally coordinated with that
Department.

Singerely,

J» Edgar Hoover
Chairman, Interdepartmental Intelligence
' Conference

Thomas J. Donegan
Chairman, Interdepartmental Committee
on Internal Security

»Ze
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REPORT
TO
THE NATIONAL SECURITY COUNCIL
BY

THE INTERDEPARTMINTAL INTELLIGENCE CONFEKLNCE AND

THE INTERDEPARTHMENTAL COMMITTEE ON INT i{RNAL SECURITY
ON

RESTRICTING DIPLOMATIC AND OFFICIAL REPRESENTATIVES
OF SOVIET BLOC COUNTRIES IN THE UNITED STATES IN

CONNECTION YITH STRATEGIC INTELLIGENCE

JUNE 1, 1954

SECRET
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June 1, 195k

REPORT
TO
THE NATIONAL SECURITY COUNCIL
BY
THE INTERDEPARTMENTAL INTELLIGENCE CONFERENCE AND
THE INTERDEPARTMENTAL COMMITTEE ON INTERNAL SECURITY
ON
RESTRICTING DIPLOMATIC AND OFFICIAL REPRESENTATIVES
OF SOVIET BLOC COUNTRIES IN THE UNITED STATES IN
CONNECTION WITH STRATEGIC INTELLIGENCE
FROBLEM
To restrict to the greatest degree practicable the acquisition
in the United Stetes of UNCLASSIFIED strategic intelligence meterisls

by diplomatic and foicia.l representatives of Soviet bloe countries.

DEFINITION

As used herein, "publicly available unclassified strategic
latelligence materinls" refers to aerial meps, aerial photographs
and mosales, topographical maps, geedetic maps, simllar special-
1zed wmaps, éitj })lms ; published studies of technieal Gmfernmen’c
or Government-sponsored research projects, and 11ké material, which
mey be obtained openly in this countzfy by purchase or reguest
and which singly of in combination are particularly susceptible
to use by the intelligence agencies of unfriendly nations in

support of strategic military plans directed sgainst the

SECRET
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United States. This does not include newspapers, periodicals,
books, technical journals, general purpose maps, and other
published material vwhich are normally commercially available,

I. FACTS BEARING ON THE CASE

1. The diplomatic and official representatives of the
Soviet bloc countries in the United States have overt ready
access to publicly avallsble UNCLASSIFIED strateglc intelligence
materials.,

2. Th2 overt acquisition of these materisls by Soviet bloe
representatlves has been intensified in recent months.* It is
apparent that emphasis is now being placed on the collection of
these materials and particularly aerial mepe, serial mosaics
and aerial photographs, which have direct epplication to the
selection of bombing targets or the guidance of hostile aircraft
to such targets in the (nited States, This information in its
baeic form is unclassified, However, when collected, compiled
in substantial quantities, and analyzed, the results are
strategic intelligence which iz kept in United States files as
highly classified concepts of the strategic vulnersbility of
the United States. The overt acquisition of this material
represents a threat to our national security.

3. Voluntary refusels by private American distributors

and salespeople to meke the more evident strateglcally sizgnificant

*Examples of this activity are contained in Appendix A.
, s
SECBRET
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materials availasble to known Soviet bloc representatives represent
a potentially important means of limiting this overt collection.
However, the utllization of such voluntary cooperation 1s at
present seriously hampered by the difficulty experienced in
distinguishing Soviet bloc representatives from the general
Americen public. They are not now required to ldentify
themselves as Soviet bloc representetives and evade déing'
80 wﬁenever rossible. On at least one occasion, Soviet bloe
représentatives evaded identifying either themselves or their
unmarked offices in whiéh they were receiving American visitors
who came there at the request of those representatives. This
has frequently resulted in the assumption by the American
distributors aend saslespeople that the persons with whom they
are dealing ere in fact American citizens, a misunderstanding
which is frequently encoureged by misleading statements and
titles, particularly in correspondence, by the Soviet bloc
representatives,

4, Generally speaking, Soviet bloc representatives
are permitted to travel freely throughout the United States
subject to varying requirements of prior notifiecation or
permission fqr travel beyond specified distences from
Washington, D C., or New York City. These requirements

have been applied by the Department of State to correspond

< 3 -
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to travel requirements imposed on American repre-
sentatives in the Soviet bloc countries. Thus far, it has not
been deemed desirable or feasible to extend such reciprocal action
to the prohibition of Soviet bloc travel in specified “"off-limit"
ereas or cities although the travel of American representatives
in some Soviet bloc countries, particularly the Soviet Union,
1s limited in this fashidn. Since June, 1953, Soviet bloe
restrictions placed on the freedom of travel of Americen representatives
have been significantly reduced. At the present time, American
representatives do not have‘aécess to approximately thirty-four
per cent of the territory of the Soviet Union as compared to appro-
simately eighty per cent vhich was not accessible to United States
representatives prior to June, 1953.¥%

5. Comparsble types of strategic intelligence meterials are
not avelleble for overt collection by American representatives in
the Soviet bloc countries. It was not possible for the IIC and the
ICIS to compare the strategic intelligence msterials being obtained
in this country by Soviet bloc representatives with information
vhich 18 overtly obtained in those countries by U. 8. representatives
inasmuch as the State Department representatives did not submit a list
of the types of informetion being obteined by U. 8. representatives
although specifically requested to do so.
*Appendix B contains a summary of the appropriate travel

restrictions applied by Soviet bloec goverments, and
reciprocally, by the United States Govermment,

- ,-'- -
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II. METHODS OF SOLUTION

1. Restriction at the source: Controls over the publi-

cation or disseminétion of the presently unclassified and
publiely availeble strategic intelligence materials would
greétly sluplify and lessen the problem of their direct overt
acquisition by Soviet bloec representatives in this country.

In order to be completely effective, this would necesgarily
have to teke the form of classification, screening and/or
actual censorship, of such scope and magnitude as to be

not feasible under present legislation end peacetime Govermment-
public-private relstionships.

2. Voluntary restriction by distributors and galespegplef

As previously noted (I-3), this method represents e potentially
important means of limiting direct overt collection. This
potential could be realized if some form of appropriate "public
education and guidance” were supplemented by steps to insure that
Soviet bloc representatives could be readily identified.

3. Further restriction of Soviet bloe representatives:

The overt collection of publicly aveilable unclassified strategic
intelligence materials by Soviet bloc representatives can be
halted, limited or controlled by formally notifying the missions
of those countries of sppropriate reétrictiona, limitations or
prohibitions to be henceforth applied to the sctivities of their

representatives in thie country. This might teke the form of
-5 -
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outright prohibition against the procurement of specified materials,
prohibition against procurement without prior permission, further
Lravel restrictions, requirements for FPull identification in a1l or
specified personal contacts, reguirements for full identificstion

in correspondence, or a combination of one or more of these measures.

-6 -
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III. DISCUSSION

Regarding Methods 1 and 2, it should be noted that the ICIS in
July 1950 approved a program on the voluntary protection of technical
information. Implementation was undertaken by the Department of
Commerce, within its Office of Technical Services. This was a volun-
tary program whereby business and industry were afforded a central
clearing house to which they could refer inquiries as to the advisability
of publicly releasing technical information, ICIS was notified thatv
as of June 30, 1953, the program would not be continued
for budgetary reasons.

In November 1953, ICIS requested the Department of Commerce to
activate a related program, having to do with the control of the
export of unclagsified government technical publications to the USSR
and satellite governments. The ICIS proposed that in view of the
functions of the Secretary of Commerce in the administration of the
Exﬁort Control Act of 1949, an “Interdepartmental Committee on Inter-
natioﬁal Exchanges of Publiecations® be established within the
Department of Commerce. The Department of Commerce declined to
take action on this request pending ICIS action on an outstanding
proposal for préteotion.of scientific technical industrial and
economic information against publication where prejudicial to the
defense interesits of the United States, The éutstanding proposal
is for the establishment of an "Advisory Committee 6n Technical and

Industrial Information," which it would appear might well be established

-7 -
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under the administration of the Department of Commerce. If these
functions were established under the administrative auspices of the
Department of Commerce, they might include the function of a clearing
house through which Soﬁiet bloc requests (in this country or from
abroad) could be chammeled, Such a device would enable us to make
such materials aVailable on a reciprocal basis and might also aid in
presenting the prohibition in a positive light as a "service,n

The American public has become inecreasingly aware of the direct
threat posed to the national security by the ac£ivities of Soviet-
Communist agents in this country and frequently shows commendable
initiative in approaching agencies of the Govermment for advice as -
to the desirability of fulfilling requests or orders received from
Soviet bloc representatives, agencies or "fronts" in the United States
and elsewhere. This initiative can be encouraged by appropriate
public information actlivities undertaken to promote voluntary
refusals on the part of American distributors, salespebple, and
the like to distribute or sell certain categories of publicly
available materials to Soviet bloc representatives and agencies,
Channels already exist through which United States industrial,
business and educational establishments could be urged not to make
certain categories of unclassified scientific and technological
materials available to Soviet bloc representatives or agencies,

It should not be overlooked that voluntary cooperation in

this regard by private American individuals and groups can be

-8 -
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effective only if supplemented Ly some means of insuring identifica-
tion of the Soviet bloc representatives and agencies in their contacts
with Americans., If certain materials are informelly publicized as
not for Soviet bloc fepresentatives" the distributors and salespeople
could request identification by prospective over-the-counter purchasers
of those materials, Inasmuch as the msking of such requests for
identification would not be practical in correspondence contacts,
proper identification could be effected only by requiring that
Soviet bloc representatives reveal their official status in all
mail communications with Americaﬁ citizens, companies and institutions,
Concealment or deliberate falsification of identity in response to a
direct request would permit formal action to be taken by this Govern-
ment against the Soviet bloc individuals concerned.

The institution of appropriate additional formal restrictions
and limitations on the activity of Soviei bloc representatives in
the United States would constitute the most simple, direct and
effective solution of the problem under consideration. Once thé
Soviet bloc missions had been notified of these restrictions and
limitations, our Government would be in a position to initiste
formal action against individusls violating the conditions set
forth in the notifications, Similar action could be taken should
Soviet bloc representatives attempt (as anticipated} to obtain
*forbiddent materials covertly through Soviet and American Communist

agents or unsuspecting "third parties,."

-9 -
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The'Department of State has emphasized the possible danger
which the further restriétion of Soviet bloc representatives would
pose to the continuation of the overt intelligence collection
activities of American representatives in Soviet bloc countries,

The State Department has noted that the risk of precipitating
undesirable Soviet bloc government countermoves, furthér restricting
ﬁhe activities of American representatives, would vary according

to the nature of the new restrictions imposed by the United States
and, to some extent, according to the degree of techﬁical reciprocity
reflected by the United States action. Any Soviet countermovés‘could
be met by reciprocal U. S. action,

No evaluation of the risk posed to United States intelligence
collection activities as a result of restrictions which might be
placed on the activities of Soviet bloec representatives in this
country could be made, because, as indiéated above, no information
was furnished as to the quality of intelligence collected by Ue S.
representatives in Soviet bloc nations. However, strategic intelli-
gence materials as defined herein are not normally available
commercially or otherwise to overt collection by American repre-
sentatives in the Soviet bloc countries, and the latter are not
permitted to take photegraphs or make sketches except of completely
innocuous subjects.# Thus, it would seem that the principal objective
¥ Appéndix C contains the text of and a discussion of the USSR

Ministry of Foreign Affairs Circular Note to Foreign Missions
which sets forth current regulations applying to photography
and sketching by foreigners in the Soviet Union.
-~ 10 -
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of the present problem might be realized with minimum risk of
"reciprocel® retaliation by denying to the Soviet bloc representatives
only those materials which formally or by virtus of their unavail-
ability are denied to United States representatives in the Soviet
bloc countries, Individual American representatives in Soviet bloc
countries rarely, if ever, have cause to correspond with Soviet
blee individuals, agencies or institutions and such correspondence
contacts as may exist have no bearing on overt United States
intelligence collection activities, Therefore, it sesms unlikely
that requiring Soviet bloc representatives to identify themselves
properly in correspondence with American individuals, companies,
agencies or institutions would result in unfavorable Soviet bloc
counteraction,

The Soviet bloc representétives in the United States accredited
to or assigned with international organizations have the same oppor-
tunity to collect overtly unclassified strategic intelligence as
other Soviet bloc representatives in the United States. Several
of these Soviet bloc representatives ﬁava engaged in espionage
activities, Hence, there is no reason to believe that they would
hesitate to collec£ overtly unclagsified strategic intelligence

materials,

.1l -
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IV, CONCLUSIONS

ls A threat to the United States national security presently
exists as a result of the extensive overt collection of unclassified
strategic intelligence information by Soviet bloc diplomatic and
official representatives in the United States.

2. United States representatives in Soviet bloc countries are
unable to secure overtly comparable types of strategic intelligence
due to restrictions which have been placed against them or due to
the unavailability of such material either commercially or otherwise.

3. Some diplomatic and official representatives of the Soviet
bloc countries in the United States are obtaining this strategic
intelligence information without identifying themselves in their
official capacity, by misleading statements, and by the use of
evasion when requested to identify themselves,

&. The United States national security necessitates that
steps be taken to restrict to the greatest degree practicable the
obtaining of this material in the United States by the diplomatic

and official representatives of the Soviet bloc countries.

- 12 -
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V. RECOMMJENDATIONS
The IIC and the ICIS recommend:
1. That sll Soviet bloc missions in the United States be officielly
notified:
(a) Of the privileges of their diplomatie, official, and
other personnel, ineluding internationsl organizations
and quesi-official agencies, insofar as their obtain~-
ing unclassified strategic intelligence information in
the United States 1s concerned. (For State comment see
paragraph 6, page D-2). ‘ Rcm4
(b) That the offieial notiflcation include but not be e
limited to the applicable types of information
included in the Soviet notification to the United
States of February 11, 1954 (sea Appendix B) but
that it edaitionally contein the prohibition of
obtaining this information by any means, including
photographing and sketching., The notification should
include in the list of uneclassified strategic intelli-
gence those items enumersted in the definition on
Page 1. (For State comment see paregraphs 5-7,
pages D-2, 3.)
(¢) That the 1ist of types of informetion to be prohibited
and included in the notification to be given to the
Soviet bloc missions be determined by the Departments
of State, Defense (including the Army, Navy and Air Force),

and Justice.
- 13 -

SECRET

Approved For Release 2007/11/15 : CIA-RDP85S00362R000500100001-4



* Approved For Release 2007/11/15 : CIA-RDP85SOO362RO£500100001-4
- SECRET

(d) That such notification eontain the provision that the
deletion from the iist of prohibited items will be
considered when and if comparable materials are made
available t0, or can be purchased by, American repre-
sentetives in those countries. (For State comment;
gee paragraph 3, page D-1.) Such consideration for
deletion should be given by the Depsrtments of State,
Defense (including the Amy, Navy and Afr Force), and
Justice,

(e) That the Soviet bloe missions be réquire& to have all
their missions in the United States, and any separate
estaeblishments or offices thereof, plainly marked as
such in order that individuels entering those missions,
eatabiishments or offices may be aware of their official
nature. (For State comment,.eée peragraph 5, page D-6.)

2. That the Soviet bloc missions be officlally advised that the
fallure of their representatives to reveal their official affiltation
with the mission, or international organization, in correspondence
with United States citizens, companies end institutions, will hence-
forth be considered a violation of the accepted norms of diplomatic
conduet.

3. That travel restrict;ons on the Soviet bloc representatives in
the United States be on a strict reciprocal besis and that they be
enforced on at least a basis comparable to the restrictions on U. S.
representatives in the Soviet bloc countries. (For state comment see
peragraph 8, page D-3.) In this connection, it {s recommended that

« 14 -
Approved For Release 2007/11/15 : CIA-RDP85S00362R000500100001-4



* Approved For Release 2007/11/15 : CIA-RDP85S00362R000500100001-4

-’ SECRET had

the Departments of State, Defense, snd Justice in eonsultation

with other departments and sgenaies as appropriste, be directed

to compile a list of areas in the United States from which representa-

tives of Soviet bloc cquntries would be barred.

L,

(a)

(b)

(e)

That the program on voluntary protection of technical

information which was approved by the ICIS in 1950 and

which has been relatively inactive be reactiveted
within the Department of Commerce.

That the military agencles and the Atomic Energy
Commission eircularize companies and facilities
manufacturing or engeging in research for those
agencies, advising of the'practices of these Soviet
bloe representatives, in attémpting to obtain
technicel and strategic intelllgence with the sug-
gestion that persons requesting informetion from
those companies be identified and that forelgn
officials be referred to the appropriate Government
agency,

That the program for the control of the export of
unclassified govermment technical publication to the
USSR and satellite govermnments and the progrem on ‘the
protection of scientific, technical, industrial, and
economic information against publicetion where pre-

Judicial to the defense interests of the United States

+ 15 -
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(see pege T above) be activated under the adminis-
tration of the Department of Commerce,

(4) That when Soviet bloc representatives in the United
States desire unclassified Government documents they
be requlred to apply at a central office or point.
(For State comment see perazreph 6, page D-2.) This
would enable this Government to refuée these Soviet
bloc representatives any unclassified Govermment docu-
ment considered to be within the definition of un-
classified strategic intelligence as used herein and
would enable this Govermment to follow more ¢losely
the iequests being made by these Soviet bloc repre«
gentatives with & view to esteblishing s more reslistic
reciprocal arrangement.

(This recommendation is not intended to interfere with the

normal course of business that these representatives have

with the military and State Departments. If approved, it
1s recommended that the ICIS be instructed to prepere the

details for this plan.)

- 16 -
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APPENDIX A

EXAMPLES OF UNCTASSIFIED STRATEGIC INTELLIGENCE BEING OBTAINED
T 7 TIN TEE U. 5. BY SOVIET BLOC COUNTRY REPRESENTADLIVES

The diplomatic and offlcial representatives of Soviet bloc
countries in the United States have during recent months increased
to a considerable extent thelr efforts to obtain unclassified
strategic intelligence Informztion. The following exeamples of
such activities on the part of these representatives will provide
a specific idea of the type of information that is being obtained.
It is to be noted that this information is being obtained without
these representatives revealing their official connections, by
statements which leave an erroneous impression, and in some cases
by outright subterfuge. The national security implications of
the type of information being obtained is readily apparent.

During October, November and December of 1953, representatives
of the Office of theSoviet Military Attache visited Minneapolis,
Minnesota; Milwaukee, Wisconsin; Cincinnati, Ohio; and Philadelphia,
Pennsylvania. 1In each ecity telephone directories were purchased
and oblique aerial photographic maps were either purchased or an
attempt made to purchase such maps. In Philadelphia, in attempt-
ing to purchase a particular map, a visitor's pass was signed
which bore the printed certification that the signer was a
U. 8. ecitizen.

Since August, 1953, representatives of the Office of the
Soviet Military Attache have obtained a total of 127 documents
from the Photoduplication Service, Library of Congress, and the
Department of Commerce, relating to research and experimental
studies on military, industrial, and scientific matters.

During December, 1953, a member of the Office of the
Military Attache renewed his membership in the Society of
Automotive Engineers and during January of 1954k ordered a total
of 58 research papers prepared by the Society on varied topics
relating to the automotive field.

During the pericd July, 1953, through March, 1954, 48
industrial concerns in the United States, including such concerns
as the Atomic Instrument Company, Cambridge, Massachusetts, and
the Nuclear Instrument Company, Chicago, Illinois, were contaected
by a representative of the Office of the Soviet Military Attache
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with requests for catalogues, pemphlets or brochures concerning
the products of the company.

An attempt was mede during March, 195k, by a representative
of the Office of the Soviet Military Attache to subscribe to
the magazine, "The Military Engineer," which subscription was
refused, '

Representatives of the Office of the Soviet Military Attache
mede an extended trip through New England between July 17 and
July 24, 1953. They obiained highway maps, street guides and
pamphlets concerning eccnomie, industrial and cultiirgi 1nstitutions
in Buffalo, New York, and Rochester, New York, They puwichesed
maps of Syracuse, New York; pamphlets and maps of Utica, New York;
and meps of Scotia and Schenectady. They purchased msps snd
street guides of Albany, Monroe County, Northern New ingland,
New Jersey, Delsware, Pennsylvania, Philadelphia and Ticonderoga,
New York. '

During October, 1953, representatives of the sasme office
were observed visiting East Roek Park, Connecticut, which offers
8 good view of the city of New Haven, Connecticut, and the
New Haven Harbor. The same representatives were observed making
sketches while visiting locations overlooking the city of
Providence, Rhode Island. They purchesed two topographical meps
of Providence, Rhode Island, and observed a radar display at
‘the Massachusetts Department of Commerce in Boston.

Dyring December, 1953, a representative of this same office
purchased sixteen millimeter motion pictures prepared by United
Fllms, Incorporated, which films related to Washington, D. C.,
Nisgera Fells and similar beauty spots in the United States.

A representative of the Office of the Soviet Military
Attache accompanied by e representative of the Office of the
Soviet Naval Attache during September, 1653, attended the
Nationel Electronics Conference in Chicago, Illinois, and
obtained verious literature avallable. Maps of Chicago and
vieinity were purchased and attempts made without success to
purchase topographical maps. These same individuals purchased
street guides and a map of Indisnepolis while in that city and
subsequently visited Cincinngti, Ohio, where they also purchased
maps and street guides. In October, these two individusls

A-2
SECRET
Approved For Release 2007/11/15 : CIA-RDP85S00362R000500100001-4



7 01-4
Approved For Release 2007/11/15 : CIA-RDP85SOO362ROO(£§O‘IOOO
.SECRET

attempted, without 8uccess, to obtain a map of Wheeling,
West Virginie.

During February, 1954, o representative of the Office of
the Soviet Military Attache obtained by mail from the Library
of Congress microfilm copies of 39 reports known as Publication
Board Reporta. These reports dealt with engineering, mapping,
radio, electronics, redar, explosives, chemiecal research end
other matters,

Representatives of the Office of the Soviet Militery Attache
in October, 1953, visiteq Milwaukee, Wisconsin, where they
attempted to obtain serial and topographieal meps of Milwaukee.
They purchesed a railway atlss containing g large sized secgle
druwing of all United States reilway systems. They obtained
& map of Milvaukee, the Milvaukee telephone directory and a
large scale map of the Milwaukee transportation system,

During October of 1953, representatives of this same office
Purchased five books and pamphlets Gealing with Cineinnati, Ohio,
industry eng toured the Cineinnati industrial sres.

Also during October, 1953, representatives of the Office
of the Soviet Military Attache visiteg Minneepolis, Minnesota,
where they bpurchased meps of Minngspolis, St. Paul, and Algsks,
They also Purchased 15 oblique serial Photographs of Minneapolis
and St, Paul, Minnesots, They 41d not identify themselves as
Soviet officials,

On December 8, 1953, the Office of the Soviet Military Attache
attempted through correspondence with eight coneerns to purchasge
aerial views of the elty of Fhiladelphia taken at g forty-five
degree angle, No indication was given to diplomatic connections,
The orders were not filled, ‘ '

On December 23, 1953, a representative of the Office of the
Soviet Military Attache purchaseq & Masco two station vireless

Attempts were mede by this same office in December, 1953,
to obtain aerial maps of the Milwaukee ares. Offieinl connections
vere not revealed, The order was not filled,

. A-B
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On April S5, 1954, a representative of the Office of the
Soviet Military Attache without revealing his Soviet connections
purchased 29 gerisl photographs of Boston, Massachusetts, and
5 of Newport, Rhode Island, Attempts were made without success
to purchase serial photographs of New London, Connecticut;
Hertford, Comnecticut; and other New England cities.

During recent months a representative of the Office of the
Soviet Air Attache has ordered microfilm copies of 133 reports
from the Publication Service of the Library of Congress. These
reports related to research and experiments in aeronauticgl
end scientific flelds which had been prepsred under contract
by the United States Covermment for various braneches of the
armed services, These items vere not classified.

During October and November of 1953, representatives of the
Office of the Soviet Alp Attache traveled to st. Louis, Missouri;
Kensas City, Missouri; Tulsa, Oklshoma; Fort Worth, Texas; and
Dalles, Texss. As a result, they obtained street meps of
St. Louis, Misgouri, and aerial mape of Dallae, Texas, snd
vieinity; Tulea, Oklahoma, and vicinity; and Fort Worth, Texas,
and vicinity. They did not identify themselves during this
trip as representatives of a foreign country. Photographs
requested included areas of Dellas, which included the Dallas
Naval Air Station, Hensley Army Alr Fleld, alrcraft manufacturing
Plants in the vicinity of Dallas and Carswell Air Force Base
in the vieinity of Fort Worth, Texas. The latter photogreph
was not obtained.

During recent months, a representative of the Office of the
Soviet Air Attache, without revealing his official status and
using his home aqr business address, contacted the Library of
Congress, Department of Agriculture, the U, S, Census Bureau,
and the U. S. Geologieal Survey. He requested aerisl maps of
Topeka, Kansas; Los Angeles, California, and vieinity. Other
requests of these Government agencies ineluded microfilm copies

including ordnance, electromics, and relsted subjects. The
material obtained was forwarded to elther his residence sddress
or his business eddress in Weshington, D. (.

Al
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Recently a representative of the Office of the Soviet Alr
Attache contacted five firms and identified himself as an
engineer or a Lieutenant Colonel or with no identification
vhatsoever. 1In no instance was his official connection with
the Soviet Embassy revealed. Two instsnces reflected requests
for classified items on Jet propuleion and rocket deta and in
one of the instances the correspondence was signed with the

A representative of the Office of the Soviet Air Attache
vas ldentified in one instance contacting the General Electric
Company, Washington, D, C,, where he consistently refused to
divulge his Soviet Embassy conneetion until, under persistent
questioning by the firm representative, he admitted he repre-
sented the Soviet Embassy. This same individuel has been identified
in ten fastances submitting requests to industrial firme for items
advertised in trade Journaels. He consistently omitted his identi-
fication or characterized himself 48 an engineer,

During the Nationsl Aircraft Show at Vandalia, Ohio, in
September, 1953, a representative of the Office of the Soviet
Alr Attache was observed photographing airplanes at the show
including the B-36, B-k7, PP-1, R-21, XF-85 and H-19,

During August and September, 1953, representatives of the
Office of the Soviet Navasl Atteche visited Connecticut and Maine
a8 well as Chicago, Illinois; Indianapolis, Indiana; and
Cincinnati, Chio. They obtained waps, photographs, topographical
maps, end industrial date. In Chicago, they attended the
Annual National Electronics Conference and obtained copies of
all literature available.

- During s four-month period in 1953, representatives of
the Office of the Soviet Naval Attache placed elght orders
with the Fhotoduplication Service, Library of Congress, totaling
156 techniecal documents. In each case the order was submitted
by mail and pPayment vas made by personal check, The total
cost of this microfilm was $397.75. The documents dealt with
such subjects as metallurgy, armor plate, supersonic wind
tunnels, explosives, electronics, and alreraft.
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A representative of the Office of the Soviet Naval Attache
has communiceated with s number of £irms without revealing his
official stetus, One such contact was with the U, S, Department
of Commerce requesting that his neme be added to the subseription
1ist of "Synopsis of U. S. Govermment Proposed Procurement and
Contract Awards."

In September, 1953, a representative of the Office of the
Soviet Naval Attache became & member of the Arctic Institute
of North America without divulging his identity as a Soviet
official. Members receive the publication containing various
articles of a scientific nsture having to do with the geography
and 1ife in the Arctic regions. 1Its research program has been
supported in part through a contractusl relstionship with the
Office of Naval Research and with other fumds provided by the
defense agencies of the United States and Caneds according to
a representative of the Institute.

An Asslstant. Soviet Air Attache directed a letter dated
March 10, 1954, on plain bond peper addressed to RCA, Camden,
New Jersey, signed M. Krylov, 2552 Belmont Road, N. W.,
Washington, D. C., (address of the Office of the Soviet
Air Attache). The letter requested informetion on an RCA
intercommunications system, which is best end highest fidelity
type used in aircraft. This item wes manufactured under
Alr Force contract, was recently declessified, but was not
avalleble to the public.

An Assistant Soviet Ailr Atteche on October 19, 1953,
directed a letter to the Californie Institute of Technology,
signed L. E. Pivnev, Lieutenant Colonel, 2552 Belmont Road, N. W.,
Washington 8, D. C. The letter requested Jet Propulsion
Laboratory Progress Report No. 20-187, a list of reports of
Jet propulsion lsboratory and a catalog of other engineering
end related publications. The acknowledgement by the California
Institute of Technology indicated copies of Report No. 20-187
were not avallable and coples of jet propulsion leboratory
bibliography were clessified. The acknowledgement indicated
recipient of Pivnev's letter assumed Pivnev was connected’
with the U. S. armed forces.

In February, 1954, representgtives of the Soviet Embassy

purchased from the Map Information Office, U. S. Geological
Survey, coples of all published topographical maps within a
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redius of 50 miles of Washington, D. C. During April,

16 maps covering the Fort Bragg, North Carolina, area and
all maps available in the vicinity of Raleigh, Durham and
Chapel Hill, North Cerolina, were purchased. Also during
April an inquiry at the same establishment wes made to
determine if all the published topographical meps in
Michigen, 11linois; and Kentucky could be purchased.
Information was furnished that they could be purchased
except for somé meps thet might be classified. An inquiry
vas made toncerning the classified maps but no information
was furnished. An order for complete coverage of Michigan,
I1linois, and Kentucky was placed and index meps of Ohio,
Texas, Tennessee, and Washington were requested and received
by this Soviet representative.

Lieutenant Colonel ILeonid E. Pivnev, Assistent Soviet
Alr Attathe, contacted e photographer in Washington, D. c.,
ahd, while using a fictitious neme and stating that he
represented a private firm, requested vertical aerisl
photographs of New York City, including the Bronx, Queens,
Manhattan and Brooklyn, the pPhotographs to be on a scale
of 20,000 to 40,000. He made an edvance peyment of $400 on
an agreed $700 price. Pivnev wes tentatively identified
as the individual who purchased 33 merial photographs of
Weshington, D. Q., and vieinity in esrly Mareh, 1954, Thise
individuel alsc desired aerial maps of Chiesgo, Illinois,
The photographs obtained by him were described es suitable
for mapping or mosaic work and were photographed at a
conversion retio of 20,000 to one.

Representatives of the Office of the Soviet Military
Attache end the Soviet Naval Attache, while in California
during May, smong other things, ordered $80 worth of serial
photographs from a Los Angeles photography shop covering the
Los Angeles ares. They obtained maps of Los Angeles and
Long Beach Harbors and purchased s book entitled, "Southern
Californis Coast," which conteins pictures and maps of the
coast line. They obtained maps of Oceanside, Carlsbad,

San Diego County, the ¢ity of Sen Diego and Southern
Celiforuis.
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During the Armed Forces Day Parade, military employees
of the Soviet Embassy were observed in c¢lvilian clothes
photogrephing the personnel and equipment in the parade.
Military representatives of the Soviet Embassy visited Bolling
Air Force Base during the Armed Forces Day exhibitions on
May 15 end 16, 1954. They mede extensive notes snd carefully
and thoroughly took motion pictures of the following items:
"Nike" guided missile, "Matador' B-61 aireraft, "Bare” troop
carrier, F-86F "Ssbre Jet," B-36F bo r, F-89D "Scorpion,"
U. S. M-97 tank, "sk "
turret, 57 and 7 . Tecollles rifles, ]
diteh digging machine of the U. S. Army Engineer Corps, mobile
rader equipment, USAF radar ground control approach unit,
other military exhibits, and a mock invasion by U. 8. Marine
Corpe helicopters.

Representatives of the Soviet Satellite countries have
the same access to this unclassified strategic intelligence
a8 do the Russian representatives. Investigative results
indicate that they are also avalling tbemselves of this
information. They are, in eddition, purchasing items vhich
they are not allowed to yse in the United States and which
camnot be shipped out of the United Bteteas without a license
as required by the Export Control Act of 1948, Sueh items
include radio stasion equipment and electronius materials.
Investigative efforts have also indiceted that quantities of
this material are apparently being taken out of the United States

in dipiometic pouches,

It 1s epecifically noted thet the foregoing incidents
ere only examples of the types of strategic intelligence
information which are being collected by Soviet bloe repre-
sentebives in the United Stetes.
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APPENDIX B

SUMILARY OF TRAVEL RE.TRICTIONS APPLICARLE

TO AWMERICAN REPRESEN TATIVES 1R SOVIRT BLOC

COUNTRILS AND TO SOVIBT BLOC REPRLSEN TATIVES
TN THE UNITED STATES

Comparison of Sovietw-American Travel Restrictions

1.

2.

Current Restrictions Imposed by the Soviet Government on

The Travel of U. S. Embassy Personnel in Ghe Sovie & Unlon.

Embassy persomnel may not travel more than 40 kilometers from

~the center of Moscow without prior notification to the Foreign Office.

In addition, approximetely 28 per cent of the total ares is offi-
cially off-limits including a number of cities located in areas not
designated as restricted. As a result of this latter limitation,
which frequently renders surrounding "free" areas inaeccessible,
approximately 34 per cent of Soviet territory is blocked to travel
by Embassy Ofticers.

C ggtrictions Imposed by the United States Government
on_the Travel of Soviet Embassy Personnel in the United States.

Since liarch 10, 1952, Soviet official personnel of the Embassy
in Washington, TASS reprosentatives and others who are Soviet oitie
zens assigned for newspaper work in Washington have been required not
to travel to any point more than 25 miles (about 40 kilometers) from
the center of Washington without previous officiasl notification at
least 48 hours in advance. Similarly, Soviet official personnel
assigned to Amtorg may not travel more than 25 miles from the center
of New York City without previous officlal notificetion at least
48 hours in edvance. The Federal Pureau of Investigation is noti-
fied immediately upon receipt of these notifications.

Discussion

The current Soviet restrictions, effective June 22, 1953,
represent an appreciable relaxation from their previous Soviet
position. Under the earlier restrictions, effective on January 15,
1952, nearly 50 per cent of Soviet territory was officially off-
limits and epproximately 80 per cent was blocked by the restriction
of certain key cities in "free'" areas. Instead of banning entire
border areas, the Soviet Government has now specified only the 15
kilometer zone bordering non-satellite countries.
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Embassy personnel made a total of 41 extended trips during
the course of Fiscal Year 1953, a lower figure then normal as the
result of the Embessy's move to a new location. Since the travel
relaxation in June, Embassy travelers have enjoyed a much greater
fresdom of travel and have visited such areas as Central Asia,
Southern Kagakhstan and Vestern Siberia. For the first time in
years, thay have frequently been able to obtain permission to
travel by automobile. Surveillance seems to be less constant than
previously, and fewer difficultiss are now being experienced with
regard to obtaining tickets and accommodations.

It should also be noted that Soviet travel restrictions are
applied to all foreigners in the Soviet Union, inoludinr the
personnel of satellite missions.

Comparision of Polish-American Travel Restrictions

1.

2

3e

Current Restrictions Imposed by the Polish Government on
the Travel of U. S. Embassy Personnel in %he Soviet Union.

Embassy personnel are permitted to travel freely throughout
mest of Poland. &ervice Atteche personnel must notify the Polish
Army lieison officer three days in advance of ench trip outside of
Tarsaw,

Current Restrictions Imposed by the United States Government

v

on the Travel of Polish Embassy Fersonnsl in the United States.

There are no travel restrictions which apply to Polish
offieials resident in this country other than the reciprocal
requirement that their Service Attaches must notify the Department
of Defense three days prior to sach trip they meke out of the
Vashington, D. C., area.

Disoussion
o dideleterd

Our ™arsaw Embassy personnel do a great deal of useful travel=
ing throughout Foland with little surveillance attention execept for
Service Attaches. WNo administrative impediments which might be
interpreted as Polish efforts to supplement the virtual lack of
travel restrictions are encountered.

Comparison. of Huncarien-imerican Travel Restrictions

la

Current Restrictions Imposed by the Hunrarian Government .
on_the Travel of U, S. Embassy Fersonnel in Hungary.

Embassy personuel may not trevel outside Pest County {approxi-
mately 20 miles from the center of Budapest) without notification
Yo the Foreign Office 24 hours in advaence of travel. In addition,

-z-_‘
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a border strip 30 kilometers wide faeins Yugoslavie and Austrie
and certain border counties ss & whole are bsuned for travel by
forelgners. Transit by rail or rosd to Vienna, Belgrad end
Bucharest is allowed.,

2. Current Restrictions Imposed by the United States Government
ou the Travel of Hunsarlan Embassy Persommel in the Unifed States.

Hungarian Embegsy personnel are required to notify the
Department of State 24 hours in sdvence of sll travel in excoss of
40 miles from the center of Vashington, D. C,

3« Disoussion

The pres:nt Hunerarien travel restrictions which ceame into
effect August 10, 1953, represent an appreciable relaxation from
the previous Hungarien position on travel by foreigners. Since
Janvary, 1951, and prior to this August, U. 8. official porsonnel
in Hungary were not permitted to travel beyond a redius of 30
kilometers (approximetely 18 miles) from @ central point in Pudapest
without written authorizetion from the Foreign Office. Comparatively
few permits were granted for travel wholly within Hungary. Embassy
personnel may now travel quite freely throughovt most of Hungary.

This Government's restriction of travel by Hunsarian officials
in this country was revised on October 13, 1953, to correspond more
closely to the less stringent restrictions applied to Ameriocans in
Hungary sinee August 10.

Comparison of Czecheslovekian-Ameriean Travel Restrictions

1. Current Restrictions Imposed by the Czech Covernment on the
Travel of U. S, Tmbassy Personnol Lin Czeohoslovalis .

Service Atteches assigned to the American Embassy in Prague
are required to notify the Czech Government of the date and
itinerary of proposed trips over 24-hours duration thres days in
advance. Exocept for a few restricted areas, all United States
representatives are permitted to travel freely in Cyechoslovakia.

-3
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Current Restrictions Imposed by the United States Government
on the Travel of Gzeoh Embassy Personnel in the United States.

There are no restrictions on the travel of Czech Embassy
personnel in the United States other then the reciprocal reguire-
ment that their Service Attache notify the Department of the Army
of the ltinerary of trips outside of V.ashington two days in advance.

'Discussion

Areas of Czechoslovakie closed to travel by foreigners include
& narrow border strip, the uranium mining area in Bohemia, and the
sites of military installations. :

Comparison of Rumanien-iAmerican Travel Restrictions

le

24

Se

Current Restrictions Imposed by the Rumanian Government on
the Travel of Us Se Embassy Personnel In Rumenia,

American Embassy personnel must request permission of the
Foreign Office 48 hours in advance of travel outside the Pucharest
area. According to the present repulation whiech went into effect
Qetober 15, 1953, travel by train or airplane is permitted to a
large portion of the country, excepting a 50~kilometer«deep border
zone and certain interior industrial areas. Travel by automobile
1s restricted to the immediate vicinity of Bucharest although
permission may be granted in response to 48-hour prior request for
automobile travel to several mountain resort towns south of
Bucharest. '

Current Restriotions Imposed by the United States {overnment
on_the Trevel of Rumanian Embassy Fersonnel in the United States.

Since May 25, 1950, the travel of Rumenien offiocials in the
United States has been restricted to en area 35 miles from the
boundaries of the District of Columbias Travel beyond this ares
oan be underteken only by special suthorization, Such suthorization
is rarely granted (or requested) except for trips to and from
New York City. '

Digocussion

Subsequent to May 5, 1949, and prior to October 15, 1953, by
far the greater part of Rumenia was olosed %o travel by foreign
offieials resident in Rumania. However, they were permitted to
meke frequent automobile trips in the area south of Bucherest. The
new regulations, while opening some formerly prohibited areas to
trein and eirplane travel, virtually ban automobile travel.

v
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APPENDIX C

CURRENT REGULATIONS APPLYING TO PHOTOGRAPHY AND
SKETCHING BY FOREIGN REPRuSENTATIVES LN THE SOVIET UNION

The Liinistry of Foreign Affairs of the USSR on Febrvary 11, 1954,
directed Circular Note WVo. 42 to all foreipgn missions in Moscow set-
ting forth the regulations governing photography and sketeching by
foreigners in the Soviet Union (see full text below). Noting that in
the past it had been difficult and even dangerous for Americans and
other foreigners to take any sort of pictures in the Soviet Union, the
Americen Embassy welcomed this circuler as a clarification which would
prove helpful and advantageous if the rules therein established were
actually honored by Soviet officials. This has subsequently proved to
be the case, and American representatives in the Soviet Union have
been accorded a correspondingly greater degree of freedom in overt
photography and sketching.

There follows & full translation of Ministry of Foreign Affairs of
the USSR Circular Note No. 42/br of February 11, 1954:

The Protocol Seotion of the Ministry of Foreign Affairs
of the USSR presents its compliments to the Embassies and
Missions and, in connection with the question of a number of
Embassies and Missions regarding the rogulations for photography
on the territory of the USSR, has the honor to state that
according to existing repulations foreign citizens:

l. Are permitted on the whole territory of the USSR,
except points end localities which foreigners are forbidden to
visit, to take photographs and also to sketch architectural
monuments; buildings of cultural, educational and medical
institutions; educatsional institutions; theaters; museums; parks
of culture and rest; stadiums; streets and squeres; living
querters; end also scenes and landscapes in the backeground of
which there are none of the objects listed below in points "a,"
nb’u He, "3," and "e."

In industriael enterprises engaged in the manufacture of civilien
products, state farms, collective farms and MTS, railroad stations,
airdromes, river ports, governmental instituvtions, educational
institutions, and social organizations photosraphs and sketches
may, in individual cases, be made with the permission of the
administration of these institutions and orranizetionse
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2. The teking of photographs and sketching are forbidden:

as In the 25 kilometer frontier zone, except for the
places end localities which foreigners are not prohibited from
visiting, where they are permitted to photograph the objects
listed in point 13

be Of all types of military technology and armaments,
all military objects end institvtions and storage places of
combustibles;

ce Of seaports, large hydroelectric installations
(sluices, dems, pumping stations), reilroad Junctions, tunnels,
railroad and highway bridges;

de Of industrial establishments, scientific ressaroch
Institutions, design offices, laboretories, electric power
stations, radio bescons, radio stetions, telephone and telegraph
atations;

e+ From airplanes on flights over territory of the
USSR and also surface panoramic photographs and sketches of
industrial cities.

.2-
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APPENDIX D

Supplement to Draft Report to the National Security Council

by the Interdepartmental Intelligence Conference and the

Interdepartmental Committee on Internal Security on

"Restricting Diplomatic and Official Representatives of -

Soviet Bloc Countries in the United States in Connection

with Strategic Intelligence’

Comments by Department of State Member

I. The Department of State believes that the gseverity of the risk posed

25X1 to the Fctivities of American representa-
tives in Soviet bloc countries precludes the imposition of the additional
direct restrictions on the overt intelligence collection activities
of Soviet bloc representatives in the tmited States as envisaged in
Recommendations 1(a), 1(v), 1(e), 1(d), 3, and 4(d) of this report.

( The Department bases its dissent on the following considerations.
25X1
25X1

3.

The report notes that materisls comparable to the "publicly awvail-

able unclassified strategle intelligence materisls" as defined there and

D -1
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available to overt oollection by Soviet bloo representatives in the
United States are not available to overt collection by American rep=-

25X1 resentatives in Soviet bloe countries.

The fact that strictly comparable materials are not sveilable must not be 25%1

| so oonstrued es to minimize the value of the United States ocollection

effort.

25X1

6. On the other hand, the Soviet bloc states and particularly the
Soviet Union possess networks of agents and sympathizers both in the Uni ted
States and in those countries with which this country hes broad exchanges,
public and private, of publicly evailable unoclassified information, ineclud=-
ing strategic intelligence materials as defined in this report. There are
f meny channels through which the Soviet bloo intelligence agencies, through
‘-'fconcealed a~ents, third parties, thiré countries end through the domestie

and international meils, can and could obtain publicly available unclassified

' - Na? o
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e Strategic intellizence materials originating in the United States. These

channels could and would be used if the overt collection of these materials
by official Soviet bloc representatives in the United States was curtailed,
Restriotion of the latter would amount to 1ittle more than & serious
inconvenience.

7. The Department questions whether the strategic intelligence
significance of meny of the materials now beins openly cellected by Soviet
bloc representatives in this country should not be reassessed in the light
of such revolutionary military developments as the atomic and thermonuclear
weapons. For example, it would ssem that the pilot of an enemy bomber now
would need only to locate and to identify e general area, whereas s short
time apgo he would have had to be conoerned with individual specifiic tarpets.

8. Except for the designation of certain cities and areas as "off
-’ limits", this Government's restriction of the travel of Soviet bloc rep=-

resentatives has attained & full measure of reciprocity as compared to the

restrictions imposed on the travel of Amerioan officials in Soviet bloe
countries. The Department continues to fesl that little if anything would
be gained by so designating certain citiss and regions of the United Statess

It is unlikely that over-all trevel by Soviet bloc representatives would be

reduced, but rather that travel in "open" areas would be increased to com=

pensate for the lack of access to the comparatively small "restricted" areas.

Other channels would readily provide the publicly available materiels and

other informetion formerly obtained by direct collection in the closed

ereas and ocities,

Such action would be technically reciprooals. However, this would by no
- means preclude anticipated Soviet bloc retaliation in any of a variety of
-
= Da3 =
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means available to them in restricting the travel of foreigners. 25X1

25X1

Furthermore, the

designation of "restricted" citiles and areas in the United States
would create é serious problem with regard to this Governmentts
public relations with state and municipal organizations,

9+ It has not been demonstrated that Soviet bloc representatives
connected with international organizations have engaged in .overt
intelligence collection activities of the sort with which this report
is concerned. Because of the sensitivity of this Governmentt!s
relationship with these organizations and many of the Govermments
represented in these organizations, the Department feels strongly
that Soviet bloc representatives connected with international organi-
zations should not be considered for inclusion in any measures designed
to limit overt intelligence collection activity until such time as

they actually commence such activity on a significant scale,

II. The Department understands the contradiction inherent in the term
"publicly available unclassified strategic intelligence materials®
which results from the informational needs of our democratic society
and the difficulty of imposing and justifying complex censorship and
screening controls in "peacetime,n Nevertheless, the Department feels

that "restriction at the source" and, to a lesser extent, "voluntary

i D~bh
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restriction by distributors and salespeople” represent the

only practicable means availsble of restricting Soviet bloe access to
such materials without precipitating Soviet bloc retaliastory action
contrary to the National Interest. Consequently, the Department
supports the sction enviseged in Recommendations 1(e), 2, 4(a), 4(b),
and h(e). In this regard, the following conments are submitted for
consideration.

1. The recommended requirement that Soviet bloe representatives
properly identify themselves in correspondence with United States
citizens, companies and institutions 1s essentisl to the effective
utilization of "voluntary cooperation"” by American distributors and
salespeaple in denying "publicly aveilsble unclssgeified strategic
intelligence materiels” to overt collection by Soviet bloc represen-
tatives,

2. Appropriate publicity of this Governmeﬁt's action in requiring
Soviet bloe representatives to identify themselves properly in corres-
rondence would contribute substantially to any "public education
program aimed at promoting such "voluntary ecoperstion" in limiting
Soviet bloc access to these materiels, either by correspondence or
by direct personal contacts. |

3. A formel requirement of this neture would probably be inter-
Preted by the Soviet bloe missionz es a hint of future action should
théir representatives continue to improperly identify themselves in

direct personal contacts with American distributors and salespeople.

D-5
SECRET |
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Consequently, the requirement for proper iéentifioation in corres-
pondence is likely to effsct a reduction of the evasive and mislesding
tactics employed by Soviet bloc representatives in their direct,
personal dealings with United Stetes citizens. Purthermore, the
Department is prepared to camll to the attention of individual Soviet
bloc missions the improper behavior of their reprosentatives in cases
where there is sufficient dooumentation to prove deliberate misrepre=
gsentation or concealment of identity. Flagrant misrepresentstion or
continued deliberete oonceslment of identity would provide the basis
for requesting the departure of individual Soviet bloe representatives
or for refusing re-entry'privileges to ‘them.

4. Certain of the Federal Buresu of Investigation reports con-
cerning the activities of Soviet bloe representatives have conteined
indicotions that some procecdure is already in existence whioh requires
certain private companies to inform prospective customers that appro=
priate “"clearance™ must be obtained before certain photorraphs or maps
can be purchased. If such a procedure is in existence, it should be
possible to extend it to inelude more of the materisls with which this
report is concerned. It would seem that such a procedure would be
particularly suitable for government publications, maps, photograpts,
and documents.

8« The Department does not interpret Recommendation 1{e) to
mean that all Soviet bloc missions should be notified that their
various offices and establishments must be properly marked regardless

D=8
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of whether or not such offices or establishments are now so marked.
As fer as the Department is aware, there has been only one instance
when the absence of visual identification of a Single office may
have led to confusion or miéunderstanding on the part of American
visitors to that office. The Department is prepared to take appro-
priate action in individual cases as they arise,

D=7
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IAC-D-91/3
6 May 1955
(Limited
Distribution)

INTELLIGENCE ADVISORY COMMITTEE

Formosa Straits Problem

1. The question of the frequency of issue of the reports of
the IAC Current Intelligence Group on the Formosa Straits Problem
wasg referred to the White House pursuant to JAC-M-195, item 2.

2, The Director was assured on 6 May that the reports could

hereafter be issued weekly, supplemented by special reports as
necessary. |

3. Accordingly, effective 7 May, the Group will meet only on
Wednesdays, except at the request of one of its members,

25X1

Secretary

IAC-D-91/3
6 May 1955

SECRET
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INTELLIGENCE ADVISORY COMMITTEEL

Goordination of Intelligence Activities Regarding

. s 3l e e

the Formosa Straits Situation

1 o e s g O 28 Yoo 47 e

In view of the fact that no meeting of the IAC is planned for
5 April, the attached proposal of the Director of Central Intelligence
has been added to the Agenda of the JAC meeting scheduled for
29 March,

‘ Secretary

IAC~D-91/2
28 March 1955

SECRET
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INC-D-9L/2
28 March 1955

MEMORANDUM FOR THE INTELLIGENCE ADVISORY COMMITTEE

 SUBJECT: Coordination of Intelligence Activities Regarding the Formosa

Straits Situstion

1. As & meaps of providing prompt and euthoritative joint current
intelligence surmaries to the President and other senior policy-rakers
regarding the Fornosa Straits situation, the TAC has established the
Current Intelligence Group neeting delily in the Indications Center. The
reports of that group have been disserninated every day since 21 March.

5. The Watch Committee has prepared and coused to be disseminated
to field collection agencies, & sharpened list of "indicators" bearing
on this area, as a collection guide. This list will be kept under con-
tinual revision.

5. Accordingly, I sulgest that the IAC note the steps being taken by
the nilitsry authorities in the area, and the other steps indicated above.

IAC-D-91/2
28 March 1955

SECRET
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# 101707

CENTRAL INTELLIGENCE AGEDNCOGCY
7 October 1954

MEMORANDUM FOR: Mr. Allan Evens (OIR)
Colonel Robert O'Brien, USA (G-2)
Ceptain B. E. Wiggin, USN (ONI)
Colonel William S. Boyd, USAF (AFOIN-2B2)
Colonel Floyd E. Dunn, USA (JIG)

SUBJECT :+ Evaluation of Evidence Concerning Yugoalav-
Soviet Relations

REFERENCE : IAC-D-90, 29 September 195

1. In accordance with IAC-D-90, para. L4, we are
forwarding for your information evaluwations of certain
evidence concerning Yugoslav-Soviet relations, which were
discussed at a meeting of the Boord of Netional Estimates
end the TAC representatives on 28 September.

2. The evidence presented at that meeting by Major
Pyle falls into three categories: (a) the Reditsa article
in Freemon; (b) statements attributed to pro-Cominform Com-
munigts concerning the reasons for the dissolution of the
pro-Tito Communist party in Trieste; and (c) certein FBI
reports.

3. The attached evaluations are as follows: (a) on
the Raditse article, we have enclosed an evaluation made
by the Office of Current Intelligence, CIA, dated 29 January
1954 (TAB A); (b) on the Trieste matter, we have attached
two articles from the Current Intelligence DNigest (TAR B);
end (c) on the FBI reports we have attached an evaluation
of & series of FBI reports which cover much more than Just
the Tito matter, but which shed light upon the source'’s

TOP SECFRET
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reliebility. This evaluation was concurred in by several
offices of CIA (TAB C).

L, These evaluations bear only on the three categories
of evidence specifically raised by Major Pyle. We have not
attempted to evaluate herein the broad mess of other evidence
bearing on the problem.

Deputy Assistant Director
National Estimates

Distribution "B"

TOP SECRET
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IAC-D-90
29 September 1954

INTELLIGENCE ADVISORY COMMITTEE

Yugoslav-Soviet Relations

1. In accordance with instructions of the IAC (IAC-M-170), the
Board of National Estimates and IAC repre sentatives met at 1000, 28
September, with Major Pyle of the office of the Deputy Director for
Intelligence, the Joint Staff, to consider certain evidence regarding
Yugoslav-Soviet relations.

2. After discussion, the consensus was that no immediate revision
of the estimates in NIE-93, "Probable Developments in Yugoslavia, "
wag called for.

3, Action Recommended:

a. That we hold to our present plans for preparation
T  of a new estimate on Yugoslavia in 1955, though
possibly moving the scheduled date of completion
from the third to the second quarter.

b. That collection resources of the intelligence community
be particularly alerted with respect to developments
in Yugoslav relations with the Soviet Union and the Bloc.

4. It was noted that evaluations have already been made of much of
the evidence discussed by Major Pyle and that these evaluations should
be assembled and circulated to the IAC. The Board of National Estimates
has assumed responsibility for this action.

SHERMAN KENT
Chairman

Board of National Estimates
Authenticated:

IAC-D-90

Secretary 29 September 1954
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IAC-D-89/1
27 September 1954

INTELLIGENCE ADVISORY COMMITTEE

Withdrawal of Information Concerning the Atomic Energy Programs of
Other Nations from the RESTRICTED DATA Category

All of the IAC members having concurred in the transmission of the
proposed communication, circulated for approval with IAC-D-89
dated 2 September, a communication incorporating amendments proposed
by the Air Force was transmitted to the Atomic Energy Commission by

the Director of Central Intelligence on 9 September.

25X1

IAC-D-89/1
27 September 1954
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TAC-D-89
2 September 1954

INTELLIGENCE ADVISORY COMMITTEE

t

Withdrawal of Informetion Concerning the Atomic Energy Programs of Other
Naetions from the RESTRICTED DATA Category

1. There is attached a communication which the Director of Centrasl
Intelligence proposes to transmit to the Atomic Energy Commission for
the purpose of establishing agreement on the asbove subject, pursuant to
Section 142 (e) of the Atomic Energy Act of 195Lk. Coples have already
been placed in the hands of your representatives on the JAEIC.

Your comments would be apprecisted. They should be communicated
of the Central Intelligence Agency, | ., 25X1
Expeditious consideration of this matter is deemed essential
in order to avoid a hiatus in the flow of information to intelligence
agencies. A reply prior to the close of business on 7 Septerber 1954
is, therefore, desired.

25X1 o]
25X1 |

25X1

Secretary

ILLEGIB

TAC-D-89
2 September 1954
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IAC-D-88/2
16 November 1954

INTELLIGENCE ADVISORY COMMITTEE

Control of Dissemination and Use of Intelligence

and Intelligence Information

The proposed DCID 11/2 (see IAC-D-88 and IAC-D-88/1)
"Control of Dissemimtion and Use of Intelligence and Intelligence
Information, ' in which the JAC members have concurred, was
approved by the Director of Central Intelligence on 15 November 1954.

It will be distributed to holders of the looseleaf book of INTELLIGENCE

DIRECTIVES.

25X1

Secretary

IAC-D-88/2
16 November 1954

CONFIDENTIAL
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JAC-D-88/1
4 October 1954

INTELLIGENCE ADVISORY COMMITTEE

Control of Dissemination and Use of Intelligence

and Intellijge:nce Information

1. IAC-D-88, 9 August 1954, set forth in Tab B a proposed
DCID 11/2 to standardize controls over the dissemination and use
of intelligence and intelligence information. This proposal now has
the concurrence of all the IAC agencies with concurrence by the FBI
subject to the following revision of paragraph 2 of the proposed
DCID 11/2 to read:

"2 . a. The standardization of the stamps and the
procedures set forth in this directive do not preclude a
department or agency from adding those internal controls
it considers essential to meet extraordinary internal -
requirements.

b. Further, these stamps and procedures will
not apply to the FBI, which has established controls over
the dissemination and use of its information nor do they
affect the special controls over the dissemination and use
of special and atomic intelligence; information subject to
copyright, libel, slander and communication laws; information
which for moral, ethical or legal reasons must be protected;
or unclassified material published for non-governmental use."

JIAC-D-88/1
4 October 1954
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IAC-D-88/1
4 October 1954

2. This change by the FBI is to make clear that the proposed

DCID 11/2 does not affect the confrol of FBI information.

3. Please telephone your concurrence or non-concurrence

25X1 g by close of

business on 11 October 1954.

25X1

Secretary

IAC-D-88/1
4 October 1954
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IAC-D-88
9 August 1954

INTELLIGENCE ADVISORY COMMITTEE

CONTROL OF DISSEMINATION AND USE OF INTELLIGENCE
AND INTELLIGENCE INFORMATION

1, Problems concerning the protection of sources and
methods arising from the dissemination and use of intelligence
and intelligence information have, over a period of years, pro-
duced uncoordinated control mechanisms resulting in confusion
and unnecessary overhead expense.

2. IAC representatives have refined a draft DCID 11/2
(Tab B) which, through standardization of control practices,
is designed to reduce overhead expense and eliminate confusion
by provision of a single written policy and procedure agreed by
all concerned, :

3. The most important consideration was the need to obtain
maximum necessary use of intelligence while, with a minimum of
administration, protecting sources and methods.

4. A brief staff study (Tab A) presents the problem, outlines
present practices and the problems thereunder and recommends
IAC approval of the draft DCID 11/2. Please telephone your con-
currence or nonconcurrence to 25X1

ﬁy close of business on 27 August 1954,

25X1

Secretary

IAC-D-88
9 August 1954
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TAB A to
IAC-D-88
9 August 1954

CONTROL OF DISSEMINATION AND USE OF INTELLIGENCE
AND INTELLIGENCE INFORMATION

PROBLEM:

1.  To clarify and standardize among the IAC agencies the
various controls on dissemination and use of intelligence and intelli-
gence information other than internal agency controls and special
controls on special and atomic intelligence, information subject to
copyright, libel, slander and communications laws, information
which for moral, ethical or legal reasons must be protected, and
unclassified material published for non-governmental use,

DISCUSSION:

2, At present throughout the IAC community there are various
control devices used in restricting the dissemination and use of intelli-
gence and intelligence information. Existing control devices include
such stamps as ""U,S, OFFICIALS ONLY" (used by State and CIA);
"SPECIAL HANDLING REQUIRED--NOT RELEASABLE TO FOREIGN
NATIONALS" (used by the Army, Navy, and Air Force); "LIMITED
DISTRIBUTION" (used by CIA); "FOR INFORMATION ONLY* (as used
by several agencies in the field); "FOR INFORMATION ONLY" (as
used by the State Department in Washington); two stamps used by
CIA/CS in controlling information, one for critical security reasons
and the other for operational or administrative reasons; a limiting
stamp or caveat used by on another series of information
which restricts the dissemination of that information to IAC components
and a caveat used b ‘ to protect CIA against attri- 25X1
bution as the source of their publications. In addition there are restric-
tions in CIA regulations, applicable only within CIA, which govern the
use of raw information in finished intelligence in order to protect sources
and methods of intelligence. There also are bilateral agreements be-
tween components of CIA and other agencies which limit the use of inform-
ation, for example: has required the State Department, in
writing, not to d1ssem1nate‘ ‘ Further, there 25X1
have been efforts made in response to particular problems to educate

IAC-D-88
9 August 1954

CONFIDENTIAL
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TAB A to
IAC-D-88
9 August 1954

recipients of intelligence and intelligence information on the
controls which should be exercised and a temporary arrange-
ment is in effect between this Agency and G-2 with respect to
the certain uses which may be made by G-2 of this Agency's
material.

3. The above description of the present system does not
pretend to be an exhaustive explanation of existing practices but
rather outlines the number of stamps and other mechanisms in
existence to achieve control over the dissemination and use of
intelligence and intelligence information, Several questions
have arisen with respect to existing controls. Some of these
questions are as follows:

a. Are the two stamps, one utilized by the three
services and other by State and CIA (SPECIAL HANDLING
REQUIRED--NOT RELEASABLE TO FOREIGN NATIONALS
and U.S. OFFICIALS ONLY), designed to accomplish the
same purpose?

b, Are part-time employees, external research
personnel, consultants, aliens employed by the U.S. Govern-
ment or foreign officers integrated into G-2 considered U. S,
officials for the purpose of dissemination, under ""U. S,
OFFICIALS ONLY" or "SPECIAL HANDLING REQUIRED--~
NOT RELEASABLE TO FOREIGN NATIONALS?"

c. Is it necessary and desirable to have two "FOR
INFORMATION ONLY" stamps, one for use in the field
and one for use in Washington, using the same words but
designed for entirely different purposes ?

e, How is controlled information cited in finished
intelligence ?

f. Which information series require the deletion of
source references and which do not when used in finished
intelligence ?

TAB A to
IAC-D-88
-2 - 9 August 1954
CONFIDENTIAL
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g. When controlled information is used in a finished
intelligence product to what extent must that product be
similarly controlled ?

h. How does an analyst recognize information, the
very substance of which should not be placed in finished
intelligence products ?

4. After examining present practices and taking advantage
of the experience of CIA collectors, producers and disseminators,
a draft DCID 11/2 was developed to standardize control practices
in the intelligence community. This draft was then subjected to
further refinement by representatives of the IAC agencies.

RECOMMENDATION:

5. It is recommended that the IAC approve the draft
DCID 11/2 (Tab B). '

TAB A to
-3- IAC-D-88

9 August 1954
CONFIDENTIAL
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’ TAB B to
IAC-D-88

9 August 1954

DIRECTOR OF CENTRAL INTELLIGENCE DIREC TIVE NO, 11/2

CONTROL OF DISSEMINATION AND USE OF
INTELLIGENCE AND INTELLIGENCE INFORMATION

( : CONFIDENTIAL)

Pursuant to the provisions of NSCID No. 11 and paragraphs 7,
9, 10 and 11 of NSCID No. 1, and for the purpose of preventing
unauthorized disclosure of intelligence and intelligence information,
the following procedures are established to control the dissemination
and use of intelligence and intelligence information (hereinafter
called information):

1. Classified or controlled intelligence and information
originating in another department or agency will not be dissemin-
ated or used outside the receiving agency without permission of
the originating agency except as provided in paragraph 7, NSCID No, 1,
and paragraphs 5 and 6 of this Directive. In controlling dissemination
and use of intelligence and information, the policy of ""need-to=-know"
will be closely followed.

2. The standardization of the stamps set forth in this directive
does not preclude a department or agency from adding those internal
controls it considers essential to meet extraordinary internal require-
ments nor does it affect the special controls over special and atomic
intelligence; information subject to copyright, libel, slander and
communication laws; information which for moral, ethical or legal
reasons must be protected; or unclassified material published for
non-governmental use,

3. Whenever it is deemed necessary to provide for control of
intelligence or information, in addition to the protection provided by
a defense classification, the appropriate control stamp or stamps
will be placed (preferably underneath the defense classification) upon
a document. These stamps may be followed by the definitions below,
or used alone. Stamps will be in full capitals.

a. "NOT RELEASABLE TO FOREIGN NATIONALS,"
Dissemination limited to U.S, officials. No dissemination of

TAB B to
IAC-D-88

CONFIDENTIAL 9 August 1954
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TAB B to
IAC-D-88
9 August 1954

this material will be made to foreign nationals and immigrant
aliens, including U.S. government employed, utilized or
integrated foreign nationals and immigrant aliens, without
permission of the originating agency.

1) The originating agency may abbreviate this
stamp to "NOFORN, "

25X1

3) The absence of this stamp on classified material
does not mean that the receiving agency may disseminate
such material to foreign nationals and immigrant aliens
without permission of the originating agency.

b, '"NO DISSEM ABROAD.'" Dissemination limited to the
continental United States exclusive of territories and possesions
without permission of the originating agency,

c. "NSC PARTICIPATING AGENCIES ONLY," Dissemination
limited to the Bureau of the Budget, Foreign Operations Adminis-
tration, Department of Treasury, Office of Defense Mobilization,
staff of the Operations Coordinating Board, Federal Civil Defense
Administration, all components of Defense, State, AEC, FBI and
CIA unless permission of the originating agency is obtained.

d. M"INTELL COMPONENTS ONLY." Dissemination limited
to CIA, AEC and FBI; and, within State and Defense, to the intelli-
gence components, other offices producing NIS elements, and higher
echelons with their immediate supporting staffs, unless permission
of the originating agency is obtained.

e. "LIMITED, Dissemination limited to full-time employees
of CIA, AEC and FBI; and, within State and Defense, to the intelli-
gence components, other offices producing NIS elements, and higher
echelons with their immediate supporting staffs, Not to be dissem-
inated to consultants, external projects or reserve personnel on

TAB B to
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short term active duty (excepting individuals who are normally
full-time employees of CIA, AEC, FBI, State or Defense) unless
the written permission of the originating agency is obtained,"

f. "CONTINUED CONTROL." Information may be used
in only that finished intelligence which bears the same controls
as the information itself.

g. '"BACKGROUND USE ONLY." Information bearing this
stamp will not be included in any intelligence publication without
permission of the originating agency,

4. "FOR OFFICIAL USE ONLY." Unclassified information
bearing this stamp may be used for official purposes by U, S. depart-
ments and agencies. It may be used for official purposes by foreign
governments which have been authorized to receive it by the origin-
ating agency. This information may be disclosed to non-governmental
persons and organizations only with permission of the originating
agency,

5. If an item of information bears neither the stamp "BACKGROUND
USE ONLY" nor "CONTINUED CONTROL, " it may be used in finished
intelligence, except digests and summaries, without regard to any control
stamps appearing on it, provided that:

25X1 -

c. While the producing agency is responsible for the
dissemination of its finished intelligence, citation of the
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documents listed in 5a and 5b, if made, will be removed
before release to foreign nationals and immigrant aliens
unless permission of the originating agency is obtained.

6. All controlled information, except that which bears the
stamp "BACKGROUND USE ONLY, " may be quoted, extracted
or summarized in digests and summaries, provided the dissem-
ination of such digests and summaries .conforms to the controls
on the information and the controls are reprinted with the inform-
ation. Agencies originating information may notify the offices
which produce such digests and summaries of special require-
ments with respect to referencing the information., Permission
to include information in such digests or summaries to receive
a broader distribution than zllowed by controls on the information
will be requested of the originating agency.

7. Letters or memoranda, and single papers of a non-recurring
nature, will be controlled as determined by the originating agency.

8. Intelligence and information collected, produced and
disseminated prior to the effective date of this directive, which
will be ninety days after its approval, will be controlled as pro-
vided herein when such intelligence or information is removed
from files for dissemination 6r use. Questions with respect to
any conflicts between control stamps or statements on such intelli-
gence and information and this directive will be referred to the
originating agency,

TAB B to
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IAC-D-83
9 June 1954

INTELLIGENCE ADVISORY COMMITTEE

NSC Request for Report and Estimate as to

Probable Effects of Restricting Bloc Representatives

1. Transmitted herewith is an 8 June memorandum from
the Executive Secretary, NSC, to the DCI, levying subject re-
quest, The referenced IIC-ICIS report of 1 June was dissem-
inated to the JAC members by the NSC Secretariat on 8 June.

2, Mr, Dulles proposes to discuss at the JAC meeting
of 15 June procedures and actions to be taken in response to
this request, IAC members are requested to initiate immediate
agency consideration of the basic IIC-ICIS report,

Secretary

IAC-D-83

SECRET 9 June 1954
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