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Counter-Intelllegence in the Services

The counter-intelligence activities of the three armed services
are, generally speaking, of two kinds: personnel securlty, both of
uniformed personnel and of civilians employed by the service
establishments; and counter-esplonage proper, carried on domestically
and in overseas areas of occupation. The first of these, personnel
gsecurity, chlefly involves administrative action within the
service, both to procure information by means of seml-covert
investigation, and to protect against potentlal breaches of security
which may be demonstrated to exist as threats as a result of the
investigation. Personnel securlty action may afford useful informa-
tion on foreign capabllitlies in the field of subverslion, but it
rarely provides any preclse insight into the patterns, technlques,
etc., of foreign esplonage, sabotage or counter-esplonage actlivity.
The second kind, counter-esplonage, does furnish such insight, but
differe from personnel security procedures more radically than
has often been supposed within the services. In particular, it

requires a form of positive action which goes far beyond the mere

appllcation of administrative procedures, into the realm of
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difference between personnel security and counter-esplonage 1is
perhaps best 1llustrated by the experilence of the Army Counter-
Intelligence Corps during the last war. Trained in this country
almost exclusively in the techniques of pérsonnel securlty, such
a8 background investigation, flle check, etc., and glven lndoe-
trination which emphasized apprehension and neutralizing of posil-
tive suspects, the CIC found itself largely unprepared to cope
wlth the requirements of fleld counter-lintelligence 1nvoperationa1
theatres, particularly in Europe. In order to meet the threat of
actual agents rather than of merely dlsaffected or possibly subver-
slve Americans, 1t revamped i1ts tralining course and reorlented 1its
personnel. To a lesser extent the Navy was faced with the same
~ problem, since the techniques of 1nvest1gation,‘ana1ysis of
potential risk from subversion and the llke, ho matter how well
elaborated, were lnadequate training for fleld intelligence and
counter-intelligence operations in the Far East.

Extensive concentration upon personnel security as an
intelligence problem (in some respects, the intelligence problem)
was characteristic of the Army and Navy in the perlod prlor to the
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Bpanish Civil War, the emphasis of Axlis dictatorships on ideoclogical
missionary work abroad, and (supposedly) the success of German
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subversive activities amcngmthemE&saeﬂkin 1940, seemed to underline
the importance of passive defense agalnst subverslon insplred by
actual or pétential enemies. Hence both services devoted large
staffe and exténsive funds to fleld investigation of individuals
belonging to the services or employed by them in order to forestall
poselble enemy penetration.

The entry of the military intelligence agencies into the field
of personnel investigatlon on a substantlal scale, and the(égsume%]

rbublioh wa

magnitude of the personnel securlty problem, proedue an executive
order as early as 1939 which established an Interdepartmental
Intelligence Conference, comprising the chiefs of military and
naval intelligence and of the FBI. Its function was to coordinate
investigative and other responelbllity with respect to suspected
esplonage, sabotage, counter-esplonesge or subversion; desplte its
title, 1t had nothing to do with(}he extent or adequacy of so-calle&]
positive intelligence collection or production. As a result of

the Conference's dellberations, a basic delimitation of investigative
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statement of 1ﬁterdepartmental investigative Jjurisdiction, and

thus of general responsibility in the fields covered by the document.
Briefly summarized, the Delimitation Agreement assigns respon-

8ibility for investigation of all eivilians to the FBI in cases

involving esplonage, counter-esplionage, subversion and sabotage.

The milltary services, on the other hand, are made responsible

for investlgations 1n these categorles when military personnel or

civilians employed by the services are involved. The agreement

provides for exchanges of information, and glves thé FBI certain

special authority in reporting on the activities of clvillian

organizations "designated to combat Fifth Column groups." Entire

investigative responsibllity is allocated to the services in certaln

territorial areas, and rather detaileq provisions are included cover-

ing relative responsibllity in periods of martisl law, and of

periods of predominant military interest, not lnvolving martial law.
The terms of the Delimitation Agreement of 1942 are currently

being reviewed in order to bring them into conformity with

conditions which have arisen since its drafting. Under Presidential

directive, the sole responslibility for investlgating civillians ) |
-"':? t\{ c.e.b, [ wm ¢ é&&‘s.ar? ok
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solely with the FBI. B8ince this provision includes service-employed
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clviliang, 1t has involved a basic change in exlsting procedures for
investigations by the military services. The entire organlzatlion of
the Air Force as a separate arm has occurred subsequent to the
drafting of the asgreement, and Alr Force investigative responsibllity
has yet to be officlally recgnized in 1t. Consideration of these
questions has raised 8till others which require settlement. Pending
revision, however, the Agreement allocates responsibllity along
the lines set forth above.

The three services deal with personnel security problems
through roughly similar staff agencles at headquarters and in the
field, both in the U.S. and abroad. In the Army and Navy, these
are integral parts of the intelligence apparatus, although the
Provost Marshall General of the Army assumes some lnvestigative
responslibllity with respect to industrial plants holding classified
contracts placed by any branch of the Natlional Military Establishment.
The Air Force, howéver, has assigned investigative responsibillity
to a 8pecial Investlgating Divislon under the Air Inspector General
rather than to the Directorate of Intelligence, and has made it

responsible for cases involving fraud, ete., as well as those

related to security. The Intelligence Directorate, for its part,
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control and release of classified information. So far as the

Army and Navy are concerned, however, personnel security investigations

are conducted under the supervislon of the Intelligence Division

and the Office of Naval Intelligence respectively.

In each staff unit, security intelligence procsdure involves
about the same tasks; defining the terms which require investigations
of individuals, and direoﬁing the investlgative activities of field
unite to a greater or less extent; studying and analyzing the
information obtained by direct investlgation and by exchange
with other agencles with a_view to establishing trends and patterns
in subversion, and 1f posslible iinformatlon on forelgn esplonage
actlvities; and maintaining a..central flle of iInformatlon on
individuaels and various forms of sgbversive and espionage activity.

Actual'investigations are conducted in the Army by Counter
Intelligence Corps personnel assigned to tactlical and area commands.
Such policy direction as they receilve 1s provided by the SBecurity
Group of the Intelligence Divieion, but is largely limited to
broad definitlion of the types of circumstances or individuals which

require investigation. The organization in the Navy Department is

somewhat simllar, but involves closer headguarters control over
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Officers of the several continental and territorial naval district
headquarters. As a result of nearly ten years' intensive growth,
the investigative staff of the Navy has attained a level of technical
proficlency which approximates that of the FBI or other federal
professional investigatory units. In the Alr Force, the Specilal
Investiéating Section of the Alr Inspector Genersl 1s now beihg
organized under fhe direction of a general officer formerly an
official of the FBI. It will administer its fleld investigative
actlvities through 21 regilonal offices staffed by Air Force CIC
personnel, and by small CIC detachments assigned to major alr commands
and numerous alr forces throughout the U.S8., and overseas.

Each service separately undertakes 1ts own study and analysis
of informatlon procured in the course of Investigations by lts own
service, and of data concerning esplonage, subversion and sabotage
which 1t collects from other agencles and through its own fleld
personnel. Thue the Security Group of the Army includes a domestic
Intelligence sectlon which studies the personallties, organlization,

and capabilities of subversive or potentially subverslve organizations,

and makes general surveyg of the domestlc sltuation with particular
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impede the performancg of the military misslon. Elsewhere, in the

Intelligence Group, the Pan-American branch includes a "subversive!

unit studyling the aptlivities and potentialities of subversive

organlzations and forelgn intelligence staffs and activities in

%11 countries 1nclud1ﬁg‘the continental U,.S,, but excluding the Soviet
~ Union, which is the subject of study by the responsible geographical

speclalist within the Group. The section contributes its own es-

timates of the exlsting capabllitles of subversive organizations

to impede mobllization, interfere with military production and

promote disaffection within the U.S. It also studles the extent

to which subversion could affect the military strength of actually

or potentially allied nations. To a considerably more limited extent,

the Alr Force also conducts its own research into the domestic

security situation, and some study of the activities of forelgn

Intelligence services operating against the U.8, The Office of

Naval Intelligence has a separate seectlon devoted to similar

'analysis. It makes periodic reporte on security developments.

A speclal unlt of ONI is devoted to analyzing the structure,

personalities and actlivities of the BRussian intelligence services
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speclal source material, 1s malnly concerned with research rather than
with the production of current intelligence or estimates.

In addition to fleld Investigative activity and study of
counter—intelligence'matters, each of the three agencles mailntains
a central flle of information on individuals and organizations.
Certaln topical files are also maintained, such as the Army's
listing of Communiats and Gomﬁunist sympathizers who may seek
reenlistment in the service, or may be recruited by draft. The
Navy similarly malntains a speclal Merchant Marine Suspect List. 411
three agencies are charged further wilth defining pollcies on the
release of classified information, and granting permission for visits
to plants holding classified contracts, ete.

In considering the activities of the three services in this
fleld, it 1s impossible to lgnore the broadly parallel interest
of the FBI in the same activities. As we have indicated, FBI has
investlgative responsibility in all cases of esplonage, counter-

esplonage, sabotage and subversion involving civilians not employed

by the services. Bince the overwhelming majority of civilians are

not so employed, 1t 1s evident that the FBI jurisdiction, in point
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of number of actual and potential cases, far exceeds that of the

services singly or Jointly. The FBI predominance becomes strikingly
clear in connectlon with the analysis of subversive trends wilthin

the U,8, because most of the sources of informatlon on such subjlects
are within‘the exclusive Jjurlisdlotion of the FBI under the Delimitation
Agreement. The responsibility of the FBI to furnish the military
agencles with information on "important developments" of an internal
gecurlty nature, including those affecting plants holding military
contracts, cases of actual and strongly presumptive esplonage and
sabotage, developments affecting vital utllitles, and those affecting
vital polnts of the communlicatlion and transportation system, 1ls a
recognition of the services' interest in information which would
normally be avallable only to the FBI if derived solely from in-
#estigative actlion. As a result of the Delimitation Agreement, the
FBI does supply the respective services with a massive flow (several
thousand reports per month) of information on particular cases

which may involve service interest, or fall into one or another of
the categorles of speclal interest outlined above. The FBI does

not, however, provide the servlices with analyses and estimates

of forelgn esplonage, counter-espionage or subverslon wlthin the
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studies of the Soviet party apparatus or the Boviet intelligence
systems, and provides information on these subjects to them only
as they are contained in reports on individuals and on sublects
investigated by the FBI. Analysls of them for the purposes of,
for example, an estimate of the subversive potentlal of the Boviet
in the U.S., must thus be made by the interested servlice or
gservices on the basls of "raw" investlgation reports providéd

by the FBI. 1In this connection, 1t should be noted that the

FBI chooses the reports which will be transmitted to the services,
and does not ordinarily give them access to 1ts files or lists

of active cases for them to decide their needs. In effect, 1t
rejects the "reading panel" concept of dissemination.

Relations between the FBI and the military agencles are
particularly important in maetters involving emergency measures
against possible sabotage or overt action stemmling from subver-
sion. BSuch cases are covered only by the géneral provisions of the
Deiimitation Agreement for the exchange of information. Neither
CIA nor any other agency has responsibility to coordinate the

analysis and evaluation of the information of thls character among
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other actlon which may be taken by the intelllgence agencles

as distinct from operational staffs. Thie defect of organization

shown recently when the FBI received informatim tendlng to suggest

an imminent act of sabotage. Although the original data were shared
promptly with the departmental services, no common evaluation of

1t was reached, and further lnvestligative action was taken without
consultation by the FBI. The incident, which nearly involved

movement of bodles of troops, fully illustrates the independent and
non-coordinated character of securlity intelllgence activities among the
agencles concerned.

The security intelligence activities of the services are
undertaken with two purposes in mind. The first is essentially
administrative, l.e., protection of.the gervices from esplonage,
sabotage, etc., directed against them by thelr own personnel.
Security of this sort i1s a function of command, and the method of
assurlng 1t involves the entire mechanlsm of investlgation, analysis
of informatlon and determination of security risk in order that
administrative action in the form of discharge, reasslignment, or
excluslion from classified information can be taken by the appropriate
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themeselves decide upon adminisfratiVe aofion to be taken. Their
responsibllity ie to assemble properly collected and analyzed
1nformat1§n on the basie of which administrative agtion may be
taken by others).

The second purpose 1s that of counter-intelligence properly
speaking. Individual efforts of greater or lessscope are under-
taken in the three services to arrive at some understanding or
estimate of service securlity from the point of view of subversion,
possible sabotage and (at present) the efficacy of the Soviet
political apparatus. To what i1s generally a limited extent,
both the Army and thé Navy estimate the sﬁbversive capabilities
of the Bovliet Unlon agalilnst the U.8,, and in the course of a recent,
detailed survey of the strateglc vulnerability of the country, I.D.
Army, made an extenslive examination of FBI files as well as of
materlal already avallable to 1t in an effort to arrive at an accurate
approximation of Russian subversive capabllities in this country.

No formal mechanlsm for coordinatlon of service estimates
with respect %o internal security now exlsts. It 1s true the
consulation on conclusions, analyses, etc., occurs bhetween them,
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18 conducted separately, and estimates are prepared independently.
Neither as a matter of coordination of intelligence activities
or of intelligence opinion does the CIA concern 1tself with
this subject, partly, perhaps, because 1t recognlzes that i1ts own
intelligence collection responsibilities so far as counter-intelligence
is concerned are confined to areas &road rather than to the U.S.
proper. Needless to say, CIA's responsibilities for the coprdina-
tlon of intelligence activitlies relating, as this does, to the
national securlty, are not so limited, but are not exercised in
any case.

There is, indeed, no agency of the government now responsible
for an overall estimate of subversive potentlallities in the United
States, or of the general level of our internal security. In part
this question Involves matters beyond the scope of Intelligence along-—--
plant protectlion, securlty of processes, productlion schedules, etc.
Yet no agency has the recognized responsibility.of preparing, or of
coordinating the preparation of, apecific intelllgence estimates of
- threats to Internal security for the use of the NSC or the JIC.
Having thus considered the activities of the services in the
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their position with respect to counter-espionage proper. This
is difficult to define because the polnt at which actlvibles clearly
of a security intelligence nature become counter-espionage,
and the corresponding point at which counter-esplonage projects
are 1ldentical wilth securlty activities 1s impossible to determine
precisely. Yet it is clear that, with some exceptions, the bulk
of servicecounter-intelligence activities are essentlally devoted
to personnel securlty and the security of information rather than
to systematic and sustained detection and penetration of organized
foreign intelligence networks., Buch activity, when it occurs,
1s more likely to be the by-product of securlity activitles as now
pursued than to be a major end in itself,

8o far as the individual services are concerned, the Alr
Force Directorate of Intelligence does not engage in counter-esplonage
and the Special Iﬁvastigating Division conducts security investigations
and recelves Information on individuals whose loyalty and reliability
may be questioned, but does not attempt to penetrate the organiza-
tion, activities and operations of foreign intelligence services.

Although interested in the results of counter-intelligence, and able
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The Office of Naval Intelligence i1s somewhat more deeply
involved in counter-espionage as such. It‘has, as has been 1n§icated,
a smell group studying the form and activities of Soviet intelligence
services, and in so far as the resulte of thls research may asslist
actual operations, it can be considered ocounter-esplonage activity.
Analyeis of the subversiﬁe threat to the naval establlishment, which
goes on elsewhere in ONIY, 1s not, however, of a distlinetlvely
counter-esplonage nature.

In certaln security investigations ONI has had occaslion to
deal with members of activist groups of the U.8. Communist
Party who have apparently had intelligence objectives. In this
sense, ONI has condacted actual counter-espilonage. In such cases
investigation and survelllance have been conducted in close
cooperation with the FBI. Yet so far as 1t has been possible to
determine, ONI has handled such cases primarlly from the polnt of
view of security rather than as & penetration operation. Lacking
full knowlege of the circumstances, it.is not possible to suggest
whether such handling might or might not have been Jjustifled.

Cases such as these, however, are as close as ONI comes to actual

counter-depieesdorRelease 2003/05/27 : CIA-RDP86B00269R000500050105-5
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The Intellligence Division of the Army, and particularly the

Counter-Intelligence Corps in the field, has engaged in rather more
counter-esplonage work than elther of the other services. The
Security Group of I.D. headquarters has not been much involved in
such undertakings, except for purposes of internal security analysls
and estima't:ion, and for this it has relied on the FBI to a large
extent. The CIC, however, both in Germany and in Japan, has
devoted considerable energy to counter-espionage abroad despite

the explicit terms of NSCID #5 which assigns counter-esplonage
abroad, except for securlity of military installations, exclusively
to CIA. The activities of the CIC include the use of informant
networks, penetration agents aﬁd the other paraphernalla of
counter-esplonage; and at least ln two instances, it has dperated
double agents. By its very nature, such counter-esplonage cannot
be limited to a single area; and part of it results from CIC's
extenslve positive intellligence work conducted on instructlions from
Army commanders in reglons surrounding the occupled areas. CIC
relations with CIA in occupled areas are variable, and eriticism

stems from both sides agalinst the effectlveness of the covert operation

of the other. Nelther gives full recognition to the fact that
Approved For Release 2003/05/27 : CIA-RDP86B00269R000500050105-5
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the CIA on strategic:; and CIC has clearly interpreted NSCID #5

with great latlitude in Justifying its own‘counter-eSpionage

activities in occupied areas specifically allocated to CIA ag the

sole authorlty responsible for thls form of intelligence work.
Direction of CIC activitiée originates with the field commanders

to whom CIC unlits are attached, and who exercise it under very

broad directives from the Intelligence Division. The Security

Group of I.D. thus has nothing directly to do with CIC, and CIC

headquarters at Fort Holabird, Md., does no planning of directing

of operations, but limits its actlvitles to procurement, training

and assignmert of CIC personnel. Since local commanders may use

CIC as they see fit, and in some lnstances have assigned them to

criminal investigation activitles and the llke desplte the fact that

such employment is inconslstent with Army directives and CIC training.

Nevertheless, the carryover of wartime counter-espionage experience

within the ranks of CIC officers and men has contributed to effective

definition of counter-esplonage targets, and to s ingle-mindedness

in pursuing them. Overall directives in overseas areas where CIC

ls most engaged in activities of this kind do depend, hdwever,
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he considers counter-espionage an . important and potentlally

frultful field for CIC operations. Thus there is no general control
or coordination of the Army's own counter-esplonage work, Just
as there is no effective superior control of all counter-esplonage
activitiee of the several agencles, military and civillan, engaging

in it,

An important questlion with respect Tto service counter-intelli-

gence, both security intellligence and counter-espionage, 1s‘whether
the extent to which these activitles are engsged in limlts or
hampere the necessary concentration of the departmental agencles upon
their dominant collection and productlon responsibllities with

respect to positive intelligence. Prilor to the second World War,

the bulk of the intelligence activities of the Army and the Navy
were devoted to "anti-fifth column" measures of one sort or

another, and with the exceptlionof communications intelligence, there
was relatively 1little collection and analysis of foreign intelligence
which could be considered realistic in terms of the war which subsequently
occurred. Hence the question of over-emphasis on securlty intelligence

1s important. With respect to the Air Force the answer seems to be

clear: at the present stage, at least, in 1ys development, the
Approved For Release 2003/05/27 : CIA-RDP86B00269R000500050105-5
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Directorate of Intelligence has almost no security intelligence

functlons, and those that do remain in 1t are entirely overshadowed
by the very active and real concentration on positive intelligence
questions of importance to Air Force planners and to the JCS. 'In
the Army, the situatlon is simlilar, although the concentration upon
counter-intelligence at lower echelons 1s greater owing to widely
ramlfied actlivities of the Army CIC. The Navy, however, devotes
some 30 per cent of 1ts entlre intelligence budget and a comparable
number of personnel, to what are in the main security intelligence
undertakings. Slnce ONI operates on a scant budget at best, and
slnce 1lts current intelligence responsibilities are very demandlng,
1t seems probable as a result that strateglec intelligence of a
pecullarly naval sort may receive less emphasls than might be
desired. It is clear, however, thatthe traditional and fully
Justifled concern of the Navy over the security of its personnel
should not be curtalled, but thatthe budget and allotment of
personnel to positive intelllgence should be increased.

In discusslng counter-esplonage we have mentloned both

the FBI and the CIA as being involved in addition to the service

Intelligence agencies. Domestically, of course, the FBI is responsible
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for counter-esplionage involving the clvlilian population, or

at least not directly involving service personnel or civilian
employees of the services. Hence 1t conducts the greatdst share

of cases involving actual and potential foreign esplonage, and
exchanges 1ts materials with the service agencies similarly
engaged, when common interests are affected. Aes a result, all
three agencles recelve a very substantial flow of FBI case report
material both in the field and at headquarters. Such material 1is
selected by the FBI, hosever, and does not in 8ll cases receive
automatic distribution. Very few collated reports of espionage
activity are prepared and circulated by FBI, and these are

provided generally only as a result of request. The FBI does

not contribute estimates of the domestic security situation to the
JIC or to department agencles except in the form of raw material

a8 indicated. In the absence of a single agency or individual
charged with coordinating internal security intelllgence ac¢tivitles
of all kinds, no overall estlmate of the state of dcomestlec security
can be made by any agency with any assurance that 1ts concluslons

will be " based upon the most comprehensive knowledge avallble. A

possible exception has been the recent Army study of the strategic vul-
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not sustained.

Abroad, the situation is comparable with respect to the
CIA, which is formally charged with all counter-espionage includling
that in occupled areas. Although CIA operations are necessarlily
more dlsparate than those of the FBI, and are nominally not
paralleled of duplicatéd by those of the services, in point of
fact they are conducted simultaneously with those of the services,
particularly GIC. The interchange between CIA and the services
on countef-intelligence matters, however, i1s not especlally close
at headquarters, and varles with the staffe involved in the field.
Estimates of the comparative strength of forelgn intelligence netwovks
and of subversive penetration by potentlal enemles lnto friendly
forelgn nations are sometimes reported in the form of posltive
intelligence, and not as counter-intelligence findlngs. Information
upon which to base such estimates 1s potentlially avallable from
GIA, but the bulk of it is never dlssemlnated.

On the basis of the above conslderatlon of counter-intelligence
as perrormed by the services, 1t 1s possible to make certaln

general observations concerning the adequacy of the arrangements
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ae distinet from counter-intelligence or securlty intellligence,
1s not particularly well understood in the serviceé, except
for some CIC personnel in overseas areas. As 8 result security
18 stressed at the expense of counter-esplonage and opportunitles
for counter-esplonage penetration or exploitation whic¢h arise
in connection with security investigations are lost §r at

least notexploited. This 1s a result of lack of indoctrination

"~ into the obJectives of effective counter-esplonage, and also

a result of the predisposition of the services to place securlty
shead of counter-espionage. In ONI, at least, concentration
of resources and personnel on security and counter-intelllgence
has the effect of depriving sjrategic naval intelllgence of
emphasis which it properly deserves. The solution to this problem
1s not, however, a reductlion of emphasls on gecurity, but a
posslible increase ln positive intelligence actlivities.

Relations of the military services with the FBI are
generally favorable so far as the exchange of security

investigation case reports 1s concerned, but inadequate

in terms of the larger questlons of counter-esplonage.
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The FBIl dpes not produce overall estimates of the national

internallsecurity, and such estlmates as the military
services produce are based only upon what FBI material the
FBI chooses to make avallable. The FBI interprets its
responsibllities with respect to the military agencles
according to the strict terms of the Delimitation Agree-
ment of 1942, as amended, and does not provide them with
internal securlty estimates.

As a result, no definltive estimate of the internal
gecurlty position of the nation 1s forthcoming from any
agency. Although under consideratlion by the NSC, the
internal security problem 1s not yet solved; and no final
solution can be fully satisfactory which does not provide
for regular analyses of the threat. to internal security
which is represented by foreign intelligence activities and sub-

verslve movements.
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