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I  GENERAL

Lsz,,ow of SvIvey

This survey covers communicailons intelligsanse; communicaiions
: =1 b
sacurity, elsctronics intelligense, and thelr relationship to the

intelligence community. The subsbancs of this report is classified

g8 a special category of TOP SECRET and the contents musit nat be vee

vealed o ahyone who has nob been specifieally cleared and indoctrine-
ated Lo recelve comrunications imbelligence. Thass papars should be
handled and stored separataly from cother TOP SECRET matesrial,
in acéompliﬂhirg the survey, the task force endsavorsd to assess
the valus and necessity of the communicationd inteliigence effort
now balng exerted by the United Staites and :‘.dsﬁ‘tify and enalyze major
mepblans whose solutisn requirss externsl actlens 40 ba Sa¥en in oydey
to obbaln maximum results with minimun sxpendibures of tins, peraozmal,
and monay.

In the course of this survey, a gtaff toam visitsd the Haﬁional
Sescurity Agency, the Army Sscurity Agency, tae Vaval Security Group,
the Cf{ice of Special Operatlons of the Decariment of Defsnse, the

O0ffica of Assistant Chief of Staff, G2, ef the Army, the Cffics of

s

liagval Intelligense, and ths Office of Air Fores Intellizense in Washe
ington, DoCoj tha Vint Hill Farm Station in Virginiaj the Air Force
Seturity Servies at Kelley Air Force Base at Son Anbonio, Texesy and
e Aiv Porce Technical Intellizence Center ab Wrighi-Patlerson Air
Forcs 3zsa abt Dayben, Ohine. Ons menber of ihs Ysan mads 2 trip WO

| TR Pl

U TR S . T, P . e as -y g G - S o
TuTons Uath nemters of the task fores. Humsvous brleiings wers given

),

she faam grid a fgr greater nun

xJ’
@
€3

of individuals wers individually

er._ezeF The tean spent mo £ 4ts bime with NSA, wiasiting all
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schelons from the Directer %o the working levels. In &ll, more %han
S0 adividuals talked o the tesm in varying dsgrees g ez2re ianter- .
viewed by ths tsame

Definition of Communications Intelligence

Before proceeding further, we should defins the subject of this
discussion. "Comrunicatlons intslligence,® eommonly knewn as COMINT,
g3 used herein, is defined to mean sll procedufea and methods usad ;n
the interception of telecommunications, the obtalming of infarmation

from such communications by other than the Intended rsciplents, snd

“the produet thus obtainedo.

Historizal Develepment of COMINT

The COMINT effort of the United States itoday is a vast underbdsking

25X3

wnoss estimated cnst approximates en anmial expenditure of sbout

Phnis medern giant has growm through

natural evolutlon from quite nodest beginnings. It is an offepring
of our slectrital snd electronic sga. Rudiﬁentﬂ oZ the art ware
developed in the Civil Wér with the secyeb wapping, by both aides, of
ﬁ@u@gyéph liness The use of radio communilcations, however, in World
War I probably marked the bsgimning of modezn COMINT.

Following World War I, the Army and Navy, in separate operaticns;
began to intercept radic communications of foraign nationa and %o
atudy and develop the related field of cryptology. Thess operaticns
w2y eaé@inued on a very nmodest scals unlil the outbrsak of World

Yer 1T whan the Army and Wavy essh rapidly swpanded its sfforis, The

sarting effors was eoubslandingdy succssaful and coustituisd a mosi

P>y

ggluable olemsnt of military intelligence. Ths wartims experiantes

polnted out, howevsr, he nsed for coordinatlon bedwesn the two sarvices

Approved For Release 2005/04/22 : CI?-RDP86800269R000900010001-0
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of technical information of valus in the decrypiion of intercepted

Such woluntary cooperation as wos developed during the war was obe
yviously inadsquate. After the hcassatlon of hostiiities, the Army and
Vovy ecombined forces %o form the Armed Forged Securisy Agency (AFS4).
This was a rather loose fedsreiion in which the director did not have

operational control, Despite his lack of suthority, considercble

progress was made in bringing asoud some scordination of effort balusan

LY

the two services. As ths expncieﬂcas of AFSA indicated grsater bens=

fita to ba derived from a tTuly unified operation which AFSA waa anable :
to davelop wi‘ch ita limited avthorily, aad in v:‘,aw of tha davelopmend
of =n Alr Pores b""I-‘If activiiy which was completel wjimsoclataci Teom
AF3A, a gurvay of -the situation wes made by a special commibtee aps

pointed by the President, known as the 3w mmell Comaitiese The regons
datlons of that commiites wers followed with culy minor variations

and the pressand organizabion of the N&uwﬂal Security Agency, togethor

with the poliey board structure to gulde 1%, hes noyd been in operation

for more than H¥Wo yearSo

The COMINT eff or‘-‘ has geown undar NSA. The nuiday of intercept

positions has fncreased in two years from Today sbout 25X3

mesaages ave intescepled each menth. The dal ly raceipis

of this traffiec axpiving by air courier in Washinglen amount to zboud

ane ton of paper in addition %o spproximately grouns of 25X3

snorypied radlo traliic,
Eepimates of intelligencs egencizs a3 tn the pevbion of finizhad

inbellizensa vhich is dapived from GOMI?‘:TC vary frem L0 poresnt To

rarrenh. Althongh theza estimates indicats that an dmportant alemend

Approved For Release 2005/04/22 : CIA-RDP86B00269R000900010001-0
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of some Tields of imtellipence is dependent upon CrVINT, the most
: 4

.

signifieant fect appears to be thab tha intelligense commwnnliiy, withs

ou'h. excepbion, was emphatle thet the COMINT product should rot be
diminished, but,on the conirary, should be inereased, if practicables
The present COMINT effort, mammoth g8 1t 18, does not accomplish

or evan approach a complete interesption of all foraign radio traffico

The program noW in effest calls for an-inerszas fron

nanned intercepd positions by the snd of fiszal year 1957, This in=

Gy

erpese 9¥ill will not permit complets coversge, bub it should cless

soms important gaps in the present coverage. The widesprsad dependence

o7 the modern world upon telssomminicadions, the contimuing stale of

cold waz, the wigid controls of %the police statas cf the Commmanis’

erhit, mad $he lack of other depsndebls information whieh would diselosse

the copabilities snd intentiozns of our adversarics combins o ersale

the nacsssity for & large-seale COMINT opsration. Teoday, sbsut
} & 2

individuals are engagsd in the collection, analysis, end disbzibution

of COMINT, This organizadion supplemenis eiher sources of intelligenee,

v

ineivding covert and overt activities. It constitutes a form of ine
surancs for the United States whereby 1% is hoped end sxpacied thab
sumn sdvanes vwarning will be cbialned concerning hestils acte and ime

tentions, on a lavge scals, of tha Sovlet orbile
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ACIMUNTICATINNS INTELLIGENCE AND SECURITY POLICY STRUCTURE

WATIOVWAL SECURITY COUNCIL

NsC omm.al Commithes
Lawﬁcatiom Iﬁtauwwcs and Communications Security

Saeretary of Dei‘ense
Secratary of State
sttovnoy General

o

G.5; Commmications Intelll-
gends Board (USCIR)

Dirvector, Gentral Iatelli-
gence (Chairman)

Q@“aﬂse (0fTica, Spzelald
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Stobe (Tnbeiligeacy)

Gantral Tndelligente Agengy

Fedaral Puresy of ‘invss‘&ﬁ HA
Biou

Wabdional Saourity Agency

sy (Tntelligence)

ﬁmy (Intelligence)

Air Force (meaa{gence)

l
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Board (C58)
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Stabe {Intelligence)

Treaswry

Federal Bureau of Tavestigation
Central Intelligence Agency

owde Enevgy Cozmlasion

Hational Becurisy Agency

teivy {Tntelligence)
Havy (Conpmumicabions)

 Air Fores (Cormundcabions)

¥ 7 i

(USCIBEG)
Albernzte members Lo
mambarg of UsSCIB

J50TE Execdeive Gommitheoe|

§ ‘ 3 [ A—

USE TEecurive Gonmasnes)

Alternate members to
manhers of CSB

EXECULIVE SECRETAREAT

—

SECRETARY OF DEFENSE
Office of Sposial Operatioms (0SC)

—

" HATIONAL SECURITY ACENGY (NSA)
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’ c:,em;a'mications sscﬁri‘by operations is graphically portraysd above
The basic direstives ssitling up this structurs a:s containad in Hasional
Securlty Couneil Intelligencs Direstive Number 9 (NSCID No. 9), dated
i}@e-:-.-mbar 29, 1952, for conmunications intelligence and National Seeurisy
Council Directive Numbsr 168 (N3C 168), dated October 20, 1953, for com~

munications sesurity. Thess dirsctives resultsd {rom the Browmedl

Cmrnﬁ%iw‘:.tea o

In this strueture, 1t was intended that the aap:m.ai Connittee I"cvr
NSC act upon basic poliecy natters and rasolva disagresnents waich "ia@
within the two policy boards under it; it peds as the uliimate arbiter
in cormanicstloaa in -dallz.genca and securlibdy matterse The -Comnﬁnieg@imm

.ﬂ‘&;elligénca Boazd (USCIB) reca'.’w@s for ite guidanes the statements of

(@]
Naticonel Intelligence Onjectives and Requirzemsnia Pormulated by the L3
) :
Direstor of Cm-nal Intelligence af after concurrence by e Intslligence {
Adeo*"“ Comaltteq, USC...B thereupon pub.a.mh v g Moster Beguivemsatw g

L‘is’*’a with aupplements, kahich 18 intn"mad to be the basis for LSA inter- § 2
cont operations. .

The Sacretary of Defonss 13 designated as the exacutive agent
urder the tws poliey boards, Mo has, in turn, dels sgated hisd audhoridy
mlaéing %o direction and centrol of the opera tions of ! Eél %o the
bssistant to the Ssevatary of Defensa (Speeial Operasions), and the
Office of Speeial Operations eonstitutes ths link between the Dsparimens
of Daf&ne@ and the National Se:ﬁurﬁ.ty 'Ageﬁcya HSA 1s ths a'gancy‘ wiich
executes or im’a'l"':- nbs ths ctimc‘c.wss and misglons which ave !iandad’
down b0 ib. Thwvough the 0ffics of Speciald Operatlons, thz Dirssior, HSA
a &an, whan appropriata, exprsss his vinws diraedly to the top echalaonm

within tha Dapayiment of Dafensse.

Approveg For Release 2005/04/22 T&],Ag%% B00269R000900010001-0
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Ths statements of National Tntelligence Objectives end Keguiremsnis

ave Fromed by ‘the Director of Centaal InmallwrQﬂcea with consurTensa of -

e P,

the Intclligé =9 dviscry Comnitien, in braadg general termsp but thaag

do not spe c"fically'stata which egqncj ghall do wnat particular task

-

agoncy, tnerefore,

i in the cnllertlan of informatione Each deparunent and

makas its 0w1_davision a8 o wnat effort :ikahall de"ote taaard each of

f'ﬁhé ;nﬁnlllgeﬂee objactlves and requiramentsa

U“CIB has epdeaver@d to cover all obieﬂulvea4ar r@gair@men @ wWith
.C“VLNTB but has been unaolc to caver the raqalremqﬁsa in stataments of
bneciiiﬂ %aska to be acCOmoliﬁked by NS4, In ph&cticag N3A rece i. 28 8
statemnsnd of objac?ives and priorities Lrom USCIB hhmcd conpare® in bullk
with %the Washington %elephone divectory. The baale guld 7 ce which W34
whus receives from USCIB 13 a Master chuﬁram,‘isLis. nich requires
.NSA tm. ?a?li@ exhaust ive informadion on every ccnsniax 1z subjest. I
ta??ﬁpﬂ@ eocnizanea of tna‘caﬂqsilﬁ ties and limi ﬁations o;‘h Si and re-

' ST wE S R R es )
quaate information far beyond the canability of thab agencyo It is

amplifiéd'by éiﬁ i Information Requiyementg Lists, _

USCIB is aware of the d*fflcult es impasad.én Nﬁi'by the acops of
uhe Waqter Raqu1reme1u3 L;sts and Tnformatlon quire e é'ﬂis Which
hava basn furnished that sgency and- USCIB hos, in recent montins; &b
temptod to formulaite more adaquate guidanes for HSh. I is too sarly to .
dotorming whvuher the new diractives will ba adsquals.

Bacauss of the failurs of USCIB Yo providse a clear rn_rarioﬁs a*ds*
Zor the Director, NSA, 1% has devolvad upon repressntatlives of ths iﬂuela

E ligeres community and NSA to develop ab the working level a plm for

%.t;a interception and analys"s'of COMINT, This has proved to bs unsabise
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Communications intelligence and communlcab 1 0ms pacurivy ave
~agognized a8 reladted facets of ualecowmmlca tiong, yet policy guid-

anca is determined by two boards ~ the Uo So Cemm..aa’sicns Tntelligence
Board for intelligence snd the Ue So. Comn mnicattons Securivy Board for

sacurity. Agency membership on both boards is essentially the sems, ex

cop that AEC snd Treasury are remberd of the USGS3 but do no¥ particlpats o

i

on USGIBD A 3ingle sacretax'lat services both boama and 1S4 is ths im~
plem:muing agency for both communications intelligense and communications

sscuriiyo 4 ' .

71 ORGANIZATION AND OPERATIONS

Orzenisation ef the Nationsl Sseurity Azency

K¥SA 43 the ogeney which exscutss or implemenis, in aceordance Wik

dirsetives from the pollcy making boards, the assigned cormuiicablons ia-
%’ll‘j.gencé and sesurity tasks and miﬁsiena , wnder the directlon of the
Secratery of Defense (080). The sgency is hoaded by a Diresior, cur-
rently a lisutemant general, U. 8. Awmy. It is composad, in 24ddidicn o
its haadquarters, staff, and support personnel, of three major eleomenie:
comunications intelligense, cormmunications security, and researsn and
davelopment, each under a Deputy DiTecioro
The egency &bt this vime is located in three placss - one paxd is

co~locatod with the Naval Securityﬂroup on Nebraska Avenus, Hashingion,
D.C., ond a secend pard is located with the Army Securidy Agcne
Arlingteon Hall Station, .ﬁvlmwﬁné, Virginiae The N3A is badly over-
evended 4in this situation and is consaguenily forced to operase a shlfs
Trom aboud b pems Yo midnighd, Thls unsatisfactory condiiieon will be
snadiad wnen the VSA 18 moved %o Fort Meads, Marylard, where barrasks

RASSVEH:Eer Release 2005/00/22 SHA-RRREGRI025AR0NIDE) 1000 1okl a5,
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‘5 member of that board). The broad migalon of NS4 in tne COMINT £iald

\

AppeayvedF osRelanse,200504(22 | CIAFRPP 8R200269R00690004000dred in
Janmary 1955, Ths move to Fort Meads should be completed about Dagembar
1956,

The Wational Seeurity Ageney 1o primarily a pmclu.,a* of infomw lon

&3 distinguished from ewalusied, mwwama ind \,,ulgancaso its po:n;- '?mg

thevefore, is that of a asrvics & qency to, and nob & menber of, tha Lpen
o N T :

telligence community. Ths Dire«:%or derives his missions from the intele"

ligence communiiy as repz*esentad in USCIB (bthe Dizsstor of NS4 is also :

T o e st

ie to intersept transmissicns emanating from foreign sources, to process .

that interespt (including desrypiion and tranalation), anmd %o dissaminate -

ths procassad COMINT %o authorized elemenis of the intelligencs zommunibye

It i3 2 act, howaver, that NS dcea produss for the intelliganss
commurlty mere then wievaluated raw malterlzl. Dus %o the tremsndous

at of

j2

2 oy g
@ &5

‘s’aluz-*ee of intercopt matorinl, NSA must winnow oub a gread de

.ﬂ

gorbilass - vhis 1s a prosess of svaluatlon. Beszause of the naturs of
much of the intercept, NSA also complles atudies which represant tha ag-
cunulated lmowledge gaived from a mass of individually insignificant mese
sages. This, t00, involwss evalusblon of the material and ths daduction
of conclusions; it is done by NS4 rat h@r than by menbera of the intslli=
gence commun’ty simply as a matier of sypsdisncye Regardlasa of ths
et that NSA conducts soms intslligence prosessing, the rezeipisnis ef
its product are respensible for its evalvatlion in the light of suzh
other information as may be availedle to thame |

Tha Dirsstor of NSA is nob 2 wember of the Intelligenca Advisory
Cormidttas. Ho is atrongly of the opinion, howsvor, that i3 saould ba at
Logsh a nonevoding meabar in order thab hs mi fz}“xt wndersband ths notives

ard veasons back of the directives hz vecsivas Irom USCIB, to aszis? ls

Approved For Release 2005/04/22 a,-)ng 2 §’§§800269R000900010001 -0
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his exercize of judgment in the dayoto=day declsions which must be

nsde in dmplementing the broad dirsciives and prierities recaivad

 Prom USCIB.

COMINT Operations

pogiticns, which number had been increased in Hovember 195k o

The COMINT missions of N3A econsume its major efford, both a3 to the
nurber of persons engaged and es to the funds invelved. Virtually all
WSA personnsl ara located in the Washiﬂgtong DaCo ares; subordinate heads
guartera, relatively small, are loecated in tha Unitgd Kingdon, Europse,
Alzska, the Far East, and the Pacifis (Hewaii). The sciual intearsepticn
o? solecemmunications is accomplishad in the field, almosﬁ‘en%iraly-
overseas (Ineluding Alaska), by elements of the ﬁrmy Sgeurisy Ageney
{4847, tha Naval Security Croup (NSG), and the Air Forcs Securliy Sere

vice (AFR3).

Those oryphelogic services in Cebober 1952 maintainad manns

and is planned %o reach in June 1957. Thass positions ars presently

gronped in inZzersept stations which vary in siza Ifrom 8

singie positlon W a8 many aa[:::]positians of various tyras sapablse of

copying manual or automatis HMorss transmissions, radio printer,

radic talelype, amd volsa. 4doud goparste mesaagss are

intorsspted svery nonth in addition Yo zbont an egual amourt of operators’
L

ehatier snd other transmissions which are nod strictly messagas. The

vash bulk of this trafile, amounting %o of papsy per day,

is pant to YWashingion by air courdsr. Traffic of a mors urgent naiwra

]

is sant to Washingbon Ly radlo. Tha NOA communicabtions center hes[:::]

direct on=line circuits, with stations or headquarters having other

dirsch on-lins eircuiits, which thus cconnect NSA with a todel of
Approved For Release 2005/04/22 : CIA-RDP86B00269R000900010001-0
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gtatlons or headquariers. In October 1952, the MNSA communicatlions
ecntar handizd a daily averaga of about 932,000 groups, and in Oclobem
198, of about 1,271,000 groups. NSA receives or sends abeut 70 pere

eent of all encrypied traffie flowing in and oub of Washingtum. It is

expscied that the persormsl strength of the four cryptologic organisae

tions on June 30, 1955 will ba:

fied Air Force cryptologle unlia designated for thai nurpose. W

The Director, NSA, is authorized operationsl amd tecimisal eentrol

)
2N

3

é

rnits of the threa services. He has delegated cpsrational control and
vespena ivilisy for processing the intereept in sBome instances o a majos
cryprologic organization of each of the three armed services in Xuxopse

and in the Far Fast. He also has delegated responsibility for the leng=

range Soviet alr fores vo the Commanding CGeneral, Ue So

Aiv Foree Security Service, together with operaticnal eontrol over speci-

itl

s 8

-y

what one exception, neither oparational ordars 1o the elemen®s in the
field nor the messages whieh they intersept ars passed through the heede
quarkers of Army Securily Agency, Navel Security Group, oxr Alr Forge
Sscurity Service, wnich maltes thoess headquarters administrative, nob
operatiomnal. It is the plan of the Dirsctor, NSA, to effect furthsr
desentralization as repidly a3 the elemenis in ihs field‘are sufficisntly
yrainad snd equipnad. Approximately %waiva procassing pfoblems havs besn
given ©0 various stabtions and groups located outsids continsntal ﬂnitsdr_
States. Ths purpuse of decentralizaiion 18 o procedd intersspt mabexrial
2z far forward e3s praciieabls in ofﬁer to expedite delivery to f{leld come
nongpraved FIRARERES0SRAES Y CTAIRAIEH0ATR0AE068806 T 906D B0 Fotuee
13 ' '
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+d suech administrativa control 2s he deems necessary over the erypioclogic

25X1
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the voluma of elsctrical communicablons to 2nd from Washingdon. Dscans

izatlon of processing has the effest of daig
of the ireffic which is processsd cvarseas and it results in some dup-
lication of effort. However, the advantegaabcf degentrallisation of pro~
sessing to stations which are capable of performing that funciion appear
o oubwsigh the disadvantages in that the economies of centralized prow
cessing axs less imﬁortént than the reduction in time of delivery of in=
farﬁatiam %o the field commanders concernsd., Furthermore, the reduced
burdsn on communications %o and f£rom Washingten would provide aconomies
of congiderabie imporitants,
B The matter of operational control over iuntaercept uniis appaarg o be
tha only serious poimt of disagrsemsnt betysen momeers of s inlslligenes
community - apecifically the Wavy and the Air Foree - on the one hand awd
{SA ont the othey. Tha chiefs of int@iligenﬂa of tha Nevy and the Aip
Force have exzpressed a desire that NSA issue only missicn-type orders wo
the chiafs of the thrae cryphologic servicea and that operatlonal contreld
of the intersept units (with certain positions reserved vo NSA contrel)
renain with those services. [t was, however, guch a relationship ia-
the Amed Forces Seeurity Ageney (AFSA) that demenstrated the need for
the reorganizabion résul%ing in the ereation of NS4, The changsz in
oparational control propessd by officers of ths Savy and the Air Forecs

25X1

ignores the conflusnee of servics interest in intercept f{regquenciss as

illuatrated by the following:

L Approved For Release 2005/04/22 : CIA-RDP86B00269R000900010001-0
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primary interest in COMINT; (3) eperabions ave nob economical or ef=
Faptive when come Soviet lionks heve to be copiad THo or thres bimes ‘; and
others not at all; and (ly) NSA alene hes the mecessary machines énd'tha
technically qualified pevscnnsl Yo process soms of the mors sophisticaied
©4intercepb. The present orgenization is designed to give field commandexs
the information which i3 of concern to them directly from the intereeph
unit which receivas of first reads ths intercept at the same time thad
the infermation is passsd %o NSA. The point frem which such information
38 disseminated, through Special Saeurity Offica% ehamels, is the point
at which the intercept is processed, and, under ths NSA plan of decantral-
ization, is the farthest forsard prachicable, wilch ls deternined by the
availability of qualifisd persennsl plﬁa the degree of sophiaticatieon of
the inﬁerc@pted systens J

The Diéectorg NSA, exercises operationsl conbrol over the salecticon
of locabtions for new intercept stations, but hes not conducted inspections
gither hefore or after installation of the interespt stations and thare
sesms to be a gusstion as to whether hs has authority for such ingpections.
Some fixsd stalions have been laid out in the'pasﬁp espesially in the
period before esteblishment of NSA, in such marner that maximum efficienay
in int@réepticn i3 not attainable. Loss of efficieney has bsen brought
gbeout in some instances through establishment of a atation intended %o
serva both for normal service traffie and for interception of COMINT
traffice In other instances, the intercent missibns have been changed
Yo dlrections for which the original layout was not intended. WNSA and
bg cryptologle éezwices ave sware of these and obher lechnical provlems,
but difficulties have been encountersd, and not ystb completsly solved, in
'thmaWR@Teméo‘é%ﬁziﬁ%ﬁﬁﬁ?PssBoozseRoooeooo10001-0
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Position of the Crypbtclogic Services in the Armed Forces

Tha.pasitions of the three crypiclogie servicas in the Armed Peorces
are all different. The AFSS 13 a separate command of the Air Force,
directly wnder the quel of Staff, on the same lsvel with the other major
commands; the ASA is an agency of ths Army under the Assistent Chief of
Staff, G=-2; and the NSG is umdsr the Chief of Nawal Intelligence for
operational. ccwtrol and the Director of Naval Communicatiors for ail
other matiers, including personnsl and loglsiics. The importancs of the

organizational. structure extends far beyond the position on a charte. I%

is of primary importance in the cssizmment of peracnnsl, which is so
often a compromise betwsen conflicting interests. The cloak of secrscy

which necessarily surrounds the crypilogle services has keol the personnsl

offices of the Armed Forces in ipnorznes of the true lvportancs of such

‘asaignments.

The matter of logistical suoport also suffers when 2 miner cormand
» agency has to compete against a major command in the fagss of an cversll
shortagsae

Spacial Serzurity Officers

In order to provide a link whereby COHINT may be passed to commandars
who have need for such information and have been speeifically indoctrinaled
and cleared therefop, thers has been establishsd in each of the Armed
Foress a system of Speeial Sacurity 0fficers (5S0). An S50 de%achmsnt,
consisting of one or move of ficers together with enlisied assistants, is
located 2o as to form the cormmunications charnsl betwsen a .crypiologic
procassing wndd sod the headguariera whien thal unid supporia. The S5O
iz acbually a member of the cryptologic servies, nbt ei the supported

co&ﬁmayegxﬁpﬂ@ei%ﬁ%a%ﬂgﬁ@ﬂazwl@cﬁ@@ﬁ&ﬁo%@mm{iﬂﬁwﬁmdl‘ the suppoxted
L
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. unlt and may, € so.desired by the supported éommanderg-ssrv@ 83 an ad~
ddtionsld ‘mem.‘w:c .of the lavker's inbtelligence .division. -The S50 iz
vcapon&ible for advizing the supported cormandey regarding 2all sscurity
aspeets of. the COMINT delivered to the commandsz. |

The Hecipienits of COI-iINT

i

There is established within the office of ea agh of ‘the intelligancs

- community recipients of COMINT (State, Army, Navy, Air.Force, and CIA}
a sdp-:aaial COMINT seection, sastablished within s sscure area and all of

0y

 whose personnel are cleared and mdcctrmat’ad Poxr COMINT.. It 1o the

. fune uim of these sactions to recalve; e eveluate, end regommend action %o
b2 token on the communicaltions inbelli genca wnieh they recseivs frcm 34,

They correlate COMINT wiih other rzfoma's;icn and \orepaz*c:n :muel'l igenca

Fa‘,’*x of thne intelligence apenales mentloned above als0 maintaing a

ioison detachment with NSA, physlecally 1092. ed adjacent. to the preodushbio

element, but with some reatricticns ﬁpon 't,heir' access to individuals ad
4he working levels. The COMINT sections -mehntioncad é,bcva‘ reteive COMINT

tl’i:mugh thaa'a 1iaison detackme*&ﬁs' and alsn through direct ~telat1 lires

énd mEEgenger 337"71::9 from NSA %o the COMINT int Blifmnc° ae:e*io*zso In
pr:::za“;zﬂ.r:@;, ﬁhe lﬁ.aiéon datnchments knew w"xat'is; sant to thair respactivs
intellirence offices, dub the actual % ansnissmn I‘ﬂj pc.a* dizest Irom
" the NSA »produbtioﬁ'-‘elemnts to the immlligancé'officesa
The pipeg, miqsiom and nperat.i*ns of these Fiveé liaison detasimers
vary cbmidcarablyo icm small detachments autdbliahafi for the purpese of
f"i;'.:j;sm";ivzg wabual amdaw;es randing betwasn the fers ingars ond resipienis of

COMINT: shrough the obigining of answers to apzcific ouestlorisg irdicabing

© ~‘. $] w%s*a Purther information is dssirad, and assisting tre intelligsnes
prove For Release 2005/04/22 : CIA- RDP86800269R0009.00010001-0 '
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[ szencies in thelr uti 1zati-an of COMINT, all but the Siate Department de=

[ tochmens hove gredually g::c'».-u ad assumed sdditlongl
* the Alr Fores detachmend, usm’ﬁmally, i3 now preparlng intelligence re-
ports in final form, and other detachmenis ara doing original Wolke

Three prioritiss commitiees have been set up within NSA, compesed of

merribem of NSA production alements and membem of %the liaison detachuants..
T4 was intended that these commiitse2 serve as gfoups wherain the NS
tocimieians would be kept fully edviseds of the reasons uaderl; ying in=
 formavion requirementis, so as to assist in the ercival ab lozical deam _ ‘
eigions regarding NSA operations, and the lialson daw: achments would be
kept advissd a3 to the tecimical n*plem:maa.,m-x by N84 of tha UBCIE pe=

)

quircmendS. in practice, this hos not been gsatvisfactory o © eithar partye

W-mww.———-—-— \
-

Becouna of iha fallure of USCIB %o provide adagualte guidance to NSA in
' the forn of tasks and priorities, thess commitices have atlempled To
£ill the void, NSAI, howsver, has not reseived the
the 1iaison detechmente, peszsibly because the latter ars too Pax rrém
roved from their chief of lanteiligeneam and ars 'mab .2 to reprasent his

poin® of view. Thsse commibiess have been unzhble o agrez oa what predusts

’

2,

aliminate or c’urm in ordery to cbbain more of another produst and %the
1! 1353000 datachments have been unadble o make dselslions bzzed cn an overall '

- appraciation cf the intell:gencv prequirements = their viewpoint hsas besn

3
i
.
I
i

400 regstricted. Inm this situation the lialsen detachmsnts have attempied

Ly

to erart a direct influsnee on the operaiions of WSA throug: contacts as

by

the working lsvelo

-

: i conslderenle degrea of frichion has developsd betwesn the lialson

)

! .
Q " datachments, or scme members of those debachments, on the cns hand, and

wembers of MSA at the working levels, on the othsr hand
Approved For Release 2005/04/22 : CIA-RDP86800269R000900010001-0
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Phe presently authorized strengths of thess liaisen deiachmenta

airas

. 25X3
Ay : :
Navy
Aix Tores
CIA
State

-

Tobal

The present for duty stzengths are slightly less.

ports rendered by NSA fall inte itwo groups - intelligsnce Te=

=2
e
w
4

poxts which are intended for the intelligenca community =ad technizzl vae
ports which are designed to ald the initarsept and znalytizs persomel of
the eryotologis services.

The intelligencs reporis include spot roporis subnmltied by intersand

wiihs oF NSA whenever information received or read iz considsrad of gyl

ficient fnportanes o warran

rY

mmediass attention of ths Fisld eommanda:

[4
N

or “he intelligence communitys 0/CIN's, which are wsslly raporig sonbain-
ing a fusion of information devsloped durinfg the pericds and spseial Toe
pozis, which cover a wids fisld and are based upon stuadiss, sam—:atim?
ovey a period of several menths, which develop informatlon from a large
nass of in‘temépta he individiual pieces of which arve of no significance.
Spacial reports are developsd in accerdanecs with the requirsments of ths
intellizense community snd may, if desired, be keopt up %o date on a
recurring raport basis.

Technical reporss cover matters such as redio met diagrams, call

o signs, identification of code systems, information aboub Lranamitiers,

The NSA Toshnisal Support Catelog of Desemder 1, 195k, which imeludss

hoth intelligencze ond Lechrdeal reporis, Lllsts 528 reports, of which tim
Approved For Release 2005/04/22 : CIA-RDP86800269R000900010001-0
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great majorlty are recurrings

e COAINT Produst

- 411 members of the intelligence community have expressad an apdent
dasire for a constant flow of timsly translations of messages of the

. Conmmmnist orbid wbich nT.'Lll be indicativa of future plans and intentions. _

Ovxr successes in rea.ding Japanesa snd German high~level trafi‘:.ﬁ during

World War II and our sucesss in readi.ng, a large portion of BRussim Com= /

25X3 e . rundst intil 1948 have Ied the xecipients of COMINT /

4o expect a conbinuatiom of such successas. 25)(3

25X3

- The mi‘ecuivl.ness of CWTIHT is pr:‘maﬂ.ly debﬁ-‘de'zt on Loo-leveld
i mathzmaticiana, crypwnalysm, ayaomns ‘enalysts, and other types of proe
fesaiqzzal necple. . There sre extremsly few individuals today who combina
"-.éahigh Asgree of lmowledge and skill in all of these fields. An increased-
‘ 'gfi‘or‘r, 2'.2’1.0218 problem area, therefors, usually demands some dimimmtion of

effory in enother, and the Dirvestor, NS4, has experisnced difficulty in

progarly alloveblng is bop=ilight p= raomel bueause of Lhe exhavstive
@) requiremants levied on NSA by the imielligence agencigs.

~ Approved For Release 2005/04!%%,:égﬂ@P86800269R000900010001-0
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P DT S . R [ o] o
Osmmunioatlions Sgeurley

“The basie directive for communicatlons ssourlty (Gﬂﬁéﬁc) is NSC 1680
N3A performs its COMSEC nissions through the procuransnt, manufacturs, or-
printing, and §ssue of certain cryptographic egquipment, dsvices, and pgbaJ(
1ications, or epproval of equipment o systems; through the publication -

of policies, doctrines, and instructions governing the use of crypto=

graphic material; and thrdugh supervision of the manner in which erypice

graphic material and systems are used by the various depaybtments and agane

5] C

cies of the Coverrmeni. HMost of tha cfyptc?raahic devices producad by
“NSA ave actually manufactursd by private indusizry under -contracis with
MSA. The agsncy itself'manufactures cevrbain top sscred parts of these
machines in a preduction plant operated within its oun area by ‘ig own
personnel: those critical parts sve later inserted in the wacnings buils
.undaf coniract. WNSA also operates its own printing and reproduction
plant for the pradﬁctibn of cne=time pade and other highly sensitivs
crﬁpt@g?aphis materialo |
| WSA, furthermors, has fuifilled certain commliments ‘of the Uniled
" States o the North Atlantic Tready Organisation conseining'ccmmnniﬁam
tions gesurity. o . 7 oo

Tre materisl end systems used by the departments and agencles of the
Federal Governmeni are believed to afford adequats communications sesurity
“and are of sueh nature thad errors in their use probsbly do not permild
Zhe desrypting or reading by vnaubhorised pertons of.more than Lhe ore
mSsygre oy pard sheress involved in each errow or violaticn of sasuriiy.
However, numerous tests nade by communications gssurity pesrsonnel have

dlsclosed that great guantiiiss of highly valusble information not awaile
Approved For Release 2005/04/22 : C}I-A-RDP86800269R000900010001-0
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®

.. ltpaffis snalysis and mesasages sent in plain text. In this latber respach,

aple from other sources ars available to foreiga goverrments through

!

! . '
coo o | the United Statea should be presumed to have a very 19w degrze of ceme

|
|
1
}
|
|
g

“munications geeuritys v . s : o
. Tha Dirsctor, NSA, has recognized this woskness and -has initiated

ae uicn bo‘sard the development of squipnent %o make 9.11 tale-ummnicauicm

- gecurs. This is a lengerange research and dovslopment. projess, however;
and provably will not be completed in less then five ye&rse Our prezent

sommnications facilitles camnot cepe with a much greater load than they

_now earry in encrypted trafiic..
I addition %o the probabla,ralssaaa of valuzbla informeilon through
fraffic analysis and plain text messages mentlonsd ahove, aetual braaches

of sacurity involving erncrypbed sysiems have cceurrad and prasumably ars

gs

3410 ocourring. During the twelve months from Mareh 1, 1954 to Pebe
u 28, 1955, 1,331 casss of posalble compronise of tel ;:cmunicaum,‘s

were .raported to NSA. These casas included 850 pozsible eryptographis

2

compromines, 201 possible physical @omprcmiséa of  eryptographic informa-
tion, =md 220 possible compromises of COMINT dus to transmission ine
security. Of these possible ccmoromises, NSA concludad that there waers
23l probzdle compromises. An evaluabion of these probable compremisas in-
dicated that there wers 26 eryptographie compromises which provably re=
sulted in the compromise of 23 single messagea, the compromise of ons day’'s

tralfic in eack of two systems, and the compremise of oms aystem normally

wsed for oms month. Possible compromisas, other than erypiographnic,

H

PRIV Y
LLEAPRE)

L physical compronissa {suposure of codss, ksys, or p'cb'i ications )

@ . and 1Ll cases of transmission #nsef'ufiby (of which sbout elghty percant

s
3
5

e cparators! errors).
pproved For Release 2005/04/22 : CIA- RDP86800269R000900010001 -0
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When compered with the total number of encrypted messazss irande
mittad, the mnker of possible ccmpl"omisés is =n exv‘;zfamaly anall percande
ags. The possible intelligenca value Lo an urfriendiy powsr derivsd
frem the loss of communlcations seéurity in even 2 Faw casesd is not Sua-
ceptiblie of accura’oa_evalua’bioné it céuld ba of great valuae

The Director, NS&, does not sctually monitor United States trans=

missions - the monitoring is conducted separately by each service or

agoncy. Neither dces he have autho 4y to seb standarda cn transmission

sseurity. It does not appear Yo the lask force that he should have authore
ity to oztablish eommunications proveduras, which necessarily vary among

the servicea and agencies. Consideratlon should be givan, howsver, %o

the possible grenting of aubhority o the Dirsebor, N34, to prescribe
minfimn stendards for dsvelopment of communic atione procedures whieh will
provide and majintain securily of transmissionz. Such authosfi%,y, | i£
granted, could be subject %o vreview by the Communications Security Board.

411 violations which could havs resulted in a compromiss of com=
.munica'tiﬁns sagurity are reportsd %o the Dirscior, NSA. Disciplinary
actions in connecticn wli‘bh security violations are the responsibility of
#ha Director, HSA, only when they concera NSA personnal. Sueh actlona
veken by the chiefs of ths thrse cryphtologic services concerm'ng
' thelr own peraennel without reference to WSRo

Eromining the metter of communicabions security, which is intimately
connected with intelligence and par‘bicula::iy communicaticns intslligenca,
4 soon beecame spparent thal commnications sesurlty c:ahno‘z be viewsd
alons, but must be considered a3 pard of the envirs talscormunications

Pleld. In this wast £isld thers avs many cormitises, boards, and agencisa,

Approved For Release 2005/04/22 : C}4-RDP86B00269R000900010001-0
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ecach concerned with some faced or segment of cormunications, but they
cooh 1oh oled together in a conrdinatad effort. The Talscor municabiona
Plenning Commitiee,; under the Office of Dafensa lcbilization, is iths

neavest approach, spparently, but 4t does not f£ill the vold wnich now

A -
fxlatss

e b 8 i

NSC 168 doas no% ciL. arly define the msao"xs::.blliﬁg and autherity of

the Dirsetor, NSA; end insu that the en-bira subject of somunications

e i

\ sacuridy is sdsquately coveredo

Internsl S@eurig,j : o

Closely relatad to communicatlons sagurity is tha matisr of interasl
_gsacurity of NSAs; The physical areas in which COMINT iz prodused or held,
normally, are restricted arsas to which peryscne ars admitisd cnly whan
properiy autherizada Cornmunicat:uons concerning COMINT are trds'::i’t.mé
ci'&i‘zsu a7 courier or by eleciy icgl tramsmissions uaing spasial erypiog grapnie
devices or codes restrictdd soisly to O"IIB‘TO

Perscnnel on du*ty gith or allewed access to COMINT are given complate
sagurity clearance and indoc srination prior o com mencing such duty and
thelr security records, including a Nadional Agsnsy cheel, 2re swNs2 mmn&l 7
roviewsd at five-year inmwalso Complete £izld investigeiions have not
beon rageatad at five-year :1:1tqrv lso Duz‘ﬂ:g, the periods between revisys
of records, N3A conducks an sducationel progrsm to remind its personnal
of the saesurity aspecis of thelr work snd to urge 811 individuals to
report all violeticns or suspleious gircumatanceso

3

Tha number of American individuals now clearad ;E'ar COMINT Pollowss

EyLn

Lt

nr- DAY
e R
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Reeipients of COMINT 25X3
Producers of COMINT (eryptologis ‘

peyvices)
Speeial weather serviece per-

sonnel

Civilian ¢onsulbants throughoud
tha Unitsd Statesz

Total

Thess numbers are so large as to conatitute a canstantrdanger %o the
sseurity of COMINT operations. The steady bturnover of personnel in the
COMINT activities'resulta in the continuous Flow of Jarge numbers back '
ts " eivilian 1ife throughout the United States. Survelillanee is nst
maindained dvar thess eiviliens after they have lefd NSA service. Bee
cause of the obvious threat to the securidy of COMINT craated by the
- large number of persons clearad for such informatlon, vs&ious Me3IUrey
Ihave been dovised to minimize this dangers |
In the first place, all individuals e¢leaved fbr OMINT are no%
granied access to ell &DMINT matteray the “naed?taoknoﬁ” mle is applied
throughout thse operation. Sirlet compartmentation 18 malntained through-
/  oub NS84 and indiwviduals are permittsd knowledge only of the speeifie
.fields with which they are concernsd. In the intelligonee community,
cerialin aécticms ars established for the rozeipt of COMINT and it is
2he responsibility of these sectione to msld COMINT witd information from
other sourcss to develop The completa inbslligence products.. If this
product contalns information derived only £rom COMAINT, ths product Fe=
_tains the COMINT classifization, bub if COMINT msrely corrsboratas ine
formation from othg; sources, the COMINT clagsificaticn is not reéuiraéo
Thiz compayimsntation and resitristlon of COMINT to cartain spseifically
claared individuals constltutes an impediment to the development snd use

JAppravedEor-Releane.2008(04122 (HABPPEFR0R269R60090001D08 1< ideas, bub
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it =y Wa s to be & necssaavy prise o pay for the securily of COMINT

opevations. Ameng the h,687 racfzmu ts of COMINT ars approximadely
2,200 membera of CId, A Jargs por"oion of thesz ars conceyned only with
plain text traffie. Although these mdiviaua«s ave cleared for COATNT

without restrictions, in practlice they are given only the plain text ai’w

Pie with which they are dlrsctly concsrmedo ' The largs nuroer thida cleqred

for COMINT may, cmsequentlyg not be guite as alarming as a fimt" glance

would indicats, but it is nevertheless a potential danger o sacu'x‘-i'tyo

IV RESEARCH AND PLANNING

Research and Develonmend : A

The tremendous volume of intercepb which is receivad by KSA nalw.asz
it imperativa thau meximum usa be made of machines %o regnlrﬁ:e.c:{* s:aupplao
ment manpevss. Great uge 18 being wede of Internabicnel Busirsss Machines
in ordar to ssleed out and bring together infornation of any particular
catagory. Without such aomdard machines, bhe bime and lsbor involved
in searching through millions of messsges for pars ticulayr bits of informe
ation would be prohibisive. These machines are ussd you‘binalj ;'m»:the
analytic processes of NSA. |
Theve is also a mqassii&y for elsetronie eommztefa and analysie
machines to do tasks in the field eof eryptanalysis in the efford '?:o read
encrypiad messages. This machine worl rapresents milliona of man hcurs
and pevmits work of & magnitude whleh would obhervise bs uttecly impose
gible, Scme of these tasks, which ars sxtremaly eomplicated, c:-:n. b
periovmad by gsneml—pumoae elzcironic 4::ompu.,¢=_'rsa whereas for some
taske, apecial-purpose com puters must be designed, tesuc—d, and constructedo
ESA now haa nins gs ne*'alamumo“@ and s:. xteen spasial-purpose mgcl‘*@maa

Approved For Release 2005/04/22 : CI@@BDP86800269R000900010001-0 ;
TOP SECRET S




Approved For Release 2005/04/22 : CIA-RDP86B00269R000900010001-0
TOP SECRET '

which is by far the largest and mcsb conprehensive eollection of
- elestronic computers in this counbtry, and, btherefore, preswashbly in
the world. Our eryptanalytic effort would collapss withoub thamn.

In the development of thezae electronle ¥brains,® the nead is fizss
deéarmined by cryptanalysté aéteméting to solva a particular sysiem. I
a gurvey of available, existing electronic machines disclosed that thera
is no machine which can do the desired work, and tha problem is of sufe
ficlent iwporianee to dsmand its solutlon, the Research and Davelopmers
division i3 ealled upon o dséign a maching., I a general-purposs nashing
som bo designed so that it can do the requirad task and also other tasks,

such a machine will be developged for tls particular bask. R and D makes

use of ths entire eleetronic industry in its development of new electronic

There 1 also a need Ffor the dewelopment of speelal eguipment for
the interception of msosages as forelgn governments pub neﬁ types of
transmiesions into use. In this £icld, B ahd D wovks clossly with the
£leld a3t boards of the three Armed Forces.

Up %o snd ineluding fiscal year 1955, appropriations for R end D of
NSA have zun batween 13 and lh_millien dollarg. These sums have been
adequate o meet the needs. Tt takes two or three years, or mwa, from
the Slme the need for e machineg bacomes known untlil the machine con be
developed and put into uss. Decausa of this time lag, it is imperative
tha?t through research and davalopmentglaided by the very bast talend
available and by adequate funds, our development of machinaa and equip-
ent bo Kepbh euesd, insefar a3 practicaeble, of the setusld nseds in order
that the final producd of MSA may ke both timely and adequatao The

crApPERNEger Releasa 20050412256 ARDRISE0N260RID0090 10004 -Ceep cone

Ped
73,




Approved For Release 2005/04/22p @W86800269R000960010001-0

akead of its adversaries lest it gradually lose its ahility

phanhd
so plesm intelligence, which is npow ol inest n._xb‘l.ez valuz, from the £iald
of telecommunicationse .

Research emd dsvalopment . are also conducted in the Tield of com=
munications saeurity, 1ea.ding toward a highsy deg ree of socuriiy for
‘all telecommunlcat.ism o -

War Plana ’
War plans are prepared by MSA in conformance with the wer plans
prccuaed by the JCE':; there is close collaboration on the working levals
batvasn NSé plans and policy persom‘ml and the Joint Staffs The three -
service eryptologle a,g;a'xcima .,hen--pm;;am wexr plans based updn the WS4 -
planss The NSA olans take into considaration pr‘e'éent capa‘oi.li'ties and -

S

future requirementss An effort ls mads co Loy ragast the requirernents -
five and ten yemrs into the futumn. Subd scmunu bmgw tar g“u are bassd
upen the current war p an, with adjuatments made_emh years  Planz have

been issusd ?;o the orersess CO\II*‘J T commands to effeéct the tvransfer of

; O
ne evaEilv 0%

cr

operabicnak control to direct suppord opera‘clcns in i
heatilitiess -

Alternate Sites

The firet echelon of NSA coh.r»mcecl its move from Arlingion Halld

gehelen is sechsduledto move in June 1955, and the move should ba compleled’

P

by Dogerhor 1956¢ The pressnd glternate site for NS&, in the event of
disaater, is the University of Maryland, and soma communica tion faeilizies
Wave bDasn Jesialled thers. U534 is noy in the process of sslecting a

nore distent site wit nin 75 miles of Washingtons

An alternate site for the COMINT communicatlons center in
Approved For Release 2005/04/22 : CIA-RDP86B00269R000900010001-0
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. 0 ‘ ties have not yet been installad.

¥ PERSOWIEL AND TRATINING _

'ma effect iverveas of our O mu ci‘i‘orus Gepznds u ult .,sly upon

the suppert of the Departmn oi‘ the Ammy, Navy, and Alr -Force, ard,

more specifically, upon ths azficmncy of the th@ee cryptcloqie sef"ics*-sﬁ
. Al"ﬁhough NSA nxarcisss operational eontrol and provides'taehmcal sup=
‘port, the erypioclegie services pmvid@. the p\,..smmal :.,..ﬂd facilities,

_ gonduot the tra,inlrgs and provide’ 3.ogiarcz.z.al support. COMIRY staris
it the -interf;:apt ‘operator, snd he is tha vealead 'L.wk in thes produciioﬁ
ehaine

© Pnis weakness can be traced-to conditions which are not unigue to
- %he COMINT sraa, but rere they are egpseially sevlous because of ‘th

. gensitlvity and importanea of COMINT %o the national qacumfayo The

United States 1s stiempting to maintain a tremendous COMINT -effort, with

. vhs base of the pyramid eomprised largely of ralatively inexperisnced,

. semioskilled oparators enlisted or drafted for too shori a term really

to expect maxlimum or even aaceptabla gfficlencys

Phis same weaknsas extends uvpwerd through the noncommissioned amd
;m;n:mf of ficer grades, resuliting in a'lack of ighly=-skilled guidancs

for the semi=skilled opcrators.

lsceuse personal intagrilty, sound judgms")tp and & hion. dagree of
tenhnical ekill play am sbnormelly important part In the produc tion of
COVINT, the pevsonnel essigned to NSA snd thy three erypiolog s -8
- should ba of high quali‘hjr end should wvemain in the esbivivy £

@ : pericda. of sevrvice, This

g..

fars apecific 11y to tis intaeresst ©
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tha cryplanalysis, the traffic analys tsg and the subar"iso and diye
seunrs of these individuals. Paoausse the work 18 higb épé l.ll%@d ﬂﬁd
there is no field of aimilar natura outsids of tha COMINT finld ileelf
- from which personnsl may'bg drawn, all of the psrsonnel sre Lrained
after selecticn for auch“dutya' ConSequentiys wheiber an individgal is ;
a civlilisn or memoer of one of tha nilltary services is of sacondary
1rnortaneao Within NS4, one-ﬁhl of the persomnel ave drawn in-egual
aumoers from the three military services, and individuals ars assigned
%o duty in accordance with ihelr caaabulmbigs and experiencs and withoud
regard to military or eivilisn stawus. The situation within ths thrse
militory eryptologle services is different in that the pe**eﬁral are
almost endirely military, with civilisme limided %o duty in continental
United States snd Llargely to adminlstrative and malnie anas Guties. ks

COUINT offort sulfers from a nomal Swwnover in the lowsr gradss of

jeiwilien persommel, bubt especiaily from the pagid turnover of miliiary
srsonnal. There is a relativaly small mawber of military persormmel

“who have gerved successive tours of duwdy in one of the erypbolegle &er=

1 vicas’ soms of them since bafors World War II, and-iness h¢¢Viaaals are
o 2 ?

. of grant walue. Although the militaxy pargonnal theoretically serve

(Y

.a

‘minimum touwzra of three years with the cryptologic sexvicss and the
Direetor, NSA, has the authority to acecept or disamprove bthe salestion

NN

of officers orior to thelr assigament to NS4, in practize a considersble
mumbar of tours exe curtailed for various “eaasﬂug inciluding relesasa of

“dndividuals from military service. A ¢enspicuous example has opccurred

in the apslgnment off Reassrve ofiicers o the crypbologlie sarvicss for

thely two-ysar tour of active d"°y following graduatlon from ROTCo Th&sa

o RprEveaiidr F&l&?&%ﬁ%’&&% IR W&@Bbﬁ%?ﬁo%%%b%o%oﬁe@ a0 of to
&
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to four monthe, and senb %o achook, lesting abond 8ix nenths, after

.

shich biey recelve onetbe-job trainding. Their produchive per ricd of

ol

service thus is normally less tham on® yesre This 1s an exitremely waste-
ful uiilization of such persomnel. A similar situailon exists with va-
~gard to enlisted men drafted-for. two, yeérso Such ren wno bacome fge;zteru,
capl operators after clearan@ag--_"cré.ming;, and shipment overseas wsually
have about eight months of productive servﬁ;ce and they seldcm besons

renlly expert in their work. The pereenvags of Reﬂvlav' officers in the

cryptolopie services is extramoly smallo

The'prﬂhl,Mﬂ arising out of the instabililty of éervige of military
personnel are nok, of courss, Limited to the erypiolegie services, but
those problema ars eapacislly ac n&@ in these ssvvicas, Thz crgptelegie
servicas must be given more Lavoreble treatment bv e military deparis
ments than has been dons in recent years. 1?:1":&11 ala wmust be spaelally
selected: for this duty end they should be rewarded scordinglye

The relatiﬁely moxe shable pericd of serize of eivilimng as ¢ e

pared with militery personnel has led the Director, NS4, to replase the
" latter with eivilisns where practiezbles One statlon, nammed only by ‘ .'le:.'
eivilians, has been in operaticn for several months snd is considered

one of the better and more successiul interszpt stations. With the

suceess of thad station in mind, the Director, NS4, has recently
liﬂiﬁia‘t@d action ‘:maraby? the ASA will employ one hundred eivilian inter—
cept onerators fer the purpose of mplaéing enlisted men ia key :pneit‘lor;;s
within militery fired stations. This oparation will ke carefully

ghudiad and IV 4t is s "-cesstui mora eivi Lian m..s"*eap‘b operaiors «Wiil oa
-~ emplovsde 1% i8 not remotely possible, howevery that all snlisted m
mﬁgﬁow}%ﬁagg%%%’4/53"‘:1&;&3-?26I§§&§8%§63R0Ojogéﬁ% 5091-0
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Much consideraticn hqs baan glven to dovclaang a largsr corps
of nthquv COVTINT spacialisiss’

>plor to World War 1I, the crypiolegl
rices of the Amy and Havy were smallo
laprgely of elviliama whlle &

Ty
-

The Arny S

ad

l‘

ervise waa %C“;%ﬁ
1= -Navy elomsnd was largely

offisars. Durs
ing the war, thase.services_were greatly expanded with temporary of-
ficers and enlisted men, and after the war many o

he temporary of-

.k‘

dar many of the tem
ficars Teverted to civilian atatus buh remainsd ia the ¢ryp 1bgig'éf='
ford snd are now'emp;oyad by WSA, ‘Meanwhile, most of
offlcexs hné earlier were in ths MNavy erypiolo ie ssrvice have sinee-
n

the Fegular Navy
tolos

been retired or have bzen asaigned $o other dut

no offl

tisda
icers with more than. a Law vsars®

presend, nsarly all of the officers of

Tha fAlr Fores hes
ex

-yphologic experience, (At

h of the servicss essizned
COMINT duby are Feaarve of flcers and xslatively few serve more
S o
. Lis :

T
vouz of thrae years on such duty, u

2 th
slre to bs spe

&2 onAa
2T & Qg % Li
cialists in that field.

Of the officers assigned to duty
with the eryptologlic services, few hate velunteered for the dudyo

el P e i
the Arymy, officers of all the conbat arms and of some of the vechnieal
servﬂcﬂa in addition %o the Signal Corps have been assigned to COMINT
dutyo Relptiva1J few snlisted men sexrve mora than one tour of duﬁy
'with tha eryptologic services.

It i neither nacessary nor desirsble that all of the military
sonnel on COHMINT duly be cares

1 bz communisations

i

T speclalists in tha®
apssialista.

PR

isld or that thsy
It is extremely desirable, however,

thay these who sre selectsd for this duty be nore carefully saliasted
tisn nzs scrmebhimss bsen Gh

2 ease, thal a 13?534 rersen
. present be COMINT specialists, that soms of %

-

+ege than ab

n comunica-
30
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ordar that there may be a flow of high gualliy, experisnced ofilcars

&

o the conlor positlons within ths organizatlon, Unlsss this last aiep

be taken, civilisns will inevitebly become the only individnals qualis
fied to £ill the top positionso Tn the developnent of military COMINT
spacialists, care must be exersisad not %o retard thelzr promotion in

compariscon with other cutgtanding officers. Soms interchanga in teours

of duty between COMINT and intelligence spsclalists would be desirable.

The more senior of the relatively few officers who have sarved

sora or less convinuously la COMINT duties over long perinds of years,
dafing back to before Werld War IT, are now spproashing retirements
Seme of these officers eould bs of graat valus to NBA because £ their
long eﬁperiance and experd kncwledge of COMINT maviers. The heb of

July 313 189%, nowevar, i8 sn effective baw, through limitaticn imposed
on thelr pay, to employment by W54 of such officers afier their retire-
menbt. It is emphasizad that there ls no relassd £ield from wnich COMINT
éxpertg can be drawn; the military eryptologic services and NSA srs the
only crganizations wherein such speclalisis ars trained and dava;ogado-
The numoar of CONINT experts is far less ihan are needed téday end
doubtless this situatlon will continue for years lo Coms. Sbtantion da .
invited %o the fact thal special legislation (Public Law 53, 524 Cgﬂgr3333
June 26, 1951) authorizes the employmeni, without loss of pay, of no%
mors than fiftsen retired officers or warrant officers by the Cazntral
Intelligence Ageney. Singe the field from which COMINT experts dE/"“—*f——-
spaclislists can be drawm is much narrowsr than the field from which 4ine

o

telligence personnel can be obiainsd, thers is even greatar nesd for

apeclal authorization for MSA thean for CIAo

Approved For Release 2005,04/2%6)?@5{%’186BOOZGQROOOQOOO1 0001-0
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The selection, training, snd job elassificalbions of NSA givillan:
peraonnel ave affectsd by the Civil Service Commission rules and )
fagulaﬁionso in order o help maintmin the nesessary seerecy surround=
laz V54 operations,nall'ﬂSA ¢ivilian peréennel arz placed under
Schedule A. This classification gives the Director, NSA, authoriiy to
emoloy peracnnel without regard to civil service sligibility lisis, %o
disahﬂrge‘%hem for causa, to transfer them {rom cne job to anotner, .end
to put them in a grade structurs on a par with eivil service gradsss =
Scheduls A iz of great benafit to NS4, but does not compleialy solvs
the personnel or sacuriﬁy problzns becouss ﬁéﬂ iz reguirad to‘repar% to

the Civil Servics Commiszion each Vime an individual ls.employad,

chargsd, or reclassifisd within NSA. Such reports tould resuli iﬁ a
breach of sasurlty in that 1t would be paésible for a psraon ¥ho hes.
accesa o the civil serviee records to compubte the number of péfsons M=
ployed by NSA and o gain soms knowledge of the typs of jobs within s
NS4« . Furthermoras, it is difficuli to £i% many of the jobs at ¥SA inte
the civil servics job structurs, although. thiz problem sppears %o haye
‘been satisfactorily solved dhrough mutual cooperatien between NSA and
the Civil Service Commission.

.B@ean"e of the large number of vary competent ard highly educated
individumle reguired by NSA, and in order to rebain a high percentage
of tlam-in the facs of abdirvastive cpportunities to transfer %o privais
industry, NSA needa a relatively large. murber of "supsr grades® oF
similar pay grades, Scheduls A dees not solve this problem, ard NSA ha3s

found Liaslf- in an awward posidvion in this respsct sinee neither the

i
{7
©
®
~
§r

~ant of Defense nor bhs Civil Service Cowmlsslon has asauwed fhl& '

remmmﬂ:ﬁdmﬁmmmzo:waﬁ mmﬁm&am@gﬁoéﬁeﬁ%mo’ﬁ% agancy is
2 0 .
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new allocated 23 super gradss (Ywo Grade 18's, two Grades 17%3, amd

winetesn Grage 16's) chiained pardiy from the Depariment of Defenas znd
partly from the Civil Service Commisslon. This number probably is ade=
quate for the moment, Kleven of these positlions, however, are suihorized
under the Defense Production Act of 1950 which expi:es June 30, 19555

amd NSA 18, ﬁherefefa, now faesd with the prcbable reduetion 4o twelvs

super prades. The Director, WSA, desires that bs be authorized, for

fu»ura uss, a botal of Tifty super grades snd Lifty positiors under Pub-
1i Lew 313, in order to provide a properly balsneed grada structurs

for the highlyjakilled saientifie and tﬂchﬁic 2l personnel of ¥34., Fublis
Law 313 authorises payment of salaries be taoen 510,000 and $15,600 to

daai”ﬂataﬂ Sblentifiﬁ and techuical personnel withoubd rals

This matier qhauld be given caraful consideration by Yha Deparitment of
Dafengs.
. bnother situation which affscis the elvilian personnel relaites Lo
foralgn serviee.  Approximately TSA givilians now serve »2£§(3

ovsrsess, end bhat nunber is expsciad to increass. The Director, NS4,
cannod order a eivilian oversass unless he volunteers for such assignmento
Although BSA eivilians often ssyve in proximity o Uo So military per-
gsonnel ¢r civilimn employses of other governmenial sgencies or dsparie
ments, they fra@uen%ly find themselves at a disadventage with respees 0

privileges or "fringe benefits,” such as sommlssary or MPX® privilegas,

quarters, medical. cars, transportation of automebile overseas, or leaws
eradiss cejog@d by Stata Deparimen’ enployees or milibary persennsl in
the Ssme area. WoA wiviilans sheould ba extendsd the sSame priviiegaa &8
CIA pazsonnel under similar clrcumstancsse

AppFEdeltForRBidirooblihalss - CIk-RBPedB05EoREDE8060TT80T 0 ot eﬁm”ely -
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competant sclentists to gerve as consulhenis in the solublon of scms of .
its teehnical preblems. The azency’s experlence with eomsultants has nod
vean entirely succassful, especially when the consultants were smployed
for only a few days abt a time. The Atomie Energy Commission has employed
selentific consultants a% a daily pay rate, in some instances, &s high a2
$100, whereas NSA pay Tates may not excesd 250, This fact alons may not
aecoﬁnt for the AEC's more succegsful use of comsultants, bub 1% probably

iz a factore

Both the AEC end CIA are exempied by law from civil service regulas

ticns which are opplicable %o NSA, although tha thres sgencies ars fazed

with similar personnel provlems. There is no spaeific statusory subhore

imatlon Por WSA; it was created by Vadiornal Securlty Couneil Intelligence
Directiva Yoo 9. Although NSA doubtless would beznafit from a statubory
chorter, the seeking of legislation for this purpose does no% apoeas

&

to be necessary abt this time., Further affors should first bz made 4o

.

gsolve the personnal problems of NSA {hxougn ths Dapartment of Dsfensso
Tnitial examination of ths NSA organizablon guggests that thers aﬁe
to0 many individuals in administrative positicasa Further examinaticn,
however, does nob sustain thet initisl impression when wsight is given
o ths fact that NSA exsreises orsrablonal conirﬁl over intercapb
stations and proesssing to such a degres that it considars the cperaticns
of zach poaition and requires dstailed knewlsdge of all operations, in-
éluding the mrber of operators available. In some Taspeeis, thia si%ua-
tion may%ae compared with a division commander controlling the cperations
of sach infanbry company and artillerﬁnbaftaryo Obviously, N3A plavs
must ba prepsred in sreabt detail. Only a detailed peracninal survey of
S Iyprovether Réeass 20 0SAIEER CRRRBPEbBoEIRb SPRRp g ther an
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The raquirensnt that all securisy clearances be compieted'befora
HSA employees are permitted to work within the restricted aress nece
essarily affects the seonomical and efficient wtilizat ;ion of s Hﬂ} @m=
ploysd mr:s:’mnalu The ave:r:‘é.ge time required For elearance is wwo "i',s;
J.O'th' monshs .o Prospe@tr"ﬂa enployees are given & polygraph test as a
first step in thei.z' emnloyment and those who pass thah test ars then
given a temporary confidential clearance which perxuits them o pursue
the MSA basic course of ins tructlon und indoctrinaticn, which lasts
four weeks., During t.he remainder of the p‘,qu while zwaiting full
clsarance, these mew employees are kept at the school and ars ergeged
in cleyiesl or administrative work which does nod invalva clasgifiad
information, Enough of such work can usual 1y be found to keep a nay
smployse cccupisd for 4 month after completlng his coures; bayond thed
period, however, his timé ia not wrofitebly used. Ci‘ez:*m::as somatines
ssen %o be unduly delayed and one in3tence Was noted whers a studand
was retained at the sehool «1-hisen months while &raiding claarance

S4nes WSA does not contzol the obtaining of glearancas, tha tine cone

sumed while ewailting elearzmce is & phase of ths major problem of obtaime

ing promnpt s::l..arancm for 211 eivil ssrvice employees who require sasurily
oy J

clearancses
Pables shewing the strsngth of the four crypbolozic egsneiss ors

swrmarissd balews

" Estimated —  Projestsd
June, 30~ 193L | Jupa 30, 2955 Jums 30, 1956
NS4
ABA
N5G
AP35
Tobal

ol

i ¥
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Thogs Clgures show that belwesn Juns 30, 195k and June 30, 1935 thers

PR Tt p i
with COMIHT

2

i1l ba an overall ingcraaas of HRPEoNS connesha

[¥]

oneratlons if the authorized sirsngibs ave fulfilled, or & net galn

during that pericd of appmozimately five percent. Detwsen Juns 30,

1955 snd Juns 30, 1956, thers will ba s similer increass of Rar=

song, or thirteen parcent sbove the 1955 levels

Schools and Training Activiiles

1

Training ia conducted by NSA and each of iha thras cryptolog;c ser=

-

vices. Tha Director, NSA, is responsibls for ths zstablishmant of
minimum standavrds which govern the training conducied by the thrae sare

vices, bud k2 does not conduct inspesticns of thaiyr schools and s dees

5]

not hava gpecific suthority to do se. Nach of those

a school wherein training 48 condusted prinzrily fovr ntercent operabors
& [S

]

and, to a lesser dsgres, for cryypbanalysis. The Awvmy slso conduets a .

scheoel for training in languazss, bub this achool is nob used exclusively

by the cryptologic smervices. In view of the faet thal inte srespt oparas
tions are cenducted by uniis of the three cryptologis services and,

" congequently, those servives delsrmine to some extent 24> methods of

operation and the equipment which they use, 1t zppsara vo be .reasonabie
thad saparat@ schools be maintained for each of the servicas. Although

nos T af the intereépt operatlcns are conducted from land stations, ths

Vavy does conduct some £rom on board ship end the Air Force somé from

planes in £flig Conesquently, there 13 scme nesd for minor: variations

largest of the three schools is the one conducted by

)
s
t3
}!)
g
=
73]
)
3
o
5]
(=

“

the Azay cnd 1% operatas ab cupaeity level. Ingulry inbo this nabtter

affested through combining the three schools into one school, or
Approved For Release 2005/04/22 : CIA-RDP86B00269R000900010001-0
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[

nrough integrating the sepsrate schools into one unified seheod

ex}

qpmde s

g )

=

-

Tn addition Lo the schools conducted by the thres services, ¥SA
also cenducts a schocl for the orientation and indoetrinatleon of‘all She
Lploy&es, military.and civilian, and for the cryptologic tralning,
-iaﬁguagas (intersapts are mads -in approximately forty=thrse languages),
“elerical and managsﬁsnt tfairingo From time to time, NSA conducts
speelal courses for a particular purpose, and cons such courss 18 nod
.baihg conducted for radic-telephone intereept cperators. This course
‘is baing conducted as s pilot model and ins rructors from the Arny are
noy baing treined to the end that this coursa will be transferred o
- tre A¥my school in the neaxr future. Among vaerious speclal courses eon=
‘dueted in the ¥SA school is” ons for wapid rezding for the'bﬁrpcse of
. training smployess whoss duties veyulve thalt they scxn a laxvge volume
of messag88.0

The speelal language courses conducted by Néﬁ ave more ¢ocncmieal
than would bs ths uga of generél language schools bacause thsy s
. pointed t@ward ihe specific bbjectiva'esﬁablished,by the intarcept probe

;1emo In thesb languegs couvrsas, effort is not made to teach the studs:
'“kée apeek the language, but only to grasp So much of it as is_naaassa?y
:for a pardizular taske Courses are also conducied in certain languagss
“which are not gererally tanght. in ths United States, such a3 Amharic,

" NSA has availed itselif of peraonheltwithin the diplomatis eommunily or
- elsewhere living in Washington o assist in conducting some of Thess
rave courses. Recenily, to ciie one exampla, there b“s oeen a nzed for
meny mors linguis®s in Viebnamsss than ave ayailable fov emplsymento.

Tn sadidlon to the full=tims language courses conducted in the NSA

Approved For Release 2005/04/22 : CIA-RDP86B00269R000900010001-0
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school, shori-time courses are é‘.l.so"conducted in the 0ffice of Pro-
Snevicon of NSA, which students attend for cme hour ab a tims in conjunge
tion with thalr normal wé;rk in order to galn greater proficisney in itns
langnage with which they ars workings |
14 is obvious that the COYINT effort of MSA and the three cz',‘yptc;lcgi :
‘services suffers from the general, overall shortage of linguists both-in

the military services and in e¢ivil life. From a long=range viswpointy,

the services would bensfit immeasurably if fluency in one or more forsign
langusges were mada a reguirement fov ersduation from high schools and
eollezes, and Af ths Armed Forces placad greater emphasis on that ree
quirement. For example, & large.fraction of the Armed Forces are now -
serving overseas. I those individuals éaz*e requiraé to asguire a high -
degrae of fluenzy in the lenghege of the couniry in whisch they serve, w»
would da- #ime build up a linguistic reserveir of tremsndous pobential- ~
vva,lueq Thig- 1s merely mentioned a8 part of a much broader subjeet than -
communications intelllrenca.

Th

1]

nonagement courges are conducted for the spseific urposss of <
training individuals to £ill supervisory positions within NS&., The -
basis course of lnstruetion and indeebrination conducted by NSA for all
new employees lasts foux wezks. ’Foiloﬂing that basie eoursas, sslecisd - -
students undsrgo further instruction or training, depanding upon the
particular job which shey have beeén selected to fille

During fiseal year 195k, a total of 809 persons studied languagss
in tha ¥SA school. In addidion to tue 3%11&@31"&3 in attendanze a3t the MNSA
sahood, orovisicn hes besa made Lo permit selscied carser employeed o -
attend uriversitiss on ach‘olaz'ship'a and fellowships in order to achleve

advensed training and thus increass Zheizr proficisncy end walue Lo NS4,
Approved For Release 2005/04/22 : %I@-RDP86800269R000900010001-0
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Salectad eivilians of NSA also attend the Natiomal War Golleg_e and the
Tnduatrial Gollege of the Armed Force3e

The total nunber of students of V5A and the three cryphtologlse ser«
vices who attended courses in 195h follows:

Cormenced in 395k,

Completed - to be completad 2§X3
in 195l in 1955 :
Army
Nawy
Alr Foree
WS4
Totad

The courses conducted by ¥SA do not duplicats these conductad by
the three cryptoleogic sewiwas and either ‘are nob availebie eluswhers
or are nob available in sush form as to suld tho nseds of WSA. Ths

schools appear to be well cenducied,

.VI LOGISTICE
The Nabional Securlty Agency budgois fo*’ clvilian peracmnel, suppliss,
neterials, equipnent, and soms other requirenenis (such a8 part of tha
- ecost of ecourisr service) reguired in direst suppo 'x of tha agsncyo
j'M't:mu. administrative requirements are budgeted by ths security agarvices

of tha three military depasriments and nLl.;.zaz:y personnal are pald by

*l’

theilr respective denarimenitg.

Tho budgeta of the three cryptologic sexvices are &l1l hzndled

diffscently, and 1t 18, therefore, difficuld o maie direct comparisons

v}

betuzen tha budc.;aa_.m*y daba oﬁ‘ those services. The Army Sssurity Ageney
budgats for eivilisa cersounel, supnlles, matseials, and eguipment in

direct suppert of its cryptologic mission, bub other rsquiramenis, in=

sluding adainistratlicn, commmicaltions, and pay of military parsonned
Approved For Release 2005/04/22 : CIA-RDP86B00269R000900010001-0
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© equiprent 'in dirvedt support of itd cryphologlc mission, but other re

ministration, end cemmunicaticns- are budgeied by other Navy elsmeénis.-

R

Approved For Release 2005/04/22 : CIA-RDP86B00269R000900010001-0
- TP SECRET

are budgeted by other slemen®a of the Ammy. The Mavy Saeurivy Group

1ikowise budgess for civilian psrsonnel, supplies, materials, sid
gquirsments, including logistical supporw of the cryptolegic unils, al=

For exanple of differences betwsen the Army and Navy, Army myptelogle

wnits are to some oxtend zmelf suffiecient with t‘n-si?_mm overhesd and

: ., -~ ez - . :
aupoory units, wnile Navy eryptologis units are normally atiached %o

other Navy unita which furnish the overhesad md logistisal supporta

The Alr Force Security Crowp budgets Tor a highe? dezrss of ita opera=

“%icns and supporl, including its communicaticne and adminleizative res

qnirements ss well azs eivilisn pasvrsommal; suppliss, netezials, and
squipméndy it doss not budget for pay of militery peraonnsla

Tne tobal appropriaticns for the cryptologlc seyvices for Liseal

5
s
5
o
)

years 1953, 1954, and 1955, end the ésbtinated approgriations fo

ear 1955 follow:

R

Fisecal Yoar Fiscal Year Fiscal Year F.LSJJ‘% Year - - 25X3
1953 S {4 I 1655 1956 . .

NSA
ATSS
N3G
ASA

.

Tha aporopriations for NS4, which ave diatinet from ASA, ars all Ane

PeasSond o
Almost half of the exosndituréa of HSA ave for its eivilian payrolle -

-

in view of tmdii‘femﬁt acccunting praztices of the four sgancies on-
Approved For Release 2005/04/22 : B%A-RDP86800269R000900010001-0_
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carnzd and becanae of the faca that mfn; of. ct'ﬂ costs sys merged in

onker appropriations, it is extranaly d ¥y

4

icult to determinz the achual

totel cost of the COMINT effov'b of' z..l’va Covernmemd. bstimatss of HSA

coneluds that *n the nel gf‘mox*hood of

on the CO;\'IINT effort. This esbha‘ce includes the cost of mllitary and

e:wilian persmmelg gransportablong ccmwunlca't onsg equipnﬂn‘c, and

1

maintenan’csa

Tha ccnm"‘"oller of M54 operates di rae bly unde the chief of staff, -

Tme ecmptroller prapsres the budgst snd also ccrzduc:“sa scheduled nsnie

are expended ammié.lg

poReyr surveys %o insure a@onomical and equitabla utilizatlon of parsonnsls

¥II ELECTRONICS INTELLIGENCE

Blectronies intellipence, commonly known a3 ELINT; has not besn
emm’.;f.l.z,r"dafinéd 40 the gsabisfastion of all who are concerned with it.
For the purpsses of this survey, however, 1% is &afined to inelude 8ll
algebs x:mie emissions’ other than those which convey messages, idgas, or -

pictures. In the electronic fileld, emisgicns of ELINT m&rga into snd

overlap %0 & small degree the emizgionms of COMINT. BLINT covers a wids

rangs® of weavons, including radar,

faney and only future experiraenis can determine the extent of this
alectronics fisld.

A 4 1 o K LA ) ey A\ -~ - a2
5% the nresont tims, dirscticon over tho ILINT cpexraticnd ol wis

byiny and Navy is rather loosaly eentrolled through a small, com binad

~E

agency =alled Amy~Navy Elecironisa Evaluation Group (ANZEG) which i8 co=
located with but entirely separete Irom il Naval Securily Group, to- '

gether wita narg of TIo;B, on Nebraska Aveme, W, Washirglon, DoCo : The -

Approved For Release 2005/04/22 .ﬁA-RDPSGBoozseRoooeoomooo1-o, o
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®

&

intercephion of ELIVT emissicas 44-carried on sepearately by the Ammy

end Navys ANEEG 1s concernmed with the ldensification, easlysis, evaluse

";}

tion, =nd iaterpretvation of e electronie intercepticns. The Alr Jores
ELINT operatioms are entirely separate; ELINT emissions sve intercepiad
b3 y the Air Force Securit;r Service (AFSS) with Ihadqua.c ters av-Kelley Air
Fores Sase a‘t San Antonioé, Texas, ard are diresied and %emaued by tha
Air Force Technical Intelligence Center (ATIC) ab Wrighl-Pattersen dlry
Fores Base, Dsyton, Ohic. Seme coordination of ideas and knowledge is
obbainad among Amy, Havy, ard Alr Fox;ée ELINT sctivitiss tkough a
working group of the Joint Tas hnical Intelligsnce Subcommitiea, Joind

' in‘bell.iganc@ Group, of tae Joi‘nt Staff, bud that gubcomnittes doss nod

" effect operational conizol. Som coordinabion is alse achieved through

direet conbvach and the interchengs of Informadion of 4lz & INET orgenizes

25X1

 tlons of the three services.. ia slso sngazaed In the irterssotion,

analymis, ard evsluation of ELINT; there is linited coordinstion belwesn

25X1 | nd the military services in this fisldo

Trere has heen diseussion smong the Amead Forces end the Defenss
Dspc,rin@ for at least eighteen months regarvding nosaivle ;joining to=
. gethsr, In scne form, of ELINT actlvities of the thrae avmed servicess
In trese dlwun%mns, tis intersst of CIA in ELINT seema to have baen
largely, if not enbirely, ignored, alinough CIA 3 pea?s to have a. cenm.wa
direst- interest in ELINT operations. The Office of Sp=cﬁal Ooeraticnﬁg
- Departmen® of Defense, has prepared a plany hich was eventually con=
curved in by the tlres militery deportments and the Jolnk Cniefs of Staff,
to congolidate ‘_‘;L]‘?'I'Z‘ al-ysizs sevivities 1"‘1’1@‘" a single dirsstion, to
Q) - ‘gulde and epardinate u,h,, colle%ion of all ELINT informaticn amd %o
orovide fer optimum interaction and mutual suppert balwes: ELINT and

Approved For Release 2005/04/22 : CIA-RDP86B00269R000900010001-0
. l@ .

o - ™p SECQET




25X1

25X1

Approved For Release 2005/04L2 'bEIJ kRji,)P868002639R000900010001 -0
- 10

COMTYT.? Tris nlan makes the Ssecretary of one of the military depari-

‘mente, presumably the Alr Forca, execuvlve sgavd for to Secvetary &

Dafens2. The plan contemplates implemsn tatlion through & Nationad

Seevrity Counsil Intelligence Directive. It has robt at this writing

. bean approved by tie Sac:‘e-tary of Defensso .

There 1S Some raletiémhin batwesn ELINT and COMINT ‘ih %hat it esm
not always be readily detammed whe uher a given elacrtmnic fi.'nt'e:\eept is
ELINT or GOLEINT; COMINT is of value in ini‘.e“’prézr,lrg ace ELINT ard 7ice
versa; and intemepu positicns for the tcm are scmetimes advantageously

co-lozated. For example, Air Forea Security Servics positions in na

have been effeeting intercopbion of ELINT and COMINT. Undewr

stending instructions, s ELINT intercept is o bs gent vo ATIC tlrough

\FSS ehannals md the COMINT interssot is to be sent divest to NSA. Th

Bada
B

nbeveast posidions reguestel authoridy to twrn whe COMINT iateraep® over

to & upiht in the |ard they wers autrorized to bun it over %o

the Air Foree COMINT group hesdquarters It was then learned

that COMINT and ELINT intsrcept wers 50 intermingiled on the sane tapa

recordings tha 1t waes inmoracticable to sepavate them. l‘n another ine

stance, ELINT intercept positicns initially mad’ "little Progress cn theldr

25X1

nission regarding When COMINT inter- - 253

cept pogiblons ‘were co<located with them, ths J.ntﬂz'e‘nange of 1nformation

at tre site brought about definite imprevemsnt in the ELINT interseptlon.

The ELINT operations of the coundries of ars come
pletely Integrated wlih Kheir COMINT operations. in partie

culevh with complets integrabisn, ave reporied ¢o have achievad debier

bd
¥

a5 LINT %han has

£

“H In
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o sayutams fmd because relatively little is understood sbous EL NT' ‘and its
copabilities at this time, 1t seems ressonable tha® $he intersepiion of

i
I
|
!ELEIT emissions should not be under as high a degres of centralized S

conoyrol &3 18 now establiahsdbfo‘z’ COMINT. However, vhe sady, 'analyaisa

evalvatianl, interpratation, and research and development of ELINT should

';"bs undar eentral direction in order to bring’ shous the maximum use of
ELINT products.

There must be an ope z'a'hing body with sxecutive authority, but. i‘t& :
ccfmposi"eibn and degres cof authority have created a wide divergence of
opinion. As noted above, é‘ne" propoeal is o charge cne of the military .
dep artments wi th this respsnsibilitye. Other soluticns z\z,-ich’}:ava baan

vt sugpested are o create an agency for this purpose (possibly tragh
converalen and enlergsnent of RNEEG), or to utilize an slready funciiom
ing egsaey by giving 1% ELIHT &8 en additional vespernsibility. The omiy
‘agency zericusly ccnside;fed ‘for the latter purpsse is NSi. The objee
10 a new agency u‘mch would be sepacats fyom snd coefudl with NS4, in-
- giuding ANEEG, are the lack of ‘complete eooT dination in aich a sclu?.im?
hatwaen COMINT and E IN extepy through USCIB in policy matlers, snd
"the lack of economy in personnsl and funds wH eh would b3 -inherent in
the -creation of a new agency. Lack of considerzbion of CIi is-an addec%
. s

objection to the spacific plans proposzed. Tt oojectw 13 to charging

f ‘ " NSA with sdditional "“‘E!SpOnSSibil"LuJ for ELIHT stem from the fear thad

ELINT, being a much mallez“ aztividy, would nob reselvs adsquate avian=

tion from the Dirsetor, NSA, ard his steff, who

supied in the direciion of a very large agencyo

[Shed

Q, of vhe wilitery departmenbs the® thelr interests




ot o e et 1 RS
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of polizy con%zol over ELIHT by USCIB,

The following conslderations with vegard %o ¥SA ere deemsd ime

pordanbe Lt now comprises ihree rmjor divisicns - security (COMSEC),

production (COMINT), end reseavch and dévelopment. If o fourth diviaion,

ELINT, were added, it would rsquire far less augmentation to the alzeady

:operatfmg; atalff and R and D of NSA than would ba raquired._for the cvesru
head of o completely separate ELINT agency, Furthermore, NSA has demon~
atrated a responsivensss to the COM'NT requiremsnts of ths miliﬁary da=
partments ad should likewiss bs exvseted to gi:e Full suppord So tw E.ZE '
ELINT yequirements as well es the ELINT reguirements of CiA. The ra= |
quiremants of {JIA certainly meat nob ba ovsrlocksd; they c?s: s howevar,
x*essj,nir@ elear. definition. Althougn respengibilidy for ELINT taould.-ﬁn@-
guestiongbly Jmpose smother heavy hurdan on the Diveslor, K34, and his
gtall, 1% 13 helisved thobt BLINT would nod sul f2r from laglk of a‘txten‘s‘,:’mm
MSA hes now baen in cperation long enocugh so thxd the mulbitudinous pech-
lems of a new organisatlon hawse begun to diminisn in number and magnie
tude, On the other hand, the sxpecvienes of 1S4 in ihs c:ma‘tibi:l of thad

‘national sgeney would be of inmstimable valua in bringing a “'63 atad membap

'o.f’ tis elsctronics comms.zmuy inte a goordinated natiorm ffu’*&:.o
Alihough 14 13 belleved that STLINT interwapi opesrations shouid mot,

\ at ‘the pressnt siage of dsvelopment, be as fuvlly integratad a3 are tha
1

'eaurrmt COMINT innewepu ope cations, it-is impraciicazdble in a survey of
thls ravury to delermine snd dalinsabte thz coxact degres of integrabicn

or deesniralization of intercspt opey a'cﬁ oS o

b5
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YITT  RECOMMENDATION
s Watlonal Sscurity Agency ls basleally well conceivad, well
organizad, and efficiently operaiado. Much ers 1% musd e given to i».:s
Director, whosa intenss inte rest and outstanding sbility havs graatly
eonfcriba Ted 'bc t.he omraciom Although attempts to discern USSR imten-
onsd unfo*f'tunately have nob baen rsuc:cassfulg COMIMT contribulion te
the intelligencs effort has enabled those z‘aaponsibla’m hettsr

eatimate probable coursss of eremy actlon, has greatly assisted in ouw
¥ 5 &

' négbtia’biona of agresments with o sher nationg, ard bas providsed militaery

-ecommanders wilth inbtalligenee nob otherwlse oblainadle..

—

A
Frs e -
m,. re is need for furthern. em.;naimx of the COHINT sffert and

‘eeonony motives alone should nod result in curitziling this means of ine

. surance during an era when nobt only our navicanal security but ocur

T nabional :mmivau a8 well may devend on adequa’a intelligseneg.

The presentv organigation, wharain the Dirsctor, NS, has delsgated
operabional control and responsibilivy for proces ing the interesph in

som3 ins tm 28 to a major crypiologic organlzation and in which he con-

temolams Further decentralization &5 raoidly as the crypiologis slemsnds

in the field are sufficlently trained and equlpned, is sound in concepd

and should 19@ continuad.

/
/

Racommendation No, 1

P

THAT THE MATIONAL SECURITY COUNCIL DIRECT USCIB TO ESTASLISA COMIHT

REQUIREMENTS IN THE LIGHT ~F C’"u*’:f‘f'i‘ P.h.ﬁ.uILIZS AYD COWESIDERATION OF

ot T T L KT o T AT

CAPABILITING NF OTHLR INTELLIGENCE SOURCES. THIS O”ERATICNAL GUIDANCE

70 WS4 BENULD BE 50 CLEAR RVD U '"u.,nCL' A3 TO IEQUIHE HINIHPI IHTERPRET&-"

PION BY THE : DIRECTOR, NS4, OF WHAT IS REQUIRED AND LIS DIGREL oF

16 :
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TMRORTANCR,  USCIB SHOULD BE PRIMARILY CONCERNED WITH END PRODUCTIS AND
PHE DIR Mui(‘mﬂ A SHOULD DETERIINE THE BEST WAY OF ?FCDUGIE‘G THE, END
PRODUCT..  IP USCIB I‘A ILS AFTER A REASONABLE MJ;.TAGT‘{ OF TIiE T0 PROVIDE

‘J-OFE. AD LM 5 GUIDANCE TO TIE DlRuC‘T‘Oo'., NSA, THEN THE LATTER SHOULD BE

PR

MADE A MEM3ER OF THE INTELLIGENCL AthﬂRi COMUTTTRE .~ lho - -

S
v

NSA 18 . collacﬁer of lm‘,ellz nea and in some Te specis a producer

as wallo The Diractor of MSA has no% received the guidance which ha

e Vst ke

mus + have from USCIB o ma}ce his proa,m\. moad ussfulo USGLB has ned

O,

)

ﬂ.é&mtified intalligsnes raquﬂremn~" shich can ba 1:;% £i1lsd by COMINT
znd has *&;:_n.}cé;n litble notica of the ecapabilitisa or limita"i’.iona of NSho
The Dirschtor, NSi; needa %o know wh;lt, 18 imoortant end what is l@é:?, in-
portem,;, but the eompranensive llsta of requivame nts éstahlishad by 4

. Uscia ;;';.1_1 %o maks sufficiocanl ci.i_ff{a,r entiation. Thuo, the Divectar, N34,
is "::11* rad to walgh ons commilmandh a"*“i“ist ann iRty dazida on & prioye
ity, and program sccordingly. He has nod sought this rususnaubi 143,

. 3

bud rather 1&3}:3339 adeguate suwidancs, has been foveced ':‘,c asoume Lbe
B ¢4 ) 3

oy
lle task is z..ada asven neors- ¢iffieuls -bacause,., nob beaim a ﬁemer of the
4 Intelligence fdvisory Cemmities, he feals sanled off from the delibexas
$ions which ulitimately resuld in entablishing in%ﬁliig@me requirsments.
He belisves thab, %mca suf ficlant guldance is not Lortheoming from
wWIid, a partlaﬂ mmcd;f;, at lcsas would be NS4 membership on the IAG.

<

The %ask forcs doss not hellevs ab this time that ‘Lh... ronsdy ia NS4
merkersilp cn bhe Intelligsnca Advisory Commities. It fesls, rather,

that prowver dirveciion can be abialned whrough revision of rresent USCIE

- =~

g rosiistis CONINT chjectives end priorities from

o E. D
p.s. st 1:»- "An—-“:}uf uO Fri A C"

@ ! the intelligencs cb}ect:wms formulated by the TAC, USCIB progcedures

should be dasigned to preduce results rather than being corcarnsd with
Approved For Release 2005/04/22 : %A -RDP86B00269R000900010001-0
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@'

inplamsnbabion, ”GSCIB should also leok to ths Diractor, NSA, for adviae

with reapscy to the effect of requirsmenta leviad on 1554 tachnizal

npam't;icna; Technical considsrations involved in the HSA operation
) should not becoms parsmount in 7?.1‘;3 _prcduf:tion of intelligence, z:;uds
thersfore, the task force belisvss that the present cowposliion of
U3CIB merbership should ré!zlxain. gubgtantially the same rather ths.n- ine
cluding commumcations or othar gpacialists, slthough there is no che
jeution to es cablishing amropriata swawmiataaa to advise USCIR with
raspact to technical matters. (Pagas 5-%)

Recommendation No. 2

._/T AT THE DIRECTOR, NSA, BE GIVEN CLEARCUT DIRECTIVES WHICH WILL ENABLE S

™" T e e e e s

EIM TO MAKE MUCH OREATER AND CONTIHUING EFFORT TO PRODULE HIGH-LEVEL CO¥=
TCATICNS ‘IﬁTELX,IGEﬁGEa PHIS IS5 OF SUCH ORFAT TMPORTANCE THAT HOWETARY
CONSTDERATIONS SHOULD BE WALVED AND AN EFFORT AT LEAST EQUAL 10 TEL MAH-

N
HATTAY PROJECT SHOULD BE EXHERTED AT OHCRE. /

) WSA nhas nob produced the smound of highaleval COMTHT conce*xﬁ.ng the
Communis®t oxbit which is desired by the intelligence communiiy. ‘I‘m coMInNT -

. effort should be directed primarily %o taska for which it bas a unique g

- capability smd iS4 should nod be asked to produce 1nf.‘omaa..mn of marginal |

| valus or to duplicate unnecessarily information which cen be collected

‘ through less critical sources. In this respect, a maj or dﬁﬁ’iculty stems

\, from the intelligence agsncies' unwillingness to Aaccep‘l’, lazs day-to»da;}
intelligence snd their insistence that WA commit its efforts on t?:ééa

n,xasws of COMINT which are inmadiately productive. The Director, NS4, has

an insufficient nusber of capsble personnel for a maximum snd eonvilmons

affort on long-rengs crypienalysis if hs attempis to satlefy all requireseniso.

Furthsrmors, he is unable to sllocaie enough intersept positions for

Approved For Release 2005/04/22 HB1A-RDP86B00269R000900010001-0.
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’ _ cporation againal the more important foreign traffis snd ab the sam
tima fulfill all obher requiremenis. Snother important c-::naz.dara.umn ia
“’ ‘t‘,';»“j Al

that the pmnclpal limitation 18 nob in monsy o mactires but rather in

Inmsn brains. All possible approaches o 4his problem nust be explored

with the objective of | 25X1

e e

25X1 This ia 2 primary ob-

jective and must be pursued even though it mighi resvlt in some reduation

n the production of (Pags 18}

Recarmnend ation No. 3

o THAT ELB‘IT AND COMINT BE INTECGRATED 10 THE EX‘H*NT OF PLACTNG ELIWY %, f’f/
WDEH NSA FOR .GNALYSIS OF THE PRODUCT AND GUIDANCE AND CDORDINATION IN

THE COLLECTION AND DISSEMINATION OF ELINT. TIE AUTHORIZY OF OPERATIONAL &

COMMANDERS OVER THAIR INTEGRAL ELINT RESOURCES, HOWEVER, SHOULD MOT B8
ADRTDOED. USCIB OR TSE COMBINED BOARD WHICH 15 RECOMMENDED IN THIS P“"GEI‘ )
O REPLACE IT SHOULD EXERCISE ONLY POLICY CONTROL OVER SLINT MATTERS. /// '
_ The present ssparatlion of ELIN"" from COMINT and the division o:{: ’
operations between the Amy-Navy Electronics Evsluation CGroup (ANREG)
riand the Air Force in the ELINT fisld canot be Justified where national
i_n’cellib,,nca is cont.emado The interent relationship bameen COMINT
'amﬁ ELINT has besen recognized by svery ncnnCommaist country engagmﬂ in
| the collsc’nion of ELINT except the United States, =nd experienca a‘;«a
date demonstrates that an integration of the analyals of COMINT and
ELINT produces better results. Hational and deparimenial mterests wﬂl
be better served, and a more economicsl and officient operation will
result, if BLINT is placed under NSA for malyels of ths product and

guldanza amd coordination in the collection and dissemination of ELINT .
s _ , L9

70P SECRET
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Ap the seme timg, the dir .c"' interest of “@ach .oi;’ the military services
in tha }wodm'ﬁ of BELINT must bs V‘OuOfmlgCﬂn There is a considerzbla
znound of ELINT which dess nob mqu:i:éa lahoz*a‘i:qr’y or “rear ezhalon™
analysis in order to be irmediately veluadle %o the nilitery anmiamiezr

in the area.ﬁhere the intax*f:entioﬁ is madeu, Ho systen of centralizsd

mni;ml of anal;sis or colleetion should, therefore, be permitied to

delS.J The rewim‘%. of auch ELINT by the commender ccnesyned. The autho:cs

ity of aperational cormanders over their integral ELTNT resources

" should not be abridgad. . (Pages Wl-h3)

s
. _ AN
- /&@ommndationr%o b w3

THAT THB MILITARY SLRVICES AND N“A gr¥ TI'NU’S T0 STRIVE FOR A HIG‘“IER

anmr« OF CRYPTOGRAPHIC SEGURITY: THAT THE PROALEL OF COM mum.mra
SECURETY, TNCLUDTNG SLAIN TEXT MESSAGES AND TRAFFIC ANWALISIS OF ENCRYPTED
Am«:ssmzs,' 8% RESTUDIED BY USCSB (OR THE COMBINED BOARD AS RICOMMENDED
N THES REPORT) WITH A VIEW TOWARD REDUCING T0 THE LOEST PRACTICABLE

. LEVEL THE QUAWTITY OF INFORMATION HELEASED THROUGH TELECOMAUNICATIONS;

' | AND THAT NSC 168 BE REGKAMINED T0 ASCERTAIN iF Ti% DIREGIOR, NSA, HAS

SUFPICIINT AUTHORITY 70 CABRY QUT HIS COMSEC RESCONSISILITILS N

\\'
The eryptographic sysitems used by tie ni 3. mwy and elvil elemanis

of the Federal Government afford adequat.e Becurn.y when prop«srly usedo
Tha ﬁumbar of prokable compromises of eng;ypﬁad Mmes3agas, although a
- very small percentage of tha tobal number of encryntad méssagas s is suf-
s ficlent %o permibt the possibls acquisiﬁion'of :'m?,eliigemca by a foreign
power. A much greaier source of inielligense il awailabia o a foraign
poder thrvough inbercspibion of a lavge numder of plain texi nedsages
originated by military and eivil Inter es;n:@, and traffis analysia of

eneryored messsges. g 19=22)
Approved For Rélease 200 104/22 : CIA- RDP86B00269R000900010001-0
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Racomrendation Hoo B

—-pgAT A STICLE BOARD WITH APPROPRIATE ThCHNICAL SUBCOMMITTELS HAVE |
POLICY COGNIZANCE OVER COM TNIATIONS INTELLIGENCE AND CONW UNICATICNG
SECURITY. IF THE F.ECOI*D*IENDATIO?I 7O PLACE THE EVALUATION AND ANALYSIS
9F ELINT UNDER NSA IS ADOPTED, THEN POLICY GUIDANCE FOR ELINT AS WELI;’C\
AS COMINT AND COMSEC SHOULD BE EXERCISED BY T PROPOSED SINGLE BOARD. \

Tha desirability of‘ the present separation of policy guidam_.*a qpnrs
cerning cormunications intelligence and communications seseurity through
two boards is quesitionable since both functions ave related aspeets o
telscommunications, A singla board having policy cognl 3anee Over Com=
rﬁuniea‘tions intelligence, communicaiicons aacurity, and elegtronies ine
$alligencs (ELINT) would provide improvad eoordinaticn and better
direstion of NSA and would also insure thab each of thsee funcilons ree
geives proper smphasis and atiention. Jecause tha whole intelligsnce
and ccamunications sécuz‘i‘ty cosrations are so intimately related to the
commnicationa-electronics field, it would be .essenti& that appropriate
subcormittees composed of .teehnically and opevaticnally qualilisd pexye
connel. be sstablished to adviss the boarde Botn USCIB and USCS3 ave
subsbantially :mmiarised of the same agency meni‘oershipg aithougn LSCSB
" also includes AEC and Treasurjro Théae latter agsncies, howavar, do %
have as subatantial interest as the other depariments and their interest
probably would be Jjust as well served through merbership on supporting
_pormithasi. (Pagas 5-9, 19-22)

' Rasomsndabion o, 6

VHAT THE DEPARTMENT OF DEFENSE CAREFULLY STUDY THE ORGAMIZATICNAL J

~ STRIDTURE AND PRNAPER FOSITIONING WITHIN ITS RESPECTIVE SERVICES OF THE

Approved For Release 2005/04/2%9@%%%68002%Rooogooo10001-0 _ L e
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@ THREE CRYPTOLOGIC AGENCIES AVSS, ASA, AND N3G - WITH A VIEW TWARD
TMPROVING THEIR FRESTICE AND EFFECTIVENESS, THEREBY STRENGTHENING THEIR
FEREOWNEL ASSTONMENT POLICIES AVD IO0GISTICAL SUPPORT. A

The success or Zallura of tha COMINT o;:aration ultimately resis
with the cryptologic services of the Army, Navy, ami Alr Forcef Far
s i'eason gione, the arganizational structure end proper positioning
of the ASA, NSG, and AFSS within their rcaspsc‘tiva sarvices desam' cara=
ful study. Moraove_r, in order to do an adaquate Job, the cryplolegile
asrvices must be in a position prom rly to reecruls, train, and revard

. Personnel who intend to make COMINT a caveer, This they cawmot bs ex~ |
bac'bed to do if they are forced to compsie with other branchkes of the '
service witbout having "top-lsvel" appreciastion end supporbt. Currenidy, |
the orgarizational structurs and pesitloning of the Ai:* Foreca Sam;ribg
Service seems most nearly to meet these qualifications s Wolile the sbatas
of the Navy Securiiy Group, with a dlvided subordination, eppears lsaest

conducive to effective opesratiom. (Page 1h) . .

~
d Recommerd ation No. 7 \// -
THA; THE MYLITARY SERVICES GIVE GREATER ATTENTION 70 SELECTING »
VOFFICEHS FOR COMINT DUTIES, ASSI® REGUL&B OR ®CAREER" RESERVE OFFI.CEP.S _
0 THE MAXIMUM EXTENT POSSIBLE, IWDOCTRINATE OFFICERS IN COMINT PRIOR
70 SENDING THEM T0 COMMAND FIELD STATIONS, AND ESTABLISH CAREFR OPPORTUN-
(ITIES POR SPECIALISTS HQUAL TO THOSE OF THE LINE OR GENERAL SERVICE OF-
FLCERS, ROTATION AND REPLACEMSNT PROCEDURES SHOULD BE IMPROVEDL. THE
“.FEBSKBILITY OF USING CIVILIAN INTERCEPT OPERATORS SHDULD BE THORGUCHLY
TESTED. -
T 13 SLSO RECOMMENDED THAT THE CONGRESS ENACGT LEGISLIATION TO AU%’ORE?;E
@ Z’IE BATIONAL SECURKTY ADENCY TO WMPLOY SFECIALLY GUALIFIED RETIREB MILITARY

Approved For Release 2005/04&22 %ﬁAﬂ%‘E‘)P86800269R000900010001 -0
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PERSONNEL AS PRESENTLY AUTHORIZED THYE CENTRAL TTELLIGEN CE AGENCY AND

AT \"11\ -7
IDL‘A‘LHJ wrts _\_—EF

£

t—-l

WTTH N0 BESTRICTION ~M THE NUMBER SO EMPLOTED. SUGH L
ALS0 PRLESIT THE SECPETARY OF DEFENSE T0 h“JALL EETIRED OFFICERS TO ACTIVE
TUTY WITH NSA AND HAVE THOSE OFFICERS COUMTED AGALINST THE AUTFjRIZED

STREHGTH OF NSA BUT NOT OF THE HESVE LCTIVE MILITART SERVICE{SD/.

~

A disservice is done ‘m the COMINT offert by assigning officers who
do not have an aptitude or intersst in thils fleld; by assigning Reserve
officars who do not intend to serve on activa duty any longar than rae
quired; by sending officers o cormand field stations without first
training and indoctrinating them In COMINT; by no‘g, giving equal garear
opporbunitles to apeciali@i;s; and, lagily, b'y noy preperly oF moze 513115
ubilizing revired parsonml with long eipericunss in the arysbolegic
agrvisse

In '-3:}-,(.—.3 ?i "A.cl_g tha two big problens Iam rovavion aad the low reane
lisiment rate which eause not only breaks in continulily, bul varying
levels of efficieney. Administrative proceduras should ba devised wileh
would voduce the instability and comsequsntly lessensd effectiveness.
For example, in one station there heve been st least three almost come

LY,

plets turacvars of personnel during a tarse=ysar pericde In addition,
the time lay betwsen detachment and Teplassmens should Yo apprecisbly
decrasnsed. Tre weekest link ia the CUMINT chain is the intaeirsept
operator, due to the rapid rate of turnovar.

Although the enlistad :m“c,ercep‘t coperator i3 doing an inadsquate

0y

Jjob, tha proposed 2ltsrnative to replase him with a cu vilian opsrator

T T S » " . R R o PP S . P N
L nas only & liedted polentisld; woreover, it is likoly taat many oL wne

c«:mdibz S8 den make 1t difficuld to malke COMINT an atiracbirs carser

EN
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_ "l for militery persoansl will rot be solved through employlng sivillang.
Prugdibly the besb solutlon 1s to employ a sufficient pmber of ewper=
denced elwilisas at the working levsl to provide guldance end esbablish
standards for enlisted operators by working alongside tnem &b siabioms
which reguire bolstering. The pileot operation for employment of one
hundrad ciﬁilian oﬁe:at§r89 which was reesnbly initiated by the ASA

under NSA guidsnes, should bs coniluusd and carefully studiedo

(Pagas 27-~31)

/Recomnendation Noo 8

-~ PHAT THE SECRETARY <F DiFENSE GIVE FURTHLR O““SIDER@TIUN T0 THE i‘fﬁf% 
ALLOCATION NF AV APPROPRIATE WUMIER ~F HSUPIR GRADES™ AVD POSITIONS
VUNBER PUILIC LAW 313 TO NSAy T0 THE POSSIBILITY NP FURTHER INDUCEMENTS
T OR HICHER PAY T0 SELECTED CONSULTAWZS; AMD 10 PRIVILEGES LXTENDED 70 \
CIVILIA™S OVERSEAS. ]
| Th@ caliber of civiliars working for NS4 is generally excalleuns,
particularly those in the professional sategoriss. A11 of NSA eiviliar

employees are placed in Schedule A. Although %his does nob in itsell

% 7 ‘ golve mll of the administrative problems created by the security re-

strictions which nacassarilv surTound NSA, 1t creates a generally satise

- fastory situation, exeeph uith regord to the 2llocaitien of “super gradas®

and positions under Publie Lew 313 which NMSA should have, Neither the
Depariment of Defenss nor the Civil Ssrvice Cormission has assumed full
responsinility for the allocation of such grades to N3A, bul eash has
allocated come super grades. N34 is in a less advantagacus pesition

than the Atomic Energy Commission in the emylovmens of seientifis ecn=

sultanteg, sinse the 1attar agency i3 eble o give them higher pay. N34

&

ivilian personnal who are staticmad overssas should, in gensral, enauj
Approved For Release 2005/04/22 : CléﬁRDP86800269R000900010001 -0
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the samo privilezes, or "frings benefits,” as Centzrsal Inkelligence
ISR 2 '

<

dmensy or obher govermment employses in the same area. (Pages 32-34)

© Reconmandaticon Voo 9

THAT USCIB OR ITS SUCCESSOR 304RD CIARIFY THE OBJECTLIVES AND

FUNCTIONS OF INTELLIGENGE LIAISON DETACH{INTS WITH NS, ESTABLISH It {TRORY
PROCEDURES TO JE FOLLOWED BY - UCH DETACHMENTS TN THEIR RELATIONSHIP

WITH THAT AGENCY, A‘ID SPECIFY MAXTMUM NUMBERS NF PERSONVEL TO BE ASSICHED
PR LIATSON DUTISES AFTLR EXAWINING THE LXTENT OF INTLNLST OF EACH DE-
PARTMENT OR AGENCY CONGERNED. INTELLICENCE PRRSOMNEL ASSIGNED TO
LIAISON DUTY WITH NSA SHOULD BE REQUIRED TO ATTEND AN INDOCTRINATION
COURSE COMDUCTED BY NSA. - _ e

Lach of the principal recipients of COMINT; i.e., the intelligencs

rganizations of the Sta‘tea Ay, Wavy, and Alr Fovce Dopartments and
014, maintaing a 1izison dotachment with NSA. Thess deldachnenis,

particulerly thoss of the thres military services, heve growm into
large operabing organiszations and a ﬁe’z.max' wmderstending of the proper
ralationship betwsen these grovps and NSA is nmaded. Current Lrictions
at the working levels of NSA and the 1:':_,9.:3.?3031 deteehments stem largely
 2vom nisunderstandings whish in %turn are attribuiable sonawhat té

eomparinentation, but more %o ignoranca of the respscitive nseds ard

prodlems of NSA and ihe intelligence azeneles.

Perscnnel assigned to liaison duty at NS should not only be mghly

prmerdanesd and
-\-r-.o..»_wl.( s e b ‘—-b (Y

}h

nformed inm dntelligsnca ﬁac’rmiquss, but should have an
appraciabion of COMINT ifechnlques as walle 7This can be accomplished and
2 batier relaticnship established if 1% were made mandalory for whoss

RS

saleetsd for liaison dudy to abtend an indoctrination courss conducied

by tha 84k, In deitiéng USCIs ‘3}20111#1., artbter study, define the fumciloms . .

Approved For Release 2005/04/22 : C|A5gDP86300269R000900010001 -0
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expectod to be performed by 1iaison detachments end the puUrposss for which

shose devachments ave establishede The nunbexrs of personnel assigned o

Jisioon detackments at WSA appearsd to be excessive in some inatences
znd probably could be reduced following clerification of the misslion

and descripiion of duties. (Pages 15-17)

\\.
Recommerd ation Noo. 10
THAT NSA I\ND THE THREE CRYPTOLOGIC SERVICES GIVE GREATER EMPHASIS Vﬂ’

N
0, AND CONTINUE TO DEVELOP MUTUAL COOFERATION IN, TMPROVING THE

TRCHNICAL FEATURES OF INTERCEPT STATIONS »

-
~

Tn order to attain maximum efflcieney in sommmnications interesps,

graater considera"uion should be given %o enginesring end technisal

aspects of stations. Although the problem is recognissd bY ¥oA =nd tha

- ")

cryptologic services, unilateral actions to influence both staltion

o e s o e .

)

logations and layouts have evidently been handizepsed by insufficient R
appreszistion or understarding of soms requirements by b= adquariers aml ;
field commands, ospesially in the earlisr years of developmente NOA !f
has only comparatively recently given consideration to 'ks;mse- phases of ;

COMINT. NSA should step up itz efforts in thia fisld, in cooperation

‘with the cryptologic services., (Page 13)

Recormendation No. 11 ' V/

THAT MORE THOROUGH PERIODIC REINVESTIGATIONS OF PERSOMMEL BE MADE. .
PARTICULAR EFFORT SHOULD BE CONCENTRATED ON PERSONS CCCUPYING THE MO:U/

SENSTTIVE POSTTIONS.

i
{
!
H
H
;
I

Tha security procedures fallwed by NSA sre adequaie with tha ex-
goption of pericdle reinvestigations to deterning if persons ppeviouwsly
rtified as kaving clear records have not im the interim bscome securd *aaj

O g

risks. The aaeumis;y reeords, including a Nationad 5geﬂcy Chezk, arg

= O
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ave 1ot bezn mads at such intervals. Ha:-nj of thoze smpgloyad by ESA
ura engagsed in x"udi.uantarv taska which, toge x..he:“ with the comparunsniation
that is the mule, would prevend them Irom s==riom.'3.y cempronising uhﬁ

efforts .Ih the highest echelcns , & much greatsr lmowledge of the ConIny |
operation ie rsquirsd and peopla oceup;ﬁng‘ thess positions, concaquenily, E
would be able to 'gre'aily injure our naticmal security in the evmt they

bocame sscurity risks, In the task of ehacking sll per rsonnel @ ery fow

ysam, the solution might be to establish which positicns axa tha mest

senﬂi tive snd give flrst pr:.o“ity o the rechack of persons occupying

-~

such pesitio onsy with lowar priority o those in 1z

&

as ssnsitive positionaa

(Pages 22-24)

" Recommendation Mo, 12

YHAT THE DIRECTOR, MSA, BE GIVEN AUTHORITI T INSPECT THE SERVICE w :
CRYPTOLOGIC SCHOOLS AND MAKE ACPROPRIATE RECOMMENDATIONS FOR IMPROVEMENT .
WHERE COMINT IS AFFECTED. | /

The Dirsctor , NSA, has plaged gread emphasis cn sducation and | |
*&raining of NS4 employees. - The curriculum at the NOA achool is orientesd

wmilitary
toward COMTHT and does nob duplicale courses conducited by Ihe / servicea. _
NSA does not condust inspsctlons of the wrysbologie schools o:i‘b the sepr=
vices and doas nch have saecmm authority %o do &0 IJ':‘ MSA is accbrdad .. .

the opportunity to inspect such schools and meks recwmnda ions, it

is possible that improvemsnts lesding toward elimination of urmeeessary
phasas of training and concentraticn on more lmporitant subjests could

PR N YN S |

~
ha gffechesde (F&gas R
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Q ' ' 18t Indorzonend

Yo The Chalrymen, Commission on Ovgsnigeiion of the Exseutive
‘Brench of the Government, Washingim 25, Do Co May , 1955

The task foree has reviewsd with interest Part 1 of APPENDIZ T

and concurs with the recomiendations contained therein. Ths impertance
of the adoption of Recomezﬂation Noo 2 1s espeecially emphasized; .

tids 13 believed to be vwital to the intelligence efforio

" Mark Wo Clark, Chairmen
Task Force on Intelligencs Activities

57a
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COVFIDENTIAL

IX  CLOSSARY OF TERMS AND AB3REVIATIONS

n D)
AFBA
e
A553

MEE

- 8SA
- ATIC

COMINT

~ COMBEC

DATNSA

. ELINT

NSA
NSC

NSG

0S80

580

USCIB

* UBCIBEC

UscaB
USCGSBEC

3

240 9 ¢

Aimed Fercas Sscurity Ageney

Air Foree Security Service

Army-avy Electronics Evaluation Group
Army Seeurity Agsncy

Air Technical Intelligenes Center

Commmications Intelligence
Cormunications Ssecurity

Director, Naticnal Sscurlity Agency
Flestronics Intelligeneo

ational Seenrl ty Ageney
'IYmi@m..L Sagurity Council
Navy Seeuzrity Group

Office of Speelal Operatlons, Dopariment of Defensze
Speeial Securlty Officer

United States Cormmications Intelligsnce Board

United States Communicaticns Intelligence Board
Execubive Commitise

United States Communications Seceuzity Board

Unived States Comunications Seaurity Board
Executire Commitles

;)
’!‘\)
{ONRPENT
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OCUMENT GOHT! RTINS COLE LW ORD MATERIAL

¥ vt >
e g

THIS DOCUMENT CONTAINS INPORMATION RELATED
TO COMUNICATIONS INTELLICENCE AMD MUST BE
HANDLED AND STORED SEARATELY FROM OTHER
70 SECRET MATERIAL, WITH ACCESS L.'LT ITED
TC THOSE PERSOMNS DESTIGNATED BY NAVME OWLY.

THLS DOCLLENT CONTATNS (G5 WORD MATERIAL
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THTS TOCUMENT COVTATNS CODSWORD MATERIAL

PHIS DNOCUMENT CONTAINS INFORMATION RELATED
T0 COMMUNICATIONS INTELLIGENCE AND 1UST BE
HANDLED AND STNRED SEPARATELY FROM OTHER
TOP SECRET MATERIAL, WITH ACCESS LIMITED -
TO THOSE PiRSOMS DESIGNATED BY NAME ONLY.

THIS T CUMENT C~UTAINS CODE=WORD MATERIAL
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COMMUNICATIONS 4D ELECTROVIGS IN
SUPPORT OF TUTELL IGENCE ACTIVITIES

I IHTRCDUCTION

uring the survey of initelligease activitl 1esi, 1t scon developed
that the effectiveness of the whols natleonel intelligence operation
was dependent 4o a high degres on aziaquata and dspendsble communications.

and electronics supporte. The importanss of this cen be appreclated

bekbter when it is rsalized that (a) there are more then milisary ,.-25X3

and civilians - for a total of spproximately - diraai}.g,f 25X3

or indirectly invelved in the overall communications and slectronics

efferd in suppord of intelligenes (b) this communleadions ad elselzonics
) ?

suoperd 16 costing approximaiely {c) ths otal 25X3

valve of inotallstions and nilildary squipment especially assigned or

- avallahle o facilitate uitilization of communicatlons and elactronics

in support of intelligence 1s in the ordsw of $300 million, and (d)
realistic forecasting, based upon past experienca makes it elsar that
in the nsr"t national emergency the tobal demands of all activities -
both military and eivil - for communications=electronics se;-vicaa
%_w'ill Zfar exeesd available resources. Obviously,it is imporiant that we
Ixiow now if thege cpnmuz'_xﬂ.cations and elsetronics efforss ave propsrly
planned, coordinatsd, and effectively utilized to meeb nol only pease-
%ime needs, but also those antleipated undsr the s"cre*'as of a nationgl
amergoney. Aceordingly, 1t was determinad to make a spasclal survey of
the conmunicatlons-electronics phases of the intelligence aculvities
problema

TOP SECRET
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TT  SCOPE OF THE SURVEY

Bacause of the eomplexity of the communications end eleac'tror{i:as )
situation in terms of basic similarities and relationships in the
technical operétions versus wide Qiffersnces in the objectives and
sacurlty asspscts of the 6perations » 1% was deemed in the interest of
simplicity vo examine the problem in iwo gereral direcilons:

Firgt: To develep information as %o what major types of comunica-
sioms—slectronics effors ave essential o support the overall imbelli-
genes operatlions. |

Seeonds To davslep :ano?matien with respect 0 con%iﬁolling factors
 pelatad 4o these various types, directly affecting thelr operational
efficionsy, Some of the more Impervant é::e:» (a) regnivemenits fox
normal type point-te-point communicailona and hos they are geverated,
planned, processsd, and provided; (b) requirarsnts for specisl or wmsual
electronic operations intended to assist intelligence by interzoptiom
of radiated signals, either in the rvegular communications field op in
the nonecommunications 7ield; (e) adsquacy and dependshiliiy of the
’_facilit.i@ea availebls and plemned for paacetine end wartims operations;
(d4) ecordination in the planning and operaticn of the facilities; (e)
any _fmne@assazy duplications; (£) disaster plans for key installatiomas
(g) -adequacy of naticﬁal comunications security plans ad oparations 3
and {h) research and development programs operabving ho lmprove ihe
ubilisation of sommnications and els-fc"aﬁnj:.as in suppory of ths intelli-
genze agbivitien.

The survey was mads by ons staff member added to the task fores

late in January 1955, - The information iz based primarily upon visits
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wo and di *scussiorl with represama’nlves of the Tel lecommunication Planning
erﬁ:i';'baa.gf the Nffice of Dei‘m @ Mebilizavion, tihe Jolnd Commnisse
tisns-Electronica Committes {JCEC) of the Joind Chisfs of Staff, A_myﬁ,
Vavy, .Air Force, National Seéwrivy Agency (N5A), Ammy Seeurity Agsncy

(454), Army-Navy Electronics Evaluauion Group (ANEEG), Air Forea

Security Service (AFSS) , Central In‘tallu.gszﬂ.ee Agency (CIA), and the
State Dspafmn'%.a' Wiile the quick survey prodused broed information om
goms appa?@nt'wealmss&a in ‘the plang . and operations, tvinme did not per~ |
mit surficiens Pollowsp of diseussion and visiis to slarify propezly
many of the pointia davelapﬁdg nor %o éonipal“e astual opew atiema ’MA ‘a?"
field with the daseriptions of the pl@zm&d end setual cs::rauians c::'t:.amed

from the Yhoms affim.»,” Several itexms nac&d much further exaninstion o¥

o g% leaspd detailasd spo mgf.a ia ovdey that ths ccmluslcrs and Tacom=

msandaﬂona gat Forih in this raport may be conflrmed or revised to ue
the | rua 8l uuatmng &3 daveloped by the more detailed sxamination.

’Fhis raport is 1lnited 4o the survey of the tachnieal mhmes of
tha communications and electronies problem. VMo attempt has been maﬂa
%0 determine the valldity of the basic or pwe intall"lgeneee oo jestives
or raguirementa'gl whigh thén gene%:‘ate the requirements for ths ecommunicae

tions-electronics facilitieso

TIT TYPES OF COMMUNICATIONS AND ELEGTRONICS SUPORT
The overall intelligence ecperaticn, with the recessarlly asgociated
security features, conalsts sssentialy of five steps. Thess five ataps

end Lhe related communlcations-slectvonics aspacss are ahown belows

1. Producticon or Ccllerum:n of Information. This involves radio

integeapbion, radio direction finding, ol ald 25X1
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forrs of radio signals which may he raduced %o literal text, pluz dirsed
paboledicld survelllance by eleatronie rmans o cobtain infermation from
aiznals which do not reducs to literal tesxte

2o ﬂssemblj of Tnformation for Bvaluation. Mueh of the raw

materigl obtainsd from the elsctrenic means indicated above, as well

as certaln other sourcs wmeberial tolleeted in the fisld by other means, |
must be sent back to the various evaluaticn centers a% homs and over-
8ea3 avar.tkm nozmal radio and telegreph poinit-to=poind eommunicatlion

" channals. The dsmsnd for this type of ccrmunications will ingreass coa-
giderably in 'timé of national emergeney. Lt involves worldwida com-

- munications.

3. Evaluabion or Analyais. The most advenced snd highly complex

modern electronics equipment is now belng mployed ab the evaluaticn
centers to speed up the attainment of resulis &d to exPlLoLs many
snalytical possibilitisa which wers nob posaible several y3ar?® agoe

Lo Dissenination. The product of the evaluation, il.e., the ine

telligence derived from the mmalysls, wust be sent out promptly to the
various users in widely separated lccations. This also involves world=
wide poinit-to-point sommunicatlions.

%, Conmunications Securisy. Electrenically-cperated cryptographisz

equipmant used %o insure that i',ha information being traznsmitted Lfrom
iao;i:nt o poind over our various communications facd ilities is not divulged
to unauvbliorised persons o nablonso -

Broadly then, from the communicationseelectronics viawpoind, thers
ara fovr geneval types of operationa dnvolved. These are:
1, Standard type pointetospoint commnicationa. { COMMUNICATIONS Yo
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2a Smf*ial communications intelligense operations (CMINT), with
jva field (intercent) vhass and the svsluabion phase.

30' Electronics intelligsnae oparationa {BLIWE), olsd with a fislad
{$ntercept) phase and an evaluation p'ﬂgseol
| h; Communications security operationa (COMSEC), affscting all
- @cmﬁm'baapoint comnunications operationdo |

T4 should bs noted that all four types ave direcily relaved to

shandard comrunicatlom in terms af.‘ techniesl oreratdons and p'mcednreﬁs
squinnents, tra:i.ning of personnel, researci snd development aspasis,
and, most of all - to be effectlvs - they requlre csntralized conbral

with affective desentralized operationd.

IV REQUIREMENIS

In each sgency surveyed, the gensrablon, evaluabion or seresning,
and procusensnt of ssrvices to meed the raguiraenente ;.«n'llmsed the ase
patisrme The badle eommunications and ele chronles roquirzments stRm
from intell igence requiremsnis establisied by NSC er USCIE. (Theza

' {
i
i

' are not belng sst up properly to pemmit effeciive uilllzadion by $re

. communi uauionseelactmnica oz’ganiﬁation in de"frloning the meinum
eomumications =i eléctronice poiential for gathering intelligsnce. 4
| Efforts are now in process in USCIB to improve the setting forta of thess
‘baa:’x'.c requirements.) These baslc requirements ara then devsloped in
datall by the plamnera of the various inveliigenes agsncies. Usually
ad this poind the communicatoeXs of special cemunications-elactroniss
advisers join the planning efford. The sommunicaticns and electroniea
Featores of ths plan are then prepaved coneurrently with the basic plan.
5
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.ticcae%s are nade, Wl henavq.f' thig i3 considered feagible, on one

of‘ the ez r.t.s;,:mg [2a] vcmren‘b comunicauims se ”vices w p«mmdc poinbein=
Jomu eommica uLOﬂB sez‘viceso For example, Naﬁ. presems its poiniets-
point ¢o *munmauians "'equiranan i8 < bo th iwmedm%e and on 2 tnreea:&au

forecasd baais = t the JC3 who then (fchmugh JC C) allccate responaics

bility i‘o* providing the z'equ:L?ed sex”vice to ons ox rrbv'e of the milltary

servicﬂso CIa opera te3 on & somewha simllax' arrangemn‘? exespl _thao L
CTA deels direetly with %he dlffercms.. militaz'y sex me-?.\g each of whom for 4 o
securlity veasms, has designated 3 mcacd.al 118130"‘1 of‘i'icsr to handle CI2 )
reque%so In special cases, vhers the military services do not have a:frailw.
able facilities, CIA provides ite own, or lzases J.aﬂillbleu from ong of the
‘ccmme_r_cial QOI?H!(I’{I‘HI'.'LC&‘;:.ionS companisg. An ezmp_.e of this is where CIA hag
installeci; 6mré‘césa Eﬁd nltainta.irs a speeial long-limg oversa223 radie cire
culd to the South and leases .:ub marine cable facilities %o Europe. Sitate
Department &lso le'ages commercial charmels to Burops to reiaferce faellie
tiea fu z_mahed'tp State by the military networks,
Tha daﬂands for pointeto-polint communications services of the Army, -
Vavy, and Air Foree intelligence ac‘ﬁivi"cies, are roalistically scz'een@a
by ﬁhg chiefs of the respsctivs _communica‘bions gervices, to determine
validity, teehniecal soundness, and m,q best to nmeat the demenda, The
: CI& Director of Gcnmunlca‘t,iong sereens the demands for CIA end then
pPesents them direcily to ths Ammy, Navy, or Alr Forse for supply of
service. The Army, Navy, and Alr Foree do not challengs the regnesta
£rom NSA or ‘T,‘né ei7il intelligente aw;gancies unless they ars unable o
meet them, in which cass they will try %o adjust the demand against whab

is avallable, or arrange through the Sserelary ox £ Deferse or the requesit=

Ing egansy Lor additions 20 be made to thelr military faeilities to meed

Approved For Release 2005/04/22 : C@-RDP86800269R000900010001-0 ,
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¢he requirements. NSA establishes 419 own denmands and 'bhen pressnis
them o JC3, who do not challsngs or examine ke Justification for the
requirersnd, but try to furnlsh by ailcca’tian of vesponaibilidy for ‘
" purnishing the servies to the Amy, Navy, =nd Alr Fores. I the JG3
are unzble %o f‘urhish, they try to a;lgust. by negotiation or will plan’
with the mll'ltary servicas and the Sascretary of Defenae for sdditions
o the military neuwnrks to mesd the NSA demends. Generally, this
methed of handling the mguirements and the resultand arrangsnmny for
provision of peinb-to=poind communications servicea represent B §o=
ordinated, sensible way to deal with ths problem, except for ons asvesio
There 38 room for improvement with z'mpact to insursnes of eccnomy

and realism in the development of CIA e.nd NSA point-to=-polnt ecmmunicss
tions regquireéenenis - at lsast in orineipis - if ihess z“ecgﬁ:emen‘sa

are Lo have ths benefll of objesiive avaluation by an authorlty otuer
than the sctual operating suthority. Techmisally qual ifisd authoriby,
" not involved in the actual Qperéﬁionp should rovisw and camend to ths
epartrant heads or dirvesiors conearned on any major or speelal Uyps
ecmmunications or electzonics propcsals of intelligenice agancies %0 ine
swre that Shey are basically sound snd realisile. Whanavar possibls,
fhese facilities should ba provided from existing services or facilitiss.
This would p'*ovide a sultable eheclk on amy fubure temdensiza Yo go
#lururious? or to gt unrealistic in the fase of anticipatad sonditions
likely to exist in ths gemral communications~electronizs effort in
artines It would appear that the Joint Chiefs of Stafl with its
existing JOEC growp of highly experienced and technically qualifisd

parsonnal could raffnctﬂ*raly provide this particular fzdmory 2arvige

7
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for such agenclzay in a manner that would be in the best interests of
sen Oprarament. This could bs done by direction of the Secretery of
Dafense for NSA. It could bz done thyagh the Seci’etary of Defena@:
at the reguest of any intelligence group abt USCIB level, for activities
not a part of the Department of Defenseo
The requirements problem related ‘to the dsveloping,. ﬁrocesamgg
veviewing, and implementation of communicatlons and electronica plens
in support of communications 5.ntellig;en£:a tmd communications security
areas appears defective in two major aspacta: (a) there appeavs to ba
no provision for an cbjectlve technical revisyw of the basic comunicas :3
.
$iona snd electronics requirements plan generated fron the admittedly
unsatisfactory USCIB staterent of basie or pure intell igence requlre=
ments, md (b) there apzzéars 10 be no effective provision for an ob=
jootive teshnical roview of the communic ations and electrenies equipns
menis, fecilities, and persomel reguivsements developod Lo (a). It
should he nobed that wrereas most of the -poiﬂ%%@apoim comutnications
reguirements have ths benefit of pome technical guldance from tha
military commurdcations services = although this is purely aimed ab
ubilizing ¢o the maximum exiating Facilities md does not touch the
baaiﬁ or initigl justification of the need for the service - in the
area of special cormunications intelligence and communicatims security,
the intelligence activities sat wp +heir own recuirsments in tams of
perscmmel, eguipment, and funda. (fhis is primariliy an IGA areap.
with USA baing Alrestly supperisd by ASA in the Amy, N3G in the Navy,
and AFSS in the Adr Foeea.) For exampla: devalopment of remlrements

1 the COMINT effort for intercapt positlons. This iavolvaa gush

 Pactors as (a) cperated by a1l fereign governranis
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on a worldwide basis, (b) number of

in peacetime bs

military (¢) which Links should bs fully guarded

in peacetine, (d)how many additional ks antlcipated in wariiwa,

(o) what chalges and additions in cm’prwge 40 be mede in wartims, (f‘)
when, wheve, and by whom the selected 1131;53 can bes® he c:ave*sd;, (g}
duration of coverage. Every one of 'b?'ste cuestions involves fundemsnial

conmunications and radio problems. LEvery cns 1s related to the twtsl

_ war’t.im commicatlons and slectronics canab: 1137 in the 1:’=,g.’1t. of estd-

nated avallable respurwess; Should the awmber of intamspu peattions

Lvery pesition involves highly trainéa perssmeib complex ard expenslvae
equipment , effectdve englneexing guidan@ in loca’-:.ion snd idnstallatlong.
It elearly is proper that those with COMINT resp songibility chovld develop
the basle plan te includs setting up the requirements in terrs of peve
asonnel and equipment to mesd the requiremenis. It is of the greatess

imporbonce that guch a plan ~ such sizsable requirasments - recelve the

© bensfit of revisw by the Lest aualifisd group availabls with suibable

o bpera‘tioaal experisnce in the communications flelds to {a) determine

the overall reslism of the plan, (b) determine its soundrness from sim
technical viewpolnt, (e) see if it wakes full wsage of availabls nema,

(d) determine the impact of the plan on the overall communications and

elcc wronics requlrenents for all Federal operations in time of emergencyo

It is stressed that thess comranications intell igente and communications.
secwrilty field operatirns are teday, and in the future will be, mainly
military operations. They cannot be measured mailnly on civiliam

, 9
% i
Approved For Release 2005/6’249528?%DP86800269R00090001 0001-0

25X3

25X3



Approved For Release 2005/04/22 : CIA-RDP86800269R000900010001-0
TOP SECRLT

Ypormg,* which do not necessarily agply to milltary operations. They

should nod be measured in oveventhusiasm of inbtelligencs persomel who -
obviovsly do nob eppreciate some of the long-vonge implications or signi~

Pleanen of this communications and electronics means.® It 1s not da=

;finitely concluded from this brief survey that insppropriais, or “,mw@SSary;"{”i_

or weconemical demands are being made and implemented in this arsa,

bub there are certain clear signs that (a) there already are soms une

necessary duplicafions of effort ocewrring, and (b) same of ihe thinking
and operational objectives verge on wishful thinking, tend %o ignore
realivies, md may require radical changes in times of meréeneya The
definite conclusicn 'iB that mmé affeetive plan should be st up 80

%hat thogz ot high lewels and requimcf to meke _pali.éy_d@ciaion;s would
sask out snd have availabls to ."vt.ham the édvﬁ.@e ard guidanse of those
who have a wealtn of know-how, those who can give hhsm gn unhiased,obe
jeetive evaluation of propesals, these who will mest likely in the
final analysis make the overall cormunications md electronics military

plan wowlt o The chiefs of the military communications services, We

Director of JCEC of the JC3; end thelr stailfs contadin a wealth of know

how, based upon experience. It 1e not clear thed such edviee and gaide
emes have veen souzht oud o affectively used by those at high lewel
dealing with this highly technical and expensive face® of intelligems

omaratlons.

¥V  ADRQUACY AND RELIABILITY OF POINT=TO=POINT COMPMUNICATIONS FACILITIES
For veacebime, there exists a comprebensima, integrated rehwerk of
coemmunications both in the United States and to 2ll important overszas

aveas, espacially where military forces are s*tat::_oned,, that is emsidared
Approved For Release 2005/04/22 : C%RDP86800269R000900010001-0
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both adequaie and relilable to need the requirements of the whole U. Se
intelliganse communibyo
For xmz'umap trere may be more facilities actually avallable than

g% oresent, but the reli.ability Fastor will becoma a mabter of major

concerno 25X1

=)

0 cauze

considerabls disruptiem of both the strategilc long-line radie circulis

and the shori-haul tactical circults. Additionally, there will be the

(a) heavy traffic loads normal to War ime operations, (b) nomsl atmofe
pheric jntervupticns, snd (c) perieds when combab operauicmal miority
domends will require veadjustmend :aad alleocation of &l available longe
lins gircuilz. In such a situation, the extensive and well-integrated
radio communication mebworks of ihe three services, plug the ceble
foeilities, wlll be able o e rraffie over srdterial lengohanl circulis,
_bm.. this will involve mueh rnmumng of waﬁ'ﬁcg rearrangenent of c,im

culds, amd heavy utilization of common~-vaer foeilitles, The serious

~implicaticna 'bc intelligence operations are chviouse The antidots is

naximm coordination and intagrs;tion ei‘ communic ations=elactroniss
planning in peagsilma,

There 1s clear warning heve o &ll intelligenes aganelies not to

- get Soo depsndent$ on equipment which may reguire speelal full=time chan-

nels. This relates dirsctly %o soms of the presant and planesd cormunica-
tions sosurity squipment requiring nuneyous Mon=lins¥ fulletime channala.

For szampls, in the United States, on overseas limks and within overssas

%+ - -y -~ ey wn oy e gy o 3 ¥
thapters, the Alr Porcs nov operates mord fhen one hundrsd Yon-line®

shannals. NSA has scme f’lftjaaix in the U:um:xgton re3 alon@. i-icst‘ of

thege are operating over 1emda}.ir~ee gnd soma are opersted in the overseas

Approved For Release 2005/04/22 lflA -RDP86B00269R00090001 0001-0
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channals. However, many “oneline” channels within the oversezas

vheotors iovolve land-ling clreults ohtained }.’“’or loeal eivil conmunices
tions companiss. The av ratlability of thase facilities in & erergancy

esanot bs guaraniesd,sings thay are nob ander U. S. contxel and willd
be subjeet to both sabotage and possible enemy aehion. Cererally,
the chmmces are many of these chanela will ds leost $o the intelligenee

a

sctivitisns. This means there may be wholesale shuffling of communica~

pions arrangements, with keavy dejendence on Gommon-usaw aystenms, Jusd
when the facllities ars mosd nesded. ALl of this emphagizes the nesd
of effsctively marrying day=to-day praining snd operations to the K
rea)itiss of a wardims situatlon; i.e., bs sure the intaelligenes activi- \

3isg ean operats effectively on whal 18 avallablze T3 i3z nob %00 e€ls

:n

e

[ 2]

e ot s

that such wreslisn governs operations in some of the inmtelligencs ag 121lad,

Ons of *he major factors in dbringing shoud Gepsrdabllily in over~
21} ecomunicatione 18 edhe capability of revovting traffis in emergencias-
or becsuse of manemade or natural interfersusd. This ecapability of
Tretiing the mas3ags threugh® is dependant %o & high degree on affeetlvs
Antegrabion of various eomunicaticons nelwerks smd the nasessary
a‘handaa?dizadnpesra‘aieml procedures so that the sebilng up of specx.al
ecireuits or the passing of trafllc over any available facility c-:&n ba
dons in a voutins fashicn. This situation exisis o a rlgn degz‘es“m
the 1%{3:('1(1?;;5.&9 networks of the Azmy, Navy, and Air Porem. Thay are ime
proving thelr capsbilities in this direction every day by improved epzre
abional practices, with tested new eguipments and additions to the
gystems’ eapacities :;mci roubingso

i . a
e

Tre major lenz=3ine communications netn Jorks within the Unitsd States
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have a very nigh degree of dependabllity J?::*om %ze ’?egﬂrlgggil %iawpoi_n‘bo

However, these facilities could be serlously affected by strike actlon,
delibsrate sabotage, or DY insffective operation of priovities md
contrels of mersonnel to restore essential natlional cnmnunica’cioné s-éra
vices promptly to kKey intelligence astivities 4in wartims or in casa of
disastere

" A% ¢his time, the intelligence activitles obtain thelr require=
ménts from the existing and wsllelintegrated military and clvil networks
for overseas sommunications. They pave sccess to the wewld's bast
communications facilities within ihe Us So bordera. Tha inlelligense
activities are reinforaing Utheir overseas facilitics dhtained from
the militery by leasing circuils fzon commercial communications
gompanies whenever the military ave unabﬁ_.e to neet the denmnds. This
arvangement 18 basically sound, soonomicel, and cerdsinly in the bezsé:
Interest of ths Governmenbe 1o this ares, there srve timas whan tha
Naaxer beavers? or the “empire buildaras® ﬁemazxﬂ eméiva if,yps' elreunits
for their ewn specisl purpesese Any sush teadensies shpuld e resigisd
fimly. That 1s why there is need fovr an effective and i‘-—ealia‘m«;
vscz‘aenmg aof 81l requirements for -ctanmmic atlions ﬁérvic@a to onoovewr
prompbly any demanda for what may be called “luxury sexvices.”
The pressnt arvangsmenis préviclé the maximun in cbdasining zdejuate |
and dependable communications services and fagilitias for the '
navional intelligence sgancles at the minimum zost o the éovanumn‘:m
They provide reascnable assm‘ances’ that the adsguacy ardd depend=

s
\
\

srrangements should bs conblaued. Any attempt to set up eporate come

-

Y,

2bility con be malndainad in tlne of nabi mk emergenty. IR
manicotions systems er facilities, which duplleate existing facilitles

33
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i ‘ be vigorously resisted.

YT COMMUNICATIONS INTELLIGENCE {coMINT)
Tha Direster, NS4, operabing di rectly under the Szceratavy of

=]

Dafense, is responsible for the aff

by

eetive plamning for and utllizalion
of availabls communicaticns intell :}_.gém:e ecollection and processing yee
sources of the United States %o meet Us S. intslligence Tequiremen$oo
(¥SCID Woo 9 establishes USCIB and designates the Secratery of Defense
85 the sxecutive agent. The Seeretary of Defense has delegated this
full responsibility to NSi.) l
- Communications and electronies opsrations ove the majo?_;‘ﬁré.mg
available to carry out this miﬁsién(.. The raguiremsncs g:,mcrah.d by
U8CIB Statement of Reqﬁireman‘iw end wesbated by ¥SA placners ave comple,
»' covering several facets of communleations. Thay evs largs in quantilies
when meastwred in gormunications services, eaquipmentsg, ¢ pergonned ¥
ocpevata the equipmén‘to Essentislly, they require rapidity of polnbeio~
poin% communications, adilivy o 'arzrsm;:t all nﬁﬁsa:fes over such Baya tems
encryptad, and necesgary exclusive-use ehmngis o permi‘t such 'brmo
misalondo |
- The pressnt pla.n, wheraby the Army, Navy, and Alr Force provids
‘uha mejority of the \.ormnu.m.cauions seyvices md the unibs to opsrats in
the field the NSA intercept and direction={inding \DF) missiong; i3 &
effective snd resliastic way o raeé%: tre problem. Tha whole NSA field
operation, related clesely as it is to communic ations, has ceritein in=
herans charasteristies of comunications. For exanpla: {a) the principls

of ecentralized conbrol necesaary o any efficient siSeabls comny maz:ie:ls

network 36 ohviensly neaded in the NSA operations ¥SA hes thiso (¥) De=

_ A1 .
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cantralized operations wiih dus vegavd to 1cc_al arsa piltuations and
ability wo oparate with maximum effleioncy .m time of méﬁor amergencys
¥SA bhos this only in pari. Since 1ts overseas custonors are escentlally
ailitary, it has corizin srinciples of cormand slso inwolved. The
D:me*aor; 1SA, 1s aware of this ed 13 moving taﬁard petter decentral-
izaticn. Such decentralization #ill be helpful in times of naslonal
disaster or in case of WATo

Tt was noted that a new school for spacial type equipment for
in‘axarmpﬁ of vadio teletype signals was being ast up in Californis by
the Air Force. The Wavy expscis to participais. |

From the nauonal jntevest viewpoint and in the interest of econony
in uss of resoureas, every effo;t ghould ba mada o insure that MSA
ueilizes to the maximum 211 available facllivies, salwvicaa, end egulpe
nents rather than bacone involved in setiing up amyj duplicats or

parallsl arrangemnis.

VI FLECTRONICS INTELLIGENCE (BELIHT)
| ELINT - that part of the jntelligence effors which deals with the
" _int@,z’cap%ion of sleciranic emmaicms o sx.g, nels no% carrylng regalar
‘sommunications - i3 a compnracimaly new member of the intel.:.iuenca tosme
I*t Vhaa avolved over the past few jears from the p:i.cneering of the
miiita.ry services who have a high interest-in radiating signals which
may be related clectrenic dovices or equipments used Lor guiding
missiles, or for energising sloctronic eguipments which avs being uzsad 83
waspons. Such informaiion 5o most azipful in losating and wrmasking
'mﬂ.@m}f of fangiva operations. Thase things oxe resl, vital; avd of dme

wadiate concern %o the military servicas. Tho Amy and Navy have a

Approved For Release 2005/04/22 : $800269R000900010001-0
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joint arvangerent whereln the raw materigl intercepits ere smalynad ab

a central poind. Sny product of this analysis is di Jumm.med to Whe
three services snd to ¥SA. The Alr Forca is overabing independendtly,
bud dees maintain liaison - not belisvad w0 be very effectivé = with the

Army znd Navy. Their enalysis 1s belng doney fizsé, 1n oversesas

by

theaters, and, sacondly, ’;25:,X3

25X3

There is nsed for sn organization with a e:em"c'fal aubrordity Yo
bring akout a much better coordination in the ovazu"tl plamning, oversll
operations snd analyais of {ba ray materials, end then %o insurs aha"
there is full dissemination and proper ubilizabion of the peoduet, The
shsence of such an .aswangramnt ccn'tﬁ:ibu;t.es o duplication o;f affory iu
some ereas while imporitant gaps Vcould be presend in others. Any plan
which v:imid resul?; in the setiing up of a semtral authc:r Ly for ELINT
shouw jnelude full considerabion of the very immedlats snd dirsed in-
tereat of the military services in this pamacalar £i31d, Such pl
lshoul‘*l 4agure cenbtrol of electronic r‘ountemeaauma (BCM), a taetical
waaapan %o the military commandez‘s ctmce_mrado

A plan to correst this situation, gensrally agreed to within the
military seévices, nas been under discussion ab JC3, Defense, end CIA
level for several months. There is need for dscision &id implementing

actione

VITI ~ CoypdUNT CATIONS SECURITY ¢ COMSEC)
@ Communications security, a8 discussed hereidn, relabes to neasuresd

taken to pyolect from unautherized parsons classified info mat ion

Approved For Release 2005/04/22 : CIMRDP86800269R000900010001 -0
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wransaltied via electrical maens from point=toepoint. It pertaing o
z:7¢=;';z;)23:>;>;mgahié a“f‘aers;, ceyphogreaphic eguipment, snd oryp tegrashie o ’wu_.
ational p;rocedur@-ﬂa _

Qespans Joility fao ' e eXfactive commmxicati.ona security in the U*mtaﬂ
Staws has been placed by W3C on USGSB. USCSB, in Wrn, has dahagausd
the responsibility to the Saqr@ta:ry of Defense -ma the exccutivse ager®
to take all .necesaary actions, The Sesretary of Defenss his d seignated
N54 as the agenecy responaibls  for gupplylng necessary ma::«@riala (@quipmmb.
and syatems) snd for necessaxy techmical guideance wi_fth veapech to while
ization of the naterlisls by ths vaz'ious. departmenis and agsntiss. Ths

depariments and agencies ara responaible for “.mum.f*&x,iona pesur ity

up‘mmﬁ. 18, This is consideyed a feasible and = effestive arrangersnio

HUSA desp in fact develop, memfaciurs, smad distribuie, on a wholes

gale banis, cryptographic systems, as raquived, to =l SOVErTMeNL agsn=

cles. WN3A develops and eocures 211 needed manual or electronically
operated cryptographlc @quipmems and, a8 neeessary, mamufactures within
NSA cerbain eszenbilal pazts of these equipmenta; They ave then issu 2d

with necesgary operating instructions on a wholasale baslis %o governwend

' agen@iafao Additionally, speeified sspcurldy violations involving possibla

pomoromiss of crypteographis sysisms ave reported to N34 whevse it 1s
&eiamzinad by careful evﬁ.u.ation i an astmal compromise of a system hes
bsc"u'?sla how segtous it may be, amd what corrective acbtion should ba
teaken. Dopaviments end agencies concernsd ATS Prom! pbly notified of

carvoctive action nesded. Uorractive actices are then taken by the dee

. 3 . 2o P ey . 53 v
sarments comoorneds  (Sscurity is & command funcilon dn the milivery

17
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CI8 and Stave Dapafz"%:mnt .use sysjtems ond squipnents provided by
NS4, Thoy also produce ee rialn special codes for thelr own usa. Thewa
existl liaison with NS% on these to insure adeguacy of sscuriiy belng
davelonad.

Thers exist codea which permit worldwide sxchangs of information
on a secure basls betwsen the various U. S. deps “’mgnts and intellipence
ag@miéso

NS4, CIA, and State Department all 1,1d1ca%‘fa stoekpiles of soms re-

BRTTE @qul.rrun»‘; and sufficient systams, at localbicns wall oub of barged

egarva micht not be

e}

sread, for emergsncy usﬁra_., NS4 felt its squipment
adaguate for a major nationald emergency c:;f &y real dur atlen sinee it
i@ unshle %o procure thzse suipments - which requ:i.re xﬁa‘n%;}:-s, of Jead
time ~ except o meel smemi‘i«: ratuirenontse

ES

Papeorts of possible crvabervophie sompronises, direstly relsted
i £ I3 &

to communir‘z’tions intelligence operavicns, dur* ng the p.,rz.cd har ul;.
193h o E‘ebz"uary 28, 1955, showed a tobal of 1933}0 (i’ﬂcluding 830

posailble cz*ypmwauhiu) errors in ?;:«:'::namimimm 20@ rau,zv‘.ges icst or

24

S,

miapi a.m% and 220 possiblea c.mmumcationa intell igenes campromisaso i

Further careful evaluation of the situation indiceted the prob abili“t,y

.

that only two eai?‘ thega.compronlsas wWaIla uonss.c“erad %0 end:mzér gumr:t
o fiare 'operati tms, ond these ¥wo for less than four dayd. Thig would
indieate a generally good siltuatlon in this particular arsa. Ths
najorlty of these securidy viclations are -des to human ervors; this,

in burn, 18 G o the gread Lwwnover of persomnel., esp@;iallg in iﬁia
milliary sexrvicssd.

It should be noted that the above figures are limitdd %o pessible

comuramines of comunications intelligenge (NWSA) traffis, which is
Approved For Release 2005/04/22 : CIA- |§DP86300269R000900010001 0
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eonsidered the nmost sensitive and pm;r dea a Wigh percsntage of "eha
robel encrypted traffie carried over the worldwide military neisorka. -
To god a brue ovevrall pinture of the general comnunigations (erypio=
gz’aphﬁ.@) seeuxl iy ai.tlm‘i;imaa figures affecting the handling of codad
traffic by the major networks in all arens and for other customayrs op
achivities must be considered, Opseific figures were not avallable
from 1L sgsncies, but broad {figures o sained from JCEC of the Joind
Chiefs of Staff indicate the gmez’&l_s:"_tué #ipn for & period of aproz~

/ : )
imately one yeaw, insofar as the Awmmy, Navy, end Ay Forea operations
1. Humber of messages sant ' 7909060':5'

2. Wumber of chances for sesvwrlby vicles s
tion in hondling messages in 1o 2,950,008

3. Seeurity viclatlons conwidezed of FREN A
ficlently serious nature actuelly
endanger cryptogrephie sasuriity 8

Frcm the sbove, 1t appesys Ths® (a) the overald communic ations

(crypiographic) security situstion s very geod and {b) with full

# Phig figurs dees nob incluls (a) muliiple eddress type mes3aagss
requiring utilization of mere than ens eryplo systom snd (b) additicmal
measagas devaloping from breakdowm of long messages inlo several for
LESE transmissicn. These sdditions would add epproximeiely ten
peresnt to the shove for a tosal of sbout B70,000 messagasa

W Gomplete transmission ingludes five hendlings or chaness for
orypto serurisy violations (1) encrypiion, (2) sending, (3) reeaivirg,
(L) dezrmbien, (%) handling ab rela:'y statiorso

39
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- securlty 'a-*’ml“ti.ons (8) mensured against number of chenees for ﬁ,ola.a

%o the crypbographle ares, appears quite weake. This probisan 1o nold

TX RELATI WSHIP OF COMMUNICATEIONS, COMMUNICA TIONS INTELLIGENCE, AMD
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iy &,

racogniblon of the fact that sven a aingle violation may resuit in a
corpronisg of & erypto systen or in glving velua vle infornmsiion to a

povential enemy, neverbthslsess reglisn in terns af numbsr of serious

tions (39950;0{)0) makea it sopear that no major: -changs o corrective
acilon is needed at this. tims. The cont,im.ed Vlgdfm.ﬁ impl e'ne:ntation‘
of the present programs should adéquataly meet the sitnation.

It is stressed that all of the aowe deals with caﬂmmn_.catmm

sagur :'L'uy in teyms of cwypoographi@ sysiems, ¢ *,y":s’-wg:eaphm equipment g .emi
cryptographic operauiona_:. procedureso Tt does nob &1mam to the rush -
broader field of msssages sent in elear toxt over raild "mry newiorks oF
over elvil networks by ordesd of the sender. These often include valuabla

information of mesistance to the ensmy. This situatlon, in contragd

W .

under the communicators conirol.. Tha opere:‘c.:i.orv extends bsyond the

milltary servics, It needs atfe ention at NSC levelo

ELECTRONICS INTELLIGENCE °
One of the most effestive, if not the most effec:tivea oan® of
getting information is via electronic meand. In its simplest, moat

usad, snd basic form, this ia interceoticn of alec%ro«nag'zetm ar vadio

signals regavdiess of whe ther they ave being used v carry informavion

§i.00,n080ages) or to control equiprenlt or weapons {iege, radar

Lw
Guao)o

Lol O AP

£ 4Rtz 45 S0, then wmaxlmun Kaow=iow i experienes available in

‘Ghe radie sras should bs broughd in suppord of the whole COMINT-ELILNT

oABpFsved EEERIEH e i‘ﬁ&ﬁbﬁ&“”@?ﬁhﬁb‘?ﬁséﬁ 026 9R0336§308? pincu~new direstiy
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relaled to this type operation eve the copraunicators, sapecially thess
im the wllitary serviceso
T4 45 of high imporbance that the effopt not be haadizapped by

organigational concepis wileh tend to separate the COIINT and ELINT

in ovevaticns, training, research and development, and especially in

providing technically quslified personnel to aasls® in operatiais. Such

help will be of greatest imporiance in time of emsrgeuncys

On the other hand, sines the operational objectives of thosz com-
municatora operating in the intelligence fi2d is quite Qifferent
from the s;and ard commumication chjectives, it is appavent thet there
mey well be a nasd for a spe t_:ial aaemic@ divected %o the spsecial -
jee¥ive. Butb :iny such plen snould keep clearly in mind the technicsel
fundanentals involvedo To insure thad maxinnnm effecy Teness in LeTES
of eseoomy in uvtilization of paraonnsl equiﬁman’ba snd facilities,; &3
wall as the available potential, is achlevad, all organizational ad
opez“a‘i:ional éancepi:a should include full-par“sicipat.ion end eoordination
of the maximum know-how available. Any attemps to separate or duplicate
in thess aveaa showld be vigorously réais tedo

The tendenzy to place nonecommunications paréannel in key command
and staff positions, where the operation is coneemed mainly with com=
municaiions end electronics, 18 detrimental to the effors in terns of
o5t momentum whils mew personnel are rezeliving the venear coating of
ins’arﬁgti@n to Fit them for assiguments involving nmany esimical con=

3 vy o A A o md
giderations, end the wnderstandable urillingncos of mimy of U8 CElw

on such a team ab lower operaving posiltlons and withouit much howe o

.Approved For Release 2005/04/22 : %Iﬁ-RDP86800269R000900010001-0
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attaining the higher positions. Authorities, ecmmmders, and stafl

officers at posts involving deelsions and po

3 4

lley making on COmMUniS S
’-:,ioné and electronics matters should be assured that they bass such
volicies and devisions on sound, realisiie Xnoe-how, usually avallsbie
to them on cell from those in thelr respective gservices or opsratiocns.
They should asswure themselves cf the technizal competense of thoss adle
vising them or the sowreces of the sdvice on nabters heavily weighed
with communications snd elestronics implicationS. It is sirezsed thab
tremsa commants epply to the communicadions and electronics tecinical
facats, Theydo not relalte % thé need in those organizatlons for
analysts, intelligencs gersomal, g‘mo |

It sopears that there 1is a real‘ nsed for much betier appreciation

+

at top levels in the whols lntelligence comunliy - both elvil ad

nilitary - for the dspendence of intel 1ipencs activities for sucesss K
on adegquate and deperndabls commmilcatlons and elsctronics suppord, to
appreciate batter the magniitude of a communications—elactronins operes

tions in suppert of intelligsnes, znd the potantisl of sormunieatlonse

elesdronics to meed soms of the colleedlon prodlems which appear to be

almoat insoluble by other maansS.

.Thig developmet of a bebler appreciation night be zecomplished
by a carsafully iﬁtegra‘aed, effectiva progfcaw of iﬁ.str& tion to be
glven tc Belested k3y personnel at top levels in oll depariments who
ars involved in intelligenes opera'i',iansg and incorporated in the
coursss b the several govemmenbai colleges such as the Yational Waw
Collepa, Tndustrial Coll
éhould bs broad eﬁougb so that it could be giwven to anyons with a
Seeret or higher sscurliy clearanse.
Approved For Release 2005/04/22 : CIA-RDP86B00269R000900010001-0
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Aaother Bfi;ep in the direcilon of imgr_oving "ehj.s' situation would bs
o uhilige much more affectively the wealth of know-how and experisnes
available in the JCEC of the Joint Chiefs of Staff as advisers em all
communications and eélsetronics facets related to intelligence propesdls.
For exampls, the Secreta’ﬁy of Defenag, a1l Seeretarias, .rnd espegialily
eivilian staff merbers abt the Secretariaes’ leval, co:ﬁ_?’;‘aﬂontfed with |
problens psrbaining to military communications or elaci;*'n ies, should
inesura that the JCEC ecommenis - m.i.l,:.tary and technicel - are av\,.lla.o“L;,
to them to assist in arriving ab proper decis4ons. Tha JCEC 58 patiis
cularly well gualified to ,;suggest gtens to ba teken to regsolve cone
pardieular ‘

flicts a o//operai.lons with raspect to placoment of rwponsml? ities
en the various sgencies Loy provisicn of commimigations~slectronica
facilities mmd fr forther siyploitation of possible new wmetho(d to vse

sammications amd elactrenics to dnmprove our overall intelligenca
et

operablcns,

¥ DPESEARCH AND DEVELOPMENT PROGRAM

ne resaavch snd davelopmend program in suppardt of speclal come

communicatiors intelligence opevations and communications secuarlyy

activities is conducted under direction of NOA. I% is considered %o

|
bz well organiged, ably direcied, and generally very effective i.‘l ine {
1
suring the superioriiy of United Stales equlpment over Eimdar aguin-= \

ment of other nations. To insure that.ilts program is *\’Bwe ast of tha
Tatest seientific developmsnts in the world, VSA has orgmized ihe
National Secvrity Agenzy Scisntific Advisory Board which has’ on 1l

mem.bﬂz' ship oubstanding leadere in the sclentific wirid dn those arsasa

in vwhich activities of - the agsney £alls, In additicn o the talent on

Approved For Release 2005/04_%23 :Ség}lﬁDP86800269R000900010001-0
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Hhilas boérds HGA has a staff of top level cm_suli;am‘:-s end expexia m a.
variety of fislds who participate in the research, devalopment, and
production programns 40 lend thzir knowledge snd gxceriencze. Frojscis
and atudics in progress include, fov exemple, opesch zoourity nprogrand,
mathematical techniques related w0 crypbo principles, eleotronie
technigues for incorporation of naw principles into compact, setura,
religbls equip;ment, spacial equipment ad tecmignes for intercepb
cpamti&ns , and many others,

Although the benefite and assistanca of vessarch snd developrent
offorts of the Ammy, Havy, and Alr Force, and civil commmications=
ole ctronics davelopments ars brought to the svoport of the efforh, there
are indications that overemphasis on security by HSA persomnal reaﬁriats
the real potential availeble for this gource, cnd may permit sxpenslve .,‘
simpewasting duplication of effort. (Soa page 27)

Tha reseerch snd development effort in support of he @1@0'&1:'9:13‘,&3
intelligencs opsrations has very cuapable pobential suppord availablo
from the .msea:-:ch #d development afforis of each of tha throe sexvices
and undaub'wdlya can be kelped by the HSA research gd davelopment af-
fort. ‘Hwevrer, thera 43 need for beiter coordination in avelus.ﬁi#g ' (f
+he whole problem and in ceordinating sad allocating respensibllities ‘

4o pormit more effectiva progress of this effors.

%I DOPLICATIONS
Tha survey disclcsad four genersl arsas of aciual or provsbne

dunlicabions

-

1. Operaticns. i the opsrationa wiithin the larger roisy and

commmicationa centers, both in the Unitsd States end oTarsess. Undaer

2l
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the pressnt plans, it seems that there may be unnecessary cuplisation

of crypiograpis opersationak perasonnel and duplicaticn of eqgulpasn’

© apd mainienance men. There ls e growing tendency for intelliganes
acbivities and agencies - pz'imar:.ly %S4 - to become involvad im this_
type of strictly communications service on the basls of mead for ine
creased speed of delivery of traffic and becavse of apeoial security
festures pertaining to thoir traffic. WSA is now planning %o use

_ Centralized COMINT Communications (&en'tar (eeec) ralay cperations.

Aubomatlc switching equipment - an :mportan‘b olament of this s;.aism -

ig just being tesled on 1.md-lina circulsa within the USA. Tt i'saa noh
yot been teated on radio links. Such relay cenisrs; a3 saparata SN
tities, are not likely to b8 availsbls for at least elghussen months.

% nay bs three o five yoavs before net¥ork opsrations will be
practicale These ars basic point-io-point commmicabions matters which
ehould be handied by vhese responalole for som walcations. (Lo 19 mdwé
stood thet NSA actually would prefar the military communications ser-
vices to operate parb of such a system, ab least initlally.) IL N84

gets into this field; not only winasessary duplication of effort will
resuly, bubt 1L the 'ma:in H3A relay centors are physicallyssparated £rom
the larger major relay csnlers, thsy mimp...y ara inviting trouble m;

timss of emsrgency when they will pava to fall back on the ma;}or mlitary
networks for help. Whea Unis happsna, it will be much betisr bc ‘;a.va
the meximum of point-to-point cm*micationa ccntmli u;zde.r direct mxpex?-'
vision of those vasponsible for opsrating the basic copmwmicaﬁomé
gvaioas. “hy eathusiasiic cifas;.z'em of NSA end others "o* :eciuc;‘.icn in

dalivery time of wmessages 16 commandable snd should be a berget for all

.~ to abtain. The mllﬂ.'bary a% all command and stafl 1evals should insuwre -

p,ﬁ . -
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proper support o the J.I‘ resps ctive communications serviceg 5o theb they
may pr Q‘?j‘_j_(_lﬁ") suc h 391'" a for T\Ibu; ard all o Ther SUSLOMSTS, 28 00N &5

pra;ztﬁ.nacale;o E:uc:n acuion would decreame the gffo“flnr:f usndvm. teward

S
Y -

duplicaticn, Actual 1 y, 1t should produm., much more dependable Garvice

to the intelligence agencles in wartimeo

2o Trainir O Lhere are evxdencma of possible duplications in the

; ' training efforts wi'chi.n the saparaue millit ary servmes:, espec* ally as 1t
pert:ains to the bagic ’Graining of pe:v."smnel to be used in spec:.al

‘ @1&:@*&1‘0*}1@3 ey scmmumca’c.ion securivy fields. (This observation appliss
| to training ulth:m mdlvidual e'ﬂvic@so It is eax'aes:’ 111 _f..ncipla tiat |
corﬂvmma.ca gioas and eleciﬁ'om.cs braining snou'ld b*’«* dcne by each sarvice

besause of va.rmt.icns in many of the operabi :aL 830820%8 1 j.n@og Army =

land stationa, Nmy - ab sea, Alr Forse - in Dloﬁ&,@ } For ez e:mp'_‘x,@g tha
‘Azmy ginse before World War I, hag operated excsllent sr-hnola for traine
:'mgr tlorse cods md ¢l (econtinuous wave) omrmcmg or cuhez' gpseiel bype
rad‘i.om 5T and fullscale off icevrs coamwvj.c ations cours o' _ Recenily, the
ASA {.&my part of NS.@.) began opera u:mg, ab enother WDaatimng ad ig
gradually expanding what sp3 af'cs. 0 b8 gem*al.,s,; cmplluanc courseso

In officers courses %o’s:aljnn spproximately 1,100 heuvﬂ, nora than 1,0 ﬁ

. hours are subjecis ’ﬁhl(.ﬂ it appears cnuld easily be uauv’rﬁ:- sd eqae I'L;y

tuds
5
]

wall = a% the es‘tablish@d Signal O0fficexs bcvoe‘alo A fez«r‘spacial
structors or a teenm from ASA could then come in and provide instruc tion
for the balarce of GO hou:% A ssimilar situa? sion e.xis with resmeh

Fy

$n counrses for "orammg '"adlo intereens opev'a ST 8o wnﬂ additionzl

! gpoacs is needed 't the new logation, amula spaea, fu.mlltﬁ » &rd kKoowe
hew azen %o be av:u.lable to cover thes2 coursas a4 the existing Signal

Approved For Release 2005/04/22 : CI%DP86800269R000900016001-0
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schools. (It was noved thab the 2ir Yorce appears o bs using of-
solw svailsble facilities for bssic spacialist training of Whelw
radio intercept overators au lsesler Ay Force Bass.) It appears the}t.
one Gifficulty here way be & Lormula ar:id method of sedtiing up these
training efforts, wheva stefl officers - not recanically qualifisd ~
are making deciaions baﬁed on a socalled HOS (Hilitary Occupational
Specisliy) without realizing the technical implications involved in

the spzcilalliiea.

3.- Research snd Development. There is & very raal possibility
that duplication is ocowrring in this avea die mainly te overemphaslzing
the securlty factors on a plecs a‘i’“ oquipment as such and on the state-
ment of technisal requivements in terms of te caniesl characteristics

and techmical objectives. In such a siteatlon, oonsiderebls duplication

of effert could occur simply bacavse those who alresdy had done work

in the particular arvsa,or who may oven hava tha cmmplete snewer, did nob
lnow the problem was a mabler of sctive interast to ¥57. Thers should

ba a distinction bobtwsen the piecs of eguipnmt as such aud the spesific

operational objactive for which the squipment is nssded. This aituabion

does not appear io be from top level policy, but stema from overson-

sclentionsness at the working level, where the molto somstimes sppeara

S %o bs, if in doubd, settls on top egracial security.

b. Regquirements. Ths absence of an effective and coiectiva un~

biasad yeview of ihe basic communicaticna snd slecironics regquirsnents -
o inelude Justificatiun therelor - by a well-informed, technically end
operationally expsrienced growp nod involved in tha actual intslligsnce

operation, cbviously opens tha dooy e unnesessary duplications and
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and extravagant or imefficient utilization of the always critically
sttt communicatlions and elad z"onic::; regouress. Such situstions could
esaily develop from onthusiastic, rfro'il»in*ﬁmw.onad efforts to attain
o‘r),jec’ulvma, bub vhere availeble information end cbjective viewpoind
heve not besn lully utilired. Oversmphasis of securiby or domands for
priority of reguirementa should not be allowszd to foster such a defest
in baeic controls. This brisf suwrvey Aid nobt permit a proper sxplora-
ion of this matier.

This wholu area needs datailed md obhjective situdy by gualilied
and supsrienmced technical persomnel to insure that thers a2 no uanac-
essary duplicatlone of effort in our psacetime operations and thal
operations are geaved realistically to the wartine silastion. Any re-
arrangenent of oxlsting opurational ae Fivitles d rogpongibilicies
would have %o bs done very carsfully to avoid imbsrrupiion of epsenbi el

trafiic, especlaliy with raspsct o oparations end training.

YIT DISASTER PLANS

The koy wn*nunicat:.onsmsal@ctronj cs facilxu@s o support thes najar
part of the inual'? igence collection and evaluation effort ave located
directly in one of the highly publicized and obvious nuclesr waspon |
target areas; i.@., Washingbam, D.C. These facilitles ars ins foeal
points for the reception of spscially coded COMINT $ype breffic from
all parts of the world. They contain the heart of the day-io-day
ogerations from waich the communications-glectronics information is ob=
talred to kesp currendt the national intelligsnce ssitimates of the wordd
slmation. Ia time of nationsl emergency, they bacome of the highsss
importanca.

28
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Healistic planning applisd to these facilities should ba the same

«

=5 sopitind to any ouner kev wmilibay 1ashallabtiosn on whlsh annsidevable
N f} N

dapandancs 18 placed when & nabional rzmarwency occurs. This should
provide as the absclule mininum thet in case of dimaster or haavy .

aaboiags thexye ave _eﬂ‘wmaﬁe locatlons definltely agraad onjy thsb the
NUces3ary m:’m:l_mum instailaﬁona of equipnen® and connecting communicas
Tion facili‘biaa nave been mads and .'t,esi_asd in these locabions; that key
communications, elecironiecs, and englybtical personnsl are cief‘mitely
instructed as to what thay are %o do in case of & nged to move To thens
naw locations. Additionally, ths satellite or related intelligenee tom~
mxmic:at:luisa ixastailationa ohould have a clear understanding of the
brosd disaster plan, :md partienlarly what ac wions or respensibilisies

ta @l

nay £211 vo them in auch &n emergency. Furithsr, U should be & s\.::l
menhel polisy that the pleaning of any additionsl eriticel intelligance
installations direably inbo knoun “Largel argas, wonld be avolded.

Tre preliminary axminatic%x of this problem indicated that in cass

'
of disasbter:

1. NS4 had originslly plemaed $o move its opsratlons to the Univer-
éit.y of Marylsng area. This parbicular plgn has baen overialien by re-
cant davelopments wilth raspe ¢h Ho targed arses and 18 no ic:ngsr cone=
sidered satisfaoctory. & new plen has heen adopbed to move Ine major

. sommunications invelligencs activities of WSA from the city of Washingion
%';o Fi. Meade, Maryland. Implementotion of this plan has Btartado How~
evar, 1% will not be com npleved for nsarly wo years. 4t should be ex~
sedived. NOA has ini."c:?.a*’c.:ad planning of an alilarmats Location for ithe
P4, Heads ﬁnstallation, but advizes thav 'bﬁey hawe besn unable o daia

Ko T;zat asrsement with responsible government pleanning agancisa as T
pp oved or Release 2005/04/22 : CIA-RDP86B00269R000900010001-0
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whave their mw alteraats location - afver thay move ihelr nain efford
4o Fho Heads - could be ailtuated.

T4 was further indicated by HBA that soma of the gxpensizae and
hard-to-veplace fixed plant typs oﬁ;’ slectronies squipment would be ready
for uvse in a possible alternaste locabion im e Midwesh within a mnabiex
of two or three months. Additlonel standard typs IBH equipnenl, to ve
procured later, would also bs ubilizad 1n tho pew sstupo

The pressnt plan of the Diractor, N34, to decantmlié-s cevbain of
nis evaluation effort direcily to the ovarseas t!'saa'ism ralght compensaia
%o sema degras for the loes of production facilities in the Washington
arad. Implementation of this dacantralization iz’ just starting~ It
showld bs expedited and 1t will nesd to be on a basis of vodlism a3 o -
what may hagpen in the particular overssas ared. °

Tha intorim thinking of HSA ssems to be thad if thelr main facilil-
ti08 were loat, then the AFSS facllity in San Antonio could carTy soms
of the ﬂmediamly essentisl part of their load uatil %34 could resume
operations elsswlnra. . ‘

T4 sppears that the AFSS facilivy at Sen Antonio might ba ahle fo
sarry zpproximately tem %o twenty percent of ihs HSA load, provided
that they were given sone additional eqqipmzan'b and were roinforced by
rqualifled snalyhical porsommnsl. However, the AFSS commander states
that ke does nob know of this plan. (This ralses Uhe queation as to
has wall coordinated and intsgrated . these disaster plans are at this
tlws. ) He further fJ#in't,ed out that the APSS alternaie avrangerent ealls
for tronaferring their operatlions in case of digsastar to one of thelr
smaller cporaiing units on the West Coast. The West Coast installatices

30 | |
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ot

would ba able to hendle only a small part of the preasnt AFSS leads in

it iz intended mainly ss an albernaits headgquarters for AFSS until
AT35 eould be reorganized.

Alth

)

ugh thz abova situation ﬁszsmmally concernd communications in-

telligencs, commuricatlons electronies; andcommunizations sscurlity insvalla-

vlons, standard type point-to-point communications in these locations arve
gleo involved. It is probable that the stendard type communications -
provided the main line circuits are made avallable ab the alternate lona-

tionz end yvercubing plans are ready in advenze - could be pud back into

operation £airly quickly.

The current disaster plamning situation with raspsct to ths key com~
i ' facilities
' munications inﬁelligama!’is not gocd. This spplles spscificslly to the
copeantration of the major part of the highly speclalized slsctronica

svaluation equipments in the heart of the adnivtod targel sress. They

could be lost in one quiclt digsasmter. Furither,; thexe i no alternate

establia}mené patvisfactorily set up and ready o carry part of ths load
immediately, in cass of disaster. I; would be monvhs before normal opeXas
ticna counid be rssumadg‘ There 1s need for prompt, compreohensiva, ad co-
ordinated planning to insure that all sgencies know whabt to 2o u.nfleav* ihe
pr.c:sbeb.“m dls aster conditionz. Al such plans 33’;::313;1@ insurs readiness of
some aliemate facilil y to take ovewr. Thass plans should be koown %o

ail koy members of each activity and to heads of other activitiea of‘

the inbelligénce communily.

KITI  CONCLUSIONS

.

| @ Conclusion Noo. 1

Therse ie a need for a more reglisitic statement of requirerents from

Approved For Release 2005/0{%/22310IA 5DP86800269R000900010001 0
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uscin {or the Combinsed Intell igence Beard recommended &8 & replacoment )

o thn intelligemwe sgencles concexne g wlth commumications or elestronics

intelligence cspabilities, so thai comumicaticns and elzetronics rosowrces

availabie to such agancies may ba batter dirscted on sultsble targets
and to pernlt better axploitatidn of the poientisl of thls mzans of pro-
ducing intelligenca. (Pags 5)

Conelusion No. 2

£l

Technically qualified suthority - nob involved In the action opra-

tion « should cojectively review and comment to the Conpined Intelligence

Board™ or 4o the department heads or dirsclors concamad, on any majcf or
special type communic a’;-ions or electronics propesal of intelligence sgen~
ring bq inswrs thad 'uhey avoe bhasically sound, rsalistis, pr rerly coordine
atad, and bawe besn formulated with due regerd o acanom:; znd existing
fagilitizo. Thie appllea pariicularly to comunicabions el elsctranies
requivenImis &8 d@v;'(alonad by CIA snd NSA. Becanse of vin dirsct relstion-
ship %o national defense and the sacurity aspacts of thess operations, a;ui

ginca a high percentage of the operati-.m is accomplished by the military,

_,:l:t. would appear that the military services (JCEC ) might best be qualified

“and squipped to provide, on requend, this review snd adviscory service.

ii“a@za 7)

Conclusion Ho. 3

Ths pressnt baslc arrangerent whereby the intelligence activitiea

cbtain their point-to-point communicsilons services from am‘bing goveIn=

n‘en“,eﬁ communic etlons sarvices, or by lessing of ﬁcmarc:;al SeTTLiCed

rrﬁmﬁr than operating thelr own, 18 sound. (Psgs 13)
FIF URCID and USCAD are combined as au,gvasted ia Part 1 of t‘uu

- Appandiz. Otherwisse, repors UnCIB o

“"J

TOR SEC:RET
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@ Conclusion No. b

T4 is nob clear that full wtilization of exisding facllities, por-
asonnel, equipment, and know-how is stendard practice with respsct to com=
mmications intelligence ond communicatlons aearumt*r opsrations. This
gituation 1is mlat»:ad to the tendency %o cwa“mnhas;da seme of the =zourdly
a;apa-emg The policy in these arsas; with due consideration of essential
security aqpecta s should fundamentally be the same as for point=to-point
- communications support; 1.8., mazcimum nbilization of existing fagilities.
(Pages 8-9). |

Conclusion Yo, 5

Point-to-point communicaitions facili’::ias appear qulte adaquate ad
raliable to mest peacstime requirensnts of We intelligeance ac'c.s.vitiesa
(Pags 10)

Conclusien Ho. &

Tt is doubtful that the poinbeto-point communications facilities will
~ be gufficiently adscuate or relioble to reet all the forssseable warbine
raquirsments. This wsrbtims situation will directly alfect ths svailabilidy
of specigl, full-time channsls remired to permid V.xtuzsauion of some of
“he cowwunications aacurity squipment belng uged exv@nsively in pescebime ‘
mmd planned for exiended use in wariims. Effective wartime communication
will requirs extenslvs TECOUrEd 4o Neommon—usar® facilities., Plaming

of facilities and day~to-day cperational practices should includs a full

appraeciation of these warbime reslibles. (Page 11)
' ' 25X3

Cozmlu:s:s.on Moo T

Trhora is good evidence availeble to indicate thab 25K3

This capsbility probably will increass in e ZacLivansss LN LLER
J P ¥
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goas on. A8 a rasult, communications and elsctronlcs effowrds in suppord

of intalligennce will be directly and adversely affected. Flemning musd
spolude realistic consideratlon of this Tartoro {(Page 11)

Concingion No. B

The present Dasic arrengsment, which places £l operationsl controel
reaponsibility for communications intelligence on the National Security
Agancy, ié sound. HLowever, it appears that further ‘decmtralization of!
this operational control ' wmﬂ.ﬁ I
prova the overall oparational effectivensss, not only technlealily, bub
particularly in times of nabti caal smergency. (Pages ih=18) -

Conelusion ¥o. 2

Ths present plan covering the orgavizavion of the eleadvonics inbtel-
l.ig@ﬁne seeration is definitely w alt From ths bechnical operating view-
point. A8 prezsntly orgamized, bthe potantial of this means of colleching
:‘Lﬁ‘h@llig@ﬂ@@ 18 no® being exploited propevlys Thare is need for an ef-
féct:iva coord.ina'bing anbinori vy Planning and discussicnz on this subigoh
have been in progress et department ievel for severel months. Because of
the dirsct imporitence of this memn3 ‘of intelligence o the mili‘ba).*jr, aggm@m
. mant should ba veached quickly and diractives issued to bring sboub tm
reeded coordination to develop this pn’c&n‘bialg (Pegea 15-16) |

Coneclusion Ne., 10

Trergency or disaster plens for the key communicatlons-elecironizs
activities in support of intelligencs - especially of the National

-

Becourity Agency in the U. 5. avea - are oonsidered

(1]

enerally weak. NSA

n process of moving its nelin instellstion to 2 hetter lezahlonm, but

i
=

2
 the procoss neads to be expedlited. NSA is searching for @nother alternmaia

34
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location md needs more affective ha !_p from Fodeyal suthorities charged

with allocation of such locations. There 18 naad for more positiva,
promyt, compretenglvae, and coormnzmd plenning in this aras, siacs 1%

affects the whole national intelligence community- (Poges 28-31)

Conclusion No, 11

The U. S. telecommunications security (cr;;ptcgrap?ﬂc:} effort appaars
to be well organized, well operated, =d.bto afford adequate aecﬁri'z;x;a Is
ig centrally vontrolled as to eguipment and sy3 ms with dscentralization
of operations to the verlows departments and agencigs. Tha total aurbaz
of cemuniea’&iona eryptographic securlity viclabtions, compared 1o chancas
for sscurity violaitions, 3s very low. They nurzesr of actusl compromisas,
basad upon expery avaluation, is extremoly lew. Trare arve aciive, conbdin-

‘. 2

vous, wWeoll supar».rﬂsad prograns of instruction and inspection in the agsn-

cies; with effective rspor ting procedures almad at further dmproving the
ovarell cryptographic securilty operation.

There i a definitely weak telecomsunlcablons sefur ity area with
respam to the transmission mt" clear text wessages, somsilmss co*xom.mn.?
ini‘omf_tion of velua to the enemy end ordered sent in the clear by whe
gerders. Thiz involves both goveroment end civil agencies. It raflecta
in telecommmications operations, but lg nob under the conirel of tela=
communications subthorities. This area should be examinsd by the Natienal

Security Council. (Pages 16-20)

Goncluaion No. 12

Ressarch md development efforte to produce new communlcations and
alacitronica equipment and twehmiques in support of spacial intelligence

and communications security activities are vigorous and consmd\,rea ver;

35 '
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affantire. Tho benefits of ressarch end daveloprent by the Away, ¥avy,

2
Sir Forves, and industry in the ganeral communlcations~electronias field
ara oloo being integrated in the ressavch smod JOevalopmenty program, Cna ¢

:i.‘a,c,@u peads abiention; see Conclusion Weo 13- (Pagea 23-21)

' Canclua'}.on No. 13

Phere nve sufficient signs %o indlcabte © need for coreful, coordin-
ated, end objective situdy of present md davalopmg duplizaticns of effcwrd
in ihrce following arsas: {(a) operation of sepsralts ‘aps 1o lay centers in
intelligwnce activities when such gservice oxiats end e oy could oe
provided with some wodification by the rfular mililary commanications

- gervices; (b) eateblishment of certain additionsl cowrses &nd ssparais .
training Tacilities for communicaticons ond elscironics type ogsraticnal
peracnnel within the respeciive militery services, whon the faniliting,
and eswsoially the know-how, Lo the major pary of ulla"l cowrsas conld
be provided from @xiating facilities wlithin those seyrvicea; (c) tendoncy
'\‘oo overemphasize securliy in dsaling with research m.ﬂ develocmsnt aquipk
men® and taohmiques of a communications or ela sctranies nature ad inbtanded

Poxr special type intelligeancs operatlonso. Uma sassaxy duplicabion in these

areas in paocetime can lead Lo wecassarily high cost in wardtice, noh
53 2

only £inencially, but also in washtage of critically needed technizal

manpower and highly technical aquipmsnt. It i stressed that this problism
éhould ba exaninsd by pereconel comdining consldarsble opsrational expers
ience and technical know~how in the communications and alactronies Fislds.
The only existing agsney fourd whioh night provide sn effective, uwnbiased
servico in this fisld was ihe Joint Commnica‘tionsu»‘?.lem‘,ranics Comnithes

of the Joint Chisfs of Sbtaff. (Poges 21-28)
‘8«3

T0P SECRET : -
Approved For Release 2005/04/22 : CIA-RDP86B00269R000900010001-0




Approved For Release 2005/04787 :EBEDP86B00269R000900010001-0

onciusion Voo 1h

]

Thnre have baen wnssemly long dolays in reaching sgrsamenis on
sons of the proposals sutbmitted to higher euthority from responsibls

? operation levels and which ars needed Yo makes the clectronics effort in

support of the intell igence activities more offective. (Example: the
propos:d for organlzation of the elactronics intelligence op&mtionn‘)

 Phis agpears to stem from.Qifficulties in getting sgreement within the
mili‘tary sarvices on éertain aspects of various problems, lack of suf-
ficient authority in ths Joind Chiefs of Staff to make commend decislions
in thesa madtors where agreemsnt is difficuli, gnd the obvicus lack of
adequats and'suitabla types of fiold snd opéra.tioml axpericnes by sone

03’ the wilitary and civilian suthorities whe are trying to deal with

” thess highly taechnical mnd spacislized preblems conteining depordant mille
bary commsnd and opgrafcional aapabtm High level clvilisn authoritias
hawa BGCa3d to. vexy competent and vesponsible personnsl in itheir organiza-
tions, with long experience in these axses, bub it i8 not clear that such
bcounae.!. is réquirsd, soughi, or pv cperly used. {(Pages 16, 23)

:{:Uf RECOMVENDATIONS

Recommandation Hos 1

‘l‘kmt sa Intelligence Communicatlops snd FL- Jironics Subrommities -

(ICES) %o the Combined Intelligence Hoard be establishad to review and

- producs recommendations 'oo the Combinad "(n*uell:.gen e anrd with respect

% Bhis kssumes that USCIB and TSCSB have bsen combined into a single
 board, as propossd slsawhere in this repori.
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1o 211 ecmmunications and elacironics proposals from intelligsnce sobivie

tims which call for facilities, equipments, or additional persomnel which

corot be dtained from exlating refourcedy =14 to supply technicsl advice
4o the Combinsd Intelligense Board on such natiers as they nay requeste
Proposed composilion and terms of vofevence ave shown in Annex I attached

herato.

Recomnend ation No. 2

That more affeétiva use be made within the Department of Dafense of
tua Mgk pobvential value and know-how grailable in the Jolak Compﬁ.eaa
tiona-flscironics Comittes of the Join® Dmefs of Btaff <o doal with
communications and electrenles problems relatsd to the prosd intelligence
“i‘ieldn ﬁeﬂpcnsibility ahoule':'l ba placed o that group for reviewing and
commenting on communleations md slzclironice remuivements that the
Nabtionzl Sscurity Agency conalders necessary o meet the intelligenca
chjeetives, md the demémds beling placed by NSA on the spe2 cial ocommunicaticns
end elechtronica groups in ths nmilttary servicsa under N34 operational gone *
.trolg and for submitting raconmsndatic:ﬁa to the Sscretary of Defense on ways
and means o insurs maximm coordinatian snd effsctiveness in the overall
i communications and elsctronics affort in support of intelligasmie.

‘Recommandation Ho. 3

That move offective technical adviee be injected imto ths USCIB de- .| '_

7 liberations %o f.iarmit development of more apprcpriaté staterents of the B

intelligmce objac'biveé to be azcomplished by commmications or elactrenics |
meonB. (Ses Recommendation Hoo 1.)

Racommend ation No. I

That $he present basic policy for the provision of point=~to-point

38 .
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communications seyvices to intellweme corminity activlities froem G.‘EiSlP
ing movernmenbal or clwil communicetions services be contioned. Theb

Cany a‘t','tﬁmp"c- w0 seb up separate, duplicate, ‘or paralleling point=to-point
commications fecllities b-s s thorised only wnen the nocesaity therefor
has been fully reviewed and agmea %o by the Inue‘i.l igance Commnic ations

and [lectronies &ubeomitme racommendad in Recomendation ¥Hoo 1 qbov:so

.=

. R@mmncndahion No.

. | Thet a basic policy of utiliszing e::isting faci.lrt.ies, sarvices, and
e;quipment to the maximum degres bs spplied wherever it is determined to be
technically feasible in the COMINT, ELINT, and COMSEC cperations. Tris
applies particulsrly to certain aspects of the technicel training phases,
operational proczdures, amd log'lmics; That exceptd.aﬁs > this poliéy ba
authorized only when the necessity ihevefor hes been fully reviewed and
agreed to by the Intelligencs Communicatlons and Electronics Subccmni thes
razommended in Recommendation No. 1 gbovae.

Recommendation No. 6 . .

That any arrvangemenis with pespect to centraliszed conirol of ELINT '
give adequate conaideration to the immadiate and vital interes’%. of the
military in this field end the nead %o keep electronic countsrmeasuros

(BCU) - a tacticsl weapon - clesrly under military operationdl eontrol.

Recommend ation Wo. 7 PO
That all planniné and operakion of communication2 snd elactronics o
efforts in support of intelligence activities include full c&iaideration
of the following to meeb national emergency condl ong 3
a. Day-to-day operation and btraining be baged on raalizm in lighs
of the sitnation and facilitiss axpected to be available in time of war

or nationsl emergency. Thizs applies in a special manner to planning
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operations to be effective in casa of hsavy Jemning oparations.
Y, Koy intelligence insitallations, served by coatly, hard=to-replacs

tronics equipnent and associabed records be located outside esbtablished

)
r
o

tarcel Rreas. dnalh thess inatallaiions have integrated plans for nabtlonal

:-3

gmargency or disaster operations. That 211 egencies involwed in planning
new, albernale, or emergency locations for Feder al agencies orpedite action

o gszist NSA in its current efforts Lo obtaln a suibable siie.

Go Yanding mccmzplmhm-\ni:. of Do, that effective interim dis aa’bar plons

be deve loped promptly for esch key intelllgance instellation o irclude

28 a minimum (1) alteranate sits, (2) installed md tested minimum écﬁpipm:n‘%:a_ -
with mecessary basic records st the aliernate zits, aad (3) adequate }mcwa ‘
ledge of disaater plans by key perscunsl,

Recommandation Vo, B

3

‘nab the present basic communications (crypteographis) sewuridby plan,
pm:ri ling for centralised combwol with effective dacentralizgtion of operas
tlons, be continved; that cach agency snd s2rvice naintain edfective in-
‘spscilon gnd vigorous training programs Lo reduce o the wminimum cz?:;p%em

graphic opasrationgl security violsiulons.

Recomendation No. 9

. Tnab WSO determine ways end means io control move sffectively release
of valvabls intelligence 0 potential onembes via clear texit mesaagss being
“ramemitied over government smd clwil ecommunicatlon nstworks.

Bacormendation Yo, 'i_O

That the general t:md«-,noy within the commnications intelligence and
tha communioatﬁ.cqm 88 -ur_uby azsneiss to evoamﬂpncﬂmea the special secwity
facelts of their opsratlone with respect to basic communicaticns snd

Approved For Release 2005/04/22 : CIAGRDP86800269R000900010001 -0
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iy,
A

electronics fea'tm'es_ be exanined objectively and comprenonsively by
conpetond, vechnically qualified suthorlity vo inawre that such over-
amphosis 15 not producing unnecassary duplicaticn of farilitiss and
&p@raﬁionﬂ in peacstims which will gvow ' eompl;e't.aly uzirasﬂ.iétic f‘iguraz%

- dn wariime, and producing a system which may fail in em»az'gar}cy becawE
it will rsqguire aansiderable‘ razdjustnent of basie operational practices

at & eritical time. (This service could be ascomplished by the subcommivies
pz;opcsed in Recommendation No. X abovs w) .

SPECLAL RECOMMENDATION

THAT, THE PRESIDENT SET UP A SPECIAL COMMISSION COMPOSED OF ‘IEG«I‘;—S]".»
CALLY QUALIFIED CIVIL AND HMILITARY COMMUNICATIONS XD ELEC'H*:DNKCS REPRE~
SENTATIVES, 0 SURVEY AND PRODUCE RECOMMENDATIONS AS TO WATS AND MEANS
is] TBSURE THE MORE EFFECTIVE UTILIZATION OF ALL COMMIMNICARIONS AND
EIECIROWICS RESOURCES OF TIE UNITED STATES IN THE NATIONAL TITERESTS XN
CASE NP WAR NR NWATIONAL EMERGRNCY. ' . -
| During the survey of intelligence activities, it soon becams aevidend
y'.'..that ihe effsctiveness of the whole nationsl intslligsnce operation was
'E_i:‘éapandent 40 a high degres on adéquatsa and d@p@ngﬁable comunications snd
: y.;i_‘_télcactmnics mipport, both civil and militsry. In visw of the importance

: of intelligence operations Lo the natlonal security, it Ais important that
vw@ know now if dthose communlications and alectronics facilities are pro-
- perly planned, ccordinated, and effectively utilized to méet notb only
'.‘."peacatima needs, but also anbleipatsd nesds 11&:81;} to develop under the
Cgiress of a national smergency. Accorciinglg}, 1t was determined to mske
- a spacigl mwvey of the coamunicatlons-slectronics phases of the intelli-

ganca activities problem.

1
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41%hough the time avellabls permitted only a very brief survey of

.. Aax T2
~

xhis broad and CcoOmplox area, the oltuatlion copearsd ©H DS CIBOIN

@}

follouaas

a. Communications and eleptmn:‘x.cs consvitute vital means for tha
collaction, transnission, &nd digssemination of Yo So in'i:e}_ligs:wa‘ in our
presens woridwide situation., Propsrly utilizad, these wsans are of high

- potential. value now. As the ard develops, the means will increass in
potenbial value,

b, In peacstims, communications facilities and services evailabdbls Lwo-
the intelligence activitles are considered adeguate a&d x*eli;blao In
é?artisa@,, it appears that thers will not be sufficient communications fmil?,w
ities to meet adequately and dependably all natlonal demsnds, including
inteld. dgonce activities. There 1s need in this area for lnorovement 234
hizh leval in ccordination md integration of planning for smergsncy

grtenslve

operation. This will iavo lvefcoordination betyeait the clvil and milibaxy
operaricnal groups. |

so Operational experiense snd roalistic forasnsis of cmbined COM=
muaications and elecironics vequirements for the next natlonal smergsnoy
make it abundantly clear now that therxe are insufficlant communicszvlions
ard élechronics rasowress in torms of equipment and trained pergonnel Lo
m@a“’a. all these demands, 1% 13 imperative that fim plans be dewsloped
Apromptly to insure maximm rssulias from tha +otal communicabtlons ang
élaétron‘lcs vesources avallable. - ' s

de T is importent that the commnicatlons end elactronics neans ba
ready for v9s when the erevgancy RCUTH, rather han s2ix™y "o ninedy QY3
alter the emergency. Again, those responsible for actual civil and allie

tary oowmunications are dirssly involvad.

’ hia
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Those consideratlions involve & much wider area of oversll nabtlonal
sacerity plaming than the int@lligeﬁce areio

The Losk force is awars of the vepord by the Presﬁént's Commm:s.c:a—
tion Policy Board, dated Februsry 16, 1951 (Stewart Report). This was a
start on the gtudy of the broad taleconmunications problem to devalop
néﬁ%pnal policias with reépa ot to effective usbilization of radio frsquen-
éi;za;.i.ntamabional radlo wod wire communicetlons, and relationshilp of |
govermmsndt o ncnagovammn’c; communications. Howevsy, ths emphasis appsars
to be on peacebima plsnning for davelopment of civil and governmen tal Gomus v
muni‘g:atiomo There is mead for nmors elfechtive relabionship of these - “
proposala to emargency condlitions.

Tae task force 4s also mvare thab a gpscial advisory commities; con=
o .

' ai&ti:mg of the Mirector of the Office of Dafense Hobllizatlon, the Sscre-

tary of State, end the Secrs barJ of Dofense, was charged by the President
'?asb ugusb wita nroducing inforration and recommendations on ths broad
fi@lcl of U.S. tolscommunications by January 31, 1955. A8 a rasulb, a

working party was designated by the Advisoz'y Comnittee with broad objsctlves

: ‘.'1 Sllb“hdﬂuiﬁllj to gather information on the whole tels cormunications prob-
~lem md bring the Stewart report up o date. (Ho report has been made in

'reapo'mm o ths January 31, 1955, deadline, and no new target date gppears

to ha"e bean §al.) It seems that accomplishment of these broad cbjschives

. would no% cover the aress envisaged DY the Intelligence Task Foree.

'F‘urﬂmr s the problem la hig ghly complex snd involves technical and oporss

'l

-.,ional aspocts regquiring the conslderation gnad recomen dations of thw

mest competont and expari:an ced persomnel available in both civil and mili~

tary gopmunicationa oparations. Hembers of the presant working pariy do

P

k n
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nobt #ppsar qualifisd bto daal effectively with the problem seb forth herain.

Tnformation available ab the time of the survey indicated that no

ovarall authority hms besn astablished ab sufficisntly Higa levsl o
dmal with this problem within the gévermmn% depar twants end agenciss,
oy bemsen' goverﬁmmt end civll comunicasions agencies. Furbher, at
this time, thers is no effective, coordinatsd guidance of cur great
v eiyilisn comunicationsl potential toward preparing to meed officially |
established national emergency objaciivesn Such a situation f,.e Tt goed.
Tt reflects the feeling of most Americans over the years that 3L can't
happen he;;-e,“ rather then a vealization that in thess days a major dis-
aster can and may heppsn in our comtw on very shord riotie:m Lack of
:E‘im , wall-worked-out pnational plans, recognized mad known by thoss
- responsible for the oparations, could egeily cause & seﬂ.oué braskdodin
in communlcatlons needed to support vital security opsratlcns at a critical
_ ﬁerﬁ.odo .']‘.‘his could directly end advarsaiy affoct importent intelligmsmcs
' ' oparationS. |
: _ ‘In vﬂ,éw of this situation, this specisl rocommendation with respecl
to the efPective planning for the utilizabion of our communlcations=
'f”ele otronics resourcss in time of naticnal emergency is incorporated in

~Jbhis rapori,
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12t Indoroemand

L

ot Tue Chalrman, CGommission on Ovgenization of the Executive
Brench of the Govemmend, Wasitngton 25, Do C. May , 1955

[#¢)

The task force has reviewsd w}.’th’mteraat Part 2 Gf..ﬁ-"??ﬁfi‘;inﬁ{ X
gnd concurs with the recommend ations ‘aon'?.ain@dv therein. Ths need fox
adopting the Spscial Recommendation iz espscially em@ha.aﬁ.zed;_ thia
is belisved to be of greabt importance. - |

Maxrk W. Clark, Chairman,
Task Force on Intelligence Activities

: . hid S
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X7 | AMIER I

TERMS OF REFERENCE AND (OMPOSITION
0F A I‘“{ FOBED
(TELUICENCE COMMUNICATIONS aND ELECTHNICS SUSCOMMITTEE {105:5) ’
oF TE _ * '
COMBINED INTELLICENCE BOARD (CIR)

Tarmua of Relearsnce

1. Review and producs racommendablonz to the Combinsd Intelligence

Board {(0IB) with raespect to all communications and electronics proposals
from intelligenca activities whdch provids for new fezilities; equipmentis,

additional personnel, otc., over gnd ahova what can be provided {rom

.ex_isting raaourceén Tha raview to include as a minimum congideration of
the original intell lgence requlrements from wnleh the commuaications ard
electronics requiremsnts were ostablishad, ways znd means frewm the
tachnioal viewpoints that bthe demands mighd bs wet. The mecompsndations
51101§1d point oud which of the essential demends can by meb fraa amting
_'faéilit:’mﬁ end which should bs anthorized as additionai facilitiss.
- 2. Baview operatlons and produce recommendations to the CIB or
-‘fumish guidance directly to operating agencles; io Insure that the -
.‘.'“;cendfsncy to overemphasize special sscurity faceis in the communications
and slsctromics arsss is nob producing nnnecessary duplication of facili-

ties and operations in peacetime which would grow o comploitely wnrasglistis

figures in wartime, aend is nob produzing a sys{'ma which may require cone-
‘giderable resdjusiment of basic operaticnal prochtices at a oritical tims
under the pressures of & war or major nablonal emsrgsncy.

3. Make such other technicsl reviews of commumications md
slscironica operations, plams, or projects related to intelligsnce as
Central
may be rogquested by the CIB, the Dirsctor of /Intelligence, or any
Approved For Release 2005/04/22 : CIA-RDP86B00269R000900010001-0
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A

dopartmend or initelligence agency haad.

Conposibion
- 1. Cemmunicabions adviser to the Secretary of Lefense {Chalrman }»
2, Director of the Joint Communicsticns-Elsctrenics Commities of
the Joint Chiefs of Stalf.
3. Spacially qualz.fmd ad hoe members to denl with spscial com=
mumicabions snd electronics problems, a2 agraed by the CiI5. They chould
ﬁot be memvers of an operational activity which has an acutive intarsst

in the subject under consideration.

¥eans to Accomplish Tasks

1o To be assiabted by qualified individuals or grot;pt; in tha govern~
man‘c, azl-:a.z"vica , a8 arrangsd by the CIB wita depariments of agsncies con~
carnad. | | _

2. To ba auvhoriged spaclel civilisa consultands, a3 the subcom-

mittee may requead from time to bims to deal with spoeial problems.

L3
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DISSEMINATION CONTROL A3BREVIATIONS

NOFORN- Not Releasable to Foreign Nationals
NOCONTRACT- Not Releasable to Contractors or
Contractor/Consultants

PROPIN- Caution-Proprietary information Involved

USIBONLY- USIB Departments Only

ORCON- Dissemination and Extraction of Information
Controlled by Originator

REL . .. This Information has been Authorized for
Release to . . .
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APPENDIX II - CLARK TASK FORCE REPORT

ORIGINAL - DENIED IN 1976/77
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