THIS DOCMENT HAS BEEN APPRQVED S
FOR RELEASE, A8 SANITIZED, BY
CSI/HRE OX 5 July 95

S~ Februsry 195k

MEMORANDUM FOR: DEPUTY DIRECTOR (PLARS)

SUBJECT : Compromise of Cable Traffic - PBSUCCESS ¢

1. The Lincoln station edvised hesdquarters on 19 February 1954
thet a major compromise of Commo and project security weas di{scovered
on or sbout 17 February 195k by{( -~~~ . T .
replacement with the Castillo ATucs gewup. ‘Yne Yotlowing 1s a chrono~
logical report of the compromise &s received by WED from Lincolns

e. During the week of 15 February 1954, C ) pot
), owner of an epertmsnt ( Yormerly
occupied( jYand settled his accoune. wwoang this
meeting, { - ~) banded to (-- - )Ythe original coples
of &1l messages vhich have been passed by the Chief of Btationm,
( Yto ( d sdvised that (. ) left these )
7 messages in the epertment vben he left the country. [ J

fxn'therstatedthatbece.useofthoappuantimpoa:b@ceottm
information contained in the messages, hs had made said messages
{rmediately aveilsble to his good friend, T i |
When C 3 examined the messages in question, he immediately
realizad that s serious exposurs of Agency cryptonyms and
FBSUCCESS organizational methods and procedures had been
revealed to at leasttvoknmmuthoriwdpasonsand
pro’ba.blya.nnﬂ.etemmbhmm‘berofothers. Be immediately
cabled Stetion Lincoln advising them of the coapromise in

terms end indicated that he was departing for Lincoln
{rmediately with the documents in question.

b. Station Lincoln alerted hesdquarters at 1300 bours,
19February195h,bytelephdmandadvuedthatacmicrvould
arrive at heedquarters st £200 houwrs, 19 February 195%, vith the
- compromised documents.: Lincoln followed the telephons call with
cable 612 which indicated thet fact that the compomise congisted
ofspageaofslightlypamphruedtaxtconw.ningallwic
mtom@mﬂowmmwwmbuttom
at largs. The PBSUCCESS desk made a preliminary examination
mmmiﬂd@mlm_mwmmmm-
volved roughly six cables. It vas not possidle at tbat time,
m,mwAmmﬁmmmw.
When the courier errived with the compromised messages, & J

C 3ofCamomcaDAdam1heandC. 7 desa ufficer -
rBSUCCESS, examined the documents together ana coupiled en
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. accurete 1igt of exposed indicators. Mr.{. ) of the
Security Office wves advised of this list the morning of 20 February
and a copy of the list was hand-carried to his office at 1020
hours that date.

c. The following ir A list of those cryptonyms and pseudonyms

vhich were exposed tol )and an
indetermingble numther of others:
LINCOLNY : ( !
' CEEHREEL « N
( ¥ imil e t. ) T
¢ )
¢ ) ¢ !
( ) ( ’
(:Au.mxax)s ( 3
( ' ¢
SR - - SR )
' (( )) LINCOLY Security Ofﬁcer; Compromising
t ) . ( ‘ ) phrases
y C ) ¢ ' -2
«C” ( J

2. A preliminary adalysis of the expoead nesgages hes been per-
formed, and based on tbat analysis and sssessmeny the following
essumptions have been medet

a. That [ ) and an in-
determinable number of others now know that a powerful, well
ocrganized, official United States organization is backing the
Castillo Armas group.

Y. That a definite possibility exists that the informstion
contained in subject messages may have gotten into the hands of
Raul Sagueda, chief of persomnel for the Castillo Armas group,

end { pilot, soldier of fortune and ¢ )
( If this happened, 1t could well be that any or
all of the information may have gotten into the hands of the
Guatemalan government through agents in the Castillo Armas
arganizgtion. .

c. I ) 18 less than he purparts to be, the
infarmation may pave oceen passed to any one of & mumber of other
intelligence services. As regards ( ) bowever, a preliminary

investigation gives indication that he 1s pro-Amsrucen and that
be probably bhas bandled the messages in the mamner he indicated.
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3. A preliminary analysie of the report by { ) (attached
bereto), otberwise knowvn as{ ° ), re the circumstances undar which
be procured ) pegsages in( ) clearly indicates the
following aboue

a. Specifically es rogards the copies of paraphrased cables,
be apparently intentionally withheld from the Agency information
of vbat was Xnown to him to constitute & mejor breach of security
directly affecting the security of the project and the security
of the Agency. The fast that this wes known to him is clearly
_indicated by his having srranged, while in Washington, without
“potifying the Agency, the mafling of & letter to ¥, .
vho 18 not yot cleared, in( )thaeqpreasedaimorvhich
vas the recovery of the papers. ‘

b. ( ) is completely unrelisble, professionally
and personally.

k. () bas been recalled to hssdquarters from his home
-t . Be will be given & very tharough and deteiled interrogaticm.
The situation cited in persgraph 3a above clearly and painfully indicates
that PBSUCCESS may be comromised to a degree heretofore considered beyond
the realm of possivility, and further, a large amount of {nformation yot
unrevéalsd my be in the hands of the Arbenz government.

Y

5. It must be kept in mind that the faregolng report 1s at best
a cursory examination of the situation and that a more data{led analysis
camot be presented formally until Lincoln and hesiquarters have-had time
to collect and collate all information re this specific {ncident and”
L »X '¢ general pattern of action since October 1953.

ATTACHMENTTS :

1. Trus copy of compromised messages
2. ( } report

E. Yoo from Bacwrity re ¢ )
e Vemo to Becurity re ( ) ).

5. Memo to Becurity re Coupromise ofCryptom'm
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76. Earman, Memorandum for Rear Admiral Robert L. Dennison,
“Estimate of Situation in Guatemala,” 14 January 1952

(Carbon copy)
’%‘ - w ! &vs.
Mlﬂmﬁoﬂ
1 Jsouary 1952
MTMOPARTTY PRt REAR ADNIRAL ROBERY 1, DEUNISOH
EAVAL 4IDT TO TRE PRESIDENT
ARICT Bstim to of Sitoction in Ouatessla
The Director of Central Intelligence hes requested that
the mbjiect memcruchm be shownt to the Presidemt, It {5 to
be Doted that the inforwmtion cootainsd thersin bee oot been
coardinated with the members of the Intelligence Advisary
Comxittee, ‘
SIGNED
Jde Se KARMAX
LAssistant to the Direatar
tunoloeure
Mexo dtd 11 Jau 52 (from Col, King, OPC, to DD/P - ER 2-L811)
0/DCI1 JSEarman/dr
Distribation
Orig & 1 - Addresses
2"-51%:er _
1 -DD v/ocafnmoofqusz/WJL_b,‘_j%_
Z/
w L2
30 CHaOE 8 QR 2
o
TLASE CHNGID T T8 & C D,
-ll’m—____————-é
e wnrey —SRGREF—
. gt NS :
oK ? PPN Mln‘m . ;l.‘ : ;
A Bt
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76.

{Continued)

1
{_Frecutze Begisty -

Q- 484 i

Noted by UG
1) January 1952 _ff;‘:“:ﬁ:‘i;—— ;
MEMORANDUM FOR DEPUTY DIRECTOR, PLANS

SUBJECT: Estimate of Situation in Guatemsla

\

Commmist Activities

The Comminists continve to be very active in Guatemals and rmontirme to
receive Government support. Since the anti-Communist rioting in July 1951
the Conzunists have scftened their overt campaign for imaediate action in
the political field, but they have forged ahead in the labor novement,
succeeding in forming, under the guidance of Vicente LCABARDD Toledano snd
Louis SATLLANT, a central labor organisaticn comprising almost all the unions
in the country. mcm:tmwrmummbdmmuhm
circulates freely. It has devoted its columms to anti-Dnited States propa—
ganda and to trying to aggravate the United Fruit Company's labor troubles.
The Guatemalsn Communists are small in mmber, but their influence in both
govermmsnt and labor is substantial.,

Anti~Commmist Activitiss

The Anti-Cormmnist Party of (uztemala has been formed since the July
rioting and has received stroog support from the Catholic middle class snd
Ifrom the Indians. The university students hawve furnished leadership to form
a substancial bloc in the Party. They have requeated President irbens to
dlﬂslmmummmnﬂmm&mnmt, and to expell

all forsign Cowmumists. The movement continmes to develop in all sections
of the country.

Political Situation

Prui.denttﬂﬁﬂlhnnhomnosignotchmgingthspoucyutby
AHEVALO as regards Cosemmime. Be has stated his oppoxition to the anti-
Coamunist movemant. Rzxiro ORDONEZ Paniagua, laftis® Minister of Oovernment,
has recently resigned and been replaced by Ricardo CHAVEZ Nackman. CHAVEZ
is geverally regarded as an sati-Commmist. However, on li Jammary 1952 be
aonounced that the govermment had decided to ban all anti-~Commmist demon—
strations. Colonal PAZ Tejada, who had studiously avoided attending all
canmm:trlllh;,hxtthotufcroodtoutt«ndthehrtoneuthompm—
sentative of President ARBERZ, has been replaced as Minister of Commmica-
mwmmenmmsm,mmmr. PAZ Tejada
huhocnplloedinchmgeofthceomtmctionofﬂnhjghngtothelﬂmuc.
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76.

(Continued)

Ecoacmic Situation SECURMY INFORMATIOR

AYEBEAZ inherited a very black economic picture, and the laber trouble
and subsequent threat to withdraw from Guatemsla by the United Fruit Company
has made the outlock even darksr.

Activity ef Political Exiles

At least thres Ouatemalan exile groups are plotting against the ARBENZ
regims. They are, in probable order df strengths

e) a group headed by Colonal CASTILIO Armas, former Comandante of
the Esouela Xilitar, snd now in Costa Rica, who originally planned a Jannary
1952 uprising. It has been reported that CASTILIO Armas has been offered
aid by the United Fruit Company and a Peruvian group, possibly the govern- -
ment;

b} & group in Mexico headed by Colonel Artmre RAMIREZ who has been
in exile sinoce an sttempted rewvolt in 19L8. This group may be financed ir
part by American oil promoters;

¢) supporters of General YDIGORAS Puentes, wnsuccessful presidential
candidate of the 1950 elsotions who is now in Fl1 Salvador.,

The CASTIIIO Armas snd RAMIRRZ groups have been in contact, but so far
no sgreemsat has been reached. If the two groups were to unite, a sucocess-
ful revalntion might result. .

Conclugions

Conmmist influence in ths (uatenslan government contimies to be serious.
Rumors persist in Cuatemsla that President Arbens is 111 with leukemia,
Efforts to verify these rwsors are being made. In the event that ARBENZ were
forved to losve his offioce, Hoberto ALVENADO Fuentes, president of the
Guatemslan corgress, could constitutionslly assume presidency. Such an
eventuality would further aggravate the situation in Guatexmals beczuse
ALVENADO Fuentes is 2 strong Cosmmnist supporter having recently attended
a Coumamnist sponsored pro-peacs meeting in Viemna.

J. CALDWELL KIXG
SA/TR/P~LA
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