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Iranian Support for Terrorism:
Rafsanjani’s Report Card i b@,

Iranian involvement in terrorism has continued un-
abated since the death of Ayatollah Khomeini last
June. Although Rafsanjani has sought to improve : . L -
relations with some. Western nations since directly theless, we believe Ra samam and Khamcncl would
assuming the presidency last August, events of the closely monitor and approve the planning for an
past year prove that Tehran continues taview the attack against US or Western interests R« b5
selective use of terrorism as a legitimate political tool |
*During the past

year, Iran has been responsible for

and for sponsoring numerous at-
tacks agamst Saudi interests and orgamzatlons affili-
ated with Salman Rushdic’s novel The Satanic
Verses. In addition, Iran continues to support Hizbal-
lah elements holding 16 Western hostages in Leba-

Rafsanjani's Record: Targeting “Enemies of the
Regime”

The terrorist attacks carried out by Iran during the
past year were probably approved in advance b
President Rafsanjani and othe _qni_or leaders.

Soe ]

and lp cmentation of thesc opcrauons are, however,
probably managed by other senior officials, most of
whom are Rafsanjani's appointees or allics. Siifiee
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carried out these assassinations. Mughniyah has close
ties to Tehran, and the 1JO demonstrated its opera-
tional capability in Thgiland by orchestrating the
hijacking of Flight KU@#22 from Bangkok in 1988.
Prior to the Bangkok assassmauons. the 1JO had
already claimed responsibility for the assassination of
a Saudi official in Beirut.

;‘ ) 5»‘-

Anti-Rashdie Campaign. Khamenei's reaffirmation

of the farwa calling for the death of The Satanic

Verses author, Salman Rushdie, may have directly
resulted in attacks against publishing houses and —
distributors affiliated with the novel. During the past

ycar bombing attacks occured throughout Western

Europe and Asia. We-believe radical Shia elements

* will continuc to carry oul anti- Rushdtc auacks &

Saudi Campaign. Iranian-sponsored attacks against
Saudi interests were also renewed under the leader- N
ship of President Rafsanjani. The recent retaliatory mAccordmg to press reports Brmsh
campaign is prohably a result of Riyadh’s execution of  officials believe they prévented an anti-Rushdie oper-
16 Kuwaiti Shia—10 of Iranian origin—who were ation last winter when they arrested and deported

responsible for several explosions during the haii nine Iranian students—some of whom may have had

confiections to Iranian intelligence personnel—for
their involvement in planning a Rushdie-related at-

tack” b@

Following the Cultivation of Radical Paiestiuians. Rafsanjani has

executions, senior Iranian leaders began calling for continued to cultivate tics between Iran and a number
Shia to avenge the deaths of the “martyrs™ by of radical Palestinian groups. Despite ideological dif-
carrying out retaliatory attacks against Saudi, Ku- ferences between Iran and most radical Palestinian

waiti, and US interests. These statements may have groups, they are united in their desire to reject
encouraged radical Shia elements to carry out a series  Arafat's more compromising approach and to eradi-
of attacks against Saudi facilities and pcrsonncl.“* cate the state of Isracl. These groups enhance Iran's
ba operational capabilitics because many have experi-
To date, these retaliatory attacks have claimed th enced operatives, an cstablished infrastructure in the
lives of four Saudi officials; another was seriously Middle East and Western Europe, and a record of
injured when a bomb exploded under the seat of his successful attacks. In addition, they provide Tehran
with some degree of deniability and, as a result,
decrease the risks of military retaliation. A recent
increase in the tensions between the Palestinians and

is possible that {he Islamic Jihad Organization (1 l(l)
a Hizballah element headed by Imad Mughniyah.

Secyet 8




Israel over Soviet Jewish immigration, and threats by
Iran and Hizballah, has increased the possibility for
attacks against Western interests. If Iran provides
financial and logistic assistance it will probably de-

mand the right to approve thegtarget selection and
timing of the attack-wb 9

Continued Detention of the Western Hostages. Raf-
—- sanjani successfully orchestrated the release of Robert
Polhill and Frank Reed ecarlier this year. The Presi-
dent’s decision to begin the process of resolving this
issue probably arose from hisbelief that the hostages
had become a liability. This decision was probably
prompted by Rafsanjani's desire to attract foreign
investment and to end Iran’s international isolation.
Following the release of Polhill and Reed, Hizballah
and Iranian hardliners once again surfaced their old
demands, including the release of Lebanese and Pal-
estinian prisoners held by Israel and Kuwait.

Qutlook: More of the Same |
President Rafsanjani and other Iranian leaders will
continue selectively using terrorism as a foreign poli
tool to intimidate regime opponents, punish enemie:
of Islam, and influence Western political decisions.

- The government’s willingness to employ terrorism
reflects the leadership’s own viéws as to the utility «
terrorism as well as pressure from the hardliners to
continue the aggressive export of the revolution. A
lack of resolve on the part of the West Buropeans t -
punish Iran for attacks carried out on their soil duri
the past year will undoubtedly reinforce the Irania:
perception that it can continue its terrorist activitic
without jeopardizing the possibility of improved rel:
tions. 4w %
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Chronology of Iranian-Supported Terrorist
Activity, June 1989 to June 1990 :

Location Description v

Reverse Blank 11 t
















T_erronst Targets in the 1990

. data stored i m ‘a oomputer 'S mcmory——havc bccn )

_ inserted into ‘computer systems by muchlcvous and_ '
..mahcnous ‘computer cxpcrts ‘sometimes thh dcvastat
ing cffects. In recent years, computer viruses have: =~ ) %
surfaced in South Africa, Japan, India, Latin Amen- : o b

ca, Eastcm and Westcrn Europc, and the United .. . ’ '

States

ooordmg to thc Computer Vnrus lndumy Auoeimon, vimsa }
in the United States infected more than 83, ooo pemnnl eompum L
(/in 1988 and 176,000 machines in'1989. . T :

S




- attacks agamsl computct facilities: "

' qummatc‘“but it’ comams ‘8 mahcnous ood

stroy data. A"ogxc bomb isa program addcd to an’
-existing progmm wluch is tnzgcrcd whcn spccxﬁc
oondmons are’ met For cxample, when a ccrtam ham
s, mlssmg from pcrsonal records, all thc data is -

e 1‘ he Hacker lereat Terronsts also oould try to reak
‘into both secure and nonsecure data bas
Lo acquire funds illegally and to blackm

' The Ttalian Red Briudc is the only othet lenvrlst group > thai -




R ness of busmcssmcn as casy targcts Tcrronst groups ;
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Chronology of Terrorism—-l990‘ b ﬁ

Below are described selected noteworthy foreign and internationd: evettz aruody-
ing terrorists or the use of terrorist tactics. These events have eczarset o csme 10
light since our last issue. In some cases, the perpetrators and Zaet seatustlmg
may not be known. Events and developments that have already beer sreribed
elsewhere in this publication are not included* b 3

Western Europe
11 July Spain: One'bomb explodes and another is defused at two Resands lde:iq: in
Bilbao. Basque Fatherland and Liberty (ETA) claimed r&ponﬁi&g& b ﬁ
12 July Spain: Explosive device, hidden in a shopping cart and remotely
injures Spanish Civil Guard member in Bilbao. ETA is suxpec‘af.. ?
15 July’ Northern Ireland: Civilian is shot and killed in his Belfast howme by sos masked
gunmen. The Irish Peoples' Liberation Organization claimed resporsiuiicy. ¢
18 July Turkey: Terra;ists raid kome in Omerli village, Sanliufa’s Helfeti dixwicr,
" killing two persons and injuring two others Y 3
24 July Northern Ireland: Landmine explgsion kills a nun and three members of the
Royal Ulster Constabulary near Armaghk. PIRA was reportedly tu;um‘dg/(,;,/
Middie East
18 July West Bank: Masked youths beat and stab alleged collaborator iz Ra's Atiya. /(,,,f
22 July” West Bank: Masiced youths kill a Palestinian in his Silwan home. The victim
worked for the Jerusalem municipality.,(n)’
23 July , West Bank: Assailants in Qalgiyah beat to death a Palestinian sxspected of
collaboration.z(,li) ‘;
|
: 29 July Lebanon: Bomb explodes in office of Abu Nidal organization dissidents et Ay

Rashidiyah camp, Tyre, killing one person and wounding fonr.‘ b 3
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