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Summary
Information available
asof | March 1990

was used in this report.

Soviet Software Productivity:
Isolated Gains in an
Uphiil Battle * *

-The leadership of the Sovict softwarc R&D community recognizes—as

revealed in open-source literature—that the USSR's software industry is
technically backward. The Soviets know that, if this prablem is not
corrected, Western countrics will be able to cxtend their domination of
advanced information-processing technologics for decades to come

We judge that softwirc preductivity now has reached crisis proportions in

the USSR:

« Insufficient capital investment is crippling the software industry.

+ Costs of maintaining obsolescent software arc spiraling.

* Software developers are resisting industry standards and norms that

could improve cfficiency.

* The Sovict softwarc industry has been slow 1o adopt new techniques and

- technologics.

By reviewing a large volume of open-source literature published between
1975 and 1985, we have identified Soviet plans to undertake a major
productivity initiative to address the softwarc crisis. Sovict materials
published since 1985, [ -

indicate beyond reasonable doubt that such an initiative is under
way.

According to a varicty of authoritative articles published in the Soviet

literature, the goals of the USSR's software productivity initiative are to:

« Enhance the quality of systems software (used to operate computers) and
applications software (used to perform particular tasks).

« Increase the varicty of software products available.

« Reduce the rapidly accelerating costs of developing and maintaining
software

The Soviet software initiative involves major reorganizations of, and

capital investments in, science, cducation, and industry:

« Scientific rescarch will focus on the development of software for
advanced computer architcctures—in particular, parallel-processor
supcrcomputers—and on automated techniques for producing software.

« The Soviet cducational system will turn out larger numbers of suftware
workers.

« The USSR's fragmented software industry will be gradually intcgrated
through a new national-level management systen
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In promulgating their software productivity initiative, the Sovicts will get
substantial bencfits from cmerging pockets of cxccllcnce in their software
R&D community:

« The Sovict computer scicnce community has developed a healthy capabil-
ity to innovate software for highly parallel computers—supercomputer-
class systems that have hundreds to thousands of individual processing
clements that work in parailcl. The Sovicts by the turn of the century
may be at or ncar the Western state of the art in this rescarch.

-

The Soviets have applicd artificial intciligence (Al}—"cxpert systems™—
to support space opcrations and, in some areas of Al, research may
approach the West's level of achicvement by the end of the century.

Sovict rescarchers have mastered a variety of techniques for the automat-
<d production of software. Industrics supporting military R&D and
production are likcly to be the first in the USSR to assimilate such new
technologies—particularly to manufacture new microclectronics, optics
components, incrtial instruments, and other precision equipment.

« Sovict scientists have developed software for a number of industrial
applications that Western sources have described as as good as, or better
than, analogous software in the West )

Fruits of the USSR's software preductivity initiative, coupled with the
output of emerging pockets of excellence, will give the Soviets important
new military and economic capabilities in the years ahead. The software
-.R&D base the Soviets will have in place by the late 1990s should
approximatc that available in the West in the late 1980s. The availability
of such a basc will underpin the development of software-dependent
weapons, reconnaissance systems, communications, and logistic systems
that will be deployed by the Soviets carly in the next ceatury

As the Sovicts press ahcad with theie software productivity initiative, we
cxpect them to intensify their efforts to obtain forcign software production
technologies and know-how. The changes now unfolding in the USSR and
Eastern Europe undoubtedly will increase Sovict access 1o Western
software technologics; efforts by US and West Europcan software develop-
crs to engage in joint ventures with the Sovicts are increasing and probably
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will continue to grow. Furthcrmore, the grawing number of countrics that
arc capable of devcloping commercially successful software industries (foc
cxample, Brazil, India, South Korea, and Singapore) arc not nccessarily
disposed toward international regimes to restrict the flow of technology to
the USSR or Easteen Europe

In spitc of the considcrable talent and effort the Soviets will apply to their

software productivity initiative, we doubt that the USSR will be able to

closc the roughly 10-ycar gap between it and its forcign competitors by the

twrn of the century. Most likely, the Sovicts will be hard pressed 1o keep

the gap from widening as Western progress accelerates. The Soviets will be

constraincd by:

« Their lack of experience in operating customer-oricnted businesscs.

« Management philosophics that reward the maintenance of existing
product lines at the expense of new products.

¢ The lack of computer hardware and a teleccommunications infrastructure
that would be vital to a modern software industry.

Failure to close the software gap will keep the Sovicts at a significant

disadvantage in competing with other countries in the development and

production of advanced weapons and military support systems

K
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Soviet Software Productivity:
Isolated Gains in an
Uphill Battle

Software Productivlty: Technical Crisis in the USSR

The leadesship of the Sovict software R&D communi-
ty recognizes—as tevealed in open-source literature—
that the USSR’s softwarc industry is techaically
backward. The Soviets know that, if this problem is
not corrected, Western countries will be able to
cxtend their domination of advanced information-
processing technologies for decades 10 come. Despite
the Soviet experts’ grasp of the issucs and good
understanding of what it would take to resolve them,
- we judge that software productivity now represents a
crisis facing the Soviet S&T establishment at large.

The USSR's capability to develop and maintain ad-
vanced computer software is substantially affecting
the degree to which it can compete with other coun-
trics in the development of advanced weapons and
military support systems. Softwarc cngincering cxper-
tise is particularly critical to developing and operating
survivable, fault-tolerant command and control net-
works. Advanced software is vital for the computing
required for modern aireraft, missiles, and intelli-
gence collection systems. The design, development,
and efficient production of weapons is increasingly
dependent on advanced software. The Soviet intelli-
gence services need software technologies that facili-
tate “smarter™ automated data-basc management in
order 10 process the ever-increasing demand for global
intelligence.

Insufficient Capltal Investment

According to open-source literature, Soviel software
cxpedts believe that the relatively insignificant capital
investment in new technologics by Sovict software
engineering enterprises—cquivalent to some 3 percent
of the total annual cost to capitalize and operate a
given enterprisc—is crippling the USSR 's software
industry. For examplc, V. V. Lipayev—a lcading
Sovict authority on software industey capital invest-
ment strategics—contrasts this minuscule annual cap-
ital investment with the roughly 15- to 40-percent

annual investments 1n production technologics typical-
ly made by other Sovict high-technology industrics.

Spiraling Maintenance Costs

The Sovicts face spiraling costs to maintain increasing
stocks of obsolescent systems software and applica-
tions software. Servicing the inventorics of obsolescent
or obsolete software requires that the USSR maintain
large industrial organizations to inventory, document,
install, upgrade, and debug cach product. Soviet
industry also must train annually tens of thousands of
workers from uscr organizations on existing suft-
warc—diverting scarce resources from the develop-
ment of new, more cflicient software products.

According to Sovict open-source literature, as much
as 60 pereent of what we estimate to be about a $27
billion Sovict investment in developing, manufactur-
ing, distributing, and maintaining information tech-
nologics (hardware and software) is attributable to or
driven by software. According to the same Sovict open
sourccs, some 70 percent of the output of the USSR's
software R&D and industrial infrastructure is dircct-
cd toward maintaining cxisting products in service
(principally debugging and modifving code and docu-
menting the impravements)

Our analysis of information in the open literature
indicates that annual maintenance cxpenditures for
software products in tic USSR probably can be
reduced from 70 pereent of annual software R&D/in-
dustry operating costs now to perhaps 60 percent in
the late 1990s. In the United States, Western Europe,
and Japan, on the other hand, analogous product-
maintcnance costs probably will be brought down to
50 percent of total annual costs by the year 2000. The
Sovicts cannot ¢scape the requirement to maintain a
large inventory of obsolescent software for 1970s-
vintage IBM and Digital Equipment Corporation




computer systems; this requircment will reduce the
pacc at which the USSR's softwarc mdum\ can shift
rcsources from maintenance to R&D. *

Resistance to Standards and Norms

According to a variety of open-saurce reports, soft-
ware developers in the USSR resist cfforts to impose
rigorous, quantifiable normis and performance indexes
and standards that could be used 1o plan cfforts,
predict performances, adjust for problems and delays,
and quantify individual or tcam performances—de-
spite the existence of such national-level standards as
the USSR’s Unified System of Softwars Engincering
Documentation (YcSPD). Sovict experts (like their
counterparts in the West) insist that apposition to
structured, quantifiable management has becn a prin-
cipal reason why software often costs too much, docs
not meet prescribed qualitative expectations, and re-
Quires major maintenance or (undamental reworking
after installation at customer sites

The failure to apply or enforce the use of standards
such as the YeSPD is part of the reason for the poor
quality of software product support (maintcnance)
rendered to computer users in the USSR, according to
reports from a varicty of open sources. The software
maintenance community is incfficient by Western
standards, despite the cxistence of an extensive nct-
work of product “service centers™ located in citics all
over the USSR. Becausc of a fack of real competition
and profit incentives, there has been little if any
reason for software developers in the USSR to war-
ranty or otherwise service products. According to our
analysis of open litcrature, maintenance by the Sovict
software developer or vendor after the customer has
purchased the product is typically poor

Little Commitment to Intellectual Property Rights
Although [ _Jand open-source literature
indicate that the Sovicts understand the importance of
according intellectual property rights—copyright pro-
tection—to sofiware technologics, it is clear that the
USSR s rcluctant to make the legal commitment to
this concept. The considerable reluctarce by the
Soviets to accept capitalist concepts of copyright
protection inhibits software productivity within the
USSR, as well as softwarc-related R&D, manufactur-
ing. and distribution agrecements with Western firms.

Resistance ta New Techniques and Technologies

The emerging software industry in the USSR also has
been reluctant or unable to use new “toals of the
trade”—softwarc production techniques und desktap
microcomputer workstations—that are becoming vital
to increasing cfliciencics within software industrics in
the United States, Westera Europe, and Japan. The
production techniques, called CASE (computec-aided
software engincering), are specialized types of soft-
ware uscd to design and build other types of software.
Sovict software devclopers have demonstrated ingenu-
ity in developing innovative CASE technologics that
may have the same level of functionality as anzlogous
products marketed in the West. Nevertheless, work-
ing levels of Sovict industry appear to be successfully
resisting the usc of the new techniques and technol-
ogics, which they view as disruptive to previously
planncd production.

Computer Hardware and Telecommunications
Deficiencies

The USSR s struggling with limited success to
acquire and put into use the computer hardware that
would be vital to 2 modern software industry. The
Sovicts are engaged in efforts to acquire, via domestic
production and massive imports, tens of millions of
personal computers (PCs). The Sovicts also are defi-
cicnt in the production and effective use of larger
scale computer resources (minicomputers, main-
frames, and supcrcomputers), as well as the means to
cstablish and maintain reliable national telecommuni-

«cations nctworks cnabling users of such equipment to

work (ogclhcr from remotc-locations all over the
USSR.

The telecommunications deficiency is a particularly

scrious prablem for the Soviets. The USSR lacks the
type of extensive, serviceable, open-access. civil tele-
communications infrastructure that has proved to be

-an essential ingredient in the US softwarc industey's

capability to support the needs of software users in all
scctors of the US economy. Technologics critical to
the US industry’s lead include widc-area networks—
such as INTERNET, TYMNET, and TELENET—
accessible to most software developers in the United
States; cqually important arc the local-arca nctworks

[ =]
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used to connect softwarc development teams distribut-
<d in difTereat locations within large buildings or
among scveral facilitics within a farge industrial park.

Addressing the Problem

By reviewing a large volume of open-source literature
published between 1975 and 1985, we h'avc identified
Sovict plans to undertake a major software productiv-
ity initiative. Soviet materials published since 1985,

. v jindi-
cate beyond a reasonable doubt that such an initiative
is now under way

The USSR's attack on the softwarc productivity
problem is in large part the result of the efforts of a
group of influential computer scientists and mathema-
ticians with good access to S&T and cconomic policy
makers in the USSR-Academy of Scicnces, various
State Commiticcs, and the Council of Ministers—and
of the economic reformeys in the Politburo. Analysis
of data that reveals the creation of **blue-ribbon™
scientific commissions, as well as an upsurge in S&T
conferences devoted to software engincering and ap-
plications, indicates that in the late 19705 this rela-
tively small but influential elite convinced the Soviet
S&T leadership to sponsor long-range plans to miti-
gate the impending software productivity crisis in the
USSP :

A key indication that the USSR implemented a
software productivity initiative at the outset of the
12th Five-Year Economic Plan (1986-90) was re-
vealed in General Secretary Gorbachev's January
1986 report to the 27¢h Congress of the Communist
Party of the Soviet Union. According to Gorbachev,
for the period up to the year 2000: *“Specific targets
have been set (or the development and mass assimila-
tion of computer technology including computer sofi-
ware...." This and subscquent pronouncements
made by the lcaders of the USSR's computer science
and industry establishment all but confirm the exis-
tence of a national-level R&D strategy (what Soviet
spokesmen commonly refer to as a “unified scicntific-
technical policy™) for software rescarch, develop-
ment, production, and maintenance in the USSR. The

strategy is being managed by the State Committee tor
Computer Technology and Informatics (GKVTI),
headed by B. L. Tolstykh.’ -

We belicve that the Soviet S&T leadership docs not
think thut success in their software productivity initia-
tive will necessarily pravide the USSR with a world-
class software industry. More likely. the Soviets have
concluded that their initiative offees the USSR at
least a fighting chance to prevent a marked increase
in the West's approximately 10-year lead in widely

- exploiting state-of-the-art software technologies for

practical applications to national sccurity and general

cconomic challenges.

Gozls

According to a varicty of authoritative articles pub-

lished in Sovict open-source literature during the

period 1984-90, the prescribed objectives of the

USSR software productivity initiative arc:

« To.cnhance the quality of systems software (uscd to
operate computers) and applications software (used
1o perform particular computational tasks) delivered
to consumers in all scctors of the national cconomy.

« To incrcasc the varicty and production of software
products available.

¢ To reduce the rapidly accelerating costs of develop-
ing and maintaining softwarc.

Implementation

Successful accomplishment of the goals of the USSR
software productivity initiative will involve major
rcorganizations of, and capital investments in, the
three sectors of the S&T cstablishment—scicnce,
cducation, and industry. The plans for each sector
include:

¢ Science. Reinforce financially those clements i the
science scetor that provide the fundamental (explor-
atory) and applied tgoal-oricnted) rescarch on CASE
techniques and technologics.

* Education, Build the acadeniic infrastcucture neces-
sary to cducate and train the hundreds of thousands
of systems analysts, software cngincers, and pro-
grammecr-technicians nceded to manage, develop.
and maintain all types of computer software in the
USSR. :




« Industry. Rearganize and cxpund the USSR's frag-
mented software industry into an integrated institu-
tional base that develops, manufaciurcs, and ser-
vices computer technologics of all types and for all
consumers. ’

According to open sources, the Sovicets plan to in-
crease annual capital investments in their softwarc
R&D/industry infrastructure from the equivalent of
some $200 million in 1988 to about $1.65 billion in
1991. This increasc rcflects a focused effort to more
cquitably capitalize the USSR's software R&D indus-
try infrastructurc. We believe that the plaaned invest-
ment for 1991 will constitute about 10 pereent of the
estimated annual cost—equivalent to some $16 bil-
lion—to operate the hundreds of scicntific, academic,
and industrial enterprises and industrial associations
that make up the USSR’s softwarec R&D industry.

wh

The Role of Science. Authoritative Soviet writings
indidate that the USSR and republic-level Academics
of Scicnces will act as the technical spearhcads of the
software productivity initiative. Scientific research
will be focused on techniques and tools to develop
systems software for a varicty of advanced—for cx-
ample, parallel processor—computer architectures,
some of which have no direct countcrparts outside the
USSR %

The most important {acet of the advanced architee-
tures challenge involves rescarch on software for
innovative supercomputer architectures—critical to
Sovict progress in military R&D. The Soviets are
focusing considerable rescarch as well on means to
apply artificial intelligence techaiques to erhance
software productivity

One of the gencral trends in Soviet computer R&D
that will substaatially influcnce the focus of explor-
atory and applied research for future software is the

.+ gradual shift away {rom scrial processing to parallel-

processing computer system architectures. This trend,
begun in the late 1970s, is based largely on innovative
rescarch on parallci-processing hardware and soft-
ware carricd out in the USSR since the carly 1960s.

An aim of the scientitic rescarch program supporting
the Soviet software productivity initiative is to stan-
dardize computcrized techniques and technologics
that will be used to implement CASE environments.
Much of this rescarch is focused on employing means
to improve the clliciency of the first phasc of software
devclopment—requirements analysis—where prob-
lems in communicating ideas between developers and
customers propagate subtle *“crrors af omission and
commission.”

The Role of Education. The USSR's software cduca-
tion cffort will play a pacing rolc in Soviet cflorts to
automate industry, raisc the quality and quantity of
goods and services, and better compete in internation-
al trade. Softwarc cnginccring training and cducation
will be critical in the Soviets® efforts to develop the
increasingly sophisticated and costly weapons, sen-
sars, and other systems that they believe are needed to
maintain military parity with potential adversaries.

N

The Ministry of Defense (MO), the KGB. and the
Ministry of Internal Affairs (MVD) probably will be
particularly forceful proponents for enhancing soft-
warc enginecring and programming cducation if for
no other reason than to cnsurc that the armed forces,
intclligence commurity, and militia need not rely too -
heavily on the USSR s civil-scientific community to
provide softwarc for scnsitive national sccurity pur-
poses. The MO, in particular, must cope with the
blcak prospect of having far too few softwarc-quali-
fied technicians to scrvice an increasing varicty of
computer-dependent arms and other matericl—a
problem likely to worsen in the 1990s if the most
qualitied software professionals in the USSR gravi-
tate toward employment in the civil sector. This
shortage is already making itself felt as increasing
numbers of the best Soviet software engineers are
focusing on pursuits that cnable them to ecara money
in international ioint ventures and to travcl abroad
extensively. |

The Soviets® objectives by the mid-1990s are to have
tens of thousands of new systems analysts and soft-
ware engincers, and by the end of the century




hundreds of thousands of new programmers could be
added to the work force—supplementing the 300,000
10 400,000 software development personncl reportedly
warking today in the USSR (vcrsus an cstimated
700,000 in the United Statcs). If educational objec-
tives are met, the USSR could have about a million
trained software workers by the year 2000. This
number is still far short of US industry estimates of 3
million software professionals ecmploycd in the United
States in the year 2000. Morcover, although the
USSR can almost certainly gencrate a population of
at least a million software workers by the end of the
century, the vast proportion (in excess of 85 percent)
arc likely to be programmers with limited skills:
systems analysts and software engincers, who are
cducated to master more difficult and technically
challenging tasks, will remain in short supply.

The Role of Indusiry. A review of Sovict open sources,

E indicates that the Sovicts will worl
to evolve 2 modern software industry through the
1990s. The software industry cffort also will promote
extensive collaboration with advanced rescarch orga-
nizations (in the scientific sector of the national
cconomy) responsible for proving the feasibilitics of
emerging softwarc-cngineering technologies. -
We belicve that the Sovict software industry—faced
with the simultancous challenges of modernizing its
obsolete product enginezring and manufacturing basc,
and meeting accelerating demands for a proliferating
varicty of new products—will avoid risk taking and
remain conservative insofar as capitalizing high-cost
software engineering technologies is concerned. The
software R&D leadership in the USSR recognizes this
productivity damping tendency and is taking every
opportunity to offsct it by promoting closer tics
between the software engineering research communi-
ty and industry. The overall strategy seems to be to
expand the involvement of CASE developers (largely
in the rescarch community) and to accclerate a mea-
sured introduction of CASE technologics in accor-
dance with the concerns of real-world industrial users.

At

In April 1988 a new concept of software industry for
the USSR was codified as the State System for
Software (GSPQ)—a national-level administrative
body intended to establish conncctivity throughout the
USSR's software R&D infrasteucture. The GSPO, to
be responsible to the GKVTI instcad of the industrial
ministrics such as the Ministry of the Radio Industry
(Minradioprom), is being ¢stablished as the national-
level management system for the USSR’s evalving
software industey %

Protecting Intellectual Propercy. Although the USSR
thus far has moved slowly in terms of changing its
Icgal philosophy to accommodate protection of intel-
Tectual property such as software, there are signs that
the party and government burcaucracics are moving
in the right direction. Over the past ycar, high-level
commissions, such as the State Committece for Science
and Technology (GKINT), have begun to engage
\Vestern counterparts, such as the US National Sci-
cnce Foundation, in substantive discussions that re-
flect Soviet acceptance of the nced to adopt copyright
laws applicable to their own as well as foreign-technol-
ogies and products. USSR Academy of Sciences
cxperts—some of whom stand to gain small-to-moder-
ate fortuncs by means of their participation in soft-
ware “cooperatives” or East-West joint commercial
ventures—are using their considerable influcnce to
push the Sovict burcaucracy toward aflording copy-
right protection to domestic and foreign software.

There is a better-than-cven chance that, over the next
two to three ycars, the USSR will implement copy-
right protection to software technologies and products
and that such legal codifications will be consistent
with internationally accepted norms. Whether the
Savicts choose to enforce these copyrights is another
wnatter. On balance, we expect that the USSR will not
cnforce copyright laws on foreign-origin software
technologies or products intreduced into the Soviet
domestic cconomy any better than do countrics such
as Brauzil, {ndia, or Thailand—all of which do




little to police dumestic industeies that pirate products
copyrighted by softwarc companics in the United
States or Western Lurope. N

Emerging Pockets of Excellence

The increasing number of Western experts (program-
mers, softwarc cngincers, computer scicntists, com-
puter systems developers, software industry marke-
teers, and production managers) who have gaintd
access to the CEMA software R&D infrastructurce
and industrics since the mid-1980s have been im-
pressed with the technical skills and innovativencss
demonstrated by their Sovict and East European
counterparts, « ﬁ:. : :

and unclassified US and West European trade litera-
ture. As the Sovicts work to modernize their military
and civilian industrics, these emerging pockets of
software excellence will make positive contributions.

e

Since 1987, when the Sovicts cracted new laws to
facilitate joint commercial venturcs with forcign in-
dustrics, software R&D entitics and industrics in the
Uhited States, Western Europe, Latin America, and
in the Pacific Rim/southern Asian region have enthu-
siastically engaged the Sovicts in ncgotiations to make
commercial usc of the large pool of software cngincer-
ing and programming talent located in pockets all
over the USSR. This interaction has since led to a
-prolife:ation of bilateral and muliilateral business:
ventures in which the Soviets barter the skills of their
programmers an software engincers—including
some of the best in the USSR—in exchange for what
the Soviets need desperately—large quantitics of mi-
crocomputer (PC) hardware and hard currcncy. The
increased intcractions of East-West software R&D
and industry experts have made available for the (irst
time to Western industrics a varicty of Soviet-origin-
applications software products. which some US and
West Eurapean firms believe can be marketed suc-
cessfully in the West.

Parallel Processing

Western sources have come to recognize that the
Sovict computer scicnee community has developed a
healthy capability to innovate operating systems and
applications softwarc for highly parallel computer

W

systems incorporating relatively sophisticated con-
cepts of ariiticial intelligence {for example, data Qow
operating systems integrated with ncural-network de-
signs). Morcover, the Sovicts scem ta be spending a
considerable cffort in developing software engincering
tools specilically oricnted to gencrating the extremely
complex applications software niceessary to take full
advantage of parallel-processor compriter systems,
Analysis of all available sources indicates that the
Sovicts arc mobilizing their software engincering re-
scarch cflort to develop operating systems software
(such as for highly parallel data flow concepts) that
can compensate for the obsolescent microclectronics
(microprocessors and logic chips) that have stymicd
Sovict cfforts to manufacture high-speed computers.
Sorme of this Sovict fand East European) software
cnginecring rescarch for parallel processing paces
similar rescarch at leading Western universitics and
corporate research centers. - Y

The potential pockets of excelicnce in software cagi-
ncering in the USSR and Eastern Europe for paralicl-
processing applications involve the cfforts of a varicty
of scicntific and academic cstablishments that have
strong tics 1o the military and intelligence services.

supplc-
mented by apen-source literature:

* The Ukrainian Academy of Scicnces Institute of
Cybernetics imeni V. M. Glushkov (Kiev) operates
special computer technology and software engincer- —
ing development centers in conjunction with defense
industries. .

« The Estonian Academy of Sciences Institute of
Cybernetics (Tallinn}—with tics to the KGB—de-
velops software for supercomputer testbeds and
highly paraltel processors.




The Slovak Academy of Sciences [nstitute of Tech-
nical Cybernctics (Bratislava, Czechoslovakia)—a
focal point supcrcomputcer ecsearch institute in
CEMA—has both tics to the West and 2 strong
tradition of collaboration with rescarch tcams at the
Soviet Glushkov and Kalmykov institutes,

Artificlal Inteltigence

An cxample of Savict compelence in software R&D is
the development of rule-based inferencing tools for
data bases, or “expert systems”— firs-generation Al
software packages—uscd to support space-launch op-
crations. According to a variety of sources in open
literature, these technologics were implemented in the
mid-1980s a few years after the United States began
to master Al software technologics for application to
space operations. Analysis of these sources indicates
that the USSR Ministry of Defensc is using scveral
different expert-system (“human apprentice™) soft-
ware packages with the Encrgiva (SL-X-17) heavy-lift
launch vehicle and the Buran shuttle-orbiter. Intclli-
gence Community assessments conclude that the En-
ergiya/Buran system will be used 10 deploy key Soviet
national-security-mission payloads tn the 1990s.

The Soviets resorted to the use of rule-based inferenc-
ing cxpert-system software with the Encrgiva/Buran
launch-control system and the Encrgiya fueling sys-
tem to minimize the possibility that human oversight
or crror, or cquipment failure. could culminate in
destruction of the launch vehicle and its various
payloads on the launchpad. According to the open-
source literature describing this Al software, these
rule-based inferencing packages are capable of identi-
fying and responding to a problem faster than a
human. The Al software used with the lauach-control
system, which reportedly can compensate for nearly
150 different types of faults, automatically canccled
the Energiya launch sequence during the abortive 29
October 1988 attempt to launch the Buran shuttle.
The Energiya fucling/defucling system Al package
reportedly is optimized to detect and compensate (or
same 500 different types-of fucling/defucling faults.

According to open-source literature, the Sovicts uscd

the French-developed programming language known

as Prolog to develop on-board system software for the
Buran vchicle—which flew its first orbital mission—

unmanncd—in late 1988, using automated Right

control managed by remote ground control. Prolog is
used 10 program Al systems, implying that Al tech-

* niques arc used to enhance mitssion-control fault
tolcrance on the Buran r—‘

CASE Technologies

The Soviet software rescarch community has mas-
tered a varicty of techniques for the automated
production of software. Soviet civilian and defense
industrics since the late 19705 have been gradually
assimilating CASE products. Soviet effectiveness in
developing CASE techniques stems (rom a number of
competent mathematicians and systems analysts at
key computer science institutes. Soviet CASE
achievements include:

o Prometey: A large-scale CASE system, which.c
- includes automated tech- -

niques for developing software for strategic and
tactical missile systems. Distributed by the Ministcy
of the Radio Industry, Prometey utilitics arc de-
signed to automate the development and life-cycle
maintenance of various types of software having up
to 3 million lincs of program code. Prometey utilities
also implement Rada—the USSR’s version of the
NATO-standard military-purpose programming
language Ada.

¢ R-technology: A structured-design software engi-
ncering methodology developed in the carly 1970s.
. S | R-technology has been
used by software developers in the USSR's strategic
missilc industrics. The Sovicts claim that R-technol-
ogy enables software professionals to clectronically
“draw"* on a computer screen the algorithmic design
of the software, which is then automaticaily mapped
to a compiler that generates executable object code.




¢ Al and CASE: Sovict industry has access to several
Al-augmented CASE cnvironments developed as
rescarch projects since the 1970s. These protatypes
are serving us technology feasibility demonstrators
for the development of practical Al-augmented
CASE products for the 1990s. - b

Genecal Industrial Applications

The Soviets, according to Western experts, have made
good progress in software for some gencral industrial
applications. Western experts rate these Soviet prod-
ucts as functionally equivalent 10 or better than
similar Western softwarc:

Acquisition of Non-Communist Techaulogy

As the Sovicts press shead with their software produc-
tivity initiative, we expect them to intensify cfforts ta
obtain forcign softwarc technologics and know-how.
The Soviet covert cffort presenis certain challenges to
technology denixl cfforts not encountered in other
technical domains. These challenges occur because
software productivity cnhancing measurcs consist
largely of methodological practices and conceptual
techaiques that are difficult or impossible to subject
10 trade restrictions or to classify s national security
information—at least before such methodologics arc
“captured™ in tangible commicrcial products. More-
over, even when commercialized, soitware can be
reproduccd without having to make substantial capi-
tal investments in high-technology physical plants.
Software piracy is casy, effcctive. and inexpensive to
undertake covertly—and at far less risk and cost by
comparison with what is involved with stealing hard-
ware (sec insct on page 9 %

The USSR’s commercial-joint-ventures policy intro-
duced in 1987 makes it casicr for Sovict industrial
chterprises to deal directly with forcign industrics.
This policy, which is rapidly evolving. is proving to be
a principal conduit for Sovict access to Western
software development technologics. As a byproduct of
Soviet cfforts to implement commercial joint ventures
(R&D. manufacturing. and marketing) with Western
industrics, increasing numbers of Soviet systems ana-
lysts, software engincers. and programmers—includ-
ing defense industry personnet—have begun 1o travel
around the world to pramotc joint software ventures.
We also expect that an increasing number of Savict
software specialists from scientific and academic ¢s-
tablishments will attempt to work with software pro-
ductivity experts abroad under the guisc of academic
exchanged I

The rapid political and economic changes now under
way in the USSR and Eastern Europe almost certain-
Iy will aceelerate Soviet access to Western software
technologics. Western software industrics are at the
forclront of elforts to develop markets in the USSR,
Companics and individuals in Eastern Europe are
alrcady working closcly with Western software com-
panics.




Examples of Westeen Safltware Technalogy
Teangfereed 10 the USSR

Acqulsition of foreign saftware engineering method-
alagies, technalogices, and modeling packages in the
late 19705 reinforced Saviet efforis in several mili-
1arily and economically signlficant ways. In general,
these acquisitions af know-Sow and technology saved
the Soviets years of applied researck that otherwise
might have delayed the implementation of advanced
technologies in a wide variety of military eguipment
introduced it the mid-to-late 1980s

—
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Other examples of Soviet time- and cost-saving ex-
ploitation of Western-origin saftware (echnologics
have included the use of:

« Stmulation seftware to optimize desigus for strate-
gie ballistic missile motors. X

« AMathematical models used to simulate the perfor-
auances of ground and space-based radars for air{
space defense. -

o Algorithnis to build applications safiware for air-
to-air missile guidance systems.

* Data or saurce cade for developing saftware for
terrain-mapping radars for use with cruise and
ballistic missiles.

« Utilities programs that were used as (ools (o devel-
ap comatand aad control systews saftware.

In addition to cahanced Soviet lizisons with software
industries in NATO countrics, we asticipate heavy
R&D interactions between the USSR's software com-
munity and the technically proficicat saftware R&D
commuftitics in countrics such as {ndia and Brazil,

Apalysis . indicates the
GKVTT will be the focal point TaF Sovict participation
in these efforts. The intcractions between Soviet
industrial ministrics and {ndia's and other countrics’
software R&D communitics are expected to intensify
by 1990. The Japancse nad Singaparcan software
R&D communitics are, according to open-source fiter-
ature, approaching world-class competcnce in some
facets of sofiwarc enginccring operations. We belicve
that both cauntrics are carmarked by the Saviets for
intensificd fobbying to promote the joint development
of all types of softwarc technologi..

Furthermore, the growing number of countrics that
arc capable of developing commercially success{ul
software industries (for example, Brazil, India, South
Korea. and Singapore) arc not necessarily disposed
toward international regimes to restrict the flow of
technology to the USSR or Eastern Europe. Under
these circumstances, the restrictions of the Coordinat-
ing Committec on Expart Controls (COCOM) that
have thus far sfowed Soviet and East Europcan access
10 Western software technologics may gradually be-
come less cffective, tnless other countries inin with
COCOM and enforce trade restrictions

At present, we beliove that the best defense against
Soviet acquisition—legal or illegal—ol militasily sig-
nificant saltware technologics is the degree to which
developers cmploy measures to prevent unauthorized
access to the product source code
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Qutlook

The software productivity initiative, coupled with
intensified cfforts ta acquire Western technology, is
the USSR's best hope to maintain competitivencss
with the West in computer-dependent military sy5-
tems; to become more self-sufficient in its ability to
modernize its military and civilian industries; and to
establish itself as a scrious industrial competitor in

-international markets for technology driven products

of all types. The Saviets, through their sofiware’

productivity initiative, almost certainly will make

good progress in addressing some of their probicms:

« They will increasc capital investment in softwarc
engincering technologies.

¢ The influcnce of the USSR's sofiware R&D com-
munity over the stagnant software industry will
grow.

¢ A centralized approach to applying standards and
norms, combined with CASE, will make software
production more efficient.

« The Sovict software work force will increase sub-
stantially.

On the other hand, the sofiware productivity initiative
offers little hope 2gainst other challenges. The Soviets
lack experience in opcrating customer-oricated busi-
nesses. Soviet management philosophics reward the
maintenance of existing product lines at the cxpense
of new products. Moreover, deficicncics in computer
systems networking will continuc to stific Sovict
software development. Even if the Soviets forcefully
implement wide-area nctworks and local-area net-
works, they will still lack expericnce in operating the
telecommunications infrastructure necessary to take
full advantage of modern networking technologies.

Our analysis of open-source literature implies that the
Soviels have a long way ta go before their telecom-
munications industrics can manufacture and service
the technologices inhcrent to estabiishing and main-
taining a modern civil telecommunications infrastruc-
ture. The USSR's enduring tradition of compartmen-
tation, secrecy, and consequent necd to cantrol access
to communications technologies further impedces Sovi-
<t cfforts to modernize telecommunications. Under

these circumstances, we belicve that the Sovict soft-
ware community will not have access to local- and
widc-arca networks equivalent in quality and cflicien-
¢y 1o those used today in the West until well after the
year2000. © “

Thus, despite the considerable talent and cffort the
Savicts will apply to their software productivity initia-
tive, we doubt that the USSR will be able to close the
roughly 10-vear gap between it and its foreign. com-
petitors by the turn of the century. Most likely the
Soviets will be hard pressed 1o keep the gap from
widening; the pace of progress in the West is great
and growing more rapid

Allin all, the deck is stacked against the Soviets in
their desire to build a software infrastructure that can
some day be technically competitive with industrics in
the United States, Western Europe, and Japan. Al-
though the Soviet S&T Icadership fully recognizes
fixes need to be made, it cenfronts an entrenched
burcaucracy in the software industry that is not
inclincd to modernize at more than 2 snail's pace.
Failure to close the software ¢ap will keep the Soviets
at a significant disadvantage in competing with other
cauntrics in the development and production of ad-
vanced weapons and militacy support sysicms. %

Fruits of the softwarc productivity initiative, coupled
with the output of emerging pockets of excellence,
nonctheless will give the Sovicts important new mili-
tary and cconomic capabilitics in the years ahcad.
The software R&D base the Soviets will have in place
by the ycar 2000 should approximate that available to
US, Japanesc, and West European software engineer-
ing communitics in the late 1980s. The availability of
such advanced technologies to the USSR's defense
industrices in the fatc 1990s would constitute part of
the enabling technologics base essential to developing
the computer-sof tware-dependent weapons, reconnais-
sance and surveillance systems, command and control
systems, communications, and logistic support sys-
tems that the USSR is expected to begin developing in
the 14th Five-Year Economic Plan (1996-2000).
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The Sovict software R&D community is prototyping,
and beginning to deliver for aperationa! (industrial)
usc, AI-CASE cavironmients that can be uscd to
create advanced software for fault-tolerant, multipur-
pose computer-integrated-manufacturing environ-
ments in which nctworks of “smart" multipurpose
robots and machine toals almost completcly supplant
workers for certain types of high-precision operations.
Industries supporting military R&D and produstion
are likely to be the first o assimilate such new CASE
technologics—particularly to manufacture new mi-
croclectronics, optics components, inertial insteu-
ments, and other precision equipment

With respcct to development of software for large
scientific parallcl-processing sysiems—essential to
some military sponsorcd rescarch and important dual-
usc technologies rescarch—the Sovicts, by the turn of
the century, may be at or ncar the Western state of
the art in rescacch. In some arcas of software rescarch
for Al technologics the Soviets also may approach the
West's level of achicvement. In a handful of critical
~application areas—such as usc of software-intensive
Al expert systems for fault-tolerant computers used
with the USSR’s space shuttle system—the Soviets
may remain only three 10 four years behind Western
applications.
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