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prosecuted at a very high level.

MEMORANDUM FOR THE RECORD

 SUBJECT: Mail Intercept Program

~

1. The attached memorandum from Chief, CI was orally briefed
to the Director (and the DDCI), he was shown the activity reflected on . -
page 12, and he read the entire attachment giving random examples of
production. I used the attached Talking Paper as a basis of presentation . -

" to the Director. The Director expressed his agreement with the desir-

ability that this project be passed to the FBI and his lack of conviction

_ that the product to CIA is worth the risk of CIA involvement. He directed . .
the DDCI to discuss the activity with the Acting Director, FBI, with a

view to offering the ¥ BI the opportunity to take over the project, 1nc1udm0'-

© the offer of detailing the CIA personnel involved to the FBI to unplemant

it under ¥ Bl direction and respon51b111ty

- 2. Since ‘had indicated that he was unwilling to
" continue to collaborate on the project beyond 15 February unless it were
cleared with appropriate superior authority, the Director agreed that the
“activity would be suspended unless ’v\rould accept its continu-
ance for the time being under oLr assurances that the matter is being

———

" 3, Mr. Osborn advised ‘of this conclusion, ané’;

_@requested that the project be suspended until appropnate resolutmn 4

of the problems involved. This has been done. T -

W. E. Colby . <
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14 February 1973 |

TALKING PAPER

'SUBJECT: -Mail Intercept Program

1. A program of intercepting mail between the United States and
the USSR has been in existence in New York since 1952. This program
bas provided information of interest] | as we understand it,
dealing with Soy'i_gj: activities vis-a-vis t.b.i United States and with respect

- 5 . N Rl Y-~ gl - o - D e
to Americans who maintain active contacts vwith woviet and other Comw
munist areas. The program was most recently briefed to then Attorney -

 General Mitchell and Postmaster General Blount in June 1971. _

2. Considerable efforts are made to conduct this operation on a
totally secure basis, but it is of course possible that it leak. While the -
recording of the addresses and return addresses is totally legal, the

‘opening of first-class mail is in conflict with 39 U.S. Code, Section 4057.

A contention can be made that'the operation is nonetfheléss within the
'éons_titutional powers of the President to obtain foreign ntelligence in- -
formation or to protect against foreign intelligence activities {powers
statutorily recognized in 18 U.S.C., Section 119, with respect to bugging

and wiretapping,

.~ 3. The political risk of revelation of CIA's involvement in this
project is in any case substantial. In my view, this political risk is not
justified by the operation's gontribution to foreien intelligence and
counterintelligence collection, It may well be justified by the c ntribu-

- tion it makes a2 matter

best judged by tne 1L this is viewed as sufficient, I recommend _

strongly that the project be assumed by the FBI rather than running the )
extra risk of possible public revelation of its association with CIA. CIA a
would naturally provide any support desired by the FBI and would hope to :

receive such material as might be of value to CIA from the FBI, ©

- 4. Pending resolution of the above, the project is suspended. ;
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The Project

A. The mail intercept Project is a basic'countcrintclligéncc

asset designed to give US intelligence agenciecs additional
insight into Soviet intclligence. activitics and interests.

It provides information about Sovict-American contacts’ zpd

insight into Soviet realities rand the scope of Soviet inter-
¢sts in the academic, economic, scientific and governwental.
fields unavailable fron any other source. The Project zdds a’
dimension and a perspesctive to Soviet interests and activi- -

-~ ties vwhich cannot be obtained from the lirited resources -
~. available to this Agency]| S Tt

al .

the Agcncy|

in pursuing investigative ‘and onera-

‘tional leads to visiting Sovictustudents,-exchange scientists,
academicians anc intellectuals, trade spccialists and experts |

from organizations such as the USSR Institute of the ISA..

The basis for exploiting the Project for this purposc is.the. ...
knowledge we have from every Soviet Bloc intelligence service

-
. ~

defector that each visitor to the West is approved by the
respective Security Service. ' The Project, lirited to mail to
and from the USSR and the USA, is basically concerned . with

- individuals the XGB approves because it controls then, their
‘passports, their foreign exchange, their education, etc. e

o

Based on KGB and GRU defector information, it is presumec

L4l k3l

‘that the visitor is a KGB_.agent or cooperating with the HE
"i.e., a '“cooptee:" It is also known that no Soviet can maia-
tain correspondence to the United States,without'KGB'approval;'

C. In many instances the Project provides the only mcans of
detecting continuing contact betwecen KGB controlled exchange
students and Americans. he concern is the spotting and as-
scssing and ideological missionary work these Sovict students
¢o while in the US. The Soviet student not only maintains

correspondence when he goes back to the USSP but ‘often return
to serve in the US in an official'Cahacity as a scientist,

tradc represcentative or diplomat and renews his contacts. Th
"US internal securlty concern is  iliustrated by the fact thasr
of the acadenically active 32 Sovict exchange students in the
US during the acaderic year 1971-1972 relinble collateral
scurces have identified 11 as coopted KGB agents and 19 as

_ v : - .

14
T

o

The Project is particularly productive in supporting both

S
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ted GRU agents. To date 10 of 5
dents here for the acadenic ycar 1972-19
itified as KGB caooptecs. S _ o

O

oo
t
LG

"3

uc
K3y

P“ [77]

5. The Project provides information otherwise unavailable
about the Sovicet contacts and travel of Amcricans to the
which is often important when checking applicants for
Agency or other Government employrent and in confirtming re-
ports from Clandestine Service, Domestic Contact SerV1cc

and FBI agents, contacts and 1nfnrnanus. o L

" L. Project material recorded. for 18 years gives basic in

II.

Ccurrcn

{ormation about Soviet individuals and 1nst1tLL10ns uscfuT’

to the analyst looking for specific leads and in vaunzno ‘

thnns in Sov1et intercsts and p011c1es._ o :

F. In addition'to the obvious valuc of the Project to the

Cs, [:;;:::]rcccntly adviscd us when we were reviewing its
requirements that the Project information is ex-

trermcly valuable with rcspect to 1n{oruaplon\

velop sources and assess Soviet students.

“pates the Projcct will provide insight into the devcloping

trade rclations where no|  [coverage "is- noss1b1b.”-*ﬁe

has benefitted from leads to American students who have

,,thc Sons
wiio' they expect will be the left leaders in S to 10 vears

pecn in the USSR and, in particular, from the knowledge that
and daughters ‘of CPUSA and Front Group officials
have studied in the USSR. Often there arc no other leads to
this inforration. The also notes that quitc often the
TOJCCL information permits it to correlate lead infermation
which has becn ouLstandlnﬁ for several years.~ L

. o ~.' \."" . . o]
A. The Project originated in the Spring of 1952 when tho
then SR Division of the CS (now 8$B) began to examine the .
positive,; opcrational and counterintelligence information

'_notcnthl which might be obtained from a systcratic monitor- .

ing of postal COmMUHiC&thﬂS betvccn tnc Ln1t0u Sta;cs and
the Soviet Uniom. : y

3. In November 1952\

Project information helps o
‘The antici-

e et R e, NV
. . .

-,
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s A FITCE L X .’.S
aareed with New York Postal Inspector lienty SONTAGUL,  ox-
anination of majl covers by CIA nersonneil docurnented ag
Post GSfice Departnent officials was Legun on 17 February
1953. o ’

{. Occasional cxploratory openings concucted at a sect
»y -

u
CIA irstallation nearby nroved so rewardine that continuas
tien on a highly seclective basis was deemed necessary in the

‘national sccurity intcrest, o S et T
D. In lfay 1954 lr. Allen w. DULLES, DCI, and'ﬂr.-Richafa',
GELUS, the Chicf of Operations, P, took the first initia-
tive in the series of bricfings to insure that cach Admini-
stration has known the Projecct existed. They advised Post-
raster General Arthur k. SUMILERFIELD that an eXamination.

wias being nade of the "covers" of mail to and from the

Sovict Union (such cxanination is legal). VWhile dr. . SEnImR-
FIELD did not comment specifically, it was clear that he was
in favor of the activity, : ' R e

L. Hhen the yield from the activity transcended the Inter- -

¢sts of the Sovict Division, resnonsibility for it was »
transferred in 1955 to the Counter Intelliczence Stafes of the

BDr, where it has rerained to the present. - e

Y... In Jonuary 1958,
Service's pernission To exaninc nail te and from the Sovict

union. CIA was advised of the and arranced
in February 1958 to regularly provide the with iters
"CI.«".

of internal'security intcrest. . The FBT i ite only non:
fency waich receives copies of the material in its raw form.
G. .In February 1961 7. DULLES and Mr. HELMS discussad the
"mail surveillance" activity with Postraster Ceneral Edvarg
SAY and Chief Postal Inspector MONTAGUE. Mr. DAY aecrecod:
that the activity should continue and rade the cavear that
the Post Office Department need not know the .extent of the

. -
[

a1l exarmination.

. The first US postal official to be {ully aware of 1he
Clandestine aspect of theo 221l surveillance was ex-Cia
eiplovee upon. his apnointment

knows acour thae

|
YTrojecct because or i11S duties white with CIA.

the Postal Insncction

B PN




II.

bricled Attorne

I. 1Ian early June 1971 Nr. EELNS, dCI, ey
Terneral NITCHELL and Postmaster General 2L0UNT and showed
selected samnles of information obtained. This tras the
first tine officials at this level rere bricfed about the
cetalls of the operation. DBoth Cabinet merbers concurred
in the continuation of the activity. Iir. LLLIS advised
Jir. BLOUNT that knew about the oneration as a
result of his ClA-seercc. .

J. The present Postmaster Ceneral has not bce;
ny CIA official :

.

-

rom 1its 1n1t1at101 the securlty Tisk associated wi
The sccuri

uncertaking has becn fully rccognized.
iianics of this PTOJCCt which were carefully laid ini-
2liy are continuously’ rcexamined and, with the nossilble

p;lc“s noted below, 1S as
<
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it is bcllcv0u that securityr is
as it possibly can be S R

et QO ¢t

e

[
»

1»1!..1_&.1 a TEDL 1 C-
111 at Jrx Inter--

5. li2il is exarined 011v in a vaulL ares
tec securc arca of Fedc;al Building No:

naticnal Airport.

Control over CODleS of tllc G\aT“IHCQ ICLLCI‘S in the

Projzct office at

_10”"eu

recipient clrcctlv
material is thorouwwlv brl
th the sensitivity of -the Projecct.
by hand,

1
5 via

Each ncrso1 translator,

'scaled envelope

flcadquarters is stringent.

nalvst

nmolvcd in the Progec; or with
cfed and continually im
Routing of n
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Jaterinl is pernancntly stored in a vaulted arca, under
tac Troject manarcr's control.
.- The connqrhﬂeﬂtcd unit vithin the FRl's o mestic Intol-
ligence Divisien, which Teceives conies of the Projece
matcrials, ob%crvns Tigid sccurity nloccquro:, TeRETicein~
the materials to a llnltc numher of qpch“l Afent Sunar-
visors in ‘that Ulﬂl»lOﬂ who rcgularly handle caually or
more sensitive inforpation and are aware of the sensitivity
of this ”“tC*lﬂl. F5I Field Offices Teceive only disguiscd
’roject information and even then a cautionary St&CC?Cﬂt.
is included and Hlvnllfatcu. .The fact that CIA is the sourc
£ the information is protected by sourcing the information
to aCoded1dentlf1ca'clo The raw Project materials are
never nlaced in case files, are never. rcproauceg and never
Offices. R

seat to I'BI Tield o A o

G. The "’lap potentials. in thls Pro;cct arc esscnu_h*lv
the same nypotchlcal problenms this Agency ané tlhie FET. face
-0vcry day in our operations. liowvever, to give a perspec-
tive to problems we have con51uered
conccrn are 10Led
1. A dlscruntleL “osg Cffice LCPHTLPCHt c:nlo"cc etf
the Janalca Airmail Facility near JIK Interna ational
Alrport New York, where the screening of the wail
takes place could allege that sacks of mail are re-
moved to a IOCLed room. liec could only snncu1ate as ta "
thc reasons for the renoval, however. (In the cvent of
surprise forced entry into tne exarlnln" roon at ghc
‘airport during the CIA of fficers' worlin tg. hours, the -
only observable- activity would bc the copying of selbc—
ted C\terlors Wthd is leﬂ al. :
ned mail have 5001

2. Over the ycars, toxts of exa

tade. available on a restricted adu necd-to-Lnow basis -
to 1nm1v1uuals within the Clandestine Service. Becauso.
of short-term rotational aSlen”CHt ten uLv, it has heen.

"’1. -6-‘,_
VA

ncccsc 1Ty to make a fair ly large nunber of persons
ting of the Project material but not to the rechzanics

of 1caa151;10n. An 1nd1v1¢ual whe becones Q*SFTL“LIC&
or who loses all appreciation for sccur

closc that mail was bei ing cxamined. With *cry few
cxceptions, however, no one could pirnpoint whcre the
exanrination is done and vorlfy that it is done by CIA.

o

the FOIIO“]P" areas of o

. ' PN
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3. Selected iters of mail to Lo oponed are trans-
verted by one of the covert CIA cxXamining officers -
from the Airmail Facility to the Federal Suildine at
JEX International Airport. Conceivably the nersons
transporting thesc letters could becore inrvolved in
an accident or be attacked bv thugs, disclosing pos-
scssion of the mail outside the Facility, but the

i
reason would be unknown.

4. Copics of the examined mail are couriered veelkly
A

- from the Federal Building at JFK TInternational A

CidA's
tor transmittal to licadquarters. It i ol
hat these copies could fall into unauthorize

hands if the vehicle used was involved in an accident: "

-or if the individuals transporting the letters weré L.
subjected to a holdup. = . S
5.  Copics of the letters arc forwarded by the 0Ffj

3 7 L
Officc{::].-
S Nos-’

d -

cs

| to .a llcadquarters-controlled
POST oifice box by registered nail. A rail rosbery

or train/aircraft accident is pessible,
the loss of the mail. R ‘

A Y

. Past incidents or publicity about US Government inter-

est in rail coverage which caused sone concern with
respect to Project activities are. cited to give some

resulting in -

additional background. = , T
1. In pid-April 1965 there were Press accusations
ad been eXamining

‘that the Internal Revenue Service h
rirail to attenpt to uncover informaticn about for
assct holdings of US citizens who were sceking to
evade or were delinquent in their taxes. e
durward G. UALL (R-}0) also claimed that e had .
‘received unevaluated

wvere 'snooping” into the mails.

Congressman -

inforration that other agencies .
Senator Russcll B. -

LOKG's Congressional Sub-Committee to the Joint Cor-

nittee on Internal Revenuc

these accusations. In ‘fay 1965 then
GRONOUSKI stdted nublicly that the Post Office Denart-

ment had cooperated with requests for rmail cover
examination
- the Food and Drug Adrinistration, the Internal

T

fron a number of Tederal agencies includi
aue

Service, and the Jepartnent of Justice. . Iir. GRONOUSKI

b}
dayen
Aa@Ve

tax concucted hearincs inte
Fostmaster Ceneral
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~the general public reacted to these
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was not unduly concerned
nal A“RTITFS and press accusatiens, 2
Project was not “L¢ectbd '

I
zhﬂ “os COEf
ner

'2. On 4 June 196¢& the 1ntu'colunﬂist Drew PEARSON
wrote: '"Senate 1nVust1paLoLs have discovered that the
CIA not only watches suspicicus mail, but actually,
opens the letters as part of its secrct 11Lc111"e1ce
work." There is no indicaticn that cither Congress cor

allegations.

5. On 13 January 1971 Jerery STONE, Ditector of the
rCLCTﬂulOJ of Anmerican Sc1an15Ls, Zaq wincton, D. c.,
addressed a letter to referred to
above, who was then and 1s now

iesianed to assist,him with respect to lcglslaglon
STOXE had in mind- regarding entry into domestic: and
forcipgn mail. \forwnrucd a copy of the ch-
ter to 'ir. lloward USGORY, Ditector nf Sccurity, CIA, _
sol*c1g11g advice about wxat hils rcv’v to CTOUE'~ N
questions should include. ~Concern over the "flap - _
potential® for th° Arencv which the 1thcr night ‘en~: .
nC’ldcr prompted ! ’S to br 1cf both
hic Postmaster Gcncral and Ir. MITCHELL, the Attornevw

-I.J.o .-L-

FvncLal in early June 1971. To our knoulcage.STGHE's
letter was never answere ' -

»' P : . \ - N . - .
Iv. “We ’olLowlﬁﬂ is-a tabulation of Agency personncl bricfled
on the Project fron 1952 to 31 December 1972 and  their current
status. o . : . L

A

Total number of nersons leCrCQ since incen

thicrcofl currently on duty in DI? arca
(Note: Onlv[::]ﬂpTSOWS arc cur- .
rently active recipients of ’roject
naterial; sce separate breakdown)

raising some very prccise questions. apnarently

‘)LOH::T) ;-'v_~.‘ .
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excludes Project personna 1, L in t
technical aspects, and Office of Security operating ner-
sonnel in Ficld and at ticadquarters

3. Active rcc1“1c1ts of PrOJoct naterial in DDD arca (as

of 31 Secember 1972) - : . ) . ) L
CI Staff. . L. ’ , A o
Seviet Bloc Division T

Tlestern Hemisnhere Divi sion
Africa DlVlSlon

Foreign Resourccs DlVlSlon R LR

!car East DlVlSlOn : . R

Total DpP .

Office of Security
TOTAL . , N
- ¥. Present cons: umers of rrOJz,ct material and t ¢ type of 1?50?5
mation they receive is as follows. In addition to current in-

formation, the Project provides file data dating b1Ck-tO 1955.
.Tite hTO1CCu na 1ﬂLa1rs a compartmented machine rocord systen

which includes about. two million nanecs of wersons involved in.
A-USSR contact. IﬂStltUulOﬁal aid organization files are

Al

maintained for rcference and ann 11vtical Durnoses. - Th

it Ak

>

3

ysts in th
5si1st CI Cperations and the OPe*auluh Divisions

[
s IS )

-

0O
"l

[}

b ;f.: 8]
£ w
A et O

G

0

A, CI Staff CO“DC ans which ove;sco 251G Coo
- tation of the D*o;cch naterial recei nater
to tiie operational divisicens, as wbll as t

’rojecct o;¢1Cﬂ~*"f ercnce and collate inforrmation
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Specific requirements which indicate operational methods,

1ic Soviet Bloc'Bivision uses ’'roject rat

B. 7 ] cerial for orera-
tional lecads and counterintelligcncc.invcstipation. It ex-
tracts and supplics information for basic files, Persenality
dossiers, and certain racihine record prograns. 8B Division
recelves materials to/frqm OT concerning the following tynes

of information:

LIRS T Sy, e T P
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Specific reéquirements which indicate operational methods,

O r———— et g

dentifying

Joto
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. The AT Division

eceives I'roject material
and concera : : S
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Specific requirements which indicate operational methods,

e T T U

:J oy ""I" n- - _; L - - ™ o« T .- - -‘_".._. .i f
“e i@ Wl division receives. Project nmaterial wihiich: IR
= : . X _ S - s - Dol
g0
.; -
N .
' Al - 3 . . o ‘ :
Specific requirements which indicate operational methods, ;-
.
:
i
-
. Z_
£
i
E -'_.
E. Thc~In£ormation Services Division (ISD) and the DDP &
Arca Divisions concerned receive extracted informnation i
lucntifying foreign students in the USSR, visseminatio: H
1s by sterile nerorandum which.does not identify the s
Project as the source. : ' , IR VTR S
T I N
F. The|  |requests and receives informaticn and leads !
~ a - . » * * . ) i
rom tiac Project material to/from, identiflyine, or concern- - s
des _ . ) . A o v
t.
v 47
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L 2

con*acts with, and travel in, thc USSR, .

5. US dcfccgors in tlc’USSR.

6.‘ Conuacts of ramlcals and subversives with the USS

7 Contacts vth the bSS ~of militant,

protest groups. - g

The dissenmination of Projecct material. i.c.. the nupber of |

oris scnt to the subse-
nt to the agreement of January 1958 teotalled 41,138 by 31
ovoer 1972, On the average one report usuallw cons stsfcf'-:

(especially students wno were sponsored by

sudversive o*gﬂn' ations, and subversive individuals

who have received special invitations or special treat-

ment from the Sov1cts)

.l

4.  CPUSA and front organization officials' and members®.




thrce {3) individual items with a summary 2
annropriate, whichh alse provides sowme corre
raferences vascd on Project fllc material.

4
L

S

o

R
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VII.

- ycars 1971 and 1972 are as LollowS'

Total items through facility
Total items CIA screcened
Total exteriors recorded
Total interiors (contents) -reccrded
“otal interiors for intelligence
cxnloitation
Total for technical cxamination
Total sclcc»cu on basis watchl st
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. Seven (7) officers and two (2) clerlis of the

Lotnter Intellicence Staff nan the Project offjce
quarters and arc cengaged full tire in processing

Tiiis »nr Cessing inclu!cs_tran:lation, sumnarizing
relating and indexing the information.
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