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1. Definition: Tie FELFE dane e assessacat is a documente:! record 1 '
of CI/CE and otier intelli.e.ce lafornation pessed Ly American Intelli- '
b

gence Services to tre West Gormen Intelligence Jervice (BND) from mid-
August 1953 uutil 6 November 1901, a period during which the BiD Head-
quarters wus penetrated by a KGB agent, dein: FELFE. TELFE vese & eenior
BXD CI officer responsitle for the conduct of CX operatious sygelnst the
8oviets. He hed access to BND filea, including American Intelligence
information, particulesrly tuat related to tiue Soviet Intelligence ser-
vices. Accordingly, the FE'.FE damage essessment is an ftemized record

of the ALS i{nformation available to this KOB ayent. The assumption is fooa
that FRLFE reported this iuformatiou to tbe Soviets in fulfillment of ’
hie miseion aa & penetration agent uatil hie arrest. . e

e
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2. PFELFE Access: FELFE met regulerly vith members of the CIA

’ 1ialeon eteff accredited to BND Headquarters and vith selected CIA : .
. case officers at other bases in Germany. Thue, in eddition to vrittea . O

(the YM-yellov memorendums used for official correspoadence from CIA p‘;;‘
to the BND in Munich) and documentary informetion seat his by te CIA k’.’?;
1iaison starf, FELFE was aleo tne direct recipieat of AlS f{aforwatica e
orally trom his CIA collesgues. Me also !isd varestricted scceas to . ppls
the BEND central card fudex in widch AIS case trace dats, eent or K .
requested from the BND, was and 1e recorded es such. Plaslly, it fe k
knovn that FRLFR eluded compartmentation vithin the MED and wes skill- ‘

ful {n eliciting infornatiou from hie fellov colleesgues regardiay their
knowledge of AI8 ilatercst in HAD activities and targele owteide Nhie
ova field of specialty, e.g. operetions against the Satelliite services.

3. Document Basis and Product: Y .cts on the danages presusedly
{acurred by the ﬁorteu' Intcfﬁpneo services as & reeult of tiate K38
penetretion were assembled prisarily froe the records of the CIA liaisoe

o
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_ BLaff gocredited to BND Headquarters. This {acluded the couprenensive Bed

reviev of the “yellov memoranda® and CId official dispetches, costéins £

. reports, memos for the record, etc. vhich resorded also orel emohangee s

vith FRIFE. The FELFRE damege aseesament {¢ the produet of thet review ’ j

wvhich encoapasned the body of vrittan evidesce f-os Pedreary 1933 te oy

Y 6 Novemver 1961, FProw these records o estimsts >f the asture ead Ty
significeace of compromiss of eect ites or pereca vas eade. “
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4. Porsonalities having come teo FELF8's attention
must be assumed to have bcen compromised in varying de-
grees. These have been grouped as follows:

1. Subjetct compromiscd to RIS by FELFE

11. Subject probably compromised to RIS by FELFE
who learned of CIA interest in Subject orally
from a CIA Case Officer, .

111, ,Bdbject probably compromiged to RIS by FELFE
who learned of AIS interest in Subject from

1V, Subject possibly compromised to RIS by FELFE
who had access to AlS information passed in
. a writtén memorandum by CIA to the BND (West
German Intclligence Service) ’

Names Tracéis should bc awarc.that "compromised" in the
contoxt of this paper means that the person involved may
have been brought to the attention of R1S as "being con-
nected with or being subject of intercst to US or Wastern
Services" (to the degrec and in the manner indicated by
Roman Numeral category above). Thig paper can give no
indicatiqn how such*information may have been used hy RIS,

S5, The date appearing on RID Index. cards under
remarks is the earliost datec on which FELFE to the best
of our knowlodge came into posscssion of the information
ard/or may have compromised the inforgation,

o WAl .

6, 11 further details arc nceded additional infor-

mation may be obtained from EE/G/Liaison, |

————————
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Extra copies FELFE Damage Assessment destroyed,
Retain transmittal memos in Copy # 1.
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MEMORANDUM POR: Director of G'eatr-:l_ Intelligence
VIA: Aoting Deputy Dirscter (Plann)
SUBJECT: Reinz FELYE Damage Amsesanent

1. Mis semorandus is for the information of the
DCI and requires no action,

2. During the briefing in Fraskfurt by the muz.
Munich Lisison Buse reference was made to ocur asses
nent of :ho dan (B %xmd“ “A&:‘ result of she mth
peanetration Re is A copy of the
summAry of the Annessuant (Tadh A) prepared by
the Eastern !nmepn ivision on the FELYE cuse and a
copy of the Damage Ausessment itmels (?nb B).

[s| David E. Murphy
Bavid X, Murphy
Chin g
Eastern Rurope Divisien

Astachknents:
Tab A - Sxmsary of Dams .
Tab B - Dusmge Assessment Y

es! MBGI, w/o avts

CHUJP

Exclases wwum auternalii}
downgrading and

daclassification
VEA AT e
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5 March 19063
MEMORANDUM FOR: Chief, EE/Germany
ATTENTION . E&/Germany/Liaison Desk
S8UBJECT : Heins FELFE Damage Asgsessment
REFERENCE : Memo to C/8R from C/EE, dated § Feb 63

Many thanks for sending us & copy of the Heinz FELFE damage
report. Officers from S8R/3 and SR/CI have read it. The only
questions that have arisen concern the AECYMAR complex. While
it seems that the work against the East German interpreters was
well protected against UPHILL, UPHILL did have an interest in
L. J and C 3 (through [ I\, and FELFE
could have warned the KGB about these persons if he knew of the
UPHILL interest. We would appreciate seeing the detatiled assessment
of the machine program record.

C. <
Chief of Operations and Plana
SR Division

SR/DCOP:HY:hh

JDistribution

Orig. &1 - C/EE/G
1 - SR/COP
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MEMORANDUM FOR: Chief, SR Division
SUBJECT : Heinz FELFE Damage Assessment

1. Attached for your informationm are controlled
numbered copies three (3) and four (4) of the Heinz FELFE
Damage Assessment prepared by EE Division.

2. These copies are for your personal use and
such dissemination within your division as you deem
necessary and consistent with the assessment's sen-
sitivity.

3. EE welcomes any comments or additions you
or your staff care to make on this basic document. They
should be forwarded through Chief, EE/Germany to the
attention of the Liaison Desk.

' [ ]

- —

David E. Murphy
Chief
ion

Eastern Europe Divis

Attechment: Damage Assessment
Copies three (3) and four (4)

R <3
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SUBJECT: (Optional)

FELFE Damage Assessment

L :—3 EXTEN&ION
EE/G/Liaison
X-5871 3 D 5309 6 February 1963

TO: (Officer dasignation, toom number, and DATE
building) OFFICER'S COMMENTS (Number each comment to show from whom
RECEIVED | FORWARDED l?fllTlAlS to whom. Draw a line across column after each comment.)

1.
/ Copies of this assessment
C/EE/G 3 D 5333 7b oYy QW

K have been forwarded to Chief, SR
J and Chief, CI Staff.
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7 FEB 1963

MEMORANDUM FOR: Deputy Director (Plans)

VIA: Assistant Deputy Director (Plans@

{

SUBJECT: Heinz FELFE Damage Assessment

1. This memorandum is for your information and requires no
action. It represents a synopsis of the detailed damage assessment
attached covering the actiyity of Heinz FELFE, a KGB penetration of
the West German Intelligence Service (BND) from 1951 to 1961.

2. From June 1959 until his arrest on 6 November 1961 Heinz
FELFE was the most knowledgeable of all BND officials on CIA opera-
tions against the Soviet targets in East and West Germany. With already
some 8 years of experience as a KGB penetration of the BND, consider~
ably more as a counter~intelligence officer, and a high degree of natiye
intelligence and cunning, the KGB could only have evaluated his agent
performance from that date as of the highest calibre. From the time of
his entry on duty with the BND in Nevember 1951, FELFE began to build
with KGB assistance a reputation within the German S8ervice as a Soviet
operations expert. This reputation grew as he rose in BND ranks until
he was able to so deeply ingratiate himself with the BND that he attained
a position whereby he could initiate, direct, or halt any BND operations
and later some of CIA's to the ultimate advantage of the Soviets.

3. As a result, the degree of compromise of operations, personnel
and facilities in Germany has been very heavy. The details of more than
65 CIA REDCAP and LCIMPROVE operations and a few of the REDSKIN
type are known to the opposition as is much of their related M/Q. The
extent and depth of our liaison relationships with West German intelligence
and police organs is known to the Soviets. FELFE has provided the KGB
with information which makes both CIA and the BND vulnerable to intensive
CA attacks from the East, Over 100 CIA staffers were exposed in either
true name or alias, The damage is not confined to the approximately
15, 000 recorded individual items of known or possible compromise, but
includes the more difficult to document loss occasioned by FELFE's man~
ipulation of certain operations on behalf of the KGB in either the planning
stage or during actual execution. His influence on some members of the
BND was of such degree as to permit him at times to dictate liaison policy
vis~a=vis the Americans with respect to Soviet operations.

LT
SEGRET Excluded from awiomatic
downgrad{ng and
EYES ALONE declassuwailo_n !
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4. FELFE became so intimately concerned with CIA/BND operations
against the Soviet installations and personnel in Bonn, Cologne, and
Karlshorst that he was able to keep the Soviets sufficiently current on
CIA strengths and weaknesses to allow the KGB wide latitude in countering
mogt of our efforts., Frankfurt Operations Base formalized its joint
operations with the BND in June 1959 for the primary purpose of obtaining
BND support for audio-surveillance operations in the Federal Republic,
Success should have been realized in a fair number of the many audio
ventures, however, FELFE's timely reporting to the KGB and occasional
blocking of planned action resulted either in their complete failure or a
worthless product. Berlin Base entered into joint Karlshorst operations
with the BND in July 1959 under a system which would have provided BOB
with reasonable control oyer BND activity and maximum security for the
Basel!s own assets. Again FELFE was able to provide the KGB with such
extensive data on CIA Karlshorst targets, intentions, and M/O that in time
the Base suffered virtual neutralization of its efforts in Karlshorst.

5. CIA%s losses were not confined to the period after June 1959
although they did reach their peak from that date until Spring 1961 when
the FELFE investigation became intense., For several years prior to the
inception of the joint operations for which FELFE was the responsible BND
officer, he had received periodic briefings and CIA reports on the Soviet
Intelligence Services and their activities in East and West Germany. He
had been privy to several.operations on a case by case basis, FELFE had
also been the guest of CIA at Headquarters for a week's briefings and a tour
of the United States in September 1956, It does appear, however, that the
earlier stages of his hostile career were devoted primarily to the collection
of data on the BND and other West German governmental agencies with
which he was in liaison,

6. Damage to the BND caused by FELFE's betrayals is of the broad-
est scope because of his deep insight into BND operations, policy, and
administrative procedures. Here he was assisted by his fellow KGB agent
and BND colleague, Hans CLEMENS. Although he has failed to admit much
of what both CIA and the BND believe he compromised, what is known
indicates that all major BND CE operations were compromised. To this
must be added the compromise of all ke'y BND headquarters personnel as
well as a relatively high number of field officers,

7. FELFE easily crossed BND compartmentation lines using the
weapon of elicitation with skill to obtain information not exclusive to the
Soviet sphere, Munich Liaison Base received an ""off the record" report
from a responsible BND officer that the BND front office is convinced the

SECRET
EYES A!OME
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majority of the Service's tactical sources in East Germany were compro-
miged and under hostile control as a result of FELFE's actiyities, BND
officers were warned that these East Zone sources may possibly be used
as channels for Eastern deception operations. MLB was also informed
unofficially that a number of BND agents reporting with high speed trans-
mitters had been lost in recent months and other determined beyond
reasonable doubt to be under hostile control,

8. Although admittedly intangible, the psychological damage within
the BND created by the arrest of a to~worker is significant, It may be-
come difficult to restore esp@@t de gorps at all levels, FELFE's treachery
likewise, and possibly more significant, created a confirmed distrust on
the part of outsiders both within the GGerman goyernment and foreign ser=-
vices which presumably will manifest itself in official transactions,

!

9. As one of the senior and most active BND liaison officers in
contact with almost all West German Internal Security and Police services
and several Federal Republic ministries and departments, the KGB in
effect algo gained through FELFE a valued penetration of these groups
inflicting considerable damage on most of them, The American military
intelligence services also suffered losses particularly in the revelation of
operational interest in indiyiduals traced with the BND and brought to
FELFE!s direct attention,

10, The assessment makes no attempt to gloss over the extensive
damage done to CIA and the BND by FELFE. Continued investigation of
leads to pos sible additional penetrations and follow-up on all aspects of the
damage report now occupies most of the time of our Liaison Staff in Munich,

11. Despite this evidense of serious compromise, we cannot with~
draw frem liaison with the BND, It remains the Foreign Intelligence
Service of the Federal Republic of Germany and as such provides us with
a valuable channel to the German Government and a means for monitoring
the attitudes, concepts and plans of that Goyernment, particularly with
respect to foreign and security policies, We intend to shape our liaison in
the future with this in mind while conducting ourselves in a way which will
avoid the depth of operational involyement and personnel compromise which
characterized much of the past relationship.

David E. Murphy
Chief
Eastern Europe Divigion

SEGRET
EYES ALONE
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SUBJECT: HEINZ FELFE Damage Assessment
INDEX
Preface
Narrative Damage Report
Introduction.
Damage to CIA . . . . .
Soviet Operations in West Germany.
Specific Base Losssas
Frankfurt Operations Base
Berlin Operation Base
Munich.Liaison Base .
Munich Operations Base.
Technical Services Division.. ,
Vienna Station
CIA Organization
CIA Staff Personnel.
CIA Liaison in Germany
Damage to other American Intelligence Agencies.
Damage to the BND .
Damage to West German Security Agencies and Minist.
General Comments.
BfV (Office for Protection of the Const.)

Other Federal Republic Ministries.

Postal and Telegraph Authorities.

Conclusions . . . . . + « 4+ & &+ &
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Attachments :
TAB A CIA Operafions'Whose Compromise Can Be
~Attributed to FELFE

Tab B Exposure during FELFE's 1956 ¥isit to CIA
-~ Headquarters

TAB C CIA Staff Members Compromised through FELFE
TAB D TSD Damage Statement
TAB E .Damage Assessments received from the Field

TAB F BND .Report to the Bundesgerichtshof of FELFF ‘s
Compromise of INDEX operations. (INDEX was
BND crypt for operations against Soviet legal
targets in the Bonn/Cologne area.)
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PREFACE

1. This paper is intended to present in narrative form an
assessment of the damage suffered by CIA and the West German
Intelligence Service (BND) as a result of the most effective KGB
penetration of the latter service in the person of Heinz FELFE.
While the major portion of this review is devoted to CIA losses,
we do not wish to imply that the damage to the BND was of a less-—
er degree. More weighty consideration has been given to CIA's
damage because of the Agency's immediate concern in ascertaining
its own losses and their significance as well as the fact we lack
complete details on the BND's losses and were often forced to
generalize our comments in .this regard.

2. FELFE was Chief of the BND Soviet CE Operations Branch
until his arrest on 6 November 1961. He had been employed by
the BND from November 1951, and he was stationed at the BND Head-
quarters since 1933. While the paper is almost exclusively de-
voted to consideration of the damage caused by FELFE, the read-
ers are reminded that FELFE's work for the KGB was substantially
aided, particularly in the early days of his hostile career, by
his cohort, fellow BND employee and KGB agent Hans CLEMENS. On

the whole CLEMENS': revelations to the opposition were more damag-
ing to the BND than to CIA since he was not closely involved to

any joint CIA/BND operations nor did he enjoy FELFE's higher sta-
tus within the BND.,

3. A more detailed and itemized damage assessment will re-
sult with the publication of the machine program record designed
specifically for this case. Approximately 15,000 entries cover-
ing name traces, CIA staffers, studies, equipment, M/0O, and other
operational paper compiled from CIA records covering liaison with
the BND since 1953 have been placed into the system. Selected
tabulations will be available in clear-text print-out to all Agen-
cy components and certain American services having the need for
such information. The names of individuals, excluding staffers,
involved will automatically be melded into the RI 1hdex system.
This machine record will also show the degree to which the com-
promise has been judged by the anmalysts. In many instances we
have been unable to definitely ascertain whether FELFE passed
the information to the KGB or even whether he secured access to
data not directly prescribed for his information but at the same
time available to his service. With respect to the name tracing
done with the BND, the analysts often faced some difficulty in
making compromise judgements, particularly in light of t?e known
fact that FELFE often traced the BND registry on the KGB's behalf,
and it is now impossible to reconstruct just who and how many.he
did trace through that registry for them. By necessity the final

decisions on

SECRET/EYES ALONE
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decisions on certain CIA operations will have to be made by the
respfinsible desk and field case officers .in direct relationship
to operational patterns and events discerned in their respective
cases either prior to or since FELFE's arrest.

SECRET/EYES ALONE
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INTRODUCTION

1. Operational Details: Heinz FELFE was recruited for the
KGB by Hanmns CEEKEES in 1950 or 1951, according to their statements.
The possibility exists that he might have been recruited by the
Soviets even prior to that time, however, there is no proof of this
only coajecture based on some knowledge of Soviet M/O and opinion ’
such as that ot [ ] We can first date their activity for the
///KGB from the time of DERYABIN's defection in 1954 when he reported
P the Soviets had two important agents in the West German service,
"Peter" and "Paul'. FELFE stated these were their first code names
with the opposition. From the information available it would appear
that this operation was being run by the lst Chief Directorate of
the KGB, German Section and was personally supervised by the de-~
ceased General Aleksandr Mikhailovich KOROTKOV who met FELFE ‘on two
occasions posing as the Director. FELFE and CLEMENS were handled
by the same case officer for almost 10 years, an unbelievably young
Soviet if their physical descriptions of the case officer are to
be accepted. We have been unable to identify this case officer,
referred to by both as ALFRED. The operation was resplendent
with almost all known clandestine communications methods with the
exception of W/T and the use of a legal or illegal resident in the
West, this latter form of commo they were approaching at the time
of their arrests. The volume of material passed to the KGB via
FELFE and CLEMENS was extensive, comprehensive, and flowed in an
ever-increasing and uninterrupted stream until the arrest.

2. Interrogations: Both FELFE and CLEMENS, the latter more
cooperative, were interrogated by the Security Group from the time
of their arrest until early April 1962. FELFE was interrogated
under less than ideal conditions by CIA from mid-April until early
May 1962. FELFE, as of this writing, is still undergoing question-
ing by a representative of the Bundesgerichtshof. There is no
record of his having been subjected to a hostile interrogation,
nor has the BND assumed control of the interrogation to date. His
trial is not expected before circa March 1963, CIA having received
po full explanation for its seemingly long delay. While in prison
he attempted on one known occasion to have papers he had written,
smuggled out, and is probably receiving open code communications
from the KGB through the device of almost weekly 10 page letters
from his mother in Dresden.

3. FELFE's Access: By virtue of his position as Chief of
the Soviet CE operatlons Branch and the fact that he was accepted
within the BNd as an operations expert, Heinz FELFE gained_ac;oss
the board access to the BND Soviet operational field and detailed
knowledge of all joint CIA/BND, REDCAP and C1/CE operations imnclud-
ing their product. Applying his elicitation skill (the BND des-
cribed him as "shamelessly curious"), despite BND compartmentation

rules, he

SECRET/EYES ALONE
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rules, he was also able to secure information at times not
solely related to the Soviet sphere, and was also called in
by other BND branches and division for advice or assigned
special projects even by General Gehlen.

. 4. Extent and Scope: The full extent of his betrayal
is unknown, and, consequently, speculation must be held in
check. FELFE has failed to admit much of what CIA and the
BND believe he did revedlito the KGB. This also applies to
the overall scope of his activities on the KGB's behalf as
pe has consistenily sought to minimize his agent role. It
is perhaps a not too exaggerated statement that FELFE often
duped his BND colleagues and some of his liaison partners
sufficiently to advanceé his own, and, therefore, the KGB's
ends. As he rose within the BND ranks, the KGB in effect
gained a valued penetration not only of that service, but
also 6f almost all West German Internal Security/Police

- organizations, certain Federal Republic ministries and de-

partments, and of major concern to us, of CIA activity in
East and West Germany directed against the Soviet target.
We would be in error to ignore the fact that through ele¢i-
tation, manipulation, and recognized high degree of native
intelligence and cunning, FELFE became over the years one
of the most knowledgable BND officials with respect to CIA
and other Allied operational activities in both Germanies.
In short, FELFE was a man fully able to serve two masters

- the KGB and the BND -~ well.

DAMAGE TO CIA
I. CIA SOVIET OPERATIONS

5. In assessing the damage caused by FELFE to CIA
Soviet Operations, most bases felt that the operational
approaches used against the'Soviet targets in Germany
were classical and not peculiar to CIA. The fact, how-
ever, that such approaches and techniques were used coup-
led with the obvious circumstance that FELFE was often
able to inform the KGB in depth precisely where, how, and
by whom they were being attacked negated a major portion
of CIA activity against the Soviets since mid-1959 if not
somewhat prior. This date seems appropriate for general
damage assessment in this field because a) June 1959 saw
the formalization of Frankfurt Operations Base and.BND
cooperation against official Soviet installations in the

Federal Republic,

SECRET/EYES ALONE
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Federal Republic, and b) joint activity against the Karls-
horst Compound in East Berlin involving Berlin Operations
Base and the BND was formally proposeéd in July 1959 and
accepted shortly thereafter. FELFE was the responsible

BND officer for both activities. From this point in time

CIA undoubtedly became FELFE's major CI target. Prior to
this he had been appraised of certain CIA Soviet CI activi-
ties on either an individual case basis, through lectures

and background papers given the BND, and through Hans CLEMENS

who covered the Bonn/Cologne targets for the BND.until early
1958.

6. It is not inconceivable that agitation and mani-
pulation on his part had much to do wi th the ultimate for-
malization of joint operations against the Soviet targets.
It assuredly caused much of the Agg@cy's release of infor-
mation and revelation of certain agent assets and M/0 to
the BND, more often tham not directly to FELFE. With his
intimate knowledge FELFE was able to provide the Soviets
with a fairly accurate picture of CIA's committment in
man-power and material against the Soviet targets and keep the
KGB abreast of both our strengths and weaknesses. The
picture he could present to the KGB Ilncluded:

A. Knowldege of speciial and sizable operational
sections at BOB directed against the Karlshorst Com-
pound and other Soviet targets in East Berlin and at
FOB against the official Soviet installations in the
Federal Republic.

b. Operational support elements, tools, and mat-
erial at the Agency's disposal and which we were
willing to pass to the BND,

1. Extensive REDCAP and LCIMPROVE file mater-
ial including defector and FJNOCTURM reports

2. Technical facilities and technicians avail-
able in the field (S/W, audio, documentations, etc.)

3. Extensive real estate, communications chan-
nels, operational phone numbers, courier assets

4. Baktkground studies and papers prepared by
SR and other divisions.

Cc. Revelation of

SECRET/EYES ALONE
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c. Revelation of agent assets, If the identity
was not given, often the position or accdss was in-
dicated to FELFE.

d. Positive intelligence reporting on Soviet
intentions and analytical reports on Soviet target
installations and personalities. BOB alone passed
the BND and FELFE directly 76 intelligence and
status reports on Karlshorst and Soviet intentions in
Berlin from 1958-1961 and several Karlshorst Install-
ation studies. Numerous identifications and bhio
data were passed by FOB for inclusion in the BND
Handbook on Soviet officials in the Federal Republic.

e. The extent CIA would aid and abet the
German liaison services in activities against the
Soviets, and the Agency's willingness to frequently
engage in joint operations in Germany.

f. The extent the Agency would go in order to
induce defection of RIS officers as reflected in the
offer of $50,000 plus $1,000 a month in place to the
RU officer in the CARECOVER case and the contemplated
use of DERYABIN in an approach to Vasiliy Romanovich
SITNIKOV in Bonn. Both of these operational plans
were known in considerable detail to FELFE.

I1. SPECIFIC OPEBRATIONAL BASE LOSSES

A. Frankfurt Operations Base

7. Almost all FOB REDCAP activity prior to December
1960 is believed revealed to the KGB via FELFE in some de-
gree. The extent of FELFE's knowledge of the BND's opera-
tions against the Soviet Embassy and Trade Delegations in
West Germany (referred to as INDEX by the BND) were summar-
ized for the Oberbundesanwalt's office in Karlsruhe for use
in FELFE's prosecution. Pertinent portions are quoted here
since they apply to all the information we gave or shared
with the BND in this field of endeavor. The entire docu-
ment is attached to this paper as TAB F.

"FELFE took
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"FELFE took over INDEX in February 1959. Although
not a member prdor to this, he was, however, able
to get information from Hans CLEMENS. With the
facts provided by CLEMENS the KGB possessed broad
enough knowledge to levy well-conceived questions
on FELFE and therefore, had, through FELFE, the
possibility for determining the reasoning behind
and the background of the individual missions
assigned to CLEMENS by the Munich INDEX staff to
include ultimate objectives toward which (CLEMENS)
was being directed -~ things which CLEMENS could
not report to the KGB...(After FELFE took over)

he had access to all previously obtained (since
1956) and concurrently developed items of infor-
mation...to include collatoral info from German
and friendly services."

8. What is also important and what appears as a pattern
in the study of many of the unsuccessful FOB/BND operations
in West Germany is the fact, again quoted from the above cited
BND paper, that "FELFE had extensive latitude in deciding what
projects to pursue and those to drop." File research indicates
that FELFE was as successful in killing some operations by mere-

ly dragging his feet long enough or at the.last minute cancel-
ling the planned action as he was in allowing it to continue
and then informing the Soviets to permit them to take defen-
sive or neutralizing action.

9. Audio Operations: Not one of the many audio surveil-
lance operations planned and executed in the Bonn/Cologne area
by the Frankfurt Base and the BND ever produced. They either
aborted immediately after installation or the take was value-~
less because of Soviet Counter-measures. The cause of their
failure can be placed on FELFE in almost each and every case.
Innumerable hours of technicians' time were wasted either
making the original installations or repairing what was erron-
eously believed to have been faulty equipment. FELFE has
admitted informing the KGB of the telephone taps on the Soviet
Embassy in Bonn and the Trade Delegation in Cologne. While he
did not admit informing the Soviets that CIA shared the take,
he probably told them this also. It may also be signigicant
that FOB was only receiving the processed material from the
Embassy tap by mid-1960, a product which was untimely and of
1ittle value. The "problems of liaison and German government
policy" which prevented our receipt of the raw traffic after
that date may have been generated by FELFE.

10. He represented
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10, He represented the BND in the audio surveillance
operation against the Red Chinese News Agency in the Bonn
area, an operation complicated by the fact that the ‘British
Dutch, BND, and CIA were all participating. The initial ’
take in this operation was of little or no value, and ano~-
ther attempt was cancelled because of the then clear impli-~
cations in the FELFE investigation as it progressed during
the summer of 1961. Among the last Soviet EEIs issued to
FELFE before his arrest was a request for information on
PIAZZA, the BND crypt for the operation against the Red
Chinese News Agency. FELFE claims not to have informed
the KGB of the audio operation aspect, but we find it
somewhat ihcredulous that he confined his remarks to the
passage of "one single report produced in this case which
contained nothing but the registration dates of Red Chinese
living in Bad Godesberg".

.11, FOB's Liaison and Coordination Roles: FELFE had
a clear picture of the scope and degree of FOB's liaison
with the BfV in connection with the effort against the
Soviet targets in West Germany. If he did not learn of
each specific instance of CIA/BfV cooperation fram us .
through routine or special exchange, he secured the info
from briefings by his BfV counterpart,

who had great trust in FELFE, Five or six FOB case offi-~
cers, all in operationalalias with the exception of one
who was known to FELFE from the officer's previous duty
at MLB, were known to FELFE and presumed reported to the
Soviets.

12. He was fully informed as to FOB's PYole as the
chief coordinator in the RU CARECOVER operation which
involved many of the West German, agencies and some
American services until its ultiiate roll-up. This in-
cluded the CIA attempt to defect the RU case officer.
FELFE acknowledged keeping the. KGB suffciently informed
on this operation so that with no difficulty they were
able to monitor and neutralize the defection attempt.

B. Berlin Operations Base

33. Prior to the mid-1959 agreement between BOB and
the BND for joint activity against the Karlshorst Com-
pound, FELFE and other BND members had received periodic
reporting on the status of the Compound, the.RIS‘aﬁd its
operations out of the Karlshorst centers, and other-repo??s
on the Soviets resident in East Berlin and their activitdes.

BOB's offer
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BOB's offer to support the BND in its operations into Karls-
horst was intended to providethe Base with day to day moni-
toring of the BND plans and actions and to prevent fTIaps
within an extremely confined area which would endanger the
security of the Agenwy's operations. In July 1959 FELFE
received a rather detailed briefing on Berlin Base targets
in Karlshorst and the methods of operation employed to
obtain our objectives. It had become increasingly diffi-
cult to run operations into tHeCompound because of increased
security measures on the part of the Soviets and the MfS,
but after July 1959 it is possible to trace a rather defi-
nite pattern of opposition meaBures which eventually resul-
ted in almost virtual neutralization of BOB's Karlshorst
efforts. There can be no question but what FELFE is large-
ly responsible for this situation.

14. Karlshorst Operations Losses: Many of BOB's losses
were not occasioned by the direct FELFE to KGB channel. They
resulted when FELFE notified the KGB of a CIA agent's iden~
tity or position after his or her surfacing to the BND, and
the agent in turn came under hostile, KGB or MfS, control.
The inevitable chain reaction then began which explains the
larger number of support facilities, case officers, and
other materials now considered compromised in one degree or
another. BOB is fully aware of its losses and has taken,
where possible, coreective action.

15. Seven BOB agents were either identified in true
name as agents, tipped as to our operational interest, or
their position described to FELFE. Two others probably
were. Several af these have either since their exposure
to FELFE been arrested or brought under hostile control.

A vast numher of trace replies and analysis based on BOB
file holdings were passed to the BND all came to FELFE's
attention. They were furnished in support of BND opera-
tions or the BND's need for solid background material for
future ops planning and research. FELFE knew the size of
Berlin's Karlshorst staff. Six Base case officers and

the then Chief of Base met FELFE, all under operational
alias. Of these three dealt with him only on one or two
occasions. One.true name of a Office of Security officer
was exposed to FELFE with the slight possibility a seqond
officer's name was also exposed. Eight other BOB officers,
again all in ops alias, came to the attention of the oppo-
sition through controlled agents believed attributable to
FELFE. Operational support tools such as safehouse, acco-
modation addresses, phone numbers, license plates, and
communications systems were also lost.

16. BOB Support to Alias BORG:
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16. BOB Support to Alias BORG: . As part of the CIA/BND
cooperation, a BND officer was. provided with an office with-~
in the American Command Compound in Berlin and necessary
logistical support. FELFE visited this office on occasions
and once substituted for the officer @BORG, also known as
TANNER, when the latter was on vacation. He had admitted
while being interrogated that he informed the KGB @BORG
was physically_.located within the Command Compound. This
obviously furnished grist for the Eastern CA mill and any
future attacks on the "West Berlin spy center!". This support
to @BORG and his physical location within an American instal-
lation were the most sensitive factors in the cooperation venture,
and BOB repeatedly requested the BND Headquarters to do all ‘
possible to keep @BORG's location restricted to a very limited
number of BND personnel. FELFE kpew this, probably did not
inform his other BND colleagues, but did report it to the KGB.

17. BOB Communications. Support to the BND: Another most
sensitive example of CIA support to the BND in Berlin which was
compromised by FELFE was that rendered in the field of com-
munications. CIA has for more than ten years provided pouch
service for the BND (BND crypt BASEBALL) between West Germany
and Berlin. USAF courier planes and the U.S. Military Duty
train have been employed in the: past, the latter for a period
in 1961 .when allegations that the Air Force courier planes were
carrying BND couriers-.and pouches into Berlin were rife ip the
East Zone press during one of the crtddé¢al periods prior to the
Wall. If FELFE was not cognizant of all the mechanics involved
in transmittal of the "Baseball" pouches, he was able to provide
general information as well as to furnish the KGB details on the
pouch and electrical communications service provided by BOB in
support of @BORG, FELFE's Karlshorst representative. @BORG's
pouch, referred to ~ as the "DIAGRAM" pouch was inserted dir-
ectly into the CIA Eouch for Berlin Operations Base as it left the
Frankfurt center.. hen the BND became impatient with the speed
of the "DIAGRAM's' transmittal, they frequently asked for and
received the support of BOB's cable facilities.

18. 1In addition to the pouching service, an emergency
communications center had been established in the U.S. Berlin
Compound some years ago for the BND's use. in the event of an
extreme Berlin emergency which would prohibit the continued use
of their regular electrical communications channels with. the
West Zome. The BND crypt for this plan and establishment was
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establishment was "KUBUS". Among the Soviet EEIs confisca-~
ted upon FELFE's arrest, was the question "whether the Plan
KUBUS remains in effect'". FELFE received this EEI among
others at his early September 1961 meeting with the KGB.

When interrogatéd on this point, FELFE claimed he told his
KGB case officer in December 1959 that KUBUS had! been devised
in late 1959 (it had been established much earlier) and

was a plan to move full-time BND personnel. living in West
Berlin step by step from there to West Germany, and '"to build
up needed sections such as new photo labs, radio sectionms,
courier services, etc. which would withstand a crisis ! He
further admitted the KGB wished to know in September 1961
"whether and where in Berlin new installations. had been crea-
ted, for example, teletype offices, photo labs, etc. which
would start functioning only when the situation bécame tense'.
FELFE's claim that he "knew from . the beginning he woufld never
be able to find out this information and told Alfred as much"
is ridiculous. If he was able in December 1959 to give the
KGB the general outline of the KUBUS program as noted above,
plus receive such incisive questions from them in retursa,

his comments are invalid. Both CIA and the BND believe he
compromised KUBYS. The communications equipment was removed
from the U.S. Compound on 11 November 1961. '

. C. Munich Liaison Base

19. MLB's damage was its severest in the number of CIA
staff officers known through their service at the Base to
FELFE in true name. Perhaps as high as 100 have had some
acquaintance with FELFE or at minimum their names came to
his attention from the time of his arrival at BND Headquar-
ters in 1953 until his arrest. He, quite naturally, Adid
not knowp/all well nor was. he able to report on each one
in depth. As one of the more active and better Zknown BND
officers, however, and with a KGB assignment to meet as
many CIA staffers as possible and pass their names, he
certainly covered more than his share of ground. FELFE
was able to keep the KGB well-informed of the size and
function of MLB, and the changes in both brought about by
time and circumstances. Property under MLB contrgl‘ang
used for liaison with the BND such as Brueckerand Isar House
are considered compromised. :

D. Munich Operations Base

20. Damage here appears to be largely confined to cer-
tain KGB emigre D/A cases which did or could have come to

FELFE's attention
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FELFE's attention such as [ _ 2 and C_ —J and indi-

viduals of operational interest traced with the BND about whom
he would have either been informed or whom he might have un-

covered running traces in the BND registry. The lat:Ezé}nstances
B

Lo
P

will be recorded in the machine damage record. g 472;)§

21. Some ten Technical Services Division pergonnel, of
which six are audio technicians, were exposed to the BND through
the operations in West Germany. FELFE knew or was in a position
to learn of most of them. Several items of audio equipment were
lost when the. Soviets uncovered the installations. These were
for the most part already believed compromised to the opposition,
Only the 'Pipe-Pusher" technique used in the Chinese News Agency
operation is believed to have suffered its maiden exposure. An
estimate of the damage suffered by TSD is attached under TAB D,
FELFE knew of the TSD installation outside of Frankfurt/Main,
and also that the technicians employed by the Agency are staff
personnel and not local contract agents. 1In conmection with this
latter statement, we are fairly certain that FELFE learned the
American technicians arrested in CGiba were CIA staff members, and
we can only assume that he hastened to report this to the KGB.

A question on this matter was not put to him during the recent
interrogations because of its sensitivity, and the real possibility
he may still have an open channel to the KGB.

E. TSD

F. Vienna Station

22, Vienna lost a source of economic reporting om Soviet
trade when they were forced to terminate (_ —~ because
his brother, turned over to the BND in March 1960, was com-
promised by FELFE.

23. Attached at TAB A is a summary of CIA operations
whose loss is attributable to FELFE. It comprises those
operations brought to the attention of those responsible for
the FELFE damage assessment of uncovered during research into
the problem. It should mot be considered complete, and it is
expected that more will become evident from the machine run and
continuing ressarch. Field damage assessments prepared by MLB,
BOB, and FOB are also attached at TAB E.

I1II. CIA Organization
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III. CIA ORGANIZATION

24, In the Field: FELFE was conversant with the organi-~
zation of the German station. He was aware of the general loca-
tion and probably the functions of each Base and the Station.

He also knew that we had representatives and capabilities world-
wide and was aware of the assistance we at times gave to his
service far beyond the borders of Germany. He personally ran
one case which ultimately resulted in the Hong Kong (. ,j
meeting, assisting, and performing a preliminary debriefing of
his agent following the agent's exit from Red China in 1957.

25. At Headquarters: In September 1956 he visited CIA
Headquarters as one of 4 BND CE officers attending Iectures
and touring the United States. While in Wishington, he -
received briefings on CIA, the US Intelligence Comm&nity'
the RIS, TSD subjects, Satellite services, staff Secufit§
etc., and he met several ranking Headquarters officers as’
well as renewed acquaintances with staff personnel kKnown to
him from their previous MLB service. We refuse to believe
that he did not report in detail on this trip, his protesta-~
tions to the contrary. The copious notes found by the BRD
after his arrest which cover this td@p support our view.

For a listing of briefing subjects, physical installations,
and staff personnel exposed to him during his Washington so-
journ, see TAB B.

IV, CIA STAFF PERSONNEL

26. FELFE has acknowledged that he generally passed to
the KGB the names of those CIA personnel he met diuring the
course of his official duties. Whide he was acquainted with
a considerable number, he probably was unable to report in
depth on more than some 30-40 staffers. Those known to him
in true name are for the most part limited to staffers who
served at Munich Liaieon Base, some Bonn Base personnel,
and those exposed during the September 1956 trip to Washing+
ton. The remainder were known to him in ops alias only.
From time to time he learned of the transfers and new assign-
ments of former MLB officers, facts he would not have been
remiss in reporting to the KGB. A complete tabulation will
be made available when the machine run has been completed.
In the inhterim TAB C attached contains a list of 105 staff
members exposed to FELFE who were readily identified through
cureent Headquarters research. A notation has been added
as to whether the staffer was known in true or alias name.

The degree
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The degree to which each staffer was compromised is not con-
sidered to be within the purview of the EE/G Liaison Desk and

is being referred to the responsible Agency officers and com-
ponents.

27. 1In connection with staff personnel, it must also
be pointed out that CIA suffered a tremendous loss of man
hours during the close cooperation between the Agemcy and the
BND on Soviet operations between June 1959 and November 1960.
This involved not only technical personnel, but also case officer
and analyst_time. This in itself constitutes damage since the
opposition's cause is aptly served when CIA personnel and talents
are engaged in time-~consiming fruitless pursuits. We could un-
doubtedly have been more effective pursuing other tac&s and away
from FELFE's close range observation.

V. CIA LIAISON IN GERMANY

28. Heinz FELFE was well-versed in the CIA/BND relation~
ship in Germany from the time he joined the BND in 1951 and
particularly after he was assigpned to their Headquarters in
1953. He most certainly was able and did keep the KGB current
on this liaison relationship. Again he was conversant with
CIA's role as coordipator when numerous intelligence agencies,
particularly West German and U.S. groups, shared operational
interest in specific targets. Such knowledge also ggve him at
least partial insight into our liaison relationships with other
American intelligence agencies in Germany as well as other NATO
services, for example the British and French.

29. What he could not ascertain from CIA or his own
organizations as to our relationship and cooperation enjoyed
with the West German Internal Security organizations, he was
able to elicit from his own liaison contacts with these organi-
zations. He gained his knowledge in this sphere through either
the operations against the Soviets in West Germany, especially
the Bonn/CgQlogne area ones, or from such "trusting' contacts
as . 1 the BfV. He knew a section at the Bonn Base dealt
with se many of these agencies.

DAMAGE TO OTHER AMERICAN INTELLIGENCE AGENCIES

30. With comparative ease FELFE would have been able to
learn the true identities of those'representatiyes of the Army,
Air Force, angd Navy stationed at MLB and accredited through us

to the BND.
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to the BND. These we presume he reported as regularly as he
did the names of the CIA members which wcame to his atzention.

3. All trace requests and other operational pa
to the BND by the services which did og»could havg gg;epizsed
FELFE's attention since 1953 have been processed into the
machine system. It is anticipated that the results will show
CIC and MIG to have lost most heavily among the group of U.S.
military services with A-2 and OSI following. It is believed
that the results will also show ONI to have lost only a few
and FBI and Department of State losses very low. Each ser-’
vice and department will be informed upon publication.

32. Two 513th MIG REDSKIN agent groups, the Youngers
and Webers, processed their travel arrangements through the
BND agent [_ d (Note: ([ —~ was run by FOB for
some time when they believed him to be a unilateral source,
and it was not until 1960 that it became clear he was also
in the BND's employ. CIA relinquished their interest to
the BND with the understanding we would continue to receive
the take. FELFE controlled this case from BND Headquarters.)
Cursory examination only of both these files raisesthe sus-
picion that their apprehension inithe:Soviet Union might have
been directly or in part attributable to FELFE's having alerted
the KGB after receipt of the pertinen: 7 Reports.

DAMAGE TO THE BND

33. General Comment: We can not overlook the fact that
the damage suffered by the BND is at least indirectly a loss
of CIA's. It is impossible to catolog specific damage to
that service since they have not provided us with an inven-
tory of their unilateral losses nor has FELFE confessed to
betraying many significant BND unilateral assets. TWe are
able, however, to outline in general terms our estimate of
damage they suffered. It is of the broadest scope because
of FELFE's insight into BND operations and policy as well as
administrative procedures. Appearing in the BND's estimate
of damage to their INDEX operations (TAB F already cited)
is the following statement which helps to plape FELFE's per-
fidy in some perspective,

"...during his period of employment with the BND,
FELFE was shamelessly curious and recognized as

such, and that with disregard for all standing .
security regulations and through the fabrication

of alleged
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of alleged or the twisting of actual inter-rela-
tionships between his operations and the official
duties of other departmentszand areas he was able
to garner information, the access to which would
normally not have been Eranted him."

The damage as we see it is reflected in the following fieids:

A. Compromised Operations

34. CE Operations: All major BND CE operations must be
assumed compromised. There is -every indication that the BND
considers this aivalid assumption, and there appears to be a
reasonable degree of doubt as to whether the BND will continue
to maintain a CE staff as a separate entity, largely because
of the disruption of this staff's activity brought about by
FELFE and his apprehension.

35. Positive Operations: There is also good reason to
believe that a large percentage of BND positive operations
were or may have been compromised by FELFE in view of his
established access to the OPTIK. The OPTIK is a series of
who-knows-whom schematic diagrams of all BND agent nets.
Individuals are identified therein by agent number, date of
birth, location, and occupation. All that is lacking is the
true name, and in some cases the true name initials appear.
Through the mechanics of the OPTIK, FELFE could have provided
information which would have compromised a high percentage of
the BND's claimed 600 positive agent assets in East Germany.
This possibility of compromise may seriously disrupt BND posi-
tive collection capabilities in the OB and early warning areas.

36. The BND is now belatedly coming around to this point
of view as evidenced in a late November 1962 discussion be-
tween a MLB officer and a BND officer intimately concerned
with the FELFE affair. MLB learned that a memorandum had
been prepared by the BND front office citing their convic-—
tion that the majority of the BND's tactical sourcesin the
East Zone were compromised and under hostile control and
warned against their possible use as channels for Eastern
deception operations. Reasons given for this position were
the review of damage done by FELFE, the established degree
of his access to BND informatdon, and his possession of the
above-mentioned OPTIK. The BND's research had led them to
conclude FELFE could and probably did.uncover most of the
service's sources. The BND officer also remarked that_a
number of KSG (agents reporting with high speed transmitters)

sources in
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sources in East Germany have been lost in recent months, and
others have been determined beyond reasonable doubt to be
under hostile control. Comment: The information in this
paragraph was passed the MLB representative for our informa-
tion only with caution that it was not certain we would hear
about these developments officially,. )

37. We must also point out that FELFE was in a position
to run unlimited file checks -~ and has admitted performing

this serwice at time for the KGB - and could destroy or alter
cards and documents. ‘

38. The reader's attention is called to TAD F which was
prepared by the BND for the West German judicial authorities
and which concerns damage to the activity (INDEX) against

the Soviets in West Germany. Some of the joint CIA/BND opera-
tions are also discussed. ‘

B. Compremised Staff Personnel

39. All key BND Headquarters personnel can be assumed
compromised by FELFE. He came to the Headquarters at such
an early date in BND history that it was possible for an
alert insider to know: or discover the identity of any per-
son employed there. FELFE was later in a position where
he could easily keep tabs on all key newcomers. His rank
and official duties also afforded him the opportunity to
learn the identity of a relatively high proportion 6f BND
field personnel, particularly those engaged in CIA opera-
tions, and these individuals must be assumed compromised.
Under interrogation, however, he acknowledged naming only
a few to his KGB case officer, an impossible feat vis-a~
vis the KGB for him.

C. Compromised Administrative Practices

40. FELFE was intimately familiar with and in a posi-
tion to compromise the BND Headquarters organizational
structure on a continuing basis. This familiarity like-
wise extended to the BND Field Organization. As an exam-
ple, FELFE admitted identifying c 73,'thg BND
Washington representative, to the KGB, and as an indica-
tion of his ability to addess a situation, he qgite ¢or-
rectly identified this ion as one of prestige where
only little, if any, significant business was trgnsacted.
He was also quite knowledgable of the mechanics in staff

recruitment, training

SECRET/EYES ALONE
- 15 ~




o~

e - o SO | l Joome

SECRET/EYES ALONE

recruitment, training program, as well as rotation and reassing~-
ment policies, the latter from the very inception of the pro-
gram in view of his wide circle of acquaintances. Knowledge of
this sort obviously could facilitate further infiltration and
recruitments in place by the opposition. As a parenthetidal
note in this regard, it is not at all improbable that FELFE

functioned occasionally as a spotter within the BND for the
KGB.

D. Compromised Modus Operandi

41. FELFE possessed most BND operational documentation,
and it is axiopmatic that he made these documents available to
the KGB upon request. He knew well most BND operational pro~
cedures in the CI,field and some within the FI collection
scope to include agent handling, establishment of bona fides,
procurement and passage of build-up material, use of telephone
intercepts, communication methods, etc. He obviously was in
a position to inform the KGB of the cover methods used by the
service, of their heavy reliance on business cover and the first
fledging efforts in the Foreign Office cover line. The KGB
should have the BND's M/O well taped as a result of their ten
years success with FELFE and CLEMENS.

E. Psychological Damage

42. Although admittedly intangible, the psychological
damage within the BND created by the arrest of a co-worker is
significant. While not a gregarious or overly friendly indi-
vidual, he was nevertheless widely known and respected for his
professional competence - a reputation we might add built with
considerable KGB assistance. The concept of mutual trust was
shattered within .the BNIl when his hostile role was revealed,
and it may be most difficult to restore espirt de corps at all
levels. FELFE's treachery likewise, and possibly of more sig-
nificance, created a confirmed distrust on the part of out-
siders both within the German government and foreign services
which presumably will manifest itself in official transactions.

F. COMMENTS

43. 1In FELFE the KGB had a relatively high-level penetra-
tion of the BND Headquarters with a wide access to information
of keen interest to them. He has admitted little and appears
unwilling to admit to anything more than revelation of some
information on BND CE operations and a few staff members. His
interrogators have noted his egoism and a certain amount of

contempt
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of contempt for the BND both of which lead to the conclusion
that he probably went to some length to compromise BND opera-
tions and procedures particularly those which did not materi-
ally effect his own position or security. FELFE either provided
the information we believe attributable to him or the KGB
received this data from a presumably higher level and better
placed sources and was, therefore, not interested in pressing
him for information other than that which was his immediate
specialty. In either case it allows only the premise that the
KGB has a most detailed and reasonably current knowledge of the
BND and its operations. The only remaining alternative con-
clusion, and one rather impossible to accept, would be that the

KGB was guilty of failing to fully exploit a staff penetration
of a hostile service.

DAMAGE TO WEST GERMAN SECURITY AGENCIES AND MINISTRIES

A. General Comments

—

44. Heinz FELFE had official entrée to all governmental,
administrative, and police/intelligence agencies of the
Federal Republic as well as to non-official organs which were .
interested in the Soviet Embassy and Trade Delegation for T
political, economic, cultural, security or other grounds and i
whose objectives, plans, and decisions he had opportunity te .~
learn and in part ¢o influence. Confiscated film at the time
of his arrest illustrated the scope and volume of material
from other security/intelligence agencies and Federal Republic
ministries he had been passing the KGB since at least 1957-58.

In his statements to the SG, FELFE noted the continuing KGB
interest in the relationship between various Federal Republic
govermental organiz%;%gps and the degree of cooperation betwegn
them. The BND feels’ that the Soviet desire for ifAformation in
this regard was not based on "abstract attempts to gain thegrg—‘
tical knowledge about the bureaucratic divisions or respons;blllty
in Bonn, but as FELFE himself states, the questions the $ov1et§
repeatedly levied upon him have a deeper meaning-wpich is obviously
The RIS operational plan to use its well-placed pair of agents,
FELFE and CLEMENS, for along other things, the protection of the
illegal activities of the Soviet Embassy in Bonn...and the Soviet
Trade Mission in Cologne'. We are inclined to heartedly agree.

45. Through the vehicle of the “LENA"operation, thch was

other things to build up FELFE's repu-

ziigogywzziignghzmgﬁg, FELFE wasgable to establish solid entrée
to the Sicherungs Gruppe of the Bundeskriminalamt, to

the BfV,
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the BfV, security personnel within the Foreign Office, the
Federal Chancellors' Office, and the Federal Press and Infor-
mation office alone. Once this was firmly established, then
his additional duties over the years afforded him even more
frequent access enhancing his repuatation with these services

and agencies and greatly facilitating his info gathering
safaries for the KGB. :

B. BfV (Office for the Protection of the Constitution -
Internal Security Service)

46. Severity of Damage: The BfV's damage as a result of
FELFE's activities is believed &= extensive. We have received
no official assessment from them, but our knowledge of BND/BfV
cooperation, FELFE's position as the most active BND liaison
officer to the BfV, confiscated film, and comments made by the
BfV staff members to their CIA counterparts supports this view-
point. The confiscated film cdrried photos of the BfV monthly
and weekly reports, reports on the monitoring of agent radios
in West Germany, the Schnellbriefe, etc.. FELFE stated that he
had been passing such information ¢6 the KGB via film regularly
for two or three years. Through elicitation he learned from a
visiting BfV official enough details about Bogdan STASHINSKIY's
presence in West Germany to inform the KGB that BANDERA'S mur-.-
derer was in Western hands even though the BND had believed he
was fully compartmentated from this info. ’

—

47. KIRPICHEV Case: He successfully thwarthed the planned
executive action against the KGB officer Dmitriy Ivanovich
KIRPICHEV who had been operating under cover of the Soviet in-
surance company in Hamburg. A victim of his own conceit, FELFE
could not resist telling his SG interrogators the details of
how he informed the KGB of the BfV's planned action against
KIRPICHEV and suggested to them a plan whereby KIRPICHEV could
be removed from West Germamy without raising any suspicions or
endangering FELFE’s own security. 1In this instance he fancied
himself functioning both as a protector and advisor to the
Soviet service, according to the BND.

48. Foster of BfV/BND Liaison: FELFE continually strove
to weld the "working level" cooperation between himself and
the BfV and appears to have contributed considerably to the
i11-will which periodically existed between the BND and the
BfV particularly on the higher levels. One of his most fre-
quent victims of elicitation - and this “at time affected CIA
operations as well - was the BfV officer [ 1 who also spent
the majority of his time working on the Soviet targets. [ -

often discussed
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often discussed BfV cases personally with FELFE which other-~
wise may or may not have been brought to the BND's attention
either in the spirit of one case officer to another comparing

interesting operations, or to secure the "expert's'", FELFE's
advice. '

C. Other Federal Republic Agencies

49. He had admitted to passing organizational charts and
plans of such Federal Republic government offices as the For-
eign Ministry, Press and Information Office, OF¥fice of the
Federal Chancellor, and the Ministry of Defense. He probably
ran checks for the KGB on the personnel employed in these
agencies where possible. What positive intelligence he may
have obtained on these groups probably was also passed. There-
would seem little doubt that he exploited his contacts within
the Security Group (Sicherungg Gruppe of the BKA) to the advan-
tange of the KGB when requested or when he believed it would
enhance his own status with the Soviets.

~

D. Postal and Telephone Authorities

50. Since FELFE did much of the negotiating with the
Bundespost authorities on such matters as telephone taps and
routing . of surveillance lines, he was fully briefeéd on the
procedures and German government policies on such activity.
He maintained, according to the BND, full files and detailed
memoranda on . these subjects, and we can eonly surmise that
these were included in the packets dispatched to the Soviets.
In late May 1962 FELFE attempted to smuggle out of prison a
summary of the operations invo¥ved in tapping the telephone
lines of the Soviet Embassy and the Trade Delegation in West
Gérmany. Although we have met yet to receive the details on
this action nor any specific comments as to just what he was
trying to accomplish, it appears that the document was slanted
to call attention to the unconstitutionality of thise opera-
tions and to show FELFE as a conscience-smitten participant,.
He probably also informed the KGB of the mechanics involved
and responsibilities for U.S. and Allied telephone postal
interception programs in Germany.

V. CONCLUSIONS

51. Agency Losses: CIA's Counter-intelligence losses in
Germany have bien very heavy as a result of FELFE's betrayals,
What positive jntelligence he did deliver to the Soviets is

considered largely
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considered largely a by-product of his other activities on
their behalf. As [ J has commented, FELFE probably
delved more frequently into the FI field during the 1last
years of his career because the BND could not possibly ini-
tiate new CI operations as fast as he could compromise them.

52. The details of a large number of CIA REDCAP and
LCIMPROVE operations against the Soviet targets in Germany
and a few of the REDSKIN operations are known to the oppo-
sition as is much of their related M/O. The extent and
depth of our liaison relationships with West German intelli-
gence and police organs is known to the Soviets. The damage
to the BND itself from a penetration of FELFE's skill and high
degree of access is clear. Both CIA and the BND are vulnerable
to intensive CA attacks from the East. We must also recognize
the fact that the KGB has been able to open new and add to
others of their dossier holdings on certain CIA staffers with
no small help from FELFE, '

53. FELFE's Manipulative Role: .The FELFE damage is not
confined to the compromise oif individual agents, studies, and
operations, however, but includes the influencing and
manipulation of going operations or initial planning to the
advantage of the opposition, incidents which are perhaps more
difficult to analyze and document but equally injurious. We
must first consider the obvious fact that he ingratiated him-~
self so deeply with his own service and his superior officers
that he reached a position where the KGB could through him.
influence and actually control certain phases of BND activity
with frightening ease. When FELFE -and the KGB were able to
put their collective heads together to conceive and run an op-
eration whose sole purpose was to convince the BND that it was
not penetrated by the Soviets, which they succeeded in doing with
the UJNUTLET case, part of the magnitude of this KGB operation
against the BND is clear. In our desire to record the indivi-
dual items of compromise we bperhaps have relegated this’manipu-
lative role too much into the background.

54. The Karlshorst operations give us a clearer illus-
tration of this. Having his own service in his pocket, he
was able to convince them they had to get into the Karlshorst
Compound operations, and the vhole question of their parti-
cipation became such an issue between CIA and the BND on even
the highest levels that the Agency, eventually for political
reasons, felt forced to accede to BND demands. The rather unusual

form of cooperation
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form of cooperation in Berlin against the Karlshorst target
was devised by BOB and other Agency representatives to allow
BOB as maximum control as possible over the BND"s activity and
afford security to our own operations. The checks and balances
built into the system would have provided BOB just that if the
KGB had not had its agent in the key position first of all to
force the issue, second to relay every bit of information he
could obtain either through legitimate exchange or provocation
and third to allow the opposition to run their own controlled
agents into the program thereby gaining information and ad-
vantages that even FELFE was not able to provide.

55. Operational Climate Facing FOB: A different sit-
uation faced CIA 1n 1its operations against the Soviet
legal targets in West Germany. By necessity several of them
had to be joint either with the BND or the BfV. The operational
climate in the BonnfCologne area itself was unbelievably com-
plicated by the confusion in responsibilities between the BND
and the BfV. The close liaison relationship between: Frankfurt
Operations Base and the BND formalized in June 1959 had as its
primary purpose to obtain BND support in mounting audio opera-
tions against the Soviet Embassy and Trade Delegation targets.
Such activity usually requires some form of participation on the

part of the local service or at minimum its coordination. Again,
we had no control over the fact that the responsible BND officer
was a KGB agent nor that CLEMENS, the other hostile agent was
also involved in the BND operations against these same targets.
Under more optimum circumstances success in the audio ventures
would have occurred in a reasonable percentage of cases.

~ 56. As recipients of the telephone tap coverage on the
Soviet Embassy and Trade Delegation, many of the operatieonal
leads we obtaibned from these sources had to be coordinated or
approved by the BND before exploitation. Thisti opened apother .
avenue to channel~CIA plans and intentions to the KGB via FELFE.
Beyond this more obligatory exchange, numerous and minute opera-
tional details were discussed and a wealth of background material,
trace, and file results were given to FELFE and his service in
good faith. But sometimes these were given too willingly under
the erroneous impression that they would contribute to that service's
knowledge and professionalism, and ultimately to CIA's benefit.
After suspicions were raised as a result of the [ J reports,
measures were taken to reduce the number of joint operations,
to stem the flow of CIA information to the BND, and to concentrate
on unilateral operations.

57. BND Security:
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57. BND Security: As a general observation on BND security
practices, e case proves again that the reliability of a
staff officer can not be predicated solely on the gentleman's
code of honor or the attestations of his friends and acquain-
tapces. This is a particularly dangerous situation in an in-
telligence service located in a divided country. FELFE has
illustrated that compartmentation, however, strong, is inef-
fectual in combatting hostile penetrations. This is more true
when the penetration is in the person of a staff officer of long
service and wide reputation who through cultivation of his own
colleagues and other nefarious ways is able to cross all com-
partmentation lines with contempt.

58. CIA Security: The FELFE case has also shown us that
in past joint operations with the BND/CIA became involved per-
haps in too many and provided more information and support than
what can be considered sound liaison practice, especially in
view of the fact that we were dealing with a service known to
have built-in security hazards. Undeniably, joint operations
in many areas have value, but in their execution and with par-
ticular respect to divided countries, attention has to be given
to the limitation of their support a) to avoid chancing under
the worst circumstances the compromise of more than the opera-
tion could conceivably produce, and b) to preserve CIA equities
and further the Agency's mission.

59. The FELFE damage assessment should not be considered
final with the publication of this paper. It is anticipated
that future research or new operational circumstances will un-
cover more examples of compromise, either definite or suspected,
that can be attributed to Heinz FELFE. ¢
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TAB A

CIA Operations Whose Compromise Can Be Attributed
to Heinz FELFE

This tabulation does not represent all CIA operations lost . .
through Heinz FELFE, but rather those which have been specifically
called to EE/G's attention or uncovered through research conhected
with the FELFE damage study. A complete 1list againh will result
from the machine program where each individual traced or called
to FELFE's attention through the exchange df othertoperational
reporting from 1953 until November 1961 has been reécorded. In
some instances the final judgement as to the comprdmise factor
among the operations appearing on this tabulation will have to
be made by the responsible desk or field case officer as EE/G
was not in the position to conduct full scalé security reviews
of each case or operation.

Ne paqe 15
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C —

1. A businessman engaged in East-West trade, /- ~7
was recruited by CIA during the mid-1950s primarily because of
his position as employer of [_ 1 (see below) after he became
aware of [C_ ) 's agent status. & has not been active for some
six years. His status with CIA became known to FELFE when FELFE
assumed control of the T —) operation. c I was
warned early January 1962 that his contact with us was known to
the KGB, and he stated he would not travel behind the curtain again.
Since his major service to CIA was the backstopping of the active

agent - J 1little damage to the Agency is seen in his compro-~
mise.

L 1 (formerly [ I, L 2)

2. A contract agent, C_ 1 is blown to various services,
including the RIS, under alias. He was traced under true name
with the BND in 1951. At most FELFE would have been able to fur-
nish the KGB with the alias he used with - ~J whom he handled
for several years and whatever description . —1 might have
furnished following his take-over by the BND. FELFE did not meet
- A

- =

3. Contract agent whose true name is considered blown to
all opposition services. If FELFE reported on him, he probably
was unable to furnish the KGB any new information.

C. _ =

4. Contract agent. His true name is probably in the BND
records as a result of an approach made in true name to two
Germans during late 1952 which was then reported to the BND. He
was also very active in the AENIDUS/AECORBEL program in Berlin
recruiting some of the agents later reported to the KGB by FELFE
and brought under hostile control.

C g

5. Subject, a [ - and former resident of Lithuania
pow living in Bremen, is considered probably compromised. He is
in contact with the KGB,probably Emigre section,and run by them
from Vilna. The compromise factor is not definite, but he was
traced through the BND files twice, the last time being in April
1961, and may have come to FELFE'sS direct attention. There is no
indication he has come under hostile control.

c
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6. BOB's operational interest in this Soviet Embassy employee
within the Karlshorst Compound was tipped to the BND in November
1958. He undoubtedly came to FELFE's attention. The agent's
actions, particularly during 1960/61, led his BOB case officers
to believe there was a strong possibility he had been doubled.

No attempt at re-contact was made after the Berlin Wall, and he
has been terminated.

[l -~

7. Subject was an interpreter for the Soviets and a -
Administration source in the Karlshorst Compound for circa two
years until he refugeed to the West in late 1958. FELFE learbed
of his identity and past CIA service during negotiations of 1959
when the BND wanted access to .. -~ He also learmned that
[l ~ was the lead to additional Karlshorst sources recruited
after his move to the West. FELFE may well have learned that
Frankfurt Operations Base considered using -7 and his
wife following their resettlement. Subject was terminated by FOB

prior to FELFE's arrest for reasons not connected with the FELFE
investigation.

ol i

8. Employed as.a (C 3 in the Main & =7
Office, (. 1 was a BOB source of information on Karlshorst
and certain East Berlin city government policies. He was identi-
fied to FELFE in March 1961 as a CIA agent since 1956/57. Contact
via OWVL and S/W has been maintained with him since the Berlin
Wall, and all correspondence from him indicates that he has come
under hostile control since August 1961. This is believed directly
attributable to FELFE.

C fhov

9. An J C 1 has been a Karl-
shorst Compound source for some three years until his arrest on
20 July 1961, after the MfS recruited his former mistress and
attempted through him to run her into the Berlin Base. FELFE
and the BND had been informed in September 1960 that T s
was an agent of ours. The BND also lost a potential operation
built around — 's daughter which was monitored and then
halted by the East. .

—_ —

A female employee of the Karlshorst »[° 3 Administration, _
fantl _7 was one of the most productive Karlshorst sources until

shortly after she
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shortly after she was identified to FELFE in July 1959. She
worked with T the BND's first recruited Karlshorst
agent. The opposition did not attempt to control her, thereby -
protecting FELFE and assisting the latter to build up the BND's
equity in Karlshorst operations. Instead they monitored her
activities closely and slowly restricted her access to information
of interest to BOB. . She was permitted to refugee in October 1960.
Information later available to us indicates she was under MfS

surveillance when she came to West Berlin for meetings with her
CIA case officers.

cC. =

11. FELFE was briefed on Berlin Base Karlshorst targets and
interests in July 1959. Late October 1959 a young blond prosti-
tute resident of the Karlshorst Compound agreed to work for BOB.
She was traced with the BND coming to FELFE's attention in
November 1959 and subsequently became [_ -3 She soon se-
cured a job as a C — in one of the Soviet-run (C

A She was a pivotal figure in an operation directed against
a member of the East German Military Intelligence service. Shortly
before mid-August 1961, she confessed under hostile interrogation
that she was originally sent by the MfS and had been under their
control all the time she was run by BOB. FELFE and the BND were
informed of this in September or October 1961.

- -

12. There is a possibility that this male German employee
of the Soviet Trade Delegation & = 7

may have come to the Attention of Heinz FELFE. He was traced
with the BND in March 1960. (. —1 installed a telephone tap
within the - for BOB. Contact has not been resumed with
him since the Berlin Wall to the knowledge of EE/G.

L =

13. CA asset of SR/2/Baltic. Considered exposed to BND
through tracing 1955 and April 1961. Further study probably
necessary to determine whether he may not have come to attention
of FELFE.
C -3

14. Director and organizer for CA activities among Latvian
emigre Youth circles. Considered exposed to the BND dur}ng June
1961 tracing. Unknown whether he came to FELFE's attention.

. —
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15. A.S. CHUKMASOV of the Soviet Trade Delegation in Koeln
approached this (_ — employee in August 1960 and attempted to
recruit him. The decision was made to allow the case to run with
BND participation and;handling by CIA. Sterile copies of the
operational reporting on this case went to the BND and directly
to FELFE. EGFA 36090, 2 January 1962 states that FELFE dealt
with "our" people in Frankfurt on this case. Considered compromised.

C —

16. Repatriated from Riga and served as an informant on
Soviet Trade Mission personnel in West Germany. Routinely traced
with the BND in May 1959. SR/3 noted in EGFW 14442 of September
1962 that our interest in Subjeéct must be known to the RIS
through FELFE's involvment, and that a POA was being requested to
contact, debrief, assess and LCFLUTTER.

Pl =

17. An old time Munich Operations Base Emigre type who had
been retired and then recontacted MOB following a RIS approach
in February 1961. The approach was surfaced to the BND in early
April 1961 and with certainti the details became known to FELFE.

MOG informed the BND that if they did not elect to take over the
case we would ask for executive action against the Soviet who had
made the approach. The Soviet, Kuzma P. BOGOMAZOV, was soon
thereafter recalled from his Soviet Embassy Third Secretary post

when the BND turned the case down, and FELFE undoubtedly believed
we would act against BOGOMAZOV.

L - (formerly L. a L 3)

18. Baltic contract agent who was very active against the
Soviet legal targets in Bonn/Cologne. He is most probably known
to FELFE, if not under true name, then under one or several aliases.
He had been traced with the BND in December 1960.

. A

19. REDSKIN spotter. May 1960 Janis PUJATS was dispatched
by the KGB from Latvia to contact and assess 1 He had
been traced with the BND prior to July 1959 and again in May or
August 1961 stating at the latter time he was of security interest
to us. Further investigation is needed to determine whether the
possibility is high that he came to FELFE's attention.

NOTE : There are several other Baltic types who have been traced

with the BND
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with the BND and are comsidered by SR to be exposed to that Service
as a result. Individual file study and probably queries to the

BND may be necessary to determine whether FELFE could have compro-
mised them.

AENIDUS PROGRAM

20. FELFE was well briefed in July 1959 as to the intentions
and targets of this CIA program directed against the Karlshorst
Compound. He was also aware of much of the M/O used in these
operations. There seems little question but that he reported all
he had learnmed, and from this date opposition neutralization of
BOB's efforts against this. target began in earnest and withccon-
siderable success. This also involved stationing a BND officer
within the American Compound in West Berlin for joint CIA/BND
ops against the Karlshorst target, and FELFE has admitted re-
porting much of the details anncerned with this BND officer and
cooperation with the!Americans to the KGB.

C_ A and &2

21. C 3 a female who formerly resided in Moscow

where she was employed as a
2 traveled to the USSR during 1960 in order to try to

recontact certain Soviet citizens on our behalf. 1In September
1959 FELFE personally asked both orally and in writing what our
interest in 8%€ and her husband (presumably [ 1 was.
DIR 10670 of 15 January 1960 authorized Munich Liaison Base to
tell the BND, i.e. FELFE, she was of current operational in-
terest to us. MLB considered both fully compromised to the KGB
per EGMA 58691 of 11 May 1962,

- =

22. A Latvian eternal student type used as a REDSKIN
spotter at Bonn University. As a result of FELFE's continual
prodding, FELFE was informed directly by June 1961 that he was
our agent by indicating our operational interest in him. The
BND as a service probably learned as early as mid-1958 through
tracing. AESAVVY 11 is still in our employ.

. 1 (formerly =4

23. An American student. Frankfurt Operations Base Redcap
section felt almost certain that he had been compromised through
his employment as an LP apartment keeper in the b -~ opera-
tion. Although this was a joint operation with the BfV, FOB had
good reason to believe that the operation and true name of —

1 were discussed by the BfV official with FELFE. & =1 was
terminated on 29 December 1961 and warned about any travel behind
the curtain.
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c_ —

24. Female Russian interpreter who refugeed from East
Germany early 1959. After replying negatively to our May 1959
trace request on her, the BND later offered her for CABEZONE
debriefing. Operational wires apparently were crossed some-
where. We did debrief her and then dropped interest in August
1959. FOB picked her up again in May 1962 as she is now employed
as a secretary and interpreter for the Zimmer firm. EGMA 60417
of 2 November 1962 points out that FELFE was certainly aware of
the CIA/BND conflict of operational interest in her during 1959
and also that she is the sister~in-law of an BND staffer.

- 1

25. Subject is a Soviet citizen who was first met by CIA
in Berlin during November 1957, but who subsequently failed to -
come to West Germany again as had been expected. The BND was
aware of our interest in him, and advised us in March 1962 that
FELFE had shown a keen interest in Subject. We must assume that
FELFE reported this to the KGB. FELFE's information may then
have been confinmed by [_ A after C D arrest.. C
1 had first introduced (. 1 to us in Berlin.

C 3

26. KGB agent who murdered Rebet and Bandera and defected
to the West 12 August 1961. FELFE claimed not to have learned he
was in Western hands prior to 6 October 1961 but may possibly have
had wind of it earlier. He reported this to the KGB claiming
10 October as the first opportunity to do so. The Western
> authorities were about to surface [ ~ after being delayed
\\in this action for some time becau§g*%{~Xleggg_nﬁggiigﬁlggﬁ_ang~
¥ ‘coordination spags. On 13 October 19 the East surfaced [ -1
who claimed he had been instructed by the BND to murder the two
Ukrainian officials. Intercepted OWVL from the Soviets to the
FELFE/CLEMENS team asked FELFE's opinion on the further handling

of the Eastern propaganda play particularly directed vs. the BND
and related to this case.

< o |

27. Emigre double agent run by Munich Operations Group.
The BND had known he was our agent as of November 1955, and he
has long been the subject of correspondence with them. @RISCHKE
held the memorandums in the BND CE shop, 'but since FELFE often
substituted for @RISCHKE it would haveibeen easy for FELFE to
have seen the memos. Munich considers CIA's interest in T Phen
compromised to the KGB by FELFE. His last case officer was ‘
BOGOMAZOV, the same Soviet recalled following our reporting of his
approach to [- 1 (see above).

AUDIO OPERATIONS
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AUDIO OPERATIONS
CAPHASE 11

28. Audio surveillance operation against the apartment in
Cologne of a Soviet Trade: Delegation official Sergey M. CHEKULIN
(not known to be RIS) planned during early 1960. This was at
first to be unilateral and was then later done in cooperation
with the BfV. Although a joint operation with the BfV, FOB/RED-
CAP felt certain it was compromised to FELFE, and therefore, to

the KGB through discussions between the responsible BfV officials
and Heinz FELFE,

CAMELDER (BND crypt Pinsel)

29. FELFE admitted compromising this operation which
provided for audio installation in a private Soriet apartment in
the Bopn area. Carrier current equipment failed shortly after
installation, then replaced one year later failing again in about
six weeks. When a microphone/wire installation was completed, the
target gpartment was unoccupied. Aleksandr Ivanovich ALEKSANDROV
was the apartment's original occupant, then Albert Vasilyevich
SEMMENIKOV, Third Secretary Political Section. BND asked that
equipment in apartment be removed immediately after FELFE arrest.

CASEVER

30. Audio installation made in the Soviet Trade Delegation
Building in Cologne. Two transmitter switch installations in
1959 effected by six comnsecutive black entries into the building.
Radio switch failed, equipment discovered, and removed after
fadlure, per TSD. FELFE compromised this operation to the KGB.

CAYENNE (BND crypt)

31. Plans to bug the apartment of Minister Counsellor
Andrey Mikhailovich TIMOSCHENKO. BND received word he was to move
to a new apartment. After a game of musical chairs in which he
was reported about to move into several, it was finally discovered
that he was already in a new apartment which was impossible to bug.
Plans were temporarily cancelled. Then, through UJDROVER, it was
learned he was to get a new telephone. CIA wanted to "hot-mike"”
the phone. FELFE dragged his feet and in May 1960 gave the ex-
cuses of other ops committments, trouble getting a LP in the Bonn
area and reluctance to discuss with the Bundespost authorities as
reasons for definitely deciding against the venture. He also asked
that FOB not discuss his decision with the local BND liaison worke-
ing on the INDEX matters. The BND field people were most disappoin-
ted with the decision and believed the chances would have been

very good for the
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very good for the operation’'s success. This was another example
where FELFE could use his position for neutralizing even stopping
any action vs. the Soviets before it really got off the ground or
could cause possible harm.

DIOPIUM

32. Joint CIA/BND audio operation agaknst the Czech Trade
Mission in Frankfurt/M. during September 1959. Carrier current
installation and equipment failed several weeks later at the
time the target personnel moved in. BND feels that FELFE, al-~
though supposedly compartmented from this operation, was res-
ponsible for its compromise. EE/C noted it was almost impossible
to determine whether the operation failed because of his compro-
mise, equipment detected by audio counter-~survelliance, or simple
mechanical malfunction. Terminated.

PLASTICS FAIR, DUESSELDORF

33.  Transmitter was installed in the Soviet booth, and the
LP manned by the BND. No intelligible conversations were received
according to the BND. Done during the 1959 Fair.

UJHOPE

34. Audio installation to be made in the apartment building
at Scheidtweilerstr. 4, Cologne which was occupied by some six
or eight Soviet families from the Trade Mission. This operation
died at birth. BND claimed to have a real estate agent recruited
who would turn over the keys to the apartments to facilitate our
entry. The "agent'" failed to produce the keys. The Soviets
occupied the apartments a month before the BND even found out
about it.

UJMILL

.35. Microphone installation made during 1960 in a new
building in an apartment assigned to a RIS suspect. At the last
minute Soviet assigned the Bonn apartment to a less interesting
individual, the agricultural attache DUKA. Little or no con-
vergation took place between the target family. Although we had
been promised the take, the BND did not even advise us when DUKA
moved out and the apartment occupied by STUDENSKIY who was con-
firmed RIS. Later learned through a double agent that the Soviets
were aware of the installation. FELFE told the SG he didn't be-
tray this operation because "I didn't want to." We do not believe
this statement at all.

UJPEEP /UJPOST

SECRET/EYES ALONE
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UJPEEP/UJPOST

36. Operation set for the Bonn area in 1959. Keys to
several apartments to be assigned to RIS suspects were made
available to TSD by the BND. Keys were duplicated and ready
for testing. The BND (again decision undoubtedly made by the
responsible officer FELFE) delayed the go-ahead, and when the

tests were attempted, the target apartments were found to be
occupied.

SEPIA (BND crypt)

37. located at First Secretary DEYEV of the Soviet Embassy
Ecomomic Section's apartment in Bad Godesberg. With 90% of the
drilling completed for the microphone installation, the target
personnel returned home unexpectedly. The operation was dropped
per BND (FELFE) headquarters decision.

STNEOPHYE (BND crypt PIAZZA)

38. Audio installation targetted against the L

‘ during 1960/61. Involved
liaison with the [_ ~1 and BNB. FELFE was the re-

sponsible BND officer. Numerous headaches with the operation and

no worthwhile take. Operation phased out by CIA because of the
FELFE investigation and his very deep involvment. FELFE admitted
discussing the C_ 2 with the KGB in Vienna dur-
ing September 1961 and had been given the EEI of obtaining more

information. He denies telling the Soviets of the audio opera-
tions,

OTHER PLANNED AUDIO OPERATIONS

39. There were several other operations which either died
in the planning stage or never progressed far in theiir develop-
ment and are not cited here. The above are believed to represent
more concrete examples of known audio operations in West Germany
which were all failures because FELFE betrayed them.to the Soviets
almost faster than new ones could be concieved.

(el —

40. Member of a West German firm constructing a plant in
the Soviet Union. He was recruited while visiting the United
States and was handled by KOB in the field. ~7 admitted
to the BND he had been recruited by the AIS, and FELFE probably
was able to learn of this. The operation was terminateg in
January 1962 when the agent declined to call off his trip to the

USSR despite the

. SECRET/EYES ALONE
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USSR despite the fact he knew he might be in some danger.

Boris Alekseyevich BULAY, Sergey Nikolayevich ZELENOV, Vasiliy
Romanovich STTNIKOV

41. FELFE was privy to the operational planning for either
harrassment or defection attempts against the above named Soviets
in connection with the planned surfacing of {_ , =2 during
February and March 1959. The decision was made to concentrate on
SITNIRKOV. All three were KGB members formerly stationed in Vienna
and then assigned to the Soviet Embassy in Bonn. At the last
minute the attempt against SITNIKOV was cancelled rather than
attempting anything which might lessen the impact of the &

"] surfacing and the Life articles. It appears, however, quite
probable that FELFE informed the Soviets we intended to move
momentarily against SITNIKOV. Cursory file study reveals among
other things that SITNIKOV was effectively removed from the more
unprotected area of his own apartment to the residence of the
Soviet ambassador just when we intended to take action. At the
same time FELFE and the Soviets were able to lead us astray with
misinformation via the UJDROVER and other channels. (Some of
these same tactics were used by the Soviets in the KIBPICHEV case
when the BfV's executibe action plans were foiled.) SITNIKOV
was shortly thereafter recalled to the USSR. FELFE was able to
give the Soviets advanced notice of the L =7 surfacing.

. i

42. Subject was a [ -7 employed by
the Soviet Embassy in Bonn and the Trade Delegation in Cologne.
CIA had believed him to be a unilateral source following his
recruitment in January 1959. Early 1960 we learned he had been
a BND agent per their claim since 1986. CIA terminated him in
October 1960. FELFE had admitted discussing C 3 with the
KGB though he insists he told them Subject had nothing to do with
INDEX targets and concealed fact he was working for another BND
section. FELFE further admitted that the Soviets gave C_ =z
his termination notice C_ —= shortly after 7 was
transferred to the INDEX section as a source, and that he was
asked about him again during the September 1961 meeting with the
KGB in Vienna. There would seem little doubt that FELFE did
compromise the BND's interest in L - and also CIA's equity
in him.

. =

43. An electronics engineer connected with —
in East Germany before he refugeed to the West, [ 1 was yorklng
for MIG and the BND as well as his connections with hostile in-
telligence organizations. The BND reported that ~1 was

definitely compromised to

SECRET/EYES ALONE
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definitely compromised to FELFE in November 1959, and there-
fore the German and American interests in him to the KGB.

L —1 was handled by the Positive Intelligence section of the
BND until the introduction of the RIS into the case in No-.
vember 1959. The RIS may have well introduced themselves in
order to bring this case to FELFE's attention so they could
monitor it from both sides. CIA functioned as coordinator in
this case, and, therefore we were not directly involved with
the agent, who has since defected and resides in West Germany.

P =

44. This represents another operation where CIA thought it
had a unilateral agent only to discover after some time that he
had been on the BND's payroll, and they were able to establish
primary interest. [ _ 2 ran a - -7 shecial-
izing in East bloc [ 2. We terminated him with the agree-
ment we would receive the take from the operation. FELFE admitted
under interrogation compromising the BND's interest in [ —
to the KGB, but does not admit passing reports from him to the
KGB or mentioning the American interest. It seems most likely
that he did the latter despite his failure to add these pertinent
portions to his story. Several REDSKIN agents made their reser-
vations through C_ =3 A cursory glance at the L =2 and
. 2 files, both REDSKIN agents of MIG who were apprehended in
the Soviet Union, raises the strong suspicion that they may have
been compromised through the [ = 'FELFE channel to the KGB.

C- A

45, Subject is employed by one of the larger East-West
trade companies in Germany working primarily in the Soviet field.
Recruited by CIA in 1956, he was the source of extensive ecomomic
and positive intelligence and following his '"recruitment" by the
KGB of CI information. = was turned over to the BND with
FELFE becoming the responsible BND Headquarters officer in March
1960. His KGB handling showed a definite change, afid there is
little doubt, despite FELFE's denials to the SG, that FELFE com-
promised this agent. [ -3 has been terminated by the BND and
warned he cannot travel again behind th& curtain. His brother,
) = (see below), was a CIA unilateral source, and he too
had to be terminated as a result of FELFE's reporting to the
opposition.

CALADEN

46. Frankfurt Operations Base project to recruit singletons
for the most part in the Cologne/Bonn area targetted against the
Soviet installations there.

-
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—1

47. Female [ — dealer in the Cologne area. Se-
cured LPs for the audio surveillance operations. Along with
her husband —  was exposed to the police and West
German intelligence services circa 1959. Continued to work

for us for some time but has been terminated. Most probably was
known to FELFE.

- , —

48. Husband of - —~  There were some unresolved
questions as to his possible past association with the RIS.
Exposed. Has been terminated.

= A

49. Technical interpreter for H. Strunck Co., Cologne. We
got the lead to him through the UJDROVER/UJREMEX coverage, and
the BND granted permission for our operational exploitation.
FELFE, therefore, knew of our interest, and presumably also the
KGB. He did not become a fully recruited source.

)il 3

50. Naturalized American female. Her apartment was used
as the LP for the CAPHASE II operation while she was in the
United States. May not have been known to FELFE unless the BfV

official who informed FELFE of the CAPHASE II operation also told
him of I _7's part.

il — (Identical with ~-J summarized above)

51. Note: There may have been other ¢ — agents lost
through FELFE which did not come to the attention 6f this
writer. Presumably they will appear in the machine damage
publication, or the responsible desk and field case officers
are already aware of their compromise and have taken the
necessary steps.

52. CA effort primarily directed against the EGIS. In-
volved the surfacing of .~ 3 T _7, and others. The Eastern
reaction to the surfacing of [ -2 the uncapny timing, and
detailed knowledge justified suspicion in May 1959 that a high-
level penetration had informed thecopposition of the plans for
this program. The effort was coordinated with the West German

services. FRAN
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services. FRAN 3986 of 23 September 1961 raised the probability
that the CANEB leak may have been FELFE's work. Further analysis

of this program may be needed to definitely ascertain whether he
was responsible.

c 2 (formerly the L —1 ~ sources on the Karlshorst
Compound and Soviets in East Berlin)

2 (formerly <& ~)

53. FELFE's compromise of this agent has not been estab-
lished. The BND was not informed in this case that L. = was
a CIA agent, but FELFE may have been able to spot enough infor-
mation from the intell reports desseminated to him or his
organization to receive a clue to his identity. Recruited circa
1956, & 3 was employed as a driver =
c. —I until late 1959 when he began working
as a driver for the .C_ o | Contact was maintained with
him via OWVL and S/W after the Berlin Wall. In July 1962 he again
established personal contact with BOB, was LCFLUTTERED, and the
results established that he is’ currently under the control of an
opposition.service specifically directed against CIA.

. i §

54. ([ 3 in the Soviet Embassy (. ~— in. Berlin-

Karlshorst. Also functioned as a [ —~ . May not have come
to FELFE's attention since he was not directly traced through

the BND. The individual who placed him in contact with BOB,
however, was traced indicating our operational interest. Contact

has not been re-westablished since the Berlin Wall and interest
has been dropped.

- = (formerly C- g

55. Female /[ —1 in Berlin-Karlshorst with several
Soviet - 2 [l = was tipped directly to the BND and FELFE
in April 1961 when we noted we intended to approach her’in June.
The approach was successful and she accepted recruitment with
comparitive ease. Since she had only been issued open code at the
time of the Wall, and knowing FELFE's knowledge of her CIA employ-
ment, no plans have or will be made to re-establish contact with
this agent.

CAPUZZLE

56. Telephone tap on the residence of Aleksey Dmitryevich
NIKOLAYEV at his residence in Bonn, Rheinweg 12. Although this
was a joint operation with the BfV officer, [ ] informed FOB
shortly after the FELFE arrest that FELFE knew of the BfV re-
cruitment of the Rheinweg 12 building administrator and the in-
tention to tap the phones. The tap was disconnected mid-November
1961. In February 1962 FOB said they were reinstating it. EE/G/
CE has no record to date of any production.

SECRET/EYES ALONE
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May 1958. The BND was aware of CIA's interest in her as early

as 1955 and was notified of her successful recruitment in June
1958. They have subsequently received reporting from the case

on a periodic basis. Since she is the only indigenous employee
and the only one with continuity of service since 1958, if FELFE
learned only scraps of information and passed it to the KGB,

they would have been able to identify her. Knowledge that such a
source existed would probably have sufficed. The BND states
FELFE had no official knowledge of her, but EE/C feels that in
absence of evidence to the contrary, it must be assumed she has
been compromised to the KGB and most likely to the CIS. She

has been handled by an officer 'stationed on the outside in Hamburg.

o =

62. Involved in East-West trade, Subject is the brother of
c_ ' (see above), and his identity and association with CIA
were known to FELFE. Originally recruited and run by BOB, he was
turned over to Vienna Station when he secured a new position which
took him to that city. L[ — dealt almost exclusively with
Soviets and was a productive FI source. He has been turned over
to the BND as their resettlement problem since his compromise is
directly laid at FELFE's door.

KUBUS

63. Planning and equipment, including communications
equipment, placed within an office building of the/American
Berlin Compound for the BND's use in the event of an extreme
Berlin emergency whereby the BND would be unable to use their
normal facilities in West Berlin. One of the Sowuiets EEIs found
on FELFE at the time of his arrest was a request for information
on KUBUS. He admits discussing this with his KGB case officer,
but insisted he did not know much about it. We believe he was
fairly well informed. The equipment was removed and the office
space returned to the U.S. Army Command immediately after FELFE's
arrest. Information on KUBUS contributes materially to an CA
effort which the East might wish to launch against the West
Berlin "spy center" at any time in the future.

MISROUTED CIA POUCHES

64. Chief, FOB pointed out in EGFA 35993 of 4 December 1961
that before and during his tenure, circa 1957, at MOB, a few CIA
pouches were misrouted to the BND. Although it is a difficult
thing to tell who in the BND would have been given the assignment
of analysing this material, some of it likely came to FELFE's
attention. He further notes, 'the material in the compromised

pouches may have been
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pouches may have been the only internal CIA correspondeBce which
(FELFE) gave the (KGB). If the material could be cast in a
sufficiently pejorative or embarrassing light, it would seem that
the chances of photos being released in some fashion, perhaps

not connected with the BND, would be pretty good."

C ~ (also known as [ D

65. This GRU case was turned over to the BND from the

BfV mid-July 1957. FELFE probably first learned of it from his
deputy @HERMANN. CIA did not run the agent, but rather furnished
operational support. Between 5 and 7 August 1957, the agent met
the GRU in Vienna and the GRU officer Yuriy SKLAVETS was surveilled
by the BfV. Through the AESTORAGE channel, we learned that shortly
after the Vienna meeting the KGB told the GRU that the agent was
doubled and the Vienna meeting surveilled, but asked that the GRU
continue the case in order not to blow their (the KGB's) source.
The [ -1 case never became productive after that, and CIA spent
considerable time and effort attempting to identify the KGB source

with no success until it necame reasonably clear that FELFE was
the culprit.

— =

66. @DORBACH informed CIA in January 1962 that FELFE was
directly involved in this case. C —] eventually redefected
through Homeland Committee channels. Assessment of any CIA
damage in this case will have to be done by the SR desk concerned.

Cc.

67. An East Berlin female who worked for years in the
Soviet Trade Delegation Policlinic and had been recruited by
the BND in 1954, did not come to the full attention of Heinz
FELFE until probably October 1960 when he assumed the Headquarters
direction of this case. BOB offered full operatiomnal support to
this BND operation from circa late 1956 including safehousing, and
a multitude of trace material and other information on the Soviet
Trade Delegation. She lost her job in the Trade delegation late
1958 and was inactive for approximately two years. By late 1960
and shortly before FELFE took over the Headquarters direction, she
was allegedly hired directly by the KGB as a safehouse keeper and
claimed they would allow her to remain in the apartment during
agent meetings. Damage to BOB was slight after 1958 and confined
largely to real estate secured for this operation. Technical
assistance and advice requested from the BND for possible bugging
of her East Berlin apartment was not granted, and the Berlin Wall
presumably broke other than S/W contact with this agent. CIA
representatives did not meet the agent. FELFE would have been
able to inform the KGB that we were, however, support partners in
this operation.

SECRET/EYES ALONE
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UJDROVER

68. Telephone tap on the Soviet Embassy lines in Bonn.
Until late 1960 we received the raw material from this tap.
After that date the BND began passing us only the processed ver-
sion "due to liaison and German government problems'. This
was untimely and of much less value. FELFE has admitted in-
forming the Soviets of the tap, and several instances have been
uncovered.in the research since his arrest whereby the Soviets
used this knowledge to plant misinformation frustrating the
planning and execution of some operations.

UJREMEX

69. Telephone tap on the Soviet Trade Delegation in Cologne.

This too FELFE compromised to the Soviets. The comments above
under UJDROVER also apply here. A 1960 year-end review of
CAVENUE/CASEVER operations noted that the U.JREMEX material was
still being received but was evaluated as "only useful in
providing background information on individuals known to be in
contact with the Trade Delegation but playing little or no

role in the overall effort (against this Soviet target)."”
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TAB B

SUBJECT: Exposure during Heinz FELFE's September 1956
visit to CIA Headquarters. ‘

A. PHYSICAL INSTALLATIONS
1. Administrative Building
2. East Building
3. West Out Building
4. OCR Location

B. COMPONENTS - Briefings given to FELFE's group on the f_ -~
lowing subjects

1. TSS
.a, CE-Cl aspects of documentation
b. Photographic equipment
c. Briefing on audio surveillance and counter-surveil-
lance

2. DDP

Organization of the US Intelligence Community
Organization of CIA
International Communism

Machine Methods program

Soviet Intelligence Service
Staff Security

Polygraph

Satellite Intelligence Services
East German Intelligence Service
CI function of CIA

. H R RO QAODTR

3. DDI1
a. Tour of OCR and explanatory briefing

C. CIA STAFF PERSONNEL EXPOSED DURING VISIT

FELFE also had the opportunity of renewing old acquaintances
from Munich Liaison Base.

Mr. James ANGELTON True name Socially, also
possibly introduced

citing his position
in CIA
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-

John BROSS

j

James CRITCHFIELD

- -

-

Mr. Thomas POLGAR

Mr. c- =

True name

Probably true
True name
True name

True name

True name

Alias
True Name
Alias
Alias
True name
Alias
True name
True

True

True

SECRET/EYES
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Socially. FELFE also

guest . at his ranch
in Arizona.

TSS lecture

Socially. Hosted a
party in his home for
FELFE and group.

Gave briefing on
security, polygraph.
Socially. Former MLB
Socially, probably also
local escort duty. Be-
lieved. known to FELFE

from Feldmann's pre-
vious service at MLB.

Lectured on Soviet In-
telligence Services.

Lectured on CI func-
fion of CIA. Socially

Lectured on Machine
Methods.

Lectured on Satellite
Intelligence Services.

Socially. Formefly at
MLB.

Lectured on Inter-
national Communism.

Socially. Also known
from previous MLB.

Socially. Also known
from previous MLB.

Lecturing. Socially

TSS lecture
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Miss = True name Socially. Known from

previous assignment
at MLB. Employment

terminated
Mr. [ g True name Socially. Escort duty.
Mr. ([ A True name Socially.
Miss [ ;3 True name Socially.
Miss [ A True name Socially. Probably

known from previous
MLB assigoment.

General TRUSCOTT True name Socially. Hosted
’ . luncheon.

Munich Liaison Base Escort Officers:
Indl} P
C a
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TAB C

SUBJECT: CIA Staff Members Compromised through Heinz FELFE

It should be cautioned that the attached list is not complete.
Names of staffers compromised through operations which came under
hostile control following FELFE's betrayal of the agent to the
KGB are for the most part not included. These will in many in-
stances appear, however, on the machine damage run. The degree
of compromise is further amplified in each case in the machine
run system.

Please note that several staffers were only known in
operational alias, and some of those listed never had directed
contact with FELFE.

It is recommended that the appropriate section within CI
staff study former MLB TOs and the list of EE Personnel who have
in the past been involved in liaison in order to determine
whether additional personnel may have been indirectly compromised

through the FELFE channel. It should be taken into consideration
that FELFE was able from time to time to cross the compartmentation
rules within the BND and learn of CIA staffers who were not
exclusively involved with Soviet - or technical operations,
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The asterisk* denotes those staffers FELFE has admitted reporting
to the KGB.

NAME POSITION/LOCATION KNOWN in TRUE or ALIAS
ANGELTON, James C/CI

True. Met FELFE

socially one occasion,
1956

True. MLB/Reports
until September 1962

Probably true.
Lectured during FELFE's
1956 HQS visit.

. True. Social contact,

1956

BARNES, Tracy True. Former COS,

Germany

.

True. Formerly at
(resigned)

C. a AF/Overseas True. Formerly at

c— , Do ‘ True. Formerly at
(Was an integrated < =

officer)

(ol hos | Office Security True. Briefings dur-
' Frankfurt ing 1956 visit of
FELFE to HQS. Liaison

BROSS, John A. True. Socially dur-
ing 1956. Former COS.
Germany
True

True. Formerly at
MLB.
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Security/Frankfurt True name available
as emergency contact
to BND Karlshorst
Liaison man in Berlin.
Since FELFE subbed
for the officer during
his vacation presume
he also received this
name and T_ e g
office and home phone
number. Believed
never to have met
FELFE.

A
X

True. MLB formerly

n
U

True. Formerly in MLB

n
¥

COS, Frankfurt Alias. Karlshorst

liaison at Berlin ops
Base

*CRITCHFIELD, James C/NE

o | TSD Presumably in alias.

Audio ops Bonn/
Cologne area

True. C/MLB

C- 3 EE/C True. Dealt directly
with FELFE as member
MLB/CE until c¢. sum-
mer 1961

— 2 HQS True. Former COS,
Germany

cC_ 7 SR/CI Alias. Karlshorst
Liaison at Berlin
ops Base

L _3 Bonn True. Liaison

C_ - Berlin True. Liaison.
' Formerly at MLB

T = SR/CI Alias. Briefings on
RIS 1958 period at-
tended by FELFE.
Formerly stationed
Frankfurt and Berlin.
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DDI/FDD

CI Staff

C/BOB
Vienna

TSD

CI Staff
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As C — Formerly
at MLB. Probably did
know true name.

Alias. Karlshorst
Liaison and T -
Formerly at BOB and
met FELFE twice.

True.
MLB

Formerly at

True. Direct Liaison
with FELFE when sta-
tioned MLB

True. Liaison when
formerly at MLB.
Social contact dur-
ing FELFE's 1956
visit to HQS

True. Direct contact
with FELFE.

True. Formerly at
MLB in Finance
Section.

True. Formerly at MLB
Alias. Ops liaison
for Soviet installa-

tions Bonn/Cologne
area 1959/60

Presumably in alias.
FROB officer for Bonn/
Cologne: Soviet ops.

True. Formerly at MLB

True. Formerly at MLB

True. Formerly at MLB

Presumably in alias.
Audio tech for Bonn/
Cologne area oOps.

Alias. Lectured
FELFE's group during
1956 trip to HQS
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HQS

NE

Cl Staff

EE/P/CE

SR
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True. At MLB until
Sept. 62

True. Briefings and
social contact during
1956 visit to HQS

True

Presumably in alias.
Audio tech for Bonn/
Cologne area ops.

True. Formerly MLB.
Also liaison with BND
in Berlin.

Possibly in alias,
Briefed FELFE during
1956 HQS visit.

True. Well-known
when stationed at MLB

Alias. Liaison with
FELFE on Bonn/Cologne
area ops while stationed
FROB, 1959 Briefed

FELFE on Satellite IS
during 1956 visit.

Alias. Bonn/Cologne
area operations.

True. Formerly at MIB

Presumably in alias.
Liaison infrequently

Alias. Briefings dur-
ing turnover of -

/o BND, March 1960
Met FELFE only on this
one occassion.

Presumably in alias.
Audio tech for Bb6nn/
Cologne ops
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- A - BAT ik )

égelieved to be a psyé%iatrist
on contract status with CIA)

o s FE/Overseas

i ) =
(resigned)

= g

Frankfurt

c ) s
(integrated Major rp 2

T = (P) TSD

g MLB/CE

HQS/CI Staff

C ) v
(integrated ¢ = officer
later civilianized)

C. ¢
*MURPHY, David E.
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No record in Central
crypt room. Appears
in IBM list for
damage study

True. Well known as
former C/MLB

True. Formerly at MLB
Social contact during
1956 visit to HQS

Presumably alias. May
not have dealt direct
ly with FELFE

True. Formerly at MLB
in Security Section.

Contract employee.
Audio. Alias

True. Still stationed
MLB

Alias. Delivered lec-
ture during FELFE
1956 visit to HQS

True. Formerly at MLB

Audio Tech (?)

Alias. Position at

BOB known. Karl-
shorst and RIS liaison
and briefing

True. Formerly at MLB
Social contact during
1956 HQS visit

True. Formerly at MLB
True.

True. Formerly
knew FELFE
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True. Formerly at MLB
then transfer to FROB
Known to FELFE

True. Formerly at MLB
True. Well-known
True. Formerly at MLB

True. Liaison with
FELFE as member MLB/
CE section until re-
turn September 1962

C/EE/SA True. Formerly at MLB

Social contact 1956
visit.

/Bonn True. Formerly at MLB
Position at Bonn known
to FELFE.
POLGAR, Thomas True. Briefings and
social contact dur-~
ing 1956 HQS visit.
TDYs to MLB

C = True. Formerly at MLB
(resigned)

=

C_ .
(deceased)

. o | | True. Briefing on
Documentation during
1956 HQS visit.

C— | True. Formerly at MLB
(resigned) Resides in Europe

L MOG Alias. Karlshorst
ILiaison

C_ A%/HQS True. Formerly at MLB
TSD/HQS Presumably alias. Audio
= /Ha tech on Bonn/Cologne
area ops.

o A True. Formerly at MLB
(Resigned. Resides

SECRET/EYES ALONE
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il a TSD Presumably alias.
Audio Tech on Bonn/
Cologne area ops.
C- — MLB True.
. = C = True. Formerly at MLB
il A MLB True
. e Bonn True. Formerly at MLB
C. A FROB
C- s C_ — True. Liaison. F.r-

merl E}‘Bpnn
et 2y dmuﬁta‘j
c o Bonn True. Formerly at MLB

Well-known. Escort
officer for 1956 trip

. e FROB Probably alias.Bonn/
Cologne area ops.
- e
< , 2 COS, Germany True. Socially at
1956 HQS visit
L ) A True. Close and
(Resigned. Resides in direct contact with
< i FELFE during Stock-
ton's MLB tour.
_ NE True. Socially dur-
= ing 1956 HQS visit.
Later stationed at
Munich
C A True. Formerly at MLB
T 3 - — True. Formerly at MLB.
' Social contact during
1956 HQS visit
C- 3 True.
c_ > EE/XOB True. Formerly at MLB
T =

SECRET/EYES ALONE
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Alias. Liaison on
Berlin matters,
some Karlshorst.

Trué. MLB liaison
until September 1962

True. Direct liaison
with FELFE as head
MLB/CE section

Cl/Staff True. Formerly at MLB

* Indicates those Felfe has admitted discussing with the
KGB during the CIA interrogation of him April/May 1962. He
hedged on some, however, his interrogators believed on the
basis of his actions that this served as an admittal despite his
refusal to give a definite answer. It is comsidered quite prob-
able that he informed the KGB ab minimum of each CIA name
he learmed, though it is certainly recognized that in many cases
he was only able to give an alias and description, if that.

SECRET/EYES ALONE
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TAB D

Technical Services Divisdon Damage Assessment

The attached damage assessment was prepared by Chief/
TAD/CAB after study both at Headquarters and in the Field.
It has been quoted verbatim. EE/G comments, where appropriate,
are clearly indicated. '

- SECRET/EYES ALONE

—1—




SECRET/EYES ALONE

1. TSD personnel who have met Heinz FELFE, circumstances
of meeting, equipment shown, and pertinent points of interest.

(a) C- , A C -7 (using & 2 was
present during two technical planning discussions where
FELFE attended. These meetings involved an audio op-
eration: STNEOPHYE in Bonn during late '60 thru mid '61.

Equipment and/or techniques revealed through these

meetings and subsequent association by FELFE with the
operation were as follows:

(1) Pipe pushing techniques using a nuclear material
pipe-tip for locating pipe-end underground

(2) Remote control switches - QRS-1
(3) Transmitters, SRT-3

(4) Receivers - SRR-3

(5) Recorders - Ampex UMY-3

(6) Silent Drill - Stein Max

TSD Comments: This was a joint operation with the
- T J and [ | Knowledge of the ex-
istence of these equipments to FELFE under the cir-
cumstances along with other FIS groups presents no
serious problem.

r 1 did report one point of interest but not
related to audio ops in Germany. During mid '61
£ _J met with @HOLGARS at a Munich bar prior to
a STNEOPHYE business meeting. . ~1 overheard
someone . < - I could not remember which American
staffer) talking with FELFE in English about
Americans in Cuban prisons. FELFE stated "I presume
it was some of - - huddies.™ C d felt
FELFE knew he could overhear the comments. @HOLGARS
then asked . 2 "Did you know any of the fellows
down in that place?" [ 1 answered "No." [ 3
felt his answer was interpreted to mean he either did
not know the men personally or he did not know any-
thing about the case. No further mention was made.

SECRET/EYES ALONE
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At a later date £ I met with@VERNER (on
STNEOPHYE) who {_ 2 says always asked too many
questions. @VERNER was inquiring why and where Mr.

el _T" had been sent. @VERNER asked
"Where is . 3 why did he have to go, is he in
Berlin, in Havana, where?" L. 1 answered "He's

in Washington.' and dropped the conversation.

2. TSD personnel who were probably known to FELFE and
circumstances of meeting.

(a) c I - TSD liaison officer in Munich
July '57 to Sept. '62

(b) - =7 - TSD liaison officer in
Frankfurt, April '53 to June '60.

3. TSD personnel who were pessibly known to FELFE,
circumstances of meeting, equipment possibly known.

(a) & . 4 - Bilateral audio operations
'58 to ‘60, SEPIA, CAMELDER, CASEVER, Mc-30 micro-
phone, SPS-1 carrier current transmitter, SRT 3R
transmitter, LRS-1 remote ‘'switches and silent drill.

) . ~— -~ Bilateral audio operations, lock
training, July '57 to July '62, UJMILL, UJPEEP, STNEO-
PHYE., Same audio devices above (a).

(¢) L[ 2 - Bilateral audio operations '58
to '62. CAMELDER, STNEOPHYE, UJMILL, DIOPIUM. Same
audio devices above (a),.

(d) . ) ]  Bilateral audio operations '59

to '60. CAMELDER, UJMILL. Same audio devices above
(a).

(e) L[ ) - Bilateral audio operations '59
"60. DIOPIUM, STNEOPHYE. Same audio devices above
(a).

(£) . T - Bilateral SW discussions, in Munich
late 59 with @SHUMAN, @SCHLINZ. General SW matters.
(g) [~ 7 - Bilateral document discussions
in Munich and Frankfurt, °'57 to '61, met @GMICHEALS,
@SCHUMAN.

SECRET/EYES ALONE
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EE/G COMMENT: With the exceptions of = and a we
feel it is most probable that FELFE learned at least the aliases
of ¢ = ¢ I T 1T 3 r_ 7 . and definitely all
details of the equipment and planning for the cited audio op-
erations which were discussed with BND representatives. We base
this on the fact.that FELFE was the responsible BND officer for
these audio operations with the exception of DIOPIUM, and if he
did not deal directly with the technicians on the operational
planning , he would have been the recipient of his subordinates’
written and oral reports. For example we know he had access to
sketches of target buildings and apartments obtained and/or pre-

pared by his men, and we presume certain operational details were
included on such sketches.

4., Summary Comments on Compromise

(a) Audio Devices and Techniques - Thad§ were a
number of operations which failed and EE/TSD feel were
related to FELFE; SEPIA, CAMELDER, UJMILL, UJPEEP,
STNEOPHYE, CASEVER, DIOPIUM, UJHOPE, PLASTIC FAIR in
Cologne "59. Actual loss of equipment is unfortunate
but will not seriously affect future audio operations.

TSD technicians used alias identities in meetings with
the BND.

(b) "Photo Devices and Techniques: There are no known
photo operations which failed. Equipment and technical
exchanges have been kept to items of commercial nature.

(c) Secret Writing: There are no known operations
compromised, however, TSD records are dependent upon

area divisions for reports on agent roll-ups. There

were numerous exchanges of information with a few
instances of inquiries where TSD did withhold information
from the BND. Neither TSD nor MLB can state factually
-that these questions were given to BND chemists by

FELFE.

(d) Documents: There are no known compromises related
to FELFE. A rather lengthy investigation by MLB

(March '62 until December °62) to determine if FELFE
had access to BND records of cover documentations for
the Americans, proved to be inconclusive.

SECRET/EYES ALONE
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5. 1In summary TSD cannot positively identify any operational
compromises due to the FELFE case. Working with the facts as
obtained from TSD records we have not uncovered any serious threats
to existing or future Agency operations. We are entirely depen-
dent upon other components to alert us on defections/compromises
which utilized TSD supplied matgrials or techniques. To our
knowledge there has been no such information in this case.

6. We cannot confirm whether any liaision requests from the
BND were in actuality stimulated by FELFE thru his colleagues.
There were no requests so unusual as to cause concern as to why
the BND wanted the information.

7. It is felt that FELFE knew of our MKTOPAZ installations
in Frankfurt through the liaison visits by other Munich BND'ers.
Certainly, true identification of TSD personnel would not be
difficult. However, to our knowledge there have been no compromise
attributable to these visits.

SECRET/EYES ALONE
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TAB E

Damage Assessments Received from Field Bases

The attached dispatches cover the nmarrative damage
assessments done by Berlin Operation Base, Frankfurt
Operations Base, and Munich Liaison Base. The latter is
more comphrensive having been prepared on the basis of in-
formation provided by BOB and FOB as well as several months
of detailed study at MLB by (- o |

SECRET/EYES ALONE
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DISPATCH

Dls‘}A1CH SYMBOL AND NO.

BGMA 5960k

Chief, ER

Chief of Station, Germany; Chief of Bese, Berlin;
Chief of Base, Bomm; Chief, Frenkfurt Opsratiouns

HEADQUARTERS MU NOQ

32-5-38/19

FROM
Chief, Mumich Liaisou Base

DA

nSSW]S&

SMUBIECT

RYBAT /UPHILL /OJDROMSY
Damage Narrative - UJDROWSY

26 "33 — (CHBCX "X~ ONE)

MARKED FOR INDEANG

NO INDEXING REQUWED

ACTION REQURED

See Below

INOOGNG CAN 8¢ UDGED
Y QUALIRED HQ. DEEX ONLY

REFERENCEHN

sddressees may care to make,

Approved: .
Y A o]

Attachment: KIBAT
UJDRCWSY Damage FNarrative

Distribution: hf'
EB v 2 cys att
CoB/G w1 ey stt bfw
BOB v 1 cy att h/v
Bomn ¥ 1 ey att h/w’
FOB v 1 cyatt h

As requested by = = when he last visited MLB, attached is a narrative

account of the dsmage doue by UJDROWSY and, peripberally, by UJDRUM, Ve

wvould be ioterveted in receiving a oopy of the finmal version vhich we presums

vill e prepared Wy Headquarters, We also wvould de interested in any comments




I NTRODUCTI O

1. lascking am sdmiseion by UJBROMSY of full extent of his betrsyal, it
is neverthelese paigible te arrive st some fuirly definite conclusiocus in this re-
spect, Speecifie a¥eas of cempromise ewsrge from the study of the German and Ameri-
can interrogaticns, fyrem reviews made by those elements directly involved
wvith UJDROWSY, end frem UPKILL's investigation into its ova losses. The following
genaral statemewts are most prebadly asswratet

a) mmt—mm-c.omcm.u-cmn,w
an astive bestile rdle, Mnmummuuamwmwumm
inconsidaradle ablliNy.

») uw—lmmnmu-mmmmumm
everything he eculd abeut KUBANK end UPHILL,

e) n.mmlmuuﬁthmdnporudmnunuoum
BV and LIV Bevaris, aad perpetunted snd heightened dissenmaiom in the UPHILL/
BfV liaiseun relaticsship, vhile weing this dissension to jJustify his own inten-
sive contacts vith imdividml BIV staff officers.

4) Through epereticeal manipulation he gained insight imto, and reported
on the Office of the Federal Chantellor, the Federul Ministry of Defense, the
Pereign Ministry, snd the Fedarel Press and Inuformstion Office. In this effort
be rea elabirste doudle agent eperaticas ostensidbly for UPHILL dut actually
dasigned to peustrate these offiees for the Soviets.

- 2. Although UJDROWSY's lagitimste area of cperation for UPHILL was in the field
«sma,mmu-&em;cuuwmmuin. Asids from hav-

& eomsultant by his eolleagmes through-
" DObame in seme of the sewsitive eperations
wrget in Bast and Vest Cermaxny. m-hmuyoflﬂ
target was extensive and current, and included advence
astion against Soviet intelligence officers stationed
in Gerwmany. n.ummm«mm}muwﬁm
in Mumieh, Franokfurt ead Berliin, The Amsrican persoumel involved in this lisisen
wvere known te him«those in Mmmieh by true identity, in some ceses in dapth. He was
gensrelly couversent with KIMEX orgaaisstion in Gerwany snd at Hesdquarters which he.
visised officially in 19356. The seme cen de said of his knowledge ef KUBARK's rela-
ticuships with the American iutelligence commmity in Germany, and vith the Gerwan
security and exscutive agwmsies. Hs reported to the KOB on everything which sappeared
to be of importanse,
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3. There are indiocations that the real exteut of the dsmage he caused may not
lie solely in the betrayal of information, operations and personnel. His energles
wight elso have been directed to the influencing of persons acd events in support of
Longer range Soviet intelligence and paychological warfare objectives 1p Western
Germany. On onsa knowm occasion he was consulted by the Soviets couceruing a psycro-
logical warfare campaign of their owu. However, no really definitive statewent can
be made on this subject until UJDROWSY decides to admit the true extent of hie ac-
tivity, which way wvell be never. The compromise suffered must, therefore, be adjudged
by the evidence at hand, bhoth real and circumstential, avoiding speculation as much as
possible. Everything counsidered, there is a valid basis only for general evalwmtion
of damage. A wmore accurste and 4stailed accounting must awveit his full eounfession,
reviev of the end produet of the 1,000 individual itews of possible cempromise
being processed by Headquarters, plus additional information we expest t0 receive
from UPHILL on a countinuing basis, f

CHRONOLOGY

k., A fairly clsar picture of UJDROMSY's ectivity for the KCB emarges from the
examination of his UPHILL occupatiomml history, viewed together vith the chronology
of known losses. The years 1959 through mid-1961 sav UJDROWSY apparently expending
much of his energies sgainst KUBARK, Prior to that time he wms engaged for the most
pert in reporting on and manipulating UPHILL and German agencies., Nevertheless he
certainly reported axtensively on sll KUBARK matters routinely coming to his atten-
tion. UJDROWSY Jjoimed UPHILL in a field unit in November 1951 and had no access to
KUBARK personnel and operations until he transferred to Headquarters in Saptember -
1953. At this point and with KOB assistance, he began building himself up in the
eyes of UPHILL, KUBARK, the BfV and the various Federal offices, a proceas that con-
tinued until 1958 when his position was well comsolidated. Out of necessity, most
of his attention during this ers was devoted to building UPHILL operstions, pene-
trating other Germsa offices, and reporting in depth the knowledge acquired, ed-
dressing himself to KIJBARK and other matters only as specifically assigned by the

), 8r when time and opportunity perwmitted,

S. Iun 1958 began an ers of active UJDROWSY interest in two major areas of

CE operatious agaiust the Soviet target in Germany. He penetrated both, iua
one case by invitetion, in the other through constant sgitation through his super-
iors until final KUBARK ecquiescence. Juns 1959 sav the formmlization of Joim.
KUBARK /UPHILL targeting sgainst Soviet legals in the Bonn area. UPHILL participe-
tion vas enlisted to obtain support in mounting audioc operations against the target.
In 1958 UJDROWSY began a series of operationmal and political maneuvers culminating
in KUBARK agreement to effect a joint operetiocual approsch to the penetration of
the Karlshorst Compound, In both instanses UJIROWSY fed to the KGB informatiou
eventually leading to the compromise of everything.

THE SOVIET TARGET IN WEST GERMANY AND FRANKFURT OPRRATIORS BASE

6. BEstablishment of diplomatic relations between West Gerwany and the USSR in
September 1955 led to the formation in Jenuary 1956 of UPHILL's INDRX Staff and its
offensive CI mission against the Soviet Embassy in Boun. Coucurreatly, the BfV
formed its INDIGO Staff charged vwith the defensive monitoring of the same target.




vt

Attachment to BOMA-5960L, Page 3

Trese respousidilities were broademed to include the Soviet Trede Missiom in Cologne
upou its formation in 1958. Almost from the beginning UJDROWSY had subetantial
knovledge of the activity, asd in Mareh 1959 assumed reeponsidility for UPHILL's
effort. From then umtil his arrest be hed current detailed knowledge of ell INDEX/
INDIGO sctivity, augmented by collateral iuformation from other Gerwan agencies snd
liaison services, iscluding KUMEK, He had official entree to all goverumental,
administrative and police/intalligence agencies of his country, as well as to non-
official organs interested in the Soviet Embessy and Soviet Trade Mission for politi-
cal, econowmic, cultural, seeurify or other grounds, and vhose objectives, plans and
decisions he had opportunity to learn, and in part to influence. The decision to
attack or ignore em UPNILL IMDEX target was his. To enlist UPHILL support in mount~
ing audioc operaticus eghivet Soviet legals in the Bonn ares, KUBARK formaliszed in
June 1959 en agresmsnt paruitting operational liaison bdetwveen the KUBARK Prenkfurt
Operations Base and the UPHILL INDEX Staff, ‘

7. Detectable KIIMARK dammge 1is restricted primarily to manpower, time and noney
expended in totally unfruitful sudio operstions against Soviet legals over a period
of almost three years, In the sbsence of UJDROWSY e msasure of success at least
would have besn poasible. KUBARK Frankfurt also cooperated vith UPHILL on an opera-
tion involving & net of GRU ggents in West Germany (and an attewpt to 4efect the
East Germany based Soviet case officer), and on two operations designed to provide
spotting support fer XUBANK operations against S8oviet legals, end for leeds to
legel truvelers into the Soviet Union. One operation involved an agent who gave
sl 2 to members of the Soviet Embessy, the other the ovner of
a [ 2 bureau specialising in [T 71 to the Soviet Union., In both cases Western
use of these wmechanisas was known to the Soviets from UJDROMBY prior to KUBARK in-
volvemsnt, Fioally, KHBARK Freankfurt cooperated vith UPHILL ia an sudio surveillance
of the [ I VUJDROWBY reporting on the opera-
tion vas a coutimuing KUB requirement.

8. Techniques utilised agaiust the S8oviets were in universal use in approach-
ing targets of the type. Egquipwent used, vith ocne exception, was nou-sensitive in
4hs seuse that the Soviets most likely already kmew of its existence. In the opera~
tion against the Red Chinese, KUBARK exposed its experiments with an operational aid
previously not knowa to the Soviets, the “"pipe-pusher.” Although the KGB presumably
already knev of the existence of a large XUBARK staff of technical people in Prank-
furt occupied with activities other than joint ocperations with UPHILL, they certainly
obtained through UJIRCWSY a elose impression of the KUBARK technicians involved in
the joint operations, aasd their proficienay vith the equipment they used.

9. The avenuss of operational approach to the 8oviat target iu Germany &re
reasonably predietabdle to the KB becawse of the mature of the Soviet representation,
and the inherent Soviet security ssasures universally practiced. HNevertheless, it
sust have been of considerable sssistance for the Soviets to know in depth precisely
where, hov, snd by vhom thay wvere being attacked, To the extent that Westerun at-
tempts to attack the Soviets in this area were coordinated with UPHILL (and most of
them wvere), the KiB through UJDROWSY conveniently mouitored and effectively blocked
moet attewmpts to approach their imstallations, and had abundant opportunity to -
neutralise any imsursions nearing seunsitive ground.
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10. l‘ermw, nummiwdw)hu or programs lost through UJDROWBY
can be m‘m&m Te reiterate, the tangible KUBMABK losses suffered
through liaison with UPHILL ou these ocpereticns are restricted to the aliases and
descriptions of the KNMIK effisers invelved, plus the tremendous waste of man hours
deveted to an mummmwwmm from ite ineeption,

11, Finally, not strictly s Western loss, but e definite Soviet gain 1is implicit
in the compromise of the elandestine telephons taps on the Soviet Embassy and the
Soviet Trwde Mission Wiish furusd @ part of the operstiomal program. Assuming the
XCB wvas kapt currently imferuef of the operetiomal product, the seeurity of the Soviet
installations wvos well aswed. In additien, it ean be dccumsuted with eertaimty in
one aase that the Soviste wed their Raewledge of the telephome taps to spread mis-
lesding infurwation whieh dbeaured the fact that UJEROMEY had betrayed West German
pmumlﬂm Osrtainly the Soviets must have wed the same channel
moth-rmu‘ll. '

umwmmm mmmmhmtcw Ee eu-
ginesred a series of eriséds {n KUMIK UPEILL relationships whieh resulted ia his
being briefed by KIBAIK on the status of the KIMEK effort. In July 1999, KUBARK
was forced to twrn over to UPNILL a yromising lead which, in Septembder 1999 beceme
UPHILL's first vishle pemetration of the Karlshorst target. Bubsequent KUMERK
UPHILL agresment te establish an UPKILL ease officer within the Berlin Command cow~
pound for dally consultations on the oparaticn, and on other joint plamning sgainat
the Karlsberst target, gave UJNRONBY legitimste aacess to information which gredmally
resulted in the near meutralissticn of the KIMRX effert.

13. mm-muw—awmmmmmmmcm.
sidersble, but it is wet delieved the KIB, @s & result of the ecomprowise of the
Karlshorst Coupound eperuticn thyeugh UJDROWSY, could have acquired valusble in-
.mxmmunnxmmmq. The oparstions were classic
mm;enwumhn.mmuu«uu,umnuuﬁmnw
by the Soviets thewselves, Bib iwmediate eni leng rengs objectives of the Karls-
horst opermtion eswld essily he divised by the Seviets who 4id not neesd GJTROWSY
touuth.M‘nMiwnwmumarmrubntofm
8oviet personmel ead, & ::-3 in establishing & facility through whieh
Sori;itintut:;umnh flng—tos UJDROEEY eculd have made hia most valumble
- contribution movidiag uﬁtMuthmdm 's opere-~
ticus, and with & Muy #o the Slewtiqy. of the meve wm‘wum-

§
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Jh. Although no umiqmely KUBARK operstiocnal plans, programs, and techniques
wvere exposed to the KB threwgh UJIROWEY, there remains the possibility that in
one respect a coublustion of UJBRGSY revelatioms and fallssious KGB reasouning could
mncmm-Wanum sgainst Soviet targets.
In apprising the KIS ef the opeps of KUMNRK's ecommitment sgainst the Karlshorst
Compound, snd agaiast Seviet Jagals in West Gerwacy, UJDROWSY oertainly eoutributed
to inareased Sevies ssuvensnd of the inteusity of the KIBANK effert sgaimst Seviet
installations. shread. Ochiiustiens drewn Wy the KIB eeuld eonseivadly bave resulted

in s gemeral tighteming of seswrity standards ia Seviet installatsicns throughout
the world.

1ly avwailadble to him,
t with the mechanics

routinely photographed
808 it bas besn established he
bouc\-.dﬂnmaoeu-
on to sccowplish as mach as
be had direct sccess to over
his section, amd good poten-
Growp. The mmmoreuds contained
treansunitted KUMEX CB
&8 & vehicle to extend his

in 1956. Lacking & precise record
of woat occurred there, Mmich must defer to Hesdquarters to assess say damage

caused through the briefing given him, and through his expoeure to KUBARK persocwnnel

and installations. Suffiee 1% to say, it is certain he reported thoroughly to the
K3B on his visis.




e,

Y

" Attachment to BOMA-5960k, Page 6

THE COMPROMISE OF UPHILL

18. The damage caused UPHILL and the Gerwman Govermmeut through a KUB pene-
tration at a high sceess level over a lang period of time must also be cousidered
a direct KURARK loss. Iwcubated, spawvaed and carefully nurtured by KURBARK, UPHILL
has represented & major KUBARK commitment in West Geruany for fifteen years, and
any cousideration of its secwrity and effectivenses wust realistically be viewed
accordingly.

19. The UPHILL CR erganisstion never had a single success worthy of msatioun,
Altuough this was due in part to inccwpetence, the primary reepousidility from 1953
on wvas directly due to UJDROWEY, His tentacles extended ocutward from CE to embrace
much of the rest of the UPKILL erganimtiocn in Jermmay, most notebly Positive Opere~
tions, Political Collectiou, Seurve Centrol, the Ceutral Index, and large segments
of the field organimaticn inalwiing the Boun and Berlin lisiscu staffs. Whereas
the average UPHILL officer of UJIRGNY ‘s level and position would have s wore re-
stricted viev of the tetality of UPHILL astivity, UJDROWSY 4deliberstely, methodically,
indsed brasenly, exteaded his aseess 40 the point where one can only Wonder how he
was able to got sway with it, UFEIIL rules of compartmsntation being what they are.
In addition, his i{ufiltratiean of largs segments of the rest of the Germmn Govermment

can only lead to the conclusion this fremetic sctivity was for the KGB, not for
UPHILL. .

20. Paced vith evidence that UJDROWBY comprowised almost everything he deemed
importaat, restricted in his sctivity oaly by time and physical limitations, the
compromise factor must de viewed in terms of his extensive access, and in face of
firm evidence he ocousistently pessed to the KUB voluminous materisal om Minox film
and magnetic tapes, by S/ letters, and orally at perscnal meetings.

21. The compromise of the Western offensive and defensive CE effort against
the major Soviet targets in Germany hes been described ealsevhere., UJDBOMSY also
inforwed the KO3 of UFNILL CR operatiocus against the Satellite nations, ineluding
East Germany. The degree of campromiee in these areas has not yet been deterwined,
but 1t is bdelieved exteunsive., It 18 sufficient to say that the entire UPHILL CR

effort has been motable for its complete lack of success, and that in large pert
this oust have been due to the astivities of UJDROWSY,

22, The identities of UPFHILL staff perscunel, their positions, movements, and
sddresses vere extensively reported to the KiB by UJDROWSY, who also was always
quick to respond to KGB ingquiries om specific UPHILL officers. Although not possible
to estimate the mumber ef those compromised, it is likely that fev, if amy, key
persounel in headquarters aad in the field escaped his attenticn, and that the com-
prouise is extensive and universal - eighty per cent =might ba a safe estimate.

23. UJDROMBY was in a positiocn te compromise to the XGB all East Gerwman sources
of the UPHILL PMositive Oparstioms Group. He had in his possession an UPHILL Optik,
a schematic prepared by the Source Coutrol Group indicating on an intricete chart
the location and activity of all UPHILL egeuts in Best Germany., Cowbining the Optik
vith the UPHILL reference and address files to vhich he had direct access, he could
collect data eusdling the Soviets to i1deutify the agente. Although UJDROWEY had mo
access to the UPNILL ageut card files, his perscuval notes indicate he and the
Soviets knev how $0 distinguish eards referring to sgeuts in the general reference

index and address f1les, and it 1s asswmed he prodedbly ws systematically locsting
sane ,
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24. There is substantial evidence, including )-.rtnl self-edmission, that
UJDROWSY 4id exteunsive checking of the UPEILL Index and files far the XUB. The
dsmage potential inherent in this situation is ebvious, but camuet be assessed.

BTy

25. Comprowise suffered Wy other UPHILL elements is aot as readily definable,
but be was rather widely cousulted, wost notebly Wy the Political Colleatiocu Group,
and occssiomally by UFILITY, who in at least ooe instance sought his sdvice and as-
sistance on an oparation he perscually directed and considered sensitive., In sddi-
tion to his other &uties, UGJDROMSY was tha UPHILL offiocer responsible for consulting
vith wembers of the DIV and 3 en security eases involving the Federal Ministries,
and as such and of wseessity was required %0 eonsult with the hierwrchy of his own
organization. Rmmisatien of his eperuting msthols leads to the eomelusiom very
little «mwmuwnm, although this coverage
io mmny cuu probebly was spetty.
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26. UJDROMSY had official aceess to the BfV, all of the LfVs, sand to the SG.
The total compromise of the BIV dafensive effort against the Soviet target has been
ortlined elsewhere, In edditiem, bhe systematieally photographed for the KBB the
BfV produst, including the ustithly reperts, and the reports on Monitoring of Ageat
Radio Activities. Takiang full sdventege of his many official contects in the BIV,
he used his periodia visits to the BLY to gather operatiomal informmtion outside of
his legitimate sphere of imterest., Iun this ru)oct, & good example of the brazen
axtreme to which he would go is to be found in the fact he carried a tape recorder
on his BfV visits, sod sclicited from his BfV contects the opportunity to record

mamﬁnyd@t”t&uﬁb«mi ‘varioua sections of UPHILL. He af-
forded the LIV Bawvaria like treatmsnt, and t0 & certain extent probably gathered
informmtion from the remainder of the LIV complex.

gy b

S Y
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OTHER CONSIDERATICHS

2]. The 8Soviets, through UJDRGHEY, suast have compiled throughout the years s 3
couprehensive body of information ou KUEREX and Gerwan intelligence and security
persounel, on their erganisstions, installstions, wodus operundi and targets, and
on the mechanies of their inter-relatisnships. ZEven sssuming they bave other pene-
trations in the Gerwma intelligence snd security commmity, the Soviets over a per-
iod of eleven years c¢could have obtained through this ageat alose enough interesting
and scourats 1munuﬂ~hammmwmtwmm
German espiouage activity hased in Vest Germany and Vest Berlin. That they have not
doue so during the aime mounths 4bat have elapsed since UJDROWEY's arrest probably
maans they will wait for am apprepriate mceent vhen, for one reasomn or another, it

vill no longer be necesssry for them t0 protect UJDROWBY, This most likely will mot

happen until sometime after his trial and couviction, which probably will not take
place before the spring of 1963,

e
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28. A good emmmple of material doubtless in Soviet possession, and having
excellent psychological warfare potemtisl is to de found in UJDROMBY 's UPHILL
files ou IKDEX operaticas. These ocontain dstalled reporting ou all couferences,
agreements and weasures taken by UPHILL and the Western intelligeoee services ou the
ote hand, sod by the respeasible Federal egeuncies and their subordinate units oa
the other, regarding the mather of ¢landestine talaphone tapping of Soviet installs-
tions in Weet Gexwany. The files eutlime in detailed documentary fora the mechan-
isu UPHILL used to realise its ebjestives - cbjectives undertaken on direct order of
the Federal Goverumeut, end effected in seeret eosperation with high governmeutal
officisls, govermmental ageusies, aad with allied intelligence serviees, wost
notably KUBMARK, UJDRCHEY has aduitted the KIB had a particular interest in the
cooperstion of the West Gerwan and allied intelligence services with the various
Federal offices. Although he has not admitted passing this material to the KGB, it
is unimagiveble that be 414 not &0 so.

THE DOCUMENTATION

29. The major documentary sourees for this oarrative aret
a. The German and KIMAEK interrogations of UJDROWSY,

b. UPHILL's study of their own losses. Those items bearing on KUBARK
operations and security are being given to us piecemssl as they are completed by
the UPHILL damage staff, Some of the material already has been forwarded to head-
quartars and other KUBARK eddresseess. Other material in our possession will de
forwarded in the near fwture, mov that the field phase of the damage assessment has
been completed. Hereafter, the produst of UPHILL deamage staff research vill be
sent forward as it is received. Ve dewbt UPHILL will prepare & final damage narra-
tive, and if tbey 4o, doubt even more that KUBMARK will receive a copy.

- ¢. Hard fact and impressicas gained from the detailed and painstaking study
by L —J  with the sssistance of other members of the Munich Liaison
Staff, of pertiment field files, culminating in the productiom of 14,000 individual
items of possible compromise.

4. Dammge narrstives prepared by Berlin and Frankfurt Operstions Bases.
A WORD ABOUT UJDRUM |

30. No mention of UJIRUM wvas mede in this paper for the sake of simplicity,
and because his role, although not minor, certainly was secondary. However, he
wvas a KGB pesnetration of UPHILL even louger than UJDROWSY, was UPEILL's leeding
surveillance expart, and ws vorking ic UPHILL's major CE field base for the past
five years., He was in a position to report to the KGB cousidereble CI and opera-
tional informatien supplemsating tbat provided by UJDROWSY. He nicely rounded out
the team that effectively provided the KGB with almost full coverage om UPHILL's
CI and CE astivities, not to msuticn the coasideradle insight provided on other
UPHILL operational sstivities. ‘
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Nome, for your iaferwatiea. SY QUALIFIED HQ. DESK OWLY
KEFIRERCES)

EGQA-17657, 22 My 1968

1. To satisfy the vt of e requirensat levied in referemoce, we are
attaching te this dispatoh a BUB damage eempilatien prepared by (- A
during her recemt TDY ia Barlin. Wkile the attachmant 1z net marrative in atyle,
we balieve that me other forwat weuld se grephically detail the sum and substance
of BOB's sctusl lesses resulting frem the UJDROWSY compromise.

2. The min problam eonfrenting an amalyst attemptiang to cempile a listing
of definitely or prebably esmpremised J agents, 1s the quesation of how much
time UWIROMSY can have had to trece ARMIIUS amplaeyees on behalf of the XOB. Until
we have evidence to the esmtrary, we feel that it must be assumed that (a) the very
fact of their empleymwnt 1A or s0esss te the ADIIIUS complex autosmtiecsally made all
- D of interest to the Seviets; (b) that the Soviets would have taken
advantage of WIROMEY's acessa %0 request routime treces om all — 2 and (a)
that suah traocing My WIROMSY weuld have compremised all of those - -2 who
were treced with UMIILL -- ineluding these who were traced with UPHXLL before KUBARK
and UFRILL decided em jedintly sperating against ARNIIDUS.

3. Although cur lesses in terws of tangible assets and teelmiques are
oconsiderable, we doubt whether the XEB, as the result of the ocompromise of the
AENIIUS operation via UWIDROMSY, esuld have aoquired valuable insight into overall
KUBARK pregremming and plasaing. The operetions rvn against ARMIIUS were classic
in all respects. The appreach was one that bas stoed the test of time and that has
been used extensively by the Seviets themselves. Trus, we relied te a large extent
on refugees for owr leads Wt ia ether parts of the woerld such individuals would
simply be referred to as "eemtacts with former socecess to a Sotiet installaticn.” The!
fact that BOB enjeyed a greater msssure of ocsatrel over its lead producers is a .
politieal fact of 1life which the Seviets would surely have understood evea without
the serviess of UIIROMBY. The immediate and leng-range objectives of AENIIUS could
also be easily divined Wy the Seviets; and again they did not need UWJDROWSY to tell
them that we were primarily isterested in ¢
personnel and, simultanecusly, in establishing a
intentions esuld be menitered. In the AEMIDUS fi
valuable centrilutien bWy previdiag the
operations and with a kay %
the target. '

e
4. Thewe is, hovever, e

world-wide DEBANK opesations against Seviet targeta. In apprising the KEB of the
scope of KNBARK's ecsmmt t(nm«mrm:m)wzm,
UJDRAOHSY eould mat help et ineresse Soviet ssmrencss ~

Soviet imstallations abread are bedng worked on. If, the KOB may have reasamed, so

APPW:_L C

tributien . Attastment:
mz—n.‘vﬂ.«na mt—po-uumm
2 - KB, %/1 oo att [
2-008,wlosatt o rea ji""ﬁ"
. ..ﬂ M,ﬁi‘;: | -




s B o s SR RN Ve S e

. TR T ey ——— .
‘ e A ————————
P ./Cl STHDOL AND B0,
CONTINUATION OF R

DISPATCH SECRET / RYMAT nEn-7 3008

mch effort is hedng expended en eporutions againat an imstallatien in a relatively

, 40 OveRn mere against installatiens im areas not
Suehy dedmstion en the part of the KOB ocould ocemeceivably have
tightening

; of the seourity stendards ia Soviet imstallatiems
throughout the werld, therely ineressiag the .
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I.

ATTACIMENT TO EGBA-T3024

GIDAMEY dlrect throwgh (. I < 7 eperatiem,
C a3 < 3 c. =22 2 3 Curreatly used
for 1ow-level refugee debriefings.

UJTROMBY direst, [ s I | L 3

< 1 1€ be is te be comsidered hestile comtrolled.
C_ -3 met there onoe in April 1959. OCurrently used
fer low-level refugee dobwriefings.

C ) Af his memery is geod. He tipped as being eof

P8 interest % I8 late 1958 to UPHILLANDROMSY. Met

froequamtly in his early eareer as a BOB agent in 1957 in FIKLD.
was there alse im 1958, dut it is questicnable '

M

) operation. UIROMSY took ever the ( ) files
in Oetedar 1960 and frem the reports cculd have learmed ef
142 losatien. (Terminmated).




SAPERGUARS (oemtinued)

CAKE ¢ ) operation. (Terminated).

Others briefly mem to ( ) ¢ 7

STORE ¢ ) wet there once. (Terminated). -
SLAUGHTER ( ) met there once. (Reassigned to MIG).

WHEEL ( ) wet there twice in 1957. (Currently in use)

IOTA (. )  met thare three times late 57 and early 58.
(mt“).

W was briefed to the effect that we employed
our agant mestings and that safehsuse keepers were
used whe Bormally resided en the preaises.
DESTALIATIONS
1.
2. GBORO's offies lecated inside the BC Campound.,
3. Thare is, of esurse, the poasibility that UJDRGWSY may have spotted
one of the liaisen offiocers caming in or out of the BOB office
at ome of the times when he wes inaide the BC Compound. This can
net, bawever, bs verified by any info available (n current files.

III. ACONGUOATION ADIRESSY

¥

;
-
|
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Co
(Assigned 0 () ( ) ( ) C )
-]
L |
(Canceliled)
'A,[‘ J
(Assigned te () ( >
(Cancelled) '
t The acoommedation addresses above currently in use have been
appropriately.
IV. BOB SIAPFERS (Past and Present)
C ) - UJDRGESY direct
g ) - UJOROMSY direct
) ~ UDROWSY direct
( ) - UJDROWSY direot
C g -~ UJDROWSY direct
¢ « to @BORO - pesaibly indirect then to UJDROWSY
C ) « UJDROMSY direct
L ) « anly in first name to €BORG -~ probably passed om
to UJIROMSY, and UJIROKSY ocould have called for
her when he was here TDY during early August 1960.
C ) - trus neme t0 GBORG and poasibly to GJOROWSY
C ) - true nsme to €BOMQ and possibly to BJIROMSY

Others threugh cempremised csses: (1.e. ones in which UJTROMSY known or
- highly suspected to have sampromised the

agent)

~NT
\—

/\/\
(g




. ATt — s

vi.

Others threugh ecmpremised cases: (oontimied)

)

C
C ) = believed campromised under ops alias (unknosn which one
he used) thru liaison with UPHILL on CARECOVER case.

Coomo and WIUTIER operutors:
¢ )

)

)

)

(
(L
( )

T4 5196 OBORG Mmew number, . 3 (Currently in use, will »e
terminated) .

5325 Qivem te WIRONSY., (No fur~ther ops use contemplated),

619 | ) ¢ ) < ) y ¢ )
(currently in use).

6391 OBONG'a BOB switchboard mumber, known directly to UJDRAOWSY.
(Te be sancelled).

6453 @BURG's effioce phone in the BC Compound. Known to UJOROWSY .
(Cancelled).

6613 BOB admin number given te @BORG for contaacting Lapolla and
Oplaski in an emergency. Probably known to UWJIROMBY. (To be
m‘).u”)o .

6278 Known to WDROWSY, (Not currently assigned. Will be tarminates).

6321 Number issued C )y (C D wno may well be under nogtile
eonitrol, and also CARECOVER ocase where 1t went direct to
UJDROWSY. (Curremtly in use).




TELAPHONE NUMBERS (oontinued)

! 8 1378 Oplaski hems telephons number in possession of OBCRG.

; May have come to UJDROWSY's persanal atteation also.

1 VII. OPS LICENSE PIATE WUNGNRS (Comsent; This is not complete since many
ease officers did not note down the number of
the vehicle they were driving.)

B oy - C ) Opel

B M - ( )

B w7s8 - ( )

B AZTY - ( ) v Taurs

B 63 - ( ) Tauma - he is etill using this number which
alewn thru . ( ) operation and probably
alse ( D)

Ones knowm or believed destragpd: (All imodt.ommrhh backstopped
' QAr.

Both on GBORG's Pargwerd

Pow ww
FRE KB
TR 3%

All fer GRORG's W and destroyed Deeember 1961

:

S¥ cutgeing carbem F10886

antulpuc:%g
)}
(The adeve all fssued V¢ GAGKY-4 (ABOONEEL-39)

Note: There are two BOB 2-way ¥W/T sets inside East Berlin which were
tssued &« C ) an ( ) eand oached for emargency
purpoees in the vicinity of their sum er gottages. There is no
evidence to date that either of these haa been compromised by
UJTROWSY s0 the sets cammot be listed on this tally.

2

INTELLIGENCE REPORTS

All went either directly to UJIROWSY or he had easy access to them.
All were based om info received fram( ) aources - ani (

) and comprised cur infe especially during 1958-1959 and again in 1961
of indications of Soviet moves and actions within East Berlin.

1958 6
1959 7
1960 22
1961 2)

TOTAL 76




X.  DOB FILE JATERIAL

It is imposaible to estimate the vast number of traces furnished to
UPHILL which sould have ocame t0 the direot attention of USDROWSY.
Inmmerable anes were passed in eonneotion with the ( ) (UPHIIL'a
C D) oase whare UPHILL source's info was either confirmed or correctec
when in errer. Te this must then be added the volumes ef the UPHILL
Karlshorst study whioch were trsced through our files and sgain the info eith:
confirmed or oorrected where in error. Little of this lends itself to the
dameage ingut aheet. Where poeaidle and valuable it was inputed.

XI. MO AND TANGETS

Since UJUNOESY was peracnally driefed om BOB targets of interest in
Karlshorst, he ani the KIB were rather thoroughly aware from mid-July 1959
on of what we intended and hoped to accoaplish in that field. The zize of
the ARNIDUS staff was oompromised to him, ths method of operation for the
BOB switohboard, certain MO principles employed and eventually the X348

prodbably became aware of all of the officers who worked on the ARNIIUS
target. .

XII. AGENTS DEFDIIFELY TIPYED JO UJIROMSY

Identified early 1959. Was already out in West GCermany.

c ) Identified as BOB agent Septeaber 1960. Arrested 2C July
1961. .

C ) ) Identified as BOB agent 1 March 1961.

¢ ,

C ) . Identified as BOB sgent July 1959. Allowed te remsin by
KOB, acceas %0 info steadily dlocked. Refugeed Octover 19090
and resettled in West Berlin.

C ) Traced her November 1959 indlcating ops interest. Admitted
September/October 1961 she was our agent ~ by then she had
oonfessed to having been run into us by the Mf3.

C ) BOB ope intereat tipped to UPHILL MNovember 1958. Agent':
actions especially during 1960/61 led us to telleve thare

" was 8 good chance he was a double.
( ) Tipped direotly when notified UPLILL in April 1561 we
C

would sake aur approach to her in June.



C ). Through indicating ops interest in ( ) who
C ) breught us in oonteoct with him,
C ) UJDACMSY may have beeome aware over the years that she was

a fermer agant of eurs. Sinee resettled (circa early 1958)

in Yest Germany.
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REF: EOOA-17657, 22 May 1962

1. FOB liaison with UPHIIL units on an operational basis was commenced
and formalized in Jume 1959. The purpose of establishing this liaison relation-
ship was primarily to obtain UPHILL support in mounting sudio opsrations against
Soviet legals living in the Boom area, In prestise this operational liaison
developed into a relationship with one UPHILL offiser belonging to its
Dienststelle 24 in PFrankfurt/M, ODORN, and the so-called Index 3taff in Koeln
as representsd by a total of seven of its staff employees, In addition, knottier
problems calling for polisy deeisions or UPHILL serviocea not within the competense
of Dienststelle 24 or the Index Staff were discussed directly on an ad hoe basis
with UWDROWSY, Such meetings between UJDROWSY and FOB offieers took plase in
one of three plases: in Munieh as sponsored by MIB, in Prankfurt at a XUBARK
safehouse located at Wissemam J7, at varicus pudblie safes or restaurents in the
Born=Koeln arees, '

2. The pericd of this opsretional 1liaison activity between FOB amd UPHILL
lasted from June 1959 threugh October 1961, Co-operstion with 6DORN of the
UPHILL's Dienststelle 23 in Praakf*t was almost exolusively on matters pertain-
ing to the CARECOVER Opsratien, thich involved a net of GRU agemts operating in
the Fedrep, Monitering this opsration beceme a2 liaison nightmare in that
certain portions of this net came to the atteation of the LfV Rheinland~Pfals,
the LfV Heseen, the BIV, the MDD, KUBARK and US Military intelligemse organi-~
L zatioms, KUBARK ultimately aseepted and performed the rele of semior esoordinator
for this opsration until 1its executive roll-up during the early fall of 1960.

3. Later KUBARK alse made an attempt t0 defest the GRU offieer who had
been responsible for ruming the agent net in the Fedrep amd had been deing
this with wanten disregard for aseepted clandestine operetional primsiples, This
L approsch insluded a $50,000 eash offer to the GRU offieer if he would defest to
XUBARK, The fast that XUBARK eonsidered sush a defection to have so high a
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cash valus was astounding to the UPHILL eoffilsers invelved, ¢DORN and UJDROWSY,
Since XUBARK's willingnesa to offer sush a cash reward was indicative of its
policy towards Soviet intelligemse perscmalities, u:*. polioy aertainly became
known to the RIS through UJDROWSY. As stated KUBARK's maih role in the N
CARECOVER operation was, however, primarily that of sealor coordinator among

the services invelved, This fast plus the degree to which XUBARK was sucecess~
fully able to perform this funstion is also kmown to the RIS through UJDROWSY.

4, Ve 4o not feel that other noteworthy indisations of XUBARK modus
operandi, capabilitiss, or plans were bdetrsyed to the RIS through XUBARK liaison
with UPHILL's Dienststelle 28, One must bear in mind that the CARECOVER operation,
1f one disregards the access it offered to a seemingly vulneranle RIS officer,
basically consisted of extremely low-level agents. Their handling 414 not
require the use of opsrational procedures not alreedy well known to the intel-
ligence ccmmmity-=both East and West,

5« As we have said, dealings with the UPHILL Index Staff loeated in Xoeln
were established to fasilitate sudic operations against Soviets residing in
the Federal Republis and comsemtrated in the Bomn area, Efforts aimed at
initiating these opsrations resulted in the expsnditure of a great amount of
man hours of both KUBARK and UPHILL case offieer time, None of the opsrationas
attempted produced intelligemse, operational or otherwise, of any value,
mpmmmu‘mm!‘cmmofm In these audio operations
UPHILL supplied operetional support in terms of obtaining listening posts,
providing mmveillamse, physisal dessriptions of the targets, eto. XUPARK's
contribution, without exseption, sonsisted of providing techmicians and equip-
ment for the sudio installatiom itself, We are assured by MKTOPAZ that ome
mist assume the RIS was already ssmre of the existamse of all the audio equip~
ment used in KUBARK operatiens aceemplished jointly with the UPHILL Index Staff.
from these opsratiens the RIS weuld bave learmed through UJDRONSY the stress
KUBARK places on sush operatiocns in relatively "eomtrolled” Westerwm areas of
operatiens. The RIS weuld aleo have developed some respssct for the diffisulties
encountered by a Western IS operating in a demoeratic opsrational setting.

6. Prom a techmisal equipmenmt point of view, we ean assume that the RIS
learned little new about AIS teshmiques through UJDROWSY., It would have learned,
however, that KUBARK has a large staff of technical people statiomed in Frankfurt,
presumalbly ceeupied with astivities other than joint operatioms with UPHILL, We
camnot imagine what further insight the RIS might have obtained into KUBARK plans,
cabilities or opsratismal assets thwough POB lisison with the UPHILL Index Staff,
assuming the XUMARK psrecmmel imvolved restristed their ceaversation with UPHILL
Staff members to the opsrational business at hand,

7. KB also cosperated with the UFHILL Index Staff on an opsration dirested
at C ) legals in the Besm area, This opsration by virtue of the
difficulties in cbtaining a suitable listeaing post for it ultimately involved
the ( D anmd ( ) snd resulted in wntold liaison and coordinatiocn
diffisulties. Again in this opsyvation UFHILL supplied opsretional support whilée

grea mnamumumwnmmmnmt
. * 18 felt the RIS ceuld have gained little

mtmm-a“mmnxomwwmmmmna
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9« In addition to audio opsraticns, FOB dealt with the UPHILL Index Staff

on several operetions designed to mmovide spotting support for KUBARK operations
against Soviet legals in the Pedrep and for leads to legal travelers into the

10. ) opsretien imwvolved a singleton agent in contact with certain
members of the Soviet Embassy threugh giving them ( )
) was alse employed by UPHILL and reseiving a
salary from both organisations, Obvieusly the agent was blown to the RIS via
UJDROWSY beafore the FOB~UFHILL negotiations on final disposition of the case,

11, The ) opsration imwelved a singleton agent ruming a

) specialising in ( )} te the Soviet Union. KUBARK again dissovered that
agent was also in eomtast with UFHILL and reeeiving dual salary. The case
ocordinated with the result that UFNIIL was t0 eentinmus to run the agemt
supply FOB with the "take”, eemsisting of information on individuals intend-
to go to the Soviet Union using the servises o, C )  Again

) as a spotting meshanism was nown to the RIS from
POR/UPHILL 1iaison on this sudject.

s To the extemt that Western attempts to attack the Soviet
target in the Fedrep were coordimeted with UPHILI, the RIS through UJDROWSY
could conveniently monitor and effestively bloek most of these attempts to
approach their installations and, of course, easily neutralisze them as soon as
the attempt seemsd to De approashing sensitive ground., It is felt, however,
that becanse of the matuxe of the Soviet offieial representation in the PFedrep
and the imherent seowrity msaswes prestised by the Sovieta, the avenues of
operational sppreash are reascmably predistable to the RIS, We suggest that
RIS predistions as t0 {he gemsrul mature of KUBARK endeavors and plans

SY's

13, Examination of the limited mmber of contast reports still availadble on
FOR/UPHILL case offiser centasts fream the periecd in question reveals that the
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Refs: A. EGOA=17657, 22 May 1962
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1. Reference B gives a genersl summary of estimated damage suffered
by Frankfurt Base as a result of the KGB penetration of the BND, UJDROWSY.
We felt that it might be useful to digcuss in a bit more detail the effect
of the UJDROWSY penetration on POB operationa targeted against Soviet per-
sonnel station in the German Pederal Republic, This particular aspect
should be examined mowe closely in order better to plan for the future,

2. KGB Knowl of XUBARK Background Information on Soviet Target
Personalities:

a. The majority of positive identifications of Soviet intelligence
officers available to Prankfurt Base from XKUBARK files originated with
Soviet defectors; the next largest ocontributor to this fleld of information
was PJNOCTURE; the smallest proportion originates with unilateral operations.
It has been the practice in liaison with the BND for KUBARK to provide
identification of Soviet persomnel, stationed in or visiting the Federal
Republic, as intelligence offiocers on the basis of defector reports and
FJILOCTURE information. The BND has prepared a Handbook of Soviet Officials
B in the German Federal Republic which is revised regularly so that it pre-
sents a cauarrent listing of BMD information on the individual Soviet officials.
The BND Handbook would appear to contain all information passed to the BND
by KUBARK.

b. In view of UJDROWSY's intimate conneotion with BND Soviet
operations and his statement that he photographed every document of any
interest for the KOB, we have to assume that the BND Handbook of Soviet
Personalities in the Pederal Republic and any changes or additions to it
were passed to the KIB on a continuing basis. UJDROWSY has not admitted
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to having identified the infarmation originating with KUBARK as such, but
the KGB would have little diffieulty guessing the souroe in the case of
C ) and () or PJNOCIURNE. The XOB is tnen aware of two funda-
mental factors in KUBARK opetations against the Soviet target in West
Germany: a) KIBARK intelligence on Soviet personalities originates to
a large extent with defectors and previocusly with PIJNOCTURNE, and b) the
KUBARK intelligsnee {s shared with the BND and probably with other Gerwman
services such as the BV,

o. The leads obiained by FOB from UJTROVER and the audio oper-
ations directed against Soviet installations may well have been worthless
at the outeet due to Soviet g assumption that all individuals having
more o less eontimuing Soviet officials would have been pre-
vicusly recruited by the West Getwman services and that all telephones are
wmonitored. It should be noted, nsverthelees, that the XiB was given irre-
futable evidense that not ocaly do the VWest German services use these methods
but, of grester significsnee, they are aided and abetted by the AIS.
Purthermore, the XIS was given an opporrtanity to obeerve a
operational interests between the BD and XJBARK erising from the fast
that both serviess had aceees % UWIROVIR material. A pertinent example
1s the case o1 ( ) | a rather smbiguous  ( )
the Soviet Embasay and Trede Mission. At one period ¢ ) was receiv
ing salaries from both the B and XUBARK., We have to assume that the XOB
noted with interest the ercvesing of operatonal wirea between the BND and
KUBARK and were interested in learning which service had priority in ex-
ploiting operational leads originating with the UJDROVER material. (The
BND enjoyed the dibioms privilege of retaining the full services of D)

d. The above is a very trief review of the type of XUBARK inforwe-

a. An approash to a Soviet target perecmality was planned based
the intelliganse obtained froa a defestor, as deseribed above briefly.
the Gerwman Pederal Republic sueh an spproach and most attempted peve-
trations of the Soviet target wonld have been coordinated with the EXD

and/or the BV until the end of 1960, when POBR‘'s policy on cooperation with
these serviess was modified as a yesult of the ( ) inforwmation eon=
cerning a XiB penetration of D, '

the
of earlier POB plamning illustrative of XUBARK
operetional methods, was ths propoeed approach to Vaseiliy Romanovieh
SITNIKOV in March 1959. 7o recapitulate briefly, SITNIXKOV was identified
by ( ) at the time of the latter's defection in Viemna in Pebruary
1954, as the chief of the U.S./England Section of the KGB Rezidentura in
in Viesma about two years as of 1954. In Jamary
1959 1t was learned from a BLY list of Soviets requesting German visas that
SITNIKOV was being assigned teo the Soviet Bmbasay in Boam. The information
about %o menthe befere the publication of the Life magazine
C ) wsshbeequent book. Cosrdinated for
an appreach to SITWIKOV, either to induce a defection or to offer harrass-
ment, was undertaken between ths Prankfurt Base and Headquarters. Both
West Cerwman services, the BND and the BLV, were involved in the plamning

and UJDRONEY, as the BID repressstative, 1pated in most of the o~
ferences. The proposed appresch %0 SITNIXOV was cencelled because the
opinion in Headguarters was that the propaganda value of C D)
Fomm PREVIONS IDITION. . CLASRRCATION PASE o
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articles and book wamld be reduesd if the XiB deeided to exploit the
approach to SITNIXOV as a prepagande ocoumter-msasure, ¥We sast assume
for the record that the XiB, via UJIROWSY, was ocurrently inforwed of all
that the new the initial targeting was besed on defector
information; that the knew both West Cerman servioces were involved and
" what role wis to be plaged bty eash the opera
formed of the finaneial

B
|
i::
|
E
4
£
:
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including the cere of SITNIKOV's family, eto
July 1959, having served a scant six months of his tour.

c. The case of ( ) was cited above as an example of an oper-
ational lead obtained from UJDROVER material. Although this 1s not a new
type of operational astivity, the XGB obtained evidence via UJDRONSY that
the BND was sharing with XIBARK the material from UJDROVER in the Pederal
Republic, and the XIB almost eertainly was informed that the BfY, the
BND's sister service, was not eut in on the UJDROVER product. We must
also assume that the XiB is well inforwmed on the extent of the teshniocal
assistance provided by KIBARK to both the BND and the BfV in mounting audio
operations and on the probleme arising from the rivalry between the two
West German services whish KUBARK ensountered.

d. Double agmmt opereticns, generelly, have not been shared with
the BMD. Ve mast assume, Roverthelees, that many of the emigre DA operations
which were dirested by the Mamich Opsrutions Group are mown to the BEMD.
This assmption 1s Dased on the fast that, frequently, the agent was traced
with the BND when the operetidn firet developed, or the unavoidable emigre
gossip mill brought the agent %0 the attention of the END. It is fairly
oertain that ( ) for example, was known to UJDRONSY as a KUBARK
double agent but no positive pro@f exists that A ( J another KUBARK
DA operation of long standing, was revealed to the BND as a XUBARK double

. to in Bonn as a high-
ranking diplosat. On the basis of reporting from . C ) and a phote-
graph shown ( ) CGRECHISHCHEY was identified as the KGB intelligence

directly or through C ) We must fase the possibility that the
C ) operation is also knomm to the NiB.
' 4 cepalusiens |
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UJDROMSY was a KIB penetrntion of the HBID, we have been attempting to
retuild, by means of unilateral ocpereations, reporting souroces with acoess
to the Soviet offisial ecmmmity and (hopefully) imowledge of Sovist
intelligenee opsratiens in the Pederul Republic. This is and will be a
slou proedes for two reasomst: a) the UJTRONSY experience has taught us
that we must basieally aim at unilaterel operations, even though ocoordina-
tion with loeal serviess provides certain short-cuts, and we shall oontinue
to have to work with liaigom on some aspests; b) the XGB can anticipate
many of operational msovemsnt 1f the seme pattern is followed as has

o
been in the past eight to ten years.
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TAB F

Paper Prepared by the BND for Presentation to the BUNDESGERICHTSHOF

The attached pazper was prepared by the BND for the Bundesge-
richtshof, specifically for the use of the pre-trial judge in
his interrogations of FELFE and CLEMENS. The paper presents the
history of the BND INDEX staff, outlines,the FELFE and CLEMENS
roles in betraying the activities of the staff to the KGB, and
summarizes the KIRPICHEV and PRIPOLTSKV cases, documenting how
FELFE betrayed the former and how, despite his denials, most
probably betrayed or attempted to betray the latter.

Section V, paragraphs 8 through 13, concern FELFE's attempt
in late May 1962 to smuggle out of prison, a summary of the
operations involved in tapping the telephone lines of the Soviet
Embassy and Trade Mission in West Germany.

The briefing paper goes into considerable detail in pointing
out how the Soviets, through FELFE, were not only able to protect
the security of their personnel and operations in the Federal
Republic, but were also able to a certain extent to direct the
course of the counter-intelligence effort against them often
calling the shots of the Western services.

SECRET/EYES ALONE




A*tachment to EGMA-33__ 5

I.

The Es-ablishing of and the Mission of the INIEX Staff

1. The establishment of diplomatic relations between the Pedersl Govern-
ment and the Government of the USSR on 9 September 1955, which 1n January 195€
led to the first preparstory mseasures connected vith the opening of s Soviet
“mbassy (hereafter referred to as SR), resulted within the UPHILL Headquarters
folloving lengthy preparatory studies and conferences, in the grounding on 9
Januery 1956 of the INDEX Staff. *This staff vas entrusted with working out all
‘intelligence questions srising within UPHILL with regard to 1ts miss{ion from
~he Federsl Government, resulting from the establishment of a Soviet Fmbassy in
+he Bonn area, The BfV organized an “"IRDIGO Staff”™ with a similer mission at
the same time.

2. On the baasis of pre-wvar Cerman experience with Soviet missions in
Berlin and on the besis of the experiences of other western security services
wvith Soviet missions operating in their capitol cities {t was clear that, (n
connection with the monitoring of snticipated Soviet activity in the Born ares,
it would be d1fficult in specific ceses to differentiate clearly enough between
machinations of various elements of the Soviet intelligence services on the one
hand and the "normal” political-diplomatic and commercial Soviet organs on -he
other hand to make possible e coumpletely logicel and defipitive separatior be-
tween the missions of UPHILL and the BfV. As the basic premise 1t wvaas agreed
that the security/police type d e f e n s {1 v ¢ monitorirg of the SE would fall
*0 the BIV while UPHILL, in line with its mission, vould assume responsibility
for of fensive f{nvestigative and counter intelligence activities.

3. It was to be expected (and these expectations were consequently borne
out) that the SE and the Soviet Trade Mission additionally established in 1958
(hereafter referred to ss the 8TM) would be active in the following arees of
equal interest to the BfV and UPHILL:

a) The preparation and cerrying out through the use of conspiratorial
methods of espionage, ssbotage, infiltration, confusion, and other illegsl opere-
tions in inner and forefign political, military, scientific and technical and
commercial areas as wvell as activities directed toward eastern i{mmigrents living
wvithin the BRD (here in general lie the responsibilities of the various elements
of the Soviet secret and intelligence services);

b) The overt and covert (according to Soviet terminology: o per a -
t 4{onal) cooperation with Commmnist, pro-Soviet, neutrelist, left-and-right-
radical, intellectual and other groups within the BRD wvhich are interested in
an intensification of Cermamn-Soviet contacts snd vhich ellov themselves -
vittingly or unwittingly - to be used in support of Soviet «fforts directed
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sgainst the constituted govermment of the Fedarsl Republic. Experience has
shown that the groups of persons encompassed here are vieved by the Soviets
as a reservoir of political and intelligence a gen t s and are therefore
studied carefully snd cultivated. (Here the "normal” orgsns of Seviet diplo-
macy work closely together with the intarested sgencies of the secret and
intelligence services.)

L., As might have been anticipated, the pructical necessity fer developing
the besic knowledge needed far the swuccessful monitoring of this secret sctivity
led to a satisfactory type of cesperation detween the INIEX and INDIGO Staffs
vhich was established om a case-to-cese basis and vhich wvas characterised by
the exchange of all information developed by beth staffs.

S. UPHILL staff officer CARBBAR, as Chief of the Staff "Positive Operatiouns
Against the USSR,”" took cherge of the INDEX Staff es of 9 Jenuary 1956. The
day-to-day operatioms of the staff were headed up by the representative of the
Counterintelligesnce Growp, —. 2 beth were in continueus contact with those

governmental agencies, particularly the BfY, wvhich were interested in the Soviet
Embassy.

.
UJDROVEY, UJINIM end the INIEX Steff, 1956 - 1959

1. OJDROWSY vas n o ¢t « msmber of the INIEX Staff between January 1956
and February 1959. For this resson, WWIRONSY was at first only quite generally
informed about 1its establishment, organisation and missions. KNevertheless, in
view of his position as Refereat for Operstions Againat the RIS within the
Counterintelligence Group, be hed, frem the beginning, the necessary opportuni-

ties to momitor relatively clesely the development of this undertaking due to
the similarity of missions.

2. UJDROWSY got a cloeer loek at the detailed work of the INDEX Staff
from July 1956 on vhen UJIRUNM was charged with the job of building e smsll
IRDEX sub-office iu the Cologne/Bomn area fer carrying out the operations
vhich ceme to the attentiem of the INIEX Staff.

3. © =7 vho was detailed to Cologne to aseist UJDRUM during the
summer end full of 1956, was eble t0 maka the following personal ocbservations
during this time: At that tims, WDROWSY regularly contacted TJDRUM during his
business trips to Cologne. The officiel reeson for these meetings remsined
completely uncleer; the visits had, as far as [ =3 could ascertsin, a
purely private, comrsdely chsrscter, slthough UJDRUM used them to relate to
UJDROWSY all the details of his own official INDEX activities. He did so,
according to what he tolda C 1 in order Ghat UJDROWSY, who was a "powver-
ful man within the Eesdquarters,” could open the eyes "of the ones up there”
to the practical difficulties facing UJDRUX vith his sewall TNDEX unit. From
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the discussions UJDEIM end UJDROWSY had during duty bours (and ( ) vas
privy only to these) it could be comcluded that the pair regularly met privately
after duty hours to the extent possible under the circumstances. The official
UPHILL files indleate that betweem 30 June and 17 November 1356, UJDROWSY made
seven duty trips to Bonn and Cologne. ( ) 1s of tbe opinion that prac-
ticelly all of these tripe afforded an opportunity for the indicated type of

me« ting between the two Soviet agents. ( ) could also ascertain that
UJDRIWSY vas informed vell and in deteil about the majority of INDEX matters
brought up by UJDRIM.

4, UJDRUM stated ( p 7 of the Protecol) he had betrayed to the RIS “about
half® of what he learned officially between July 1356 and the time of his being
replaced ss Chief of the INDEX Sub-unit in March 1958, If one accepts as cor-
rect this quite vegue sdmiseion, then one may conclude that with the facts pro-
vided by UJDRUM, the RIS possessed broad enough knowledge to levy well-conceived
questions on UJDROWNSY end thus had, through UJDROWSY, the possibility for deter-
mining the reasoning behind and the background of the individusl missions assignd
UJDRUM by the Munich INDEX Staff to include ultimate objectives tovard vhich he
was being directed - things vhich WIDRUM could not report to the RIS.

S. The combined treasonable asctivities of TWIDRUM and UJDROWSY in the first
INDEX epoch 1956/1958 may have taken the seme form described by UJDROWSY for
1951/1952 during his interrogation on 30 November 1961, appearing on page 71
of the interrogation report. At that time (1951/1952), UJDRUM vorked in Munich
and UJDROWSY vas s member of UJDRUM's supervisory staff in Karlsruhe., During
his business trips to Munich, TITRONESY contacted UJDRUM, discussed with UJDRUM
those cases he (UJDRUM) was working on or iknev about offi{cislly, (cases) which
UJDROWSY "1ikewise vas sble to read in Karlsruhe,” and "i{nformed UJDRUM of the
evaluation and plans” of the Karlsruhe Staff. The material assembla in this
manner -~ at least UJDBROWSY claims - was passed on to the RIS by GJDRUM. In
viev of UWDRUM's apparently limited ability for vritten reporting, one probably
does pot err in the assumption that the written text of the messages transmitted
' to the RIS in 1951/1952 stemmed from UWDROWSY and not UJDRUM.

a . . -

6. In this connection, it mmst be pointed out that during his period of
employment vith UPHILL, UJDROWSY was shamelessly curious and recognized as such,
and that with disregard for all standing security regulations and through the
fabrication of slleged or the twisting of actusl interrelatimmships between his
operations and the official duties of other departments and areas he vas able to
garner information, the access to which would normally not have been granted him.
The INDEX ares of operstions naturally furnished UDROWSY s particularly oppor-
tune point of departure for his technique of conducting operetional
118 cussions since INIEX in the first analysis attempted to monitor
“bhe activity of the RIS, (the same sctivity) with which UJDROWSY was slso en-
gaged. What knowvledge of INDEX matters UJDROWSY won in this maarer prior to
February 1959 ecan today no longer be reconstructed since the incldents were as
s rule rether fleeting, must have appeared genuine to the persons wvith whom the
discussions were held, and because vritten protocols covering the iccumerable
discussioms carried out in this manner vere not made.
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7. UPHILL staff offfcer C. ] who hesded-up the Munich INDRX Staff
and supervised the Cologne sub-¢ffice from January 1956 wmtil June 1958,

continually cowldncd about UJDROMEY's open snd concealed prying into INDEX
matters.

8. During the interrogation on M December 1961, UWIDRONSY edmitted he was
questioned by the KRIB8 on 31 August 1957 or at an earlier mseting "in vhat vays
the 1nt-1.u¢cm sctivities agaimst the Soviet ﬂucy in Rolandseck vere cerried
out.” He claimed be head been able to give m RIS "no satisfactory ansver® at
the time since he "Imev as good ss nothing.” (Protocol, p 91) In a further
statement on this subject on 12 Pebruary 1962, WIDROWEY sttempted to create
the impression that he weas sware of tha operational sctivity of UPHILL against
maxmmmmmmlgsgm. Ee explained things with the

‘and T 2 om 2T April 1962 vhereby he stated he
had "first begun to cemcern himeelf with the TNTEX Complex in 1959 or 1960."
(p 116, pers 150 of the KIUBARK report) ’

9. In these admissions aimed at pleying down the sctual facts, UIDRONSY
obviocusly amitted mention that between July 1956 and March 1958 he learned the
complete scope of the INIRX operaticnal sctivities from UJIRUM. By the same
toksn, he 414 not mention that not only in this period but also in the follow-
ing time spen - until Pebruary 1959 (vhen IWIRUM no longer had access to INIEX
{nformation) - he made considerable sttempts to gather and no doubt gathered
the very informmtion which he needed for the satisfaction of the RIS require-
ments through cleverly arranged offtcial discussions within UPETLL of the type
outlined in pareagraph 6.

10. In conclusion, it can be said in charscterizing the work of the INDEX
Staff durihg the first three years of its existemce (1956/1959), thet during
this period so-called besis material was gathered almost to exclusion: informa-
tion sbout perscmnel and prosedures with regard to organization, functiocas,
connectiens end methods of eperetien of deth Seviet installations, (facts)
vhich are essemticl for these whose mission it is to datect threads of seacret
intelligenes activity couspiraterily embeddsd within the broed streem of offi-
cial snd innocuous setivity and contacts. During this period, the INIRX Staff
d1d not unecover any genuins iasslligence comtacts by a functiomary of either
of the Seviet missions vhich would heve allowed UPRILL to penetrate it using
counterintelligence teclmiques (sewsthing the 3LV INDIQO Staff accemplished
several times, see sectiocn IV, below). It is, however, UPHILL's opinion that
mere knowledge of the fact that the work of the INIRX Staff wes, until 1999,
in a large sense that of ocollection and collation vhich hed not yet resulted
in an operational pemetraticn of sn intelligence operation of either of the
Soviotd.uim,motm-tmthwthns in that {t allowed tham to pexry
those sescurity and control messures mountoﬂd from the Germen side and to take
effective measures of their own.
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UJDROWSY As Chief of : Starys

1. A fundamsntel turaning-peint came on 1 March 1959 vhen UWIIROWSY, follow-
ing & brief peried of resding-ia, vas charged with operational responsibility
for the INDRX Staff. From this moment until the day of his arrest, WIROWSY had
access tog

a) All previowsly wom end concurrently developed items of {nformation
of the INDEX and INDIGO Staffs comcerning persomnel, orgsaisation, contacts, and
{llegal and lagal activities of the BB and the BTM sugmented by collaterel infor-
mation made availahle by Germen agencies end friendly services;

b) Offieial entree to all goverumental, administrative and police/
intelligence agencies of the Federel Republic as well as to non-officiel organs
vhich were interested in the SE and the ST for political, economic, cultural,
security or other grounds sad vhose odjectives, plans and decisions he had
oppertunity to learm and in part to influence;

c) Rxtemsive latitude inherent in his mission to decide vhich observa-
tional or operatiemsl prejects of UPHILL should be seized upon, cerried out,
attacksd in force er {gnored by the TNIRX outside assets of UPHILL now subordi-
nate to him.

2. The systematic expleitation of the chances offered him by the RIS )
through the *"L E N A" osse hed already brought WIDRONSY s close and absolutely “ v
officially backstopped comtact with the UPHILL Politicsl Collectior Group. It
had also affexrded him the - from case to case well grounded - entree to the
Sicherungs-Gruppe of the BEA, to the BIY and to the security persomnel within
the Poreign Office, the Pedarel Chencellors Office and the Federal Press and

Information Office as well as to the appropriate agencies of the US intelligence
services. It is alse obvieus that the INDEX area of operstions nevly assigned
UJDRONSY must have coatributed to & considerable degree tovard reactivating
previocusly established offficial contscts through nev, highly interesting topics
of discussion snd toward vimaing for him nev comtacts vithin and vithout the
Federsl Government of Germsny which were of the highest worth to his actual
employer, the KRIB.

3. The cited adwission by GJDROWSY on 4 December 1961 (pp 90
and 91 of the Protocol) makes clear that the RI8B vas con t {nuously
interested in the "Bonn relationships,” and relied particularly on him to be
informed about the “questisa of the cooperstion between UPHILL, the ASBW and
the BfV,” and of the "cooperstion of the various agencies (intended were: the
Poreign Office, the Federsl Chancellors Office, etc.) with the BfV and UPHILL,”
and to receive reperts ocomeerning “"weys in which the intelligence sctivities
sgainst the Soviet Embassy in Rolanseck would be carried out."
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L. The RIS thirst for informstion expressed here naturslly 414 not come
from abstract sttempts to win theoretical knowledge sbout the buresucratic
divisions of responsidbility in Bonn. As UJDROWSY himself statas, the ques-
tions the RIS %Fw levied upon him have a deeper meening vhich is
obviously the operational plan to use its well-placed pair
of agents, WIRIM end UJDRONSY, for, smong other things, the pramction of
the 1llegal activities of the S8oviet Bmbassy in Rolandseck and, later, the
Soviet Treda Mission in Cologne. In this respect, the alleged information
passed to the RIS by (WIDROWSY is simply as unbelievable as the alleged nafively-
phrased questions of "Alfred's”™ about organiszational truisms.

S« ™e RIS kn ¢ v that through the "LEXNA" cese and through (his)
bandling of security cases with other Federsl agencies, that the sgent WTROWSY,
bims el f, wvas involved in the “cooperstion between the various agencies.”
The RIB X n e v that WIROWSY bad much greater insight than WDRUM into the
"intelligence activities sgainst the 8R,”" end the RI8 kn e v that from 1
March 1959 on UJDRONBY as UPHILL's INTEX cese officer personally took consider-
able part in this werk, If, then, b e f or ¢ March 1, 1959 the RIS directed
questions to WIHAGMSY vhich even distantly resembled those outlined in pars-
graph 3, above, these questions could have been asked only for s concrete reason
vith regaxrd to & s peci fic caeaase. Byclaiming that he first gained
aeccess to INIEX matters from Pebruary 1959 on, WDROWBY could have successfully
avoided to that point even being asked sbout specifics.

6. 1If the KIS posed to WIDROWSY questions about "Bonn relationships” and
the organization of the effort ageinst the Soviet Embessy after 1L March 19535,
it could have been even more certain than before that WIROWSY was in the posi-
tion to and prepared to either ansver such questions immedistely from his own
knovledge or, thamks %o his officisl entree to the Bonn agency i{n question, to
make speedily tha necessary inquires and to report.

.
The TBCHEY ases

1. As particularly charscteristic of the type of operaticns for vhich the
RIS expected to wse WIDROWEY in his nev capacity ss INIEX Chief, the succesafully
executed rescue operation invelving the KIS case officer nm, vho opers-
ted in the BRD until 21 Pebruary 1961, might be cited. One éémeeit 1in
this instance for his reluctant confeasion of having arranged a rather nice
success for the RIS: Be hed, as WDIRIN stated on p 6 of the irotocol, ssked
JIDRUM sometime during 1961 to query the so-called "Alfred” ™ f everybhing vorked
out and KIRPITSCHEV got out all right,” & question which "Alfred" answered UJ-
DRUM in the affirmitive. In viev of this clearly incriminating consequence of
his owvn professional error, WIROWBY sav himself forced, on 1 February 1962, to

retract first, the false version of the XIRPITSCHEV affair given in considerable
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1961 sad sttested to subsequently.  Be then signed a

statement (pp 260-871) censerniang the KIRFITICERY case - still oomtaining
the truth more closely - 4in

pretector fora

Y lsft wansvered the KIS efficer's questsicons about details,
pexrticularly regarding the sewrce of the BIV informatiem.

1% would endsnger Ma if the Seviets

“In the KIRPITHCERV '-'M, executive sction planned. Msasures
as &iscussed pessible.”

Without dsubt - %9 ealarge upon WDRGWEY's cloaded and misleading
sceount - he reparted % the RIS vhat he Inev about the date planned for
KIRPITSCHEY °s arrest ia this ¢r a swbsequent message. At the 16 Pebruwary
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meeting mentioned above, WIROWSY learned that & formal interrogation of "Xritik"
vould be held in Munich om 21 Pebrusry by representatives of the SG of the BKA
for the purpose of preparimg the legal basis for the subsequent move planned
against KIRPITSCEEV in Nemburg. Whsther WIRONSY also learned ot the sems time
that the action would taks place on 23 Fedbruary cannot be ascerteined from the
memorandum for the files prepared by him comncerning this meeting. In any cese,
vith the date 21 Fedruary, the KIS hed & "terminus od quem": they knev that
until at least this time, they could still successfully snatch KIRPTTSCEEV out
of the arms of the Germaa pelice.

6. The exfiltratiea of KIRFTISCEEV eagineered by UJIROWSY, as far as can
be reconstructed from UPEILL files, toek the form that KIRPITSCHRV left Eemburg
the afterncon of 21 Pebruary, speat the night of 21/22 Ped in the Botel
“Gretenhof” in the immediate vicinity of the SR in Rolandseck (the possibility
cannot be excluded that this overaighting was fabricated) and - by vhich meams
cennot be determined - arrived ia Rast Derlin by early morning on 22 February.

7. This eperation vas Jrececded, sccompenied eand followed by & resh of
false informatiom 4eliberately spreed by the KIS vith the nov cleer purpose of
indirectly shielding frem peseibls suspicion UJDROWSY, the very persocu vho pre-
vented KIRPITHCEEV'e arrest. It vould exceed the scope of this presentation if
the dstails of theee clever XIS offerts vhiech wvere blanded into other cases wvere
ennumerated hare. Isclated inscidents should suffice:

s) Threugh s deception type telephone comversation (UJDROWSY betrayed
to the RIS that UPEILL tapped the telephone lines of the Soviet Missions, see
p 307 of the Prodecel), the RIS cemvinced the Germen agencies ss late as the
afterncon of 21 Pebruwary that KIRFITSCEEV weuld return to Hamburg by the evening
of 23 February from a trip upon which he wvas about to depart. UPHILL passed
this report to the BIV.

b) The statemsat which KIRPITSCEEV's vife made in Hamburg 25 Pedbruary
to the effect that her dushbend was "severely 1ll in Berlin,” vas "confirmed" by
s telepbone call from the S8 ia Bast Berlin to the ST in Cologne om 16 March,
and WDROWSY immedistely peseed % the BIV this “confirmation” vhich he got via
the telephons tap. :

¢c) On 27 February, the auployees of the Soviet Namburg office (among
vhom was en UPEILL eeures - N betrayed % the KIS by UJDRONSY) were
notified officially that y ' been stricken by ea inflamed eppendix”,
"was coafined %0 & Berlia’ kal,” ete. UJDRONSY also passed this report to
the BfV in a routise menner, although for some reason not until 13 March.

d) On 3 March, XINPTTSCEEV's wife, traveling via Rolandseck to join
her husband in East Berlin, stated in such a maaner that it would be overheard
by the UPHILL source mentioned in sud-paragraph ¢, that she had been under
surveillance in Hemburg by aa uninowa perscn whom she had also spotted pre-
viously observing her house. UJDROWSY alsc passed this RIS fashioned bit of
deception information to the BfV on 13 March.




TN R RCERET o (AN £ b2\ 4N R T g e R e e U

-9 - Attachment to BGMA-59829

‘¢) On 8 May 1981, mmnxoohmepumum, himself,
the last report to came $o UPNILL's atteation regarding the RIS afforts to shield
their agent UJDRONSY; nemely the RIS, using conspirstorial means, hed notified
"Kritic” by letter that KIRPITSCEKEV fled the PFederal Republic for security reasons
since he had been under surveillance during his last meeting with "Kritic."

8. To the ocutsider, it might seem s construection after the fact if the -
above in parsgreph 7, a) threugh c¢) - telephonic utterances of Soviet function-
aries are nov presented es RIS efforts 40 protect their agent WIROWSY indirectly
from sny suspicions poiatiag teward him. BHEowever, in this connection, s statement
should be poiated out which was made by one of WIROWSY's cue-time prison mates
in XKbblens, one Otte NENNMANE (see p 6§ of the report of his interrogatien into
his relaticuships with UJDROWSY): “It... occurs t0 ms ... that UJDROWSY once
told me that the Ruseimm secret service mav that the tslephone lines of the
Mission snd the Embesey ian the Federel Bepublic were tapped snd that the Soviet
um«mmmummum UIDRONSY told me that.”

9. Por understendsble reasens, WEROWSY hed no comment on amy of the inci-
dents ocutlined in paregrephs 5 %o 8, shove, even in his revised version of the
MWM Be esncluded his recounting of the events “after careful
consideration” with the aseertien that he had given the RIS "no tip comcerning
the BIV agent,” sinee he (this lay within the framevork of his interrogatee
tactics fellowed in other instemees) "41d not wish to betray the source” and
"also did med vish te endenger myself." m,unmoqhulychncur-
uucotm,mmwmmx '

b) m.m—twaﬂtmtmnnumu
mhyhm“ wﬂ_,!'lhlﬂ,'&thﬁnnlmtnnnof
mmuw“  then - and therefere not compowndable by -
the neming %o the RIS in Bast Deedin of su amigre residing ia Vest Germany.

10. mmmmuunmumm

s) thnIMue“Mbc forced by hu case officer to
take upon himeelf comsidareble perscmal risk in order to serve the goals of the
RIS and to frustrate the efforts of the German suthorities;

b) That GIDRONSY hed ne scruples adout sacrificipg the interests of the
Federal Republic in & cese whieh he - assuming as credible his innumerable pro-
tesutioumm-m-wpmmmobunfomdtobomy'oo
the RIS because he would have latser bed the aibility - in the face of & success-~
ful errest of KIRFTTSCHEV - to tell his (RTS) case officer that the BfV had not
informed him of tbeir iatentisens (exactly vhat he chiud to heve done in the
PRTPOLZEV case outlined in following paragraphs);




- 10 - Attachment to EGMA-59829

c) That GJDROWSY must bave betrayed to the RIS 80 msny fundamentals
and s0 many details of the INDEX complex that it was possible for the Soviet
agencies to take the dsfensive measures descrided in paragraph 13, above, (sic)
(probably paragraph 7, sbewe), in a form that, as the outcome proved, sccomplished
the desired result.

11. A second, similar affair took s completely different tack. In course
of the routine exchemge of information betwveen the INDIGO and INDEX Staffs,
UJDROWSY learned om 8 May 1961 in Cologne, as can be determined from a memoran-
dum for the record dated 16 May 1961 found in his official f{les, that the BfV
had obtained comnclusive evidensce of intelligence activities on the part of the
engineer V. A, PRIFOIZEV, & mambder of the UBSR ™ in Cologne, and held it under
control in the form of a counter espionage case with the goal of initiating
action by the exscutive authorities against PRIPOLZEY at the appropriste time.
During the course of a further discuseiom at the BIV, regarding vhich UJDROWSY
prepared a memorandum on 17 July, bhe learned that FRIPOLZEV vas active as the
RIS case officer in three ceses monitored by the BfV, and that it vas agsumed
in Cologne that be was an officer of the military intelligence service of the
USSR, the GRU,

12. UWIRONSY's sdmissiom on p 139 of the Protocol that he had "inowledge
of the plammed msssures for & long period of time prior to PRIPOILZEV's arrest”
vhich was subsequently, im fact, actually carried out om 25 August 1961, agrees
with the facts of the case. From nmmber 9 of the list of EEI's which the RIS
handed UJDROWSY in Viemns in Septamber 1961, and vhich ves siezed at the time
of his arrest oo 6 November 1961, (the pessage is repested on p 138 of the
Protocol) it is indicsted that the RIS vanted to knov, "vhy vere, for exsaple,
the preparaticns for the arrest of PRIPOLIEV not reported!™ Concerning this
question, also posed him orally, WIHROWSY claime he vas able to convince the
so~called "Alfred” "only with effort” that he had no prior kmowledge sbout the

PRIPOLZEY matter. (p 139) Also, sfter WDROWSY corrected on 1 Pebruary 1962
" bhis false version of his rols in ssving XIRPITECHREY to one somevhat more
believeable, he atill contimued t0 maintain - covered by the wiitten "reprimand”
of the RIS ~ he had not betrayed the imminent arrest of PRIPOLZEV to the Soviets.
(p 275, repeated om P 3136 snd p 369 of the Protocol.)

13. Seeing shat the arrest of PRIPOLYEV was successful in contrsst to
that of KIRPITBCHEV, one could sccept the cited statements of UJDROWSY's and
viev them as ocenfirmed (by the) fucts. In this regard, one might conclude
that UJTRONSY vas afyatd to go through sgein, as early as August, & risk simi-
lar to that he took in Pehruary and March. However, there is at leaat one
indication that GJDROWSY could also have been just as ready in this instance
to work for the KIS to the detriment of the Pederal Republic. Nemely, on 2k
August 1961, UPNILL staffer DOELLNER, responsible for counter eapionage matters
vithin the UPHILL govermmental liaison office in Bonn, telephoned Munich and
requested the dispatch of a linquist vho should support the officers of the
3icherungs Gruppe at the arrest of PRIPOLYEV scheduled for 26 August. In this
menner, UJDROWSY learned on 2h August the date for the executive actionm, (s -
date) which hed been cerefully kept secret by the BfV and the SG prior to that
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time. UJDROWSBY was “"quite indignant® sbout the conduct of the BfV with regard
to himself (according te & memorandum msde by DOELINER at that time with regard
to the telephome couversation) and declared: "Why don't they tell us samething
as important as that? And then vith such short notice!"™ Be complained to
DORLLNER that the BV hed told him vwith regard to PRIPOLIEV, "We are awvare of
i1t but ve intend no action for the present.” In this situation, it must be
vieved as completely possible that WIROWSY hed the desire but not the oppor-
tunity to varn the RIS, particularly since PRIPOLIEV's actual arrest took place
on 25 Am.t‘

1. The statemsuts WJDRONSY mede on the subject of the intercept coversge
of the telephomes of the Soviet Bmbassy and the USSR Trade Mission are scattered
over pages 298 $97307 of the Protocol. They are characterised by an enormous
leck of clarity and apparently directed teward possibly removing sltogether or
at least reducing considerably the treasonsble character of vhat he "discussed”
with the RIS ia this comnection. “Summarising” his depoeition (p 307), BIDROWSY
claimed that be had simply "c on f i rme d” to the so-called "Alfred” that
such intercept ceverags existed om bdoth Soviet miseions and hed "explained”™ to
him that they served the purpese of “determiaing the extent of the comtacts to
Germsn snd commereisl firme." (p 307)

2. According to UJIROWSY's recollection, the RIS interest in this complex,
vhich was neither large bor sven difficult to satisfy, arose ounly onc e -
vhich was. first (seid o be) “the end of 1959, (pp 30k, 306) then later "either
on 5 September 1959 in Vienna or om 13 December 1959 in West Berlin.” (p 307)
According to UJDRONSY, the se-called "Alfred” vas himeelf awvare of the "legal
question” involved in this mmeenstitutional viclation of the right of telephonic
" privacy and even charactarised this ss "completely sxpected.” He was simply

interested in the fellewiag twe points:

a) The objective of these intercepts vhich UJDROWSY described as
harmless and, in particular, met targeted sgainst Soviet citizens {something
the so-called "Alfred” allegedly found bhard to delieve.)

b) The addresees of both listening postas where the necessery techni-
cal equipment had been eet up (to which UWIIROWSY allegedly made no “precise
reply,” explaining that the intercepts were carried out "comspirstorily.®)(p 305)

3. MN.Mm-“-myumotuﬁﬁmmm the
subject of the imtercepts, "their interest was sstisfied and no further discussions

ensued subsequently.”
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b, One cem egree ia principle with UJIRONSY's deposition that the IS
viewed the tapping of the telsphomes of USER establishments in foreign countries
as completely expected. If, however, (the gquestion of) GITROWSY's sdmitted
"confirmstion” of this Seviet ssswmpticn osn be jJustifisbly evaluated as other
than tresscm, (1) dces Bt cems within UPEILL purviev (te judge). That even
the mere confirmation of such sn sssumption oan heve encrmous and not strictly
intelligmee ramificetions is shown in the single exsmple of the KI8 o p e r a-
tienal ecpleitetion of the tapped telephones touched upom in Section IV,
persgraph 7: thirough GIEROWSY, the KIS possessed certain knowledge that the
spreading MM with the help of telephone comversations
vas saa ideal nthed of hindering the attempts of the Vest Germsn sutherities

a) The EANPURE Pile in which staff officer CARSAR, vho bad been appointed
to the peat by UTILITY (see Seotiom I, peragraph 5, sbeve) had preserved all
correspondence relating to the preperstion and execution of the imtercept opera-
tion agiinet the Seviet Embesey in Rolandseck; : ,

b) The FEUNDEEERG File which browght together that saslogeus material
pertaining to the similar gperstion sgainst the Trade Mission in Cologne. In
contrast to the EARFUNR Pile, Whish for all intents and purpeses was closed, this
latter file, Which a8 of Mareh 1959 wes not yet closed since the FRUWIRERG pre-
paretions were not yet camplete, esntinued by WIROWEY snd fimally brought
to clese only en 30 Septduber 1959 Wareugh the iaitilation of the iatercept coverage.

vea
6. It 1s self-evident thet the contemte of both these files eatrusted to
the Soviet agent WIR(NSY must have been of eminent ingerest to the NIS:

@) Their operational - intelligence -
off1cial valus must be charecterited as unusually great for a service
vhich, scoording to UJDROWSY's own admission (pp 90, 91) hed a “particular
interest” ia the cocperatien of the West Germsn and allied intelligence services
with Pederal agencies end (en interest) in the intelligence activities directed
against whe USSR installstiens within the BRD: here is laid bare in concrete
documentary form the mechenism which UPETLL used to realise its objectives in
an area (of operstions) in which it vas involved - in considersble part upon the
atrect orders of the Fedarel Govermment - in secret cooperstion with kigh govern-
memtal officials, goversmental agencies snd vith allied intelligemce services.
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b) In addi{tion, and in even greater mass, &« pol i tical -
propagandistic bombshell lies buried in the information contained
in the files, (materisl) which must be viewed as perticularly vell suited for
use in "exposé”™ cempaigns against the Federal Government snd UPHILL., That
particularly this type of actien, 80 characteristic of the RIS, 1s in no way
unknown to GJDRAOHSY was admitted by WIROWSY himself - if only unwillingly and
after sdmonition - in comnection with the ARSKEWER affair in which he (p 181,
paragraph 230 of the KUBARK report) finally ceme around to stating that he had
been "pulled into"™ the "exposd sctiom.”

7. UJDROWSY hes, until nov, made no statement -~ since he has not yet been
expressly interrogated in this regard - concerning vhether he photograpbed for
the RIS all or portions of the contents of the BARPUNR and/or FRUNIBERG Files
or whether he betmayed them totally or pertislly word-for-word or in summary
fashion through verbal, written or tape recorded reports to his case officer.
Since his probebls betrayal of the status of the affairs cannot be proven, it
is to be expected that he vill deny (betrayal).

8. In comnection vith the above, it is necessary to go into the content
of the clandestine lstter C —J found in two copies on the persons of
UJDROWSY's cell mates, Otto RRIGMARN and Josef KAUPMANN on 22 May 1962 snd
turned over to the investigative aunthorities. In this remarksble document,
UJDROWSY set forth in condensed form that very information concerning the
intercept coversge of the USSR missions in Cermany vhich he allegedly 4id not
betray to the KIS and vhieh from the political-propegandistic standpoint is
decisive. There 1is ne addressed, but it appears from the statements of HERR-
MANN and KAUFMANE that the two documents - each i{dentical - were to have been
sent to WIDNOWSY's wifs, whereby it {s fully unclear at present what Frau
UJDROWSY was suppesed to have 4dome with them to fulfill UJDROWSY's wisbes in
the matter. 'The futwre course of the investigation vill indicate whether it

is possible to satisfecterily dstermine JDROWSY's motive and the sim pursued
by him in this ectica.

9. Inour opiniom it {3 conce i vabdle that WIRONSY prepared
the document for the sole purpese of influencing the investigative suthorities
by leading them toward & sort of pseudo-proof that bhe had up to that time given
a "truthful” sccoxmt of his betraysl of the telephone coversge and that omly
from his prisom cell had he undertaken to betray to the eastern services the
document’s desails. BEe may have - as judged from his perspective - considered
that he probably achieved the follbwing odjectives, namely

s) One of his fellow priscners would turn the message over to the
investigative authorities ss anticipated, or

b) His wife would hand 1t over to the pre-trial judge or an UPHILL
representative.
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10. At the same time, WIIROWSY could have been taking pains to create the
impression vith the invesiigative authorities - since the original of the type-
mmwtuun* that this first cepy - by vhatever method - was
-mmmmummmmw«nmumsmu
Embessy, s recipieat, it must be pointed out, closely involved with the centents
of the document aad tm estahlishment) vhish UJDROWSY once menticued in & coaver-
sstion vith EERNMAER (see his interrogatien of 2b May 1962, p 2) The motive in
this cese could det

a) mupofmmmmnahym involvement of the Bundes
Chancellor and the State m thus restricting the course of the imvestiga-
tion, o

b)‘AmWo{hme.

1. Puully it 1s co“tivahlo that WIDRONBY could have actually
beed succeassful in deliveriag shove mntioned - end to our knowledges not yet
located - original copy of the document imto the hands of & persom vith the meens L
to pass it cm to the RIS either directly or indirectly. In this wey, the informa- |
tion contained within the decument would be to a certain extent r e l e a s ¢ 4 '}
to them, that 18 40 say, the use of that infermation in an expoes cempaign directed |
mmtmmmmmu.mumzmnuutmms'hmumrnr. E
consequent endangering of WIRONSY's positten.

12. nmmmworﬁ-m‘nu,mumm,um'
alse d1d en p I0h of the criminel police interrogation by the way, to creste the
impressicn that he hed had immer doudt (“"hesdaches™) abous the travesty ou the

It is not -

of teshaical operations uclon coop.ra-
Mofthwnmlym_dby
m by hin aad about
el ™ ..Ifmd(i quite interestiag

s

colheud items from publicetiouns

orirumm on th- privileged secrecy of the Post and

to his swupertiors. It is not true, however, that he pre-
vay obhjections to this particuler type of UPHILL operstion in the
emt that such operetions should be cancelled because of their violation of
the Constitution or that he declared himself unwilling to perticipate in such
operstisns. MNore acourately, be defended thereby the opiniou shared by UPEILL
thet 1t was necessary % work owt a nev legal basis for this substantive question
which better protected the undenigble security interests of the country then the -~
present regnlatioms. In addition, it should be pointed cut that WDRGWSY, 1f be

§E
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vas earnastly coanvinced that he as a government official had been drawvn into
or forced to perticipats in the carrying out of {llegal and unconstitutional
undertakings, bad at say time not only the right but also the duty to at

least state to his superiors that he could not reconcile such undertakings
wvith his consecience.




