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I. PURPOST

Ao The aint of this paper is to set forth the general factors involved in
.corraunications trai ing as it pertaing to active operations. These gencral factors
include definitions, content; scope, time aad persomnel rejuirements. It is our
desire that all staff nersomel ccncerned with acent commmmications training be
advised of the general problens and practices therein.

II.  RECHTITT T PACTCRS

Ao Otiier factors permitting, ve in Communications consider an arent, or prose
nective ~rent, who is a trained radio operator as the best scurce of agent VI/T trainec,.
As yet, there is no substitute for eimerience. The inportant "expericnce” in the
recruitnent of 7/T operators is /T operatinc of any- sort.- '¢ are nost interested*in
operating wbility rather than technical ability. Allied specialized experience does,
however, have some bearing in the rceerultment of /T agent operators. TFor example,
telesraph operators, clectricians, radio technicians, cipher clerks, past or present,
f£it in this category. Assuning a civen individual is beins considered for an arent
W/T role Lut posscsses no past /T erperience, we must apply certain assessment and
aptitude tests in order to determine the advisability of training said individual in
comunicatlons. Progpective trainees without comaunicuations baclkoround will form the
larzest category of students due to availability and security factors.

III. ASSNSSWHT 0D APTITUDG TESTS

A+ The basic elements we are concerned with in assessing an individual for
coTwmnications training are:

l.. Code Aptitude - This is the primary test involved and the results
attained on the standard ARG-l code aptitude test reflect whether or not the
prospective traineets aptitude is sufficiently high to warrant further
consideration. :

2. The individual's age -~ Generilly spealdnr, the younger a raw trainee
is, the nore rapidly he can be taught. ‘

3. Languages and degrce of fluency ~ This is very imnortant to us in
overcoming language barriers and in determining the availahility of special
language instructors. Languaze is also important in the preparation of
instructional material to meet the requiroment.

L. Fducational level - Present complexities of ciphers, plans, procedures s
and equipnent require a certzin nininmal intellirence and educational level as
a requisite to successful training. :

5. General exporience and background - e are narticularly interosted in
relating past experience to the communications training progran. Does the
trainee possess past expericnce in comrunications? Does he mow arything of
ciphers? Is he a musician? Does hie have nechanical aptitudes?

B. The results of communications testing and asscssment serve as a basis for
recormending or not recowmending an individual for communic.:tions training, and permit .
us to estinmate the tine weriod involved aud the probable degree of competency vhich
can be axpected at the completion of training. The nmost important test is whether
or not an individual has code aptitude. Unless an individual has been, or is a /T

operator, this aptitude test is required in every case.

IV.  CIOARAICES RUAUTRE

A. Plamned and prospective operaitional procrams requiring comunications
training should be discussed iith a menber of the Communications Staff in the field
as soon as possible. This discussion will aid the Case Officer concerned in formula-
ting plans and requests for !lame Office approval and will alert the Cormunications,
Stafl for scheduling purposes. '

[T
A T

g Lt ‘ e R C oy

N in Y
3 ;

’ sy Ry ' Y 1
B, Local field clearance may hg grimta 'ﬁ;}fl the Arca €Gommmnigations Officer for
basic training (i.e. not involving operational equipment, ciphers, plans, procedures,
ctc.) after assessment. o intormediate nor advanced training, however, mar be under-
taken without specific lHome Office apnroval. This approval should be requested by
the Case Of7icer concerned and must be coordinated with tho Caommnications Division
at the Tlome Office.
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Co t ghould be further noted thut ssy operution involvint codes or ciphers
anst be elearad with Comrmnications Securify at the Iome O7lice.
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A. Assunins that a trainee possesses averase apiitade, intellicence, intercst,
emotional “Halance aid hiealth , we require a minimun of thrce wonths intensive and
continuous (3 hours daily, 5 consecutive days per .eel:) corwnicaiions trainins to
prepare that trainee for an active ovor..vlonal 7/T role. If tralning is non-intensive
hat reasonahly consistent, six nonths time should be plamned Cor cowmnicitions
traininc.

3, Should a civen trainee possess prior '.T/'I‘ operatin~ e:mperience, we still
stronglyy ur-e that three nonths intensive truining be nlaaned since, at the completion
of the pro~ran, the trainee will b»e rood--not sinply passable.

C. It is extrencly difficult to set forth time re mircments in the case of nme-
intensive corrmmnications training. The overall time period is obvi:usly nuch longer
than under intensive training. The variables, however, are so numerous that we profer
to treit such cases on an individual basis.

VI. INSTRUCTCR CONSIDFRATIONS

A. The Cormunications Training Staff instructors are generally committed on a
full-tine basis at any civen tirve. e nust, thercfore, fit each new trainee into the

overall schedule. S8pecific notice, w i1l in advance, of a training requirement should
be ~iven the Cormunications Section.

3, llon=-English speaiinz truinces present a languare problen of considerable
inport due to the scarcity of foreign languoge comunications instructors. The pro-
blen nyy be net in the following ways:

1. Assign a stall instructor possessing fluency in the foreign language
of the trainee to the casc when possible.

2. 1llalie use of a foreign transl.tor avallablo on a full-training time
basis. Pro*craml_,r this tra.nsl,.tor alrcady communicationg triined or to be
cozmanications trained with the trainee. This nethod is often adaptable when
foreirm group intercstis are involved.

3. MTalze use of the translation ability of a staff case oflicer on a
rcgularl scheduled hasis.

L. Trailing all else, instruct by sign language, demonstration, etd.,
aided, perhaps, L written material previously translated into the lanfuace
concernoed.

Co The most efficient training systen i‘rm a stalf point of view is that which
perrits sevpral trainees to rieet with two or more instructors at a central point, Each
individual traince or trainee ogroup is restricted to a secure room in order to prevent
contact between trainees. In this way rcasonably constant instructions to a number of
trainees can be accomplished with a mininmal instruction staff, This is true regardless
of the particular stage of training being undertalen by any individual trainee. Also
note that greater instructional efficiency rosults since instructors are shifted, thus
brealdns the monotoryy oi‘ a sincle fulletinme teacher.

D. Then traininc "mst be on a decentr:ilizod basis, intensive comrmnications
trainiig requires the constant and 3-hour daily duties of one instructor per trainee,
or croup of trainces, for a ninirmm of three nonths. Thus, the instructor nay live
in the house where the traince lives ind learns, nay cormute from nearhy quarters to
the training liouse, or nay have the trainee revort to an individual ,:I.nstructional
area, This individual systom is obviously less cconomical from an instructoretine
standpoint than the preceeding centralized amd rultiple trainec systan.

s . De -iJidle depayiures, Jdin varpg
any depzu'ture mp}.ies a lon,,er tme riod AB
alent "i/T operators, ‘ v '
*&

. F. The nost efi‘ective instructori tmc-savimg nethod is to re];r upon auoervised
seli-teaching. Thisimethod is particular arly apvlicable during basicy: internediate
comMnicatiéns training. Under this nmethod,’ the instructor lays out 'a.self-teaching
progran, briefs the trainee on its use, and checlss the traince's progress periodically.
In basic training, this method may be used with much suceess without an uhdue instruc-
tor time cor:nnitt_lent.. A sinple code teachmg device, such as the J.nstmc’ce’craph
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(a non-classified and well known piece of equinment the size of a woman's vanity box)
eifoctivelr relicves the instructor of the fullwtine instructional requirement.
Durine intormediate, advanced 2! continuing traiiing adlitional equiment may be
utilized, dependent upon individual security and cover considerations, for self
training,

Ge Any sell-tenching nethod nust, however, be auxented by intensive training
of 1linmited duration berfore it is truly eflective.

VIT. STAGH OF COLUHIC.TIONS TRALITG

Ao Dasic Commmmications Training

l, Memorization and learning of the international morse code,

2. Attainirng a code speed, through practice of receiving and sending
code, of approximately 10-12 words per minute,

3, DBasic international radio procedure (eege the call-up, fundamental
nOn sirnals, their meaning and use).

i, Ceneral nrlncmlrw of rcceiver tuning and the basm interrelationship
of ‘o:une-frequenor-powor.

3. Intermediate Cammnications Training

1., Continuation of basic communications training.
2. Continuation and amplification of the principles of radio procedurcs,
3. Actual on-the-air or simulated one~the-air receiving and two-way contacts.
L. The principle of signal plans (i.c. time=frequency-identification)
S. Equipment i‘mlllarlzamon. In the case of arent operators, familiari-
zation to be on any representative type of agent radio equipment, Such training
Yo include onerator maintenance.

6. Power and power sources: A.C, mains, wet and dry cell batteries and
nanual power {c.g. hand generator) as applicabie.

7. Antenna principles and practices.

Ce Advanced Cormmunications Trainings

l. Contimuation of intermedizte camunications training.

2. Training on final type signal plans and radio procedure..

3. Training in final t.,fpe cipher and/or code systems. :

L. Upon the attaiment of an on-the-a.lr code speed of 16 wpm, the agent
operator will be radio fingerprinted.

S. Complete briefing to include operator maintenance in the specific type
of azent radio equipment to be used on the operation.

6. The introduction of simulated or actual malfunctions in equipment,
operating principles, traffic handling, etc.

Upon the compledion of advanced training, an agent radio operator trainee will
be campletely trained to perforia his operational role.

Do Comunications Onerational Briefing

1. The delivery of operational ciphers, signal plans, crystals and, in
nost cases, equipment immediately prior to operational activation,

2. -Specific operational instructions to be riven at this time. FEach item
of naterial will be checked by the briefing officer, preferably in the presence
of tho agent, prior to issue in order to insure the campletencss of the issue.

L. Continuinz, Joint, and Refresher Training

1. If, after a trainec has completed advanced comrnmications training, he
is not to be activated owratio‘n'lll,; for a period of tinme, it is hishly advisable
to continue lils commnications training. This "continuins" training does not
necessarily introduce now subject matter, but rather is gauced to retain the
ability level in cq'mtmications pre'viou'sl;,r attained. The nost effective manner
in widch this level can be held is to have the trainec continue to operate an
on-t.‘;c;-»a:.r icna.i: plan Wﬁ?h uf Lx:,:tlnjm\, base, Aha i g e i

20 "Coﬁtmuing" tnaim.n., naywell be. mcorporau'dsmto ‘a cgavined trai
pml_,ram which follows intonsive ¢pmunic=1tn.ons Lram.ﬁlg. For example, physiq:al
coniditioning, mh) reading, parachuting, etec., may intorporate field probloms
during which: on=the-air contacts nay become an J.nteﬁ'ral part. Toliould appre-
ciate having two lhours of comunications trainins da:.]." durinu this stage of
an operation. In addition to sn-the-air contucts, code copring from the base
bl:.nd broadcast is a 1"»\1‘\11 tr'n.m.nh, alde
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many triinin-

3. In those cases when a W//T a

agent oper:tor has completed cormunications

training, but is not available for contmumb treining, it is advisable to

render periodic refresher triinine on an intensive short-termn basisa

Rapidly

tausht individuals lose their abilit“ far nore readily than a slowly trained

and long cxpericenced individual,
reneral, inlividually deternined.

The {requency of refrouacr training is, in
ell trained T/T operators who do not

practice commicaitions in their dlllj lives require one refreshier neriod

anually.

Other /T agent trainees requirc periods of from one period monthly
to two periods axmuall;'.

The time period in question will vary {rom two to

ten days, dependinec upon individual circumstunces,

TRATIITNIG SCIADULES

Ao

It is not possible to outline a training schedule for use under cach of tﬁe

situations we are confrontced with at this time.

“ie can, however, reflect

a distribution of time and content by neans of the representative dail;r outlines used
during intensive corranunications training.

an operation for purposes of mutual support 3
Corunications is intercsted in discussing ares

Ce

D.

Daily training schedule—-basic comunications training:

03300920
0930~1020

1030-1120

+1130-1220

1230-1320
1330~1420
1130-1520
1530-1620
1630-1730

Daily training

0530-0920
0930-1020
1030-1120
1130-1220
1230-1330
1330-1420

1430-1520
15301620
1630<1730

Daily tRaining s

0330«0920
0930-1020
1030-1120
1130-1220
1230-1330
1330-~11120
11,30-1520
15301620
1630-1730

llotet

During advanced training, students will particroam in day

Code Recciving

Loctm*o/dcmonstrxmon on code reception, printing
procedure, prosigns, international signals etce
per period)

Code Receiving

Code Sending

Lunch

Code Copying

Code Serding

Bquipment familiarization, principles of receivers, tuning, #ic.

Code Copying

schedule - intermediate commmications training

nethods, ,
One subject

Code Necciving

Table nets - reduced distance circuits - on~the-air operation
Equipment faomiliarization

Cipher instruction (primary system)

Lunch

Signal plan fundamentals, radio procedure, prosigns, operaw
ting signalss.

Copying blind broadcast

Code sending and copying

Cipher instruction - antenna and field expedient instruction-
elementary theory as it pertzins to practice.

chedule « advanced cormumications training

Code Copying

On-thc-air operation with °.1~n11 plan and ciphers
Cipher Instruction

Cipher Instruction « Secwrity Lectures

Lunch

On~the-air operation

Blind broadcast copying

Code Copying

Cperator's equipnent maintenance «~ correction of cormon .

malfunctions in equijment - antennae prineiples and
expedients - power source problens, etc.

and night

ficld problemns, simulating as nearly as possible the ficld conditions anticipated
in the actual operation.

OPER :TIOVAL CUNCTLIST

The. Case Officer

Ao

Consult with a ecemmunications rqprme?nﬁgti\ke during the planning stages of

3 ~_;__tion. General factors

i . 1,
N

1. Availability of proposcd tramee(s) for assessment purposes. Make
available answers to points under 7’3.1‘& ITI, if lmowm.
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2. Approzinate activation date for the proposcd operation.

3. Tasic nission of the operation.

L. Area of operation.

5. ixpected trafiic volumes on the /T circuit(s).

6. Llancuage to be usced in ciphers. Uho will prepare outgoing messages.
“ho will handle incoming nessages.

7. low nany cantacts weekly envisaged.

J. Power sources in the arca of operation. '

9. ilcans of delivering equipnent. Restrictions on size, weight, quantity.
“aterproofing required. Possibility of resupplys o

10. “hen and how do you visueI‘zc T;’/'I‘ circuit being activated?

11, Training cover and sccurity considerations.

12, Any factors involved which will affect training time availability. (e.ge
nedical care requirements, dental condition, extensive debriefings, renort ’
preparation which will detract from training availability).

Bo. Insure that communications clearances arc secured in sufficient time to meet
time deadlines propesede

C. Keep Coamrmmications advised of any cperational variations which affect +
cormunications training or Corrmnications in general.

D. Consider the inclusicn of altermate and baclup comunications chamnels of a
non-electrical nature (e.g. S%, letter boxes, couriers, etc.)

The Radio Section

By the day of

Intensive Trainings:

Aes DPrepare training simal plan w/crystals 20
B. Preparc operational signal plan(s) w/crystals 30
Cs Procure, test and pacl:t saaple of operational equiyment 60
D. Procurc, test, and pack final operational equipment 75
The Trainin~ Section
Ao Translation of Radio Cperiting Instructions 10
3. Translation of basic cipher documents 15
C. Translation of training signal plan 30
D. Translation of operational signal plan(s) L0
Be Translation of any special instructions ' L0
F. Translation of special cipher instructions 60
G. FPreparation of operational ciphers 60
e Radio Fingerprint trainece(s) 75
I. Delivery of all radio/cipher/other commmications

material to activation area 75

Cormaunications Staff - Ceneral

Ae Assure that preliminary discussions involving plamned commiinications
training are timely,. ' _

B. Assure that proper clearances arc secured for comunications training.

Ce Coordinate @orrmunications' role in the operational support of individual
project and/or program.

X.  GINERAL COTTIUTS

Ao The most time consuaing factor in V/T truining is usually the nmemorization
of the llorse Code and the attaimment of the nininun speed of 10 words per ninute. It
behooves us all to insure that this ninimum coal is attained at the earliest possible
time by making use of supervised self-instruction prelinminar; to intensive training.
Prompt and continued attention to this princinle will repay us many times. This basic
phase is also the most »s;chologically depressing period in cormunications training,
Case officers and instructors alike should malie extra efforts to "cheer on" the traince
during this phasc of training.

.. ‘Be. A successful operation is a coordirmt@eﬁ operad#ion, XEEP COORDINATED.
. LeLaw¥l o oE cod
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C. Instructions reccived from the Chiel of Copnmicziions, Ilone Office, sut
sequent to the PropRrd tion of the proccedine sections owblines in ao"xexl.u L, mreater
detnil the practices in requosting clesrances Jor training. These zres

1. Request for teaiving of apents in cormudcations sudjects wiil be
catlert by cuse oflicer concerned for action by Comnmicaticns Division, Morme
Cflice, with info for Como, Xarlsriho. Such requosts will be subnithed
onl:’ mtm‘ the basic omeration in question has :353-3;1 ooroved by the I‘oveigfx{

Division concernede

2. The above cabled requenis will
ire

desiredy e.fe. cryplogranhic, morse wode, sisnal plans, emuinmente

3e  The ope cific ?*"‘c‘;vc's’t zhove will e ansvered Dy Cornmications Divis
fforwe Of7lce, rmiving spacilic 'mp.r'*rw.u- or di"aﬁprom} by tipe of tl""l. ‘_.ng'u.
Disapproval of certzin catesoriecs of, or s Truining requested will be

accompanded b reasons Hherefor.

li- At the time thcz case ofiicerts wequesh cable is received by Commc,
Karlsrmiie, & detailed croto/technical cable will be trareitied to Dommumie
caticns Division, Tlons QLlcc by Coumo, Karlsruhe, in order that lome Office
action on training requests will be expeditod.

D.  nattached hereto are conies of twe stuirdard commmicadions revori forms.
he Repord of Commwnications Asscssment will bs rendered following comunizations
assessnent, . The Padio Training Report (in iwo ya es) will be rendered follmwing
conpletion of each training poriod in the case of stavbehind trunbes, oy monthly
in the case of achive traincos wndersoing intensive training. A third report on
coyphosraphic training will be rendered to Cormmnications Division, Tlome OCfice 2
in cryptogranhic channels as directeds

o

indicate the specific tymes of twainda,
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