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9 November 19514.

MEMORANDUM FOR: SR/COP

SUBJECT	 : Control and Compromise Indicators in Message No.
7 from CAMBARO/2

1: The subject message contains the following indicators:

a. In the overt text the date is written 22./X.54.g.
in order to show freedom from control.

b. The covert message is signed "ARTUR" misspelled
correctly in order to show freedom from control.

c. The period after "NR" in the covert text is omitted
in order to show freedom from control.

d. At the conclusion of the covert text the date is
written to the right of the signature and in the
proper form (23/X 54.) in order to show freedom
from control.

e. The first word of the third sentence of the covert
text begins with "A" in order to show freedom from
control.

f. The final period of the last sentence of the covert
text is omitted in order to show freedom from control.

2. No control and compromise indicators applicable to this
message were omitted.
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ZSSAGE NO. 7 (FR al CAMBARO 2)

(See attached Memo for control and compromise indicators)

ContinuatiOn (of Message Nr. 6) (THE FOLLOWING ARE) SIX CCNTROL AND

COMPROMISE INDICATORS FOR (AECOB 14 1 S) s/w 1-LEL:MC:ES. IN : THE OVERT TEXT:

THE SECOND OR THE THIRD SENTENCE MUST CC.1.-:,.11.1N FIVE WORDS.. IN THE COVERT

TEXT THE SECOND OR THIRD SENTENCE MUST CCi-: ThIN THE SYLLABLE "CI'!" (KEY

INDICATOR). UPON RECEIVING THE CHALLI. ,2ICE WORDS "LAIIMAKSTS" (NEWSPAPER)

OR "SPEJAS" ABILITY) HE WILL REPLY NONSEI‘!SICALLY. UPON RECEIVING THE

CHAT.UNGE "ATTALUMS" (DISTANCE) HE WILL REPLY WITH A DlYFERENT LOCATION

OR DIRECTION. IN THE EVENT A GENUINE QUESTiON IS DESIRED, THESE WORDS

WM. BE USED INSTEAD: "AVIZE" (NEWSPAPER)"DOTIBAS" (ABILITY) "DISTANCE"

(DISTANCE) AND THE SIGNATURE (SPODP(A) WILL BE- MISSPEF.LED. I WILL SHORTLY

BEGIN TRAINING (AECOB 4) IN W/T. SEND ME A. SIGNAL PLAN FOR HIS USE AND

THE SCHEDULES AND FREQUENCIES OF THE , GEMAN TRAIN ING STATION. AFTER

RETURNING FROM THE EXFILTRATION ATTE .IPT (CAMUSO 2) WAS LEFT ONLY WITH THE

REMAINDER OF. HIS EQUIPMENT WHICH CONSISTS OF A RECEIVER AND HIS INTERNAL

S/W INK NO. 2. I GAVE H114 MY SMALL SIGNAL-PLAN  (LTWANOP) , MY DECODE PAD

NO. 67300 AND MY ENCODE PAD NO. 93335. I ALSO GAVE HEN MY HAMBURG ADDRESS--

IF THIS IS NOT SUITABLE FOR H IS USE, N 0 TlEY HIM AND GIVE HIM A NEW ADDRESS.

I ALSO GAVE HIM 10,000 RUBLES. I MADE A COPY OF MY LTWANOP SIGNAL PLAN FOR

.NCVEMBER LN ORDER THAT NO MISUNDERSTAND IN GS OCCUR. SHOULD I CONTINUE

CONTACT WITH ( CAMUSO 2 ) '? SIN CE I HAVE GIVEN AWAY TWO OF MY LETTER-DROP

ADDRESSES, SEND ME ONE TO REPLACE THEN. BECAUSE OF . THE NOValBER CFIEBRATI ON

I WILL DISAPPEAR FROM RIGA. I, WILL BE AT. THE LOCATION ALREADY KNOWN TO YOU

AT PURE. FOR THE PRESENT, UNTIL I RECEIVE CONFIRMATION OF THE RECEIPT OF •

THESE. LETTERS (MESSAGES 6 . AND 7) I WTLT LISTEN ON THE AS .TERICK DA TES ACCORDING

TO BOTH SIGNAL PLANS. IN GENERAL, DURING THE WINTER I DON T IN TEND TO COME

TO RIGA EXCEPT WHEN ABSOLUTELY NECESSARY. i1'IDIAThLy PRIOR TO EXF:11 TRA TI ON

I LEFT THE FOLLOWING RECOGNITION SICNI4S WITH AEC OB 5 "DOES PETROVES WORK,	 .
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HERE?" HE WILL REPLY, "NO, HE LIVES ON Gi:JJAS LELA". I NOW LEAVE HTA

(AECOB 5) AND ::10 NOT INTEND TO RECONTACT H BECAUSE IN CONNECTION WITH

THE PREPARATIONS FOR EXF11TRATION AND DUB TONY LATER RETURN, HE HAS

BECOME TOO WITTING. HE IS A GOOD FELLOW WHO CAN HE UTILIZED BY SOMEONE

ELSE.. THERE IS ABSOLUTELY NO QUESTION THAT HE WILL RECEIVE AND SUPPORT

ANYONE. FROM NOW ON I WILL BE LOCATED AT SVERDLOVA IELA 7-15, RIGA, C/O

ERIKA ZV1RGZDINS. 1N CONNECTION WITH MY UNSUCCESSFUL EXFILTRATION AND

THE UNEXPECTED . RETURN TO OPERATIONAL ACTIVITY, I HAVE LOST TRACK OF THE

CONTENT OF OUR MESSAGES, THEREFORE, GIVE ME QUESTIONCRITICISMS AND

DIRECTIONS FOR FUTURE ACTIVITY. IN CONNECTION WITH MY FINANCES I MUST

REPORT THAT AFTER OUR RETURN I GAVE (CAMUSO 2) 10,000 MORE RUBLES, WHICH

TOGETHER WITH THE PREVIOUS AMOUNTS MAKES A TOTAL OF 28,000 RUBLES. I

HAVE EXPENDED 15,000 RUBLES MYSELF. I HAVE A BALANCE OF 26,000 RUBLES

LEFT. DO YOU APPROVE OF MY HOUSZKEEPING (IN LATVIA)?

/s/

23/X.54


