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Minutes of the Meeting with President Schruebbers
on 19 October 1967

President Schruebbers and Mr, Cline were driven
byc: :3 to the underground entrance of the Head-
quarters building where they were met by a security officer
and hrought up to the seventh floor Director's office.
Promptly at 1030 the following assembled in the Director's
office: President Schruebbers, Mr, Cline, Mr. Karamessines,
Mr. Angleton, Mr. Murphy, € .0 3, and

c 2

2. Director's opening remarks. Pointing out that
this was an unusually important case, the Director stated
that though it is generally known that the United States
is a prime target of Soviet intelligence operations, it
is not often appreciated that the Federal Republic of
Germany also receives priority attention from the Soviets.
He cited an article in the New York Sunday Times of
15 October. This article, he said, recalled to public
attention the extent and depth of Soviet operations in
Germany (a copy of this article is attached). The(_\ :)
case came to public attention shortly thereafter. The
Director suggested that President Schruebbers could use
this case as dramatic proof that Soviet espionage has
been extremely active in Germany all during the period
of the so-called detente. The Director stated he was not
surprised to note that thc(: case had lines running
from Germany into France, Belgiuf, Austria, and Switzer-
land. This was evidence, he said, that Soviet espionage
is no respecter of national boundaries and it confirmed
his belier that the Western European countries should
work closely together in matters of mutual security.

3. Digressing, the Director pointed out that the
American police system emphasizes local police autonomy.
Each town and county has its own police chief, each
independent and theoretically equal to the other. This,
he said, was no way to catch criminals; in many ways
our American police system is similar to European security
organs,

4, Because CIA is anxious to assist the European
services in collaborating more closely with one another
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and with CIA, the CIA acted quickly in informing the
BfV about West German government penetrations and about
the general activities of Soviet espionage known to

. This was done in order to enable the German
authorities to act quickly.

5. Comments on the French., The Director urged
President Schruebbers to attempt to convince the French
that they should pay close attention to the problems of
their own internal security and to convince them of the
need for greater collaboration with other Buropean ser-
vices precisely because so many activities are directed
against France from other Buropean countries. Apropos
this topic the Director showed President Schruebbers a
letter on this matter called to his attention by
Mr. Angleton (copy attached).

6. Brief discussion of C;, case., Mr. Murphy
displayed a large chart showing graphically the many
ramifications of the £ :} case (attachment 3).

7. President Schruebbers' remarks. Speaking in
German, President Schruebbers noted that the case in
question had many implications, not the least of which
was the likelihood that more money would undoubtedly
be forthcoming from the Bundestag for BfV counterespionage
activities. He stated, In a wry aside, that his own
personal reaction to the case was: "Excellent. At least
we have something positive to prove that the Soviets
have penetrated the West German Foreign Office.” He
said that security in the government and especially in
the Foreign Office was lax and that it might be possible
in the future to improve it. Certainly he felt that the
public image of the BfV would be enhanced.

8., BfY groblems with Foreign Office. As an example
of Foreign ce 1in erence, President Schruebbers
pointed out that 40 per cent of the Soviets in the Bonn-
Cologne area are known to have KGB affiliations. Although
the Soviets are obliged to seek Foreign Office concurrence
for out-of-town trips, the Foreign Office has been un-
usually lax in regulating these trips and in notifying
the BfV about them. Frequently, permission to travel
was being granted to Soviets on as little as one-hour's
notice. Just as frequently, permission was granted to
travel to Munich, for example; but the Soviet in question
would then go to Frankfurq,making it difficult, even
impossible, for the BfV to control their movements.
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9., In addition, President Schruebbers said, it was
virtually impossible to convince the Foreign Office to
PNG a Soviet official no matter how clear the evidence
of espionage was. There was always some good reason for
quietly disposing of unpleasant realities. He cited the
famous "Germany Memorandum" which he said has been lying
in a Moscow waste basket for the past five years. He
felt that the l] case might well lead to a stiffer
Foreign Office attitude on PNG's in the future.

10, President Schruebbers also cited the general
atmosphere of relaxation or detente in West Germany.
The Germans were dealing with various Eastern European
countries, particularly Rumania, in new bilateral arrange-
ments. The trade unions were cited as "amateur politicians"
engaging in exchange visits with their opposite numbers
in the Soviet Union and other Bastern Buropean countries.
Trade union representatives met with the Chancellor of
Germany very recently to urge increasing East-West contacts,
Thanks to CIA, the BfV will now be in a position to point
out dramatically that there is real political danger in
West Germany going too far in its relations with the
Soviets and their Satellites. Those who favor such a
policy look upon the BfV ae ''*he last of the cold warriors."
The revelations of the (k case will go a long way
toward giving the BfV a strong arguing point,

11. BfV collaboration with States Attorney Qffice
in Karlsruehe. The BZV President said, in a spirit of

sclf-criticism, that his organization was complimented

for having rounded up the Soviet agents in a matter of
five hours. The round-up should have taken place in

two hours, he said; but three hours were wasted in arranging
coordination with the States Attorney's Office, Karlsruehe.
The BfV hoped to take photographs of Leonore Suetterlin

at noon when she left her office, but this proved impossi-
ble to do. In an aside he stated that Mrs. Suetterlin
broke down when she realized that her husband had married
her only because he had been ordered to do so by the

KGB, Suetterlin, he said, was a woman of a good middle-
class background whose education was interrupted by the
difficult War years and who responded to the glamor of
working in Bonn as a secretary in the Foreign Office.

She was just about resigned to a spinster's existence

when she met Suetterlin. The latter exploited her in

many ways, and a large number of pornographic photographs
were found which showed that she collaborated with
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Suetterlin in every possible way (he implied that these
photos could have been used as blackmail material but
the implication could also be drawn that the woman will-
ingly did as she was told by her lover, even to the ex-
tent of collaborating in his more sordid tastes).

12, Schruebbers stated that he was not completely
up to date on developments in Germany because he had
been able to obtain only the testimony taken from the
suspects up to and including 11 October. Testimony taken
between 11 October and the dat of his departure was not
made available to him. 1In his .losing remarks President
Schruebbers stated he intended to remain in close contact
with CIA to exploit this case to the fullest. President
Schruebbers then asked a general question whether
had been used by the KGB only for the exploitation of
Suetterlin. He also asked why Pieschel became inactive
in 1961. Mr. Murphy explained that (_ had been
recalled briefly because of a possible threat to his
security. Lehmann, the Berlin police official who had
issued the backstopping documents, was arrested for a
brief period in 1960, After it was ascertained by the
KGB that Lehmann did not disclose any information on

his support of ")} the latter returned to West
_ Germany. This fime, however, he handled only the Suetterlin
Lk case, The Pieschel case was presumably turned over to

someone else,

13. The meeting then moved into the Director's con-
ference room, and the DCI and DDP excused themselves.

s 14. Continuation of Schruebbers meeting. MNr. Murphy
- questioned President Schruebbers about the possible

future timing of the prosecution of the arrested KGB
agents, about the several French aspects involved, and
about the likely reaction of German public opinion and
official opinion., President Schruebbers pointed out that
all the German newspapers were featuring the story.
Naturally, he said, the sensational angles were receiving
considerable play. Many of the newspapers cited the
poor security practices in the West German Foreign Office
and questioned why one person could have access to so
much important information, i.e., ambassadors' reports,
NATO documents, personnel information, BND reports, etc.
The overall results in terms of both official as well as
public opinion would redound to the credit ‘f the BfV in
that the agents were caught and did confess, and undoubtedly
security practices would be reviewed and improved.
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15. President Schruebbers said it would take several
months before the suspects would be brought to trial
because S,G, would have to make a thorough investigation
of the many clues in the case, He said that material
was found Suetterlin's apartment indicating that the
Suetterlin used a code cipher in their communications
which was typical of an OWVL-directed operation., They
also found about 25 rolls of undeveloped Minox film.
This £ilm, said Schruebbers, was turned over to the BND
for development (this was taking so long, he said he
was sorry he had not given it to CIA for development in
Frankfurt). When these films were developed, they would
give, he hoped, good indications of the type of material
being passed by the Suetterlin's.,

16. Schruebbers stated that this was probably the
worst or most serious case of espionage in postwar German
history. He pointed out that the suspects would be
tried on either of the following counts: 1) passing
"gtate secrets" to a potential enemy, an extremely serious
charge or 2) contact with an enemy intelligence organiza-
tion (paragraph 100a of German law), a lesser charge.

17. Mr, Murphy pointed out thatc :]was carefully
briefed as early as 1955 on all aspects of the West
German Foreign Office indicating that even as of that
early date the KGB was well informed about this particular
target. He asked President Schruebbers whether he thought
it possible that Leonore Suetterlin had a helper or agent
in the Foreign Office.

18. President Schruebbers ventured no opinion, but
the sense of his remarks was that she did not have a
sub-agent in the Office. He explained that she occupied
a key secretarial position in what could be likened to
the nerve center of the Foreign Ministry. Documents of
general interest were passed around all too freely for
the background information of her chief and others in
the office. She also had access to security information
on the weaknesses and problems of Foreign Office per-
sonnel. She was in the habit of dictating to her husband
daily events of significance which took place in her
office. Schruebbers did not think it was likely that
Leonore Suetterlin was recruited on the basis of ideo-
logical attraction to Communism. He did not believe
she took her life to avoid implicating sub-agents. He
depicted her instead as a good woman gone wrong because

P e LR

Clli

RIS oy SRt L S R

e P oy et sy ¢ AP (s e e, — b =

e




of her misdirected love for her husband. The MfS originally
recruited her husband for money. She was gradually brought
around to witting collaboration by a skillful repetition

of the line that West Germany represented a serious
potential threat to future world peace because its borders
were still subject to possible future revision; and,
therefore, it is essential for the Soviet Union to have
detailed information on West German foreign policy to

head off any developing threat to its security and to

world peace,

19. Questioned as to why so many documents were
found in Leonore Suetterlin's safe, Schruebbers answered
that the BfV sends studies to various offices in the
Foreign Ministries and to embassies abroad, and annual
BfV summaries on left and right wing activities are also
forwarded through the Foreign Ministries. Such documents
are of general interest and receive fairly wide distribution.

20, (; _;}raised the question of how best to
handle the interestS of other services allied with NATO.
Should we, he asked, wait until the trial ended? President
Schruebbers answered that it would not be necessary to
wait until the end of the trial. He said his office would
make a report to other NATO members and submit it to the
NATO security office.

(The conferees then discussed Knipp--a NATO
co¥rier, a wounded war veteran, who carried locked brief-
cases containing NATO documents from office to office
in the interior Ministries. Knipp alertly watched the
secretary, observed her habits, and was able to make
an impression of her key. This enabled him *» open his
briefcases and photograph the documents). 55
mentioned that the French initial reaction to tne
revelations was one of skepticism. Schruebbers polnted
out that when the case broke he was unable to contact
the French SDECE liaison officer in Bonn. The latter
was on vacation. Only a sergeant was in the office.
Therefore, he has not spoken officially to the French
about this case. He mentioned also in an aside that
Pieschel could not be arrested immediately because he
was on diplomatic territory-~the French Embassy.

22, Mr. Murphy asked what President Schruebbers
could do in spurring the DST into action. Schruebbers
stated he did not believe the DST would be called upon
for action. Be felt that the SDECE would take primary

action because the Pieschel case involved the military
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section of the French Embassy. C;\ “\pointed out

* that Pieschel was clearly targeted against her persons
in the Prench Embassy and cited the case of Pieschel's

" supporting—the—inistriee of the French DCM. Also, he
mentioned the microphones whichQ: ;] claims were placed
by Pieschel in the French Embassy.

23, Schruebbers pointed out that he would have to .
return first to Germany before he could begin discussions
with the French on the Pieschel angle., He said he had
good contacts in both French services and would do his
best in convincing them of the need for close collaboration
on this and other security matters.

24. (:' :Xcited a CDU press article which
claimed "German authorities denied access to Germans."
Schruebbers promised to make a statement to the press
upon his return about the fact that Germans were given
early access to Jand were passed information
enabling them to make quick arrests., Mr. Murphy also
said that he would supplv President Schruebbers with

documentary evidence of [ ) KGB affiliation. These
documents were critical in proving that, was in
fact a bon(:ij‘ KGB officer. It was sug@ested that

Schruebbers might state that the photographs of the
documents were given to CIA first in order for them to
be verified by our document experts and then turned over
by the BfV to the S.G.

25, Mr. Angleton pointed out the great political
impact which these documents would have on world public
opinion especially in this year, the fiftieth anniversary
of the Communist take-over in the Soviet Union. They
prove that C_ is a bondfid& KGB officer and was
decorated ror nis Wwork by the KGB. The discussion then
centered on how best to exploit possession of these
documents. Someone suggested that we might not wish to
make them public before the German trials took place.

26, Mr. Murphy pointed out that the documents were
in two separate packages: 1) Germar documents providing
backstopping for Willy Gast and 2) the Soviet documents
of Lt. Col. Runge.

27. President Schruebbers stated that he would like
to show these documents first to his ministers since he
felt that the latter probably would wish to make them
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public. Mr, Cline added that President Schruebbers should
also make a public statement but that he could speak

out only on the advice of legal authorities. In other
words nothing could be done to harm the chances of con-
viction of the suspects arrested.

28. Discussion then moved briefly to consideration
of the up-coming trials. President Schruebbers stated
that the testimony now being taken cannot be introduced
into the trial. The two S.G, men can be used as hearsay
witnesses, but it would be necessary later for a judge
to come to the United States and take notes here to be
used officially in the trial. As envisioned by Schruebbers,
the General Prosecutor's Office would request that Runge
go to Germany as a witness. The United States would,
he said, point out reasons why this would not be possible.
Then the Germans would send a judge to the United States
to take testimony from Runge which could be used in the
trial.

29, It was then pointed out to Schruebbers that the
present testimony being taken by the S.G. men was being
notarized by an official of the local German Embassy
(it was never made clear whether this will serve as
official testimony in the trial or whether a judge will
have to come and take separate testimony at a later date).

30. We promised to get for President Schruebbers
the copies of the S.G. Protokols. (This was done later in
the day, and he read through them during the afternoon.)

31. It was suggested that President Schruebbers pay
a call on the German Ambassador in Washington., He did
not seem eager to do this, stating that he rarely announced
his presence when he made trips abroad. However, he was
convinced he should break precedentethis time because
of the unusual nature of this case. He agreed to see the
Ambassador.

32. Finally, it was generally agreed that President
Schruebbers should be given a page or two of detailed
background information on the case, which he could use
in his press release after his return to Germany. (This
was made up for him by SB Division and given to him on
the afternoon of 19 October together with a large packet
of reproductions of the Gast-Runge documents,)
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33. Afternoon session. President Schruebbers was
briefed first by . ;:L:n the general techniques
of Soviet 111ega1(;peruu;u and again on a run-down
of this operation and its ramifications in other European
countries. Schruebbers was told that Lehmann had been
arrested and confessed and that the Swiss letterdrop
had also admitted her involvement. Schruebbers was also
briefed on the X ' anrcagses in previous cases
and urged to keep the( ~:lcase alive in Germany to
insure maximum press exploitation. Schruebbers spent
a good part of the afternoon reading through the S.G.
testimony and reviewing the documents package.
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-~ SPYING IS AT PRAK |\ -
< IN'WEST GERMANY D

Country Is Termed World's ¢ . . %

: Busiest Espionage Center Communist <pying in West i
; DA Germany employs & “mossic
* —_— - . technique” Dr. von Lersner
said. Thousands of sgents pro-

Soecial Lo The New Yerk Time 2

BONN, Oct. 9—West Germany vide small stones of informa.!

- Is now believed to be thel tion that are put together to!
world’s busiest spy, center. ' form a conplete picture of)

Vienna's legendary climate « » what Is going on in the coun- .
of Intrigue or Istanbul's aic of . try, he explained. . -
mystery are completely lacking . .. has been 8 great im- &
in Bonn. Yet this placid Rhine- ' - © . provement In the tcchnical . :
side capital is swarming with . aspects of spying here as well. .
foreign agents, chielly from | he said. Advanced wiretapping|
East Germany, the Soviet Union . devices, powerful but <mall ’
and Czechoslovakia. . wireless sets and virtually un. ad

Estimates of the number of crackahle codes have all helped .
Communist agents nperating in tn drain secrets out of the
West Germany range as hi country,
as 16.000. The Interior Minis- Most of the agents who pro-
try believes the number is vide the “mosaic stonrs” to|
somewhat lower hut believes . Communist intclligence scrvires
that the amount of esplonsge are what Dr. Lerener called
activity is unnaralicied in any little people” with unimpnr.
other Western country. tant jobs anud Hinited «omacic

Espionage has become 0, These agentc are given rela.
commony in this country tively minor tacks and are notl
that n Bonn'. counter- paid much moncy.
intelligence broke five major, One such agent uncovered byt
East German soy rings and ar-], . West  German counterintelli
sested 12 top agents tast month, gence last month was a voung

- the news created scarcelv & man who worked as a barten- .
. ripple in the West German der in a small night club herc. .
e prees. His task wac to get informa- .

Lvirg squarely in the midd's tion from women secretarics in
of Euro;c and foring the di- the West German Government.
viding line betwren the Com- The young man did his job
munist world and the Wesl. In winning the affection of the
Germany is a natural arena for s and then compre-
espionage. A< tne basc for]| . mising th'm by taking nude
heavy concentrations of North pictures or getting them prep:

. Atlantic Treaty Organization| nant and threatening to expose|
- troops and arms, the country their conduct to parents and
f« a treacure chest {nr Eastern| - hasees.  For his efforts, the|
agents secking muntary and Fast German State Sccounty|
scienlific sccrats. Ministry paid him $4.000 a
However. Dr. H. nrich von vear, accotding to the Interior]
{:rsncr‘. s:‘l'\_id counsel of t::' Mintstry.
) nterms! urity Section in tl Caugh
° Interior Ministry, sand in a re- Spy s Finafly t
cent  interview  tha:  forewgn This soy was finally caught
agents soupht more than mili- ;r';" one “’:‘;z&m?:.
. became sus
:’a.r\vq and sute seccets these poried him to her ministry.

“Fepionage hae become very Occasionally, however, est

sophusucated.” he commented. Gfrm':: counterintelligence
“A mndern inteihigence service ‘.": 8 majoc figure passing:
i e e g
itical and techaological devel- . i
twmcmt—a--vtliim:‘?‘l in fa:{, Fi One such figure wae Aifred
that will pve it 2 atst picture Dv:.nul. a Socisl Democratic
of our society.” puty in the Bundestag (the

Mosaic Techni ' tower houss of Parhiament) and

0sa nique’ Sven a member of its vital Defense|

Communist spying in West Committees who transmitted
Germany employs a “‘mosaic military secrets to Czechoslovak

. technique” Dr.” von Lersner intelligence from 1936 until ns
A sald. Thousands of agents pro- * arrest in October, 1960.
vide small stones of informa- Another top spy was Heinz
tion that are put topether to . Felle, who wo for 10 years
form a complcte piclure of in 8 key post in the Federal
what Is going on in the coun- . Intelilgence Service, the West
try, he explained. German secret service run by

There has been & great im- the mysterious Gen. Reinhard
provement in the technicall len.

M aspects of spying here as well, it is re that Gcn, Geh-
he said. Advanced wirtetappin . Ien, who direrted the Wext
devices, pawerful but sma German serret service since the
wircless scts ard virtually un. : end of Warld War I1, will siep
crackahle codes have all helped down in (he near future, Thel
to drain secrets out of the shadowy gencral, who neverl
country. makes public appearances or

Most of the agents who pro. statements, was one of the top
vide the “mosric stoncs™ (o) siate grcurity officers in Hitler'«
Communist inlelligence sorvices Third Reich, but after the war
nre what Dr. Lersner called he was (apped by the United
“itle people” with unimpor. States occupation to do the
1ant jobs and limited contacte. same job. .

These agentc are given pein. Dr. Lersner s3id that about
tively minor tasks and are not T8 per cent of the sples in
paid much mine.. West Gennany wers members

One such agrnt unenvered by, of or worked for Fast German
West  German  cnunteninteli] o ~iligence .
gence l,t:;t mor‘:'h wIs B young (,.-m&:;'a:'nmun! a spe-
man who warked o Y . [ nan, accordsn,

& harten 0 olficials here, becaoss many

der in & small night club b
His task was |ngyv-( ﬂ.(m,(,::.' o l'A::'c'ln OPG;J" under dipla-,
tion from wemen scirctaries In :M . _"%l‘l\"';l‘n_ly. s‘l"who' <

s e e e O Tment rabiicly by tactutly ¢Aomein

youns s foh m‘awwkandt.hmmlklng-m i - A
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' : ' PARIS 9 - FRANCE -+ 7
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UN_DBON GERMANOFHILE 2 LA 'C.L.A."

On sait que M,Biseel, direcicur adjoint de la Ceniral latclligence Agency

1'va des hominces les plus néiasteo, politiquement parlent, des quinze derniercs
années, a finalement donné ca déraission (non sane esuayer de resister 3. la vo-. '
lonté du Fréoidgnt enncdy). : .

- M, Mac Cone qui 2 succdad¢ @ M. Allea Dulles & la divection de l1a C 3 A. a- L
choisi M,Ruachord SELMS comme remplagant de M, Bisaocl, ' .
Dane certains milieux cctte nomiration a été accucillic avec des commeniaiveo 1y |
"~ gatisfaits, Il nous parailt utile de signaler que M,Hclms est, comme tant dtau. 'll
tres divigeanis de la C.i,A., un germanophile incontestable,
Agé de 58 ons, M,Helms, personnage importaat de 1'0,S,S, durant la guerre =~ .
1941/45, fut, cn Europe, auprde de milicux qui s'activaient A essayer do sauver
la bonne Allcinigne de la reddition sans condition  laquelle le Reich Nazi iut ‘
contraint, 1'aomm.e de confiance des {reres Duiles,., '
M, Helras vicol du journalicnae; Lors de la montéc du naziome entre 1930 ¢t 1932
' ce distingul chef de service de contre-espionnage Gtait correspondant 3 Berlin
.de 1'Unitcd Frcus, I n'y a nulle trace, dans sea correspondances de l‘épomae,
de la moindie Laqmbtude Gguaat & l'avcmr du natxox.:u-..ocxuhame. i o

: e ‘ Imprimé cn nos Burooux ¢ : . T Dl"OCNN- GCH‘
it 44, Dovloved Montinarbo + PARIS (9) €RPFiI T T "Jooquu BLocmvow IAN
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