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1. ACTION: HEADQUARTERS COMMENT ON OR FOLLONUP QUESTIONS
FOR WALK-IN DMITRIY ALEKSANDROVICH ((DRUZHININ)) (SUBJECT).

2. SUBJECT RETURNED TO EMBASSY MORNING 26 JANUARY BUT TIME
CONSTRAINTS PRECLUDED MORE THAN FEW MINUTES' CONVERSATION. SUBJECT
AGREED TO RETURN 27 JANUARY FOR FULL DEBRIEFING.

3, ON 27 JANUARY SUBJECT PROVIDED ANSWERS TQ REF B QUESTIONS
AND OFFERED TO OBTAIN MORE COMPLETE RESPONSES FROM HIS CONTACTS IN
THE USSR. HE EXPRESSED WILLINGNESS TO 'COLLABORATE' WITH AMERICAN
INTELLIGENCE. HE ALSO ACKNOWLEDGED THAT IF IMPOSSIBLE TO OBTAIN
RESETTLEMENT IN THE U.S., HE WOULD BE WILLING TO MOVE TO WEST GERMANY.
TO THAT END, SUBJECT VISITED BOTH THE U.S. AND FRG CONSULATES
IN STOCKHOLM, BUT RECEIVED PROMISES FROM NEITHER. SUBJECT ALSO
LEARNED HE HAS APPOINTMENT WITH SWEDISH POLICE MORNING 31 JANUARY

WHEN HE WILL PRESUMABLY LEARN DECISION ON H!S POSSIBLE DEPORTAT!O&
OR TRANSFER TO REFUGEE CAMP.

4. SUBJECT ALSO NOTED THAT A "FRIEND" (NFI) WILL ARRIVE OQVER
THE WEEKEND FROM LENINGRAD, AND WILL BRING THE REMAINDER OF HIS
PERSONAL BELONGINGS, INCLUDING THE MVD INTERNAL TELEPHONE DIRECTORY

HE PROMISED 20 JANUARY. SUBJECT WILL PASS IT TO C/O(;_ ] AS
SOON AS HE RECEIVES IT.

5. FOLLOWING ARE SUBJECT'S RESPONSES TO REF B QUESTIONS.
ANSNERS ARE PRESENTED IN THE ORDER QUESTIONS APPEAR IN REF B.
SUBJECT HAS NO FRIENDS OR RELATIVES ASSIGNED ABROAD

AS SOVIET OFFICIALS.

B. SUBJECT'S FRIEND VIKTOR VLADIMIROVICH ((AFANASYEV))
TOLD HIM ABOUT A KGB ATTEMPT TO RECRUIT A U.S. EMBASSY
MOSCOW OFFICIAL IN 1973. THE ATTEMPT FAILED, ALTHOUGH
THE KGB HAD AMASSED '"COMPROMISING PHOTOS' OF THE AMERI!CAN
DIPLOMAT WITH A SOVIET WOMAN. THE ONLY OTHER INFORMATION
SUBJECT COULD PROVIDE DEALT WITH THE KGB'S
RECRUITMENT OF FNU ((BABEK)), AN IRANIAN ARMS DFALER
RESIDING IN MOSCOW (REFERRED TO REF A). (T
COMMENT: WE RECALL ONE SEROUSH ((BABEK)) ON WHOM HQS
AND T TJHAVE FILES).

C. SUBJECT HAS NO KNOWLEDGE OF TECHNICAL PENETRATIONS OF
AMERICAN INSTALLATIONS.

D. SUBJECT SAID THREE YEARS AGO (1986), MVD OFFICERS
DETAINED A U.S. NAVAL ATTACHE IN LENINGRAD. SUBJECT'S
FRIEND VLADIMIR ((POLYAKOV)), WHO WORKS IN THE THIRD
DEPARTMENT OF THE GUVD AND CAN PROVIDE SUBJECT WITH
FURTHER INFORMATION ON THIS QUESTION.

E. SUBJECT HAS NO KNOWLEDGE OF SOVIETS WORKING fOR
WESTERN INTELLIGENCE.

F. SUBJECT DID NOT RECALL THE NAME VITALIY
((YURCHENKO)) . HE ADDED THAT SUCH A PERSON (DEFECTOR/
REDEFECTOR) WOULD NORMALLY BE IMPRISONED IN USHCH 349/13,
BUT HE HAS NEVER HEARD THE NAME.
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G. SUBJECT SAID HE HEARD THE NAME EDWARD ((HOWARD))
REFERRED TO BY COLLEAGUES WHO READ ABOUT HIS CASE
IN THE KGB'S CLASSIFIED PUBLICATION "OPERATIONAL
BULLETIN' (OPERATIVNIY BYULETIN) . THIS PUBLICATION
IS FOUND ONLY IN THE LIBRARIES OF THE KGB AND CANNOT
BE TAKEN OFF THE PREMISES. HE SAID THE JOURNAL
HAD ALSO CONTAINED ARTICLES ABOUT KIM ((PHILBY)).
HE HIMSELF HAS NEVER READ THE PUBLICATION. SUBJECT
SAID AFANASYEV'S BROTHER (A COLONEL IN THE KGB) CAN
PROVIDE INFORMATION ON IT IF ASKED BY AFANASYEV.

OSG/CFB

H. SUBJECT HAS NO INFORMATION ON SABOTAGE OF U.S. SPACE
PROGRAMS OR VEHICLES.

. SUBJECT CLAIMS KGB MILITARY SPECIALISTS HAVE AN ACTIVE
PROGRAM TO SUPPLY WEAPQONS AND MONEY TO TERRORIST
GROUPS BUT COULD NOT PROVIDE SPECIFIC INFORMATION.
HE SAID IN THE PAST THE KGB PROVIDED SUPPORT TO
REVOLUTIONARY GROUPS IN ANGOLA, IRAN, AFGHANISTAN, KOREA
AND CUBA. THE KGB ALSQO GIVES TERRORISTS TRAINING,
BUT HE CQULD NOT CITE SPECIFIC EXAMPLES. SUBJECT SAID
HI1S FRIEND AFANASYEV WORKED UNDER COVER [N TANGIER AS A
SOVIET JOURNALIST, AND MIGHT KNOW SOMETHING ABQUT KGB
SUPPORT FOR MIDDLE EAST TERROR!ST GROUPS. SUBJECT DID
NOT RECOGNIZE THE NAME ABU NIDAL. :

J. SUBJECT WAS NOT FAMILIAR WITH THE NAME RAQUL ((WALLENBERG)) .

K. SUBJECT HAS BEFRIENDED A SOVIET EMIGRE I1VAR ((LNU))

LIVING QUTSIDE STOCKHOLM. IN LATE NOVEMBER |VAR
INVITED SUBJECT TO HIS HOME, GOT DRUNK, AND TOLD SUBJECT
HE HAS HELPED THE KGB OBTAIN ''MEMORY BLOCKS' (MEMORY
BOARDS?) FOR COMPUTERS. |VAR APPARENTLY TAKES THEM WITH
HIM ON BUSINESS TRIPS TO THE USSR AND HAS PASSED THEM TO
THE KGB IN RIGA. |IVAR, WHO IS MARRIED TO A SWEDISH
CITIZEN, WAS FIRST REFERRED TO SUBJECT BY FRIEND

IGOR ((SALIKOV)) IN LENINGRAD. ACCORDING TO SUBJECT,

I VAR WORKS FOR ''SHERIBOLAGET", A SWEDISH COMPANY WHICH
INSTALLS GAMBLING EQUIPMENT IN SWEDEN., IT ALSO

SERVICES CONTRACTS FOR GAMBLING EQUIPMENT IN INTOURIST

HOTELS IN MOSCOW AND LENINGRAD. THIS JOB REQUIRES IVAR

TO TRAVEL JERFNUFNTLY TO THE USSR, WHERE HE MEETS WITH

THE KGB. t;, NOTE: TRACES ON IVAR'S TELEPHONE

NUMBER (712 18787 PROVIDED BY SUBJECT SHOW IT IS

REGISTERED TO A {LZE |. ((BARDINS)) (UMLAUT OVER A, CARET

OVER S), RESIDING IN STOCKHOLM SUBURB OF TYRESO.

NO OTHER STATION TRACES.) SUBJECT ALSQ SUSPECTS

ALEKSANDR ((BALMAGES)) ALSO COLLABORATES WITH THE KGB

IN COMPUTER TRADE, BUT COULD OFFER NO PROOF.

L. SUBJECT HAS HEARD RUMORS OF TRANSFER OF U.S. SATELLITE
TECHNOLOGY. HIS FRIEND WORKING AT A ROCKET FUEL TEST
RANGE (SERGEY ((SIMONOV)) ), MIGHT BE ABLE TO OBTAIN
INFORMATION ON THE USE OF U.S. TECHNOLOGY IN SPACE
AND MILITARY RESEARCH WORK, ACCORDING TO SUBJECT.
SUBJECT ALSO CLAIMS HE CAN GET INFORMATION ABOUT SOVIET
RESEARCH AND USE OF REACTIVE ARMOR FROM (FNU)
((POSAZHENIKOV) ), WHO WORKS AT THE TANK FACTORY (N
NIZHNIY-MAG|LSKQY METALLURGICAL COMBINE. HE SAID THE
CZECHS ARE ASSISTING THE SOVIETS IN THE DEVELOPMENT OF
THIS REACTIVE ARMOR, AND ALSO WITH THE DEVELOPMENT OF
SPECIAL OPTICS FOR TARGETING. SUBJECT AGAIN
OFFERED TQO OBTAIN INFORMATION ON THE CONSTRUCTION OF
NUCLEAR POWERED SHIPS AND SUBMARINES FROM HIS CONTACTS
AT SHIPYARDS IN LENINGRAD.

M. SUBJECT COULD NOT PROVIDE DETAILS ABOUT WALK-IN
PROCEDURES IN SOVIET EMBASSIES, BUT SAID KGB OFFICERS

UNDER JOURNALIST COVER PROVIDE SUPPORT FOR WALK~-IN
OPERATIONS.

N. SUBJECT HAD NO INFORMATION ON KGB
PARTICIPATION IN DRUG TRAFFICKING ABROAD, BUT SAID THERE
WERE RUMORS OF HEAVY INVOLVEMENT IN THE DRUG TRADE IN
AFGHANISTAN (NO SPECIFIC INFORMATION). HE SAID OFFICERS
IN THE LENINGRAD GUVD ACTIVELY PARTICIPATE !N DRUG
DEALING, BUT NEVER WITH FOREIGNERS. HE HEARD
THAT CAPTAIN FNU ((KHALIKOV)), AN MVD COMMANDER IN
TASHKENT IN 1978-79 WAS CONNECTED WITH DRUG
TRAFFICKERS BUT DOES NOT KNOW WHAT HAPPENED TO HIM.
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SUBJECT DID NOT HAVE SPECIFIC INFORMATION ABOUT COMMAND
CENTERS UNDERGROUND, BUT SAID THERE ARE UNDERGROUND CIVIL
DEFENSE FACILITIES AT THE BALTEYSK!Y SHIPYARD AND {NSIDE
THE KIROV WORKS IN LENINGRAD. #,THE LENINGRAD METRO

SYSTEM IS ALSO TO BE USED FOR WIVIL DEFENSE.

. SUBJECT SAID THAT ALL ARRESTEES ARE FINGERPRINTED WHEN

TAKEN INTO CUSTODY. MILITARY [(NDUCTEES ARE GENERALLY

NOT FINGERPRINTED. THE MVD KEEPS DETAILED RECORDS ON

ALL FINGERPRINTED PERSONS AND USES THEM TO FIND RECIDIVISTS.
ALSO, WORKERS IN TOP SECRET PRODUCTION WORK ARE SOMETIMES
FINGERPRINTED AS WELL. HE SAID THE MVD HAS A GOOD RECORD
USING FINGERPRINTS TO FIND CRIMINALS.

. SUBJECT HIMSELF WAS FINGERPRINTED WHEN ARRESTED.

HE WAS RE-PRINTED UPON TRANSFER TO THE LABOR CAMPS WHERE
HE SERVED SEVERAL YEARS. HE WAS INITIALLY PRINTED AT
PRISON 1Z45/1 ON ARSENALNAYA NABEREZHNAYA IN LENINGRAD.
SUBJECT'S CONTACT VALENTIN ((PETROV)), WHO WORKED

IN THE TWELFTH DEPARTMENT OF THE

LENINGRAD MILITIA, WAS A SPECIALIST IN FINGERPRINTING.

. SUBJECT SAID THE KGB ALSO USES FINGERPRINTS, AND RECEIVES

MUCH OF ITS INFORMATION FROM THE MVD. SUBJECT HEARD
OF AN EXAMPLE IN 1988 WHEN A WEST GERMAN NATIONAL
LIVING WITH HIS SOVIET GIRLFRIEND IN LENINGRAD HAD HIS
FINGERPRINTS TAKEN CLANDESTINELY BY THE KGB, BUT COULD
OFFER NO OTHER INFORMATION ABOUT IT.

SUBJECT'S ARRESTEES WERE ALWAYS PRINTED AT HIS

POLICE DISTRICT'S LABORATORY. EACH DISTRICT IN
LENINGRAD HAS A SPECIAL LABORATORY, AND SUBJECT SAID

IT IS POSSIBLE FOR HIM TO OBTAIN A COMPLETE LIST OF THE
MVD'S USES OF FINGERPRINTS. ACCORDING TO SUBJECT,

THE GUVD MAINTAINS A COMPUTER FILE OF PRINTS, AND CAN
RETRIEVE THEM QUICKLY.

SUBJECT HAD NO KNOWLEDGE OF FINGERPRINTING TECHNIQUES

OF THE KGB. HE SAID ALL KGB OFF{CERS ARE FINGERPRINTED
WHEN THEY ARE HIRED.

SUBJECT SAID THE MVD SOMETIMES USES "RADIQAKTIVNAYA
METKA" TO TRACK CRIMINAL ACTIVITY. THE

SEVENTH DEPARTMENT OF THE GUVD WAS RESPONSIBLE FOR THIS
ACTIVITY (DIRECTORATE OF OPERATIONAL SERVICES). IN

1983 COLONEL FNU ((NAZAROV)) HEADED THIS DEPARTMENT, AND
TWO OF SUBJECT'S FRIENDS WORKED FOR HIM: FNU ((SKAILIS))
AND FYODOR ((MISHCHENKO)). SUBJECT SAID MISHCHENKO

CAN PROVIDE HIM WITH ADDITIONAL DETAILS ON CHEMICAL
TRACKING SUBSTANCES. SUBJECT SAID SURVEILLANTS

ARE TRAINED IN THIS AND OTHER TOPICS AT THE SURVEILLANCE
SCHOOL LOCATED IN ULITSA GOGOLYA 12 IN LENINGRAD. BOQTH
KGB AND MVD OFFICERS ARE TRA!INED THERE.

SUBJECT MENTIONED THE TERM "“RADOMIN', WHICH IS

USED TO TRACK CRIMINALS SUCH AS BANK ROBBERS I[N THE
USSR. RADOMIN TURNS RED WHEN EXPOSED TO MOISTURE

ON A PERSON'S HANDS. IT IS ALSO USED TO TRACK THE
MOVEMENT OF {LLEGAL FOREIGN CURRENCY IN THE USSR.

HE HAS ALSO HEARD OF CHEMICALS WHICH ARE DISCOVERED
THROUGH THE USE OF INFRARED LIGHT, AS WELL AS
TRACKING SUBSTANCES UNCOVERED WITH ULTRAVIOLET LIGHT,
BUT COULD NOT PROVIDE ANY DETAILS ON THESE
SUBSTANCES.

SUBJECT SAID THE POLICE FREQUENTLY USE DOGS TO UNCOVER
CRIMINAL ACTIVITY, ESPECIALLY WHEN LOOKING FOR DRUGS.

HE REFERRED TO THIS ACTIVITY AS "QDUROLOGIYA", OR THE
SC1ENCE OF ODORS. HE SAID DOGS ARE ALSO USED TO

TRACK '"METKA'', BUT DID NOT KNOW ANYTHING ABOUT HOW IT

IS USED. HE SAID DOGS ARE TRAINED AT SHKOLA SOBAKOVODSTVA
IN PUSHKIN (ON THE OUTSKIRTS OF LENINGRAD). A SPECIALIST
IN DOG USE [N THE POLICE IS CALLED A "KINOLOG".

SUBJECT SAID DRUGS ARE FREQUENTLY USED IN CRIMINAL
INVESTIGATIONS, ESPECIALLY PARALYTIC NERVE GASES.
X'"CHEREMYKHOY 1" 1S USED AS A SPRAY TO QUELL DISTURBANCES,
AND "CHEREMYKHOY 3 AND 4'' ARE USED IN GRENADE FORM.

HE SAID THE KGB IS KNOWN TO USE GAS WHEN ENTERING
APARTMENTS AND HOTEL ROOMS IN ORDER TO ENSURE THE
INHABITANTS REMAIN ASLEEP, AND SAID HIS FRIEND VIKTOR
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AFANASYEV CAN OBTAIN MUCH INFORMATION ON THIS SUBJECT,
WHICH 1S GENERALLY CONSIDERED "TOP SECRET."

Y. THE MVD USES VARIQUS TYPES OF RADIO GEAR. HE WAS
MOST FAMILIAR WITH 70-RTP-CH-1, A TWO CHANNEL
SYSTEM USED BY THE MILITIA. CAR RADIOS GENERALLY
HAVE THREE CHANNELS: ''PALMA, ALTAY, AND VOLNA."

CALLED "CHAIKA". DICTAPHONES ARE ALSO USED.

THEY ALSO USED SMALL TRANSMITTERS CALLED '"KLOP",

WHICH EMITTED A SIGNAL WHEN DOORD TO SUSPECTS'
APARTMENTS WERE OPENED OR CLOSED. THE MvD USED
RADIOMICROPHONES IN APARTMENTS, RESTAURANT TABLES, AND
OTHER PLACES (NFI). THE LP WAS GENERALLY LOCATED IN AN
ADJOINING ROOM. SUBJECT WAS EXPERIENCED IN THE USE OF
LASERS TO LISTEN TO CONVERSATIONS UP TO TEN METERS
AWAY, BUT COULD NOT PROVIDE TECHNICAL DETAILS.

Z. SEE "Y",

AA. THE MVD USED MICROCAMERAS IN HOTEL ROOMS, USUALLY INSTALLED
IN THE CEILING SO THAT A PANORAMIC VIEW COULD BE OBTAINED
BELOW. THE MVD ALSO USED CAMERAS INSTALLED IN BRIEFCASES
TO TAKE PICTURES OF SUSPECTS. SUBJECT OFFERED TO OBTAIN
KNOWLEDGE OF BOTH AFANASYEV AND MISCHENKO TO FILL IN GAPS
IN THESE QUESTIONS. HE SAYS THEY CAN ALSO PROVIDE INFORMATION
ON USE OF VIDEOCAMERAS IN DIPLOMATS' APARTMENTS IN LENINGRAD.

BB. SUBJECT OFFERED FOLLOWING INFORMATION ABQUT HIS FRIEND
VIKTOR VLADIMIRQVICH ((AFANASYEV)), FORMER KGB CAPTAIN.
(NOTE: AFANASYEV HAS ALSC BEEN DESCRIBED IN REF B

MESSAGE.)

A. VIKTOR VLADIMIROVICH AFANASYEV, FORMER CAPTAIN IN
THE KGB.

B. NONE

C. MARRIED, ONE SON (AGE 14)

D. LIVES IN MOSCOW (SUBJECT SAID HE WILL PROVIDE FULL
ADDRESS UPON RECEIPT OF HIS ADDRESS BOOK, OUE TO
ARRIVE BEFORE END OF JANUARY FROM LENINGRAD) .

E. DOB: CA 1941. 175 CM, 75 KG, DARK HAIR, BROWN EYES,
WEARS GLASSES. DOES NOT SMOKE.

F. EDUCATED AT THE KGB HIGHER SCHOOL

G. SERVED IN TANGIER AND YEREVAN. SERVED LABOR
CAMP SENTENCE, AND NOW WORKS FOR A NEWSPAPER IN
MOSCOwW.

H. NONE KNOWN

{. SPEAKS EXCELLENT ENGL{SH, SOME FARSI.

J VERY NEGATIVE TOWARD SOVIET POLICIES, PRO-WEST.

K. NO RESPONSE

L. MOROCCO.

M. VERY GOOD, CLOSE FRIEND AND CONFIDANT.

N. LAST PERSONAL CONTACT WAS NOVEMBER 1986 AT NIZHNIY
TAGIL LABOR CAMP "USHCH 349/13".

0. SUBJECT SAYS AFANASYEV WOULD BE VERY WILLING TO COOPERATE
WITH U.S. INTELLIGENCE.

5. PLEASE ADVISE ADDITIONAL QUESTIONS FOR SUBJECT. WOULD
ALSO APPRECIATE INITIAL READOUT OF SUBJECT'S INFORMATION AND YOUR
COMMENTS ON HIS CONTINUED USE AS SOURCE OF INFORMATION ON MVD/KGB.
WILL ADVISE OF FURTHER CONTACT.

6. FILE: DECL OADR DRV HUM 4-82.
ALL SECRET. (:F :]
END OF MESSAGE SECRET
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