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1.4 TWENT TO GERMAN EMBASSY MORNING 10 JUNE AND FOUND" e 0. »
ALIAs‘KCKERﬁANN AND BND’S VIENNA REP JOACHIN BOSHAMER WAITING 'YW ¥ TE‘ij*GG/
AT THE DOOR. ACKERMANN IMMEDIATELY LAUNCHED INTO AN EXTENSIVE — s Koo, -
APOLOGY ON BEHALF OF BND PRESIDENT EBERHART BLUM, SAYING THAT , !

AT THE LAST MINUTE ‘THEIR HOST, DIVISIONAIR JOHANN ULRICHAD

INSISTED THAT BLUM AND HIS WIFE, ALONG WITH THE GERMAN AMBASSADOR,

ACCOMPANY HIM TO A MORNING WORKOUT OF THE LIPIZZANER HORSES.

ACKERMANN DESCRIBED ULRICH AS "IRRATIONALLY SENSITIVE" AND SAID

BLUM HAD FEARED HE WOULD OFFEND ‘THE AUSTRIANS IF HE DID-NOT

ATTEND.. 1 INCLUDE THIS LITTLE VIGNETTE PRIMARILY FOR THE

AUSTRIAN DESK AND OTHER HEADQUARTERS’ OFFICERS WHO HAVE DEALT

WITH ULRICH. ACKERMANN’S CHARACTERIZATION 1S RIGHT ON THE MARK.

2. ACKERMANN TOLD ME THAT THE BND HAS REORGANIZED THEIR
OPERATIONAL DEPARTMENT, COMBINING EAST GERMAN AND OTHER SOVIET
BLOC OPERATIONS INTO ONE SUB-DEPARTMENT FOR WHICH ACKERMANN IS
RESPONSIBLE. HE SAID THAT THE DIFFERENCE IN OPERATIONAL PHILOSOPHY
BETWEEN THESE TWO ACTIVITIES HAD AT FIRST CAUSED CONSIDERABLE
DIFFICULTY FOR HIM BUT HE BELIEVES IT IS NOW FUNCTIONING
WELL. HE NOTED THAT WHEREAS EAST GERMAN OPERATIONS HAD TARGETED
PRIMARILY AGAINST EAST GERMAN CADRE, THE BND SOVIET BLOC ACTIVITY
HAD DEPENDED PRIMARILY ON LEGAL TRAVELER TYPE OPERATIONS. HE
SAID HE HAD HAD QUITE A STRUGGLE GETTING THE SOVIET BLOC OPERATIONS
PEOPLE TO REDIRECT THEIR ACTIVITIES, BUT HE IS NOW BY AND LARGE
SATISFIED WITH THE DIRECTION OF THAT PROGRAM. HE SAID™THAT THEY
ARE DOING QUITE WELL IN THE SATELLITE AREA (PARTICULARLY IN POLISH OPS)
BUT FIND THE GOINGPRETTY TOUGH AGAINST THE SOVIETS. HE LATER TOLD A BRIEF
STORY--PROBABLY WELL KNOWN TO[ [-70 ILLUSTRATE BND ACTIVITIES
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AINST SATELLITE TARGETS. HE SAID THEY HAD DISCOVERED A CZECH
BASSADOR WHO WAS HAVING A MORE OR LESS OPEN AFFAIR WITHHTS
NGUAGE INSTRUCTOR. BND HAD APPROACHED HIM AND OFFERED EVERY
SISTANCE , BUT HE HAD CHOSEN INSTEAD TO RETURN TO CZECHOSLOVAKIA j
ERE HE HAS NOW BECOME THE DEPUTY MINISTER OF FOREIGN AFFAIRS. |

3. AFTER THE AMENITIES, ACKERMANN TURNED TO THE BUSINESS

_ WISHED TO DISCUSS. HE BRIEFLY DESCRIBED HIS TRIP TO PNEXCEL
ADQUARTERS AND SAID THAT CHIEF EUR HAD APPROVED THE IDEA OF
S CONTACTING ME INQE TO DISCUSS THE POSSIBILITY OF
IOPERATION IN THE FTELDS OF TECHNOLOGY TRANSFER AND INDICATIONS
ID EARLY WARNING INTELLIGENCE. ACKERMANN SAID THAT DURING HIS
SIT TO PNEXCEL HEADQUARTERS HE HAD LEARNED THAT THE SVMACE
OGRAM IN THE FIELD OF TECHNOLOGY TRANSFER WAS DESIGNED TO
.SERVE AND REPORT ON TECHNOLOGY BEING TRANSFERRED BUT DID NOT
‘TEMPT TO INTERDICT OR PREVENT SUCH TRANSFER. ACKERMANN EXPLAINED
IAT THE BND HAD MADE ARRANGEMENTS AT THE STATE SECRETARY LEVEL IN
INN. WHEREBY BND INFORMATION, DEPENDING ON ITS SENSITIVITY, WAS
.DE AVAILABLE TO EXECUTIVE AUTHORITIES. ACKERMANN SAID THAT THE
ID TECHNOLOGY TRANSFER PROGRAM HAD BEEN QUITE SUCCESSFUL, PARTICU-
RLY INSOFAR AS EAST GERMANY WAS CONCERNED. HE CITED THE MANY
'ADS FROM STILLER AND A SUBSEQUENT DEFEGTOR AS BEING PARTICULARLY
JEFUL . HE NOTED THAT THE BND OBTAINS EXTENSIVE CORRESPONDENCE -
ST GERMAN MINISTRY FOR FOREIGN TRADE. MUCH OF THIS CORRE-

~ 'ONDENCE 1S DIRECTED TGO WEST GERMAN FIRMS BUT ACKERMANN MAINTAINED
IAT THE BND OBTAINS IT IN EAST GERMANY. ACKERMANN SAID THIS
JRRESPONDENCE , AND OTHER EVIDENCE DEVELOPED BY THE BND, INDICATE
IAT THERE IS A MASSIVE AMOUNT OF TECHNOLOGY BEING TRANSFERRED
ITO EAST GERMANY. HE REFERRED 7O MUCH OF THE CORRESPONDENCE
, "SHAMELESS" IN TONE AND SUBSTANCE.

4., ACKERMANN DIGRESSED FOR A MOMENT TO DESCRIBE SOVIET
"TEMPTS TO OBTAIN UP-DATED 1BM 360 COMPUTER TECHNOLOGY. HE
\ID THE SOVIETS HAD CHIDED THE EAST GERMANS ABOUT THE OUTMODED

. 30 COMPUTER AND INSTRUCTED THEM TO ACQUIRE MORE SOPHISTICATED

‘CHNOLOGY FROM THE WEST. ACKERMANN SAID THAT HE HAD CORRE-
JONDENCE ABOUT THIS ACTIVITY INCLUDED IN PAPERS WHICH BLUM HAD GIVEN TO
{E DCI DURING BLUM'S RECENT VISIT TO WASHINGTON .,

5. RETURNING TO HIS MAIN THEME, ACKERMANN SAID THAT BND
/IDENCE INDICATES HEAVY USE OF VIENNA AS A POINT FOR TRANSFER
{D DIVERSION OF SENSITIVE TECHNOLOGY. HE SCOFFED AT THE AUSTRIAN
‘CURITY AUTHORITIES FOR ALLOWING THE ESCAPE OF THE TECHNOLOGY
'ANSFER RING DESCRIBED BY STILLER AT THE TIME OF HIS DEFECTION.
: SAID THERE IS NO DOUBT THAT THE EAST GERMANS HAVE REBUILT
{EIR ORGANIZATION AND IT IS FUNCTIONING AT A MORE EXTENSIVE
VEL THAN BEFORE. WHILE THE BND PROGRAM HAS BEEN FOCUSED
UIMARILY ON EAST GERMANY, ACKERMANN INDICATED THAT THEY HAVE
VELOPED CONSIDERABLE INFORMATION ON HUNGARIAN EFFORTS TO SECUR
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TECHNOLOGY THROUGH VIENNA HE SAID THE HUNGARIANS HAVE ARRANGED ™
FOR NUMBERED BANK ACCOUNTS FOR WESTERN BUSINESSMEN WHICH FREQUENTL
RUN INTO MILLIONS OF MARKS. HE NOTED THAT THE HUNGARIANS HAVE ™~
ALSO PROVIDED FALSIFIED GERMAN TAX FORMS AND OTHER DOCUMENTATION
FOR BUSINESSMEN INVOLVED IN TECHNOLOGY TRANSFER.

6. ACKERMANN SAID THE BND WOULD LIKE TO SHARE SOME OF THIS el
INFORMATION WITH US AND THEN CONSIDER WHETHER THERE MIGHT BE
POTENTIAL FOR ACTIVE COOPERATION IN THIS FLELD HE SAID THAT
THE BND WOULD LIKE TO INVITE ME TO COME TO/ \FOR A MORE
EXTENSIVE BRIEFING WHERE THEY WOULD PROVID%"SPECféICS ON INFOR-
MATION THEY HAVE DEVELOPED. '

7. ACKERMANN THEN TURNED TO THE QUESTION OFggéBLi_ﬂAﬂﬂéNG T

~ AND SAID THAT THE BND HAD DEVELOPED A RESONABLY CESSFUL PROGRAM

UTILIZING EAST GERMAN TRUCK DRIVERS. HE EXPLAINED THE DIFFICULTIES
INVOLVED IN LAYING THE GROUNDWORK FOR THIS PROGRAM AND SAID THAT
THE BND HAD SPENT SOME 18 MONTHS IN PUTTING TOGETHER THE
OPERATIONAL INFORMATION (ROUTES OF TRAVEL, TRUCK STOPS, DRIVERS’
SCHEDULES, ETC.) BEFORE BEGINNING THE ACTUAL RECRUITMENT OF A
DRIVER. HE NOTED THAT MOST OF THE DRIVERS ARE COOPTED BY THE
MFS AND, WHILE THIS CREATES ADDITIONAL DIFFICULTIES, 1T CAN
ALSO BE USED AS A LEVER FOR BND RECRUITMENT EFFORTS. ACKERMANN
SAID THAT THE PROGRAM HAS BEEN SO SUCCESSFUL THAT THEY ARE NOW
BEGINNING TO LOOK AT HUNGARIAN, CZECH, AND RUMANIAN TRUCK DRIVERS.
HE SAID THAT THE INFORMATION OBTAINED IS EVALUATED AND INTEGRATED
INTO INFORMATION OBTAINED THROUGH MORE EXOTIC COLLECTION SYSTEMS

BY THE MILITARY EVALUATIONS DIVISION OF THE BND. ONCE AGAIN,
HE OFFERED THE POSSIBILITY OF JOINT COLLABORATION AND SAID
THAT FURTHER BRIEFING WOULD BE AVAILABLE IF 1 CHOSE TO COME
TOL 1 RESPONDED TO ACKERMANN NOTING THAT INFORMATION
DEVeLUPED LOCALLY TENDED TO CONFIRM THAT MASIVE TECHNOLOGY
TRANSFER WAS TAKING PLACE THROUGH VIENNA. I TOLD HIM THAT, WHILE
OUR PROGRAM HAD INDEED BEGUN WITH THE CONCEPT TO OBSERVE AND
REPORT ON ACTUAL TECHNOLOGY TRANSFERS, WE HAD DEVELOPED SO MUCH
INFORMATION ON MECHANISMS AND POTENTIAL TRANSFERS THAT WE WERE
NOW ATTEMPTING TO FIND METHODS THROUGH WHICH WE MIGHT MAKE LESS
SENSITIVE INFORMATION AVAILABLE TO OUR CUSTOMS AND DEPARTMENT OF
COMMERCE AUTHORITIES. I TOLD HIM I WOULD BE MOST HAPPY TO COME
10’ "V FOR A BRIEFING AND WOULD BE WILLING TO CONSIDER SOME
TYPE OF JOINT ACTIVITY AGAINST THIS MOST IMPORTANT TARGET.
"1 COMPLIMENTED HIM ON BOTH THE TECHNOLOGY TRANSFER AND EARLY
WARNING ACTIVITY WHICH HE HAD DESCRIBED AND NOTED THAT WHILE WE
HAVE NOT TARGETED INTERNATIONAL TRUCKING FIRMS, I WOULD NEVERTHE-
LESS LIKE 70 HEAR MORE ABOUT BND'S EXPERIENCE. I SAID THAT IF
BRIEFINGS WERE ARRANGED, 1 WOULD LIKE TO BRING AN ASSISTANT ALONG
AND ASSUMED THAT{ . WOULD OF COURSE PARTICIPATE. :
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" 8. ACKERMANN SAID THAT HE IS ABOUT TO BEGIN A THREE WEEK

EAVE AND SUGGESTED THAT THE BRIEFING BE ARRANGED TOWARD THE

ND OF JULY OR IN EARLY AUGUST. I TOln‘ﬁIM THIS SOUNDED FINE

J ME SO LONG AS WE RECEIVED: CONCURRENCE . ACKERMANN
" AID THAT HE WOULD PROPOSE SPECIFIC UATES FOR. THE BRIEFING IN

UE COURSE. .

9. 1 AM NOT OVERLY ANXIOUS TO DEVELOP JOINT OPERATIONS WITH
HE BND IN VIENNA., ON THE OTHER HAND, THERE ARE SO MANY TARGETS
VAILABLE THAT SOME DEGREE OF COOPERATION AND DIVISION OF EFFORT
IGHT WELL BE FEASIBLE. I CERTAINLY BELIEVE WE SHOULD ACCEPT
CKERMANN 'S INVITATION FOR MORE EXTENSIVE BRIEFINGS. I WOULD
LSO BE HAPPY TO ENTERTAIN SPECIFIC SUGGESTIONS WHERE WE -MIGHT
OLLABORATE BUT BELIEVE SUCH SUGGESTIONS SHOULD ORIGINATE WITH

ND. WELCOME COMMENTS.
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