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1. The enclosed Intelligence Information Spec1a1 Report is part of a
series now in preparation based on the SECRET USSR Ministry of Defense
publication Collection of Articles of the Journal "Muita? Thought', This
article sumarizes protection measures aga. electronic :
warfare, which include destruction of the jamming transmitters, radio
camouflage and barrage jamming of radio reconnaissance, and improvement of
the training of radio operators. - Radars may be protected by using
different frequencies at a radsr post, destroying missiles and their
delivery aircraft, or by diverting or disorienting homing missiles. Radio
commmications also may be protected by using superhigh frequencies and
covert cammmications, and control installations by deploying emitting
devices some distance away and using intermediary stations. This article
appeared in Issue No. 1 (77) for. 1966[ : |
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MILITARY THOUGHT (USSR): The 'I'hreat of Bnemy Neutralization
_ of Radioelectronic Means and Their
- Protection in Operations

ISJocunentaxy

LTS ' '
%e following report is a translation from Russ:.an of an article which
appeared in-Issue No. 1 (77) for 1966 of the SECRET USSR Ministry of

Defense publication Collection of Articles of the Joumal "Military
Thought". The author o s article 1s onel in. This article
summarizes protection measures against US and NATO electronic warfare, :
which is considered to consist of detection and sudden neutralization of
electronic equipment by destruction or jamming. The methods of protecting
radio and radio-relay commmications described by the author include
destruction of the jamming transmitters, radio camouflage and barrage
jamming of radio reconnaissance, and improvement of the training of radio
operators. Radars may be protected by using different frequencies at a
radar post, destroying missiles and their delivery aircraft, or by
diverting or disorienting homing missiles. -Radio commmications also may
be protected by using superhigh frequencies and covert commmications, and
control installations by deploying emltting dev1ces some distance away and
usmg intermediary stations. . S

' End of Sumaxy

; recently 1dentif1ed as eral-Ma rV, Ya. Grankin is a

doctor of military sciences and has been a professor at the Mil1tary
Academy i/n M.V, Frunze since 1962;—™=—= ]
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The Threat of Enemy Neutralization of Radioelectronic
Means and %‘eir Protection in Up_erations ——
' ‘ by - S :

Colanel V, Grankm B

After World War II, since the early 1950's more and more attentlon
has been given by the amles of highly techmcally devel countries to .
the problems of developing means and methods of neutrali g the
radioelectronic equipment of a probable enemy.

At present, all of the main capitalist countries have well-established
theories for the neutralization of enemy radiocelectronic means during
operations, These theories have been adopted as integral parts of their
aggressive military doctrines. In the armies of the US and other leading
NATO members great strategic importance has been attached to the measures
involved in warfare against radioelectronic means. They are classified as -
one form of conducting military operations which has been designated
"radioelectronic warfare''. The basic tenets of US and NATO doctrine dealing
with the waging of radioelectronic warfare can be summarized as follows.

Radicelectronic warfare is considered s one aspect of modern warfare, -
and the means used to wage it are consxdered to be addational weapons at
the disposal of the commanders. L

It is plammed that warfare agamst radloelectromc means should be
waged by all branches of the armed forces and in all types of combat
actions. In the ground forces radioslectronic warfare means are expected
ttJ:o be used from the army group all the way down to and mcludmg the

attalion,

The basis of radioelectromc warfare is cOnsidered to be
radiocelectronic countermeasures, These are directed toward preventing the
enemy from employing radioelectronic means. They include the producing of
jamming, the destruction of radloelectromc equipnent by flre means, and
radio deception, -

Primary inportance in the plans for conduct:.ng radioelectronic warfare
has been given by the military leaders of the US and NATO to the detection,
followed by the sudden and massive neutralization of the radioelectronic
means used in reconnoitering air targets and in cantrolling strategic
missile forces and aviation. Among the measures to be carried out for this
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purpose are: the dispatching of jaming transmitters mounted in strategic
bambers and missiles on a massive scale into the territory of the socialist
camp countries, especially the USSR; the use of powerful stationary radios;
the detonation of high-altitude nuclear bursts and bursts of easily ionized
chemicals in order to neutralize the operation of radiocelectronic equipment
by means of artificial ionized formations; the destruction of important
radioelectronic targets by missiles, aviation, and sabotage-recomm.ssance

subun:lts .

To what extent the efforts of the NATO countries represent a real
threat in this area can be Judged on the- bams of the follawing data.

In the strategic aviation based in the US and Great Britain there are
special aviation units and subunits of strategic bombers equipped with
radicelectronic warfare means to be used for neutralizmg our air defense
radar system in support of their strategic aviation. The American aircraft
in these units carry up to 11 to 13-jamming transmitters, In addition,
each bamber delivering nuclear weapons carries up to eiﬁht jamming
transmitters for its individual protection. The English Vulcan, Victor,
and other aircraft have three sets for jamming the radar means and
ultra-shortwave radio commmications of our ant1alrcraft units. -

To neutralize the radio and radlo-relay commmications of the ground
forces and front aviation, and to detonate the radar proximity fuzes of
missiles and aerial bombs, radiocelectronic warfare units have been
established in the US army. They are intended to be attached to field
armies and army corps, while subunits of these units are to be attached to
divisions, brigades, battalions and missile and artillery battalions.

The Americans have developed and adopted mto service several types of
missiles with homing heads for destroying the radioelectronic sets :
belonging to the air defense of the country and the fronts. For example,
there is information that the Shrike (AQ{-45) guided missile with passive

head, which was adopted into service in 1964 for use by tactical
aviation, was hurried into series production and has already been used to
destroy the decimeter band radars in the air defense system of the :
Democratic'Republic of Vietnam. The Snark (SM-62).and the Matador cruise
missiles have been modernized, and homing heads have been developed for
them. They are expected to be used w:.dely for the destnmtmn of
radioelectronic targets. . o .

In order to destroy large commmications centers, rece:.v:mg and
transmitting centers and gmups of radars, it is planned to make wide use
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of sabotage-reconnaissance groups and detachments. In an army group there
may be several hundred sabotage subunits equipped with nuclear 1and mines
and short-range guided missiles with conventmnal warheads.. o

Beginning in 1958 the armed forces.of the US have detonated more than
16 high-altitude nuclear bursts for the purpose of studying the
possibilities of creating artificial ion formations. According to available
information, these bursts create areas of high densities of electrons which
hinder the detection of missiles and spacecraft by radars, disrupt the -
operation of shortwave and mediunwave radio commm:.catlons by space beam,
and disrupt radio reconnaissance. : :

In order to prevent the neutraliza.tion of' their own radicelectronic
means, it is proposed that high-altitude nuclear bursts be detonated in the

depth of enemy territory.

Each year the US alone spends more than 600 mllien dollars on the
development of rachoelectrmic warfare means, o

Thus, the US and NATO have a large nmnber of means for waging _
radioelectronic warfare which have been heavily concentrated in the
branches of the armed forces and groupings of troops; a certain portion of
them is used in accordance with the plans of the Supreme Comand.

On the whole, the use of radioelectronic warfare means is subordinate
to the common purpose and is implemented in accordance. with a definite
system. Included in this system are: a mmber of measures and powerful
radioelectronic warfare means directed toward the neutralization of the
radiocelectronic equipment of a state or coalition of states; operations of
ground forces and combat actions by large units and wunits; as well as the
means that ensure the effective use of vanous weapons and then'
protection. , S

The control of the entire radioelectromc warfare system is
centralized, It is exercised by centers, departments, sections and
divisions for radicelectronic warfare that are organically a part of the
staffs of the strategic, operat:.onal, and tactical conmand levels down to
the division, inclusively, : o

One characteristic of the whole system and the means for wagm
warfare against radioelectronic equipment is that, having appeared in the
postwar period, they have never been mass-tested on the field of battle,
although individual models of radloelectmnic warfare equ1pment have been
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tested by the Americans in Korea and now in Viet:xam, and by the English and
French in the course of the aggressmn against Egypt. : '

This is explained in part by the fact that our probable enemies are
trying to keep in the strictest secrecy their available radioelectronic
warfare means and the methods devised for using them. ' On the other hand,
the fact is taken into account that the massive’ employment of
radioelectronic warfare means during exercises leads; as a rule, to serious
disruptions of control during the working out of strategic and operational
tasks. For this reason the military leaders of the US and Great Britain
usually conduct exercises with their armed forces which make extensive use
of radicelectronic warfare means in their own countries. In the exercises
held in Western Europe, the NATO command is limited to only operat:lonal
plaming for the use of radioelectronic means; and mtemittent use of them
for working out partial tasks. _ _

The conditions which have developed require that ve serious
attention be given by command personnel to the study of enemy's methods .
of conducting radioelectronic warfare and.to the protection of our own
radioelectronic means. In our view, the successful protection of the ,
radioelectronic means of the country and armed forces must be structured in
accordance with a definite system. It will be based, obviously, on means
for rapidly detecting areas of high-altitude n chemical) bursts,
jemmers, powerful stationary transmitters the other radiocelectronic
devices used by the enemy in radiocelectronic warfare, as well as the means
for destroying them. The problems of the organization and functioning of
such a system, and of the scientific-teclmical development of it, must be
solved centrally. '

During combat actions by branches of the armed forces very different
methods and procedures must be used extensively for ‘protecting the
individual types of radioelectronic means, since there is still no single
efficient method of protecti.ng them which guarantees their . stable operation
during jamming.

At present we can recommend for the protection of radioelectronic
means several methods which should be used dependmg on what means of ’
attack (neutralization) are available to the enemy. L ,

As we all know, a very large number of various types of
radioelectronic devices are used in the operations conducted by the large
operational formations of the branches of the armed forces. Out of all of

these various types of means we shall consider the protect:.on of only two
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main groups: radars and radio and radio-relay comunicatims sets. The
protection of these groups of radioelectronic means under modern conditions
is achieved by carrying out a series of organizational and technical '
measures. A list of the main protective measures is given in the diagram.

The organizational protective medsures are provided by the staffs that
plan the combat employment of radioelectronic means -in operations. The
technical measures are carried out by the crews of the radioelectronic
means by using the technical capabilities built into the radicelectranic
devices themselves. In this article we shall consider only organizational
protective measures, in particular, the destruction of jamming transmitters
and the vehicles that carry them, radio camouflage, and increasing the
qualifications and the level of training of radio and radar operators. '

The destruction of ; transmitters. As'a rule, enemy -jamming
transmitters have such hig t power that radio and radiotechnical

recomnaissance can establish thair position comparatively quickly. The
most effective means of destroying the radar jamming transmitters carried:
on aircraft is by aviation and surface-to-air missiles. Missiles with
haming heads could be widely employed for this purpose in the future.

The destruction of stationary enemy radio conmmications stations will
be of great importance for protecting our: strategic ‘and operational radio
commmnications in an offensive operation. The point is that the probable
enemy intends to use stationary radio stations of Western
countries to neutralize the radio commmications of the rocket forces, long
range aviation and ground forces at the General Headquarters-front and
front-army levels. These statians have output powers of 50 to 450
Kilowatts and are located close to large cities. The Federal Republic of
Germany alone has over 100 stationary mediumvave and shortwave radio
stations, of which 36 are manmed by American and English troops. The
largest transmitting centers of these stations are very well known. They
are on the outskirts of Mmich, Hamburg, Stuttgart, Frankfurt-am-Main,
Gladbach and Heidelberg. In the Erding region (20 kilometers northeast of
Munich) is the American radio station 'Voice of America'", with an output
power of 1,000 kilowatts. The destruction of all these radio transmitting
centers and stations will to a great extent reduce the enemy s capability
to jam our most important radio commm.cations e

Radio camouflage is aimed at countering ememy radio and radiotechnical
reconnaissance and at cancealing the locations of the control posts,
coomunications centers, groups of radioelectmnic means and the operation
of our own radioelectronic equipment It is achieved by limiting or




TOP%_ e

N

~ Page 9 of 15 Pages

completely banning transmission by our radicelectronic means for specified
periods during an operation, by strictly observing radio discipline and
established operating procedures, by operating means at the minimm
required emitting power and from sheltered areas, by eliminating
characteristic features of the operation of the transmitting devices and of
operators, and by disorienting and jamming enemy radio and radiotechnical
recomaissance. Co S S :

m‘ the qualifications and level of training of the ggrators.
It is typical, for example, ‘a : o operator class can
receive, by ear, under conditions of quite intensive jamming, up to 40 to
50 percent of the text of a radio message; that a radio operator 2nd class
can receive up to 60 to 70 percent; and a radio operator lst class can
receive up to 85 to 90 percent of the text. . Radio operators with the same
qualifications but without the training cannot réceive radio messages by .
ear without considerable distortions. Moreover, well-trained operators
quickly determine the type of jamming and in a timely manner and correctly
employ the technical methods known to them for protection against the ;
Protection of radars. The main organizational measures for protecting
: ri:dalz;e employed in the air defense system and in controlling aviation
clude: . > .

- alternating and joint operation of radars with = '
different wave bands at radar surveillance posts;
- deployment of radar posts in an area so that the -
radar fields will overlap; - -
- use of radars with autamatically varying s
. and a wave band previously unknown in the given
- joint use of active and passive radar means.*

Of the above measures, the one deserving special attention is the
establishment of radar surveillance posts consisting of several radars
operating on different frequencies and the location of these posts so as to
guarantee the mutual overlapping of their radar fields. The alternating
gg:ratim at the radar posts of radars with different frequencies reduces

probability of the destruction of the radars by missiles with haming
heads, and in the event that the enemy should produce an ionized area over
the radar posts, the targets flying above this ionized area can in part be

- - e W

#Pgssive radar means are recei\fing devices with directional antennas
(direction finders) with which the coordinates of aircraft (missiles) are

determined from the radars and jemming transmitters operating on them.
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detected by adjacent radar posts that are not covered by the jonized area. |

The practical solution of the problem of setting up such radar posts
in a theater of military operations or on an operational axis may be
obtained by combining the efforts and radar surveillance means of the
radiotechnical troops of the Air Defense Forces of the Country, groups of
forces, districts (fronts), navy coastal observation service and front
aviation. At the present time the recommaissance efforts of the air forces
are combined, which facilitates the protection of the radar system for .
reconnoitering air attackmeans., - -~ -~ - . y

Particular care should be exercisedinprotectmg radars from missiles

that have radioelectronic homing heads _

Missiles with homing heads are a new weapon that has a sufficiently
high probability of destroying radioelectronic targets. For this reason,
underestimating the importance of combating this weapon can lead to serious
disruptions of the radar systems of our country. and armed forces. .

The most effective method of protecting radars is the destruction of
the delivery aircraft before they launch their antiradar missiles and the
destruction of the missiles themselves in flight by fighter aviation and |
surface-to-gir guided missile complexes. This method is still the only one |
for protection against missiles with inertial guidance. = - ‘

. The successful destruction of antiradar missiles is achieved by
fighters carrying missiles, and particularly by surface-to-air guided
missile systems, - T o T

A system of diversionary transmitters or reradiators can also be used
to protect the most important radars against destruction by missiles with
passive homing heads. The diversiocnary transmitters must operate on the
same carrier frequency and at the same pulse repetition rate and pulse
duration as the radar to be protected, If the operating program of the-
diversionary transmitters corresponds to that of the radar the missile can
be diverted from the operating radar to the diversiomary transmitter, which
acts as a simlated target. _ . Lo _ »

We should also use other methods of affecting the homing head of the
missile in order to "disorient" it. Such methods include: joint operation
of two or more radars against one target in conjunction with a program for
switching off the radar as the missile approaches the target, as well as
the generation of special "flicker' jamming against the missile homing
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head. We notice that the majority of methods recommended involve
protecting high-power radars against destruction by strategic aviation and
operational-tactical missiles. - However, the protection of radars against
the guided missiles at the disposal of tactical aviation, such as the
Shrike, which remain in flight only ten seconds, can be ensured only by
destroying these missiles with surface-to-air guided missiles. For this
reason the radar posts belonging to the air defense of the country and the
ground forces must be deployed under the cover of antiaircraft means.

Protection of radio and radio-relay commmications. The main
organizational measures taken to protect radio and radio-relay -
commmications from neutralization by jamming, the effect of artificially
jionized media, and destruction by fire means include: -

- wide use at the strategic and operational control levels
of t:haiospheric and radio-relay commmications at :
superhigh frequencies, in addition to the use of mediumwave
and long-wave radio conmmications; =~ . I

- use of various methods of setting up radio and radio-relay
‘coommications (setting up backup commmications, covert and
bypass commmications links, allocating intermediate - -
radio commmications stations, maintaining commmications
through an intermediary station, assigning stand-by receiving
frequencies for the most important control posts); . =

- selection of radio-relay routes that are concealed from the
enemy, deployment of commmications transmitters in sheltered
sites and dug-in shelters, and supplying them with spare sets
of buried and surface antetmas; - o E B

- assignment of alternate frequencies and call signs and
maximm separation of the bands for operating and alternate

- jamming the enemy's radio recomnaissance and the radio- .
canmmnications providing control over his radio recomnaissance

It should be remembered that, in modern operations, radio and
radio-relay commmications will operate normally only if protection against
enemy neutralization has been carefully organized. In order to do this it
is necessary, while still preparing for an operation, to establish
commmications on the most important axes, primarily with the commanders of
missile and aviation units delivering nuclear weapons, over several main
and backup channels by using for this all available forms of commmications
-- shortwave and ultra-shortwave radio, and ordinary, tropospheric and wire -
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radio-relay commmications. _-ﬂw'estéblth'df covert (reserve)
commmications, the operation of radio means through an intermediary
station and by retransmission are very important for protecting radio

commmications and for ensuring control under conditions of jamming.

Covert radio commmications are those that are initiated and conducted
only when the transmission of instructions and reports by main radio -
conmmications cannot be guaranteed because of jamming. In. covert radio
nets and links, information is transmitted without calling the stations in
advance and obtaining their consent to receive, Covert radio nets operate
"from time to time''; thus, they do not attract -the attention of enemy radio
recomnaissance and jamming means. Moreover, it will take the enemy about 25
to 40 minutes to jam a covert radio net after it has been detected by enemy
radio reconnaissance, and a considerable amount of information can be sent

by the radio net within this period of time. :

In conducting operations an important role is played by the prevention
of the destruction of the most important military installations (control .
posts, strategic and operational commmications centers, radio transmission

- centers, etc.) that are detected by the emissions of their radio means.

The military leaders of the NATO ammies include control posts for troops
and aviation among the targets which "constitute the nuclear power of the
enemy’'.®* For the destruction of these targets the probable ‘enemy proposes
the extensive employment of missile/nuclear weapons and aviation. And for
this purpose strategic and tactical aviation have entire groups of aircraft
equipped with homing devices that can direct the aircraft to emitting
radio, radio-relay, and radar sets. =~ -~ .- . . .

In order to protect the most important control installations from.
destruction by missiles and aviation, it is necessary, first of all, for
them to be thoroughly covered by air defense means. In addition, all
medium-power and high-power emitting devices must be 'd:j;:loyed far from the
installations that are being protected. If possible, the distance between
the emitting means and the installations should be five to ten times the
linear direction-finding error made by enemy radio and radiotechnical
reconnaissance. Thus, for a linear direction-finding error of 17 to 35
meters per kilometer of range, which corresponds to an angular
direction-finding error of one to two degrees, the distance between the
radio transmitting devices and the control posts should be about five to
ten kilometers (12 to 20 kilometers) or more, if the control post is S0
(100) kilometers or more fram the front line, The radio transmitters, in
turn, should be located in shelters and separated from one another by one

S W 0 s Py A -

*Modern Mili Doctrine of Great Britain (Nhi.n Fé_étm'es), Military

s e, 1960. R
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to two kilometers or more, so that an aircraft would not be able to destroy
several targets in one pass.

Extensive use should be made of operat:xons with the. aid of an
intermediary station for the protection of the control posts and radio
means of the commanders of operational formations. The essence of this
method is that, period:.cally, particularly when the control post is at one
location for an extended period of time, commmications of formation
commander (commander) with subordinates are maintained through a previously
unoperated intermediary radio station situated five to ten kilometers from
the control post. Instructions to the troops are transmitted to the
intermediary station by stations with low output power, and preferably
using ultra-shortwave frequency. The reports that are sent from the
subordinate commanders via the intermediary station are received directly
by the commander's radio by the intercept method.  The operation of radio
means with the aid of an intermediary station camouflages the cantrol post
of the commander and disorients enemy radio recomnaissance. Extensive use
of this method of protection is linked with a certain increase in organic
radio commmnications means, and for the time being this method should be
worked out in exercises by using reservo mdio commications means.

In addition, the camouﬂaging of radioelectronic mstallations
requires the extensive use of active means of warfare against enemy radio
and radiotechmical recomnaissance. The fundamental principles and
recomendations for countermeasures against those types of recomnaissance
employed by the capitalist states are given in sufficient detail in the
Collection of Articles of the Jmn‘nal "Mili : t'*, No. 1 (74) for

y es of measures recouwxded by the
authors of t.he article we sbould add neutralization of the operation of
these 1.;:‘)ges of enemy recormaissance by barrage jamming produced by setting
curtain, Wehnvoinmmdsmdingoutaheadandtotheﬂams of
our troops ultra-shortwave and radio-relay jammers and, by using the
directional properties of the antennas of these jammers, creating
directional j of radio recornaissance on porticns of the frequency
band of our operating commmications. This me of neutralization will
be used extensively when troops are regrouped or moved out to the f£ront
line. Moreover, future plans should include airborne barrage jammers that
could be sent into enemy terntory to neutrahze his radio recmumissance
and radio commmications., v C

e e e L )

*A, Cherpakov and A. Fadeyev, "On Countermeasures Against the Radio and
Radiotechnical Recomnaissance of the Capitalist States," Collection of

lﬁr_tmles_of__ﬂhe Journal 'Military Th t," No,. 1 (74), 1565.
omment: Lticle is not avai]_,able.)
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In conclusion, it must be said that the problan of protecting
radicelectronic means must be solved always in a creative manner. The
execution, every time, of the same organizational and technical measures
will not guarantee the protection of radioelectronic means for long. On
the contrary, ﬂxeenanycanadapttot}msemasmesanddevisemeansand
methods of attack against which the recommended methods of protection will'
not produce the expected results. In addition to the methods which have
been proven in practice and are recommended in this article, we must seek
other ways also. This problem will be solved most successfully by the
development, and introduction into the armed forces, of qualitatively new
radar and coomunications means which, by their physical nature, will be
resistant to jamming and operate effectively under conditions of artifical
ionized mediums., However, the devel t of new means is a matter of the
comparatively distant future For reason, in the organization of the -
control of troops in maneuvers, command-staff exercises and war games, we
mgersistently seek and thoroughly develop measures directed toward the

le protection of radioelectronic means., = =
_ ﬁ'
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