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B_j Jose?hmlbngﬁt : T
G UNNYVALE, Calif. — Anyone dnvmnr by would :
: have to wonder about the unptotected cluster of
-snow-white dishes pointing s&yward. alono' the Bay-
shore Freeway. L .
.~ Therebshinda cnmmhnk fence is one of the twoor. | - ' oo
ﬂ‘ree U.S. military bases 2 president would need dur-
ing any mtarnatlonal crisis or hmt of a Russ&an sur- -

. prise attack. - L 7
- 7 Ttis the lone vround sLatzon from wh:ch the Defensa
- - Department’ controls the military communications

¢ satellites linking the presxdnnc and America’s distant
forces and ch‘omats It also steers most of the coun-
try’s electronic mLMence ~photograph.c Ieconnax-,

- sance and missile warning satellites.» > 27

No leak, no secret document, no clsmnﬂed cryptq
clerk was needed to find the spot. All it took was page

90 of the unclassified posture siatement which the Air
Force szrt to. Congress last Febn.ary ‘Tha Satellite

©* Test Center ab Suzmyva.e i3'a “single point of control”

 for defensa satellites, the statement reported. As a2 *

onsequenc., it said, the Defenss Department’s “cur--

. rent Space operations are vulnerable to disruption” . = .

7 . A bigh-ranking scientific adviser to Defense Secre— y

t,.ry Brown called it “unforgiveable” that such a eriti- .
_cal base i3 “within bazooka range of 2 hichway.” -

.Sunnyvale also happ=ns to, lie in an earthqua&e haz-

: ard zone, with the San Andreas fault eight miles away. -

But to this adviser, at least, ear‘hquakei are less wor-~
tisome than bazookas and satchel charges. -

Smnyvale i3 just one sample of a national security
weakness that has been troubling professional military -
people, arms control advocates and some people in ths
White House — with good reason. :

The problem i3 that in a nuclear crisis, the presxdent
cannot be sure of his ability to communicate with tke
cor:tmanders of his missiles, submarines and bombers.

- No on2 i3 claiming that t‘*e Soviet Union can strike
this country’s command-and-control system with 1 it
punity, krowing for sure that the presidential “button’
can be dr=connected S.J. Buchsbaum, a member of the
Defense Science Board and chief of military communi-
cations for the Bell Laboratoties, offered this much
reassurance: “While there are various severe vulnerabil-
ties that can and should be fixed, even today the sys-
tem is suf ncxentl} robust thatit capnot be kaccked out
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/- However, Sen. Sam Nunn (D-Ga.) said: “The deficien-
cies in our present [communications] system pose a temp--

" ‘tation to Sovist planners in a confrontation situation to be

* ""the first one to strike.” And retired Ar(z}ny Gegl(i A:};exandfg : _

‘M. Haig Jr., former NATO commander, said: "I would -} .. v g ) . o . ‘

";}law this aren among the top priorities fo? pror_npt a}:t en- "+ *“» The Joint Chiefs of Staff anticipate a “widespread 1

o e e

- ‘ple g ths top prl g " .| 77 of connectivity” between the president and his cornma
tion by the (‘“*".t,ad’f;:;?;t?:;ﬂ Warnke. who was Presic. | | €S in the opening minutes of a nuclear war. The ch
) In xgom 10 vg“tpnu clear ’treaty nesoti ator. said: “If you'- :#% said this loss would be caused py the powerful electrom
) .-der;tl: If.gctie:;e gd of command anc:l’ contrt;l that is tech-- -, vone tlu(f pulses from alhxgh-ay.x fude nuclear b.ursl:. wh
- ;?;l)l,y feasinie, you would havé even less.reason to build - i} LW 0. .-ghbm f’{!u"ﬁf ¢ ectgon;ifn rgiﬁ? mg‘udt er;z;:l:mt?.
" thenew MM mmiasiie” .. L . 1 woes e o "'mand. ;g;ebi \fgoseasci?xgﬁu}ﬁc-aﬁo : r'leq!.n?;))m gy‘: D
.- N - R . B P B : "_.'._; _.2‘}&- ] ] ] 13 211 3 p
: '.I‘v;[enty Yiﬁ_f?‘&ﬂ ?&f’ :::?g) :;';P: z‘;g‘%}i i)i;?::ni- 4| il rtected against such pulses. But because of its maintenar
e et v o, | 1 5 L o o it B, A e
. tion that wui-;penﬁ%g’l ?;111;0; :i;ée-‘efgieg‘;ft’: 2‘;;; " Atthe president’s disposal the rest of the timeisan e
_mhon.t%at Imvented ioe 1e1epaONE 7o AR PIM 27 ] ki hgr ‘l‘lﬁonisaay" plane that has about 2,000 openings
“sagegap? o i coocodetSees 0 L ol oo the that could admit the damaging pulses. Bosi
- Vice Adm. Bobert Y. Kaufman, director of command | 37" -", i ~ i
‘ah‘é!znt}::o‘x oe-the Navy, told a House subcommittee in--} =" ?10 {pg.(,) “?ig:%‘ad? t.he Plane, 2?3 eghm:atet_l thﬁt u El)
Mays o LRI e e el AT 13@1&5&‘@??321;?;“ wffor tomporery faits
Do poeT ot ey o g ither. > up or suffer temporary failw
_'io‘(‘)It isa gtea;tgg il?;tg% i:f t&:neicglemﬁgiigi:egffgnb{{ . * after a high altitude nuclear burst even half a-contine
TCE - OL geviing. £t 10 | . L TToTrL el e TLLus
ma"'g‘ees in pe.ace‘.:ime. But when “: %r'gt m;g ‘{?gmjﬁfi? N A ?"‘i\a:l};reover, the Russians are aware of this vulnerabilil
~ of wars, rangung. from co.?vez:!tan : "-}’é’_‘“  dati ogns » .. :| - “and can determine when the “hardened” plane is on aler
. nuclear wars, we get varylog egreesg:_ _egrﬁnq statio;lsl .1 e e Of all “connectivity shortfalls,” the most pressing
. -He testified that the Navy's { N Tle as a hand, - ¢+, " how to strengthen the radio links with Poseidon and oth
) cluding one in A?nﬁp(lhst, are ?thulnare%f)ie he said. the | missile-firing submarines. A Navy officer said: “I suppec
. grenade on onle‘o the an er;r:i?l crsterm” of overweicht, | o - you could find a combination of [American] targets th
Navy also fields a “jury-rigged sysiem Of OVEIWEISHS 4 " would kmock out our ability to communicate with the su,
agzq{;}';g rid(.’xo_ r:;;f ﬁtﬁi} ot call i't;a. 'i'nes;aae gap Ite R mannez .": . I don’t think the interruption would be p
ihe g 1, r :3, > 1 by . ’ ‘~'a ) pi . “manen 9. ) ¢ . .‘. : .. ‘-. .- e PR - :I
eughem;s-m is ¢ cf”}{‘;"iﬁ“bﬁf 5“°rt€ ! é“: g‘gﬁ: d‘glﬁ?: . .. % The fragility of submarine communications has this si¢
surfaced in declassified tes! ‘g“’ni :{y Ave Command 7| . -effect: At least some and probably all of today’s U.S. i
co%;nﬁx}axt!dl:;ir Qghsegi'ifo‘{rieg astg;:-gcesrCo?nmitteé'eiuht "} e gile submarines lack the kind of electronic “positive ei
X ate A : ! gt &” fail-saf :eecs the Minut - i
montl}sm :vo tthat. SAC and the Joint Chiefs of Staff, the L :i?: i;ff]tl&?;rzshﬁeﬁ%ps :?S%;}lallm;t:sx;a%ila:%lgaseggl‘
Defense Sacience Board and the staff of the Chief of Naval el o ti-x d?i woli * pf s offic - d vy.ﬁ
; - P such- “connectivity ‘shortfalls”:* . rely on the discipline of its officers and a complicate
Ocerations ba_ci URCOVEred Sucty CORPRET =% .| - :-launchsequerce that reportedly requires concerted actic
in recent classified studles Lo e T -snr at halfa dozen battle stations. ~¢ -7 ol s s ®
- .'u::_‘ . [’] . D; TR : . . 47 ,. ': f-"" v "‘-"'7;:-.:"D";4.'.'-D‘w},’ ;"";;;: —- “.'f" " .
- | Where.are these “connectivity. shortfalls?” Here are | <. West Point cadets learn that communications has bee
" “'$ome ¥ have-compiled in u_:n:‘_.ass.iﬁet:ll:-l dqri:luments_ and in- s+t migritical Cin w}?rfare at gigt_,dsmce t:; Battle of Cannae i
terviews with generals, scientists and otner.communica-, ) - 216 B.C.,, when Hanni estroyed a Roman army by
" tions spectalists. The- }g_'ent_agqn ’has not taken g:_as_ue;mth“_. "l well-timed signal to his Libyan cavalry to attack th
" any of these findings. -~ ’ e e i

_ _ : ~ . }. -7 flanks of an advancing Roman wedge.” ~ v+ '~

o A presicent has 43 radio and telephone paths for dis-." . “ " From World War IT came more demonstrations of th

patching one-way nuclear strike messages to ong or an- \ *. * . leverage of information over brute force: lessons like th

other of the U.S. strategic nuclear forces. But questions” 3 . Battle of Britain, Pearl Harbor, Midway, the Battle of th

exist about how many minutes any of these segmenals. : - - Bylge, . - : . .. .

w.-would endure after a Russian strike. “One of the weak--1 .. - The invention of atomic bombs and long-range missile

nesses in the system is that the president cloesn’t have . - - .jmposed new non-negotizble demands on the nation’

very long 1o make up his mind,” said- Lt. Gen. Kelly communications system. A recently declassified study b
"Burke, chief nf Air Force research and development.

¢ . Richard Foster of Stanford Research Internatioral in
- Even <o, this year only one penny out of every $1,000.0f

y - cluded this vgly finding about Ameérica’s vulnerabilicy a
the defense hudget will go for procurement of equipment: . *of 1969; - - : . g
‘to strengthen the so-called Minimum Essential Emer- © In- 7 “For example, it requires only 17 weapons to essentialls
gency Corsmunications Network, which is the ,most im- . - destroy the national command or, as an optional target, 1¢
portant cluster of channels among the president’s 43 one- | - \weapons to destroy the national communications and pu
way patihs. ‘ ' P

-“the hatioral cerimand out of contact with the forces.”
** Foster. who i3 making similat-studies for the Carter ad
ministration, sauwd it remains truwe that Washington and al

o A presicdent has much less standby equipment for the -
wo-way conversations ard conference calls he would need ;
to determine whether the country reaily was under attack ’
end what to do about it. : .

; _ Vi
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et li&ﬁiﬁéﬁd"ééwn‘t?r":?éauldr.ﬁe'éﬁ%ﬁﬁ 3 gome experts have suggested ways to give the taxpayer |

m‘gnona' : . .y . th ktcconnect:vityuf th b k.Th P Ky

#5919 warheads-of 8 megatons each. Axrqua-’ * the mos i oc¢ the bue ese came in inter- "
- A posts and other moving targets would presims: * views at the Rand Corp., Stanford Research Institute, the

A vive. e - ‘3 “* Defense Nuclear Agency, the Brookings Institution, the
ﬁ’“};’-}‘contmt, his 1962 study said it would take 4,000 - Bell Labs and some other places that don't wish to he

' gussian intercontinental ballistic missiles to knoclc-out'. ¥ named. All these proposals are known to the Pentagon,
mest of Amesica’a nuclear retaliatory forces — and 200 ;! and many are already receiving some low-level funding, -. -

Armerican warheads would survive, - D Rl & s S ST PR A : - i i

EERE S T a ey

ads .

A m ey

Some major improvements in communications -have » » "y 1 N S I I T RNTLE SR
. pul . s : o o=k -k Guard the ground stations. . - vt s C
- since occurred. Threse include military-communications < _ % - - Lheg alions Tt e

satellites;~ satellito-based missile warning sensors, long- .- 'No-one disagreed with the Pentagon scientific adviser:
wave radios being installed in command planes to-pierce "7 Who said it is unforgivable” that the Sunnyvale satel:
jomming and nuclear blackout. - ~i .34 . . litecontrol site is “within bazqoka range of a highway.” _;

. -~ _-:‘,:._‘;:_'--:_;, . . D: a3 E‘lf : j‘.’ )

.~ . i - Step one:The-Air Force should guard it like.a Class.A.|
e ! m: :T o U0t security installation, with rolled barbed wire on top of "
. At least part of the impetus for the. Pentagon’s recent \ the fence, sensors to detect intrude: sand. patrolling;
“connectivity shorttall” studies was an early suspicion by guards: AU RIS Tty
President -Cartec and his staff that the system couldn’t .; _Better'yet: Deploy a half-dozen mobile ground sta-. |
function inanuclearwar. » i ... .. - ‘- tionsaround the country, each capable of steering satel-.
Last Nov. 15, Carter issued Presidential Directive 53 di- s lites:” " ovr v fo 0 o P s
recting his subordinates to make sure. the nation's tele--- i,/ Other “choke points needuz‘g- atlention: "the two';
communications network could either survive or be recon- - = Satellite stations serving as the “déwnlink” for signals.
stituted.. - AN WL T Iep s Al from U.S. mxs_sde warning satellites, one outside Denver -
One requirement for the’ telecommunications systém, -~ 2nd another.in'Woomera,; Australiay a California site -
PD-53 said, is that it “must provide.for connectivity be- .. ..Where an undersea cable from the Australia station :
twean the National Command:Authority and strategic .. cOmes on land, and the PAVE PAWS submarine missile .
and other appropriata forces to support flexible execution * €arly warning sites in California and Massachusetts. .-
of retaliatory sirikes duririg.and after an enemy nuclear ¢ -/ When I first wrote about the situation of the satellite’
attack.”:- 7% 0 it ot o den D ®ew o Thase at Sunnyvale, I omitted its location, thinking the .
Two coutradictory themes run through the transeripts-  Air Force had published a bit of harmful information by
of this year’s military budget hearings. One is that mili- - mistake. But the Air Force again identified the site as .
tarv witnesses are genuinely trcubled about “connectivi- i SU}‘“YV?‘S-- A spoke§r.nan said th_’ﬂl'"f proceeding to-
tv.” The other is that the PD-53 hasn't yet made much *- build a backup sateilite control center iz Colorado by~
diffzrence ‘In ‘Pentagon- spending for- communications 419850 o e o T o B LST L
equipment. >-- - . . S R . The Pentagon also said that the Air Force is reviewing -
In an interview, Gen. C. Reuben ‘Autery, director of ':1t8 contingency plans “to mitigate impacts of disruption
cormmand and coatrol of the Air Force Strategic Air Com- i-0f [Surgnyvz:lgs] operations” and is planging to begin-
mand, said various radio, satellite, airborne command -+ Upgrading the physical security of Sunnyvale “early in
posis and other new systems wilt maks a dramatic im- j;j1981- L e T S s
provement in the emergency communications system by -** !§’ccordmg-. to Jangs Military Communrications 1979-
“1935 or thereabouts.” «*vbs . too:cid leacs St e R 8(.), the Sunnyvale site ccn_:trols, among other space ve-
“Until these things are deployed, it is our opinion; and *» hicles, the.Defense Satellite Communications System,
has bzen Tor some time, that the system isnot as robust ag .- Whose chenta-xr}cluda the p.raldent, the Joint Chiefs of
it should be,” Autery adced. . e Staff, the N_gtlonal Security Agency, the- Diplomatic
How serious i3 all this? That depends on an appraisal of - : - qQIK_tmupzcagxo;};‘ Ageggy and NATO_-_: E

e - . D . N
o s et P

N R it

st

oy

S
e

whether some Russian leader might launch a “bolt from 7= "o T e Treand eesnioaa e %
the blue” first strike. - -< 7w rCo Tt el 9 Phe dogmsday truck.” . < -
A most unlikely threat, say most U.S. military and civil- *- ERk

jan officials. Most tend to agree with Rand Corp. analyst rﬁgi‘;ﬁ: }.l: standby tffhﬁme gor ms:u:mg tha.b the;

Federick Sallagar that the major 2im of the Soviet nuclear ! -pres o meone in e heo s_:ucce&wn,survwes a

missile buildup has been “to undermine the strategic posi- |

tion of the United States by means short of war.” £
Eowever, there i3 no question that Soviet strategists

kave thought abcut attacks on’ elements of ‘America’s !

cammand-and-control system, at least as recently as the -

Py

. nuclearattack. . .. .o T i
One way: Supplement today’s doomsday plane by out-!
fitting two dozen 18-wheel trucks as presidential com-:
and posts. Base them around the country and move;
them from time to time. Their wiring would be made of *

lass “fiber-optic™ cables, which are not affected by :
»

——

te 1960 . - : :
late L&g. R L . - J-electx:omagnetxc pulses from distant nuclear bursts.
o o - -3V Inside would be radio transmitters.with antennas;.
. s ‘ , S .. i -tethered to pop-up balloons. In an emergency, helicop- -
Some smast psople have thought hard in'the last few, ters would rush the successors to meet thair designated ',
years about how to avoid a message gap. One thread thati. doomsday trucks in rural areas unlikely to be targeted, .
ran_!ti‘xrlo,ugbrwo dozen interviews is that technology is: A :{\180 8303}1'{1 eaChhtr%Ck ~\‘iox.dd‘&“oa one of the Defens&; i
available to fix the system.. . | Advanced Research Projects Agency’s experimental :
Even with good management, the bill could run asmuch * “antijam, ~antispoof, "~ antiintercept” . radios, called -
2s 2 faw billion collars in each of the next five Pentagon ““packet radios.” One would allow the president to :
budgets. - . - . s . ... . . broadcast virtually anywhere in the world. - R

(-
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. n,al meter DU i
/g: planners’ mxtrrames is-how to- tell who :s
,{,";ander-m-chxef aftera nuclear attack. : i
.# possivility: A kit-should be carried by ths war-
}’ofﬁcer who shadows the president to hand him the
suclear launch codes. In ths kit would be remotely-
fmomtored instruments to record sudden i increases in
# radiation or acceleration that would occur in a nuclear
" ablasi. If the monitors went off tha scaie, ofhcnals would
prepare toswear in the vice president.. ;. -+

4. The piggybeck netuork. !“ g

A puclear attack ta.x‘veted on the:US command and
control system could chop up theiBell telephone net-
work into-isolated islands of communications, severing
many of ths Pentagons critical leased cucuxts There
are backups, but each lssomewhat valperable. -..

A further backupe Hang radio repeaters on thousands
“of commercial TV end radio station antennas through-
“out the country. Then add a computerized path—dxrector

to figure out automatically how to route a command sig-+
nal across the coun l:ry usmg unda.mavec‘. repeaters. ’

5. Themobde::.LF.‘. T
The two lonV-studxed Navy pro,)ects for nnprovmg

o
5

PP
Tt ~..--‘,.;.«x

" presidential communications with-missils submarmes

" wouid help somewhat.. .l . ‘.
“quency (ELF) antennas huried in Wisconsin and Michi-
gan. Another, which warrants higher priority; is Project
Gryphon, a program to “harden” the Navy's radio relay
planes against damaver from electromagnetic pulses.

A more advanced idea: a mobile; ELF transmitter net-
work that couldn’t be- easily targeted. It appalently
would consist-of a network of truc<3 Cu!‘t}’!!"" radio
transmitiers. These {ransmitters would make up a grid
several hundred miles long known as a phased array.
The grid would be large enouvh to send the exiremely
iong radxo waves to reach deeply submerved subma—
Tlnea. “_‘Jt":~.q oh ety . AURTG i A 3 .

i

—»N

Mili;éry telhtes, and much of th° rnst of the com-
munications system, may be knocked out by eIectro-
magnetic pulses from a large high-altitude burst.. ¢

An answer: Put 2 &andby cormmunications satellite in
one of the 186 missiie tuhes of each Poseidon submarme

. giving eacbs&bo&alesewarhead - .

7. Protect Me Bell's bcckaor'e

.~ Although somewhat vulnerabl= m wartxme the Bell:
telephone system is considered the- essential “back-
bone” system until the first missiles arrive. Now,  some
administration aides worry that the “backbous” may
degenerate if pending bills aimed at “derevulatma” the
system pass Conweﬁs :

Over the years, Bell’s lonV-hnes dmaxon w=nt alony

with Washington’s urging that it bury key switching
c°nters and msfazi e\rt'ra shleldmc so the system could
function at least partially in wartime. Extra billions in
design and construction costs have been passed onto

' consumers, never showing“up. in the defense budget.
Bell went along because it was a monopoly. .

A suggestion trom some defense aides: Ifa derevula-
tion hxll passes, include provisions to insurethat, in an
emergency, the-system can still function as one unit, re-
sponsive to the prc-a:dent (Consumer advocates, includ-
ing some in the White House, say the worries are exag-
yera*ed )

One is a 158-mile. network-of Ext*eén»iy Low Fre-"

== Declassified in Part - Sanitized Copy Approved for Release 2012/06/28 : CIA-RDP10M02313R000704030004-3 \psime-~
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8. Meteor burst messages. - : “trm . AR 0

¢ What todoif all Amenca S satellxbes ar&somehow dLS~
abled?
A possibility which has been known to be workable for:
20 years: Bounce messages off the tails of meteors. Even:
" Jong messages can-be “transmitted this way, but the.
sender must first wait for & meteor to pass neax tha:
‘earth It happens quxteoften. S H

‘9. Theanti- surprzseattacktreaty el ;.' Co

The country’s worries about a messaw gap derive i m ‘
large part from the two-or three Russna.n missile-firing |

I3

. .submarines which reguarly patrol near Bermuda: Thexr:

- missiles could hit Washirgton seven to'11 minutes after
a launch, making an evacuation of the president virtu-
ally unpossable The Russian subs have been patrolling
in those waters since the 1960s-to counter An.mencan
- ‘Polaris submarines, which have been poised for 20 years
within 15-minute striking range of Moscow. & -

.. One military. official proposes: Negotiate a treaty
under which both superpowers agreed to keep their sub-
marines at least 2,000 miles from each others’ coastlines

Navy officials oppose such a treaty, fearing restric-|

- tions on U.S. submarines; other- US. ofiicials say the
-=- Russians would insist on a ban against deployment of
modemlzed u.s. medmm-range xms.:lles in Europe

SR o’

"Thers is, of course, a 10th poalbm"y. Itis not appetxv-
_ing: Let the president delegate his commander-in-chief’ s

" powers over the release of nuclear weapons...
"t President Kenredy once said on this subject, “I hava
- not delegated to any ona else the responsibilities for deci-:

:sion whxch are lmomed upon me by the Constitution.”

But in 1984, it became known that the ‘commander in
. ‘charge of U.S. air defense fighters had been granted a lim-

ited delegation of “nuclear relﬂase authority’” allowing his

planes to shoot nuclear-tipped air-to-air missiles. .. -

. Haig, now president.of United Technologies in Hart-
; ford, was asked whether he would favor moving in tha di-
rection of more nuclear delegations to others in the chain
-of civilian successors sent out of townina crisis. -

"~ Haig replied: “You have to do that as well, and we do. It
s provxded for. The essence ia always uncertainty, and not

‘. . -2

e des

PR .-

- only iu the nature of our response, but in the way m Wthﬂ~

. that response would develop.”. . -

National Security Council spokesman Alfred Pi'xendly

" Jr. has declined to say whether President Carter has dele-
- gated any of his nuclear release powers. A president tech-
_ nically could, according to:an authoritative Library of
" Congress st dy, since they denve from hls role as com-
" mander-in-chief. .

Lrvo, the sooner America solves its me\saoe sap, ‘tha

“‘easier it will be for a president to resist giving puclear

. delegation orders to some Axr Force General or. l\avy sub- |

marine commander.
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