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HIGHLIGHTS

Senate overrode Presidential vetoes of rehabilitation and freedom of infor-

‘mation bills,
House passed privacy bill.

House committees ordered reported four sundry measures, including tax re-
form bill and soc1a1 services amendments.

Chamber Action
Routine Proceedings, pages §19761-519783

Bills Introduced: Two bills and ene resolution were
intreduced, as f@llows S. 4179 and 4180; and S. Con.
Res. 121. Pages §19764-5 19766
Bills Reported: Reports were made as follows:

S. 2743, establishing a program of loan guarantees
to enable independent refiners of crude oil to construct
or acquire new or expanded refining facilities in the
United States, with an amendment (8. Rept. 93-1293).

S.J. Res. 224, authorizing the President to proclaim
January of each year-as “March of Dimes Birth Defects
Prevention Month,” with amendments (S. Rept. 93-
1204).

S. 3202, extending coverage of the Farm Labor Con-
tractor Registration Act to inter- and intra-state farm-
workers, with an amendment (S. Rept. 93-1205).

Pages § 19763-5 19764
Bill Re-referred: Committee oa Interior and Insular
Affairs was discharged from the further consideration

of S. 407w, to revise retirement benefits for certain em-{

ployees of the Bureau of Indian Affairs and the Indian
Health Service not entitled to Indian preference, and
the bill was then re-referred to Committee on Post Office
and Civil Service. Page S 19865
Message From the House: Senate reccived one mes-
sage from the House today. Page S 19763

Measures Passed:
Freedom of Informatzan—veto override: Senate
- considered House message on FLR. 124771, to amend the
Freedom of Information Act so as to facilitate freer,
access to Government information, and, by 65 yeas tgf
27 nays, two-thirds of the Senators present and voti
having voted in the affirmative, the bill, on reconsidera-
tion, was passed, the objections of the President to the
contrary notwithstanding. The effect of this action
makes this bill publiclaw.
Pages S 19783-5 19784, § 198065 19823

Senate

Rebabilitation—veto override: Senate considered
House message on H.R. 14225, proposed Rehabilitation
Act Amendments of 1974, and, by go yeas to 1 nay, two-

- thirds of the Senators present-and voting having voted

in the affirmative, the bill, on reconsideration, was
passed, the objections of the President to the contrary
notwithstanding. The effect of this action makes this
bill public law. Pages S 197905 19806, S 19823

Nuclear incidents: Senate took from calendar,
passed without amendment, and sent to the House 8.J.
Res. 248, assuring compensation for damages caused by
nuclear incidents involving the nuclear reactor of a U.S.
warship. Page S 19824

Public Works Committee funds: Senate took from
calendar and agreed to S. Res. 428, authorizing an addi-
tional $s1,000 for expenses of Committee on Public
Works. Page 5 19825

Rules and Admzmstmtzon Committee funds: Sen-
ate took from calendar and agreed to S. Res. 435,
authorizing an additional $30,000 for expenses of Com-

“@jttec op Bades and Administration.

Pages 5 19825-5 19825
Privacy protection: By %4 yeas to g nays, Senate
passed S. 3418, to protect individual privacy in Federal
gathcrmg, use, and disclosure of information, after
agreeing to committee amendinents, to which Senate
had at first agreed to amendments as follows: -
Adopted:
{1) A series of Ervin amendments of a clarifying and
perfectmgn'{tt\xrc, ' Page § 19830

(2) Muskie amendment making it a fuanction of the
commission to prepare model legislation for use by
State and local governments; Page 19837

(3) Goldwater amendment No. 1914, to prohibit any
government from denying an individual his rights
because of his refusal to disclose his social security
account number; and Page § 19845
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{4) Weicker amendment relating to disclosure ex-
cuptions apphcablc to the Bureau of the C ensus; and
Page S 19851

iS) Blden amendment requu'mg -ommission to"sub-
mit any budget estimates or requests to the Congress as
well as to the Premdent or OMB

Wildlife Refuge System: Senate took fre
passed without amendment, and cleared f
House H.R. 17434, providing for replaeeinent of lands
within the National Wildlife Refdize System that are
permitted to be used for right-of-way casements and
related purposes. Page § 19863

Emergency Petroleum Allocation Act: Senate took
from desk, passed without amendment, and cleared for
the White House H.R. 16757, to extead until August 31,
1975 the Emergency Petroleum Allocation Act.

Page S 19863

March of Dimes Birth Defects Prevention Month:
Senate passed with committee amendments and sent to
the House S.J. Res. 224, authorizing President to pro-
claim January of each year as “Match of Dimes Birth
Defects Prevention Month.” Page S 19865

Executive agreements: Scnate took from calendar,
passed with committee amendment, and sent to the

House S. 3830, providing for congr essxonal
executive agreements. ( Page 519867 )
"Tennessee Valley Authority: Serate inﬁ's'tﬁi_o'ﬁ'ifs)
amendments to H.R. 11929, to provide that expenditures
by the Tennessee Valley Authority for certified pollu-
tion control equipment be credited against required
payments to the Treasury, agreed to conference with
the House and appointed as conferces Senators Ran-
dolph, Montoya, Gravel, Baker, and Domenici.

' Page S 19862

Judicial Disqualification: Senate agreed to the House
amendments to S. 1064, to broaden and clarify the
ground for judicial disqualification, thus clearing the
racasure for the White House. Pages 519862-5 19863

Federal Projects: Senate agreed to the House amend-
raent to S. 2299, expediting procedures to be followed
for projects drawing upon more than one Federal assist-
ance program, thus clearing the measure for the Whize
House. Pages § 198635 19865

Rules of Evidence: Senate laid down for further con-
sideration tomorrow H.R. 5463, to establish rules of
evidence for certain courts and proceedings.

Pages 5 19866~5 19867

Committee Authority to Report: Committee on
Commerce was authorized until November 27 to file a
report on S. 1988, to extend on an interim basis the
jurisdiction of the United States over certain ocean
arcas and fish in order to protect the domestic fishing
industry. Page S 19865

8 B TSR SR S e 21, 107

Legislative Program: Leadership discussed Senate’s
legislative program for tomorrow. ' Page § 19869
Record Votes: Three record votes were taken today.
(T0t31—473 ) Pages § 19823, § 19856

'rogram for Friday: Senate met at noon and adjourned
at 5:34. p.m. until .10 am. on Friday, November 22,
when, after one special order for a speech and a period
for the transaction of routine morning business for not
to exceed 15 minutes, it will resume consideration of
H.R. 5463, to establish rules of evidence for certair:
courts and proceedings. Pages $ 19865, § 1986%

Committee Meetings
(Committees not listed did not meet)
APPROPRIATIONS—AGRICULTURE

Commuittee on Appropriations: Subcommittee, in execu-
tive session, approved for full committee consideration
H.R. 16go1, making appropriations for agriculture-
environmental and consumer protection programs for
fiscal year 1975

Full committee will meet in executive session
tomorrow to consider this bill.

HOUSING

. Commuttee on Banking, Housing, and Urban Affairs

Committee concluded oversight hearings on housing
programs for nonmetropolitan areas, after receiving
testimony from James Bostic, Jr., Deputy Assistant Sec-
retary for Rural Development, Department of Agricul-
ture; and Sheldon B. Lubar, Assistant Secretary for
Housing Production and Mortgage Credit, Department
of Housing and Urban Development.

REGULATORY REFORM

Committee on Commerce: Committee continued hear-
ings on-S.]J. Res. 253, to establish a national commission
to study and report on the impact of the independen:
regulatory agencies upon commerce, after receiving
testimony from Senator Kennedy; Thomas E.. Kauper.
Assistant Attorney General, Anti-Trust Division, De-
partment of Justice; Slade Gorton, Attorney General,
State of Washington, Olympia; Andrew Rouse, Insur-
ance of North America, Philadelphia, Pa.; Rlchard
Rosan, American Gas Association Legal Committee.
Arhngton, Va.; Jack Pearce, Washington, D.C.; Peter

Schuck, Consumcrs Union, Washlngton D.C; Robert

J. Stein, Standing Committee of the D.C. Bar on Public

Participation in Administrative Proceedings; Reuber

B. Robertson III, Public Citizen Litigation Group.

Washington, D.C.; and Lee Lane, representing the

Highway . Action Coalition, Environmental Action.

Sierra Club, and the Urban Environment Conference.
Hearings were recessed subject to call.

REGULATORY REFORM

Committee on Government Operations: Committee
began hearings on bills proposing reform of regulatory
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in 8. Res. 317, Ninety-third Congress, agreed
to May 7, 1974. ’

Mr. ROBERT C. BYRD. Mr. Presi-
dent, I ask unanimous consent to have
printed in the Recorp an excerpt from
the report (No. 93-1290), explaining the
burposes of the measure,

There being no objection, the excerpt
was ordered to be printed in the REC~
ORD, as follows:

Senate Resolution 435 would authorize
the Committee on Rules and Administra-
tion to expend from the contingent fund of
the Senate, during the 934 Congress, $30,000
in addition to the amount, and for the same
burposes, -specified in said section 134(a).
Pursuant to Senate Resolution 317, agreed to
May 7, 1974, the Committee on Rules and
Administration received an additional $10,-
000 for such routine purposes. Approval of
Senate Resolution 435 would increase to
$40,000 the amount which that committee
could expend during the 93d Congress in ad-
dition to and for the same purposes as ity
statutory $10,000 ber Congress,

Mr. ROBERT C, BYRD. Mr. President,
I ask unanimous consent that it be in
order to move to reconsider en bloc the
votes. by which the three measures were
Dbassed.

The PRESIDING OFFICER. Without
objection, it is so ordered. -

Mr. ROBERT C. BYRD. Mr. President,
I move to reconsider en bloc the votes by
which the three measures were passed.

. Mr. President, I move

to lay that motion on the table. )

The PRESIDING OFFICER. The ques-
tion is on agreeing to.the motion to lay
on the table [Putting the question],

The motion was agreed to.

T — ————

PROTECTION OF THE RIGHT OF
PRIVACY

The Senate continued with the consid-
eration of the bill (S, 3418) to establish
& Federal Privacy Board to oversee the
gathering and disclosure of information
concérning individuals, to provide man-
agement systems in Federal agencies,
State and local governments, and other
organizations regarding such informa-
tion, and for other purposes.

Mr. HRUSKA, Mr. President, I ask
unanimous consent on behalf of the Sen-~
ator from Arkansas (Mr.. McCLELLAN)
and of myself for the privilege of the
floor during consideration of S. 3418 and
voting thereon of Mr. Paul C. Summitt,
Dennis C. Thelan, J. C. Argetsinger, and
Douglas Marvin,

The PRESIDING OFFICER., Without
objection, 1t is so ordered.

Mr. GOLDWATER. Mr. President, I
ask unanimous consent that during the
broceedings this afternoon on S, 3418 my
legal assistant, Terry Emerson, be al-
lowed the privilege of the floor.

The PRESIDING OFFICER. Without
objection, 1t is so ordered,

The Senator from North Carolina,

Mr. ERVIN. Mr. President, I ask
unanimous consent that Robert B.
Smith, Jr,, Al From, W. P, Goodwin, Jr.,
David Johnson, Bob Vastine, Mark
Bravin, Marilyn Harris, Wright Andrews,
Jim Davidson, Gretchen MacNair, Mark
Gitenstein, W. Thomas Foxwell, and
Elizabeth Preast of the staff of the Com-

\ | ' : | 00070015
lease 2002/01/28 : CIA-RDP76M00527R |
Approved For Re CONGRESSIONAL RECORD — SENATE

mittee on Government Operations be
allowed the privilege of the floor at all
times during the consideration of S. 3418,
including all votes thereon, .

The PRESIDING OFFICER. Without
objection, it i1s so ordered.

Mr. ERVIN. Mr. President, 8. 3418 was
originally introduced by myself with the
cosponsorship of the distinguished Sen-
ator from Illinois (Mr. PEeRCY), the dis-
tinguished Senator from Maine (Mr.
Muskir), the distingulshed Senator from
Connecticut (Mr. RiBicorr), the distin-
guished Senator from Washington (Mr.
JACKSON), the distinguished Senator
from Arizona (Mr. GOLDWATER), and the
distinguished Senator from Tennessee
(Mr. BAKER) .

Since that time the following Senators
have been made cosponsors of the bill:
the distinguished Senator from Tennes-
see (Mr. Brock), the distinguished Sen-
ator from Michigan (Mr, HarT), the
distinguished Senator from California
(Mr. CRANSTON), the distinguished Sen-
ator from Massachusetts (Mr. KENNEDY),
the distinguished Senator from New York
(Mr. BUCKLEY), the distinguished Sena-
tor from Minnesota (Mr. HUMPHREY),
and the distinguished Senator from
Maryland (Mr. MaTmIas)

Mr. President, to facilitate the con-
sideration of the bill, T ask unanimous
consent that the committee amendment
of the Committee on Government Opera-
tions in the nature of g substitute be
agreed to and that the committee
amendment as agreed to be considered
original text for the burpose of further
amendment.

The PRESIDING OFFICER. Is there
objection? The Chair hears none, With-
out objection, it is so ordered. .

The committee amendment in the na-
ture of a substitute is ag follows:

Strike all after the enacting clause and
insert:

TITLE I—PRIVACY PROTECTION
COMMISSION .
ESTABLISHMENT OF COMMISSION

Sec. 101. (a) There 13 established as an
Independent agency of the executive branch
of the Government the Privaey Protection
Commission.

(b) (1) The Commission shall be composed
of five members who shall be ‘appointed by
the President, by and with the advice and
consent of the Senate, from among members
of the public at large who, by reason of their
knovgledge and expertise in any of the fol-

lowing areas: ctvil rights and liberties, law,

soctal sciences, and computer technology,
business, and State and local government,
are well qualified for service on the Com-
mission and who are not otherwise officers
or employees of the United States. Not more
than three of the members of the Commis-
sion shall be adherents of the same political
party.

(2) One of the Commissioners shall be ap-
pointed Chairman by the President;

(3) A Commissioner appointed as Chalr-
man shall serve as Chairman until the ex-
Piration of his term gas g Commissioner of
the Commission (except that he may con-
tinue to serve as Chalirman for so long ag
he remains a Commissioner and his successor
as Chalrman has not taken office). An Indi~
vidual may be appointed as 8 Commissloner
at the same time he i appointed Chalrman.

(¢) The Chairman shall preside at all
meetings of the Commission and a quorum
for the transaction of business shall consist
of at least three members present (but the

soshlE
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Chairman may designate an Acting Chalir-
man who may preside in the absence of the
Chairman). Each member of the Commis-
sion, including the Chairman, shall have
equal responsibility and authority in all
decisions and actions of the Commission,
shall have Tull access to all information re-
lating to the performance of his duties or
responsibilities, and shall have one vote,
Action of the Commission shall be deter-
mined by a majority vote of the members -
present, The Chairman (or Acting Chalrman)
shall be the official spokesman of the Com-
mission in its relations with the Congress,
Government agencies, persons, or the pub-
lic, and, on behalf of the Commission, shall
see to the falthful execution of the policies
and decislons of the Commission, and shall
report thereon to the Commission from time
to time or as the Commission may direct.

(d) Each Commissioner shall be compen-
sated at the rate provided for under section
5314 of title 5 of the United States Code,
relating to level IV of the Executive Sched-
ule,

(e) Commissioners shall serve for terms
of three years. No Commissioner may serve
more than two terms. Vacancles in the
membership of the Commission shall be filled
in the same manner in which the original
appointment was made.

(f) -Vacancies in the membership of the
Commission, as long as there are three Com-~
missioners in office, shall not impair the
power of the Commission to execute the
functions and pbowers of the Commission.

(g) The members of the Commission shall
not engage in any other employment during
their tenure as members of the Commis-
slon,

PERSONNEL OF THE COMMISSION

8Ec. 102. (a) (1) The Commission shall
appoint an Executive Director who shall per-
form such duties as the Commission may
determine, Such appointment may be made
without regard to the provisions of title 5,
United States Code.

(2) The Executive Director shall be com-
pensated at a rate not In excess of the
maximum rate for GS-18 of the General
Schedule under section 5332 of title 5,
United States Code.

(b) The Commission Is authorized to ap-
point and fix the compensation of such of-
ficers and employees, and prescribe thelir
functions and dutles, ag may be necessary
to carry out the provisions of this Act.

(¢) The Commission may obtain the semy-
ices of experts and consultants in accord-
ance with the provisions of section 3109 of
title 5, United States Code. ’

FUNCTIONS OF THE COMMISSION

Sec. 103. (a) The Commuission shall—

(1) - publish annually a United States Di-
rectory of Information Systems containing
the information specified to provide notice
under section 201(c) (8) of this Act for
each information system subject to the pro-
visions of this Act and g listing of all stat-
utes which require the collection of such
information by a Federal agency;

(2) investigate, determine, and report any
violation of any provision of this Act {or
any regulation adopted bursuant thereto) to
the President, the Attorney General, the
Congress, and the General Services Adminis-
tration where the duties of that agency are
involved, and to the Comptroller General
when 1t deems appropriate; and

(3) develop model guidelines for the im-
plementation of this Act and assist Federal
agencies in preparing regulations and meet-
Ing technical and administrative require-
ments of this Act.

(b) Upon receipt of any report required of
a Federal agency describing (1) any pro-
posed information system or data bank, or
(2) any significant expansion of gn existing
Informsation system or data bank, integra-~
tion of files, programs for records linkage
within or among agencies, or centralization
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our first nmclear powered merchant ship,
and became pml; of the guarantee the United
States gave e country with whom a bi-
lateral agreemeng for its port of entry was
negotiated. The . has clearly adopted a
standard practice reactor accident liabil-
ity In every area %gcept nuclear powered
warships. e

America’s nuclear p
surface warships represé
and potent element of &M
power. These ships op@
tempo than any other s

3 gered submarines and
b the most versatile

piace for the members of th&y rew to rest
from their demanding duty. @&
should not be denled access to

for which there is a simple soclubtin
tainly, the Joint Committee never H
to Interpose any legal difflculties
nuciear fleet, which carries such a na¥
security burden on behalf of this co
and tae free world. k-
During the past decade, the nations

the world have kegun to utilize nuclear-9
powered generating stations in ever increas- %
ing numbers, Following the lead of the .

United States, these countries have enacted
national legislation to stipulate the liability
and indemnity arrangements which will as-
sure prompt and adequate compensation for
nuclear damage in the event of a nuclear
accident involving their various nuclear fa-
cilities. Many of the Iaws extend the liability
provisions to include nuclear substances in
transit and to nuclear ships, both merchant
and warships, in the territorial waters or
ports of the country. ’

The general standard of liability prescribed
In the various national legislation or inter-
naticnal conventions relative to nuclear ac-
cidents is one in which the operator of s
nuclear installation Js liable for resulting
damage without fault or negligence. This
standard 1s generally referred to as absolute
liability. Sectlon 170 of the Atomic Energy
Act of 1954, as amended, achleves an analo-
gous result by requiring waivers of available
defenses. The indemnity provisions of the
Act, however, do not etxend to U.S. nuclear
warships.

As x result of national legislation or In-
ternational Conventions such as the Parls
Convention of Third Party Liability in the
Field of Nuclear Energy of July 29, 1960, as
amended, many nations have guestioned the
Unired States concerning the lability of U.S.
nuclear powered warships with respect to
& nuclear accident. Some have made a guar-
antee of absolute liability by the U.S. a pre-
requisite for nuclear powered warship port
visits to their ecouniry. Others have accepted
nuclear powered warships into thelr ports
in support of free world security interests,
but have Indicated a strong desire for clari-
fication of this Hability aspect. The good
“faith and ability of the United States to pay
claims for nuclear damage is not at issue.
Rather, foriegn governments have indicated
a desire to satisfy a national legislative re-
quirement or to avoid any possible question
over the llability aspects of a nuclear pow-
ered warship visit.

I'he ability of the Executive Branch to pro-
vide such a guarantee would greatly facllitate
the entry of nuclear powered warships, in
support of national policy, to.foreign ports
throughout the world. However, existing U.8.
law does not.provide a basis to guarantee to
friendly foreign governments that the US,
will pay valid claims for nuclear damage in-
volving 1ts nuclear powered warships
promptly and on a fair and equitable basis,
applying the same standard of absolute 1i-
ability used for other reactor applications,
The proposed resclution would accomplish
this purpose,

ANALYSIS OF PRUPOSED RESQOLUTION

The intent of the Resolution is to enable
the U.8. to give a straightforward unqualified

- to other ship owners §

- Investigations or proceedings!
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assarance that any nuclear damages claims
involving the reactor of & nuclear powered
walship would be handled on an absolute
lability basis regargless of whether or not
a forelgn government had enacted legisia-
tlon to that effect. The normal exception
in the case of damages incurred by acts of
wa:® or civil insurrection is included. The
operative portion of the Resolution applies
to domestic as well as foreign accidents,

""he Resolution would authorlze the Presi-
dent and, in, turn, the Defense Department,
thy necessary discretion on subsidiary as-
pects of settling clalms. Specific terms and
coditions contemplated include the follow-
ingg:

(a) Designation of the Secretary of the
Nevy as agent for administration, settlement,
and payment of claims submitted under this
resolution.

(b} Provision for a statute of limitations
for submission of claims.

(e) Provision to prevent a person or his

“heirs or assignees from recovering damages

from a nuclear accident which he inten-
tlonally caused. -

(€} Provision to exclude claims not direct-
related to nuctear damage. It is intended
1ot claims not resulting from the hazardous
rgpertics of nuclear material will be treated

a claim resulting from a collision
a nuclear powered warship but
i not result in a nuclear accident
S termined by application of a nor-
bastandard. If, as a result of such

tions and limitatiofg of Hability extended
g operators,
(e) Provision to Ins¥ke that technical and

gecurity information,

1egulation, 1s not disclosely
with unauthorized persons the course of
esulting from:
& nuclear accident.
(f) Provision to lake Into
»ariations in arrangements the U
allies on the mechanics for hand
arising out of U.S. armed forces act!
eacetime, ie.
(1) authorization to relmburse a 3
sountry for a pro rata share, including

3ither administratively or judicially by #

foreign country according to 1fs laws an®

regulations.
(2) alternatively, authorization to process
and pay meritorious claims directly to the
claimant up to full value of the claim.
(g) Authorization to use contingency
funds, in an amount not exceeding that

"budgeted by the Department of Defense for

contingency payments for that fiscal year,
to pay meritorious claims.
SOURCE QF FUNDS

The Resolution is intended sirictly as a
claims settlement suthority and does not
authorize any new funds. Nuclear power:d
warships have an unparalleled safety record
and all possible precautions are faken to
reduce any possibility of 8 nuclear accident.
Since the likelihood of such an accident is
extremely remote, the commitiee does not
consider that there is a need to encumber
funds available to the President and the
agencies.

The Resolution would merely sanction the
use of avallable money to pay an agreed set-
tlement and would indicate that the Ccn-
gress would not relect a request for addi-
tional appropriations simply because the case

was being disposed of on the basis of absolite.

lability.

The Resolution would not alter agency
authority under existing claims. settlement
and payment legislation. All such authorilies

S 19825

would remain intact. The authority ynder
the resolution would simply supplement that
proviced by other legislation.

The resolution would not preclude the Con-
gress from questioning the amount of a
proposed settlement or the merits of the
findings on damages or causal connection, if
the Congress felt the agencies had not done
their job properly.

The Resolution avolds mentioning any par-
ticular dollar ceiling on the amount of U.SB.
liability. It is important to be flexible on this
s0 that domestic needs are not governed by
practice in other countries. A specific sum
would serve only as a target, and the U.S.
Government has stated that 1t will take care
of whatever damage 1ts ships cause. The ab-
serce of a figure does not jeopardize the con-
gressional role, since the Executive will nec-
essarily have to obtain congressional action
on payment of claims which exceed the con-
tingency funds available to the Defense De-
partment.

COST OF LEGISLATION

In accordance with section 252(a) of the
Legislative Reorganization Act of 1970 (Pub-
lic Law 91-510), the Joint Committee states
that this resolution does not authorize the
expenditure of any new funds, but merely
sanctions the use of contingency funds avail-
able within the Department of Defense, with
the understanding that separate congres-
sional authorization would be required for
payments 1n excess of such funds.

SUPPLEMENTAL EXPENDITURES BY
THE COMMITTEE ON PUBLIC
WORKS

The resolution (S. Res. 428) authoriz-
ing supplemental expenditures by the
Committee on.Public Works was consid-
ered and agreed to, as follows:

Resolved, That S. Res. 261, Ninety-third
Congress, agreed to March 1, 1974, is amended
as follows: .

In section 2, line 7, strike out *“$744.900*
and insert in lleu thereof “$795,900”, and
line 8, strike out “$20,000” and insert in lieu
thereof “$24,000”.

Mr. ROBERT C. BYRD. Mr, President,
I ask unanimous consent to have printed
in the Recorp.an excerpt from the report
(Nao. 93-1289), explaining the purposes
of the measure.

‘There being no objection, the excerpt

-was ordered to be printed in the REcorD,
& as follows:

Senate Resolution 428 would amend Scnate
ksolution 261, 93d Congress, agreed to
gch 1, 1974 (the annual expenditure-
auliorization resolution of the Committee

to the §

be expen
sultants, 1

ed for the procurement of con-
greasing funds available for that

ADDITIONAL “EXPENDITURES BY
THE COMMITTEE ON RULES AND
ADMINISTRATION

The resolution (S. Res. 435) authoriz-
ing additional expenditures by the Com-
mittee on Rules and Administration for
routine purposes was considered and
agreed to as follows:

Resolved, That the Committee on Rules
and Administration is authorized to expend
from the contingent fund of the Senate,
during the Ninety-third Congress, $30,000 in
addition to the amount, and for the same
purposes, specified in section 134(a) of the
Legislative Reorganization Act of 1946, and
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of resources and facllitles for data process-
ing, the Commission shall— B

(A) review such report to determine (¢}]
the probable or potential effect of such pro-
posal on the privacy and other personal or

property rights of individuals or the con--

fidentiality of information relating to such
individusals, and (ii) its eflect on the preser-
vation of the constitutional principles of
federalism and separation of powers; and
- (B) submit findings and make recom-
mendations to the President, Congress, and
the General Service Administration concern-
ing the need for legislative authorization
and administrative action relative to any
such proposed activity in order to meet the
purposes and requirements of this Act.

(c) .After receipt of any report required
under subsection (b), if the Commission de-
termines and reports to the Congress that a
proposal to establish or modify a data bank
or information system does not comply with
the standards established by or pursuant to
this Act, the Federal agency submitting such
report shall not proceed to establish or
modify any such data bank or information
system for a perlod of sixty days from the
date of receipt of notice from the Commis~
sion that such data bank or system does
not comply with such standards.

(d) In addition to its other functions the
Commission shall—

(1) to the fullest extent practicable, con-
sult with the heads of appropriate depart-
ments, agencies, and instrumentalities of the
Federal Government, of State and local gov-
ernments, and other persons in carrying out
the provisions of this Act and in conducting
the study required by section 106 of this Act;

(2) perform or cause to be performed such
research activities as may be necessary to
implement title IT of this Act, and to assist
Federal agencles in complying with the re-
quirements of such title; and

(3) determine what specific categorles of
information should be prohibited by statute
from collection by Federal agencles on the
basis that the collection of such information
would violate an individual’s right of privacy.

CONFIDENTIALITY OF INFORMATION

Sec. 104. (a) Each department, agency, and
Instrumentality of the executive branch of
the Government, including each independent
agency, shall furnish to the Commission, up-
on request made by the Chalrman, such data,
reports, and other information as the Com~
misslon deems necessary to carry out its
functions under this Act.

(b) In carrying out its functions and exer-
cising 1ts powers under this Act, the Commis-
sion may accept from any Federal agency or
other person any identifiable personal data 1f
such data is necessary to catry out such
powers and functions. In any case in which
the Commission accepts any such informa-
tion, it shall provide appropriate safeguards
to insure that the confidentiality of such in-
formation is maintained and that upon com-
pletion of the purpose for which such in-
formation is required it is destroyed or re-
turned to the agency or person from which it
1s obtained, as appropriate.

POWERS OF THE COMMISSION

SEc. 106. (a) (1) ‘'The Commission may, in
carrying out its functions under this Act,
conduct such inspectious, sit and act at
such times and places, hold such hearings,
take such testimony, require by subpena the
attendance of such witnesses and the pro-
duction of such books, records, papers, cor-
respondence, and documents, administer
such oaths, have such printing and binding
done, and make such expenditures as the
Commission deems advisable. Subpenas shall
be Issued under the signature of the Chair-
man or any member of the Commission de-
signated by the Chalrman and shall be gserved
by any person designated by the Chalrman or
any such member. Any member of the Com~
mission may administer oaths or affirmations

to witnesses appearing before the Commis-
sion.

(2) In case of disobedience to a subpena
issued under paragraph (1) of this subsec-
tion, the Commission may invoke the aid
of any district court of the United States
in requiring compliance with such subpens.
Any district court of the United States with-

in the jurisdiction where such person is

found or transacts business may, ih case of
contumacy or refusal to obey & subpena is-
sued by the Commission, issue an order
requiring such person to appear and testify,
to produce such books, records, papers, cor-
respondence, and documents, and any fallure
to obey the order of the court shall he pun-
ished by the court as a contempt thereof.

(8) Appearances by the Commission under
this Act shall be in its own name, The Com-
mission shall be represented by sattorneys
designated by 1t.

(4) Section 6001(1) of title 18, United
States Code, is amended by Inserting ime
mediately ofter “Securities and Exchange
Commission,” the following: “the Privacy
Protection Commission,”,

(b) The Commission may delegate any of
its functions to such officers and enmployees
of the Commission as the Commission may
designate and may authorize such successive
redelegations of such functions as 1t may
deem desirable. N

(¢) In order to carry out the provisions of
this Act, the Commission is authorized—

(1) to adopt, amend, and repeal rules and
regulations governing the manner of its op-
erations, organhization, and personnel;

(2) to. adppt, amend, and repeal interpre-
tative rules for the implementation of the
rights, standards, and safeguards provided
under this Act;

(3) to enter into contracts or other ar-
rangements or modifications thereof, with
any government, any agency or department

" of the United States, or with any person,

firm, assoclation, or corporation, and such
contracts or other arrangements, or modifi~
cations thereof, may be entered Into without
legal consideration, without performance or

.other bonds, and without regard to section

38709 of the Revised Statutes, sas amended
(41 U.8.C.5); :

(4) to make advance, progress, and other
payments which the Commission deems
necessary under this Act without regard to
the provisions of section 3648 of the Revised
Statutes, as amended (81 U.S.C. 529);

(5) receive complaints of violations of this
Act and regulations adopted pursuant there-
to; and

(6) to take such other sction as may be
necessary to carry out the provisions of
this Act.,

COMMISSION BTUDY OF OTHER GOVERNMENTAL
AND FPRIVATE ORGANIZATIONS ‘

SEC. 106. (8) (1) The Commission shall
make a study of the data banks, automated
data processing programs, and information
systems of governmental, reglonal, and pri-
vate organizations, in order to determine the
standards and procedures in force for the
protection of personal Information, and to
determine the extent to which those stand-
ards and procedures achieve the purposes of
this Act.

(2) The Commission perjodically shall re-
port its findings to the President and ‘the
Congress and shall complete the study re-
quired by this sectlon not later than three
years from the date this “Aet becomes
effective.

(8) The Commission shall recommend to
the Presldent and the Congress the extent,
if any, to which the requirements and princi-
ples of this Act should be applied to the
information practices of those organizations
by legislation, administrative action, or by

voluntary adoption of such requirements and -

principles. In addition, 1t shall submit such
other leglslative recommendations as it may
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determine to be necessary to protect the pri-
vacy of individuals while meeting the legiti-

-mate needs of government and soclety for

Information.

(b) (1) In the course of such study and in
its reports, the Commission shall examine
and analyze—

(A) interstate transfer of information
about individuals which is being undertaken
through manual files or by computer or other
electronic or telecommunications means;

(B) data banks and information programs
and systems the operation of which signifi-
cantly or substantially affect the enjoyment
of the privacy and other personal and prop-
erty rights of individuals;

(C) the use of social security numbers,
license plate numbers, universal identifiers,
and other symbols to identify individuals In
data banks and to galn access to, Integrate,
or centralize Information systems and files;
and’

(D) the matching and analysis of statis-
tical data, such as Federal census data, with
other sources of personal dats, such as auto-
mobile registries and telephone directories,
In order to reconstruct individual responses
to statistical questionnaires for commercial
or other purposes, in a way which results in
8 violation of the implied or explicitly recog-
nized confidentiality of such information.

(2) The Commission shall include In its
examination information activities in the
followithg areas: medical, insurance, educa-
tlon, employment and personnel, credit,
banking and financial institutions, credit
bureaus, the commercial reporting Industry,
trayel, hotel, and entertainment reservations,
and electronic check processing, The Com-
mission may study such other information
activities necessary to carry out the congres-
sional policy embodied in this Act, except
that the Commission shall not investigate
Information systems maintained by religious -
organizations.

(8) In conducting the study, the Commis-
sion shall—

(A) determine what laws, Executive orders,
regulations, directives, and judicial decisions
govern the activities under study and the
extent to which they are consistent with the
rights of privacy, due process of law, and
other guarantees in the Constitution;

(B) determine to what extent govern-
‘mental and private information systems
affect Federal-State relatlons or the prin-
ciple of separation of powers;

(C) conduct a thorough examination of
standards and criteria governing programs,
policles and practices relating to the collec-
tion, solleiting, processing, use, access, in-
tegration, dissemination, and transmission
of personal information;

(D) to the maximum extent practicable,
collect and utilize findings, reports, and rec-
omendations of major governmental legis-
lative and private bodies, institutions, orga-
nizations, and individuals which pertain to
the problems under study by the Commis-
sion; and

(E) recelve and review complaints with
respect to any matter under study by the
Commission which may be submitted by any
person.,

REPORTS

SEec. 107. The Commission shall, from time
to time, and in an annual report, report to
the President and the Congress on its activi-
tles In carrying out the provisions of this
Act.

TITLE II—-STANDARDS AND MANAGEMENT
SYSTEMS FOR HANDLING INFORMA-
TION RELATING TO INDIVIDUALS .

SAFEGUARD REQUIREMENTS FOR ADMINISTRATIVE,
INTELLIGENCE, STATISTICAL-REPORTING, AND
RESEARCH PURPOSES
Smc. 201. (a) Each Federal agency shall—
(1) collect, solicit, and maintain only such

personal informetion as 1s relevant and
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necessary to accomplish a statutory purpose
of the agency;

(2) collect information to the greatest ex-
tent practicable directly from the subject
individual when the information may result
in adverse determinations about an indivi-
dual's rights, benefits, and privileges under
Federal programs; and

(3) Inform any individual requested tc
disclose personal information whether that
disclosure is mandatory or voluntary, by
what statutory suthority it is solicited, what
uses the agency will make of it, what penal-
ties and specific consequences for the in-
dividual, which are known to the agency, will
result from nondisclosure, and what rules of
confidentiality will govern the information.

(b) Each Federal agency that maintains an
intormation system or file shall, with respect
to each such system or file—

(1) insure that personal information main-
tained in or disseminated from the system
or file is, to the maximum extent possible
accurate, complete, timely, and relevant tc
{he needs of the agency;

(2) refrain from disclosing any such per-
sonal information witbin the agency other
thnn to officers or employees who have a need
for such personal informafion in the per-
formance of their duties for the agency;

{3) maintain a list of all categories of per-
sons authorized to have regular access tc
personal information in the system or file;

(4) maintain an accurate accounting of
the date, nature, and purpose of all other
access granted to the system or file, and al.
other disclosures of personal Iinformatior.
made to any person outside the agency, or to
another agency, including the name and ad-
dress of the person or other agency to whomn:
disclosure was made or access was granted.
except as provided by section 202(b) of this
Act;

{5) establish rules of conduct and notify
and instruct each person involved in the de-
sign, development, operation, or maintenance
cof the system or file, or the collection, use
maintenance, or dissemination of informa-
tion about an individual, of the requirements
of this Act, including any rules and proce-
dures adopted pursuant to this Act and the
penalties for noncompliance;

{68) establish appropriate administrative,
technical and physical safeguards to insure
the security of the information system ancl
confidentiality of personsl information and
to protect aaginst any anticlpated threats or
hazards to their security or integrity which
could result in substantial harm, embarrass:-
raent, inconvenlence, or unfairness to any in..
dividual on whom personsal information i
maintained; and

{7) establish no program Ior the purposs
cf collecting or maintaining Information de-
seribing how individuals exercise righta
guaranteed by the first amendment unlesi
the head of the agency specifically deter-
mines that such program is required for theo
administration of a statute which the agency
13 charged with administering or imple-
menting.

{e) Any Federal agency that mainfains an
information system or file shall—

(1) make avsilable for distribution upon
the request of any person a statement of tha
existence and character of each such system
or file;

(2) on the date on which this Act be-
comes effective and annually thereafter,
notify the Commission and give public no-
tive of the existence and character of each
existing system or file simultaneously, and
cause such notice to be published in the
Federal Register; and

{3) include in such notices at least ths
Zollowing information:

(A) name and location of the system or
Ale;

(B) nature-and purposes of the system or
Ale;
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(C) categories of individuals on whom
personal Information Is maintained and
categories of personal information generally
maintained in the system or file, including
the nature of the Information and the ap-
proximate number of individuals on wiom
information is maintained;

(D) the confidentiality requirements and
the extent to which access controls apply to
such information;

(E) categories of sources of such per-
sonal information;

(F') the Federal agency’s policies and prac-
tices regarding implementation of sections
201 and 202 of this Act, information storage,
duration of retention of Information, and
elimination of such information from the
system or file;

(G) uses made by the agency of the per-
sonal information contained in the system
or file;

(H) identity of other agencles and cate-
gories of persons to whom disclosures of per-
sonal Information are made, or to whom ac-
cess to the system or flle may be grauted,
together with the purposes therefor and the
administrative constraints, if any, on such
disclosures and access, including any such
constraints on redisclosure;

(I) procedures whereby an Individual can
(1) be Informed if the system or file con-
talns personal Informsation pertalning to
himself or herself, (i1} gain access to such
information, and (i) contest the accuracy,
completeness, timeliness, relevance, and
necessity for retention of the personal infor-
mation; and

(J) name, title, official address, and tele-
phone number of the officer immediately re-
sponsible for the system or flle.

(d) (1) Each Pederal agency that main-
tains an information system or file shall as-
sure to an individual upon request the fol-
lowing rights:

(A) to be informed of the existence of any
personel information pertaining to that
individual;

(B) to have full access to and right to in-
spect the personsl information in & form
comprehensible to the individual;

(C) to know the names of all recipients of
information about such Individual including
the reciplent organization and 1ts relation-
ship to the aystem or file, and the purpose and
date when distributed, unless such Informa-
tion is not required to be maintalned pur-
suant to this Act;

{D) to know the sources of the personal
information, or where the confidentiality of
such sources is required by statute, the right
to know the nature of such sources;

{E) to be accompanied by a person chosen
by the individual inspecting the information,
except that an agency or other person may
require the individual to furnish a written
statement authorizing discussion of tha: in-
dividual’s file 1n the person’s presence;

(F) to receive such required disclosures
and at reasonable standard charges for docu-
ment duplication, in person or by mail, if
upon written request, with proper identifica-
tion; and

{@) to be completely informed about the
uses and disclosures made of any such in-
formation contaired in any such system or
file except those uses and disclosures made
pursuant to law or regulation permi:ting
public inspection or copying.

(2) Upon receiving notice that an Individ-
ual wishes to challenge, correct, or explain
any personal information about him in a sys~
tem or file, such Federal agency shall comply
promptly with the following minimum
requirements:

(A) investigate and record the cuwrrent
status of the personal information;

({B) correct or eliminate any informsation
that 18 found to be Incomplete, inaccurate,
not relevant, not timely or necessary to be
retained, or whick can no longer be verified;
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(C) accept and include in the record of
such information, 1f the investigation does
not. resolve the dispute, any statement of
reasonable length provided by the indlvidual
setting forth his position on the disputed in-
formation;

(D) in any subsequent dissemination or
use of the disputed information, clearly re-
port thie challenge and supply any supple-
mental statement filed by the Individual;

(E) at the request of such individual, fol~
lowing any correction or elimination of chal-
lenged information, inform past recipients of
its elimination or correction; and

(F) upon a fallure to resolve a dispute
over information in a system or file, at the
request of such individual, grant a hearing
before an official of the agency, which shall
be conducted as follows:

(1) such hearing shall be held within
thirty days of the request at which time the
individual may appeal with counsel, present
evidence, and examine sand cross-examine
witnesses;

(11) any record found after such a hearing
to be incomplete, Inaccurate, not relevant
not timely nor necessary to be retained, or
which can no longer be verified, shall within
thirty days of the date of such findings be
appropriately modified or purged; and

(ii1) the action or inaction of any agency
on a request to review and challenge per-
sonal data in its possession as provided by
this section shall be reviewable by the ap-
propriate United States district court.

(e) When a Federal agency provides by a
contract, grant, or agreement the specific
creation or substantial alteratlon of an in-
formation system or file and the primary
purpose of the grant, contract, or agreement
is the creation or substantial alteration of
such an information system or file, the

agenhcy shall, consistent with 1ts authority,

cause the requirements of subsections (a),
(b), (c), and (d) to be applied to such sys-
tem or file. In cases when conftractors and
grantees or: parties to an agreement are pub-
lice apgencies of States or the District of Co-
lumbia or public agencies of political sub-
divisions of States, the requirements of
subsections (a), (b), (c), and (d) shall be
deemed to have been met if the Federal
agency determines that the State or the Dis-
trict of Columbia or public agencles of po-
litical subdivisions of the State have adopted
legislation or regulations which impose simi-
lar requirements.

(f) (1) Any Federal agency maintaining or
proposing to establish a personal information
system or file shall prepare and submit a
report to the Commission, the General Serv-
lces Administration, and to the Congress on
proposed data banks and Information sys-
tems or flles, the proposed significant ex-
pansion of existing data banks and informa-
tion systems or files, Integration of files,
programs for records linkage within or
eamong agencies, or centralization of re-
sources and facilities for data processing,
which report shall include—

(A) ‘the effects of such proposals on the
rights, benefits, and privileges of the indi-
viduals on whom personal -information is
maintained;

(B) a statement of the software and hard-
ware features which would be required to
protect security of the system or flle and
confidentiality of information;

(C) the steps taken by the agency to
acquire such features In theéir systems, in-
cluding description of consultations with
representatives of the National Bureau of
Standards; and

(D) a description of changes In existing
interagency or intergovernmental relation-
ships in  matters involving the collection.
processing, sharing, exchange, and dissemi-
nation of personal information.

(2) The Federal agency shall not proceed
to implement such proposal for a period of
sixty days from date of receipt of notice
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from fhe Commission that the proposal does
not comply with the standards established
under or pursuant to this Act,

(g) Each Federal agency covered by this
Act which maintains an information system
or file shall make reasonable efforts to serve
advance notice on an individual before any
personal informsation on such individual is
made available to any 'person under com-
pulsory legal process.

(h) No person may condition the granting
or withholding of any right, privilege, or
benefit, or make as a condition of employ-
ment the securing by any individual of any
Information which such individual may ob-
tain through the exercise of any right se-
cured under the provisions of this section.

DISCLOSURE OF INFORMATION

SEc. 202. (&) No Pederal agency shall dis-
seminate personal information unless—

(1) it has made written request to the
individual who 1s the subject of the infor-
mation and obtained his written consent;

(3) the recipient of the personal informa-
tion has adopted rules in conformity with
this Act for maintaining the security of its
Information system and files and the con-
fidentiality of personal information contained
therein; and

(3) the information is to be used only for
‘the purposes set forth by the sender or the
recipient pursuant to the requirements for
notice under this Act,

{b) Section 201(b) (4) and section 202(a)
(1) shall not apply when disclosure would
be~

(1) to those officers and employees of that
agency who have a need for such informa-
tion in ordinary course of the performance
of their duties;

(2) to the Bureau of the Census for pur-
poses of planning or carrying out a census
or survey pursuant to the provisions of
title 13, United States Code;

(3) where the agency determines that the
reclpient of such information has provided
advance adequate written assurance that the
Information will be used solely as & statistical
research or reporting record, and 1s to be
transferred in a form that is not individually
identifiable; or

(4) pursuant to a showing of compelling
circumstances affecting health, safety, or
identification of an individual, if upon such
disclosure notification is transmitted to the
last knownh address of such individual.

(¢) Section 202(a) (1), (2), and (3) and
gection 201(b)(4) shall not apply when
disclosure would be required or permitted
pursuant to subchapter II of chapter 5 of
title 6 of the United States Code (commonly
known as the Freedom of Information Act of
1066). .

(d) Section 201(b) (4) and paragraphs (1),
(2), and (8) of subsection-(a) of this sec-
tion shall not apply when disclosure would
be to the Comptroller General, or any of his
authorized representatives, in the course
of the performance of the duties of the Gen-
eral Accounting Office. Nothing In this Act
shall impair access by the Comptroller Gen-
eral, or any of his authorized representatives,
to records maintained by an agency, includ~
ing records of personal information, in the
course of performance of such duties.

(e) (1) Nothing in this section shall be
construed to limit the efforts of the Govern-
ment pursuant to the provisions of chapter
36, title 44 of the United States Code( com-~
monly known as the Federal Reports Act)
or any other statute, to reduce the burden
on citizens of collecting information by

means of combining or eliminating unneces-

sary reports, questionnaires, or requests for
information.

(2) Nothing in this section shall be con-
strued to affect restrictions on the exchange
of information between agencies as required
by chapter 85, title 44 of the United States
Code (commonly. known as the Federal
Reports Act).
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(f) Subsection-(a) (1) of this section shall
not apply when disclosure would be to
another agency or to an instrumentality of
any governmental jurisdiction for a law en-
forcement activity if such activity is au-
thorized by statute and if the head of such
agency or instrumentality has made a written
request to or has an agreement with the
agency which malintains the system or file
specifying the particular portion of the in-
formation desired and the law enforcement
activity for which the information is sought.

EXEMPTIONS

Sec. 203. (a) The provisions of section
201 (c) (3) (E), (d), and section 202, shall
not apply to any personal information con-
tained in any information system or file if
the head of the Federal agency determines;
in accordance with the provisions of this
section, that the application of the provi-
slons of any of such sections would seriously
damage national defense or foreign policy,
where the application of any of such provi-
sions would seriously damsage or impede the
purpose for which the information is main-
tained,

(b) The provisions of section 2011d) and
section 202 shall not apply to law enforce-
ment intelligence information or investiga-
tive information if the head of the Federal
agency determines, in accordance with the
provisions of any of such sections would
seriously damage or impede the purpose for
which the information is maintained: Pro~
vided, That investigative Information may
not be exempted under this section where
such information has been maintained for
a period longer than is mnecessary to com-
mence criminal prosecution, Nothing in this
Act shall prohiblt the disclosure of such
investigative information to a party in liti-
gation where required by sta.tute or court
rule,

(c) (1) A determination to exempt any
such system, file, or information may be
made by the head of any such agency in
accordance with the requirements of notice,
publication, and hearing contained in sec-
tions 563 (b), (¢), and (e), 556, and 657 of
title 5, United States Code. In giving notice
of an intent to exempt any such system, file,
or information, the head of such agency
shall specify the nature and purpose of the
system, file, or information to be exempted,

(2) Whenever any Federal agency under-
takes to exempt any information system, file,

" or information from the provisions of this

Act, the head of such Pederal agency shall
promptly notify the Commission of its in-
tent and afford the Commission opportunity
to comment.

(83) The exception contained in section
563(d) of title 6, United States Code (al-
lowing less than thirty days’ notice), shall
not apply in any determination made or any
proceeding conducted under this section.

ARCHIVAL, RECORDS

Sxc. 204. (a) Federal agency records which
are accepted by the Administrator of Gen-
eral Services for storage, processing, and
servieing in accordance with section 3103 of
title 44, United States Code, shall, for the
purposes of this section, be considered to
be maintained by the agency which de-
posited the records and shall be subject to
the provisions of this Act. The Administra-
tor of General Services shall not. disclose
such records, or any information therein,
except to the agency which maintains the
records or pursuant to rules established by
that agency.

(b) Federal agency records pertaining to
identiflable Individuals which were trans-
ferred to the National Archives of the United
States as records which have sufficient his-
torical or other value to warrant their con-
tinued preservation by the United States
Government shall for the purposes of this
Act, be considered to be maintained by the
National Archives and shall not be subject
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to the provisions of this Act except section
201 (b) (&) and (8).

(¢c) The National Archives shall, on the
date on which this Act hecomes effective
and annually thereafter, notify the Com-
mission and give public notice of the exist-
ence and character of the information sys-
tems and files which it maintains, and cause
such notice to be published in the Federal
Register. Such notice shall include at least
the Information specified under section 201
(e) (8) (@), (1), and (J).

EXCEPTIONS

Sec. 205. (a) No officer or employee of
the executive branch of the Government
shall rely on any exemption in subchapter
IT of chapter 5 of title 5 of the United States
Code (commonly known as the Freedom of
Information Act) to withhold information
relating to an individual otherwise access-
ible to an individual under this Act.

(b) Nothing in this Act shall be construed
to permit the withholding of any personal
informstion which is otherwise required to
be disclosed by law or any regulation there-
under.

(c) The provisions of section 201(d) (1) of
thig Act shall not apply to records collected
or furnished and used by the Bureau of the
Census solely for statistical purposes or as
authorized by section 8 of title 13 of the
United States Code. '

MAILING LISTS

Sec. 206. (a) An individual’s name and
address may not be. sold or rented by a
Federal agency unless such action is spe-
clfically authorized by law., This provision
shsall not be construed to require the con-
fdentiality of names and addresses other-
wise permitted to be made public.

(b) Upon written request of any indivi-
dual, any person engaged in interstate com-
merce who maintains a mailing list ghall
remove the individual’s name and address
from such list,

TITLE NI—MISCELLANEOUS
DEFINITIONS

SEc. 301. As used in this Act—

(1) the term ‘“Commission” means the
Privacy Protection Commission;

(2) the term “personal information”
means any information that identifies or
describes any characteristic of an individual,

Jincluding, but not limited to, his education,

financial transactions, medical history, crimi-
nal or employment record, or that affords a
basis for Inferring personal characteristics,
such as finger and voice prints, photographs,
or things done by or to such individual;
and the record of his presence, registration,
or membership in an organization or activity,
or admission to an institution;

(3) the term “individual” means a citizen
of the United States or an alien lawfully
admitted through permanent residence;

(4) the term “information system” means
the total components and operations, whether
automated or manual, by which personal in-
formation, including name or ldentifier, is
collected, stored, processed, handled, or dis-
seminated by an agency;

(5) the term “file” means a record or
serles of records containing personal infor-
mation about individuals which may be
maintained within an information system:

(6) the term “data bank"” means a file or
series of files pertaining to Individuals;

(7) the term “Federal agency” means any
department, agency, instrumentality, or es-
tablishment in the executive branch of the
Government of the United States and in-
cludes any officer or employee thereof;

(8) the term “investigative information”
means information assoclated with an iden-
tifiable individual compiled hy—

(A) an agency in the course of conducting
a criminal investigation of a specific criminal
act where such investigation 18 pursuant to
a statutory function of the agency. Such
information may pertain to that criminal act
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and be derived from reports of informants
and investigators, or from any type of sur-
veillance. The term does not include criminal
history information nor does 1t Include initial
reports filed by a law enforcement agency
describing a specific incident, indexed chron-
ologically and expressly required by State or
Federal statute to be made public; or

(B) by an agency with regulatory jurisdic-

tion which is not a law enforcement agency -

in the course of conducting an investigation
of specific activity which falls within the
agency’s regulatory jurisdiction, For the pur-
posss of this paragraph, an “agency with
regialatory jurisdiction” is an agency which
is empowered to enforce any Federal statute
or regulation, the violation of which subjects
the violator to criminal or civil penalties:

(97 the term “law enforcement intelll-
gence Information” means information asso~
clared with an identifiable Individual com-
piled by a law enforcement agency in the
course of conducting an investigation of an
individual in anticipation that he may com-
mil a specific criminal act, including infor-
matbion derived from reports of Informants,
Investigators, or from any type of surveil-
lance. The term does not include criminal
history information nor does 1t include ini-
tial reports filed by a law enforcement agency
describing a specific incident, indexed chron-
ologically by incildent and expressly required
by State or Federal statute to be made pub-
lic;

(10) the term “criminal history informa-
tion"” means information on an individual
consisting of notations of arrests, deten-
tions, indictments, informations, or other
formal criminal charges and.any disposition
arising from those arrests, detentions, indict-
ments, informations, or charges. The term
shall not include an original book of entry
or police blotter maintained by a law en-
forcement agency at the place of an original
arrest or place of detention, indexed chrono-
logically and required to be made public, nor
shsll it include court records of public crim-
inal proceedings indexed chronologically; and

{11) the term “law enforcement agency”
means an agency whose employees or agents
are empowered by State or Federal law to
make arrests for violations of State or Fed-
eral law.

CRIMINAL PENALTY

Sec. 302. (a) Any officer or employee of
any Federal agency who willifully keeps an
information system without meeting the no-
tice requirements of this Act set forth In
section 201(c¢) shall be fined not more than
$10,000 In each instance or imprisoned not
more than five years, or both.

{b) Whoever, being an officer or employee
of the Commission, shall disseminate any
personal information about any individual
obtained in the course of such ofiicer or ems
ployee’s duties In any manner or for any
purpose not specifically authorized by law
shall be fined not more than $10,000, or im~
prisoned not more than five years, or both.

CIVIL REMEDIES

Sec. 303. (a) Any individual who 1s dented
access to information required to be disclosed
under the provisions of this Act may bring
a civil action in the appropriate district court
of the United States for damages or other
appropriate rellef against the Federal agency
which denied access to such information.

(k) The Attorney General of the United
States, or any aggrieved person, may bring
an action in the appropriate United Statea
district court agalnst any person who has
engaged, 1s engaged, or 1s aboul to engage
in any acts or practices in violation of the
provisions of this Act, to enjoin such acts
or practices.

(¢) Any person who violates the provisions
of this Act, or any rule, regulation, or order
issued thereunder, shall be llable to any
pereon aggrieved thereby in an amount equal
t0 the sum of—
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(1) any actual damages sustained by an
Individyal;

(2) punitive damages where appropriate;
and .

(3) in the case of any successful action to
enforce any liability under this section, the
costs of the action together with reasonable
attorney’s fees as determined by the court.

(d) The United States consents to be sued
under this section without limitation on the
amount in controversy.

JURISDICTION C¥F DISTRICT COURTS

Sec. 304. (a) The district courts of the
United States have jurisdiction to hear and
determine civil actions brought under section
303 of this Act and may examine the informa-
tlon in camera to cetermine whether such
information or any part thereof may be with-
held under any of the exemptions in section
203 of this Act. The burden is on the Federal
agency to sustain such action.

(b) In any action to obtein judicial review
of & decision to exempt any personal In-
formartion from any provision of this Act, the
court may examine such information in
camera to determine whether such informa-
tion or &ny part thereof is properly classified
with respect to national defense, foreizn
policy or law enforcement intelligence in-
formation or investigative information and
may be exempted from any provision of thia
Act. The burden is on the Federal agency
to sustaln any claim that such information
may be 80 exempted.

EFFECTIVE DATE
SEec. 305. This Act{ shall become effective

one year after the.date of enactment except '

that the provisions of title I of this Act shall
become effective on the date of enactment,
AUTHORIZATION OF APPROPRIATIONS
Src. 306. There are authorized to be appro-
pristed such sums as may be necessary 1o
carry out the provisions of this Act.

Mr. ERVIN., Mr. President, after the
committee had reported the bill, the
committee staff worked out a number of
amendments with the Office of Man-
agement and Budget and also other
perfecting amendments which I send to
the desk at this time and ask they be
voted on en bloc.

The PRESIDING OFFICER. The
clerk will report the amendments. °

The legislative clerk read as follows:

On page 26, line 21 immediately after the
perlod insert the following new sentence:

‘A subpens shall be Issued only upon an

affirmative vote of s majority of all mem-
bers of the Commission.”.

On page 31, Une 1, strike out “travel,
hotel, and entertalament res-” and insert
in leu thereofl “cable television and other
telecommunications media, travel, hotel,
and entertainment res-"’.

On page 33, line 10, strike out all afzer
“(1)” up to the semlcolon on line 13, and
insert in lieu thereof the following: “insure
that personal Information maintained in
the system or file 1s accurate, complete,
timely, and relevant to the purpose for
which it iz collected or maintained by the
agency at the time any access is granted to
the file, material is added to or taken from
the file, or at any time it i3 used to make
a determination affecting the subject. of the
file.”

On page 34, llne 22, strike out all that
follows through the period on line 24, and
insert in lleu thereof the following: “Such
information is relevant and necessary to
carry out & statutory purpose of the agency.”

On age 37, line 135, strike out all through
the semicolon on line 17 and Insert In lieu
thereof the following new subparagraph;

“(D) to know the sources of personal in-
formation (i) unless the confidentiality of
any source is required by statute, then the
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right to know the nature of such sourse; or
(1) unless Investigative material used to de-
termine the suitahbility, eligibility, or qualifi-
cations for Pederal civilian employment, mil-
itary service, Federal ¢ontracts, or access to
clagsified information, is compiled by a Fed-
eral agency In pursuit of an authorized in-
vestigative responsibility, and in the course
of compiling such materials, information
prejudicial to the subject of the investiga-
tion 1s revealed through a source who fur-
nishes such information to the Government
under the express provision that the identlty
of the source will be held in.confidence, and
where the disclosure of such information
would identify and be prejudicial to the
rights of the confidential source, then the
right to know the nature of such information
ard to examine that Information if it Is
found to be material or relevant to an ad-
ministrative or judicial proceeding by a Fed-
eral judge or Federal administrative officer.
Provided, that investigative material shall
not he made available to promotion boards
which are-empowered to promote or advance
individuals In Federal employment, except
when the appointment would be from a non-
critical to a critical security position.”

On page 38, line 15, after “relevant” strike
the comma and insert the following: “to
& statutory purpose of the agency,”.

On. page 39, line 5, strike out all after “(¥)*
tkrough line 8, and insert in lieu thereof tha
following. “Not later than sixty days after
recelpt of notice from an individual making
& request concerning personal information,
make a determination with respect to such
request and notify the individual of the de-
termination and of the individual’s right to
a hearing before an official of the agency
whlch shall If requested by the individual,
be conducted as follows:”.

On page 39, line 9, immediately after “hear~
ing” insert ‘“shall be conducted In an expe~
ditlous manner - to resolve the dispute
promptly and”.

On page 39, line 10, strike out “at which
time” and ingert the following:

“and, unless the individual requests a for-
mal hearing, shall be conducted on an in-
fcrmal basis, except that”.

On. page 39, line 11, strike out “appeal™
and insert in lieu thereof “appear™..

On page 39, line 22, immediately after
“reviewable” insert “de novo”.

On page 39, between lines 23 and 24, in-
sert the following: “An agency may, for good
cause, extend the time for making a determi-
nation under this subparagraph. The indi-
vidual affected by such an extension shall be
given notice of the extension and the reason
therefore.” )

On page 39, line 25, Immediately after
“agreement” insert “for”, and.

On page 40, line 1, immediately before “of”
insert ©, or the operation by or on behalf
of the agency”.

On page 40, line 2, strike out “or™ the
second time it appears and insert in lieu
thereof & comma.

On page 40, line 3, immedlately after
“alteration” insert “, or the operation by or
on behalf of the agency”.

On page 42, line 19, strike out “or the
recipient”.

On page 42, line 21, strike out “201(b) (4)
and section”. :

On page 43, line 6, strlke out “research
or reporting” and insert in lieu thereof “re-
porting or research”.

On page 43, line 10, strike out “safety. or
identification” and insert in lieu thereof “or
safety”.

On page 43, line 13, strike out all through
the period on line 17.

On page 43, line 18, strike out “(d)” and
insert in lleu thereof “(¢) ™.

On page 44, line 1, strike out “{e)* and
insert in Heu thereof “(d)”.

On page 44, line 12, strike out “(f)” and
ingert in lieu thereof “(e) ™.
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Cn page 45, Ine 2, sirike out the comma
and insert in lieu thereof “or”.,

On page 45, 1ine 10, after the colon insert
the following: “Provided that investigatory
records shall be exempted only to the extent
that the production of such records would
{4) inverfere with enforcement proceedings,
(B) deprive o person of a right 1o a fair trial
or an unpartial sdjudication, (C) disclose
ihe identity of a confidential source, and in
ithe case of a record compiled by a criminal
law enforcement authority in the course of &
criminal investigation, or by an ageucy con-
ducting a lawful national security intelli-
gence investigation, confidential information
furnished only by the confidential source,
() disclose confidential investigative tech-
niques and procedures which are not other-
wise generally known outiside the agency, or
(¥) endangers the life or physical salety of
1aw eniorcement personnel.”

On page 47, line %, strike out “section
201(c) (8) (G). (I}, and (J)” and insert in
Yieu thereof -“sections 202(c) (8} (A), (B},
(D). (B), F), (G), (I), snd (J).”

©On page 47, between lines 23 and 24, insert
the following new subsection:

*(d) The provisions of this Act shall not re-
quire the disclosure of testing or examination
material used solely to determine individual
qualifications for appointment or promotion
in the Federal service if the disclosure of such
maeaterial would compromise the objectivity
or fairness of the testing or examination
process.”,

On page 48, between lines 8 and 9, insert
the following new secticn:

REGULATIONS

Sec. 207. Each PFederal agency subject o
the provisions of this Act shall, not later
than £ix months after the date on which this
Acl becomes effective, promulgate regula-
tions to implement the standards, safe-
guards, snd access requirements of this title

and such other regulations as may be nec--.

essary to implement the requirements of this
Act, -

On page 52, line 5, strike out “$10,000” and
insert in lieuw thereof “§2,000.” .

On page 52, line 6, strike oul “five” and
insert in lieu thereof “two”,

On page 52, lines 22 and 23, strike out “has
engaged, i5 engaged,” and insert in lieu
{thereof “is engaged.” ) )

On page 53, line 1, strike out “Any” and
a1l that follows through ‘liable” on line 3,
and insert in lieu thereof the following:
“The United States shall be lable for the
sctions or omissions of any officer or em-
ployee of the Government who violates the
provisions of this Act, or any rule, regula-
tion, or order issued thereunder in the same
manner and to the same extent as a private
individual under like circumstances’.

On. page 53, line 12, immediately after the

period insert the following: “A civil action
against the United States under subsection
{c) of this section shall be the exclusive
remedy for the wrongful action or omission
of any officer or employee.”
~ On page 47, between lines 23 and 24, In-
[ sert the following: - -
- (d) “The provisions of this Act, with the
xeeption of Sections 201(a) (2), 201(b) (2),
(3), (4), (5), (8), and (7), 201(c)(2), 201(c)
(3) (A), (B), (D), snd (F), and 202(a) (2)
and (3) shall not apply to foreign intelli~
gence information’ systems or to systems of
personal information involving intelligence
sources and methods designed for protection
from unguthorized disclosure pursuant to 50
' U.5.C.A. 408.”

' Mr. ERVIN. T might state to the Sen-
ate that none of these amendments
makes any fundamental alteration in the
bill. They merely clarify certain sections
and make certain adjustments to satisfy
some of the requests made by the Office
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The amendments were apreed to en
bloz.

Mr. ERVIN. Mr. President, I yield to
the gistinguished Senator from Connect-
jcut with the understanéing I do not
thereby lose my right to the foor.

Mr. WEICKER. Mr. President, I ask
unanimous consent that Mr. Bob
Dotchin, Geofirey Baker, and John Har-
vey of my staff be permitted the priv-
ilege of the floor during debate on {his
matter.

The PRESIDING OFFICER. Without
objection, it is so ordered.

Mr. WEICKER. I thank the aistin-

guished Senator.

The PRESIDING OFFICER. The Sen-
ator from North Carolina.

My. ERVIN. Mr. President, T ask unani-
mous consent to insert in the Recorp at
this point & memorandum which explains
in detail the amendments to the bill that
the Senate has just adopted.

There being .no objection, the memo-
randum was ordered to be printed in the
RECORD, 85 follows:

© AMENDMENTS TO THE FEDERAL PRIVACY ACT

Attached are both technicel and substan-
tive Committee amendments to S, 3418 which
have been drafted since this legislation was
reported August 20 by the Committee on
Government Operations. These amendments
reflect, an -effort to improve 5. 3418 and in
part are based upon suggestions offered by
OMBE director, Roy Ash in a letter to Benator
Ervin dated September 18, 1974. .

TECHNICAL AND SUBSTANTIVE COMMITTEE

) AMERDMENTS

1. Section 105(a) (1) on page 26, iine 21.
It was intended in the bill as reported by
the Government Operations -Commitiee that
no subpoens-shall be issued hy the Federal
Privacy Protecton Commission unless it was
approved by a majority vote by all members
of the Oommission., While this point was

covered indirectly in another section govern-.

ing action by the Commission, it was felt
necessary to clear up any ambiguity with an
amendment which specfically states that re-
quirement. .

2. Section 201(b) (1) on page 33, line 10.
As reparted the bill requires that informa-
tion maintained in agency systems or files
be accurate, complete, timely, and relevant.
DUnder these rtandards agencies wouid he
required to search through all of their files
and clean out any “dirty”, inaccurate, or ir-
relevant material. In order to reduce the cost
and sdministrative burden of such a require~
ment this amendment proposes to require
the “cleaning up” of files at the time any
access 15 granted to a file, material is added to
or taken from g file, or at any time the file is
used to make a determination aflecting the
subject of the file. :

There may be an Administration amend-
ment which would seek to require the clean-
ing up of fles only at the time a determina~-
tion is made affecting the subject of the file—
a much weaker standard than proposed here.

3. Bectlon 201(b) (7) on page 34, lne 22.
This section would prohibit agencies from
establishing programs to collect or mainiain
information about how individuals exercise
First Amendment rights, An“ exception is
provided if an agency head specifically deter-
mines that the program is required for the
administration of & statute which the agency
is charged with edministering. It seemed that
a mueh tighter standard would bhe that used
throughout the rest of the Act which would
permit an excepilion only when “such in-
formation is relevant and necessary to carry
out a statutory purpose of the agency.”

4. Section 201(d) (1) (D) on page 37, line
15. Thig eection reguires that apgencies gis-
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unless the confidentiality of such sources is
required by sfatute, In any other instance.
however, agencies would bhe required under
this Act to maire available 10 {he suliject of
the file eny comments by third parties ang
identify those third parties in the record.
While 1his requirement is not without merit
the Civil Service Cammission and other agen-
cles express concern that confidentialily is
necessary in soliciting candid comments dur-
ing background investigations of persons vo
determine their suitahility for employment
for military service, to receive Federal con-
tracts or to gain access to classified materials.

Should it be decided that protection is
needed for certain third party comments, the
atlached amendments include a fairly re-
strictive draft amendment which would, in
a case where disclosure of third party infor-
mation would identify and be prejudicial to
1ihe rights of the confidential source, permit
the subject of the file to know only the
nature of the information provided. How-
ever, if the information were to be found
material or relevent to an administrative or
judicial proceeding the judge or federal ad-
ministrative officer could make it available
to the subject of the file. A further proviso
would require that such investigative ma-
terial could not be made availabie to pro-
motion boards unless the appointment under
consideration would be from & non-critical
1o a eritical security position.

b. Seclion 201(d) (2) (F) on page 38, line 5.
As the bill was reported, there was no time
limit for the agency to respond to an initial
request for informsation about his file, This
amendment would set a Mmit for sixty days
after receipt of notice from an Individual re-
questing certain personal information for
the agency. to make a determination with
respect to such reguest and notify the in-
dividual whether the agency will provide the
information and of his right to a hearing
within the agency. ~

6. Bection 201(d) (2) (F) on page 39, lines

‘9" and 10, These amendments require the

agency -to conduct hearings in an expeditious
manner and permit the individual to request
either a formal or informal hearing before
the agency regarding requests io challenge
certain information within a file,

7. Section 201(d) (2) (¥) (1ii) on page 38,
line 22. This amendment provides for a Fed-
eral district court to review a petition to
challenge personal data in a de nowvo pro-
ceeding. This is a technical amendment—
albeit an important one—sinee it has always
been assumed that appeals would be de novo

in fact was so discussed in the Committeg

report. The actual wording was merely lel (\
out of the final draft. \\\\

8. Section 201(e) on page 40, line 1. It was )

felt that an smendment was needed to per-
mit agencies to extend the safeguards of this
Act to those private or State and Jocal gov-
ernment contractors or grantees, in those
limited situations covered by the bill where
the contract or grant Is for the specific pur-
pose of creating or -altering an information
system, to the additional case where the con-

“tract or grant might specifically be for the

operation by or on behalf of ithe agency. Ap-
parently, Federal agencies do contract with
private firms on a regular besis for the use
of data processing and information facilities
and this coverage is therefore necessary.

9. Section 202(b) on page 42, line 21. Strike
out the words “201(b) (4} and Section", Un-~
der this general sectionn, an agency would
have {0 obtain the consent of an individual
bhefore it could transfer information out of
its files about that individual to offices and
eniployees of the agency in the ordinary
course of their duties; to tirc Bureau of the
Census to carry out a census or survey under
the provisions of its act; where advance writ-
ten nolice has been ohtained that the infor-
mation provided will be used only &a§ 8
slatistical record; or whether it is a coui~
pelling circumstance afiecting the health oF
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‘\p hill would also excuse the agency in the
aorementioned clroumstances Irom. record=
ing tixe persons or agencies to whom. the in-
formation “¥aAS dxst;rlbuted On reflection, 1t
was determined that this would not be a
Jesirable feature and that all disclosures of
information outside of the flle should be
racordext.

10. Sectton 203(b) on page 45, line 10. In
the bill as recorded criminal lnvestigative
information would have had to be released
after a period necessary to commence crimi-
nal prosecttion. It was felt that the language
of the Hart Amendment, adopted when the
Congress passed the recent Amendments to
the Freedom of Information Act, was a much

more specific and carefully drawn provision

for the ultimate relesse of criminal investi-

gative records and that its language be sub-

stituted here since it had slready received
Justice Department approval.

11, Section 205 on page 47, between lines
23 and 24. The Civil Service Commission has.
made whab appears to be a reasonable request
that the Ack not permit the disclosure of-
testing or examination material used solely
to determine qualifications of an individual
for appointment or promotion In the Federal
service. In those instances where the dis-
clogsure of that material would compromise
the testing of examination process-—in other
words, where the release of test scores would
permit the transfer of that information out-
side an agency and require the frequent
ch’momo of Clvil Service Commisslon exams.

. Ssction 207. This would be 8 new sec-
ticm ﬂddin'r a specific requirement that Fed-
eral agencles supject to the provisions of this
Act, within siz months after the date on
which the Act becomes effective—this wowld
be one year and 3lx months after the bill is
signed Into law—would be required to pro-
multhe regulations to implement the stand-
ards, safeguards, and access requu'ements of
the Act.

13. Section 303(¢) on page 53, line 1 and
on page 53, line 12. As it is now drafted, the
ciyil liability under the Act runs agalnst an
individual employee of & Federal agency who
might violate the provisions of the Act or &
rule 1ssued thereunder, It has been suggested
that this is an unusual provision and that
civil liabilities should run only agalnst the
agency itself. An individual suing under the
Act, however, should be able to recover both
actual and general damages and there should
be included a provision for liquidated dam-
ages of say $1,000 into the assessed against
the agency for a violation of the Act.

e Mz, ERVIN. Mr. President, I think this

bhill as Tmended by the amendments just
adopted #as well as by the committee
Shostisate, constitutes landmark legisla-
tion.

Mr. President, S. 3418 represents the
culmination of many months of work by
the Committee on Government Opera-
tions to fashion legislation that will
guarantee the rights of all Americans
with respect to the gathering, use, and
disclosure of information about them by
the Federal Govermmenti. I might also
odd inferentially that this bill also rep~
resents the culmination of many years
of work by the Judiciary Subcommitiee
on Censtitutional Rights.

A debt of gratitude is owed to two
members of the committee in particu-
lar—=Senator Percy of Illinois, the rank-
inz minority member, and Senator
MusxIie of Maine, the chairman of the
Subcommittee on  Intergovernmental
lations.
enator Percy supplied much of the
initiative behind the introduction of tha

bl and much of the mgnﬁower b&h#n
its development in the or

Senator MUSKIE'S contributions to the
the bill have been invaluable, He and his
able staff on the Subcommittee on In-~
tergovernmental Itelations have been
largely responsible for the reasonable
and sensible approach that is embodied
in the bill before us today.

Of course, praise must go to all mem-
bers of the Committee on Government
Operations. Without their many valu-
able contributions, we would have been
unable to develop the sensible bill that
the committee reported unanimously to
the Senate.

Mr. President, 8. 3418 establishes a
Federal Privacy Commission and pro-
vides for safeguards and standards which
Federal agencies must follow in the col-
lection, maintenance, and dissemination
of information about individual Ameri-
cans.

The bill applies to the departments
and agencies of the Federal executive
branch,

In addition, a department or agency
may apply its provisions to & personal
data bank or a personal information
system whieh is specifically created or
substantially altered ‘through a grant,
contract, or agreement with that depart-
ment or agency.

The reforms wrought by S. 3413 have
been a long time coming. This is true de-
spite the fact that the principles it im-

- plements, of fair, honest, and responsible

behavior by Government toward its citi-
zens, are those recogunized values of

- Western jurisprudence and democratic

constitutional government. More impor-
tant, they are the principles upon which
our own Constitution rests. Their re-
statement as legislative guarantees are
vital today.

Somehow, the varied and wide-rang-
ing functions which have been thrust
very rapidly upon the Federal manage-
ment machinery of an earlier time, have
left great loopholes for the gathering,
use and disclosure of Information about
Americans in ways and for reasons that
should give us serious pause. The advent
of computer technology and new ways
of information storags and sharing
which have made it possible for govern-
ment to provide new services and to carry
out new programs, have also encouraged
the extension of some practices of doubt-
ful wisdom or constitutionality. These
practices have been sanctioned or tole-
rated by administrations regardless of
the party in power. For this reason the
concern over the resulting threats to
freedom has brought complaints to Con-
gress from Americans in all walks of life.

These complaints have been examined
by congressional committees, special
Government studies, commissions,
boards, and groups. They have been ex-
amined by private organizations and
professional _associations. Throughout
our land, the subject of privacy has been
debated as it applies for all citizens and
as it applies to the needs of special
groups.

Mr. President, it Is my opinlon that
there is very littie left to debaote. I believe
S. 3418 contains the minimum recom-
mendations made for protecting privacy
and for establishing constitutional rules
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This bill provides an information bill
of rights for the citizen and a code of
fair information practice for the depart-
ments and agencles of the executive
branch. There have been many bills in~
troduced to protect the privacy of certain
groups of citizens. 8. 3413 is legislation
aimed at protecting the privacy of all
Americans, whenever the Federal Gov-
ernment collects, keeps, or uses personal
information from or about them.

Although maony witnesses have said
that the disclosures of Watergate high-
lighted the need for this bill, the com-
mittee report makes clear that the bill is
based on long-standing complaints of
governmental threats to privacy which
will haunt Americans in the years ahead
unless this legislation Is enacted.

According to the report of the Govern-

ment Operations Committee, the pur-

pose of the bill is to:

Promote governmental respect for the pri-
vacy of cltizens by requiring all depart-
ments and agencies of the executive branch
and thelr employees to observe certain con-
stitutional rules In the computerization,
collection, management, use and disclosure
of personal information about individuals,

It 1s to promote accountabilify, respan-
sibility, leglslative oversight, and open gov-
ernment with respect to the use of com-
puter technology in the personal informa-
tlon systems and data banks of the Federal
government and with respect to all of its
other manual or mechanized files.

It is designed to prevent the kind of Ii-
legal, unwise, over-broad, investigation and
record survelllance of law-ablding citizens
which has resulted In recent years from
actions of some over-zealous investigators,
from the curiosity of some government acd-
ministrators, and from ths wrongful dis-
closure and use of personal files held by
Federal agencles.

It is to prevent the secret gathering of
informsation- or the creation of secret in-
Tormation systems or data banks on Amer-
icans by employees of the departments and
agencles of the Executive branch.

It is deslgned to set in motion a long-
overdue evaluation of the needs of the ¥Fed-
eral government to acquire and retain per-
sonal information on Amsericans, by requiring
stricter review within agencies or criteria
for collection and retention of such informa-
tion.

It 13 also to promote observance of valued
principles of fairness and indlvidual privacy
by those who develop, operate and adminis-
ter other major institutional sand organize-
tional data banks of government and soclety.

The bill accomplishes these purposes
in five major ways:

First, title I of the bill establishes an
independent Privacy Protection Commis-
sion with subpena power and authority
to receive and investigate charges of vio-
lations of the act and report them to the
proper officials; to develop model guide-
lines and assist agencizs in implementing
the act; and to alert the President and
Congress to proposed Federal informa-
tion programs and data bonks which da-~
viate from the standards and require-
ments of the act. i

The Commission 1Is also directed to
make 8 study of the major data banks
and computerized information systems
of other governmental agencies and of
private organizations and to recommend
any changes in the law governing their
practices, including the application of all

is legislation In order to
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Second, it requires agencies to give de-
tailed notice of the nature and uses of
their personal data banks and informa-
tion systems and their computer re-
sources. It requires” the new Privacy
Commission to maintain and publish a
directory for the public of Federal data
banks and personal information systems,
a citizen’s guide to personal files; to ex-
amine executive branch proposals for
new personal data banks and systems,
and to report to Congress and the Presi-
dent if they adversely affect privacy and
individual rights. It. penalizes those who
keep secret such a personal information
system or data bank.

Third, the bill establishes certain mini-

. mum information-gathering standards
for all agencies to proteéct the privacy and
due process rights of the individual and
to assure that surrender of personal in-
formation is made with informed con-
sent or with some guarantees of the uses
and confidentiality of the information.
To this end, it charges agencles to do
the following things:

To collect, solicit, and maintain only
personal informeation that is relevant
and and necessary for a statutory pur-
pose of the agency;

To prevent hearsay and inaccuracles
by collecting information directly from
the person involved as far as practicable:

To inform people requested or required
to reveal information about themselves
whether their disclosure is mandatory or
voluntary, what uses and penalties are
involved and what confidentiality guar-
antees surround the data once Govern-
ment acquires 1t; and

To establish no program for collecting
or maintalning information on how peo-
ple exercise ﬁrsq amendment rights
without a strict reviewing process based
on a statutory duty. .

Fourth, title II of the bill establishes
certaln minimum standards for handling
and processing personal information
maintained in the data banks and sys-
tems of the executive branch; for pre-
serving the security of the computerized
or manual system; and for safeguarding
the confidentiality of the informaition.
To this end, it requires every department
and agency to insure, by whatever steps
they deem necessary:

That the information they keep, dis-
close or circulate about citizens is as ac-
curate, complete, timely and relevant to
the agency’s needs as possible.

That they refrain from disclosing it
within an agency umnless necessary for
employee duties, or from making it avail-
able outside the agency without the con-
sent of the individual and proper guar-
antees for confidentiality, unless pur-
suant to open records laws or unless it
is for certain law enforcement or other
purposes which are cited in the bill.

That they establish rules of conduct
with regard to the ethical and legal obl~
gations of all employees and others in-
volved in handling personal data, and
take action to instruet all employees of
such duties and of the requirements of
this act.

That they Issue appropriate adminis-
trative orders, provide personnel sanc-
tions, and establish appropriate tech-
nical and physical safeguards to insure
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the security of the information systems
and the confidentiality of the data.

That they not sell or rent the names
and addresses of people whose files they
hold. .

That a person may, upon request, have,
his or her name removed from a mailing
list maintained by a private organiza-
tion.

That agencies make an effort to notify
8 person before surrendering personal
data in response to compulsory legal
process. . ) -

That they take positive steps to assure
that the technological features of their
automated data systems reflect the needs
of Government to prevent unauthorized
access and dissemination.

That they report to the Commission
and to Congress when they propose cen-
tralizing computer resources and facili-
ties involving storage, processing, or use
©of personal information,

Fifth, to aid in the enforcement of
these legislative restraints, the bill pro-
vides administrative and judicial ma-
chinery for oversight and for civil rem-
edy of violations, To this end, the bill
gives the individual the rights, with cer-
tain exceptions, to be told upon request
whether or not there is Government in-
formation on him or her, to have access
to it to determine its accuracy and rele-
vance, and to challenge it with a hearing.
upon request, and with judicial review
in the Federal court—section 201(d).

The provisions of title IIT establish
Judicial remedies for the enforcement of
the act through the courts by individuals
and organizations in clvil actions chal-
lenging denial of access to personal in-
formation or through civil suits by the
Attorney General or any aggrieved per-
son to enjoin violations of the act.

Mr. President, Senate Report No.
93-1183 contains a section-by-section
analysis of the provisions of the bill. I
commend this analysis to critics of this
proposal. -

I believe the committee’s careful ex-
planation of the backeround and pur-
pose of the text of the bill provides a sat-
isfactory response to most questions
about the effect of the bill.

In many instances, this latiguage re-
flects” testimony and advice from wit-
nesses, expert consultants, and advisers,
as well as consultation with agencies and
groups concerned about the possible im-
pact of the legislation.

EXECUTIV_E BRANCH VIEWS

The bill has been revised to deal with
some legitimate problems raised by some
private organizations and by some de-
partments and agencles of the executive
branch. .

Despite these extensive revislons, some
in the Federal Government still see legal
ghosts. From the administration’s
lengthy list of objectlons to S. 3418, it
almost appears that nothing but deletion
of the major provisions of the bill will
satisfy some people in the executive
branch.

Mr. Philip Buchen testified before the
committee on behalf of the White House
Domestic Council on Privacy. The bur-
den of his testimony was that the prob-
lems of privacy and confidentiality are
so varled and complex that they are be~
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yond the legislative capacities of Con-
gress to address in a comprehensive bill
Imposing similar standards on all agen-
cles, |

I disagree with those who hold this
view. I believe the need has been demon-~
strated for a rule of law concerning the
technology, policies, and practices of
Government which affect the freedoms
of Americans. .

The committee -asked the Office of
Mansagement and Budget for a report on
8. 3418. They replied with a draft of a
bill which represented their approach to
these ‘‘complex” matters, by doing little
more than affording the individual the
opportunity to challenge inaccurate in-
formation used to make a decision about
the person.

Mr. President, the committee response
to the -administration views and to this
counterproposal from the Office of Man-
agement and Budget is set forth in the
committee report on page 16 as follows:

The Committee is convinced that effective
legislation must provide standards for and
limitations on the information power of
government. Providing a right of access and
challenge to records, while Important, is
not sufficient legislative solution to threats
to privacy. Contrary to the views of Admin-
Istration spokesmen, it Is not enough to
tell agencies to gather and keep only data
which is reliable by their rights for whate
ever they determine is thelr intended use,
and then to pit the indivdual aganst govern-
ment, armed only with a power to Inspect .
his file, and a right to challenge #t in court
If he has the resources and the will to do .
50.

To leave the situation there i3 to shirk
the duty of Congress to protect freedom
from the incursions by the arbitrary exer=
cise of the power of government and to pro=
vide for the fair and responsible use of that
power. For this reason, the Commitiee deems
especially vital the restrictions in section 201
which deal with what data aré collected and
by what means. For this reason, the estab-
lishment of the Privacy Commission is es-
sentisl as an aid to enforcement and over-

. sight.

Mr. President, a month after this bill

" was unanimously approved by the Gov-

ernment Operations Committee, we re-
celved a second communication concern-
ing S. 3418 from Mr. Roy Ash, Director
of the President’s Office of Management
and Budget. He expressed concern about
the wisdom of passing the bill in its
present state.

His first objection was to the cover-
age of the bill to State and local govern-
ment -and the private sector. This cover-
age has now been deleted. )

Iis second objection was that the cre-~
ation of an Independent agency to im-
plement the act was unnecessary and
counterprodictive, and would fragment
responsibility. He advised us to delete
title I of the bill establishing the Privacy
Commission, and “thus let the agencies
bolice themselves.”

It is, however, the judgment of the
committee that such a Commission Is
necessary to assist in implementing the
bill, to police violations, and to assist
both Congress and the executive branch
in controlling the Federal Government’s
Incursions of the privacy of Americans.
Clearly, responsibility could not be more
fragmented than has been-demonstrated
in recent years. The Commission’s efforts
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would coordinate efforts to protect pri-
vacy and would develop the kind of sys-
tematic reporting and information to
allow all branches of Government and all
levels of government to perform the
duties assigned them by the constitutions
and laws of this country.

The White House also objected to sec-
tion 201(a) (3) which requires the de-
partment or agency fo tell the person
requested or ordered to disclose informa-
tion. whether that disclosure is manda-
tory or voluntary, what penalties or con-
sequences will result from nondisclosure,
and what confidentiality rules will gov-
ern ihe response.

Administration spokesmen felt this
wouid have “the adverse effect of en-
couraging coercive data-gathering prac-
tices by emphasizing the penalties of not
answering a request.”

In my view, this argument is on a par
with old-fashioned horsetrading. I be-
lieve the committee has answered it at
length on pages 48 and 49 of the com-
mistee report.

The administration also objected to
section 201(b) (1) which established for
the first time a standard for all depart-
ments and agencies in the quality of
their management of personal records.
It is a management principle which has
been largely ignored in the rapid growth
of the Federal Government’s size and
services. With the intense efforts by the
General Services Administration and the
Office of Management and Budget to
create uniform standards and to extend
automation of records in all agencies,

there is an immediate need for such a

legislative mandate so that admin-
istrators make such considerations an
essential element of management for all
records systems. It is no longer sufficient
to wait until one individual file is pro-
duced for the purpose of making a de-
cision on one individual. There is some-
thing more than efficiency at stake here.
Tre ease of producing computer print-
outs with information about many peo-
ple, the technological ease of producing
“anemies lists” from great masses of
stored information, should give serious
pause to those who agree too quickly
with the White House argument.

‘The administration has also objected
to section 201(f) (1) requiring reporting
of proposed data banks on people and
proposed sharing and centralizing of
computer facilities. They urge instead,
“that agencies be held accountable by a
system of public scrutiny, for assuring
that privacy concerns are assessed be-
fore any personal record-keeping sys-
tem is implemented.” They claim that
regulations to this effect are being de-
veleped by the Domestic Council Privacy
Ccmmittee. It is clear that public scru-
tiny is not sufficient to protect our con-
stitutional liberties in the face of the
complex scientific and administrative
problems which make it difficult for any-
orie other than an expert in this field to
understand what is going on until it is
almost too late.

President Ford himself, as Vice Presi-
dent, explained the dangers to freedom
when agencies are left to their own pur-
suits where computers and data are in-

CONGRESSIONAL RECORD — SENATE

volved. He has stated about the recent
proposal for FEDNET':

I am concerned that Federal protection of
individual privacy is not yet developed to the
degres necessary to prevent FEDNET from
being used to probe into the lives of Indi-
viduals. Before building a nyclear reactor,
wo design the safeguards for its use. We also
require environmental Impact statemenfs
specifying the anticipated effect to the reac-
tor's operation on the environment. Prior
to approving a vast computer network affect-
ing personal lives, we need a comparable
privacy impact statement. We must also con-
sider the fallout hazards of FEDNET to tradi-
tional freedoms.

I think this is too vital an issue to be
left to an ad hoc committee of the Do-
mestic Council. It is a matter in which
Congress has the duty and the right to
establish the procedures for effective
oversight and for accountability to the
rights of the American people.

Mr. President, the background of this
legislation, going back many years, is de-
scribed in the committee report. It is also
set forth in the two volumes of the pub-
lished hearings conducted by the Govern-
nent Operations ad hoc Subcommitize
on Information Systems and the Ju-
diclary Subcommittee on Constitutional,
Rights.

I might state that there have never
been more complete hearings held on any
legislative proposal than have been held
by the subcommittees.

The support for this legislation is
found in these hearings and in the in-
vestigations conducted over many years
by the Subcommittee on Constitutional
Rights, whose members have diligently
and patiently pursued governmental in-
vasions of privacy wherever they arose.

Mr. President, pages 3 through 17 of
the committee’s report describe the back-
ground of this legislation and sets forth
some examples of unwarranted invasions
of privacy.

I wish to direct attention to a clerical
error in the report on page 13 in the sec-
tion entitled, “First Amendment Pro-
grams: The Army.”

The first sentence should read:

Section 201(b)(7) prohibits departments
and agencies. from undertaking programs for
gathering information on how people exer-
cise their First Amendment rights unless
certain standards are observed.

Mr. President, S. 3418 as reported by
the Committee on Government Opera-
tions represents a very sensible approach
to the protection of the individual right
of privacy with respect to information
collected, used, and maintalned by the
Federal Government. It represents an
important first step in the protection of
our individual right to be left alone, and
I strongly urge all Senators to vote for
this important legislation.

Mr. President, I would like to express
my appreclation for the outstanding
work of the staff of the Committee on
Government Operations in perfecting
this bill.. Robert Bland Smith, Jr., the
chief counsel and staff director, and
J. Robert Vastine, the minority counsel,
exerted formidable leadership over the
efforis of the staff. They were extremely
instrumental in securing consideration of
this bill by the committee.
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They were assisted most admirably by
Jim Davidson, counsel to the Subcom-
mittee on Intergovernmental Relations;
W. P. Goodwin, Jr., counsel to the com-
mittee; and W. Thomas Foxwell, the
committee’s staff editor who had the
burden of producing the voluminous
printed record of the bill compiled by the
committee.

Marcia J. MacNaughton, the commit-
tee’s chief consultant on this bill—who,
incidentally, spent several years on the
staff of the Subcommittee on Constitu-
tional Rights—and Mark Bravin, special
consultant to the minority, made monu-
mental contributions to the bill. Al From,
aide to Senator MUskKIE, was also of great
assistance to the committee.

Mr. PERCY. Mr, President, in 1890,
Louis Brandeis wrote an historic essay for
the Harvard Law Review. In that essay
he noted that an advancing communica~
tions technology imperiled the individ-
ual’s right of privacy. Brandeis pointed
to the development of the telephone and
the snapshot camers as mechanical de-
vices that would seriously and irrevoca-
bly alter a person’s fundamental right
to be let alone. He warned legislators and
legal scholars of his time that a “next
step” was needed tq protect that right.
That “next step” is long overdue.

Today, 84 years later, now that we
have very sophisticated electronic bug-
ging devices, we have computers, the
type of devices Brandeis probably never
even conceived of, I hope that we are
prepared to take that next step by pass-
ing legislation to safeguard privacy.

Communications technology has now
achieved a speed and facility that far
outstrips anything Brandeis may have
dreamed possible. It is increasingly ap-
parent that in the long series of techno-
logical breakthroughs that have made the
gathering, use and trading of personal
data both efficient.and economical, priv-
acy safeguards have simply not kept pace.
This has resulted in a tremendously in-
creased potential for damaging misuse of
personal information, and burgeoning
abuses of our privacy.

Today, almost every fact about us is on
file somewhere in this country. Federal
census surveys record our household,
family, and personal lives. The Internal
Revenue Service gathers our income tax
data. Motor Vehicle Registries keep track
of our driving records and automobile
ownership. Credit card files reveal how
we spend our money and credit reporting
companies monitor how we pay our bills.
Hospital and physician files register in-
timate facts about our physical and men-
tal well-being. Police agencies account
for our dealings with the law and law
enforcement agencies. Schools retain
teachers’ comments and records of our
academic achievement and social adjust-
ment. The list may be virtually endless
because new systems of files are constant-
1y being created. )

In and of itself, any one of these per-
sonal files is not particularly ominous.
Most people readily accept the fact that
data gathering systems are necessary to
our institutions if they are to keep pace
with the complex needs of a modern
society., Without records there would be
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chaos. The real problem ¢omes, however,
when these information systems arve
linked with one another and are
used to exchanhge information without
the knowledge or consent of the individ-
uals concerned. When personal data col-
lected by one organization for a stated
purpose is used and traded by another
organization for a completely unrelated
purpose, individual rights could be seri-
ously threatened.

I hope that we never see the day when
a bureaucrat in 'Washington or Chicago
or Los Angeles can use his organization’s
computer facilities to assemble a com-
plete dossier of all known information
about an individual. But, I fear that is
the trend. Many of our Federal agencies
have become omniverous fact collectors—
gathering, combining, using, and trading
information about persons without re-
gard for his or her rights of privacy. Si-
multaneously, numerous private institu-
tions have also amassed huge files and
information retrieval systems containing
millions of files of unprotected informa-
tion on millions of Americans. Our abil-
ity as.individuals to control access to
personal information about us has all but
completely faded. )

To illustrate our inability to control
personal data, consider the term “data
banks.” This metaphor is really inappro-
priate. Unlike the usual banks where an
individual generally has the sole right to
determine the contents of his accounts,
the contents of a data bank are seldom
deposited exclusively by the individual
and they seldom, if ever, can be with-~
drawn by him. Instead, information is
collected from multiple sources by
numerous organizations and it is drawn
upon by whoever purchases or otherwise
acquires access to it.

Unlike our personal bank statement

which 1s checked for inaccuracles at
Ieast monthly by us and as often as daily
by the institutions who keep our ac-
counts, our data bank accounts are
seldom if ever checked for accuracy and
completeness.

Thus the individual is not the de-
bositor, not the beneficiary, and not the
guardian of personal information stored
in a data bank. He is given lttle or no
obportunity to see the information kept
on him, and only rarely can he challenge
the accuracy of that information. And
yet this same information is used by all
manner of organizations to make im-
portant decisions that may personally
affect him. This must be corrected.

Where personal rights, benefits, privi-~
leges and opportunities are determined
by the contents of an individual’s file, he
should be given the rights necessary to
assure these determinations are based
upon accurate up-to-date and relevant
information. He should be kept fully
aware of the uses to which personal data
he is asked to disclose will be used. And
this Includes knowing what organiza-<
tions will have access to his flle and
knowing the purposes for which they
will use his data. .

We have the opportunity here today to
make an important beginning. The bill
we are about to debate directs Federal
-employees to treat personal files with
respect. Federal agencies are given a
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mandate to hold open public hearings to
establish, rules to protect the con-
fidentiality of personal information they
maintain. These open proceedings are
an essential means of obtaining the
input of tralned privacy experts and
private citizens, to assure that agency
rules are responsible and equitable. Once
these rules are determined, all Federal
employees involved in the design and
operation of systems of records on indi-
viduals must be trained to understand
and to obey these rules.

When substantial changes or entire
new computer systems are proposed by an
agency, careful attention must af least
be pald to their potential impact on per-
sonal privacy. These proposals must be
evaluated by the Administration, by
Congress and by ptivacy experts before
they are so far along that they cannot be
stopped even if they pose a serious and
unwarranted threat to our personal
privacy. If a proposal does not comply
with the privacy standards in this act or
with - the privacy regulations of the
agency involved, it will be set aside for
60 days. This will afford Congress and re-
sponsible executive branch officials an
opportunity to decide what additional
safeguards are needed or whether the
project should be halted completely, Our
proposed oversight mechanism is de~
signed to force adequate consideration by
Federal agencies of the privacy impact
of their proposals. President Ford has
strongly endorsed this analysis of new
systems. It 1s Intended to give high
visibility to the trend toward more cen-
tralized files and to permit us to make
Informed decisions about our informa-
tion practices in this country.

S. 3418 will cause the Federal Govern-
ment to exercise caution and a new bal-
anced Judgment when considering pro-
bosals to implement new computer data
systems and new techniques for han-
dling personal information. This is essen-
tial to the broader purposes of the bill,
which must be emphasized. First, the
bill establishes legal rights that permit
the individual to exercise considerable
control over his personal data. These

rights are given substance through a.

carefully drawn set of information man-
agement requirements for Federal agen-
cies backed by court review and enforce=
ment. These individual rights and their
corresponding agency requirements have
been carefully studied by an impressive
number of organizations, both in and
out of Government. The chief recommen-
dations of the 1973 HEW privacy report,
perhaps the most widely cited of all pri-
vacy studies, have been embodied in
8. 3418.

To understand how our bill provides
these rights to every individual, I think
we might consider a hypothetical exam-
ple. Let us suppose, once S. 3418 is put
into effect, that an individual hears
about an information system called the
National Driver Register. He could con-
sult the U.S. Directory of Information
Systems, which must be compiled by the
Privacy Commission, and learn that this
particular data system 1s maintained by
the Department of Transportation,
Reading the directory he would learn
that this particular information system
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holds approximately 3,300,000 files ont
persons whose licenses have been denied,
suspended, or revoked in any State. He
could see that the main office of the sys-
tem 1is located here in Washington and
he would find the name, address, and
telephone number of the Department of
Transportation official directly respon-
sible for the maintenance and activity
of the system. He would also find other
pertinent facts about these files includ-
ing why they are kept, what they are
used for, and who has access to them.

Let us now suppose that this individual

wants to know whether his name is in
the National Driver Register or in other
files kept by the Department of Trans-
portation. Following bprocedures ex-
plained in the information systems direc-
tory, he could write to the Secretary of
Transportation or the appropriate official
in that Department and ask what files
exist on him. Their reply must include
8, complete list of all files about him.
Then, if he wishes, he may request to
see his file, He may be required to pay
for the production of copies if he wants
them, but the fee can be no greater than
the actual cost of reproduction.
“ Suppose that the DOT flle indicates
a conviction for a drunken driving of«
fense for which he was actually ac-
quitted. In this case, the individual can
ask the Department of Transportation
to investigate the facts and make neces=
sary corrections. If he gets no satisfac-
tion from the Department within a rea-
sonable period of time, he can- demand
an informal or formal hearing before
the Agency. If even the hearing fails to
resolve the dispute to his satisfaction,
the individual may appeal his case to a
district court of the United States. If
the court decides in his favor, it may
direct the Department to take appro-
priate corrective action and it may award
damages to him, including reasonable
attorney’s fees.

Mr. President, these are the steps that
our bill entitles a person to take to cor-
rect inaccurate or-incomplete data kept
about him by a Federal agency. This il-
lustration demonstrates that the bill re-
quires the Federal Government to be re-
sponsive to the rights of privacy and
confidentiality, We cannot and do not
allow an individual to be caught up in an
endless strugele with the Federal bu-
reaucracy to enforce these rights. "This is
the first and most important contribu-
tion of S. 3418.

Another major purpose of S. 3418 is to
establish a mnonregulatory Commission.
The Commission will perform two crucial
roles, both as an adviser to Federal agen-
cles 'who must implement this legisla-~
tion, and as an adviser to Congress, rec-
ommending legislative solutions to the
chief privacy problems of the private
sector. )

I believe that the Commission is a nec-
essary part of .this legislation, even
though there has been strong contro-~
versy about its advisability. Our Federal
agencles have expanded their informa-
tion-gathering and surveillance activities
to such an extent that they pose serious
threats to our basic privacy rights. Un-
til the agencies develop and adopt ade~
quate rules and procedures, effective
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oversight can and must be performed by
experis who understand the technology
and vet who are sensitive to the basic
guestion of how to safeguard privacy.
This is a central reason for establishing
the Commission. Equally important, I
believe, is the need to develop effective
splutions to privacy problems outside the
realm of the Federal Government. This
effort requires a concentration of talent
and. attention in a single unit. It also re-
quires a clear mandate and adequate
power to seek access to files, plans, and
computer facilities. We have granted the
Coramission a limited authority to con-
duct studies and make recommendations
to Congress and to the President. If this
authority is exercised fully and properly,
major questions of policy will be resolved
by the Commission years before Congress
could act through the committee hearing
process.

Ar example of this need for the Com-
mission to make informed policy de-
cisions involves what I believe to be one
of the most important symbols of the
trend toward centralized records. I am
speaking of the growing abuse of the so-
cial security number, for purposes com-
pletely unrelated to the social securlty
system. The senior Senator from Arizona
Mr. GorpwaTer, and I have introduced
an smendment to S. 3418 to curb the
expanding use of the social security
number as a universal identifier, a single
number that identifies each of us unique-
1y for all purposes. We are joined by the
distinguished senior Senator from Wash-
ington, Mr. MaGNUSON., Our amendment
will make it unlawful for any govern-
mental body at the Federal, State, or 1o~
cal level to dehy any person a right, ben~
efifi, or privilege simply because that in-
dividual does not want to disclose his
social security number. The amendment
also prohibits discrimination against a
person in any business or commercial
dealing because he chooses not to dis-
close his number. What we propose 1Is to
phase in restrictions so that any new use
of the social security number initiated
after January 1, 1975, will be subject to
this amendment. Existing uses of the
number will be allowed to continue pend-
ing the recommendations resulting from
the formal study of the issue required of
the Privacy Commission. But we must
hold the problem to a constant size to

" permit this study to be complete and
balanced.

Mr. President, the connection between
the social security number and privacy is
not at all obscure. Qur number is used
much as our name to identify us and to
index our personal data. A striking ex-
arnple is contained in a report issued last
year by the Federal Trade Commission.
This report contains a formal Commis-
sion interpretation on the sale of lists
of individual credit ratings in what are
called credit guides. . These published
credit guides, according to, the FTC
demonstrate a lack of “respect for the
consumer’s right to privacy” and there-
fore constitute a violation of the Fair
Credit Reporting Act.

The FTC opinion goes on to say that
although publication of an individual’s
name together with his credit rating is
an unacceptable invasion of privacy, it is
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-serfectly permissible to publish the credit
information together with individual so-
nial security numbers, I cannot under-
stand how it is less of an invasion of pri-
vacy to use the sccial security number
in this situation, especially when the
number is so widely accessible.

Other examples exist in which an indi-
vidual is actually deprived of the right to
vote in a State or Federal election or to
register for a driver’s license if he refuses
to disclose his social security number.
There is the case of a telephone companry
in the Rocky Mountain area that has
charged its custorners a higher phone
rate for failyre to supply that number.
Many of these coercive efforts to force an
individual to supply this personal infor-
mation have no basis in law. They cer-
tainly fly in the face of recommendations
of the Soclal Security Administration
and HEW and they defy my understand-
ing of what is reasonable. Senator GoLo-
water and I have thus included a provi-
sion in our amendment that requires any
government or private organization that
requests an individual to disclose his so-
cial security number 4o inform that indi-
vidual whether that disclosure is man-
datory, or voluntary, by what statutory
or other authority the number is solic-
ited, what uses will be made of it, and
what rules of confidentiality will gov-
ern it.

This provision is identical to a paral’el
provision in S, 3418. It is designed to pro-
mote openness by removing the element
of intimidation from requests for per-
sonal data. It is intended to give back to
each of us the freedom to choose the
recipients and the circumstances in
which our personal information is dis-
closed.

Mr. President, this bill Is directly re-
sponsive to the publicly stated priorities
of President Ford. Last March, the Presi-
dent promised delegates to the National
Governors’ Conference that action was
soon to come. In June, he called for con-
gressional action this year to pass a pri-
vacy bill. And on August 12 before 8 joint
session of Congress, President Ford said:

There will be hot pursult of tough laws to
prevent illegal invasions of privacy in both
government and private activities.

Mr. President, the bill we have before
us today 1is tough, yet reasonable. It is
the product of years of research, both in
and out of Government, and it is the
product of several thousand man-hours
of drafting effort by our staff, by the ad-
ministration, and by a wide variety of
private organizations. This bill 1s cer-
tainly not the final word on privacy.
There will be additional laws needed to
solve particular problems in such areas
as medical files, records of scientific and
statistical research, and credit files, But
this bill is a historic beginning, a be-
ginning which we owe in very great part
to the distinguished Senator from North
Carolina, Senator Ervinx, who has de-
voted so much of a remarkable career to
protecting personal freedoms.

In closing I would particularly like to
commend the initiative of Robert Smith,
chief counsel of the committee, and
Robert Vastine, chief counsel to the
minority, in expediting consideration of
this bill. It was introduced as late as
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May 1 this year, and hearings were held
on June 18. We have moved with de-
liberate speed to produce a carefully
drafted bill. A great deal of the credit
for this solid workmanship goes to Mark
Bravin, of the minority staff, and James
Davidson, of the majority staff, who
made an especially important contribu-
tion to this effort. Marcia McNaughton
and Marilyn Harris, both of the majority
staff, each played an important role in
preparation of this bill for our consider-
ation today.

I might say also it is one other cap-
stone that Senator ErvIin places on a very
distinguished career of service to the
American people. L

Mr. ERVIN. I commend the Senator
from ‘Illinois on the fine work that he
did in this field. No Senhator has been
more interested in this subject or has
devoted more hard work and study for
this in the Senate bill and it merits the
thanks of the American people for his
services In respect to this.

Mr. President, as chairman of the Sub-
committee on Constitutional Rights of
the Committee on the Judiciary, as well
as the chairman of the Committee on
Government Operations, I have studied
this problem of privacy for many years,
have conducted many hearings on the
subject, have had the benefit of wise
counsel of many experts in this field, and
have read in large part the voluminous
literature which has grown up around
the question of privacy. )

I think that this bill, in its present
form, is about as fine a piece of legisla-
tion as can be drawn on this subject
until we have the Privacy Board’s experi-
ence to assist us in further refining the
law.

I yield to the distinguished Senator
from Nebraska.

Mr. CURTIS. I thank the distinguished
Senator.

Mr. President, I wish to commend my
distinguished friend for the thorough-
ness with which he has gone into this
subject. It is a matter that merits the
attention of the Congress. I wish to ask
a question or two concerning the Bureau
of the Census.

The junior Senator from Nebraska
receives many compliments about the
conduct of the Bureau of the Census.
They sent out guestionnaires consisting
of many, many pages. Apparently, it is a
selected list; it is not part of the 10-year
enumeration. It asks for all sorts of in-
formation. Our citizens have two com-
plaints against it. One is that it invades
privacy. It asks all kinds of questions
about their manner of living.

The second complaint is that it takes
hours and hours to fill out the question-
naires, and there is a penalty imposed,
5 rather stiff penalty, if it is not filled
out and returned. ’

Does this proposal repeal any of those
1aws that permit that?

Mr. ERVIN. Yes; I am glad that the
Senator from Nebraska has called the
attention of this Senator to this problem.
T might state that, as he, I have received
letters over the years.

In addition to that, I introduced a bill
at one time to require the Bureau of the
Census, when they send out a question-
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naire, to advise the person to whom it is
sent whether it is mandatory for him to
answer it or not. I was unable to get that
bhill passed.

There is a provision of law that if one
fails to give the Bureau of the Census
information which they are required by
law to collect, he is guilty of a criminal
offense and can be sent to jail for a rela-
tively short period of time. As the Sena~
tor from Nebraska has indicated, the Bu-
reau of the Census, on far too- many occa-
sions, sends out questionnaires about
things that it is not required to investi-
gate by law, and they fail to tell the peo-
ple that they are not required to answer
them.

I have had small businessmen in North
Carolina inform me that they have been
compelled on occasion to pay out sub-
stantial sums of money and devote many
man-hours to answering these question-
nalres, when, as a matter of fact, under
the law, the Bureau of the Census has no
right to compel them to answer. This bill
deals with the subject by saying that no
agency of the Government is allowed to
solicit information from the American
people unless the securing of such in-
formation is reasonable and necessary to
enable an agency to perform some func-
tion that the law imposes upon it.

It further provides that when an
agency, such as the Bureau of the Cen-
sus, sends out a questionnaire, it must
inform the people to whom the ques-
tionnaire is directed whether or not 1t
is a mandatory or a voluntary question-
nalre, and whether .or not they are
obliged by law to answer it. That will
take care of the situation in large meas-
ure that the S8enator is concerned about. I
share his concern.

Mr. CURTIS. On every inquiry I have
ever made, they come back and say that
1t 1s mandatory and threaten the people
with punishment for not filling it out. It
has nothing to do with the 10-year cen-
sus. It Is a total invasion of people’s
privacy. S '

Furthermore, 1t costs a lot of tinie and
money to comply.

Mr. ERVIN. The Bureau of the Cen-
sus, a few years ago, sent out a ques-
tionnaire to selected lawyers through-
out the United States, just because some
official of the American Bar Association
suggested that it would be desirable for
the American Bar Association to have
the information. They wanted to know
how much of a lawyer's practice was
civil, how much was criminal, how much
was counseling, and they wanted to know
what he pald the secretaries, and things
like that. They had no power to send out
that questionnaire. This bill will put an
end to that kind of questionnaire, be-
cause they have to tell the pedple wheth-
er they are required to answer it and
under what law. i

Mr. CURTIS. If the Senator will yield
further, I shall submit another example.
Fortunately, in this case, the Govern-
ment bureau retreated and discontinued
the practice. :

The Committee on Finance has had
the matter before it many times con-
cerning the qualifications of individuals
who assist citizens in making out their
bax returns. The problem is very narrow,
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It consists of a not-too-large number of
fly~by-night operators that advertise
that they will save so much money on
one’s taxes. That Is what the Committee
on Finance had in mind when they

-talked about it.

It ended up in practice that the In-
ternal Revenue Service moved into a
small community in the State of Ne-
braska. This town has less than 1,500
people. It has a very distinguished law-
yer there. They came into his office and
asked to see his files concerning every
Income tax he had made out. Then the
Government proceeded to contact every
one of his clients.

Nebrasks Is a very law-abiding State.
People have respect for their Govern-
ment. All they had to do to ruin this fine
citizen was to state that the Government

of the United States was Investigating.

his practice, interviewing every one of his
clients. He was an upright, law-abiding
citizen of excellent reputation.

He secured a lawyer. I was advised of
the matter. It was taken up with the In-
ternal Revenue Service, and they dis-
continued it entirely. But we are not
always that lucky. I have never gotten
the Bureau of the Census to discontinue
anything.

I wish there were something a little
more specific here that really clips their
wings and provides that when they send
these scattered qustionnairs out that go
to just a few people, there absolutely
could not be any penalty whatever.

Mr. ERVIN, There cannot. Under the
law, there can be no penalty placed on
any person for failing to respond to a
questionnaire unless that gquestionnaire
calls for information that the Bureau of

‘the Census is required by law to collect.

Mr. CURTIS. They can always slip in
one sentence of that. They come back to
my citizens every time and say, “This
s required by law and you are subject
to a penalty.” o

Mr. ERVIN. If the Senator will par-
don me, the Senator from Maine has an
amendment and he has to leave at 4
o'clock. If the Senator from Nebraska
will yleld now, we shall let him introduce
his amendment and then we shall return
to the colloquy, because I am very much
Interested in this subject.

Mr, CURTIS. I thank the distin-
gulshed Senator. i

Mr, MUSKIE. Mr. President, I thank
the distinguished floor manager of the
bill (Mr. ERVIN) .

I send my amendment to the desk and
ask for its Immediate consideration.

The PRESIDING OFFICER. The clerk
will state the amendment.

The assistant legislative clerk proceed-
ed to read the amendment.

Mr. MUSKIE. Mr. President, I ask

unanimous consent that further reading .

of the amendment be dispensed with.

The PRESIDING OFFICER. Without
objection, it is so ordered.

The amendment is as follows:

On page 25, line 16, strike out “and”.

On page 26, line 21, strike out the period
a,nddinsert in lieu thereof a semicolon and
“and”, ’

On page 25, between lines 21 and 22, insert
the following new paragraph:

“(4) prepare model legislation for use by
State and local governments in establish-
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Ing procedures for handling, maintaining,
and disseminating personal information at
the State and local level and provide such
technicel assistance to State and local gov~
ernments as they may require in the prep-
aration and implementation of such legisla-
tion.”

Mr. MUSKIE, Mr, President, as a co-
sponsor of S. 3418 and one who has. fol-
lowed the progress of Federal privacy
leglslation with great interest for several
years, I wish to express my support for
this most important bill which is before
the Senate today.

Many observers have characterized
the 93d Congress as the “Privacy Con-
gress.” That appellation has been earned
in large part by the effort and dedication
of the foremost leader on this issue of
Individual rights—the distinguished Sen-
ator from North Carolina (Senator
ERVIN) .

His concern, his pgrsistence and his
great knowledge built on years of judi-
cial and legislative experience in this
field, have brought us to the considera-
tion of what could become a hallmark of
his eareer—the Federal Privacy Act of
1974,

The privacy of our citizens has been a
fundamental concern since the founding
of our Republic. Two hundred years ago,
William Pitt expressed this- with regard
to the rights of citizens in the colonies
still under English rule:

The poorest man may in his cottage bid
deflance to all the force of the Crown. It
may be frall; its roof may shake; the wind
may blow through it; the storms may en-
ter—but the King of England cannot enter;
all his forces dare not cross the threshold
of the ruined tenement,

While the concern for the rights of
American citizens to be secure from gov-
ernment invasion has run from the adop-
tion of the Bill of Rights to present day
times, it has not found widespread recog-
nition in the courts outside of the area
of criminal law. In applying the provi-
slons of the fourth amendment to the
Constitution to this issue, Mr. Justice
Frankfurter observed in Wolf v. Colorado
(338 U.8. 25, 27-28 1949) : :

The security of one’s privacy against arbi-
trary intrusion by the police—which is at
the core of the Fourth Amendment—is basic
to a free soclety ... The knock at the door,
whether by day or by night, as a prelude to
a gearch, without authority of law but solely
on the authority of the police, did not need
the commentary of recent history to be
condemned as Inconsistent with the con-
ception of human rights enshrined in the
history and the basic constitutional docu-
ments of English-speaking peoples.

In a famous dissenting opinion in
Olmstead v. United States (277 U.S. 438,
478 1938), Mr., Justice Brandeis charac-
terized the “right to be let alone” by the
Government as “the most comprehensive
of rights and the right most valued by
civilized men. .

In his book, “The Assault on Privacy,”
Prof. Arthur Miller observed that while
the fourth amendment was probably
conceived to protect tangible objects, it
has since been extended in EKatz. v.
United States (389 U.S, 347, 353 1967) to
restrict the Government’s right to seize
personal information,

While the courts have begun to recog-
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nize the capacity of Government to in-
vade individual privacy by the gathering
or misuse of information, it is the re-
sponsibility of the Congress to develop
specific legislative guidelines in this area.

The Federal Privacy Act draws upon
the constitutional and judicial recogni-
tion accorded to the right of privacy and
translates it into a system of procedural
and substantive safeguards against ob-
trusive Government information gath-
ering practices. )

Up until now we have allowed technol-
ogical advances in Federal recordkeep-
ing to outpace our efforts to confrol and
safeguard the use of the information we
have collected. This act would balance
those advances with specific safeguards
and add a new dimension of rights to the
citizen.. In effect it would bring the law
jn line with a concept endorsed by then
Secretary of Health, Education and
Welrare, Elliot Richardson, that “Gov-
ernment is not the owner of informa-
tion on individuals, but only the trustee.”

Almost a year ago, the Subcommittee
on Intergovernmental Relations, of
which I am chairman, released a survey
of individual attitudes toward their Gov-
ernment prepared by Louis Harris and
Associates. That survey, revealed that
the American people’s loss of confidence
in their Government had reached se-
vere proportions. Forty-five percent of
the public described themselves as alien-
ated and disenchanted, feeling profound-
1y impotent to influence the actions of
their leaders. The relationship between
this feeling and the Government’s inva-
sion of individual privacy is underscored
by a report by the Committee on Security
and Privacy, of the Project Search task
force authorized by the Department of
Justice to examine the handling of
criminal records. Calling for citizen
right of access and challenge to certain
law enforcement records, the search re-
port stated:

An important case of fear and distrust of
computerized data systems has been the feel-
ings of powerlessness they provoke in many
citizens. The computer has come to symbolize
tha unresponsiveness and insensitivity of
modern life. Whatever may be thought of
thaese reactions, 1t is at least clear that gen-
uine rights of access and challenge would do
miich to disarm this hostility.

S. 3418 is addressed to that very point.
Under title II of this bill we have in-
serted the individual citizen into an ac-
tive role regarding the collection, use
and dissemination of his personal data
by Federal agencies.

17 an agency asks a citizen for infor-
raation he would have the right to know
if he is required to divulge it and to
know what use the agency will make of it.

Iie would be entitled to know what
information systems or files a Federal
agency operates and whether those sys-
tems or files contain information about
him.

He would be entitled to see what is in
trose files and if necessary to challenge
tre accuracy, the completeness, the
timeliness and the relevancy to the needs
of the agency of their contents.

e would be entitled to know who has
scen information about him, and if the
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agency makes changes at his request, to
inform past reciplents of that data about
those changes.

Finally, each citizen would be-entitled
to enforce this right of access and chai-
lenge in a Federal district court and o
seek an award of damages for Injuries
resulting from the misuse of personal
information. ‘

These are fundamental rights to he
included in any privacy legislation, and
they should help begin to restore public
faith in our Government’s informatiou
practices.

The remarks which follow relate spo-
cifically to my amendments.

In considering this legislation it was
understood that privacy considerations
do not stop at the Federal Government.
Our concern for the handling of Infor-
mation about individuals extends beyond
Federa] agencies to State and local gov-
ernment and to the private sector.

State government witnesses at the
Government Operations Committee
hearings in 8. 3418 indicated the need
to incorporate privacy safeguards in
their information systems. Andre Atkin-
son, representing State and local gov-
ernment information system managers
said:

Effective solutions will come only from
administrative and statutory regulations
which can iInteract in concert at all levzls
of government—Federal, State and local.

While there have been extensive studies
of information gathering systems oper-
ated by the Federal Government and the
need for safeguards and regulation of
those systems, the record still is incom-
plete about the information practices of
State and local governments.

We have asked the Privacy Protection
Commission estaklished by this bill to
examine those systems and recommend
what legislation might be necessary in
that area.

In the interim we can help those States
and local governments which are at-
tempting to deal with this issue now. I
am offering an amendment to S.3418
along with the distingulshed Senator
from Illinois, which would authorize the
Commission to draft model privacy legis-
Tation for State and local governments
and to make avallable to State and lozal
officials the technical services of the
Commission to aid in the preparation of
privacy legislation to meet their needs.

I recognize that the establishment of

the Privacy Commission has been the
focus of some objection by the adminis-
tration.
" The need for an independent author-
ity to examine Federal, State, and local
and private information practices has
received substantial support from the
many witnesses who have testified in
behalf of this bill.

It is not only essential to help the

Congress and the executive branch to

examine Federal practices, it can help
bridge the gap between the standards
we are setting for the Federal agencies
and those we want to see adopted by
other information systems outside the
Government.

The assistance to State and local gov~
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ernments which would be provided by

our amendment is but one example.

Mr. President, this is an important
piece of legislation. I hope that this
Congress will meet its responsibility and
earn the label which it has already re-
celved as the Privacy Congress by pass-
ing 8.3418.

This, I think, Mr. President, is a very
modest response to considerable pres-
sures to expand this legislation to cover
State and local governments as well as
the private sector. It is for that reason
that I submit the amendment to the Sen-
ate and urge its adoption.

I have discussed this proposal with
Senator ErvIiN and with Senator PErcy,
who is a cosponsor of the amendment,
and I belleve they are in a position to -
accept it.

Mr. PERCY. Mr. President, as a co-
sponsor of the amendment, I would sim-
ply like to indicate that, as & result of
my work as a member of the Intergov-
ernmental Commission, I believe cer-
tainly it is in the best interests of State
and local governments to have the bene-
fits now of all the magnificent work done
by Senator Ervin through the years in
preparing a piece of legislation at the
Federal level. Certain of the States are
moving in this direction now, but we
ought to provide this as a service to all
the States, and I am pleased to support
the amendment as a cosSponsor.

Mr. ERVIN. Mr. President, I think this
is a very wise amendment. As I see it, the
amendment would simply empower the
Federal Privacy Board to assist the
States In establishing privacy laws and
privacy boards at the State level. It is
not obligatory on anhyone; it would
merely enable the Federal Privacy Board,
out of their expeirence and knowledge
of the subject, to be of assistance to
the States, and I would urge the Sen-
ate to adopt the amendment.

The PRESIDING OFFICER. The
guestion Is on agreeing to the amend-
ment of the Senator from Maine.

The amendment was agreed to.

AMENDMENT NO. 1945

Mr. NELSON. Mr. President, T call up
my amendment No. 1945.

The PRESIDING OFFICER. The
amendment will be stated.

The assistant legislative clerk pro-
ceeded to read the amendment.

Mr. NELsoN's amendment is as follows:

At the end of the bill, add the following
new title:

“TITLE IV-—JOINT COMMITTEE ON GOV-
ERNMENT SURVEILLANCE AND INDI-
VIDUAL RIGHTS

Y“ESTABLISHMENT

“Sge. 401. (a) There is hereby established
a Joint Committee on Government Surveil-
lance and Individual Rights (hereinafter
referred to as the *Joint committee”) which
shall be composed of fourteerd members ap-
pointed as follows:

“(1) seven Members of the Senate, four to
be appointed by the majority leader of the
Senate and three to be appointed by the
minority leader of the Senate; and

“(2) seven Mermbers of the House of Rep-
resentatives, four to be appointed by the
majority leader of the House of Representa-
tives and three to be appointed by the mi-
nority leader of the House of Representatives.
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“(b) .The joint commliitee shall select a
chairman and a vice chalrman from among
its members.

“(e) Vacancles in the membership of the
Joint committee shall not affect the power
of the remaining members to execute the
Tunctions of the joint committes and shall
be filled in the same manner as in the case
of the original appointment.

“FUNCTIONS

“SEc. 402. (a) It shall be the function of
the joint committee—

“(1) to make a continuing study of the
extent and the method of investigation or
surveillance of individuals by any depart-
ment, agency, or independent establishment
of the United States Government as such
investigation or surveillance relates to the
right of privacy, the authority for, and the
need for such investigation or surveillance,
and the standards and guldelines used to
protect the right {o privacy and cther con-
stitutional rights of individuals;

“(2) to make a continuing study of the
intergovernmental relationship between the
United States and the States insofar as that
relationship involves the area of investiga-
tion or surveillance of individuals; and

“(8) as a guide to the several commlttees
of the Congress dealinig with legislation with
respect to the activities of the United States
Government involving the area of surveil-
lance, to file reports at least annually and
at such other times as the joint committee
deems appropriate, with the Senate and the
House of Representatives, contalning its
- findings and recommendations with respect
to the matters under study by the Joint
committee, and, from time to time, to make
such other reports and recommendations to
the Senate and the House of Representatives
as it deems advisable; except that nothing
in the foregoing provisions shall authorize
the joint committee, or any subcommitiee

thereof, to examine lawful investigative or .

surveillance activities related to the defense
or national security of the United States
conducted within the territorial boundaries
of the United States citizens. For purposes
of this subsection, lawful Investigative or
surveillance activities related to the defense
or national securlty of the United States
means investigative or surveillance activities
carrlied on by duly authorlzed agencies to
obtain information concerning unlawful ac-
tivities directed against the Government of
the United States which are substantially
financed by, directed by, sponsored by, or
otherwise involving the direct collaboration
of foreign powers. :

‘“(b) Nothing in this title shall glve the
Joint committee, or any subcommittee there-
of, jurlsdiction to examine any activities of
agencles and departments of the TUnited
States Covernment conducted outside the
territorial boundaries of the United States.

“REPORTS BY AGENCIES

“Sec. 403. In carrying out its functions,
the joint committee shall, at least once
each year, receive the testimony, under oath,
of a representative of every department and
agency of the PFederal Government which
engages In investigations or surveillance of
individuals, such testimony to relate to the
full scope and nature of the respective
agency’s or department’s investigations or
surveillance of individuals, subject to the
. exceptions provided for in subsections 402
‘(a) (3) and 402(b).

‘““POWERS

“Sgc. 404. (a) The Joint committee, or any
subcommittee thereof, is authorized, In 1ts
discretion (1) to make expenditures, (2) to
employ personnel, (3) to adopt rules respect=
ing 1its organization and procedures, (4) to
hold hearings, (5) to sit and act at any time
or place, (6) to subpena withnesses and doc-
uments, (7) with- the prior consent of the
agency concerned, to use on a reimbursable
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basls the services of personnel, Information,
and facilities of any such agency, (8) to pro-
cure printing and binding, (9) to procure
the temporary services (not in excess of one
year) or Iintermitient services of individual
consultants, or organizations thereof, and to
provide assistance for the training of its pro-
fessional staff, in the same manner and un-
der the same conditions as a standing com-
mittee of the Senate may procure such serv-
ices and provide such- assistance under sub-
sections (i) and (j), respectively, of section
202 of the Legislative Reorgantzation Act of
1946, and (10) to take depositions and other
testimony. No rule shall be adopted by the
joint committee under clause (3) providing
that a finding, statement, recommendation,
or report may be made by other than a ma-
Jority of the members of the Joint committee
then holding office.

“{b) (1) Subpenas may be issued under the
signature of the chairman of the committee
or of any subcommitiee, or by any member
designated by such chairman, when author-
ized by a majority of the members of such
committee, or subcommittes, and may be
served by any person “designated by such
chairman or member, .

“(2) Each subpena shall contain a state-
ment of the committee resolution asuthor-
izing the particular investigation with re-
spect to which the witness is summoned to
tegtify or to produce papers, and shall con-
tain a statement notifying the witness that
if he desires a conference with a representa-
tive of the commitiee prior to the date of
the hearing, he may call or write to counsel
of the committee.

“(8) Witnesses shall be subpenaed at a
reasonably sufficient time in advance of any
hearing in order to give the witness an op-
portunity to prepare for the hearlng and to
employ counsel, should he so desire. The
chatrman of the joint committee or any
member thereof may administer ocaths to
witnesses.

“{c) The expenses of the joint committee
shall be paid from the contingent fund of
the Senate from funds appropriated for the
Joint committee, upon vouchers sighed by
the chalrman of the joint committee or by
‘any member of the joint committee outhor-
ized by the chalrman.,

“{d) Members of the joint committee, and
its personnel, experts, and consultants, while
traveling on officlal business for the joint
committee within or outside the United
States, may receive elther the per diem al-
lowance authorized to be paid to Members of
the Congress or its employees, or their actual
and necessary expenses if an itemized state-
ment of such expenses Is attached to the
voucher.

“(e) (1) The Distriet Court of the United
States for the District of Columbia shall have
original jurisdiction, without regard to the
sum or value of the matter in controversy,
of any civil action heretofore or hereafter
brought by the joint committee to enforce
or secure & declaration concerning the
validity of any subpens heretofore or here-
after issued by such joint committee, and
the sald District Court shall have jurisdic-
tion to enter any such judgment or decree in
any such civil action as may be necessary or
appropriate to enforce obedlence to any such
subpena.

“(2) The joint committee shall have au-
thority to prosecute in its own name or in
the name of the United States in the District
Court of the United States for the District
of Columbia any civil action heretofore or
hereafter brought by the joint committee
to enforce or secure a declaration concern-
ing the validity of any subpena heretofore
or hereafter issued by such committee, and
pray the sald district court to enter such
Judgment or decree in sald civil action as may
be necessary or sppropriate to enforce any
such subpena.
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“(3) The Joint committee may be repre-
sented by such attorneys as it may designate
in any actlon prosecuted by such committee
under this title.”.

On page 3, line 23, after ““Act”, insert
“(other than title IV)”,

On page 4, line 6, after “Act’, insert “(other
than title IV)".

On page ¢, line 9, immediately after “of”,

insert “titles I, IT, and IIL of”,

On page 6, line 12, after “under”, insert
“titles I, IT, and III of”.

On page 7, line 1, immediately
“this”, insert “titles I, II, and III of”.

On page 7, line 2, immediately
“this”, insert “title I, II, or III of",
- On page 12, line 9, immediately
“this"”, insert ‘“title I, I, or IIT of".

On page 16, line 13, immediately
“this”, insert “titles I, IT, and IIX of’.

On page 18, lne 3, immediately
“this”, insért “title I, II, or III of”.

On page 18, line 14, tmmediately

before
before
before
before
before

before

“this”, ingert “title I, II, or 11 of",”

Oon page 18, line 23, immediately before
“this”, Insert “titles T, IX, or III of”.
On page 19, llne 1, immediately
“this”, insert “title I, 11, or III of".
On page 19, line 21, immediately
“this”, insert “title I, 1Y, or III of*.
On page 20, line 2, immediately after
“Act” insert “(other than title IV)”.
On page 20, line 6, immediately before
“‘this” Insert ‘“titles I, II, and III of”,

Mr., ERVIN. Mr. President, will the
Senator yield for a unanimous-consent
request?

Mr. NELSON. I yleld.
Mr. ERVIN. I ask unanimous consent

before

before

+that Brian Conboy, an alde to Senator

Javirs, and Barbara Dixon, an aide to
Senator Bayn, have the privilege of the
floor during the consideration of the
pending measure.

The PRESIDING OFFICER. Without
objection, it is so ordered.

Mr. PERCY. Mr. President, I have an
inquiry of the distinguished Senator
from Wisconsin, We did go a little out
of order in order to accommodate the
schedule of the Senator from Maine (Mr.
MuskIE) . We have not finished our open-
ing statements yet. Unless the Senator
has a time problem himself, I would like
to complete our opening statements so
we can proceed In an orderly manner,
and I had indicated that I would yield
to the Senator from Arizona (Mr. GoLp-
WATER) immediately after that, to pre-
sent an amendment.

Mr. NELSON, My reason for calling
up this amendment now is that the Sen-
ator from Maine (Mr. Muskre) will
participate in a brief colloquy-in con-
nection with it.

Mr. PERCY. Does the Senator have
any idea how long that brief colloguy
may take?

Mr. NELSON. Just & few minutes. Sen-
ator JacksoN has a brief statement. I
will submit my statement for the Recorp.

Mr. President, I have a modification of
the amendment as printed. I withdraw
the amendment that is at the desk, and
submit a clean copy that modifies that
emendment., I ask for the immediate
consideration of the amendment as
modified.

Mr. NeLson’s amendment No. 1945, as
modified, is as follows:

At the end of the bill, add the following
new title: )
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“TYTLE IV—JOINT COMMITTEE ON GOV-
FRNMENT SURVEILLANCE AND INDI-
VIDUAL RIGHTS ’

“ESTABLISHMENT

“Src. 401 (a) There is hereby established
a Joint Committee on Government Sur-
veillance and Individual Rights (hereinafter
referred to as the “joint commlittee™) which
shall be composed of sixteen members ap-
pointed as follows:

*{i) eight Members of the Senate, four
to be appointed by the majority leader of
the Senate and four to be appointed by the
minority leader of the Senate; and

“(2) eight Members of the House of Rep-
resentatives, four to be appointed by the
mas.jority leader of the House of Representa-
tives and four to be appointed by the minor-
ity leader of the House of Representatives.

“(b) The joint committee shall select a
chatrman and a vice chalrman from among
its members.,

“(¢) Vacancies in the membership of the
joint committee shall not affect the power
of the remaining members to execute the
functions of the joint committee and shell
be filled 1In the same manner as in the case
of the original appointment.

“FUNCTIONS

“Gre. 402. (a) It shall be the function of
the joint committee—

“(1) to make a continuing study of the
extent and the method of Investigation or
surveillance of individusals by any depart-
ment, agency, or independent establishment
of the United States Government as such
investigation or survelllance relates to the
right to privacy, the authority for, and the
nead for such Investigation or surveillance,
and the standards and guidelines used to
protect the right to privacy and other con-
stitutional rights of individuals;

“(2) to make a continuing study of the
intergovernmental relationship between the
United States and the States Insofar as that
relationship involved the area of investiga~«
tion or survelllance of individuals; and

“(3) as a gulde to the several commitiees
of the Congress dealing with legislation with
respect to the activities of the United States
Government involving the area of survell-
lance, to.file reports at least annually and at
such other times as the jolnt committee
deems appropriate, with the Senate and the
House of Representatives, containing Iits
findings and recommendations with respect
to the matters under study by the joint com-
mittee, and, from time to time, to make such
other reports and recommendations to the
Senate and the House of Representatives
as it deems advisable; except that nothing
in the foregoing provisions shall authorize
the joint committee, or any subcommittes
thereof, to examine lawful investigative or
surveillance activities related to the defense
or national securlty of the United States
conducted within the territorial boundaries
of the United States. For purposes of this
subsection, lawful investigative or surveil-
lance activities related to the defense or na-
ticnal security of the United States means
investigative or surveilllance activities car-
ried on by duly authorized agencies to ob-
tain information concerning unlawful ac-
tivities directed against the Government of
the United States which are substantially fi-
nanced by, directed by, or otherwise involv-
ing the direct collaboration of foreign pow-
ers.

“(b) Nothing in this title shall give the
joint committee, or any subcommdttee there-
of, iurisdiction to examine any activities of
agencies and departments of the United
States Government conducted outside the
territorial boundaries of the United States.

“REPORTS BY AGENCIES

“See. 403, In carrying out its functions,
the joint committee shall, at least each year,
receive, subject to the exceptions provided
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for in sections 402(a) (3) and 402(b), the
testimony, under oath, of a representative
of every department, agency, instrumentality
or other entity of the Federal Government,
which engages In Investigations or surveil-
lance of individuals, such testimony to re-
late to

(a) the full scope and nature of the ve-
spective department’s, agency’s Instrumen-
tality’s, or other entity’s investigations or
surveillance of Individuals; and

(b) the criteria, standards, guidelines or
other general basis utilized by each such de-
partment, agency, instrumentality or other
entity In determining whether or not inves-
tigative or surveillance activities carried cut
or being carried out by such department,
agency, instrimentality, or other entity were
or are related to the defense or national se-
curity of the United States and thus within
the purview of the exceptlon provided Zor
In such sections 403(a)(3) and 402(b),

“POWERS

“Src. 404. (a) The joint committee, or
any subcommittee thereof, is suthorized, in
its discretion (1) to make expenditures, (2)
to employ personnel, (3) to adopt rules re-
specting its organization and procedures,
(4) to hold hearings, (5) to sit and act at
any time or place, (6) to subpena witnesses
and documents, (7) with the prior consent
of the agency concerned, to use on a reirn-
bursable basis the services of personnel, in-
formation, and facilities of any such agen-
¢y, (8) to procure printing and binding,
(9) to procure the temporary sarvices (not
in excess of one year) or intermittent serv-
ices of indlvidusal consultants, or organisa-
tions thereof, and to provide assistance for
the tralning of its professional staff, in the
same manner and under the same conditicns
as & standing committee of the Senate may
procure such services and provide such as-
sistance under subsections (i) and (J), re-
spectively, of section 202 of the Legislative
Reorganlzation Act of 1946, and (10) to take
depositions and other tfestimony. No rule
shall be adopted by the joint commlitiee
under clause (3) providing that a findlag,
statement, recommendation, or report may
be made by other than a majority of the
members of the joint committee then hold-
ing office.

“(b) (1) Subpenas may be lssued under
the signature of the chairman of the com-

ittee or of any subcommittee, or by any

ember designated by such chairman,
when authorized by a majority of the mem-
bers of such committee, or subcommitiee
and may be served by any person designated
by any such chsairman or member.

“(2) Each subpens shall contain a stale-
ment of the committee resolution authoriz-
ing the particular Investigation with re-
spect to which the witness 1s summoned to
testify or to produce papers, and shall erm-
tain a statement notifying the witness that
if he desires a cohference with a represent-
atlve of the committee prior to the date of
the hearing, he may call or write to cotn-
sel of the committee.

“(3) Witnesses shall be subpenaed at a
reasonably sufficlent time in advance of
any hearing in order to give the witness an
opportunity to prepare for the hearing and
to employ counsel, should he.so desire. The
chairman of the joint committee or any
member thereof may administer oaths to
witnesses.

“(c) The expenses of the joint commitiece
shall be pald from the contingent fund of
the Senate from funds appropriated for the
joint committee, upon vouchers signed by
the chairman of the joint committee or by
any member of the joint committee atvith-
orized by the chalrman.

“(d) Members of the joint commitiee, and
its personnel, experts, and consultants, while
travellng on official business for the joint
committee within or outside the United
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States, may receive elther the per diem
allowsnce authorized to be paid to Members
of the Congress or 1ts employees, or their
actual and necessary expenses If any item-
ized statement of such expenses is attached
to the voucher.

““(e) (1) The District Court of the United
States for the District of Columbia shall have
original jurisdiction, without regard to the
sum or value of the matter in controversy,
of any civil action heretofore or hereafter
brought by the point committes to enforce or
secure & declaration conerning the validity
of any subpena heretofore or hereafter
brought by the joint committee, and the sald
District Court shall have jurisdiction to enter
any such judgment or decree in’any such
civil action as may be. necessary or appro-
priate to enforce obedience to any such sub-
pana.

“(2) The joint committee shall have au-
thority to prosecute In its own name or in
the name of the United States in the Dis-
triet Court of the United States for the Dis-
trict of Columbia any civil action heretofore
or hereafter brought by the joint committee
to enforce or secure & declaration concerning
the validity of any subpena heretofore or
hereafter issued by such committee, and pray
the sald district court to enter such judg-
ment or decree in sald civil action as may be
necessary or appropriate to enforce any such
subpena.

“(3) The joint committee may be repre-
sented by such atiorneys as it may designate
in any action prosecuted by such committee
under this title.”

“DISCLAIMER

“Sec. 405. The provisions of thls title shall
not in any way limit or otherwise interfere
with the jurisdiction or powers of any com-
mittee of the Senate, or the House of Repre-
sentatives, or of Congress to request or
reguire testimony or the submission or in-
formation from any representative of any de-
partment, agency, Instrumentality or other
entity of the Federal Government.

On page 3, line 23, after “Act”, insert
“(other than title IV)”~,

On page 4, line 6, after “Act”, insert “ (other
than title IV) ™.,

On page 6, line 9, immediately after “of”,
insert “titles I, I1, and III of”.

On page 6, line 12, after “under”, insert
‘“titles I, II, and IIT of”.

On page 7, line 1, immediately before “this”,
Insert “titles I, I1, and IIT of”.

On page 7, line 2, immediately
‘“this”, insert “title I, II or III of”.

On page 12, line 9, immediately
“this”, insert “title I, II or III of”..

On page 16, line 13, immediately
“this”, insert “title I, IT or IIT of”,

On page 18, line 3, immediately
‘“this”, insert “title I, 11, or III of”.

On page 18, line 14, Immediately
“thisg”, insert “title I, II, or III of”.

On page 18, line 23, Immediately
““this”, inser{ “titles I, IT or IIT of™.

On page 19, line 1, immediately
“this”, insert I, II, or IIT of”.

On page 19, line 21, immediately
“this”, insert “title I, II, or III of™.

On page 20, line 2, Immediately after “Act”
insert “(other than title IV)”,

On page 20, line 6, immediately before
*“this” insert “titles I, 11, and III of”.

Mr. NELSON. Mr. President, last
November, the Senator from Washington
(Mr. JacksoN) and I introduced legisla~
tion to create a joint committee of the
Senate and the House of Representa-
tives to provide legislative oversight over
the surveillance activities of all the
various agencies of the Federal Govern-
ment, including the FBI, military intelli-
gence, and the TRS,

before
before
before
before
before
before
before

before
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The purpose, of course, is qulte ob-
vious: there 1s great potential for ‘abuse
of authority and invasions of privacy,
which we have seen extensively engaged
in in recent years, and Congress at pres-
ent has no effective way to maintain a
continuing oversight function to deter-
mine whether agencies were abusing
their power and whether there need to
be modifications or changes in current
law. .

The prineipal function of this joint

committee would be to require that these
respective agencles appear before the
joint committee in public session or
executive session when necessary, under
whatever procedures would be estab-
lished by that joint committee, and that
the representatives of these agencles,
such as the FBI, be put under oath, bring
their records, show the committee what
surveillance activities they have engaged
in. For example, the FBL would show
what wiretaps they have used, and
whether the wiretaps in fact were
secured pursuant to law, particularly the
fourth amendment, which requires that
searches and seizures are authorized only
upon presentation of probable cause to
an appropriate court, which may then
" issue the warrant.
- Unless we bring these activities under
congressional superviston, then, of course,
the opportunities exist, as they hayve In
the past, for very serious Invasions of
privacy of individuals, and freedom it-
self is endangered.

That, therefore, is the purpose of this
amendment: to create this kind of a
joint committee, with the guthority
which I have previously mentioned.

Hearings were conducted on the meas-
ure by the distinguished Senator from
Maine (Mr. Muskig). Those proceedings
have not all been completed.

Senator Jacksox and I offered this as
an amendment to the bill offered by the
distinguished Senator from North Caro-
lina (Mr. ErviN) some time ago because
we thought it urgent and timely that
this issue be raised, debated, and voted
upon because we believe that Congress
has to oversee Government surveillance
activities on a continuing basis.

However, we have no desire to impair
the possibilities of the adoption of the
very fine plece of legislation that was
designed by the distinguished Senator
from North Carolina, and since it is now
late in the session, the adoption of this
amendment may very well cause the
downfall of the whole bill.

If it were some time back, with plenty
of room to maneuver in in terms of time,
T would want to have the full debate and
a rollcall vote.

I know that the distinguished Sensator
from North Carolina, as we all do, has
been a leader in this whole field of pro-
tecting individual rights, especially the
rights of privacy and other constitutional
rights, and that he agrees certainly with
the principle of the bill, although I have
not asked him about the details. But
Senator Jackson and I did not want to,
in any way, jeopardize the possibilities of
the adoption of his measure,

I would therefore like to ask the dis-
tinguished Senator from Maine if he
might be able to advise us what his future

\

plans would be in his committee for con-
sideration of this particular subject
madtter.

Mr. MUSKIE. I would be delighted to
do so.

First I compliment the distinguished
Senator from Wisconsin and the distin-
guished Senator from Washington for
their concern in the subject. It is one,
I think, that is of increasing interest to
Members of Congress and to the Members
generally. It is deserving of the most ex-
tensive and comprehensive kinds of hear-
Ings. )

Already we have had 6 days of hear-
ings In the Government Operations Com-

“mittee on national security secrecy, and

the distinguished Senator from Wiscon-
sin, as a matter of fact, testified at those
hearings on his bill.

But we proceed from here, There are
before us the Nelson-Jackson bill, to
which the Senator is addressing himself,
the Baker-Weicker bill on the same sub-

‘ject, and the Mathias-Mansfield resolu-

tion to have a study committee on over-
sight.

“All of these have been referred to my
subcommittee, and we will hold hearings
and, I think, it is reasonably certain that
the hearings will begin on December 9
and 10 of this year. There may be fur-
ther hearings in addition to those, but
I am committed to those, and I assure
the Senator that we will pursue those
hearings and the subject until the com-
mittee is in position to form some judg-
ments.

Mr. President, more than 20 years ago,
Supreme Court Justice Felix Frankfurter
described the evolution of tyrannical
power in the executive branch:

The accretion of dangerous power does not
come in a day. It does come, however slowly,
from the generative force of unchecked disre-
gard of the restrictlons that fence-in even
the most disinterested assertion of authority.

Unfortunately, Justice Frankfurter's
observation does much to explain why
individual liberty has been eroded by an
expanding web of snooping conducted
at all levels of government. For many
years now, the Government has used
both simple and sophisticated techniques
to exercise almost unlimited power over
the individual. The Government installs
wiretaps, plants electronic bugs, uses
computerized Information to assemble
dossiers on individuals, and engages in
other surveillance activities which make
a mockery of the individual freedoms
guarapteed by our Constitution.

The dangers of uncontrolled Govern-
ment surveillance were exposed again

only this past week, The Justice Depart~

ment released a report detailing the
“cointelpro” program—the FBI's secret
survelllance and disruption of organiza-
tions which the FBI considered to be a
threat. These organizations included the
Urban League, the Southern Christian
Leadership Conference, the Congress on
Racial Equality and other politically ac-
tive groups. It was not shown that the
individual members of these organiza-
tions were violating the law, and the FBI
did not seek or recelve the approval of
the Attorney General or the President.
Acting entirely on its own, the FBI en-
gaged in these activities between 1956 and
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1971. They were terminated when the
“Media Papers” publicly exposed some
of the FBI activities in 1971, And it was
understandable why such public expo-
sure would be a deterrent. The Justice
Department’s study called some of those
activities “abhorrent to a free society,”
and for good reason. These activities in-
cluded sending false and anonymous let-
ters to discredit selected individuals in
the eyes of their peers, informing an em-
ployer of the individual’s'membership in
a particular group so that the individual
might be fired, and passing on informa-
tion to credit bureaus to harm the indi-
vidual economically.

Mr. NELSON. I appreciate the com-
ments of the Senator from Maine. I also
know, as we all do, of his concern about
individual rights and constitutional
rights, and I know that the measure is in
good hands in his committee and that
he recognizes the importance of Con-
gress doing something about managing
this problem that has arisen and received
so much publicity in recent years.

These revelations concerning the FBI
coincided with other revelations con-
cerning the surveillance activities of the
Internal Revenue Service. According to
recently disclosed documents, the IRS—
acting at the behest of the White
House—monitored the tax records and
political activities of 3,000 groups and
8,000 individuals between 1969 and 1973.
The groups monitored included the Ur-
ban League, Americans for Democratic
Action, the National Student Association,
the Unitarian Society and the National
Council of Churches. These IRS activ-
ities did not reflect a neutral enforce-
ment of the tax laws; they represented
instead a blatant attempt to secure pri-
vate information about the politics of
people whose views did not coinclde with
those of the White House. Indeed, these
secret activities were continued for four
years despite the fact that there was lit-
tle information to show violation of the
tax laws.

These FBI and IRS actions, as well as
other survelllance activities, make clear
the need for congressional controls of
Government spying. To this end, Senator
Jackson and I are introducing an amend-
ment to S. 3418 which would establish
a bipartisan joint committee of Congress
to oversee all Government surveillance
activities. At least once each year, rep-
resentatives of the FBI, the IRS, and
every Governmental agency that en-
gages in surveillance would be required
to testify before the joint committee un-
der oath about the full scope-and nature
of their respective agency’s spying ac-
tivities. The joint committee, moreover,
would be entitled to all relevant informa-
tion concerning those activities and prac-
tices. There is only one narrowly defined
exception to the committee’s broad jur-
isdiction over Government surveillance:
those cases directly involving foreign
powers who are engaged in unlawful ac-
tivities which endanger this country’s
security. However, the committee would
be explicitly directed to obtain informa-
tion from the Government concerning
the criteria used to determine whether
an activity qualifies under the exception.
This, in turn, would help insure that the

Approved For Release 2002/01/28 : CIA-RDP76M00527R000700150081-9



Approved For Release 2002/01/28 : CIA-RDP76M00527R000700150081-9

S 19842

exception is not misused or interpreted
too broadly.

As part of its responsibilities, the joint
committee would be obligated to report
to the full Congress as often as it deems
necessary, but in any event, at least once
8 year. The report would include the
commitiee’s findings as to whether the
Government is complying fully with the
law, whether the courts are exercising
their review powers diligently, and
whether additional legislation is needed
to protect the right to privacy and other
fundamental liberties from Government
snooping.

The need for this continuing and
comprehensive congressional oversight is
beyond question. The FBI gnd IRS activ-
ities I cited earlier are not isolated inci-
dents. Indeed, other examples make clear
that there is an incredibly broad system
of Government surveillance which can
and often does escape congressional
serutiny. Among these examples are the
following:

In 1970, President Nixon approved the
“Huston Plan,” an interagency scheme
for domestic surveillance which provided
for the use of wiretaps, electronic bugs,
break-ins and other activities which a
staff assistant described as ‘clearly
illegal.” Although the plan was revoked
five days later, because of the objections
by FBI Director Hoover, President
Nixon’s continued interest in the idea
ultimately led to the creation of the
“Plumbers,” a White House unit which
carried out the break-in at Daniel Ells-
berg’s psychiatrist’s office and engaged
in other questionable surveillance activ-
ities. Indeed, one recent article reported
that there had been at least 100 illegal
break-ins conducted by the “plumbers”
and other secret Government units.

A 1973 Senate subcommittee report
detailed the extensive spying secretly
conducted by 1,500 agents of the U.S.
Army on more than 100,000 civilians in
the late 1960’s. This surveillance was di-
rected principally at those suspected of
engaging in political dissent. No one in
the Congress knew about this spying. No
one in the executive branch would accept
responsibility for it. Again, there is no
guarantee that this sorry episode will not
be repeated. In fact, a Senate committee
learned recently that in the- last 3
years—after the administration assured
the public that the military would no
longer spy on civilians—the U.S. Army
has maintained numerous surveillance
operations on civilians in the United
States. And an article in the New Repub-
lic magazine of March 30, 1974, detailed
the U.S. Army’s use of wiretaps, infiltra-
tors, and other surveillance techniques
to spy on American citizens living abroad
who supported the Presidential candi-
dacy of George McGoverN. The Army’s
spying was reportedly so extensive that
it even intercepted a lefter from a college
librarian in South Carolina who re-
quested information about a German
pukbklication.

On April 14, 1971, it was revealed that
the FBI had conducted general surveil-
lance of those who participated in the
Earth Day celebrations in 1970. These
celebrations involved tens of thousands
of citizens, State officials, representatives
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of the Nixon administration, and Mem-
bers of Congress. As the one who planned
that first Earth Day, I cannot imagine
any valid reason for spying on individ-
uals exercising their constitutional rights
of speech and assembly in a peaceable
manner. There is still no satisfactory ex-
planation of the surveillance. Nor is
there any guarantee it will not be re-
peated in the future.

Innumerable Government officials, in-
cluding President Lyndon Johnson, Su-
preme Court Justice William O. Douglas,
Congressman Hale Boggs, and Secretary
of State Henry Rissinger, believed that
their private telephones had been secret-~
ly wiretapped. These concerns coincide
with known facts regarding other citi-
zens. In May 1969, for example, the
White House secretly authorized wire-
taps on 17 Government officials and
newspapermen without first obtaining
an approving judicial warrant. 'The pur-
ported basis of these “taps” was a con-
cern that these individuals were in-
volved in “leaks” of sensitive informa-
tion. The Government allegedly believed
that publication of this information did
or would jeopardize “national security.”
There is still no public evidence to justify
that belief. Indeed, there is no publi¢ evi-
dence to demonstrate that all of the in-
dividuals tapped even had access to the
information leaked.

The Justice Department still main-
tains a practice of installing warrantless
wiretaps on American citizens and others
when it feels “national security” is in-
volved. This practice violates the plain
language of the fourth amendment—
which requires a judicial warrant based
on probable cause before the Gover:-
ment can invade an individual's privacy.
There is no public information concern-
ing the number of warrantless wiretaps
installed in the last year or presently
maintained. Incredibly enough, the De-
partment has refused to provide this in-
formation—even in executive session-—
to legislative subcommittees of the House
and Senate. However, 1t is known that
some of these wiretaps were authorized
even though there was no direct collab-
oration of a foreign power. The tap in-
stalled on newspaper columnist Joseph
Kraft's home telephone is perhaps the
best known example. Under our pro-
posal, the joint committee would be re-
quired to interrogate Government offi-
cials about “national security” wiretap-
ping and uncover the actual criteria used
by the Government in determining that
& forelgn power 1s directly involved.

The Senate Watergate and Senate Ju-
diciary Committees received evidence
that in 1969 the White House established
a special unit in the Internal Revenue
Bervice to provide the administration
with secret access to the confidential tax
records of thousands of its “enemies.”
The dissemination of these private rec-
ords was so flagrant and so widespread
that one investigating Senator likened
the IRS to a public lending library.

These examples are only the tip of
the iceberg. As eariy as 1967, Prof. Alan
Westin reported in his book, “Privacy
and Freedom,” that:

At least fifty different federal agencies have
substantial investigative and enforcement
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functions, providing a corps of more than
20,000 “investigators” working for agencies
such as the FBI, Naval Intelligence, the Post
Office, the Narcotics Bureau of the Treasury,
the Securities and Exchange Commission, the
Internal Revenue Bervice, the Food and Drug
Administration, the State Department, and
the Civil Service Commission. While all ex-
ecutive agencies are under federal law and
executive regulation, the factual reality is
that each agency and department has wide
day-to-day discretion over the investigative
practices of its officials.

The numbers—and dangers—of this
official spying have surely increased since
1967. But even those 1967 figures, as well
as the examples I have described, should
be more than sufficient to demonstrate
what should be clear to everyone: un-
controlled Government snooping is a
dangerous assault on our constitutional
liberties. Those liberties are the corner-
stone of our democratic system and any
assault on them cannot be treated
lightly. A society cannot remain free and
tolerate a Government which can invade
an individual’s privacy at will.

Government snoopjng is particularly
dangerous because often it is executed
without the knowledge or approval of
those officials who are accountable to
the public. This, in turn, increases the
probability that Government invasions of
individual privacy, as well as other
fundamental constitutional liberties, will
be accomplished by illicit means and for
illegitimate purposes.

The FBI’s “cointelpro” activities are a
clear illustration of the problem. An-
other example is the break-in of Daniel
Ellsberg’s psychiatrist’s office. This il-
legal act was perpetrated in September
1971 by members of the “plumbers,” a
special unit established within the White
House and ultimately accountable to the
President himself. After the break-in
was publicly exposed, the “plumbers”
claimed that they were acting under the
explicit' authority of the President in an
effort to protect “national security.” But
available public evidence suggests that
Mr. Nixon did not give his approval to
the break-in. Indeed, the White House
transcripts indicate that President Nixon
did not learn of the break-in until March
1973—18 months after it occurred. In
short, a blatant criminal act--which in-
cluded the violation of one doctor’s pri-
vacy—was pertetrated by Government
agents and those with ultimate respon-
sibility had no procedure to stop it.

The central question is how many
other incidents of illegal spying by the
Government remain undisclosed? And
how many more such incidents must be
disclosed before Congress recognizes the
need for immediate action? - :

There is né question, however, that
those sensitive to civil liberties have long
understood the need for congressional
action to end the dangers of Govern-
ment snooping. As early as 1971 I intro-
duced legislation for that purpose. Now
the public at large has also awakened to
the need for legislation to protect their
rights against Government snooping.
Numerous opinion polls indieate that-the
people’s principal concern today is the
preservation of their freedom—freedom
which is too easily and too often taken
for granted. These polls, including some
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conducted by Louis Harris, have made
the following findings:

Fifty-two percent of the public "believes
that ‘‘things have hecome more represssive
in this country in the past few years;"”

Seventy-five percent of the puhlic belleves
that “wiretapping and spying under the ex-
cuse of national security 15 a serious threat
to people’ s privacy;”

Seventyiseven percent of the public be-
lieves Congress should enact legislation to
curb government wiretapping;”

Seventy-three percent of the public be«
lieves Congress should make political spying
a major offense,

On the basis of these and other find-
ings, pollster Harris drew two basic con-
clusions. First, “government secrecy can
no longer be excused as an operational
necessity, since it can exclude the par-
ticipation of the people in their own gov-
ernment, and, indeed, can be used as &
screen for - subverting their freedom.”
Second, “the key to any kind of success-
ful future leadership must be iron bound
integrity.”

The message of these opinion polls is
clear: Congress must enact legislation to
end abusive government surveillance
practices which violate the fundamental
rights and liberties ‘guaranteed by our
Constitution. The government should not
be able to use wiretaps and other elec-
tronic devices to eavesdrop on citizens
for “national security” purposes when
there is no Involvement of a foreign
power and no judicial warrant. The Gov-
ernment should not be able to use income
tax returns and other computerized, con-
fidential information for political pur-
poses. The Government should not be
able to conceal its illicit activities by in-
voking the “separation of powers” or the
need for secrecy. In a word, the Gov-
ernment should not be able to escape its
obligation to the Constitution and the
rule of law. Otherwise, we shall find that
unrestrained Government power has re-
placed individual liberty as the hallmark
of our society.

" One does not have to attribute ma-
levolent motives to government officials
in order to realize the need for congres-
sional action. Good intentions are not
the criteria for judging the lawfulness of
propriety of Government action, In fact,
the best of intentions often produce the
greatest dangers to individual liberty. As
Supreme Court Justice Brandeis once
observed:

Experience should teach us to be most on
our guard to protect liberty when the Gov-

ernment’s purposes are beneflcent. Men born

to freedom are naturally alert to repel inva-
sions of thelr liberty by evil-minded rulers.
The greatest dangers to liberty lurk in in-
sidlous encroachment by men of zeal, well-
meaning but without understanding.

Relying on .this historical judement,
the Supreme Court held in the 1972
Keith case that the Government cannot
wiretap American citizens for “domestic
security” purposes without court author-
ization. In issuing this declsion, the court
declared, as a matter of constitutional
law, that the Government’s self-disci-
pline is inadequate to protect the indi-
vidual freedoms guaranteed by the
fourth amendment. The Court’s judg-
ment was not premised on the malicious
dispositions of those who inhabit the ex-
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ecutive branch. Rather, the judgment
flowed from the conflicting interests
which the Government is required to
serve. Speaking for a unanimous Court,
Justice Lewis Powell examined the evo-
lution and contours of the freedoms pro-
tected by the fourth amendment He
then stated:

These Fourth Amendment frecdoms can-
not properly be guaranteed if domestic se-
curity surveillances may be conducted solely
within the discretion of the executive
branch. The Fourth Amendment does not
contemplate the executive officers of Govern-
ment as neutral and disinterested magis-
trates. Their duty and responsibility is to
enforce the laws, to investigate and to prose-
cute. . . . The historical judgment, which the
Fourth Amendment accepts, i8 that unre-
viewed executive discretion may yield too
readily to pressure to obtain incriminating
evidence and overlook potentlal invasion of
privacy and protected speech.

In this context, a congressional over-
sight committee would be a two-edged
sword in the effort to end the abuses of
Government snooping. On the one hand,
this committee could provide assurances
to the public that Government surveil-
lance activities are limited to those con-
ducted by lawful means and for legiti-
mate purposes. On the other hand, the
oversight committee could help the ex-
ecutive branch to insure that Govern-
ment agents do not misuse the public
authority entrusted to them. Fulfiliment
of these two functions by the oversight
committee would do much to eliminate
illegal and unethical Goverhment spy=
ing.

In considering creation of a congres-
sional oversight committee,
should not yleld to self-serving asser-
tions by the executive hranch that the
power to investigate and conduct sur-
veillance is exclusively within its juris-
diction and that Congress has no right
to sensitive information concerning such
investigations and surveillance activities.
This argument is nonsense. Certainly
there is no language in the Constitu-
tion which allows Government surveil-
lance activities to escape congressional
scrutiny. Indeed, such an escape clause
would be at odds with the fundamental
premise of our constitutional system that
all power is “fenced about,” that every
coordinate branch of Government is sub-~
ject to the check of the other branches.
If Government investigative and sur-
veillance activites can be maintained by
Government secrecy, there would be no
way for the Congress to know whether it
should exercise its power to check the
executive branch.

Moreover, a lack of congressional over-
sight would cripple Congress ability to
protect those individual freedoms guar-
anteed to everyone by the Constitution.
In the Federalist Papers, James Madison
ackhowledged Congress as “the confi-
dential guardians of the rights and lib-
erties of the people.” Congress cannot
fulfill its responsibility to protect those
rights and liberties unless it first has the
facts concerning the scope and nature of
Government investigative and surveil-
lance activities. Access to those facts is
also important if Congress Is to exercise
its other responsibilities, Thus, the Con-
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stitution empowers Congress—not the
President—to regulate interstate com-
metrce; the Constitution empowers Con-
gress—not the President—to appropriate
public moneys for Government opera-
tions, including investigative and sur-
veillance activities; the Constitution em-
powers Congress—not the Preslident—to
enact laws concerning the punishment
of criminal offenses and the protection
of individual privacy. Having been
granted these powers, the Congress
should obtain the information heces-
sary to insure that they are exercised
wisely. )

The need for this congressional over-
sight committee, then, should not be un-
derestimated. The individual’s right fto
privacy is one of our most cherished lib-
erties. It is fundamental to the concept
of democratic self-government where
each inhdividual’s private thoughts and
beliefs aré beyond the reach of Govern-
ment. Without that right to privacy, the
individual’s freedom  to participate in
and guide his Government is jeopar-
dized. Government then becomes a mon-
ster to be feared rather than a servant
to be trusted.

As Justice Stephen Field s’cated in
1888:

Of all the rights of the citizens, few are of
greater importance or more essential to his
peace and happiness than the right of per-
sonal security, and that involves not merely
protection of his person from assault, but ex-
emption of his private affairs, books and
papers from the scrutiny of others. Without
enjoyment of this right, all others would lose
half their value,

A right so wvital to individual liberty
and, indeed, to our constitutional sys-
tem deserves rigorous protection by Con-
gress—the people’s chosen represent-
atives. The amendment being offered
today provides a timely opportunity to
establish that protection and assure the
American public that individual freedom
is still the foundation of our political
system.

Mr. JACKSON. Mr. President, last No-
vember Senator NeLsoxw and I introduced
8. 2738 to establish a watchdog joint
congressional committee to oversee ac-
tivities of the Federal Government af-
fecting the right to privacy of all Ameri-
can citizens. Our purpose was to create
and focus In one congressional commit-
tee the responsibility for overseeing do-
mestic surveillance and investigative ac-
tivities of Federal agencies as those
activities relate to the need to protect
and defend individual privacy and free-
dom for all American citizens from seri-
ous and destructive erosion. Today I am

bleased to join with Senator NELsoN to

offer a modified version of this legisla-
tion as an amendment to S. 3418, a bill
to create a Federal Privacy Commission
to monitor and regulate data banks.
Individual privacy and freedom, which
are at the heart of our system o6f demo-
cratic self-government, are under severe
pressure today. Modern technology has
vastly increased the ease with which in-
trusions on individual privacy may be
conducted. By 1967 over 50 Federal agen-
cies were engaged in investigative activi-
ties employing over 20,000 investigators.
These included such diverse agencies as
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the Food and Drug Administration, the
Becurities and Exchange Commission,
the Treasury Department, the Justice
Department, and many others. Since that
time the number of agencies and investi-
gators has almost certainly increased
and it has become clear to the Ameri-
can people that there is a danger that
the power of the Federal Government
may be abused to indiscriminately em-
ploy modern techniques of surveillance
Tor illegitimate purposes or by unregu-
lated procedures. This danger represents
a serious threat to the integrity of indi-
vidual rights and, therefore, to our en-
tire way of life in America.

The American people are deeply dis-
turbed about evidence that has accumu-
lated in recent years of widespread Gov-
ernment insensitivity and disregard for
the rights of individual citizens. Water-
gate and related scandals have brought
to light a callous disregard for the law
and for the sanctity of individual rights
within the highest circles of government.
Such activities as the formation of the
“Plumbers” for the purpose of carrying
on internal security operations which in-
cluded wiretapping and burglary smacks
of a secret police operation that has no
place in American life.

Over the past week there have been
new revelations that Government agen-
cies have engaged in secret intelligence
gathering and “dirty tricks” operations
aimed at political and activist organiza-
tions. These revelations have further
shaken the confidence of the American
people in the integrity and methods of
Federal investigative agencies.

A lawsuit filed by a public interest law
firm brought the disclosure that a secret
unit within the IRS named the “Special
Service Staff” began gathering intelli-
gence in the summer of 1969 as a result
of direct White House pressure. The Spe-
cial Service Staff unit collected intelli-
gence and investigated 99 political and

activist organizations and was not dis-~

banded until after the Watergate scan-
dals became public. The use of the IRS
to perform umauthorized law enforce-
ment type functions for essentially polit-
iecal purposes is a flagrant and inexcus-
akle abuse of power. This action under-
mines public confidence which is abso-
lutely essential if the IRS is to perform its
job of administering the tax laws. More
importantly, it runs counter to funda-
mental values of freedom of expression
and equal treatment under the law to
have an agency of Government collecting
data to be used against organizations
with political views that are not favored
by the current administration.

The purpose of the Joint Committee
which Senator NerLsoN and I have sug-
gested would be to assure public account-
ability of Federal investigative agencies
by assuring better congressional over-
sight of their activities. As was noted edi-
torially in the Washington Star on
November 20:

It is imperative that Congress begin exer-
cising much closer oversight of operations for
which it provides the legal basis and the
firraheing. It should not be left to high-level
bureaucrats, especially in the agenciles with
awesome investigative authority, nor to
‘White House politicians to decide what is or
is not good for the people and then use high-
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1y questionable means to excise that whkich
they consider bad.

I firmly believe that the Congress does
bear a heavy responsibility to assure that
Federal Investigative agencies do not dis-
regard the civil liberties of the American
people. The legislation which Senator
NeLsow and I have suggested will give us
the tools to do this job.

Senseless violations of individual
rights have occurred, in part, because we
in the Congress have not pursued with
sufficient vigor our responsibility to
closely oversee the activities of the in-
numerable Federal agencies which have
an impact on the right to privacy of mil-
lions of Americans. As a result, the
American people gre very much con-
cerned about the need for increased
efforts to protect our cherished tradition
of individual liberty in the wake of dis-
closures of such blatant abuses. Recent
polls indicate that 75 to 80 percent of
the American people favor tough new
laws making unlawful wiretapping a
major criminal offense.

I am pleased that the Congress has
begun to respond to the need for legisla~
tion designed to better protect individual
rights. S..3418 is an important bill which
will do a great deal to assure the right
to privacy for milllons of Americans
about whom the Federal Government
has collected and maintains records in
computer data banks. For this reason, I
have been active in the development and
joined as a cosponsor of this legislation.

I believe the amendment that Senator
NeLsoN and I are now offering would
strengthen and broaden the scope of S.
3418 by addressing the equally important
issue of regulating and overseeing the ac-
tivities of Federal investigative agencies.
The committee we are suggesting would
be invaluable as a means of focusing and
improving congressional oversight of
Federal agencies to assure that they do
not overstep their statutory and consti-
tutional authority in ways that have an
adverse impact on individual freedom.
At present, 12 or more congressional
committees oversce the activities of the
uncounted but innumerable Federal
agencies which conduct investigative ac-
tivities. The comprehensive overview of
these agencies that would be provided by
our legislation would provide a more
effective safeguard against the use of in-
vestigative and surveillance powers in
ways that fly in the face of our tradi-
tional commitment to personal freedom
and liberty.

I am pleased that Senator MUsKIE will
hold hearings on this amendment on the
9th and 10th of December.

Mr. ERVIN. Mr. President, will the
Senator from Wisconsin yield?

Mr. NELSON. I yleld to the Senator.

Mr. ERVIN. I thank the Senator for
his very complimentary statement of my
work in the field of individual rights. 1
have always had the ald of the distin-
guished Senator from Wisconsin on that,
and I am proud to be, along with him
and one or two other Membhers of the
Senate, one of the authors of the bill to
repeal the no-knock law.

I wish to commrend his action in this
matter and the action of the distin-
guished Senator from Maine. I think that
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is the proper course to take because if we
sometimes put too big a load on one little
legislative nag he has a hard time making
the journey to his ultimate destination.

I thank the Senator for his course of
action and the Senator from Maine for
giving the assurance that he will hold
hearings on the proposal which, I think,
deserves wise and careful thought.

Mr. NELSON. I thank the Senator
from North Carolina. I only regret that
he has decided voluntarily not to join us
again In the next session because I think
that about 90 percent of the influence I
have on this kind of an issue is as a re-
sult of my association with the Senator
from North Carolinga, which I now lose.

Mr. WEICKER. If the Senator from
Wisconsin will yield for one moment. I
commend the Senator from Wisconsin
and the Senator from Washington for
their legislation.

I want to thank the distinguished Sen-
ator from Maine for proposing hearings
on this bill, and also on the bill proposed
by Senator BAKER and myself.

As each week goes by and more of these
abuses come to the public’s knowledge,
I think it is terribly Important that we
act. We all realize the difficulties that this
type of legislation, the type proposed by
Senator NELsoN-and Senator BAKER, have
had in the past. But it has got to be clear
to this body that nobody has been tak-
ing responsibility for any oversight rela-
tive to these various agencies.

We owe it to the public now to take
this entire area of law enforcement and
intelligence gathering and make it ac-
countable to- the people of the United
ftates through their elected representa~

ives.

I would hope that we not only have
the hearings but also we make this one of
the first orders of business for Congress
in the months ahead.

I thank the Senator from Wisconsin.

Mr. NELSON. I thank the Senator.

I yield the floor.

The PRESIDING OFFICER. The ques-
tion is on agreeing to the amendment
cf the Senator from Wisconsin.

Mr. NELSSON. Mr. President, I with-
déraw my amendment.

The PRESIDING OFFICER. The Sen-
ator’s amendment is withdrawn.

Mr. GOLDWATER. Mr. President, by
8 happy coincidence, the House at this
very moment is considering almost iden-"
tical legislation to this, legislation intro-
duced by my son who represents the 20th
District of California.

Mr. President, I am very happy to be
a cosponsor of this legislation and happy
to have introduced a piece of legislation
guite similar to it.

Mer. President, I am proud to rise today
in support of the committge bill to pro-
tect individual privacy in the collection
and use of personal data by Federal
agencies. .

Mr. President, the need for protection
of personal privacy has come to the fore
only in recent years, although its source
is found in the Constitution itself.

Reports uniformly calling for the
adoption of safeguards for the fair stor-
ing and handling of personal informa-
tion have been published by the Depart-
ments of Communications and Justice in
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Canadd in 1971, the Younger Committee
on Privacy in Great Britain in 1972, the
International Commission of Jurists in
1972, the National Academy of Sclences
Project on Computer Databanks, also in
1972, and the Secretary’s Advisory Com-
mittee on Automated Personal Data
Systems of the Department of Health,
Education, and Welfare in 1973.

In late 1973, legislation was introduced
in the House of Representatives (ILR.
10042) by Congressman GOLDWATER, JR.,
and in the Senate (S. 2810) by me, to
implement the common principles
shared by these various studies. I believe
the committee bill before us today in-
cludes these same safeguards insofar as
the operations of Federal agencles and
departments are concerned. The basic
safeguards are:

First. There must be no personal data
system whose very existenceé is secret.

Second. There must be a way for an
individual to find out what information
about him is in a record and how that
information is to be used.

Third. There must be a way for an
individual to correct information about
him, if 1t is erroneous.

Fourth. There must be a record kept
of every significant access to any personal
data in the system, including the identity
of all persons and organizations to whom

-access has been given.

Fifth. There must be a way Ior an
individual to prevent information about
him cellected for one purpose from be-
ing used for other purposes, without his
consent. o

Mr. President, it is my bellef that in
order for the individual to truly exist,
some reserve of privacy must be guaran-
teed to him. Privacy is vital for the flour-
ishing of the individual personality and
to “the Imaginativeness and creativity of
the society as a whole.” So saild the Re-
port of the Committee on Privacy of
Great Britain in 1972,

By privacy, Mr. President, I mean the
great common law tradition that a per-
son has a right not to be defamed
whether it be by a8 machine or a person.
I mean the right “to be let alone”—from
intrusions by Big Brother in all his guises.
I mean the right to be protected against
disclosure of information given by an
individual in circumstances of confidence,
and against disclosure of irrelevant em-
barrassing facts relating to one’s own
private-life, both rights having been in-
cluded in the authoritative definition of
privacy agreed upon by the International
Commission of Jurists at its world con-
ference of May, 1967.

By privacy, I also mean what the U.S.
Supreme Court has referred to as the
embodiment of “our respect for the in-

violability of the human personality,”.

and as a right which is “so rooted in the
traditions and conscience of our people
as to be ranked as fundamental.”

What we must remember today is that
privacy in the computer age must be
planned. Privacy, as liberty, is all too
easily lost. We must act now while there
is still privacy to cherish.

AMENDMENT NO. 1914

Mr. GOLDWATER. Mr. President, I
call up for myself and the senior Sena-
tor from Illinois (Mr. PErcY), our

amendment No. 1914, to halt the spread
of the social security number as a uni-
versal population identifier. -

The PRESIDING OFFICER. The clerk
will report the amendment.

The assistant legislative clerk read as

follows:
MORATORIUM ON USE OF SOCIAL SECURITY

NUMBERS

SEc. 307. (a) It shall be unlawful for—

(1) any Federal, State, or local government
agency to deny to any individual any right,
beneflt, or privilege provided by law because
of such individual's refusal to disclose his
social security account number, or

(2) any person to discriminate against
any individual in the course of any business
or commercial transaction or activity be-
cause of such individual’s refusal to disclose
his social security account number.

(b) The provisions of subsection (&) shall
not apply with respect to— -

(1) any disclosure which 1 required by
Federal law, or

(2) sny information system In existence
and operating before January 1, 1975.

(¢) Any Federal, State, or local govern-

ment agency which requests an individual -

to disclose his social security account nums-
ber, and any person who. requests, in the
course of any business or commercial trans-
action or activity, an individual to . disclose
his social security account number, shall in-
form that individual whether that disclosure
is mandatory or voluntary, by what statutory
or other suthority such number is sollcited,
what uses will be made of 1t, and what rules
of confidentiality will govern it.

Mr. GOLDWATER. Mr. President,
when parents cannot open bank accounts
for their children without obtaining
soclal -security numbers for them; when
all schoolchildren In many ninth grade
classes are compelled to apply for social
security numbers; when a World War I
veteran is asked to furnish his soclal
security number in order to enter a Vet-
erans’ Administration hospital; and
when the account number is used and
required for numerous other purposes
totally unrelated to the original social
security program; then I belleve it is
time for soclety to stop this drift to-
gard reducing each person to a num-

er. -

There already have been issued a total

"of over 160 million social security num-

bers to living Americans, The total num-
ber issued in 1972 increased almost 50
percent over 1971, while the number
issued to children age 10 and younger
rose 100 percent.

There is no statute or regulation which
prohibits, or limits, use of the account
number. To the contrary, a directive is-
sued by President Roosevelt 32 years ago,
is still in effect requiring that any Fed-
eral agency which establishes a new sys-
tem of personal identification must use
the social security number.

Numerous Americans deplore this de-
velopment. They resent being constantly
asked or required to disclose their social
security number in order to obtain bene-
fits to which they are legally entitled.
They sense that they are losing their
identity as. unique human beings and
are being reduced to a digit in sore
bureaucratic file. ’

Scholars who have studied the situa-
tion have fears which run far deeper.
These writers believe that the growing
use of the soclal security number as.a
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population number will brand us all as
marked individuals. .

What is meant is that when the social
security number becomes & universal
identifier, each person will leave g trail of
personal data behind him for all of his

. life which can be reassembled to confront

him. Once we can be identifled to the Ad-
ministrator in government or in business
by an erlusive number tied to each of
our past activities—our travels, the kinds
of library books we have checked out, the
hotels we have stayed at, our education
record, our magagine subscriptions, our
health history, our credit and check
transactions—we can be pinpointed
wherever we are. We can be manipulated.
We can be conditioned. And we can be
coerced. .

Mr. President. the use of the social
security number as a method of national
population numbering is inseparable
from the rapid advances in the capabil-
ities of computerized personal data
equipment. The state of the art in com-
puter data storage is now so advanced
that the National Academy of Sciences
reported in 1372:

That 1t is technologically possible today,
especially with recent advances in mass stor-
age memories, to build a computerized, on-
line file containing the compacted equivalent
of 20 pages of typed information about the
personal history and selected activities of
every man, woman, and child in the United
States, arranging the system so that any
single record could be retrieved in about 30
seconds.

The concern I have about the spread
of the social security identifler is also
tled to the ravenous appetite of the
Washington bureaucracy for informa-
tion. A House Post Office and Civil Serv-
ice Subcommittee reported in 1970 that
Washington’s paperwork files would fill
12 Empire State buildings stacked on top
of each other. These files already include
over 2 billion records traceable to per-
sonal individuals.

Where will it end? Will we allow every
individual in the United States to be as-
signed a personal identification number
for use in all his goverrimental and bus-
iness activities? Will we permit all com-
puterized systems to interlink nationwide
so that every detail of our personal lives
can be assembled instantly for use by a
single bureaucrat or institution? .

The time to think about the future is
now. We must build into the law safe-
guards of human privacy while a na-
tional numbering system is not yet an
accomplished fact. Accordingly, Senator
PercY and I propose to place a morato-
rium on the use of social security num-
bers for purposes unrelated to the origi-
nal program.

Our amendment will make it unlawful
for any governmental body at the Fed-
eral, State, or local level to deny to any
person a right, benefit, or privilege be-
cause the individual does not want to dis-
close his social security account number.
The amendment also provides that it
shall be unlawful for anyone fo dis-
criminate against another person in any
business or commercial dealings because
the person chooses not to disclose his
account number. .

The prohibjtions of our amendment
would take effect beginning on-January
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1, 1975. Any information system startec.
afier that date will be subject to the
amendment, but any information system
in existence before then is exempt.

Mr. President, medical and soclological
evidence proves that the need for pri-
vacy is a basic, natural one, essential both
to individual physical and mental health
of each human being and to the creativ-
ity of society as a whole. The Supreme
Court of the United States has stated on
repeated occasions that personal privacy
it also a fundamental right of U.S.
citizenship, guaranteed by the Constitu-
tion to every citizen. Mr. President, it 1s
for us to determine today just how much
wrivacy shall remain for the individual
in the future, and I hope the Senate will
act favorably upon both our amendment
and the committee bill.

r. President, I ask unammous con-

sent that Senator HeLms’ name be added
as A CoSponsor.

The PRESIDING OFFICER. Without
objection, it is so ordered.

Mr. PERCY. Will the Senator yield?

Mr. GOLDWATER. 1 yield to the
Senator.

Mr. PERCY. Mr. President, I shall be
very brief. Mr. President, it is a distinct
pleasure to join Senator GOLDWATER, t0-
gether with my esteemed colleague, Sen-
ator Risicorr, who asked to be included
as a cosponsor of the pending amend-
ment, in offering an amendment to limit
use of the social security number. The
senjor Senator from Arizona is an ac-
knowledged leader in the Senate on mat-
ters relating to the social sécurity num-
ber and privacy. On the same madtters, I
have had long extended discussions with
Congressman BARRY GOLDWATER, JR.,
from California, who is a principal au-
ther in the House of the- privacy legis-
lation shortly to be considered by that
body.

1 consider him to be vigilant defender
of citizens’ individual rights of privacy.

Our concern is that the social security
number is fast becoming the single com=-
mon identification number for each and
every American citizen. For many years
we have heard proposals to compel all
school children of a certain grade level
to receive a social security number. It
has even been suggested that every new-
born infant be labeled with such a num-
ber. To a great many Americans, the
image of such a policy put into practice
is abhorrent. Yet the problems surround-
ing the misuse of the social security
number are more than symbolic of our
new era of data banks and our fears
of a centrally controlled Big _ Brother
scciety.

In 23 States, it is impossible to vote
in a local, State or even naticnal elec-
tion without first supplying a social se-
curity number. In the State of Virginia,
for example, you cannot vote, register an
automobile, or even obtain a driver’s
license unless you first disclose your
scceial security number,

In West Virginia, it is required for
fishing licenses. The Federal Reserve
Board requires it to join their car pool.
Senate wives once had to give it before
entering the White House when visiting
with Mrs. Nixon for ‘tea. The social se-
curity number appears on every Senate
stafl member’s identification card. The
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number is used widely throughout the

‘Government, and it is even used as the

principal identification number by the
U.S. Army. All of these uses continue,
and yet if you look at your own social

security card, at the bottom, it reads,

For soclal security and tax purposes--—-not
for identification.

The social security number was clearly
not intended by its creators to become
the universal identifier. But in the race
to computerize every known fact stored
by the Government about its citizens. the
warning on our cards has been igncred.
It is not so much that the social security
number had to be used by the computer
programmers and data collectors. It was
there and it was convenient. Appar:znt-
ly no one gave thought 15 or 20 y=ars
ago to the possibility that massive com-
puterization of personal data files on the
basis of a single unprotected number
couid someday pose a problem.

That lack of foresight was unfortu-
nate—for now hundreds of Government
computer systems and thousands of pri-
vate computer systems use the sceial
security number in the indexing and
identification of individuals. The possi-
bility is growing that anyone with ac-
cess to the proper computer terminal
could type in a social security number
and thereby order the computer to print
out details concerning what cars we cwn,
and what our driving record is like, how
we spend our money and how we pay our
bills, how we did in school, what we tell
our doctor and what he tells us in re-
turn.

The amendment that we offer is a
modest proposal to limit the expansion of
the use of the social security number.
We recognize that we cannot yet justify
a law requiring the reprograming of mas-
sive computer systems maintalned by the
military, by universities, and by private
employers. After careful consideration,

-we have determined that a moratorium

ought to be placed on the ability of both
Government and private organizations to
develop new programs and new proce-
dures that require an individual to fur-
nish his social security number.

Under our amendment, Federal Gov-
ernment and private organizations that
begin using the social security number
after January 1, 1975, cannot deny a
right, benefit, or privilege to an individual
who refuses to disclose his number, un-
less the disclosure fs required by Federal
law. Furthermore, all requests by an or-
ganization of an individual for his social
security number must be accompanied by
the following information: whether dis-
closure is mandatory, what is the legal
authority for the request, what uses will
be made of the number, and what 1les
of confidentiality will apply.

Mr. President, these provisions dire:tly
reflect the specific recommendations of
the oft-cited text “Records, Computers,
and the Rights of Citizens,” which was
published in 1973 by the Secretary of
HEW’'s Committee on Automated Per-
sonal Data Systems. The amendment is
also consistent with the general position
presented in the Social Security Admin-
istration’s “1971 Task Force Report on
the Social Security: Number.”

Our amendment overcomes the ques-
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tions raised earlier by several of my col-
leagues. These questions centered around
the disruption of established procedures
and the uncertain but large cost in-
volved in changing recordkeeping pro-
cedures nationwide. The amendment will
not require redesigning forms ahd repro-
graming computers. It will not disrupt
established procedures and it will not
create unwarranted cost burdens, be-
cause it specifically exempts any dis-
closure of the social security number
which is required by Federal law, or any
use which is in existence and operation
prior to January 1, 1975.

Mr. President, the amendment that
we now propose is but a small tribute to
the tireless efforts over many years by
the most respected senior Senator from
North Carolina, Senator Ervin, to beat
down invasions of privacy on numerous
fronts. Our amendment does not pretend
to solve all of the problems raised by
abuses of the social security number, but
it will halt the unchecked spread of these
abuses and bring us to a uniform na-
tional policy.

Mr. ERVIN. Will the Senator from Ari-
zona yield?

Mr. GOLDWATER. I will be happy to
yleld.

Mr. ERVIN. I think the amendment
offered by the Senator from Arizona, co-
sponsored by the distinguished Senator
from Illinois, is very meritorious, and I
hope theeSenate will adopt it. I want to
take this occasion to commend the Sena-
tor from Arizona for the good work he
has done in supportlng this entire legis-
lation.

Mr. GOLDWATER. I thank the Sena-

T.

Mr, HRUSKA. Mr. President, has the
amendment been disposed of?

Mr. GOLDWATER. I was wondering 11
it had been disposed of.

The PRESIDING OFFICER. The
amendment 1s still pendihg. The Chair
was not certain whether the Senator
from Nebraska wanted to address the
amendment.

If not, the question is on the amend-
ment of the Senator from Arizona (put-
ting the question).

The amendment was agreed to.

The PRESIDING OFFICER. The Sen-
ator from Nebraska.

Mr. HRUSKA. Mr. President, I rise to
address some questions and express some
‘misgivings about the pending measure.
It is a measure which seeks to establish
a2, Pederal privacy board to oversee hte
gathering and disclosure of information
concerning individuals, to provide man-
agement systems in Federal agencies,
State and local governments, and other
organizations, regarding such informa-
tion, and for other purposes.

It seeks to gain these objectives, Mr.
President, by granting very extensive
powers and duties to the Privacy Com-~
mission which the legislation creates.

Mr. President, the general declared
objectives of the bill are desirable and
worthy. I support these objectives. There
have been many abuses in the area of
privacy with which this bill deals. Many
past abuses have been identified and
have been corrected. As new abuses of
privacy appear, there have been good

Approved For Release 2002/01/28 : CIA-RDP76M00527R000700150081-9



Approved For Release 2002/01/28 : CIA-RDP76M00527R000700150081-9

November 21, 1974

faith &fforts by both the congressional
and executive branch to remedy them.
But notwithstanding such efforts,
there are still a number of areas in which
great improvement can be made, to pro-
tect the privacy of individual data col-
lected and maintained by the Govern-
ment, by proper statutory authority and
other regulatory efforts. There is little
doubt that there is much room for im-
provement in the manner in which our
Government treats the personal infor-
mation of its citizens.
It is, however, Mr. President, the ef-
fectiveness, the propriety, -and the wis-
dom of the form which this bill takes in
order to safeguard personal information
which raises some question.
While there are other observations
which could be addressed to various spe-
cific provisions of the bill, I shall briefly
refer only to two major aspects of the
legislation in my present remarks,
One aspect has to do with the nature
and scope of the duties and responsi-
bilitles of the Federal Privacy Commis-
sion provided for in the bill,
The second major aspect pertains to
the inclusion of ¢riminal justice and the
law enforcement records and files within
the purview of the legislation.
As to the first, Mr. President, it should
be noted that the scope and range of
activities permitted the board are very
broad. The board may concern’ itself not
only with Federal agencies and offices,
. but also with organizations in the private
sector, in State and regional government,
and in charitable and political organi-
zatlons. '
Happily, it is excluded from examining
religious organizations, but aside from
that I doubt very much that any system
of data gathering would escape the mi~
croscopic as well as the macroscopic eye
of the Federal Privacy Commission.
Mr: President, the present law, to-
gether with many longstanding prece-
dents, assigns oversight responsibilities
regarding many of the Federal agencles
and activities to the Congress. There are,
for example, oversight powers, presently
being exercised by the Committees on the
Judiciary, in both bodies of Congress,
dealing, with the Federal Bureau of In-
vestigation and its related information
gathering activities. ; .
. Similarily, there are the Committees

on Commerce in both bodies of Congress
which concern themselves, and have for
many decades, with the regulatory
bodies,-such as the Interstate Commerce
" Commission, the Civil Aeronautics
Board, and the Federal Trade Commis-
sion.

We also have the Committee on Fi-
nance in the Senate and the Ways and
Means Committee in the House which
concern themselves with the Internal
Revenue Service and with the various
, activities that are lodged in the Treas-
ury Department.

These are examples where, through the
years—either by statute or by inherent
constitutional powers, Congress has ex-
ercised oversight on Federal activities
and agencies. :

Normally when Congress seeks to dele-
gate its powers and responsibilities it
does so in a limited fashion. But here,
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Mr. President, under the terms of this
bill, the Federal Privacy Board would be
vested with vast responsibility and su-
pervisory power. -

Such a delegation of responsibility as
is represented in this bill is a little at
variance with what we like to see. This
is because when we create powers in
bodies of this kind Congress has gen-
erally tried to define in more or less pre-
cise language—npreferably more pre=
cise—the bounds of such power.

Mr. President, the Board created by
this act would supersede and impose it-
self upon all existent statutory, or ac-
tual, oversight and supervision of the
various other agenciles and activities
that are involved. It would create an-
other layer of Federal officials who would
go abroad and interest themselves in get-
ting into almost limitless numbers of ac-
tivities and areas of human conduct in
this country. It would indeed be far flung
in its organization. It would have to he,
of course, if it were going to be effective
for its declared purposes. It would be
armed with money and with penetrating
powers—power to get witnesses and rec-
ords in almost any public or private area
in which it might care to interest itself.

Mr. President, it is respectfully sug-
gested that this type of supervisory ac-
tivity will tend to result in confusion and
conflict and indecision. It may tend to
diminish the immediate and direct in-
terest of Congress in the exercise of its
oversight role.

As indicated the scope of coverage of
the Commission covers virtually all of

-the data collecting activity of the Gov-

ernment, It includes civil as well as
criminal data.

The remainder of my remarks pertain
to the assignment to the Federal Privacy
Commission of criminal justice records
and of law enforcement records in their
totality, barring none. The field of crim-
inal justice records I submit is of such
complexity that it should not be dealt
with on the same terms as civil records.
It should be the subject of separate reg-
ulation. .

The field of criminal justice records
and the related information, if it were
not handled properly, would be danger-
ous to informants, operatives, agenfts,
and officers of the law.

Mr. President, there is no need for this
legislation to get Into the regulation of
criminal justice records. There is pres-
ently pending in Congress legislation—
which now is narrowing down to its
filnal stages—that deals specifically with
criminal justice history, with criminal
information centers, with data banks,
court records, and all the other informa-
tion which pertains to law enforcement.

This legislation, S, 2963 and S. 2964, is
well along, and it is near resolution. It
has been the subject of extensive hear-
ings. Many hours have gone into perfect-
ing its provisions.

It is a difficult field in itself and with
its specific points—very difficult. Because
of its complexity, the legislation has not
been treated superficially and has there-
fore taken & period of time in which to
reach the near completion stage it now
occupies. '

With_all this effort, in the passage of
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the pending bill, 8. 3418, we would have
superimposed upon the criminal justice
fleld very general rules which were de-
signed for civil record systems and do not
properly fit law enforcement. This would
cause no end of confusion and no end of
conflict.

Generally, it has been assumed that crimli-
nal justice or law enforcement information
(whether used by Government or in the pri-
vate sector) glves rise to problems requiring
treatment different from that of information
used to carry out social, health, or money
benefit programs, to administer revenue and
regulatory laws, to select and manage em-
ployees and outside contractors, and to con-
duct the multiplicity of other operations by
Government or business. However, even
within the broad range of separate informa-
tional relationships between individuals and
Government or between individuals and busi«
ness, where criminal detection and appre-
henslon or enforcement of regulatory laws
is not the object, wide differences occur. Ma~
terlal differences occur in the kinds and vol-
ume of information used, in the manner of
collecting and disseminating information, in
the degrees of data sensitivity, in the uses
made of the information, and in the risks of
possible abuse.

The Committee on the Judiciary is for-
mulating this eriminal justice data legis-
tion, 8. 2963 and S. 2964. The Judiciary
Committees of the House and the Senate,
have, through the years, acquired a great
deal of experience and seasoning in this
area. I submit that it is only fitting and
proper, as well as wise, to reserve the
responsibility of drafting complex legis~
lation to those committees which devel-
oped background and expetrtise on the
topic in question.

The job can be done, Mr. President, to
protect privacy in the area of law en-
forcement records and criminal infor-
mation centers. If can bhe done in a
way to assure privacy and to assure rele-
vance, to assure timeliness and com-
pleteness and accuracy of the data in-
volved. That will be done. But it can be
done best by those who are versed and
knowledgeable in that field. .

It is imperative that competent, sea-
soned, and expert authorities handle sit-
uations of that kind. The goal, after all,
in law enforcement is good police work,
good investigation work, good prosecu-
tion, sentencing, and corerction. Legisla=-
tion should bhe enacted which considers
these various aspects of law enforcement,.
In acting in this area we must insure that
we have struck a proper and equitable
balance between the individual’s right to
privacy and society’s interest in good and
effective law enforcement.

Mr. President, again I say that I do
believe that the thrust of this bill, with
its broad regulatory Commission and its
effort to apply the same regulations to
civil and criminal data—arrest records
as well as intelligence information—is
the wrong means to approach the prob-
lem with which we are attempting to
deal. Happily, in the other. body, there
is being perfected a companion bill
which has approached the matter in a
vastly different way. It is my hope that
in due time, rather than trying to amend
this bill on the floor of the Senate, which
would be a mighty poor way of trying to
legislate in such a complex fleld, that
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vie should make an effort to conside:
the product of the other body.

Again, I want to sey that the objec-
tives of S. 3418 are good. They are fine
and there will be a great deal of popu-
lar support for an attempt to correct
practices which sometimes result ir
abuse of privacy. But it is not the label
cf the bill, it is not its declared pro-
erams for which we should vote; it is
rather the fashion in which it is sought
to achieve those objectives that really
counts.

Mr, President, I yield the floor.

Mr. PERCY. Mr. President, I certainly
think that the remarks of our distin-
cuished colleague, Senator HRUSKA, are
worthy of comment and the concerns he
has raised are worthy of consideration.
S. 3418 requires that criminal history
and arrest records—that is, routine rec-
ords of arrest and court decisions or rar
sheets—be subject to the requirements
of the bill. ~

ut our bill does make a careful, proper
distinetion between this type of criminal
record and another type. The latter type
are criminal intelligence and investiga-
tive files.

‘These files, of course, are of a sensitive
nature, and S. 3418, in section 203, pro-
vides that sagencies maintaining such
files may exempt them from the provi-
sions of the bill providing that people
meay have access to their own records.
We belleve this exception to be proper
and ample fo meet the legitimate con-
cerns of the law enforcement agencies.

‘The kinds of exception that arose, that
have given such great emphasis to this
bill, are the kind of situation which a
meil cover picks up the fact that a high
school girl—in this case, it was a girl by
the name of Lori Paton—wrote a letter
in connection with a high school theme
to an agency that happened to be on the
FBI's subversive list. The mail surveil~-
lance picked up that she was correspond-
ing with such an agency, and she was
therefore named in the record, and a
high school girl had an FBI record.

All she was doing was writing a high
school theme. She was not a subversive,
but there she was, she had a file with the
FBI. The family literally had to go to
court and sue the Government in order
to have that record taken out, along with
" all the other people that might be in
such a position.

Our bill is so carefully drafted, that it
would peimit her to obtain access to her
file. However, if the information in her
file were in fact criminal intelligence in-
formation, part of a current investiga-
tion of criminal activities, our bill would
sajeguard the ability of law enforcement
personnel to withhold information until
the possibility of prosecution had passed.

Certainly, we have no intention of in-
lerfering with criminal records and that
tvpe of thing, which the distinguished
Senator pointed out must be preserved.

i think the bill has been carefully
drawn in this regard. Nothing in S. 3418
would do damage to the quality of arrest
records, for instance.

Mo excessive burdens for law enforce-
ment agencies are created by this bill.
Indeed, the specific legislation that the
administration has sent to Congress to
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deal with criminal arrest records, and
the two Senate bills—ErviN and
Hruska—all of which are far more de-
tajled and comprehensive in their treat-
ment of arrest records, are not inconsist-
ent with the treatment provided by S.
3418. All of these bills provide the same
basic protections: an individual can see
his own “rap sheet,” the information

‘must be accuraie and up-to-date, and

standards are established to regulate the
disclosure and access to arrest record
files.

S. 3418 provides these same mininium
safeguards, to become effective 1 year
after enactment. This delay allows time
to permit a more explicit criminal rec-
ords bill to be passed. However, unvil a
bill passes there is no reason not to pro-
vide minimum standards.

The need for criminal records coverage
is demonstrated by the NCIC—Nation-
al Crime Information Center—a central-
ized national computer center that col-
lects and disburses information ahout
wanted persons. stolen property, and
criminal history records, how operates
without legal privacy restrictions. As of
December 1, 1973, there were more than
5 million active files in this system. Com-
puter terminals located in cities and
towns all across the nation create casy
access to these records. “They could lead
to access by more users and for check-
ing on more individuals than is socially
desirable”—from the July 1973 HEW re-
port on privacy. If harmful information
about a person were placed in the file, it

would be disseminated and avallable na~ -

tionwide.

The HEW report says:

In practice, the NCIC does not have eTec-
tive control over the accuracy of all the in-
formation in its files. If a subscribing sys-
tem enters a partially inaccurate record, or
fails to submit additions or corrections to
the NCIC files (e.z., the return of a stolen
vehicle or the disposition of an arrest), there
1s not much that the NCIC can do about :t.

Qur bill would require the ¥FBI, which
administers the NCIC, to develop proce-
dures to insure that information dis-
seminated by NCIC is accurate, complete
and up-to-date.

The HEW report continues fo say
that—

Once & subscribing police department ~on-
tributes an arrest report to the NCIC, that
report is available to any “qualified re-
questor” in the system.

In some states, this means employers and
licensing agencles (for physicians, barhers,
plumbers and the like). Thus, unless a ¢rim-
Inal record information system is desirned
to keep track of all the ultimate users of each
record released, and of every person whe has
seen 1it, any correction or emendation of the
original record can never be certaln to reach
holder of a copy.

Our bill requires a complete log of all
disclosures of personal information to
individuals outside the agency maintain-
ing the data.

Mr. HRUSKA. On that score, my main
point pertains. ‘'To do something like
that should be not through some hcard
that has no expertise or exposure to that
type of thing; the Congress, througt. its
oversight powers over the FBI and the
Department of Justice and so on, would
be able to take care of that. The pro~
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posed legislation, S.2963 and S.2964
does, and if it is in the field of security,
or if it is in the fleld of something else,
the proper legislative body, oversight
body, can deal with that very satisfac-
torily, without getting into this nebulous
and innovative area and something
really new that would be loosed upon
the width and breadth of the land.

Mr. ERVIN. Mr. President, I wish fo
reply very briefly to the distinguished
Senator from Nebraska (Mr. HRUSKA) .

This bill does not empower the Privacy
Commission to have any jurisdiction
over any other agency of Government
except to the extent that that other
agency of Government is engaged in
collecting or storing or disseminating
personal information about individuals.
Outside of that, it has no jurisdiction
whatever.

The term, “personal information” is
defined in subsection 2 of sectionn 301 of
the bill, on page 48.

The bill is a very simple bill when you
stop to analyze it sufficiently. In the first
place, it says that Government shall not
call on individuals for any information
unless that information is reasonable or
necessary to enable the agency asking
for it to perform its statutory duties.
Then it requires Federal agencies to re~
strict that information-——that is, per-
sonal information only. They will re-
strict its disclosure to officials who have
some public duty to perform that re-
quires them to have access to that infor-
mation.

Then it provides that no Information

. will be released to unauthorized persons.

Those are very simple requirements.

With reference to law enforcement
provisions, it expressly provides that the
head of any law enforcement agency
can exempt the agency from certain cru-
cial provisions of the bill. It will not im-
pede the agency’s operations as a law
enforcement agency.

With reference to the CIA, the Senate
has adopted an amendment today,
among other amendments, which virtu-
ally relieves the CIA from coverage by
the act, except to the extent that it must
file some reports.

‘This is a very simple bill, with simple
features. It 1s necessary to give the Pri-
vacy Commission some power to enforce
it; otherwise, it will be just a hollow
piece of legislative mockery on the stat-
ute books. I sincerely hope that the
Senate will pass it.

AMENDMENT NO. 1892

Mr. WEICKER. Mr. President, I call
up my amendment No, 1992, and ask for
its immediate consideration.

The legislative clerk proceeded to read
the amendment.

Mr. WEICKER. I ask unanimous con-
sent that further reading of the amend-
ment be waived, and that the amend-
ment be printed in the REcorp.

The PRESIDING OFFICER (Mr.
Peapson). Without objection, it Is so
ordered.

Mr. WEICKER’S amendment (No. 1992)
is as follows: .

On page 54, line 8, strike out “This Act™
and insert in leu thereof “Titles I, IT, and III
of this Act”.

On page 64, line 14, strike out “this Act™
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and insert 1n lleu thereof “titles I, II, and IIT
of this Act”.

On page b4, immediately below line 14,
insert the following new title:

“TITLE IV—FINANCIAL DISCLOSURE

“Sec. 401. This title may be cited as the
‘Net Worth Disclosure Act’,

“SEC, 402. () Each individual referred to
in subsection (b) shall flle annually with
the Comptroller Gengral of the United States

& full and complete statement of net worth -

to consist of:

“(1) A list of the identity and value of
each asset held by him, or jointly by him
and his spouse or by him and his child or
children, and which has a fair market value
in excess of $1,600 as of the end of the calen-
dar year prior to that in which he is required
to file a report under this Act.

“(2) A list of the identity and amount of
each llability owed by him, or jointly by him
and his spouse or by him and his child or
children, and which is in excess of $1,600 as
of the end of the calendar year prior to that
in which he is required 'to file & report under
this Act. .

“(b) The provisions of this.Act apply to
" the President, the Vice President, each Mem-
ber of the Senate, each Member of the
House of Representatives (including Dele-
gates and the Resident Commissioner from
Puerto Rico), and each officer and employee
of the United States within the executive
and legislative branches of Government re-
celving compensation at an annual rate In
excess of $30,000. )

“(c) Reports required by this Act shall be
in such form and shall contain such Infor-
mation in order to meet the provisions of this
Act as the Comptroller General may pre-
scribe. -All reports flled under this Act shall
be maintained by the Comptroller General
a9 public records, open to inspection by mein-
bers of the public, and coples of such records
shall be furnished upon request at a rea-
sonable fee.

“SEc. 403. Each person to whom this Act
applies on January 1 of any year shall file
the report required by this on or before
February 156 of that year. Each person to
whom this Act first applies during a year
after January 1 of that year shall file the re-
port required by this Act on or before the
forty-fifth day after this Act flrat applies
to him during that year.

“SEC. 404. Any person who knowingly and
willfully fails to file a report required to be
filed under this Act, or who knowingly and
willfully flles a false report required to be
filed under this Act, shall be fined not more
than $2,000, or imprisoned for not more than
two years, or both.

“Sec. 405, This title shall become effective
on January 1, 1975.”.

Mr. WEICKER. Kir. President, to di-
gress briefly, I do not know how many
more occasions I will have to speak of my
admiration for the distinguished Sena-
tor from North Carolina, an admiration
that has grown during my years here in
the Senate, as I have seen him devote his
energies to a piece of paper that, very
frankly, has almost been forgotten, spe-
cifically, the Constitution of the United
States.

You know, there 1s no greatness in this
land that does not spring from that doc-
ument. That which is good, tangibly good,
that we see around us, is the manifesta-
tion of its great concepts and its great
ideals. At -a time when so many people
had forgotten those concepts and ideals,
it was the Sengtor from North Carolina
who gave them legislative meaning and,
indeed, very practical meaning, to the
people of this country.

8o, regardless of our respective posi-

tions on any amendments that I have to
offer to this bill, the fact is that I want
to express now my humble admiration
for Senator ErviN's great contribution
to this Nation, at a time when such was
very specifically called for. He was the
only one, at a certain time, to stand up
and be counted.

I am today offering an amendment to
the Federal Privacy Board Act to require
the full disclosure of net worth by high-~
ranking officlals in the executive and
congressional branches of Government.
This amendment is the same as the net
worth disclosure bill, S. 4059, which I
originally introduced before the Senhate
on September 30.

I ask unanimous consent that the
name of the distinguished Senator from
Oklahoma (Mr, BArTLETT) be added as &
cosponsor of the amendment.

The PRESIDING OFFICER. Without
objection, it is so ordered.

Mr. WEICKER. It is a matter of par-
ticular concern to me that the Congress
has not yet enacted legislation to guar-
antee to the public the right to know the
financial interests of those who guide
their Government. I strongly believe that
the public has that right and that the
disclosure of financial worth by policy-
makers is one step toward strengthen-
ing the public trust in Government.

Obviously, we consider this matter of
the financial interests of public officials
to be of importance, otherwise we would
not be spending the time spent already in
making such inquiries of a potential
Vice President of the TUnited States.
There is not one single confirmation
hearing that we conduct in the Senate
that does not have as a key part of the
hearing a statement of assets and liabili-
ties and the elimination of any assets and
liabilities which we demand, where any
conflict of interest might arise.

During floor consideration of the Fed-
eral Election Campaign Act, I supported
and the Senate passed an amendment
that would have required public report-
ing by elected Federal officlals of per-
sonal financlal affairs. This amendment
would have covered each candidate for
election to Congress, Members of Con-
gress, the President, the Vice President
and certain U.S. officers and employees,
at GS-16 level or earning more than
$25,000 per year.

Reports of financial Interests would
have been filed with the Federal Elec-
tlon Commission and would have in-
cluded:

First, amounts of Federal, State, and
local income or property taxes paid;

Second, amount and source of each
item of income or gift over $100;

Third, 1dentity of assets and liabilities
over $1,000; p

Fourth, all dealing in securities and
commodities over $1,000; and

Fifth, all purchases or sales of interest
in real property involving over $1,000,
except for personal residence.

However, this amendment, passed in
the Senate by voice vote, was deleted
afterwards during conference considera-
tlon of the Federal Election Campaign
Act. The Federal Election Campaign Act,
as passed into law, contained no pro-
vision for financial disclosure—public
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financial disclosure—by elected and
appointed Federal officials.

The amendment that I am proposing
today is simple and straightforward. It
is not as comprehensive as the previous
disclosure amendment that was deleted
in conference—but seeks to establish in
law minimal disclosure requirements for
elected Federal officials.

Those covered by the act would be the
President, the Vice President, Members
of the Senate, Members of the House of
Representatives, and all employees of
the executive and legislative branches re-
celving compensation at an annual rate
of more than $30,000.

‘What and when do they have to file?
Annually with the Comptroller General
8 list of all assets and liabilities over
$1,500, on the basis of falr market value
as of December 31 of the previous year.
All reports filed with the Comptroller
General are to be maintained by the
Comptroller General as public records,
open to inspection by members of the
public. .

The act would become effective as of
January 1975. The time period covered
would be the preceding calendar year.
Therefore, by February 15 of 1975, all
persons covered by this legislation would
have to indicate what their net worth
was as of December 31, 1974. Anyohe who
had been appointed or elected in a pub-
lic election during the course of 1975
would have to file such a statement with-
in 45 days of his election or appointment.

I recognize that the bill we are deal-
ing with concerns privacy, a need for
which, as I have already indicated, has
always been of deep concern to the dis-
tinguished Senator from North Caro-
lina. Indeed, the distinguished Senator
from Illinols has also been & leader in
assuring this most basic right.

I predict right new that the question
of the right to privacy will be one of the
great issues of the 1970’s and 1980’s. It
goes to the very basis of the Constitution
which the Senator from North Carolina
has so ably defended over the years.

I think it is important to point out
on every occasion that we can that the
difference between our political system
and that of any other nation in today’s
world, or indeed throughout history, is
that our Constitution and our political
system focus on the individual, not on
society as a whole—not on the mass,
but on the individual.

If we want something that is efficient,
trouble free, and expeditious, it cannot
be the Constitution of the United States.
How can we have something that is quiet,
efficient, and trouble free when it con-
cerns itself with 210 million people? It is
impossible. That is why the issue of
privacy is important—so that we preserve
that spirit which has guaranteed to each
human being  in this country a full
flowering of their abilities and their as-
pirations and their hopes. That oppor-
tunity for individual flowering has given
us a magnificent historical experience.

So this Is not an academic issue, to be
debated by scholars and professors, but
indeed it goes to the very heart of our
experience as & nation.

Mr. President, just to wrap up my
comments relative to this amendment,
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there are those areas, however, where I
think that what we do not want is pri-
vacy and secrecy. We want opennes:;
we want sunshine. Specifically, I speak
oi that which deals with those in posi-~
tions of public trust.

I find it rather ironic that we have
recently sat through a number of weli-
publicized Senate hearings and still do
not impose upon ourselves the same re-
quirements we have been imposing upon
those being investigated. If we want
credibility in this country, indeed, wheit
is sauce for the goose is sauce for the
gander. I think quite properly this must
be so in this country, so that people
might understand our actions in relation
to our economic interests,

This is the reason that, despite my
desire to guarantee the privacy of in-
dividuals, I want our lives as elected of-
ficials to be totally open to serutiny by
the American people.

I propose to achieve such an end by -

virtue of this amendment which is very,
very simple, a listing of those assets and
liabilities over $1,500 once a year by
avery one of us, by the President, the
‘Vice President, his Cabinet officers, those
highly paid staff members, which docu-
mentaton would be available to the pub-
{ie upon request.

I would hope, Mr. President, that my
colleagues would see fit to impose this
obligation- on themselves, and I think it
‘would do a great deal to bring us up the
ladder of respect in the eyes of the
American people.

I might add that I believe most of the
individuals whom I see in this Chamber
have done that anyway. I am not point-
ing any finger, but I would just like to
see us go ahead and make it a matter
of law rather than a matter of individual
discretion.

Mr. ERVIN. Mr. President, as I ob-
served earlier, if we take one legislative
nag and put too heavy a load on it, the
nag might not be able to reach its in-
tended destination. :

Ever since I have been in the Senate
there have been amendments proposed
from time to time on the floor with ref-
erence to disclosure of the assets of Sen-
ators.

I have never known, however, of any
committee to conduct any hearing on
any bill of that kind, and I think it is i
matter that ought to be explored by th:2
appropriate committee, or there ought to
be a hearing, or there ought to be a de-
cision based on a hearing on this
subject.

I respectfully submit that this amend-
ment is not really germane to this bill.
‘This bill is a bill to regulate how th:
agencies of the Federal Government shall
conduct themselves in respect to the
collection, the storage, the use and th:
dissemination of personal information,
and I hope that the Senator from Con-
necticut will not press his amendment
for that reason.

I do not want to jeopardize this bil].‘

I think we have got a good bill here.

I am going to introduce in a fevs
days a bill encompassing some of the
election reforms recommended by the
Senate Select Committee on Presiden-
tial Campalgn Activities which have not
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been enacted into law, and I think the
Senator’s amendment would be quite ap-
propriate for consideration In connec-
tion with that legislation.

I will cease to be chairman of the
Government Operations Committee on
the expiration of my present term in
the Senate. I trust, according to a!l the
precedents, that my colleague, the dis-
tinguished Senator from Connecticut
(Mr. RIBICOFF}, will be my successor.
I hope that he can give the Senatcr as-
surance that it would be considered,
either in the introduction of legislation
to Implement the recommendations of
the Senate select committee or as an
independent bill.

I hope that the Senator from Con-
necticut (Mr, WeIcker) will not press his
amendment because it might jeopardize
this particular bill which is restricted in
its nature to Government action rather
than action of individuals.

I want to thank the distinguished
Senator from Connecticut (Mr. WEIKER)
for his most gracious and generous re-
marks that he made concerning my ac-
tivities as a Member of the Senate.

Ever since he came to the Senate, he
has had offices across the hall fror: my
offices, and I have had very many con-
tacts with him.

I do not know any Senator who has
ever rendered more intelligent and more
courageous service in any particular
fleld that the Senator from Conneclicut
(Mr. WEICKRER) rendered to this country
and to this Senate as a member of the
Senate select committee. I cannot pay
him too high a tribute for his intelligent
and courageous actions in that respect.

Mr. WEICKER. I thank the Senator.

Mr. RIBICOFF. 1 have been apprised
of the colloguy between the Senator from
North Caroling, the chairman of the
Government Operations Committee and
my esteemed colleague from Connecticut,
Senator WEICKER. R

First, I can only make assurances,
subject to the Senate naming me to
succeed our esteemed chalrman, Mr.
ErvIN, chairman of the Government
Operations Committee.

But should I be designated as chair-
man of the Government Operations
Committee when we meet in session next
year, I assure Iy colleague from Con-
necticut that in connection with the
hearings on the Ervin bill, which is an
outgrowth of the important reforms sug-
gested by the Select Committee on Presi-
dential Campaign Activities, I would also
believe it appropriate to have hearings
on the proposal of my colleague from
the State of Connecticut.

1 would assure him that. in conjunc-
tion with the hearings on the Ervin bill,
we could proceed with hearings or: the
Weicker bill and adopt it, if the com-
mirttee so agrees, Mr. WEICKER.

Mr. WEICKER. I thank my colleas:ue.

Mr. BAYH. Mr. President, will the Sen-~
ator from Connecticuit (Mr. WEICKER)
yield to the Senator from Indiana?

Mr. WEICKER. Yes.

Mr. BAYH. I listened with a great deal
of interest to what I thought was a very
eloquent, appropriate, and on-the-mark
assessment of the validity behind the
amendment of my distinguished friend
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andtcolleague, the Senator from Connec-
cut.

This is very much along the same lines
of a measure Introduced by the Senator
from Indiana some time ago, and I
would like to suggest to my other dis-
tinguished colleague, the Senator from
Connecticut, that if we are exploring
that situation next year, which I cer-
tainly hope we will, we look at the need
to broaden disclosure beyond the cur-
rent boundary lines as well as examining
our measure suggested by our distin-
guished colleague from Connecticut,

As the Senate may recall, we had &«
very difficult battle on this floor relative
to the merits of a certain Supreme Court
judge. One of the significant aspects of
that debate, and one of the issues which
I feel we did not agree upon, was a con-
flict of interest that concerned many of
us and led to his not being confirmed
by the Senate.

At that time, it seemed to me that we
should deal with judicial conflicts of in-
terests as well as In the legislative and

‘executive branches.

So I would suggest that in looking into
this, we include the importance of dis-
closure with regard to judicial conflicis
of interest, as to their propriety or ap-
pearance of propriety, and that we also
explore lowering that dollar figure down
to $1,800. We have a number of people
on our staffs and in executive positions
who are making decisions behind close¢
doors, away from public assessment and
disclosure to our constituents generally.
who have, perhaps, as much influence in
making decisions as some of the rest of
us who are in the limelight all the time.

So I want to compliment my distin-
guished colleague, the Senator from
Connecticut, and I would like to join with
him and ask him to join with me in study-
Ing this.

I also hope that my other friend and
colleague, the Senator from Connecticut.
who has been here now for 12 long years
with the Senator from Indiana, will start
the-13th by exploring the very important
aspects of putting it all on top of the
table and letting our constituents then
judee whether this really is a conflict of
interest.

Mr. RIBICOFF. May I respond to my
distinguished colleague from Indiana
that should such a proposal be include:
in the bill to be presented by the Sen-
ator from Connecticut or by the Senator
from Indiana, and it is referred to the
Government Operations Committee, we
could certainly explore through hearings
the proposal of the Senator from In-
diana at the same time. I would certain-
ly so assure the Senator from Indiana.

Mr. WEICKER. Mr. President, I cer-
tainly accept the assurances of my dis-
tinguished colleague from Connecticut
and the Senator from North Carolina.

Mr. PERCY. And the Senator from
Illinois, as ranking minority member.
would like to join in assuring the Senator
irom Connecticut that hearing will be

eld.

Mr. WEICKER. Mr. President, under
those circumstances, admittedly it is cer-
tainly less than germane. You see, the
last time the amendment was offered it
was on a bill which it was sald was not
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germane “either, so I thought we might
try something that was less than ger-
mane to have it become law.

I know that we will have hearings and
believe me, 1t would certainly enhance the
image of this body. The eyes of the Amer-
ican’ people should be addressed to this
separate subject, -and legislation should
be enacted right away. With those re-
marks, I ask that the amendment which
I have offered be withdrawn.

The PRESIDING OFFICER (Mr.
Herms), The Senator has the right to
withdraw his amendment.

"Mr. ERVIN, Mr. President, I ask for
the yeas and the nays on final passage.

The PRESIDING OFFICER. Is there
a, sufficient second?

The yeas and the nays were ordered.

Mr, WEICKER. Mr. President, I send
an amendment to the desk. :

The PRESIDING OFFICER. The clerk
will report the amendment. )

The second assistant leglslative clerk
read as follows:

On page 43, line 2, strike the (;) and in-
sert the following: -

¢, provided such personal Information is
transferred or disseminated in a form not in-
dividually identifiable.”

On page 47, line 23, strike the ( ) and
insert the following:

“, provided such personal information is
transferred or disseminated in a form not
individually identiflable.”

Mr. ERVIN, Mr. President, the amend-
ment referred to by the Senator from
Connecticut is meritorious and I hope the
Senate will adopt it.

Mr. WEICKER. I thank the Senator
from North Carolina. What this does is
attack the confidentiality of.our income

- tax returns. It Is as simple as that. With
my amehdment—the relevant informa-
tion is available. However, as far as the
individual return and identity of the re-
turn is concerned, no, it is not available
to the Census Bureau, and should not be.
I am delighted my amendment is accept-
able to the Senator from North Carolina.

I hope we can get the point home to
the people downtown. I file my tax re-
turn for the purposes of collection of
taxes and nothing else.

This amendment does that. The gen-

eralized information is available, but not.

the specific return.

The PRESIDING OFFICER. The ques-
tion is on agreeing to the amendment of
the Senator from Connecticut.

‘The amendment was agreed to.

The PRESIDING OFFICER. The bill
is open to further amendment. )

Mr. BAYH. Mr. President, a parlia-
mentary inquiry.

The PRESIDING OFFICER. The Sen-
ator will state it.

Mr, BAYH. Mr. President, we are not
operating under controlled time?

The PRESIDING OFFICER. That is
correct.

Mr. BAYH. Mr, President, I would like
to add my word of commendation to the
distinguished Senator from North Caro-
lina for the significant contribution he
has made as represented here in this bill.

- I would-like to go further, if I might,
as one who has had the good fortune of
sitting with him as a member of the Con-
stitutional Rights Subcommittee for a
humber of years, to suggest that the
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broduct of this bill is like one acorn in
the forest compared to the hours of work
contributed by our distinguished friend
from North Carolina.

My friend from North Carolina and I
have not always agreed on issues that
have been before this body, but I must
say 1t has been like a breath of fresh air
for some of us who believe that the first
10 amendments of the Constitution are
as absolutely indispensable today as
when. they were introduced long ago, to
see a champlon like the distinguished
Senator from North Carolina stand up
and lead the charge in defending these
rights from attack.

I must say, I have a lump in my throat,
if I might say it as unemotionally as I
know how, to think of the void that will
exlst when he leaves the Congress.

I suppose most of us here are dedicated
to the principles of the Bill of Rights,
but I know of no other person who has
had a greater feel for the indispensa-
bility of these amendments and a willing-
ness to put the work and the effort be-
hind that dedication. I just cannot thank
him enough.

He has been more prominently on the
national scene as a result of his work in
the Watergate hearings, and we owe him
a debt for that, but I think perhaps an
even greater debt goes to the effort he
has been leading a long time before any-
body heard of Watergate.

I think if this Nation and this body
had listeried to what the Senator from
North Carolina was trylng to say over
the years, and certainly if the Depart-
ment of Justice and some of those folks
who succumbed to temptation down at
the White House had listened to what he
was trying to say, there would never have
been a Watergate.

Now, may I ask my distinguished col-~
league from North Carolina if he would
care to give us his opinion, for the rec-
ord, relative to the importance of the
Committee on the Judiclary continuing
to explore any violations of our individual
rights, privacy, and the area of personal
information systems and data banks?

I note this 1s a joint effort of govern-
mental operations and the Judiciary
Subcommittee of which he was chair-
man.

I would not, by default, want the Judi-
clary Committee, which he served so
faithfully through the years and which
was moving in this area, to lose juris-
diction or the opportunity to continue
the vigilance he established at quite a
high level.

Mr. ERVIN. Mr. President, first I want
to thank my good friend from Indiana
for his most generous and graclous re-
marks.

I also want to say that while he and I
have differed at times on certain issues,
that we have never disagreed about the
value of the Bill of Rights as a guarantee
of the freedom of all Americans.

On all occasions when I have been
fighting for the Bill of Rights, he has
been by my side.

The Government Operations Com-
mittee had jurisdiction of this particular
bill because it does affect the structure
of the Government In that it creates a
Federal Privacy Board.

I recognize also in the sense that the
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Judiciary Committee, through its Sub-
committee on Constitutional Rights, had
a concrete jurisdiction because this in-
volves some of the basic constitutional
rights of Americans.

I do not think passage of this bill will
alter in any way the provisions of the
rules which give the Subcommitiee on
Constitutional Rights as part of the Judi-
ciary Committéee jurisdiction to investi-
gate and initiate legislation dealing with
constitutional rights in the field of pri-
vacy or any other field where they exist.

Mr. BAYH. I appreciate the Senator’s
assessment in this area.

Might I also ask him to give us the
benefit of his. thoughts or feeling in
some additional areas. I understand
there are restrictions between what we
might like to accomplish and what we
feel we have 51 votes for. One of the con-
cerns that the Senator from Indiana had
addressed in other legislation 1s the exist-
ence of other kinds of information-
gathering systems that are now under
the jurisdiction of State or local govern-
ments, or indeed in the private sector
with particular concern expressed about
the credit rating business. Could the Sen-
ator giva us his thoughts on this?

Mr, ERVIN, Well, the Government Op- -
erations Comm1ttee and the Subcom-
mittee on Constitutional Rights agreed
to restrict the provisions of this bill very
narrowly and to make it apply primarily
to the information-gathering activities
affecting an individual on the part of the
Federal agencies.

We originally did have provision to ap-
ply it to the States, but there was some
considerable opposition to it. As a prag-
matic matter we restricted coverage of
the bill, as far as States are concerned,
to a study of State agencies. The provi-
sions of the bill do apply to a State
agency which 1s created by a grant or
contract with the Federal agency where
1t sets up & computer system. Otherwise,
it does not apply to States.

‘We also restricted its application inso-
far as individuals’ private affairs are con-
cerned for the pragmatic reason we felt
that if we trled to deal with the whole
subject in one bill, we would be inviting
considerable opposition.

I agree with the Senator from Indiana
that it is a very serious question which
arises as to the privacy of Americans by
the activities of credit corporations and
that there should be some legislation in
the Federal field to safeguard the indi-
vidual’s right of privacy in respect to
such credit organizations and similar
organlzations engaged in commereial’
business.

Mr. BAYH, I cerfainly appreciate the
Senator’s thoughts on this. Might I ask
him to give his attention to one other
area?

I am quite concerned about the exemp-
tion clause in section 203, subsections (a)
and (b). I am concerned because when-
ever you set up an exemption, the ques-
tion is how hroad is the exemption.

As the Senator from Indiana reads
this, we are talking specifically about na-
tional defense and forelgn policy, and
intelligence and investigation informa-
tion.

Does the Senator suggest that this
should be narrowly defined, particularly
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when we look at forelgn policy? It is a
rather broad construction that could be
interpreted from this exemption.

Mr. ERVIN. I think that “national se-
curity”
sense. There Is an executive order which

says that national security embraces

only two things: our national defense.

that s, our defense posture, our armec.

services and plans in that connection;
and our sensitive dealings with foreign
countries.

I think that the first one of these

exemptions would include those things

‘While the bill does allow the head of
an agency engaged in investigatory work.
for criminal law enforcement purposes

to exempt the agency if he finds the pro-

visions regulating the dissemination of
these records, and so on, of individuals
would impede the accomplishment of his

department’s professional duties or stat-
utory duties. :

1 think those are narrow restrictions.
I think they are essential If we are going
to get a bill that will command the
majority of both Houses of Congress, and
one that will be signed into law by the
President. We have to take those prac-
tical considerations into effect.

Also, I would doubt the advisability
of Congress’ creating a new agency and
giving it some jurisdiction to veto the
action of long-established law enforce-
raent agencies.

Mr. BAYH. My concern, as I am sure
the Senator from North Carolina under-
stands, is based on the fact that it iIs
some of those agencies that have been.
the primary culprits in violating these
rights which he cherishes and has done
so much to protect in the past.

Mr. ERVIN. Yes. Of course, that is
one trouble: wherever power is lodged
it s always subject to be abused. But you.
Liave to lodge power somewhere in order
to get things done.

Mr. BAYH. In talking about nationa.
cdefense and foreign policy, and in talk-
ing about intellizence and investigative
information, is it the Senator’s assess-
ment that we are talking about three
asgency heads there, or three genera.
departments?

Mr. ERVIN. The FBI, in the first place
Also, the Secret Service. Also, the Cus-
toms people who have certain law en-
forcement powers. Generally, you woulc
have the CIA also.

However, we offered an amendmeni
which was adopted and which only re-
cuires the CIA to make reports to the
Commission with respect to its installa-
tions and does not require them to
divulge information. When they stay
within their field, as they apparently
clid not do in the case of Chile, they are
concerned solely with national security
in foreign areas.

Mr. BAYH. I assume we are also talk-
ing about the Secretary of Defense? Ancl
the Secretary of State, perhaps?

Mr. ERVIN. Yes, to a limited degree,
where he is engaged in enforcing mili-
tary law.

Mr. BAYH. What concerns me is than
it could not be a reasonable interpreta--
tion that, for example, the Secretary o:!
Agriculture or somebody dealing with
Public Law 480 which affects our foreign
policy, or the Secretary of Commerce,

embraces foreign policy in &
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which, in some instances, would also be
affecting our foreign policy, to be able to
utilize these two exemptions as a way to
get themselves out from under the re-
strictions of this legislation.

Mr. ERVIN. I do not think it would

" bother anybody except those engaged in

investigative work either to protect na-
tional security or the enforcement of the
criminal laws. That is not the function
of the Department of Agriculture.

Mr. BAYH. I share that belief, but 1
think it makes a lot more sense and
makes better legislative history coming
from my distinguished friend from
North Carolina.

One last question: In subsection (¢)
on page 45, where we talk about a deter-~
mination to exempt any such system,
and go on and talk about the head of
any such agency on line 23, are we talk-
ing specifically and only about those
agencies covered In subsection (a) and
(b)?

Mr. ERVIN. That is right.

The word ‘“‘such’” there is just like we
lawyers so frequently say the said agen-
cies or aforesald agencies specified in
those two preceding sections.

Mr. BAYH. I appreciate the patience
of my good friend as well as his great
contribution.

Mr. ERVIN. Thank you very much.

Mr. BIDEN. Mr. President, I send an
amendment to the desk and ask for its
immediate consideration. I understand
that both the majority and minority
members have agreed to this amendment.

The PRESIDING OFFICER. The
amendment will be stated.

The legislative clerk read as follows:

On page 232, line 17, insert the following
new gection:

“h(1) Whenever the Commission submits
any budget estimate or request to the Fresi-
dent or the Office of Management and
Budget, it shall concurrently transmit a copy
of that request to Congress.

(2) Whenever the Commission submits any
legislative recommendations, or testimory, or
comments on legisiation to the Presldent or
Office of Management and Budget, it shall
concurrently transmit a copy thereof to the
Congress. No officer or agency of the United
States shall have any authority to require
the Commission to submit its legislative
recommendations, or testimony,_or com-
ments on legislation, to any ofilcer or agency
of the United States for approval, comments,
or review, prior to the submission of such
recommendations, testimony, or commer ts to
the Congress.”

Mr. BIDEN. Mr. President, the amend-
ment I have offered would help to insure
that the Privacy Protection Commission
Wwhich would be established by this bill.
Would truly be an independent regula-
tory agency. The amendment would re-
quire that the Commission submit to
Congress a copy of virtually every com-
munication it has with the President or
the Office of Management and Budget
in regard to budgetary or policy matters.

Furthermore, when the Commission
offered legislative recommendations to
Congress, neither the President, the Of-
fice of Management and Budget nor any
other Federal agency or officer—could re-
quire that the Commission clear its re-
marks with them first.

Mr. President, as events of the last 2
years have indicated. We can ill-afford
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to allow the executive branch to control
our supposedly independent agencies.

These agencies are instruments not
only of the executive, but also of the
Congress. This amendment will allow
Congress to act as a walchdog to deter-
mine that it receives the agencys’ views
as to policy and budget, not the execu-
tive’s. In other words, we will be able
to determine for ourselves not only the
needs of the Commission, but its advice
and its problems.

Furthermore, by playing this watch-
dog role, perhaps we can curtail the com-
mon practice of an agency submitting
an overly large budget knowing full wel:
that the Office of Mahagement and Budg-
et would cut it.

This amendment would not only allow
us to scrutinize the actions of the Execu-
tive regard to the Commission, but to alsc
scrutinize the actions of the Commission
itself.

In 1972, an identical provision was en-
acted as part of the legislation creating
the Consumer Product Safety Commis-
sion. The provislon has apparently
proved to be very effective. For the first
time, discussions between the budget
office and a regulatory agency have been
transmitted to Congress. Since we must
vote on the appropriations for such agen-
cies, 1t seems only natural that we be
able to see budget estimates from the
agencies themselves, not after they have
been sifted through the executive
branch.

Mr. President, in this Congress we
have taken great strides toward reas-
serting our control over such things as
the budget. We have attempted to assure
that the three branches of Government

.are truly coequal. My amendment to

this bill would be one more step in that
direction.

Mr. ERVIN. Mr. President, as I under-
stand, this amendment merely requires
the Privacy Board to be created by this
legislation to fille with the Congress its
budget at the same time it files its budget
request with the President. I think it is
a wholesome, meritorious amendment.
I hope the Senate will adopt it.

Mr. BIDEN. Everybody has been com-
plimentary to the Senator from North
Carolina. I would like to add my compli-
ments, though I have not shared any
lengthy amount of time with him in the
Senate.

I compliment him on one thing that
has been in short supply here—-consis-
tency.

I yield the floor.

The PRESIDING OFFICER. The ques-
tion is on agreeing to the amendment
of the Senator from Delaware.

The amendment was agreed to.

The PRESIDING OFFICER. The bill
is open to further amendment.

Mr. ERVIN. Mr. President, I would like
to ask to be printed in the REecorp at
this point the marked portions of the
committee report as marked by me from
page 4 through page 14, which shows why
we need this legislation.

The PRESIDING OFFICER. Without
objection, it is so ordered. .

There being no objection, the excerpt
was ordered to be printed in the Recoro,
as follows:
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" COMMITTEE OVERSIGHT

These hearings continued the oversight by
the Government Operations Committee of
the development and proper management of
automated data processing in the Federal
Government and its concern for the effect of
Federal-State relations of national and inter-
governmental data systems Involving elec-
tronic and manual transmissions; sharing,
and distribution of personal information
about citizens.

Senator Ervin announced the joint hear-
ings as Chairman of both subcommaittees, in
a Senate speech on June 11 in which he
summarized the issues and described some of
the complaints Irom citizens which have
been recelved by Members of Congress, 85
follows:

“It is a rare person who has escaped the
.quest of modern government for information.
Complaints which have come to the Consti-
tutional Rights Subcommittee and to Con=-
gress over the course of several administra-
tions show that this is & bipartisan issue
which effects people in all walks of life. The
complaints have shown that despite our rev-
erence for the constitutional principles of
limited Government and freedom of the in-
dividual, Government Is in danger of- tilting
the scales against those concepts by means
of its information-gathering tactics and its
technical capacity to store and distribute
information. When this quite natural tend-
ency of Government to acquire and keep and
share information about cltizens is enhanced
by computer technology and when 1t is sub-~
Jected to the unrestralned motives of count-
less political administrators, the resulting
threat to individual privacy make it neces-
sary for Congress to reaffirm the principle of
limited, responsive Government on behalf of
freedom. L

“The complaints show that many Ameri-
cans are more.concerned than ever before
about what might be in their records because
Government has abused, and may abuse, its
powers to investigate and store information.

. “They are concerned about the transfer of
information from data bank to datsa bank
and black list to black list because they have
seen instances of it.

“They are concerned about intrusive sta- -

tistical guestionnaires backed by the sanc-
tions of criminal law or the threat of it be-
cause they have been subject to these prac-
tices over a numbers of years.”

S. 3418 provides an “Information Bill of
Rights” for citizens and a “Code of Falr In~
formation Practices” for departments and
agencles of the executive branch. -

Testimony and ‘statements were recelved
from Members of Congress who have spon-
sored legislation and conducted investiga-
tions into complaints from cltlzens; from
Federal, State, and local officials including
representatives of the Administration and
certain departments and agencies, the Do-
mestic Counecil Committee on Right to Priv-
acy, the Commerce Department, Bureau of
the Census, Natlonal Bureau of Standards,
the General Services Administration, the Of-
fice of Telecommunications Policy; the Na-
tional - Governors Conference, the National
Legislative Conference, the National Associa-
tion for State Information Systems, and the
Government Management Information Sei«
ences., Many Interested organizations and
individuals with expert knowledge of the
subject advised the Committee. These in-
cluded the former Secretary of Health, Edu-
catlon, and Welfare, Elliot Richardson, au-
thors of major studies, experts in computer
technology, constitutional law, and public
administration, the American Civil Liberties
Union, Liberty Lobby, the National Commit-
tee for Citizens in Education, the American
Society of Newspaper Editors, and others.

The provisions of the bill as reported, re-
flect the bill as introduced, with revisions
based on testimony of witneses at hearings,
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consultations with experts In privacy, com-
puter technology, and law, representatives
of Federal agencles and of many private or-
ganizations and businesses, as' well as the
staffs of a number of congressional com-
mittees engaged in investigations related to
privacy and governmental information sys-
tems.

The Committee finds that the need for
enactment of these provisions is supported by
the Investigations and recommeéndations of
numerous congressional committees, reports
of bar associations, and other organizations,
and conclusions of governmental study com-
missions.

To cite only a few, there are:

Earller studies of computers and informa-
tion technology by the Senate Committee on
Government Operations and the current
hearings and studles relating to 3. 3418;

The hearings and studles on computers,
data banks and the bill of rights and other
investigations of privacy violations before
the Constitutional Rights Subcommittee;

The hearings and studies of computer

privacy and government information-gath--

ering before the Judiclary Administrative
Practices Subcommittee;

‘The hearings on Insurance industries and
other data banks hefore the Judiciary Anti-
trust Subcommittee;

The hearings on abuses In the credit
reporting indudstries and on protection of
bank records before the Senhate Banking,
Housing and Urban Affairs Committee;

Investigations over many years by the
House Government Operations Committee;
and

Finally, there are many revelations dur- .

ing the hearings before the Select Commit-
tee on Watergate of improper access, trans-
fer and disclosure of personal files and of
uncounstitutional, illegal or improper in-
vestigation of and collection of personal
information on Individuals.

Particularly supportive of the principles
and purposes of 8. 3418 are the following
reportgLsponsored by Government agencies:

egal Aspects of Computerized In-

formation Systems"” by the Committee on

Scientific and Technical Informsation, Fed-
eral Councll of Sclence and Technology, 1972.
2. “Records, Computers and the Rights
of Cltizens”, Report of the Secretary’s Ad-
visory Committee on Automated Personal
Data Systems, Department of Health, Edu-
cation and Welfare, July 1978.
" 3. “Databanks in & Free Soclety, Com-
puters, Record-Keeping and Privacy”, of
the Computer Sclence and Engineering
Board, National Academy of Sclences, by Alan
F. Westin and Michael Baker.

4. Technlcal Reports by Project Search
Law - Enforcement Assistance Administra-
tion, Department of Justice.

6. A draft study by the Administrative
Conference of the United States on Inter-
agency Transfers of Information.

6. Report by the Natlonal Governors Con-
ference.

7. Reports by internatlonal study bodies.

The ad hoe subcommittee has initiated
two surveys of the QGovernors and of the
attorneys pgeneral of the States which are
producing responses supportive of congres-
sional legislation on privacy and Federal
computers and information technology. They
also reveal strong efforts in State and Ibcal
governments to enact similar or stronger leg-
{slation to protect privacy.

The need for the bill is also evident from
the sample of legal literature and public
administration articles and press articles re-
printed in the appendix of the subcommittee
hearings.

Finally, there are the complaints of in-
formation abuses received by many Mem-
bers of Congress and diligently investigated
by each of them.

Dr. Alan F. Westin, director of the 1972
National Academy of Sclences Project, re-

areas of priority for public action:
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ported that the study suggested “six major
laws t0~
give individuals a right of notice, access,
and challenge to virtually every file held by
local, State, and national government, and
most private record systems as well; promul-
gation of clearer rules for data-sharing and
data-restriction than we now have in most
Important personal data files; rules to limit
the collection of unnecessary and overbroad
personal data by any organization; increased
work by the computer industry and profes-
slonals on security measures’ to make it pos-
sible for organizations to keep thelr prom-
I1ses of confidentiality; limitations on the -
current, unregulated use of the Social Secu-
rity number; and the development of inde-
pendent, ‘information-trust’ agencies to hold
especlally sensitive personal data, rather
than allowing these data to be held auto-
matlcally by existing agencles.”

Witnesses cited the failure of legislation
and judicial decisions to keep pace with the
growing efficiency of data usage by promul-
gating clear standards for data collection,
data exchange, and Individual access rights.
Similarly, many other witnesses before Con-
gress agreed with his judgment that the
mid-1970’s 1s precisely the moment when
such standards need to be defined and in-
stalled if the managers of large data systems,
and the speclalists of the computer industry,
are to have the necessary policy guidelines
around which to engineer the new data sys-
tems that are being designed and imple-
mented.

Dr. Westin cautioned:

“To delay congressional action in 1974-75,
therefore, is to assure that a large number
of major data systems will be buillt, and
other existing computerized systems ex-
panded, in ways that will make it extremely
costly to alter the software, change the flle
structures, or reorganize the data flows to
respond to national standards. And beyond
the money, such late changes threaten to
Jeopardize many operations in vital public

‘ services that will be Increasingly based on

computerized systems—national héalth in-
surance, family assistance plans, national
criminsl-offender records, and many others.
In fact, these systems may become so large,
so expensive, and so vital to so many Ameri~
cans that public opinion will he put to a
terrible cholce—serious interruption of serv-
ices or installation of citizen-rights meas-
ures.”

The spread of the data bank concept, the
increasing computerization of sensitive sub-
ject areas relating to people’s personal lives
and activities, and the tendency of govern-
ment to put Information technology to uses
detrimental to individual privacy were de-
talled by Professor Authur Miller. He stated:

“Americans today -are scrutinized, meas-
ured, watched, counted, and interrogated
by more governmental agencies, law enforce-
ment officials, soclal sclentists and poll tak-
ers than at any other. time in our history.
Probably in no Nation on earth is as much
individualized information collected, re-
corded and disseminated as in the United
States.

“The Information gathering and survell-
lance activities of the Federal Government
have expanded to such an extent that they
are becoming a threat to several of every
American’s basic rights, the rights of pri-
vacy, speéch, assembly, assocla,tion and peti-
tion of the Government.

* * * * *

“I think if one reads Orwell and Huxley
carefully, one realizes that “1984" is a state
of mind. In the past, dictatorships always
have come with hobnailed boots and tanks
and machineguns, but a dictatorship of
dosslers, a dictatorship of data banks can be
just as repressive, just as chilling and just
as debilitating on our constitutional protec-
tions. I think it is this fear that presents the
greatest challenge to Congress right now.”
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vofessor Miller characterized the reported
Lill as “a major step in developing a ration-
ale regulatory scheme for achieving an effec-
tive balance between a citizen and the Gov-
ernment in the important field of informa-
tien privacy. The creation of a Privacy Pro-
tection Commission with broad power of
investigation, reporting, and suasion seems
to me to be an effective way of developing
policy in this rapidly changing environment.
Also worthy of enthuslastic support is Titl»
1I of the proposed legislation. We simply
caunot allow more time to pass without de-
veioping standards of care with regard to
tha pathering and handling of personal in-
tormation. In that regard, S. 3418 goes a lon;g
wuwy to establish the much needed Informa-
tion bill of rights.”

Che four-year survey by the Constitutional
Rizhts Subcommittee, intended as an aid to

Jongress in evaluating pending legislatior,
demonstrates the need for requiring the fol-
lowing Congressional action:

#xplicit statutory authority for the crea-
tion _of each data bank, as well as prior ex-
amination and legislative approval of all
decisions to computerize files;

rivacy safeguards built into the Increas-
ingly computerized government files as they
ure developed, rather than merely attempt-
ing to supplement existing systems with pri-
vacy protections;

Notification of subjects that personal in-
formation about them 1s stored in a Fed-
eral data bank and provision of realistiz
opportunities for individual subjects to re-
view and correct their own records;

Constraints on Interagency exchange of
personal data about individuals and the cre-
ation of interagency data bank coopera-
tives;

The implementation of strict security pre-
cautions to protect the data banks and the
information they contain from unauthorized
or illegal access; and

Continued legislative control over the pur-
poses, contents and uses of government dats
systems.

HEW REPORT

Another report reflecting major provisions
of ‘8. 8418 is that rendered by the Secretary’s
Advisory Committee on Automated Personal
Data Systems to the Department of Healtk,
Education and Welfare. Former Secretary
Eltiot Richardson described thelr flndings
in hls testimony.

The report found that “concern about com-
puter-based record keeping usually centers
on its implications for personal privacy, and
urderstandably so if privacy 18 considered
fo entall control by an individual over th»
uses made of information about him. In many
circumstances in modern life, an individual
m:st either surrender some of that contrcl
or forego the services that an organization
pravides. Although there is nothing inher-
enily unfailr in trading some measure of
privacy for a benefit, both parties to the
exchange should participate in setting the
terms.”

“Under current law, a person’s privacy s
poorly protected against arbitrary or sbusive
record-keeping practices.” For this reason, as
well as because of the need to establish stand-
ards of record-keeping practice appropriatz
1o the computer age, the report recommends
the enactment of a Federal “Code of Falr
Information Practice” for all automated per-
conal data systems. The Code rests on five
basic prineciples that would be given legel
effact as “safeguard requlrements” for suto-
mated personsl data systems,

{'here must be no personal data record-
keeping systems whose very existence is
secret.

rhere must be a way for an Individual t>°

titid out what information about him is fa
a# ~ecord and how it is used.

I'here must be a way for an indlvidual to
prevent information about him that was ob-
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tained for one purpose from belng used or
made avallable for other purposes without
his consent. .

There must be.a way for an individual
to correct or amend a record of identifiable
information about him.

Any organization creating, malntaining,
using, or disseminating records of ldentisiable
personal dats must assure the reliability of
the data for their intended use and must
take precautions to prevent misuse o the
data.t

‘I'ne Advisory Committee recommeinded
“the enactment of legislation establishing a
Code of Fair Information Practice for all
automated personal data systems as foliows:

The Code should define “fair information
practice” as adherence to specified safe-
guard requirements.

I'he Code should prohibit violation of any
sareguard requlrement as an ‘‘unfair iifor-
mation practice.”

‘i1he Code should provide that an unfair in-
formation practice be subject to both civil
and criminal penalties.

The Code should provide for injunctions
to prevent violation of any safeguard re-
quirement.

The Code should give individuals the right
to oring suits for unfair information prac-
tices to recover actual, liquidated, and puni-
tive damages, in individusal or class actions.
It should also provide for recovery of reason-~
able attorneys’ fees and other costs of litiga-
tion incurred by individuals who bring suc-
cessful suits.” -

Pending the enactment of a code of fair
information practice, the Advisory Comimit~
tee also recommended that all Federal agen-
cies apply these requirements to all Federal
systems, and assure through formal rule-
making that they are applied to all other
systems within reach of the Federal govern-~
ment’s suthority. Beyond the Federal Gov-
ernment, they urged that state and loeal gov-
ernmenty, the institutions within reach of
their suthority, and all private organiza-
tlons adopt the safeguard requiremients by
whatever means are appropriate.

Hevolutionary changes in data collection,
storage and sharing were described by Sena-
tor Goldwater, who was one of many wit-
nesses who called for enactment of the rec-
ominendations of the HEW Advisory Com-
miitee. He stated:

“Computer storage devices now exist which
make it entirely practicable to record thou-
sands of mlilllons of characters of infcrma-
tion, and to have the whole of this always
avallable for instant retrieval . . ., Distance
18 no obstacle. Communications circuits,
telephone lines, radio waves, even laser
beams, can be used to carry information in
bulk at speeds which can match the com-
puter’s own. Time-sharing 1s normal . . .
we are now hearing of a system whereby
it is feasible for there to be several thou-
sands of simultaneous users or terminals,
Detalls of our health, our education. our
employment, our taxes, our telephone calls,
our insurance, cur banking and finsncial
transactions, pension contributions, our
books borrowed, our airline and hotel reser-
vations, our professional societies, our family
relatlonships, all are being handled by com-
puters right now. Unless these computers,
both governmental and private, are specifi-
cally programmed to erase unwanted history,
these details from our past can at any time
be reassembled to confront us ... We must
program the programmers while there 1s still
some personal liberty left.”

The Committee has found that the con-
cern for privacy is a bipartisan issue and
knows no political boundaries. President
Ford, as Vice-President, chalred a Dorestic

! Records, Computers, and the Rights of
Citizens, U.8. Department of Health, Bduca-
tion and Welfare, 1973, p. Xx.
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Council Committee on the Right of Privacy
which was established by President Nixon
in February 1974. In a recent address on the
subject, he stated:

“In dealing with troublesome privacy
problems, let us not, however, scapegoat the
computer ltself as a Frankenstein’s monster.
But let us be aware of the implications posed
to freedom and privacy emerging from the
ways we use computers to collect and dis-
seminate personal information. A concerned
involvement by all who use computers is
the only way to produce standards and poli-
cles that will do the Job. It is up to us to
assure that information is not fed into the
computer unless it is relevant.

“Even if it is relevant, there is still a
need for discretion. A determination must
be made if the social harm done from some
data outweighs its usefulness. The decision-
making process is activated by demands of
people on the government and business for
instant credit and instant services. Computer
technology has made privacy an Issue of
urgent national significance. It is not the
technology that concerns me but its abuse.
I am also confident that technology capable
of designing such intricate systems can also
design measures to assure security.”

FEDNET

In the same address, the Vice-President
called attention to FEDNET and problems
involved in a proposed centralization of com-
puter facilities which concerned several Con-
gressional committees and which provisions
in 8. 3418 would correct. He stated:

“The Government’'s General Services Ad-
ministration hag distributed specifications
for bids on centers throughout the country
for a massive new computer network. Is
would have the potentlal to store compre-
hensive data on individuals and institutions.
The contemplated system, known as FED-
NET, would Hnk Federal agencies in a net-
work that would allow GSA to obtain per-
sonal information from the filea of many
Federal departments. It is portrayed as the
largest single governmental purchase of civile
lan data communication in history.

“I am concerned that Federal profection
of individual privacy is not yet developed to
the degree necessary to prevent FEDNET
from being used to probe into the Iives of
individuals, Before building a nuclear reac-
tor, we design the safeguards for its use. We
also require environmental impact state-
ments specifying the anticipated effect of the
reactor’s operation on the environment. Prior
to approving a vast computer network affect-
ing personal lives, we need a comparable pri-
vacy impact statement. We must also con-
sider the fallout hazards of FEDNET to tradi-
tional freedoms.”

Examples

The revelations before the Select Commit-
tee t6 Investigate Presidential Campaign Ac-
tivities concerning policies and practices of
promoting the illegal gathering, use or dis-
closure of information on Americans who
disagreed with governmental policies were
cited by almost all witnesses as additional
reasons for Immedlate congressional action
on S. 3418 and other privacy legislation. The
representative of the American Civil Liber-
tles Union stated:

‘“Watergate has thus been the symbolic
catalyst of a tremendous upsurge of interest
in securing the right of privacy: wiretapping
and bugging political opponents, breaking
and entering, enemies lists, the Huston plan,
national security justifications for wiretap-
ping and burglary, misuse of information
compliled by government agencies for politi-
cal purposes, access to hotel, telephone and
bank records; all of these show what govern-
ment can do if its actions are shrouded in
secrecy and its vast information resources are
applled and manipulated in a punitive, selec-
tive, or political fashion.”
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Despite -such current concern, Congres-
stonal studies and complaints to Congress
show that the threats to individual privacy
from the curiosity of administrators and
salacious inquiries of investigators predated
“Watergate” by many years. These have been
described at length in the hearing record on
S. 3418. }

For example, under pain of civil and crim-
inal sanctlions, many people have been se-
lected and told to respond to questions on
statistical census questionnaires such as the
follgwing: .

How much rent do you pay?

Do you live in a one-family house? .

If & woman, how many bables have you
had? Not counting still births,

How much did you earn in 1967?

If married more than once, how did your
first marriage end?

Do you have a clothes dryer?

Do you have a telephone, if so, what is the
number?

Do you have a home food freezer?

Do you own & second home?

Does your TV set have UHF?

Do you have a flush tollet?

' Do you have a bathtub or shower?
“ The studles show that thousands of ques-
tionnaires. are sent out yearly asking personal
questions, but people are not told their re-
sponses are voluntary; many think criminal
penalties attach to them; it Is difficult for
them to find out what legal penalties attach
to a denial of the Information or what will
be done with it. If they do not respond, re-
ports show that they are subjected to tele-
phone calls, certified follow-up letters, and
personal visits. Much of this work 1s done by
the Census Bureau under contract, and
many people -believe that whatever agency
receives the responses, their answers are sub-
ject to the same mandatory provisions and
confidentiality rules as the decennial census
replies. A Senate survey revealed that in 3
years alone the Census Bureau had provided
their computer services at the request of 24
other agencies and departments for con-
ducting voluntary surveys covering over 6
million people. Other independent voluntary
surveys were conducted by the agencies
themselves on subjects ranging from bomb
shelters, to smoking habits, to birth control-
methods, to whether people who had died
had slept with the window open. The form
usually asked for soclal security number, ad-
dress and phone number.

One such survey technigue came to light
through complaints to Congress from elderly,
disabled or retired people in all walks of life
who were pressured to answer a 15-page form
sent out by the Census Bureau for the De-
partment of Health, Education and Welfare
which asked:

What have you been dolng in the last 4
weeks to find work?

Teking things all together, would you say
you are very happy, pretty happy, or not too
happy these days? ) .

Do you have any artificial dentures?

Do you—or your spouse—see or telephone
your parents as often as once a week?

‘What s the total number of gifts that you
give to individuals per year?

How many different newspapers do you re-
cive and buy regularly?

Ahout how often do you go to a barber shop ‘

or beauty salon?
Wheat were you doing most of last week?
Applicants for Federal jobs In some agen-
cles and employees in certain cases, have been
subjected to programs requiring them to
answer forms of psychological tests which
.contained questions such as these:?

2z Senate Report 93-724, to accompany 8.
1688. “To Protect the Privacy and Rights of
Federal Employees.,” The report describes
other similar programs for sollciting, col-
lecting or using personal information from
and about applicants and employees. S. 1688
has been approved by the Senate five times.
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I am seldom froubled by constipation.

My sex life is satisfactory.

At times I feel like swearing.,

I have never been. in trouble because of
my sex behavior, '

I do not always tell the truth.

I have no dificulty in starting or holding
my bowel movements. -

I am very strongly attracted by members
of my own sex.

I like poetry.

I go to church almost every week,

I believe in the second coming of Christ.

I believe 1n a life hereafter,

My mother was a good woman,

I believe my sins are unpardonable.

I have used alcohol excessively.

I loved my Mother.

* I believe there 1s a God.’

Many of my dreams are about sex matters.

At periods my mind seems to work more
slowly than usual.

I am considered a liberal “dreamer” of
new ways rather than a practical follower of
well-tried ways. (a) true, (b) uncertain, (c)
false,

When telling a person a deliberate lie, I
have to look away, being ashamed to look
him in the eye. (a) true, (b) uncertain, (c)
false. '

First Amendmeni Programs: the Army

Section 201(b)(7) prohibits departments
and agencles from undertaking programs
for gathering information on how people ex-
ercise thelr First Amendment rights. Sec-
tion 201(a) prevents them from collecting
and maintaining information which Is not
relevant to a statutory purpose.

The need for these provisions have been
made evident In meny ways. In addition to
federal programs for asking people questions
such as whether they “believe In the second

coming of Christ,” there have been numer-

ous other programs affecting First Amend-
mgnt rights.

One of the most pervasive of the Iintru-
sive information programs which have con-
cerned the Congress and the public in re-
cent. years involved the Army surveillance of
civilians, through its own records and those
of other federal agencies. The detalls of these
practices have been documented In Con-
gressional hearings and reports and where
summarized by Senator Ervin as follows: 3

Despite First Amendment rights of Amer-
icans, and desplte the constitutional division
of power between the federal and state gov-
ernments, despite laws and decisions defin-
ing the legal role and dutles of the Army, the
Army was given the power to create an in-
formation system of data banks and com-=-
puter programs which threatened to erode
these restrictions on governmental power.

“Allegedly for the purpose of predicting
and preventing clvil disturbances which
might develop beyond the control of state
and local officials, Army sagents were sent
throughout the country to keep surveillance
over the way the ecivilian population ex-
pressed their sentiments about government
policies. In churches, on campuses, in class-
rooms, in public meetings, they took notes,
taperecorded, and photographed people who
dissented in thought, word or deed. This
included clergymen, editors, public officials,
and anyone who sympathized with the
dissenters.

“With very few, if any, directives to guide
their activities, they monitored the member-
ship and policles of peaceful organizations
who were concerned with the war in South-
east Asia, the draft, racial and labor prob-
lems, and community welfare. Out of this
surveillance the Army created blacklists of

3 Hearings before the Subcommittee on
Constitutional Rights of the Judiclary Com-

.mittee, 4 Columbie Human Rights Review

(1972) Hearings, 92d Cong., 2d sess. February
1971,

»
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organizations and personalities which were
circulated to many federal, state and local
agencies, who were all requested to supple-
ment the data provided. Not only descrip-
tions of the.contents of speeches and politi-
cal comments were included, but irrelevant
entries about personal finances, such as the
fact that & militant leader’s credit card was
withdrawn. In some cases, a psychiatric diag-
Tnosis taken from Army or-other medical rec-
ords was included.

“This information on individuals whs pro-
grammed into at least four computers ac-
cording to their political beliefs, or their
memberships, or their geographic residence.

“The Army did not just collect and share
this information. Analysts were assigned the
task of evaluating and labeling these people
on the basis of reports on their attitudes, re-
marks and activities. They were then coded
for entry into computers of microfiim data
banks.”

Mr. HUDDLESTON. Mr. President, as
a member of the Government Opera-
tions Committee, I am pleased to support
S. 3418, which is designed to protect the
right of privacy of individual citizens in
the collection, maintenance and dissemi~
nation of personal information.

The right of individual privacy is vital
to any free soclety.

That right is a basic concept which
permesates the very fiber of our Constitu-
tion, even though it is not an explicit
constitutional guarantee. The freedoms
guaranteed by the first amendment—free
speech, a free press, and freedom of as-
sembly and religion—at the very least
imply the right to be “let alone” by the
Government. ‘The principle is further
demonstrated by the constitutional pro-
hibition against the Government invad-
ing the privacy of homes or businesses by
conducting unreasonable search and
selzure and the right against self-
incrimination is another section that
deals with privacy.

The individual’'s right to privacy has
Iong heen recognized by the courts which
have consistently protected it from both
governmental and nongovernmental in-
tervention. As technological advances—
cameras, wiretaps, sound recordings,
and so forth—provided new opportunities
for infringement upon these rights, the
courts responded in an affirmative man-
ner. Unfortunately, due to the nature of
the courts, this response has often been
slow and incomplete. Case law is built
gradually over a period of years and is
often incomplete because it 1s usually
decided on narrow issues of law. Thus,
what is needed now is a coordinated and
comprehensive approach to the problems
that can be provided only by the
Congress.

Technology Is again advancing, this
time in the form of computers. This new
technology brings with it, as advance-
ments often do, the possibility for negli-
gent use or deliberate misuse. This is
what we must guard against. With the
development of the computer it has be-
come possible to collect, instantly re-
trieve and anhalyze vast amounts of per-
sonal information. Access to this person-
al data has been expanded by the com-
puter’s ability to retrieve data across
agency, institutional, governmental and
geographic boundaries.

A prime example of the type of ad-
vanced computer system we may be deal-
ing with in the future is the proposed
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FEDNET. This giant computerized in.
formation system, brainchild of the Gen.-
eral Services Administration, was de-
sisgmed to centralize the data processing
and telecommunications operations o
numerous Federal agencies. Withous:
proper safeguards, vast amounts of per-
sonal information retained by the vari-
ous agencies would be instantly available
zt hundreds of terminals scatterect
throughout the United States. And that
information covers every spectrum-—ed--
ucational, medical, financial and ju-
cliclal—of the lives of hundreds of thou-
saids of private citizens. Fortunately this
system has been temporarily sidetracked.
But the threat of “Big Brother’ was
clearly there.

Our recent experience with Watergate:
and related matters points up the neec.
for enacting safeguards to protect the
coilection and use of such information
The compilation of an enemies list, for
example, must be viewed as only the first:
step in an abuse of power, for the nexf
lngical step would be the compilation of
‘“useful” information ahout those on the:
list. And what more ready source exists
than the bulging files of the Federa.
Government.

The need for protective legislation i«
well documented. The record is replete
with ealls for safeguards in this area
Congress has been probing this problem
for years with the leadership of such.
raembers as the - distinguished Senator
from North Carolina (Mr. Ervin). In.
June of this year, the Committee on
Government Operstions ad hoec Subcom-
mittee on Privacy and Information Sys-
tems in conjunction with the Judiciary
Committee’s Subcommitteer on Consti-
tutional Rights conducted hearings op
. 3418. The roster of witnesses included
high ranking civil servants and recog-
nired nongovernment experts. The gen-
eral consensus of those testifying was
taat there is a definite need to protect
individual privacy in this area. Former
Attorney General Elliot Richardson, for
example, stated at those hearings:

I certainly hope ... a major bill will be
anncted to establish in law the fundamental
principles of fair information practice that
are nhecessary to-safeguard the right of per-
sonial privacy as it relates to record keeping
abpout individual Americans.

;3everal major studies drew the same
sonclusion.

"The HEW Advisory Committee on Au-
tomated Personal Data Systems issued
it:s report, “Records, Computers, and The

tizhts of Citizens,” in 1973. This com-
mittee determined that under current
law, a person’s privacy is not adequately
protected against arbitrary or ahusive
recordkeeping practices and that there
is a need to establish standards of rec-
orrikeeping nractices which are appropri-
ate to the computer age.

Another study, made by the Judiciary"

Committee’s Subcommittee on Constitu-
tional Rights, entitled “Federal Data
Bizanks and Constitutional Rights,” pro-
duced some sobering statistics. Agencies
maintaining 84 percent of the Federal
dala banks analyzed—858-—were unable
to cite explicit statutory authority for
their existence and 18 percent could not
cite any statutory authority.
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While the actual and potential abiises
of personal information systems have
been well documented, we should not
view all such systems as sinister threats
to petrsonal privacy. Information regard-
ing private individuals is a vital eletaent
of any government. Officials must :ave
ceriain information and statistics if they
are to devise and implement programs
and policies which fit the needs of the
people. This requires the collection,
anolysis, and dissemination of some
personal information. Most agencies ac-
complish this without infringing upon
individual rights. However, the neec¢ for
sateguards is not negated by this. The
threat still exists and must be dealt with,

1 believe that S. 3418 would proiuote
accountahility and responsibility in Fed-
eral agencies by establishing miniraum
standards for gathering, handling, and
processing personal information by *ed-
erali departments and agencies. Only
information that is relevant and necces~
sary for a statutory purpose of the
agency couid be collected, solicited, and
maintained.

Furthermore, iInformation would have
to be accurate, complete, timely, and rel-
evant to the agencies’ needs. Disclosure
of information could only be made under
certain defined conditions.

With some necessary exceptions---for
example, if national defense would he
endangered—an individual would be al-
lowed to review his or her files and
challenge the content. To enforce h:s or
her rights under the act, the individual
would have access to the courts.

A significant feature of the bill 1s the
creation of the Privacy Protection Com-
mission to assist agencies in complying
with the letter and spirit of the act; in-
vestigate abuses; and make recommen-
dations to Congress regarding the need
for additional legislation to protect in-
dividual privacy in a computer age. The
Commission would also compile an an-
nual directory of Federal personal in-
formation files such as those maintained
on civilians by the military several years
ago.

There even would be some relief for
those who find themselves inundated
with unwanted or junk mail. An in-
dividual could have his or ker name re-
moved from a meiling list.

1 believe that the time tc act on ihis
madtter is now. Dielay may well he costly
in terms of freedoms lost and increased
financial burdens.

Dr. Alan Westin, professor of public
law and govermment, Columbia Univer-
sity, has warned in his testimony before
the Committee on Government Opera-
tions, that a delay will assure that a
large number of major data systems will
be built in ways that will make it ex-
tremely expensive to alter the software,
change the file structures or reorganize
the data flows. Let us not delay at our
own expense.

Mr. BAKER. Mr. President, 1t is my
privilege to join my colleagues from
North Caroling (Mr, ErviN), Illinois * Mr.
PERCY), Maine (Mr. MuskIg), Connecti-
cut (Mr. RIBICOFF), Washington +«Mr.
JACKSON), and Arizona (Mr. GOLDWAER)
in cosponsoring 8. 3418, the so-called
privacy hill.

November 21, 1974

I tihnk it is fair to term S. 3418 a
“privacy”’ bill because it seeks to reduce.
if not eliminate, the peril to personal
privacy and individual rights presented
by governmental data banks and in-
formation gathering systems. Moreover,
traveling in the wake of the recent dis-
closures of the dubious uses to which In-~
ternal Revenue Service files, FBI data
banks, and military information systems
have been directed, and in light of the
massive information recording facilities
possessed by other Federal agencies.
privacy legislation designed to effect fair

- information practices and to provide for

a single mission oversight and clearing-
house Privacy Protection Commission is
particularly appropriate.

As an advocate of increased congres-
sional and Presidential oversight of Fed-
eral intelligence gathering, surveillance,
and law enforcement agencies, I believe
that an independent Privacy Protection
Commission, as proposed by S. 3418, will
facilitate legislative and executive over-
sight through creating a central clear-
inghouse for ascertaining the character
and existence of all Federal information
systems and by bearing a positive re-
sponsibility to monitor governmental
data system procedures and policies. Per-
haps more importantly, title IT of S. 3418
outlines Federal standards governing the
gathering and distribution of informa-
tion relating to U.S. citizens and per-
manent resident aliens. These standards
affirm that the existence of governmen-
tal recordkeeping systems should be pub-
lic knowledge; that governmental agen-
cles should maintain only such records
as are related to and permitted by its
statutory authority; that Federal infor-
mation systems containing personal data
are accurate, relevant, and complete:
that personal files be kept secure and
confidential; and that interagency pool-
Ing or transfers of personal data be re-
corded, disclosed, and relevant to the
needs of the agency to which the infor-
mation is transferred. The standards
provided in title IT of the bill also strictly
limit the collection of information re-
garding a citizen’'s exercise of his first
amendment rights—thereby reaching the
concern produced by ongoing revela-
tions of FBI, IRS, and military compila~
tions of information concerning dissident
or political action groups.

To those of my colleagues who may
be concerned regarding the impact of S.
3418 upon the intelligence and law-en-
forcement community, I would note that
section 203 of the bill provides respon-
sible foreign policy, national defense,
and law enforcement related exemptions
from the bill’s personal information dis-

- closure requirements, disclosure of the

source of personal information, and the
right of the individual to be informed of
the existence of personal information
on file. It should be emphasized that the
standards and sanctions imposed by S.
3418 pertain only to personal informa-
tion regarding American citizens and
resident aliens and should not impair
the ability of U.S. intelligence agencies
to collect and keep confidential informa-
tion regarding foreign agents and non-
resident allens.

Senate passage, and I hope it will
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wiaass, of this privacy bill should not be

construed as Iimputing any unworthy’
motives to the executive branch or the

officials of Federal agencies currently
involved in information collection and
data bank operations. What this bill is

designed to do is to limit personal data

collection to a necessary minimum, to
apprise the citizenry of the existence
and character of all governmental data

systems, to insure that data collection:

does not impair individual constitutional
rights, and to provide the public with an
awareness of how much and under what
authority personal information is being
assembled and assimilated by the Fed-
eral Government. -

Mr. RIBICOFF. Mr. President, 41
years ago, George Bernard Shaw, in a
speech, commented:

‘There is no such thing as privacy in this
country. .

Unfortunately, the statement remains
true today. - .

Over the past two decades, the com-
‘puter has allowed the Government to
expand its information-gathering facil-
ities. In 1972, the National Academy of
Sciences reported:

That 1t is technologleally possible today,
especlally with recerit advances in mass stor-
age memories, to build a computerized, on-
line flle containing the compacted equiva-
lent of 20 pages of typed information about
the personal history of selected activities of
every man, woman, and child in the United
States, arranging the system so that any
single record could be retrieved in about
30 seconds,

This possibility requires that we ask
a fundamental question about the rights
of the individual citizen in our scciety.
Is 1t in our best interests to allow the
Governnient to continue to expand its
files on citizens and to gather detailed
information on any citizen without
proper safeguards for the privacy of
those Individuals?

As early as 1967, the Senate Adminis-
trative Practices Subcommittee revealed
that—

Our names alone are in government files
2,800 million times. Our social security num-
bers are listed 2,800 million times. Polico
records number 264,600 million; medical his-
torles, 342 million; and psychiatric histories,
279 million,

The Federal Government now main-
tains over 800 data-collection systems.
These data systems contain over 1 bil-
lion records on individuals. Yet, of the
over 800 Federal data collection systems,
only 10 percent are specifically author-
ized by law—more than 40 percent do
not inform individuals that records are
being kept on them—half the systems
do not permit Individuals to review or
correct their own files. _

Today, the Government maintaing
“files” on a large majority of Americans.
Often, these flles contains information
of a most personal nature. Often the in-
formation is outdated and incorrect. Yet,
decisions affecting people’s lives are
made based on these same files. It ap-
pears that a large and unmeasured toll
appears to be taken on the constitution-
al principles of accountability, respon-
gibility, and limited government.

Both the Republican and Democratic
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policy platforms have placed privacy as
a high priority concern. President Ford,
in his speech hefore the joint session
of Congress on August 12, 1974, com-
mented: )
There will be hot pursult of tough laws
to prevent illegal invasions of privacy in
both government and private activities.

- The HEW Advisory Committee on Au-

tomated Personal Data Systems recom-
mended the enactment of a Federal
“Code of Pair Information Practice,”
based on five basic principles, for all au-
tomated personal data systems. The
principles are incorporated into the in-
dividual rights guaranteed in S. 3418,
the bill before us today, which I am
pleased to be a sponsor:

To know that no secret data system
exists; :

To know what information about that
individual iIs In & record and how it is
used;

To prevent information obtained for
one purpose from being used for other
purposes without consent of the in-
dividual; and

To correct or amend
about that individual.

8. 3418 establishes an independent
Privacy Protection Commission to deal
systematically with the range of admin-
istrative and technological problems
throughout Federal Government agen-
cies and to study privacy abuses in the
private sector as well as in State and lo-
cal government agencles. The commis-
sion will serve as an effective balance be-
tween citizens and the Government in
order to further develop policy in our
rapidly changing technological environ-
ment. There is a need for a staff of ex~
perts to furnish assistance to Govern-
ment agencies and to inform Congress
and the public of the scope and kinds of

information

data-handling used by Government and-

private organizations. The commission
would continually check the need for
new or expanded data systems and pro-
vide citizens with adequate information
about which agencies maintain, dis-
tribute, or use information about them.

The bill requires that an individual be
Informed when 4 file is kept on him and
that he be given an opportunity to chal-
lenge information in the file. The bill re-
quires that all files be regularly updated,
that information be disclosed only in ac-
cord with strict guidelines, and that rec-
ords be kept of all such disclosures.

New advances in computer technology
doubtless provide our soclety with ad-
vantages. Qur technology allows Govern-
ment and Industry to operate more effi-
clently and cheaply. It allows quick ac-
cess to information—Information that

becomes too easily availlable, We would"

be foolish to contend that the computer
presents us with no dangers. We would be
wrong not to consider the very real
threats presented by loosely controlled or
unregulated computer date systems. I be-
lieve 8. 3418 is a necessary check on Gov-
ernment data systems.

Justice Brandeis’ wisdom in his dis-~
senting opinion in the first wiretap case
to reach the Supreme Court, Olmstead v.
United States (1927), in crediting the
framers of the Constitution with having
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“conferred, as against the Government,
the right to be left albne—the most com-
prehensive of rights and the right most
valued by civilized man” must be re-
membered. He urged that privacy must
be protected by nothing less than the
brevention of “every unjustifiable intru-
sion by the Government upon the privacy
of the individual, whatever the means
employed.”

No specific statute allowed the Army to
blacklist persons involved in the anti-
war movement. No act of Congress au-
thorized the Army to send the names
of blacklisted persons to numerous State
and Federal agencies. Congress hever in-
tended that persons be subjected to sur-
veillance and intimidation, because they
chose to exercise their first amendment
rights,

I lend my support to S. 3418 and will
vote for its passage.

Mr. ROBERT C. BYRD. Mr, President,
I ask unanimous consent that the names
of Mr. Cranston and Mr. NerLsox be
added as cosponsors of the bill under con-
sideration (8. 3418) to establish a Fed-
eral Privacy Board. .

The PRESIDING OFFICER. Without
objection, it is so ordered.

Mr, ERVIN. Mr. President, I commend

‘the distinguished Senator from Connect-

icut (Mr. Rieicorr) for the great con-
tribution which he has made to the de-
velopment of this bill.

The PRESIDING OFFICER. The ques-
tlon Is oh the engrossment and third
reading of the bill.

The bill was ordered to be engrossed
for a third reading and was read the
third time.

The PRESIDING OFFICER., The
question is, Shall the bill pass?

The yeas and nays have been ordered,
and the clerk will call the roll.

The legislative clerk called the roll.

Mr. ROBERT C. BYRD. I announce
that the Senator from Texas (Mr. BENT-
SEN), the Senator from Mississippl (Mr.
EasTranD), the Senator from Arkansas
(Mr. FurericuT), the Senator from
South Dakota (Mr. McGOVERN), the Sen-
ator from Minnesota (Mr. MONDALE), the
Senator from New Mexico (Mr. Moxn-
TOYA), the Senator from Maine (Mr.
Muskie), the Senator from Rhode Island
(Mr. PasToRE), the Senator from Ala-
bama (Mr. SparkMAN), and the Senator
from Missouri (Mr. SYMINGTON) are
necessarily absent.

I further announce that the Senator
from Minnesota (Mr., HUMPHREY) is ab-
sent on official business.

I further announce that, if present and
voting, the Senator from Minnesota (Mr.
HumrHREY), the Senator from Rhode Is-
land (Mr, PasTore), and the Senator
from Missouri (Mr, Symineron) would
each vote “yea.”

Mr. GRIFFIN. I announce that the

. Senator from Utah (Mr, BENNETT), the

Senator from Colorado (Mr. DoMINICK),
and the Senator from Arizona (Mr.
FanNIN) are necessarily absent.

I also announce that the Senator from
New York (Mr. BuckLEy) and the Sen-
ator from Maryland (Mr. MATHIAS) are
absent on officlal business.

I further announce that the Senator
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from Oregon (Mr. HaTtrierp) is absent
due to illness in the family.

I further announce that, If present
and voting, the Senator from Oregon
(Mr. Harrierp) would vote “yea.”

The result was announced—yeas T4,
nays 9, as follows:

[No. 496 Leg.]

YEAS—T74
Abourezk Ervin Metcalf
Allen Fong Metzenbaum
Baker coldwater Moss
Bartlett Gravel Nelson
Bayh Griffin Nunn
Besll Gurney Packwood
Bellmon Hart Pearson
Bible Hartke Pell
Biden Haskell Percy
Broci Hathaway Proxmire
Brooke Helms Randolph
Burdick Hollings Ribicoff
Byrd, Huddleston Roth

Harry F., Jr. Hughes Schweliker

Byrd, Robert C. Inouye Scott, Hugh
Cannon Jackson Stafford
Casie Javits Stennis
Chiles Johnston Stevens
Church Kennedy Stevenson
Clark Long Taft
Cook Maghnuson Talmadge
Cranston Mansfield Tunney
Doie McClute Weicker
Domenicl McGee Willlams
Eagleton McIntyre Young

NAYS—9
Aiken Hruska Thurmond
Conton McClellan Tower
Curtis Scott,
Hansen Wwilllam L.

NOT VOTING—17

Bennett Fulbright Montoysa
Bentsen Hatfield Muskie
Buckley Humphrey Pastore
Dominick Mathias Sparkman
Eastiand McGovern Symington
Fannin Mondale

30 the bill (S. 3418) was passed, as
follows:

-An act to establish a Privacy Protection
Commission, to provide management sys-
wems in Federal agencles and certaln
nther organizations with respect to the
zathering and disclosure of information
zoneerning  individuals, and for other
purposes.

B2 it enacted by the Senate and House of
Representatives of the United States of
Aranerica in Congress assembled,

TITLE I—PRIVACY PROTECTION
COMMISSION

ESTABLISHMENT OF COMMISSION

Sic. 101. (a). There is established as an
independent agency of the executive branch
of the Government the Privacy Protection
Commyission.

(k) (1) The Commission shall be composed
of five members who shall be appointed by
the President, by and with the advice and
consent of the Senate, from among mems-
bers of the public at large who, by reason
of their knowledge and expertise in any of
the following areas: civil rights and liber-
ties, law, social sciences, and computer
technology, business, and State and local
government, are well qualified for service
on the Commission and who are not other-
wise officers or employees of the TUnited
States. Not more than three of the members
of the Commission shall be adherents of
the same political party.

(2) One of the Commissioners shall be
appointed Chalrman by the President:

(3) A Commissioner appointed as Chair-
man shall serve as Chairman until the ex-
piration of his term as a Commissioner of
the Commission (except that he may con-
tinue to serve as Chairman for so long as he
remains a Commissioner and his successor
as Chairman has not taken office). An in-

dividual may be appointed as a Commis-
sioner at the same time he 1s appointed
Chalrman. >

(¢) The Chairmen shall preside at all
meetings of the Commission and a quorum
for the transaction of business shall cone
sist of at least three members present (but
the Chairman may designate an Acting
Chairman who may preside in the absence
of the Chairman). Each member of the Com-
mission, including the Chairman, shall have
equal responsibility and authority in all
decisions and actons of the Commisslen,
shall have full access to all Information re-
lating to the performance of his duties or
responsibilities, and shall have one vote.
Action of the Commission shall be deter-
mined by a majority vote of the members
present. The Chairman (or Acting Chair-
man) shall be the cfficial spokesman of the
Commission in itz velations with the Con-
gress. Government agencles, persons, or the
public, and, on behalf of the Commission,
shall see to the faithful execution of the
policies and decislons of the Commission,
and shall report thereon to the Commission
from time to time or as the Commission
may direct.

(d) Each Commissioner shall be compen-
sated at the rate provided for under section
5314 of title 5 of the United States Code, re-
lating to level IV of the Executive Schedule.

(e) Commissioners shall serve for terms of
three years. No Commissioner may serve more
than two terms. Vacancles In the member-
ship of the Commission shall be filled in the
same manner in which the original appoirit-
ment was made.

(f) Vacancles in the membership of the
Commission, as long as there are three Com-
missioners in office, shall not impair the
power of the Commission to execute the
functions and powers of the Commission.

(g) The members of the Commission shall
not engage in any other employment during
their tenure as members of the Commission.

(h) (1) Whenever the Commission submits
any budget estimate or request to the Presi-
dent or the Office of Management and Budg-
et, it shall concurrently transmit a copy of
that request to Congress.

(2) Whenever the Commission submits any
legislative recommendations, or testimomy,
or comments on legislation to the President
or Office of Management and Budget, it shall
concurrently transmit a copy thereof to the
Congress. No officer or asgency of the Unized
States shall have sny authority to require
the Commission to submit its legislative rec-
ommendations, or testimony, or comments on
legisiation, to any officer or agency of -he
United States for approval, comments, or
review to the submission of such recommen-
dations, testimony, or comments to the Con-
gress.

PERSONNEL OF THE COMMISSION

Sec. 102. (a) (1) The Commission shall ap-
point an Executive Director who shall per-
form such duties as the Commission may
determine. Such appointment may be made
without regard to the provisions of title 5,
United States Code.

(2) The Executive Director shall be ccm-
pensated at a rate not In excess of the maxi-
mum rate of GS-18 of the General Schedule
under section 5332 of title 5, United States
Code. .

(b) The Commission 1s authorized to ip-
point and fix the compensation of such offi-
cers and employees, and prescribe thelr func-
tions and duties, as may be necessary to carry
out the provisions of this Act.

(¢ The Commission may obtain the serv-
jces of experts and consultants in accord-
ance with the provisions of section 3109 of
title 5, United States Code. '

FUNCTION OF THE COMMISSION

Src, 103. (&) The Commission shall—
(1) publish annually a United States Di-
rectory of Informstlon Systems containing

Approved For Release 2002/01/28 : CIA-RDP76M00527R000700150081-
CONGRESSIONAL RECORD — SENXFE 116%

vem%er.. 21, 1974

the Information specified to provide notice
under section 201(c) (3) of this Act of each
information system subject to the provisions
of this Act and & listing of all statutes which
reguire the collection of such information by
a Federal agency;

(2) Investigate, determine, and report any
violation of any provislon of this Act (or
any regulation adopted pursuant thereto)
to the President, the Attorney General, the
Congress, and the General Services Adminis-
tration where the duties of that agency are
involved, and to the Comptroller General
when it deems appropriate; and

(3) develop model guidelines for the im-
plementation of this Act and assist Federal
agencies in preparing regulations and meet-
irg technical and administrative require-
ments of this Act.

(b) Upon receipt of any report required
of a Federal agency describing (1) any pro-
posed information system or data bank, or
(2) any significant expansion of an existing
information system or data bank, integra-
tion of files, programs for records linkage
within or among agencies, or centralization
of resources and facilities for data processing,
thie Commission shall—

(A) review such report to determine (1)
the probable or potential effect of such pro-
posal on the privacy and other personal or
property rights of individuals or the confi-
dentiality of information relating to such
individuals, and (1) its effect on the preser-
vation of the constitutional principles of
federalism and separation of powers; and

(B) submit findings and make recommen-
dations to the President, Congress, and the
General Services Administration concerning
the need for legislative authorlzation and
administrative action relative to any such
propoged activity in order to meet the pur-
poses and requirements of this Act.

(¢) After recelpt of any report required
under subsection (b), if the Commission de-
termines and reports to the Congress that
a proposal to establish or modify a data bank
or Information system does not comply with
the standards established by or pursuant to
this Act, the Federal agency submitting such
report shall not proceed to establish or
modify any such data bank or information
system for a period of sixty days from the
date of receipt of notice from the Commis-
sion that such data bank or system does not
comply with such standards.

(d) In addition to its other functions the
Commission shall-—

(1) to the fullest extent practicable, con-
sult with the heads of appropriate depart~
ments, agencles, and instrumentalities of
the Federasl Government, of State and local
governments, and other persons in carrying
out the piovisions of this Act and in con-
ducting tte study required by section 106
of this Acl;

(2) perfurm or cause to be performed such
research actlvities as may be necessary to
implement title II of this Act, and to assist
Federal agencies in complying with the re-
quirements of such title;

(3) determine what specific categories of
information should be prohibited by statute
from collection by Federal agencies on the
tasis that the collection of such information
would violate an individual’s right of
privacy; and

(4) prepare model legislation for use by
State and local governments in establishing
procedures for handling, maintaining, and
daisseminating personal information at the
State and local level and provide such tech-
rical assistance to State and local govern-
ments as they may require In the prepar-
atlon and implementation of such legisla«
tion.

CONFIDENTIALITY OF INFORMATION

SEc. 104. (a) Each department, agency, and
instrumentality of the executive branch of
the Government, including each independent
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agency, shall furnish to the Commission,
upon request made by the Chairman, such
data, reports, and other Information as the
Commission deems necessary to carry out
its functions under this Act.

(b) In carrying out its functions and exer-
cising 1ts powers under this Act, the Com-
mission may accept from any Federal agency
or other person any Iidentifiable personal
data if such data is necessary to carry out
such powers and functions. In any case In
which the Commission accepts any such
information, it shall provide appropriate
safeguards to insure that the confidentiality
of such Information is maintained and that
upon completion of the purpose for which
such information 1s required it is destroyed
or returned to the agency or person from
which it is obtained, ds appropriate.

POWERS OF THE COMMISSION

Sec. 105. (a)(l) The Commission may,
in carrying out its functions under this Act,
conduct such inspections, sit and act at
such times and places, hold hearings, take
such testimony, require by subpena the at-
tendance of such witnesses and the produc-
tion of such bocks, records, papers, corre-
spondence, and documents, administer such
oaths, have such printing and binding done,
and make such expenditures as the Commis-
sion deems advisable. A subpena shall be 1s-
sued only upon an affirmative vote of a ma-
Jority of all members of the Commission.
Subpenas shall be Issued under the signa-
ture of the Chairman or any member of the
Commuission designated by the Chairman and
shall be served by any person designated by
the Chairman or any such member. Any
member of the Commission may administer
oaths or afirmations to witnesses appearing
before the Commission,

(2) In case of disobedience to a subpena
Issued under paragraph (1) of this subsec~
tion, the Commission may invoke the aid of
any district court of the United States in
requiring compliance with such subpena.
Any district court of the TUnited States
within the jurisdiction where such person
Is found or transacts business may, in case
of contumacy or refusal to obey a subpena
issued by the Commission, issue an order
requiring such person to appear and -testify,
to produce such books, records, papers, cor-
respondence, and documents, and any failure
to obey the order of the court shall be pun-
ished by the court as a contempt thereof.

(3) Appearances by the Commission under
this Act shall be in 1ts own name. The Com-
mission shall be represented by attorneys
designated by it. ’

(4) Section 6001(1) of title 18, United
Btates Code, 1s amended by inserting im-
mediately after “Securities and Exchange
Commission,” the following: ‘“the Privacy
Protection Commission,”.

. (b) The Commission may delegate any of
its functions to such officers and employees
of the Commission as the Commission may
designate and may authorize such successive
redelegations of such functions as 1t may
deem desirable,

(c) In order to carry out the provistons
oi this Act, the Commission is authorized—

(1) to adopt, amend, and repeal rules and
regulations governing the manner of its op-
erations, organization, and personnel;

(2) to adopt, amend, and repeal interpre-
tative rules for the implementation of the
rights, standards, and safeguards provided
under this Act; -

(8) to enter into contracts or other ar-
rangements or modifications thereof, with
any government, any agency or department
of the United States, or with any person,
firm, assoclation, or corporation, and such
contracts or other arrangements, or modificg-
tions thereof, may be entered into without
legal conslderation, without performance or
other bonds, and without regard to section
8709 of the Revised Statutes, as amended
(41 UB.C. b);

“tion,

(4) to make advance, progress, and other
payments which the Commission deems nec=-
essary under this Act without regard to the
provisions of section 8648 of the Revised
Statutes, as amended (31 U.8.C. 529);

(b) recelve complaints of violations of this

"Act and regulations adopted pursuant theré--

to;, and
(6) to take such other action as may be
mecessary to carry out the provisions of this
Act. )
COMMISSION STUDY OF OTHER GOVERNMENTAL
AND PRIVATE ORGANIZATIONS

Sec. 106. (a) (1) The Commission shall
make a study of the data banks, automated
data processing programs, and information
systems of governmental, regional, and pri-
vate organizations, in order to determine the
standards and procedures in force for the
protection of personal information, and to
determine the extent to which those stand-
ards and procedures achieve the purposes of
this Act.

(2) The Commlission periodically shall re-
port its findings to the President and the
Congress and shall complete the study re-
quired by this section not later than three
years from the date this Act becomes effec-
tive.

(3) The Commission shall recommend to-

the Presldent and the Congress the extent,
if any, to which the requirements and prin-
ciples of this Act should be applied to the
information practices of those organizations
by legislation, administrative action, or by
voluntary adoption of such requirements and
principles. In addition, 1t shall submit such
other legislative recommendations as it may
determine to be necessary to protect the pri-
vacy of individuals while meeting the legiti-
mate needs of government and society for
information.

(b) (1) In the course of such study and
In its reports, the Commission shall exam-
ine and analyze— -

(A) Interstate transfer of information
about Individuals which 1s being undertaken
through manual flles or by computer or
aother electronic or telecommunications
means; )

(B) data banks and information programs
and systems the operation of which signifi-
cantly or substantially affect the enjoyment
of the privacy and other personal and prop-
erty rights of individuals;

(C) the use- of social security numbers,
license plate numbers, universal identifiers,
and other symbols to identify individuals in
data banks and to gain access to, integrate,
or centralize information systems and files;
and

(D) the matching and analysls of statis-

tical data, such as Federal census dats, with

other sources of personal data, such as auto-
mobile registries and telephone directories,
in order to reconstruct individual responses
to statistical questionnalres for commercial
or other purposes, in & way which results in

a Violation of the implied or explicitly recog-

nized confldentiality of such information,

(2) The Commission shall include in its
examination information activities in the
following areas: medieal, insurance, educa-
employment and personnel, credit,
banking and financial Institutions, credit
bureaus, the commereial reporting industry,
cable television and other telecommunica=
tions media, travel, hotel, and entertainment
reservations, and’electronic check processing.
The Commission may study such other in-
formsation activities necessary to ecarry out
the congressional policy embodied in this
Act, except that the Commission shall not
Investigate information systems maintained
by religlous organizations.

(8) In conducting the study, the Com-

mission shall—

(A) determine what laws, Executive or<
ders, regulations, directives, and judicial de«
cisions govern the activities under study and
the extent to which they are consistent with
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the rights of privacy, due process of law, and
other guarantees in the Constitution;

(B) determine to what extent govern-
mental and private information systems af-
fect Federal-State relations or the principle
of separation of powers;

.(C) conduct a- thorough examination of
standards and criteria governing programs,
policies, and practices relating to the collec~
tlon, soliciting, processing, use, access, inte-
gration, dissemination, and transmission of
personal information; N

(D) to the maximum extent practicable,
collect and utilize findings, reports, and rec~
ommendations of major governmental, legis~
lative and private bodies, Institutions, orga-
nizations, and individuals which pertain to
the problems under study by the Commis<
slon; and

(E) recelve and review compiaints with
respect to any matter under study by the
Commission which may be submitted by
any person.

REPORTS

SEC. 107. The Commission shall, from time
to time, and in an annual report, report to
the President and the Congress on its activi-
tles’ in carrylng out the provisions of this
Act, . :

TITLE II—STANDARDS AND MANAGE-

MENT SYSTEMS FOR HANDLING INFOR-

MATION RELATING TO INDIVIDUALS

BAFEGUARD REQUIREMENTS FOR ADMEINISTRATIVE,
INTELLIGENCE, STATISTICAL-REPORTING, AND
RESEARCH PURPOSES

Sec. 201, (a) Each Federal agency shall—

(1) collect, solicit, and maintain only such
personal information as is relevant and nec-
essary to accomplish a statutory purpose of
the agency;

(2) collect information to the greatest
extent practicable directly from the subject
individual when the information may result
In adverse determinations about an individ-

“ual’s rights, benefits, and privileges under

Federal programs; and

(8) inform any individual requested to
disclose personal Information whether that
disclosure i1s mandatory or voluntary, by
what statutory authority it s solicited, what
uses the agency will make of it, what penal-
ties and specific consequences for the indi-
vidual, which are known to the agency, will
result from nondisclosure, and what rules
of confidentiality will govern the informa-
tion.

(b) Fach Federal agency that malntains
an Information system or file shall, with
respect to each such system or flle—

(1) insure that personal information
maintained in the system or file is sccurate,
complete, timely, and relevant to the pur-
pose for which it {8 collected or maintained
by the agency at the time any access is
granted to the flle, material is added to or
taken from the flle, or at any time 1t is used
to make & determinatton afiecting the sub-
Ject of the file;

(2) refrain from disclosing any such per-
sonal information within the agency other
than to officers or employees who have a need
for such personal informasation in the per-
formance of their duties for the agency;

(3) malntain a list of all categories of per-
sons authorized to have regular access to
personal informsation in the system or flle;

(4) maintain an accurate accounting of
the date, nature, and purpose of all other
access granted to the system or file, and all
other disclosures of personal information
made to any person outside the agency, or ta
another agency, including the name sand
address of the person or other agency to
whom disclosure was made or access was
granted, except as provided by section 202(b)
of this Act; )

(5) establish rules of conduct and notify
and instruct each person involved in the de-
sign, development, operation, or malntenance
of the system or file, or the collection, use,
maintenance, or dissemination of information
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about an individual, of the requirements of
this Act, including any rules and procedures
adopted pursuant to this Act and the pensdl-
ties for noncompliance;

(61 establish appropriate administrative,
technical and physical safeguards to insure
the security of the information system and
confidentiality of personal information and
to protect against any anticipated threats
or aazards to their security or integrity which
could result in substantial harm, embar-
rassraent, inconvenience, or unfalrness to any
individual on whom personal information is
maintained; and

(7) establish no program for the purpose
of collecting or maintaining information de-
scribing how individuals exercise rights guar-
anteed by the first amendment unless the
head of the agency specifically determines
that such information is relevant and neces-
sary to carry out a statutory purpose of the
agency.

(¢ Any Federal agency that maintains an
information system or file shall—

{1) make avallable for distribution upon
the request of any person a statement of the
existence and character of each such system
or fiie;

(2) on the date on which this Act becomes
effective and annually thereafter, notify the
Commission and give public notice of the
existence and character of each existing sys-
tem or file simultaneously, and cause such
notice to be published in the Federal Regis-
ter; and

(3) include In such notices at least the
foliowing information:

(A) name and location of the system or
file:

. (B) nature and purposes of the system or
file; :

(C) categories of individuals on whom
personal information is maintained and cate-
gories of personal Information generslly
maintained in the system or file, including
the nature of the information and the ap-
proximate number of individuals on whom
information is maintained;

(D) the confidentiality requirements and
the extent to which access controls apply to
such information;

(E) categories of sources of such personal
information;

{F') the Federal agency’s policles and prac-
tices regarding Implementation of sections
201 and 202 of this Act, information storage,
duration of retention of information, and
elimination of such Information from the
system or file;

() uses made by the agency of the per-
sonal information contained in the system
or file;

(H) identity of other agencles and cate-
gories of persons to whom disclosures of
personal information are made, or to whom
access to the system or file may be granted,
together with the purposes therefor and the
administrative constraints, if anypon such
disclosures and access, including any such
constraints on redisclosure;

(I} procedures whereby an individual can
(1) be informed if the system or flle contains
personal information pertaining to himself
or herself, (i1) gain access to such informa-
tion, and (iil) contest the accuracy, com=-
pleteness, timeliness, relevance, and neces-
sity for retention of the personal Informa-
tion: and

«J) name, title, officlal address, and tele-
phone number of the officer immediately re-
sponsible for the system or file.

<d) (1) Each Federal agency that maln-
tains an Information system or file shall as-
sure to an individual upon request the fol-
lowing rights:

(4) to be informed of the existence of any
personal information pertaining to that in-
dividual; N

{B) to have full access to and right to
inspect the personal information in a form
comprehensible to the individual;

{C) to know the names of all recipients of
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information about such Individual inecluding
the recipient organization and 1ts relation-
ship to the system or file, and the purpcse
and date when distributed, unless such in-
formation is not required to be maintained
pursuant to this Act;

(D) to know the sources of personal in-
formation (i) unless the confidentiality ot
any such source is required by statute, then
the right to know the nature of such source;
or (ii) unless investigative material used to
determine the suitabllity, eligibility, or qual-
Ifications for Federal civillan employment,
military service, Federal contiracts, or access
to classified information, is compiled by a
Federal agency in pursuit of an suthorized
investigative responsibility, and in the course
of compiling such materials, information
prejudicial to the subject of the investiga-
tion i3 revealed through & source who fur-
nishes such information to the Government
under the express provision that the identity
of the source will be held In confidence, and
where the disclosure of such iInformation
would Identify and be prejudicial to the
rights of the conficdential source, then the
right to know the nature of such informati-n
and to examine that Information If it is
found to be material or relevant to an ad-
ministrative or judicial proceeding by a Fed-
eral Judge or Federal administrative officer:
Provided, That investigative materlal shall
not be made available to promotion boards
which are empowered to promote or advar.ce
individuals in Federal employment, except
when the appointment would be from a non-
critical to a critioml security position;

(E) to be accompeanied by a person chossn
by the individual inspecting the information,
except that an agency or other person may
require the individusal to furnish a written
statement authorizing discussion of that in-
dividual’s file in the person’s presence;

(F) to receive such required disclosures
and at reasonable standard charges for docu-
ment duplication, in person or by mail, if
upon written request, with proper identifica-
tion; and

(@) to be completely informed about the
uses and disclosures made of any such in-
formation contained in any such system or
file except those uses and disclosures made
pursuant to law or regulation permitiing
public inspection or copying.

(2) Upon receiving notice that an Indi-
vidual wishes to challenge, correct, or ex-
plain any personal Information about him
in a system or flle, such Federal agency shall
comply promptly with the following mini-
mum requirements:

(A) Investigate and record the current
status of the personal Informatlon;

(B) correct or eliminate any information
that is found to be Incomplete, Inaccurate,
not relevant to a statutory purpose of the
agency, not timely or necessary to be re-
tained, or which can no longer be verified;

(C) accept and include in the record of
such information, if the investigation does
not resolve the dispute, ary statement of
reasonable length provided by the individual
setting forth his position on the disputed
information;

(D) in any subsequent dissemination or
use of the disputed information, clearly
report the challenge and supply any sup-
plemental statemens filed by the Individusal;

(E) at the request of such individual, fot-
lowing any correction or elimination of
challenged information, inform past recip=
ients of its elimination or correction; and

(F) not later than sixty davs after re-
ceipt of notiee from an individual making a
request concerning personal informaticn,
make a determination with respect to such
request and notify the individual of the de-
termination and of the individual’s right to
a hearing -before an official of the agency
which shall if requested by the individual,
be conducted as follows:

(1) such hearing shall be conducted In
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an expeditious manner to resolve the dis-
pute promptly and shall be held within thir-
ty days of the request and, unless the indi-
vidual requests a formal hearing, shall be
conducted on an informal basis, except that
the individual may appear with counsel,
present evidence, and examine and cross-
examine witnesses;

(i) any record found after such a hear-
irg to be incomplete, inaccurate, not rele-
vant, not timely nor necessary to be retained,
o1 which can no longer be verified, shall
within thirty days of the date of such find~
ings be appropriately modified or purged;
and -

(iii) the action or inaction of‘any agen-
cy on a request to review and challenge
personal data in its possession as provided
by this section shall be reviewable de novo
by the appropriate United States district
court.

An agency may, for good cause, extend the
time for making a determination under this
subparagraph. The individual affected by
such an extension shall be given notice of
the extension and the reason therefor.

(e) When a Federal agency provides by a
contract, grant, or agreement for, and the
specific creation or substantial alteration, or
the operation by or on behalf of the agency
of an information system or file and the
primary purpose of the grant, contract, or
agreement is the creation, substantial altera-
tlon, or the operation by or on behalf of the
agency of such an information system or
file, the agency shall, consistent with its
aythority, cause the requirements of sub-
séctions (a), (b), (¢), and (d) to be applied
te such system or flle. In cases when con-
tractors and grantees or parties to an agree-
ment are public agencies of States or the Dis-
trict of Columbia or public agencies of politi-
cal subdivisions of States, the requirements
of subsections (a), (b), (¢), and (d) shall be
agency determines that the State or the Dis-
trict of Columbia or public agencies of
political subdivisions of the State have
adopted legislation or regulations which im-
pose slmilar requirements.

(f) (1) Any Federal agency maintaining or
proposing to establish a personal informa-
tion system or file shall prepare and submit
a report to the Commission, the General
Services Administration, and to the Congress
on proposed data banks and information
systems or files, the proposed significant ex-
pansion of existing data banks and informa-
tion systems or files, integration of files, pro-
grams for records linkage within or among
agencies, or centralization of resources and
facilities for data processing, which report
shall include-—

(A) the effects of such proposals on the
rights, benefits, and privileges of the in-
dividuals on whom personal information is
maintained;

(B) a statement of the software and hard-
were features which would be required in
protect security of the system or file and
confidentality of information;

(C) the steps taken by the agency to ac-
quire such features in their systems, includ-
ing description of consultations with repre-
sentatives of the National Bureau of Stand-
ards; and

(D) a description of changes In existing
interagency or intergovernmental relation-
ships In matters involving the collection,
processing, sharing, exchange, and dissemi-
nation of personal information.

(2) The Federal agency shall not proceed
to implement- such proposal for a period of
sixty days from. date of receipt of notice from
the Commission that the proposal does not
comply with the standards established under
or pursuant to this Act.

(g) Each Federal agency covered by this
Act which maintains an information system
or file shall make reasonable efforts to serve
advance notice on an individual before any
psrsonal information on such individual 1s
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made available to any person under com-
pulsory legal process.

(h) No person may condition the granting
or withholding of any right, privilege, or
benefit, or make as & condition of employ-
ment the securing by any individual of any
information which such individual may ob-
tain through the exercise of any right se-
cured under the provisions of this section.

. DISCLOSURE OF INFORMATION

SEC. 202. (8) No Federal agency shall dis-
seminate personal information unless—

(1) it has made written request to the in-

dividual who is the subject of the infor- -

mation and obtained his written consent;

(2) the recipient of the personal infor-
mation has adopted rules in conformity with
this Act for maintaining the security of its
information system and files and the con-

fidentiality of personal information con-
tained therein; and .

(3) the information is to be used only for
the purposes set forth by the sender pur-
suant to the requirements for notice under
this Aet.

(b) Section 202(a) (1) shall not apply when
disclosure would be—

(1) to those officers and employees of that
sgency who have a need for such information
in ordinary course of the performance of
their duties;

- (2) to the Bureau of the Census for pur-
poses of planning or carrylng out a census or
survey pursuant to the provisions of title 13,
United States Code: Provided, That such
personal information is transferred or dis-
seminated in a form not individually identi-
fiable.

(3) where the agency determines that the
recipient of such information has provided
advance adequate written assurance that the
information will be used solely as a statisti-
ceal reporting or research record, and is to be
transferred in a form that is not individually
identifiable; or

(4) pursuant to a showing of compelling
circumstances affecting health or safety of
an individuel, if upon such disclosure noti-
fication is transmitted to the last known
address of such individual, ’

(¢) Section 201(b) (4) and paragraphs (1),
(2), and (3) of subsection (a) of this section
shall not apply when disclosure would be to
the Comptroller General, or any of his au-
thorized representatives, in the course of the
performance of the duties of the General Ac-
counting Office. Nothing in this Act shall im-
pair access by the Comptrolier General, or
any of his authorized representatives, to
records maintained by an agency, including
records . of personal information, in the
course of performance of such duties.

(d) (1) Nothing in this section shall be
construed to, limit the efforts of the Govern-
.ment pursuant to the provisions of chapter
3b, title 44 of the United States Code (com-
monly known as the Federal Reports Act)
or any other'statute, to reduce the burden
on oltizens of collecting information by
means of combining or eliminating unneces-
sary reports, questionnaires, or requests for
information. .

(2) Nothing in this section shali be con-
strued to affect restrictions on the exchange
of information between agencies as required
by chapter 85, title 44 of the United States
Code (commonly known as the Federal Re-
ports Act).

(e) Subsection (a) (1) of this section shall
not apply when disclosure would be to an-
other agency or to an instrumentallty. of any
governmental jurisdiction for a law enforce-
ment activity If such activity is authorized
by statute and if the head of such sgency
or instrumentality has made a written re-
quest to or has an agreement with the agency
which maintains the system or file specify=
ing the particular portion of the information
desired and the law enforcement activity for
which the information is sought.

EXEMPTIONS

SEc. 203. (a) The provisions of section 201
(e) (3) (B), (d), and section 202, shall not
apply to any personal information contained
in any information system or file if the head
of the Federal sgency determines, In accord-
ance with the provisions of this section, that
the application of the provisions of any of
such sections would seriously damage na-
tional defense or foreign policy or where the
application of any of such provisions would
seriously damage or Impede the purpose for
which the information is maintained.

(b) The provisions of section 201(d) and
section 202 shall not apply to law enforce-
ment intelligence information or investiga-
tive information if the head of the Federal
agency determines, in accordance with the
provisions of any of such secilons would
serlously damage or impede the purpose for
which the information is malntained: Pro-
vided, That investigatory records shall be
exempted only to the extent that the pro-
duction of such records would (A) interfere
with enforcement proceedings, (B) deprive
a person of a right to a fair trial or an im-~
partial adjudication, (C) disclose the identity
of a confidential source, sand in the case
of a record compiled by a criminal law en-
forcement authority in the course of a
criminal investigation, or by an agency con=
ducting & lawful national security Intelli-
gence investigation, confldential information
furnished only by the confldential source,
(D) disclose confidential investigative tech-
niques and procedures which are not other-
wise generally known outside the agency, or
(E) endangers the life or physical safety of
law enforcement personnel: Provided, That
investigative Information may not be ex=
empted under this section where such in-
formation has been maintained for a period
longer than is necessary to commence crim-

inal prosecution. Nothing in this Act shall

prohibit the disclosure of such investigative
information to & party in litigation. where
required by statute or court rule.

(¢) (1) A determination to exempt ' any
such system, file, or information may be
meade by the head of any such agency in ac-
cordance with the requirements of notice,
publication, and hearing contained in sec-

‘tions 653 (b), (c), and (e), 5566, and 557 of

title 5, United States Code. In giving notice
of an intent to exempt any such system, file,
or information, the head of such agency shall
specify the nature and purpose of the sys-
tem, file, or information to be exempted.

(2) Whenever any Federal agency under-
takes to exempt any information system, file,
or information from the provisions of this
Act, the head of such Federal agency shall
promptly notify the Commission of its intent
and afford the Commission opportunity to
comment,

~(3) The exception contained in section 563
(d) of title 5, United States Code (allowing
less than thirty days’ notice), shall not apply
in any determination made or any proceeding
conducted under this section.

ARCHIVAL RECORDS

Src. 204, (a) Federal agency records which
are accepted by the Administrator of Gen-
eral Services for storage, processing, and
servicing in accordance with section 3103 of
title 44, United States Code, shall, for the
purposes of this section, be considered to be
maintained by the agency which deposited
the records and shall be subject to the pro-
visions of this Act. The Administrator of
General Services shall not disclose such rec-
ords, or any information therein, except to
the agency whi¢h maintaing the records or
pursuant to rules established by that agency.

(b) Federal agency records pertaining to
identifiable individuals which were trans-
ferred to the National Archives of the United
States as records which have sufficient his-
torical or other value to warrant their con-
tinued preservation by the United States
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Government shall for the purposes of this
Act, be considered to be maintained by the
National Archives and shall not be subject
to the provisions of this Act except section
201(b) (B8) and (6).

(¢) The Natlonal Archlves shall, on the
date on which this Act becomes effective and
annually thereafter, notify the Commission
and give public notice of the existence and
character of the information systems and
files which it maintains, and cause such
notice to be published in the Federal Regis-
ter. Such notice shall Include at least thé
information specified under sections 201
g;; (8) (A), (B), (D), (E), (F), (&), (I), and

EXCEPTIONS )

Sec. 205. (a) No officer or employee of the
executive branch of the Government shall
rely on any exemption in subchapter II of
chapter 6 of title 5 of the United States
Code (commonly known as the Freedom of
Information Act) to withhold information
relating to an individual otherwise acces-
sible to an individual under this Act.

(b) Nothing in this Act shall be con-
strued to permit the withholding of any
personal information which is otherwise re-
guired to be disclosed by law or any regula-
tion thereunder. ’

(c) The provisions of section 201(d) (1)
of this Act shall not apply to records col-
lected or furnished and used by the Bureau
of the Census solely for statistical purposes
or as authorized by section 8 of title 13 of
the United States Code: Provided, That such
personal information is transferred or dis-
seminated in a form not individually iden-
tiflable. ) .

(d) The provisions of this Act shall not
require the disclosure of testing or exami-
nation material used solely to determine in-
dividual qualifications for appointment or
promotion in the Federal service if the dis-
closure of such material would compromise
the objectivity or fairness of the testing
or examination process.

(e) The provisions of this Act, with the
exception of sections 201(a) (2), 201(b) (2),
(3), (4), (6), (8) and (7), 201(c)(2), 201
(c) (3)(A), (B), (D), and (F), and -202(a)
(2) and (3) shall not apply to foreign in-
telligence information systems or to sys-
tems of personal information involving in-
telllgence sources and methods designed for
protection from unauthorized disclosure
pursuant to 50 U.S.C.A. 403.

MAILING LISTS

BEC. 206, (a) An individual’s name and ad-
dress may not be sold or rented by a Federal
agency unless such action Is specifically au-
thorized by law. This provision shall not be
construed to require the confidentiality of
names and addresses otherwise permitted to
be made public.

(b) Upon written request of any individ-
ual, any person engaged in interstate com-
merce who maintains a mailing list shall
remove the Individual’s name and address
from such list.

REGULATIONS

SeEc. 207. Each Federal ageiicy subject to
the provisions of this Act shall, not later
than six months atter the date on which
this Act becomes effective, promulgate regu-
lations to Implement the standards, safe-
guards, and access requirements of this title
and such other regulations as may be neces-
sary to implement the requirements of this
Act. -

TITLE IIT—MISCELLANEOUS
DEFINITIONS

SEc. 801. As used in this Act—

(1) the term “Commission” means the Pri-
vacy Protection Commission; .

(2) the term “personal information®
means any information that identifies or
describes any characteristic of an individual,
including, but not limited to, his education,
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financial transactions, medical history, erim-
inal or employment record, or that affords
2 basis for inferring personal charaoteristies,
such as finger and voice prints, photographs,
or things done by or to such individual; and
the record of his presence, registration, or
membership in an organization or activity,
or admission to an institution;

(31 the term “individusal” means & citizen
of the United States or an alien lawfully ad-
mitted through permanent residence;

(4} the term “Information system’” means
the total components and operations,
whether automated or manual, by which
perscnal information, including name or
identifier, is collected, stored, processed,
handled, or disseminated by an agency;

(5 the term *“file’’ means a record or series
of records containing personal information
about individuals which may be maintalned
within an information system;

(5} the term “data bank’’ means a file or
series of files pertaining to individuals;

{7) the term ‘Federal agency’”’ means any
department, agency, instrumentality, or
establishment in the-executive branch of the
Government of the Unilted States and in-
cludes any officer or employee thereof;

{3) the term “investigative informsation”
means information associated with an lden«
tifiable individual compiled by—

{A: an agency in the course of conducting
a criminal investigation of a specific crim-
inal act where such investigation is pursuant
to a statutory function of the agency. Such
information may pertain to that criminal act
and be derived from reports of informants
and investigators, or from any type of sur-
veillance. The term does not include crim-
inal history information nor does.it include
initisl reports filed by a law enforcement
agency describing a specific incildent, in-
dexed chronologically and expressly required
by 3tate or Federal statute to be made pub-
lic; or °

{87 by an agency with regulatory juris-
diction which i3 not a law enforcement
ageacy in the course of conducting an in-
vestigation of speclfic activity which falls
within the agency’s regulatory jurisdiction.
For the purposes of this paragraph, an
“agoncy with regulatory jurisdiction” is an
ageacy which 1s empowered to enforce any
Federal statute or regulation, the violation
of which subjects the violator to criminal
or civil penalties;

{9) the term “law enforcement intelligence
information” means informastion associated
with an identifiable individual compiled by
a law enforcement agency in the course of
conducting an investigation of an individual
in anticipation that he may commit & specific
crirainal act, including information derived
from reports of informants, investigators, or
from any type of surveillance. The term does
not include criminal history information nor
does it include initial reports filed by a law
enforcement agency describing a specific in-
cident, indexed chronologically by incident
and expressly required by State or Federal
statute to be made public;

(1¢) the term “criminal history informa-
tion” means information on an individual
consisting of notations of arrests, detentions,
indictments, informations, or other formal
crirainal charges and any disposition srising
from those arrests, detentions, Indictments,
informations, or charges. The term shall not
include an original book of entry or police
blolter malntained by a law enforcement
agency at the place of an original arrest or
place of detention, indexed chronologically
and. required to be made public, nor shall it
include court records of public criminal pro-
ceedings indexed chronologically; and

(11) the term “law enforcement agency”™
means an agency whose employees or agents
are empowered by State or Federal law to
make arrests for violations of State or Fed-
eral law,
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CRIMINAL PENALTY

Sec. 302. (a) Any officer or employee of gny
Federal agency who willfully keeps an in-
Tormation system without meeting the notice
requirements of this Act set forth in section
201(c) shall be fined not more than $2,¢00
in each Instance or imprisoned not more
than two years, or both.

(b) Whoever, being an officer or employee
of the Commussion, shall disseminate any
personal Information about any individual
obtained in the course of such officer or em-
ployee's duties in any manner or for any
purpose not specifically authorized by law
shall be fined not more than $10,000, or im-
prisoned not more than five years, or bosh.

CIVIL REMEDIES

Sec. 303. (a) Any individual who 13 denied
access to Information required to be disclosed
under the provisions of this Act may bring
& civil action in the appropriate district court
of the United States for damages or othker
appropriate relief against the Federal agency
which denled access to such information.

(b) The Attorney General of the United
States, or any aggrieved person, may bring
an action in the appropriate United States
district court agalnst any person who 1s en-
gaged or i3 about to engage In any acts or
practices in violation of the provistons of this
Act, to enjoin such acts or practices.

(c) The United States shall be liable for
the actions or omissions of any officer or em-
ployee of the Government who violates the
provisions of this Act, or any rule, regulation,
or order 1ssued thereunder in the same man-
ner and to the same extent as a private indi-
vidual under like circumstances to any per=
son aggrieved thereby In an amount equal
to the sum of—

(1) any actual damages sustained by an
Individual;

(2) punitive damages where appropriate;
and

(3) in the case of any successful action to
enforce any liability under thig section, the
costs of the actlon together with reasonable
attorney’s fees as determined by the court.

(d) The United States consents to be sued
under this section without limitation on the
amount in controversy. A civil action agalnst
the United States under subsection (c¢) of
this section shall be the exclusive remedy for
the wrongful action or omission of any offi~
cer or employee.

JURISDICTION OF DISTRICT COURTS
Src. 304. (a) The district courts of the
United States have jurisdiction to hear and
determine civil actions brought under sec

tion 303 of this Act and may examine the -

information in camera.to determine whether
such information or any part thereof may be
withheld under any of the exemptions in
section 203 of thig Act. The burden is on the
Federal agency to sustain such action.

(b} In any action to obtain judicial review
of a decision to exempt any personal infor-
mation from eny provision of this Act, the
court may examine such information in
camera to determine whether such infor-
mation or any part thereof 1s properly clas-
eified with respect to nsational defense, for-
elgn policy or law enforcement intelligence
information or investigative information and
may be exempted from any provision of this
Act. The burden is on the Federal agency to
gustain any claim that such information may
be so exempted.

EFFECTIVE DATE

Sec. 805. This Act shall become effective
cne year after the date of enactment except
that the provisions of title I of this Act shall
become effective on the date of enactment.

AUTHORIZATION OF APPROPRIATIONS

Sec. 308. There are authorized to be ap-
propriated such sums as may be necessary (o
carry out the provisions of this Act,

November 21, 1974

MORATORIUM ON TUSE OF SOCIAL SECURITY
NUMBERS

8rc. 307. (a) It shall be unlawful for—

(1) any Federal, State, or local govern-
ment.agency to deny to any individual any
right, benefit, or privilege provided by law
because of such individual’s refusal to dis-
close his social security account number, or

(2) any person to discriminate against any
irdividual in the course of any business or
commercial transaction or activity because
of such individual’s refusal to disclose his
scelal security account number.

(b) The provisions of subsection (a) shall
not apply with respect to— )

(1) any disclosure which is required by
Federal law, or

(2) any information system in existence
and operating before before January 1, 1975.

(e) Any Federal, State, or local govern~
ment agency which requests an individual to
disclose his social securlty. account number,
and any person who requests, in the course
of any business or commercial transaction or
activity, an Individual to disclose his soclal
security account number, shall inform that
individual whether that disclosure is man-
datory or voluntary, by what statutory or
other authority such number is solicited,
what uses will be made of 1%, and what rules
of confidentiality will govern it.

The title was amended so as to read:
“A bill to establish a Privacy Protection
Commission, to provide management
systems in Federal agencies and certain
other organizations with respect to the
gathering and disclosure of information
concerning individuals, and for other
purposes.”

POLLUTION CONTROL FACILITIES
ATTVA

Mr. RANDOLPH. Mr. President, I ask
the Chair to lay before the Senate a
message from the House of Representa=
tives on H.R. 11929,

The PRESIDING - OFFICER (Mr.
CraArg) laid before the Senate a message
from the House of Representatives an~
nouncing its disagreement to the amend-
ment of the Senate to the bill (H.R.
11929) to amend section 15d of the Ten-
nessee Valley Authority Act of 1933 to
provide that expenditures for pollution
control facilities' will be credited against
required power investment return pay-
ments and repayments and requesting a
conference with the Senate on the dis-
agreeing votes of the two Houses there-
on.

Mr. RANDOLPH. I move that the Sen-
ate insist upon its amendment and agrea
to the request of the House for a con-
ference on the disagreeing votes of the
two Houses thereon, and that the Chair
be authorized to appoint the conferees
on the part of the Senate.

The motion was agreed to; and the
Presiding Officer appointed Mr. Ran-
DOLPH, Mr. MoNTOYA, Mr. GRAVEL, Mr.
Baker, and Mr. DoMENICI conferees on
the part of the Senate.

JUDICIAL DISQUALIFICATION

Mr. BURDICK. Mr. President, I ask
the Chair to lay beforg the Senate a mes-
sage from the House of Representatives
orn: S. 1064.

The PRESIDING OFFICER (Mr.
Crarx) lald before the Senate the
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