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. ESTABLISHING RESTRICTIONS ON FOREIGN

INTELLIGENCE ACTIVITIES

'-.Premcua guldance on the relatlonsth betwéen the 1n+éuldence aééncréé
anﬁ ‘Unued Stétes cxt1zen$ wés unclear. ThJ.S order clarl.Ez.es ‘that

' relatmnshlp by' det;allma th;:se actlvn.tles wm_c.h are proh:blted W'tllzout; o
‘sett:.ng forth all restrzctlén% uﬁder whlch forez.o'n nuelb gence »—é.dpn;kcles

) are obl:.o'ed to operate, nor derogatmd from any' other laws, rules, -

= regula.tmns, or d:.rect:.ves further restrzctmg the actz.wtfes of mes« R

genc:.es, 1t is hereby ordere& as follows: -~ = - o _’.. EEVCE

"SECTIO’\T I. Definif::.ons.' As used in this O;’:der the foi]:.ov.iing ~té:r.m"s S
shall ha.ve the meamﬁgs ascribed to them below~ o | :
| (=) "Collectz.on” fnéans the gathermcr anci sto.rag;e,. -o_.r the -

' gathelrmcr and fofwardxng, of inforrmation. |

(b) ”Domestvc acthtxes" means actz.v:ttles; w1thm the
ﬁnité& States. = : S s E
(c) "Foreign inkgliigen'ce;‘ means i-nforma’cion,r 'o.ther- \than:__ -

‘fore'.ign cou-nterintelligence, on the é:apabilitiéé, Ain'tenti'orns, 'ér;.d.' '

actwﬁzles of foreign powm.;, orga*nzat}.ons or th ir agents.
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(d) "Unitéd States citizens' means United States c;i_tizené =
and éerr}n-anéné resident aliens. _ L o ; "
| (;?j uForé“igrx -couﬁt.e:r.;int’elligence?’ _meansf a'cﬁiv:‘i'ti.es‘ cdnductcél} ‘
to pro‘té;ct-the_ ﬁnited Staft;s-‘aﬁd Unitc.ad- Sta‘te's éit%.iené from ’fc‘};e-i:gﬁn,
, esPidﬁage, 'ééﬁotaae, éﬁbVersion, assaséihéﬁon;., or te‘:rroi:‘isn.:z.‘:i
(f) "Inczden£1l receptu-:n" means' t;he recelpt of 1n;€or:«;.at1c;x;,

collect:.on of. thch by an ag ency is otherw1se prohlbxted by‘ i:lns ar&er .

and th.ch is collected in the course of an agency's authorz.zed. farelan;

_ 1nte111gence or éouﬁterméellwence activities. o -'7 '

| (g) "Fore:l.gu, mtellz.genCe aﬂ'enc-y" means any- departmez'xth -or o
auenc.:y of the Unlted Stata-s government oz.~ ’cAomponent the.reof whlci; is
P’-‘i"’.ﬂaﬁl}" engagéd‘ in fore:;tgn in#eliiger;ce or fo;r:eign. coun’aa:'r:i#te.lli;ggr;ce.
‘ activities .’_. | . s - S

SECTIO\I II, Tha followmg activities shall not be conducted ext:her by‘ an:,r

forewn 1ntellwence agency’ or by any other department or agency in-

o )
- pursuit of forexcrn. mtelhcence or forelgn cmmterz.ntelhgence*

Wt +\;q, %m{‘z& Siv-mm

(a) Physzcal survelllance cf Um.ted States c1tr.zensA except to R
the e_xtent ‘c:hat such survezllance is in accordan.ce wu.th law and 1s"' '
1) Upon written approval by the head of the forelgn e

- - gnd is surveillarce
ntelligence departmnnt or ag 1cy,l<or individuals curren tly or form&rly

‘_n

employed by that agency, its present or former contractors, or such
' contractors’ employees,' for the purpose of protecting foreign intelligence

sources and methods from unauthorized disclosure; or

L

e \ :
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(2) Of. a person having contact with any pnrscms descmbed

W\”“'

under subparaaraph (l), or £ore1gn nat:.ona.ls in the Um.ted. States in

connec&mn vnth forelgn mte).llgence or countermtellwence 0p°rat:.ons,
but on.ly to the exteni'. necesqary to Jdentlfy such persorx.
(b) Electrom.c survelllance of Umted. S’cates citizens excepu in

accordance wzth law and under procedures approved by‘ thu Attarngy

General and in no mstance hall the Central Intellwence Acfency engage TR

wzthln the Unxted S’cates in the electromc survelllance of Umted Sta.tes IR &

“« <7

citizens. '

' (c) Testing of electronic surveillance equipmnnﬁ Wzthw the L i

Um.ted States except in accordance wzth law and under procedures

approved by the Attorney Gene=ra1

{d) .Any opening of United States mail or examination of envelopes. -

except in accordance with the provisions of United States postal laws and .

regulations.

e

. {e) Access to Federal income tax returns or tax inforrmation - ~

" except in accordance with statutes and regulations, . -
{f) Infiltration or secret participation in any organization

composed prirﬁarily of United States citizens for the ;'mrpose of

reporting on its activities or membership. - . : SR
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with the informned cons-e:;:.t of each such human subject énd in Talcco-r‘.daﬁce.
with the guidelineé of the National Commisgsion for the Protection of |
Human Subjects for Biome:dical and. Behavoz;ia.l Research.

{h) Operation of a proprieizéry compa.ny on a conﬁer;ially‘
coméetztzve basxs with United States busmesses excepf: to the m@mum

oo o adhueNa c\eacly ckeg\ned

extent uecessary to establish commercial credibility. No investments e t:l‘!( [
\vf\ K

: - o ' Cikare
by a proprietary company shall.‘be made on the 'basis of any substantive i

intelligence not available to the public.,
. (i) Collection, évalua‘tion, correlation or analysis, of infor-. .

mation other than information from public sources or given vblu.ntarily-

by its sxibject concerning the domestic acitvities of United States citizens

a excef)t:

(1) Information about a United States citizen who i»%xfgeed-ﬂé T
faith/is reasona'bly' believed to be 1nvolved in international terronsb or .
. . ' gc(,re-H\/
narcotics acitvities or workmg \m collaboration w-lth a forezgn nation or

organization, but only if the mformanon‘}s collected a,broad or from

foreign sources in the United States in the course of an authorized foreign

intelligence or foreign counterintelligence activity.

(2) Information related to the performance of agency

contractors, for purposes of contract administration.
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(3) Infcrmatma concerning cnmmal ac:t:.v;tles recewed "
throuc'h mcs.dental receptxon, prcswded 1t is only' transmztted to law

enforcement agencies w1f:h approp nate Junsdlctwn.

.

SEGTION I, Any fedeml acency seekmﬂ foreiga 1nte111gence Wx’fhm

the Um,ted States from Um.ted States c:.tzzenq sha.ll dlsclose f:o such

o cztﬁ.ens its trﬁé 1dent1tj'. '“”When c:ollectmn. of fore:.gn mtelhden:ce

wzth.w. ‘l.:he: Umted State.s results in the 1nc1denta1 receptlon of m.for'*mat.io;xv
from uﬁ!\nomng.ﬁmted Staz.es.mtu.ens:, howe;\rer, the-fecélw;:zg‘ Aagegé};'! : -
shail be. permltt«;-d ‘to r;néké #pprop t'1ate‘ use of such :.‘nforma;.émﬁ:'f; T

N

SLCTION IV No mformatzon on the domestxc act1v1tles of Un:r.tecl States N

c1tz.zens shall be transmltted to a fore:.crn mtelllgence aO'ency (or to any

oL.h.er federal agency to aid it in endagmg in forewn. 1ntelhgenc:e or

. forelgn countermtelhgenc‘,)from any other federal ao’ency' unlesso e

{2) The mf.ormatlon had been lawfully' complled by the

transnuttmg agency in furtherance of its authorized mlssmn, |

et

e

- (b) The mformatxon is of 2 ty’pe whlch the rec:ewmg agency-

Would 1tself have been’ permitted to collec:t under the prow.s:.ons fo thm

order, . » o _ - !
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| (c) The iriforn_zation is. provided. in fm:thlera..p:ce“ ;::f the authomzed 1-.;'
‘rnis’sicfr.:. aﬁd r:e:'s.ponsibilitigés of the receivin'g; égéncy;

(d‘) »The informatz}on;.is' prov‘idéd iﬁ, éood faith @.&er 'a..." ;
re#sonable bvelni‘e'f that the infozh'n'-za.‘.t_ion .is rei:lgvaﬁt ‘tcz‘ fh;} ]:ec:elv1ng

agency; _ai:sz
(e) 'I’he mforma,tzon is p;ovzded under gmdehaes ana
procedu.res 1ssued by the At“nrney General desxgned to enSure th

protec’clon of the ccnsi:r.tutional and statutory’ ts oF Umted Stcxtezs - .

citizens.,

SEGTION V. Nothing in this Order prohibits an agency from retaining L
inférma.tion when retention is required by law; such és rétenticm reéﬁired

-~

to preserve evidence or ‘other information for poss:.ble court a.ct:zon. Coem

PRI

SECTION VI. "\Io foreign intelligence adency’ shall"' a . ,

{2) Provide servif;es

)equipment,' personnel or facilitieé '." SRR

to the Law Enforcement Assistance Administration or state oxr local .

police organizations of the United States except as expressly authorized s

- by law; or
(b) Participate in or fund any law enforcernent activity within

the United States except as may be authorized Ey’ law,
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Provided, that this prohn.bltlon shall not preclude-

(1) Gooperation between a foreign mtelugence agency-

a.nd appropnate law enforcement agencies for the purpose Oihproteéting i
the personnel a.nd faczl:.t:.e:s of tl-m forelg'n.mtellw.genfcé >a;gency‘ or N
‘preventmg espionage OT other criminal act1v1ty related to fo:: e1gn
mtelhgence or.foreugn' countermtell:.gence, or

| (2) PI‘OV"].SIOI;. of 5pec1ahzed eqwément or techni c:al o
knéwledcre for use by’ any other Federal departmeﬁ.t o;: adanay‘-. S
SECTION VII, Forelgn 1nte111.gence agency’ parscnne}. may not bé détéﬂed

. caenswstent o b
elsewhere w1t]:n.n the Federal govarnment except as a&é&e—r—rzed»bf law.

| Emplayees s0 deta:.led shall be responslble to tha host agency ar).d sha,lirnot‘ _V
report to their parent agency on the affairs o£ the host agency:except' |
as ma.y be directed by 1he host agency. The head of the host a.dency' a)‘nd any
subsequent successor s,ha.].l be mformed of the detallee E] associa’uon
w1th the. parent agéncy, |

SECTION VIII. Nothmg in this Order shall prahibit any agency havin.g o

law enforcement responsa.bxhtms from d1scharﬂ‘mcr such reqpcnufb:}.xtxes
- pursuant to law. Nor shall this Order apply to any actxv1t1e:s of the Fed eral

Bureau of Investigation.
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SECTION DC Nothmg in thxs Order shall prohlblt‘ any' avenc.y from ‘

. . LT
agm J.n the callectmn, evaluatmn, correlatz.on and analys:.s of fe

in crm
£ ation on current or former employees (mcludlno“ mllztary per sonnel

and empluyees of. other Fadera.l departments or acreucnes de a:l_led fcu-: Ser‘.u(l,e

with' the forelgn mtelhgence agency), applzcanc,a ‘Far employ:nem: wzth such

: agency, voluntary' sources or contacts or 1nd1v1duals who in g;:nc-)cl fa;zth

-

ar )

are reasonaoly' beheved to be potentval sources or c:ontactn, current d.n(i

fo . . . fan

: rmer contractors and current oxr former employe“s ox appl: cants, .f‘c:r D

'emlo H inc
D yment by such contractors and all persons not mcluded above who s

b; . , CR onwmou\_wy\ R . RS
given access to classx&ed m;ormatmn whlcb. cou_d dzsclose .fcrez.gn j"‘s L
ell:.gence or forezan countermtelhgence sources an.d methodS' prov:.cled

. B h T ) ‘ R -
B owever that collectlon of. such mformat:.on is done only' in accordance

~W1th law and by wntten authcvmty from tne head of such agency- to deter?ﬁ;z;e

th to b | associ: '
~the fltness of such persons to become or remain asscczated wzth such
adency or to have auch acc ' ‘ . . -
ess, or in the case of a form '
. ' 3 er employee: to . _

investigate rnat[:ers related to his perJ.od of employment or in the c.ase

of a volu.mary' source or contact to determme sultab:\’lty' or credx.bxl:.ty
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L act1v1t1es of Unlted Sta*es c1tlzens and parmanent res:aant

: 1nformatlon.."
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EXECUTIVE ORDER IMPOSING RESTRICTIONé-
oN FOREIGN_INTELLIGENCE ACTIVITIES

-

Today the Presmdent iss ued an executlve order settlng forth

'cartaln restrlctlons on the act1v1tles of forelgn lntelllgence

,agenCLes and Oth?l agenc1eg whlch may engaqe in 1ntelllgence

s ] ibits «DR. L - '_— ‘:ii :
activities." ItAseverely restrlcts the follow1ng-actlv1tles*_,ff -

Collectlcn and analy31s of 1nformatlon cn the domestlc

l e

allens.

C - Phy31cal or eléctronlc survelllance of Unlfed States

c1tlzens and permanent re51dent allens w1th1n the Unlted,Stateg

- “Opening of ﬂnited States mail in violation of'lawl ¥;f7y

Illegally obtalnlng federal income tax returns or TfJa A

w - et e

_;;Infilfration'of domestic groups for the purposefof}w'tu{'

“:" - ' L e S :‘ R e _:

reporting on them. - = e T e :}ff;f;

-

Experlmentatlon w1th drugs on humans w1thout the ﬂ‘b‘

Subject’s 1n;ormed consent

- Opnratlon of a propr:etary comuany whlch comnetes WLth

-Unvt;d States bus;neases nore than tha minimum arount necassary

to establish commercial Credlblllty cr*i,cﬁkkf\ xmqb¢+un+-_

‘\*\\r:\\\(_“ér\(‘_&, '“lo\e(::\’;\lﬁg . 7 o .. o , .. - ,'. - ,7 . -
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- -~ Colleotlon of intelligence from United States c1t12ens '
Mree%aheﬂeee@fwﬁ@ afipeﬁgpwepfﬂ4%%°@59%eg@ States without

,dlsc1051ng the true ldentlty -of the collectlnc agency-

-l

ﬁ_ Sharlng among agenc1es 1n£ormatlon on uhﬁ domemtlc" 
act1v1eles of Unlted States cltmzens or pernaﬁent resxdent

e s

alaens except 1n compllance with strlngene sareguarde. ) ,-f}7

Prov1d1ng aSSLStance to law—enforcemene agenczes 1n

violat tion of law."’;t' S [ Qi~" o

.’Certeln llmlted.exceptlons arevincluded to Lhe general éro;JEf
’jhlbltlon Of - collectzon of 1nformatlon on the domastlc _LT:;E "
actlv1t1es of Unlted States 01tlzens. These exceptions seek
to recognlze all legltlmate needs of forelgn lneelTysence §

'agenc1es to collect 1nformatlon on the domestlc act1v1tles .

of United States c1tlzens.

.In order to protect cla531fled 1nformat10n, 1ntelllgence j

agenc1es must ‘run security checks on appllcanua for employment

and employees. lee any Government’agency, Lhese agencles j';fé
must also check out employee backgrounds to ascertaln thelr‘:fei”
.jOb Su1eablllty.v Even after a person has Teft an 1ntelllgence Qi
agency, it has a legltlmate need to maintain luS records on“ -
that person should a securlty breach stenmldg from his employment

occur.  Similarly, each intelligence agency has an interest in
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contract with it or are employees of its contractors working

on its projects and requiring access to classified information. -

Each 1ntelllgence agency musL also malntaln records on persons

who, WLthout neceesarlly belng employeﬁ by Lt, are glven access )

to 1ts ClaSSlfled 1nformat10n.‘ Such per501s would lnclude

<. -

employees of other Government agencles who requlre access to

1ts cTaSSLfled 1nforma+10n and prlvate cxtlzens who voluntazlly

agree to be cleared to recelve classmﬁled 1nfarmaelon.1n order

to ald 1n thelr voluntdry reportlng of forexgn 1ntelllgence

1nformat10n to the agency. :

Forelgn 1ntelllgence aqenc;es or other forelgn groups ‘beﬁd Ti;a

many resources seeklng to penetrate (1 e., obtaln 1nformat10n

from) Unlted States 1ntelllgence agenc1es._ The Unlted statesvﬁ;,v“

uagencxes need to protevt themselves fram such act1v1t1es,;?’i%” S

Such act1v1t1es may 1nvolve domestic act1v1t1es of Unlted

: States 01t12ens.- Because Unlted States 1ntelllgence agencle@i‘:ff'

have a need to understand the operatlng modes of forelgn R

1ntelllgence agencxes, there is a legltlmate need fox 1t to_"f-

collect and use such 1nformatlon. However, the 1nte13lgence L

agencles are pernltted to collect this type of 1nformet10n

S0 «_CQ,S
only abroad or from forelgn seririees, since the FBI is fully

‘capable of collectlng such 1nfornat30n from ourelj-domestlc-

sources. Also, because of the unlque contacts. of our forelgn'

intelligence agencies with- 1nformatlon sources abroad and

.
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forelgn sources wrthln the Unlted States, thesea agencres

. Approved For Release 2004/08/31 : CIA-RDP77M00144R00050 |
are also permltted to eollect, but ong :5 €9é§Q3§oeC1al
sSouUrces, 1nformat10n on Unlted States citizens reasonably _ ;7!

believed to be 1nvolved in lnternatlonal terrorlst or

narcoelcs acthltles. .

Ip”normal daj"to—day beerness,’many Amerlcaps work wrth-“;'
nllntelllgence agenc1es ‘and tell its emoloyees about thelrj;?”f L
domestlc acthltles, 1 e., other Governmene employees meee o
w1th lntelllgenoe agency employees, academ’cs share 1nforma~n

tion’ w;th then, Amerlcans who travel talk to tnem,. In order

to allow ‘these agenc1eb to malntaln record; of such dayato«&ay .

ftransactlons, the order makes an approprlate exceptlon,f‘if*
Amerlcans who enter 1nto such contact Wlth 1ntelllgence
agencles, however, should not therefore be subjected toefgl_f
'secrulty 1nvestlgatrons ox other scrutlny merely because they‘
came into contact with an employee of an. 1ntelllgence agency. i?;i#
Therefore, thls exceptlon only allows use of that 1nformatlon‘n»

voluntarlly supplled by the persons themselves.

g

‘_rhe‘order requlres that the 1nformat10n collected or etored
under these exceptlons be conflned'to a type approprlate to éﬁerj?“
}purpose for whlch the correspondelng exeeotlon was creaeed.'

For examole, an agency may not collect or store 1nformatlon on

the political views of a United States citizen me rely because

he is a contractor employee working on an agency project. S
- - ] -

- 7The order also allows intelligence agencies to transmit to
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law—enforcement agencies 1nfornat10n relating to criminal

L 'Eiomeémovenbﬁxmﬁelaasa 2oﬁ/mte@Aaamﬂmw1ansooobM-51t happens L
to obtaln 1nc1dentally to 1tq proper forelgn 1ntelllgence- g
activities. All CltlZEnS an& Governmnnt agencles have an' nI

obligation to turn 1nf@:mat10n related to crlmlnal anlVluy‘f

- *

over to appropriate'aﬁthopitieso

i ~- S
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