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Madam Chairwoman and Members of the Subcommittee:

We appreciate the opportunity to testify on H.R. 169
and H.R. 12039 and to discuss with ydﬁ'various legal issues
and practical problems involving Department of Justice files.
In addition to our viéws‘on the two bills you have specif-
ically requested thét we discuss the COINTELPRO notification
program recently announced by the Attormey General, tﬁe
relationship of the Privacy Act fo the EOINTEiPﬁO files,
lawsui;s brought aginst the United States or individual
officers because of COINTELPRO,. and the intended resumption
of the FBI's recérds destruction program under its Records
Control Schedule. |

In the interest of time we will discuss each of these

- matters as briefly as we can.

I.

*

: Since H.R. 12039 encompasses the pfoviéions of H.R. 169,

we will confine our comments to the more recently introduced

bill.

H.R. 1203% would amend the Privacy Act in several respects.
It would revise 5 U.S.C. 552a (d)(2)(B}(ii) to specify that an
individual may request not only the correction of records but

expungement, updating or supplementation when the individual
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believes the records are not "accurate, relevant, legally-

‘maintained, timely or complete.™ It would add new provisions

requiring agencies to notify "persons' (as distinguished from
“individuals') concerning unconsented interception or examina-

tion of communications or searches, and would require notice

to persons who are the subjects of files compiled in the course
of three programs -~ CHAOS, COINTELPRQO, and the Internal
Revenue Service "Special Service Staff" programs. Persons

i notified would have the option of "réquiring"-that agencies’

destroy the files. .The,§i11 would also eliminate the express
_authofity éf the CIA gﬁd Secret Service to exempt some of
their records from'certain.proviéions'of_the Privacy Act.

We have serious diffiqultieS‘with the pr&visions Qf
H.R. 12039 particulétiy in their intended relationship to

existing law.

~

The amendment to the correction provision of the

| Privacy Act not only retains the uncertainity of existing law

but iné;eases it. The Privacy Act now aﬁthorizes iﬁdividuals
to seek correction of agency records which thg individual
believes are not "accurate, relevant, timely or complete"
and it does so_Without exceptiom or withéut definition of the
oéerative terms. -Literally it could be read to authorize

requests to alter sworn statements, official transcripts ov

accurately recorded statements of third-party opinion and to

Approved For Release 2002/01/02 : CIA-R‘DF97I_VI00144R000800070058-7
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‘require that closed files of historic interest be reopened

to add new material unrelated to tne original subject matter.
By revising the provision to refer not only to correction but
. also to expungement, .'pdating or supplementation - without
defining the intent of these concepts or the orlglnal languace
- the 1nterpret1ve problems are exaserbated
] - 1s it intended, for example, that I be allowed to demand
expungement of anj unfavorable comments of third pa;ties in
iy bnckground investigétion file or'éegk to "update" last

year's performance rating by substituting this year's?

Could an equal employment opportunity complainant “"supplement"

an affidavit f£iled earlier substantially altering its content?

PR S

These questions have already arisen under the existing law

and the bill does not resolve them.

ek e

As you know, we have taken the position that the correction
,E . “provision of the Prlvacy Act encompasses the right to seek

expungement in appropriate cases. Our primary concern is

that neither the present Act nor its proposed amendment‘
suggests what are - or are not - appropriate cases.

. whe notification provisions of H.R. 12039, in our view,
sweep too broadly and conflict with existing law without
addressing such conflicts. Moreover,-they nose serious

problems for effective law enforcement and the protection of
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natiohal security.
Proposed paragféph (e) (12) (A)would require notice to both
sender and receiver of wire communications that have been
j' intercepted without a warrant or withaut the conéent of
both parties to the communication. The requireﬁent is

. inconsistent with provisions of 18 U.S.C. 2510 et seq. which

exclude interception with one-party comsent from the warrant

TR i B D At

provisions, permit emergency interception on a limited. basis

without warrant, and provide discretion to the court to alter

S s A

the notification requirements related to interception.

For example, the provision would appear to require notice to a

kidnapper that his ransom demands on his victims had been

* . taped with the victim's consent.  Coupled with the destructicn

F VT T TR

provi#ion, the billvéould even be read to authorize a de-
fendant to "require" tha? the tapes be destroyed prior to his
kianapping_trial. The Title 18 provisions on interception
were designed to avoid such problems. H.R. 12039_wou1d appear
to amend Title 18 without any direct reference to it;

We might also note that the biil's_sweeping provision on
interception could be read to require the Federal Communica-
tions Commission to provide notice of radie monitoring under

the Communications Act, 47 U.S.C. 605, yet it makes no

- -4 -
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proposed Privacy Act amendménts. |

" | b . The provision refers to the."examination" of various

types'of cémmunications, including written commuﬁications,

and requires notification whenever there is neither a warrant

nor both-party consent. It is not clear whethgr this language

- -
e s b T

is intended to encompass '"mail covers'" or customs examina-
tions for contraband. for which no. warrant is legally re-

quired. The “examination'" language also raises the ques-

tion whether law enforcement authorities examining threatening
- or extortionate communications turned over by the intended 7

victim would be required to notify the potential defendant

Fo U e € A A, ek Sy

and even destroy the evidence at his request.

The provision requires notice to the occupant, resident

EREIPIS e

e

~or owner of premises or vehicles searched without a warrant

L A

or without consent. It is not clear whether actual notice

-

to any one of the three, present at the time of the search,

5 'is sufficient or whether separate notice to any or all of

these is required. Many warrantless vehicle searches will

- - vk 2n 2 2 e

involve occupied vehicles and the occupant will, therefore,
already have actual notice of the search. Cf. Carroll v.

United States, 267 U.S. 123 (1925). Siﬁilarly, warrantless

searches contemporaneous with- arrest, by their very nature,

will involve actual notice to an occupant of the premises.

AR

. Approved For Release 2002/01/02 : CIA:-RD§77M00144R000800070058-7
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templated that subsequent notice must be given as well?

" Must owners or residents, not present at the time of the

search, be separately notified? The bill is unclear in this
respect.
Even more serious than the law enforcement problems

posed by the blll are the problems created in the counter-

-1nte111gence fleld Notlce to forelgn agents engaced in

esplonage that thelr ldentlty or operations have- been

determlned by means of,lnterceptions would effectively

para%ize the counterintelligence efforts of this country.

 The bill even goes so far as to substltute the word "person"

'for the word "1nd1v1dual " now used and defined in the

Prlvacy Act, suggesting that notice would be required to

be given to foreign nationals as well as U.S. citizens.

It might even be read to -authorize foreign mationals to

"require" the destructicn of the information obtained.

As the Attorney General has made clear in his testimony on

national securlty w1retap legislation, we are not opposed

to 3ud1c1a1 review of netlonal securlty 1nterceptlons but

we comnsider notlee provisions, such as this, totally

_incon31stent w1th natlonal securlty

Flnally, we note that proposed paragraph (12) would

requ;re agencies to advise persons of their rlghts under the

" Approved For Release 2002/01/02 CIA- RDP76MDO144R000800070058 -7



ol i

A
1

Approved For Re-ease 2002/01/02 : CIAJRDP77M00144R000800076058-7-

Freedom of Information Act and proviae such persons wiﬁh
tﬁe option of "requiring" that agencieé destfoy the file.
A51de from the problems already alluded to, this provision
~£alls to address the relatlonshlp between 1ts apparent
destruction rquirement and the record—keeping requirements

of the Federal Records provisions, L4 U.S.C,:2103, 3301 or

18 U.S.C. 2518(8). Nor does it make exception for files

whlch may be the subject of pending 11t1gatlon.' Certainl&,
flles rela.t:.n'J to litigation should not be destroyed until
the case is resolved and we questlon whether individuals
"should have a personal right to override the historic records
requirements Or judicial superﬁision of.electronic intercep-
tion requirements of e#isting law. As recent experience
jndicates, such‘;'destrugtion requirement may also be in-
consistéﬁt with congressional interest in the preservation
of certéin files.k

Th% notification provisions relating to specific
programs,.such as COINTELPRO, involve somewhatdifférent
considerations. We will confine~pur comments to COINTELPRO
itself, deferring to the CIA and Internal Revenue Service

with respect to the other programs.

As you are aware, we have no theoretical objection to the

concept of notification of individuals who may have been

Approved For Release 2002/01/02 : CIA-RDP77M00144R000800070058-7
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affected by COINTELPRO and we have alréady taken the
-position that theﬂéurrent Privacy Act permits individuals
to request destruction of files which may not p;operly

be maintained under the Privacy Act. Our concérn is that
the provisions of H.R. 12039 do not adequately address -the
complex isstes raised by notification and destruction.
Indeed, we sériqusly qﬁestion whether the issues éan be
adequately addressed in legislation.

; ‘ _ - The term COINTELPRO, as we use it, refers to‘a program

of particular tactics directed at individuals or organiza-

- tions under investigation. The tactiecs used, proper'o:
improper, are separate and apart from the question whether

the investigations themselves were undertaken for valid

law enforcement purposes. This distinction is important in
determining"the scope of notice to be given, the degree of
information to be provided, and the extent to which

information may be subject to destruction under the Privacy

Act.

It is also important to make the distinction between

destruction of records and the Privacy Act's prohibitions

on agency maintenance of records. H.R. 12039 aﬁpears to

-8 -
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authorize destructlon at individual request, regardless

of the nature of the records involved. As we read the
Privacy Act, it prohibits agency maintenance of certain
records but permits the Archives to maintaiﬁ thoée portions
of the records it finds to be of historic Sighificance;

5 U.S.C. SSZa(;). Our experience indicates that the
Archives ‘is primarily interested in'preserving the'historic
fact of'agency actioﬁ, proper of improper, but is.willing
'to permit destruction of personal data acquired in.the

course of agency action.

Notification and possible destruction of information

_-relatlng to programs such as COINTELPRQ in our judgment,

requires these flne dLstlnctlons as well as consideration

=

of such matters as the presetvation of documents relating

to litigation. Likewise we have had in recent years the

o~

added consideration of congressional requests for the
preservation of such documents. All of these complexities

suggest the need for case-by-case review of issues such

as notification and destruction rather than a sweeping
leglslatlve approach. We suggest that our announced

COINTELPRO notification program offers a better approach

-

-.9_;
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L than H.R. 12039. |
' B II.
-Before discussipg our COINTELPRO notification program,
_a brief background may be helpful |
The several programs carrled out by the FBI and described
by the term CﬂINTELPRO were the subject of successful
Freedom of Inlornatlon Act requests, by Journallsts and
individuals ef*ected by COINTELPRO, prior to Attorney -

- General Saxbe's public description of the programs. After
r1p . P

the Department's releese of its report on COINTELPRO

additional Fo1 requests for this material were received.

ApprOXLmaLcLy 60 to 70 such requests have been or are being

,processed and others may be 1ncluded within the FOI bacPlog

 of 6,000 requests.
To the best of our knowledge there has not been a class
action euit filed on behalf of all these who may have been
i the victimsvof COINTELPRO activities. However, the coﬁplaints
in a number of pending suits ageinst the goverement %ere'
amended so as to iﬁclude allegatiens of harm from specific
aetions which may be related to COINTELPRO. Muhammad

Kenyatta, et al. v. Clarence M. Kelley, Civ. No. 71-2595

-(E.D. Pa.); Emily Harris, et gl. v. Charles W. Bates, et al.,

Civ. No. CV-780034-ALS- (C.D. Cal.); Peter Bohmer, et al. v.

gt Richard M. Nixon, et al., Civ. No. 75-4-T (S.D. Cal.);
) - Approved For Release 2002/01/02 : CIA RDP77M00144R000800070058-7
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 Institute for Policy Studies, et al. v. John N. Mitchell,

‘ot al., Civ. No. 74=316 (U.S.D.C. D.C.); Abdeen M. Jabara

v. L. Patrick Gray, III, et al., Civ. No. 39065 (E.D. Mich.);

Socialist Workers Party, et al. v. Attorney General, et al.,

73 Civ. 3160 (S.D.N.Y.); American Civil Liberties Uniom,

‘et al. v. City of Chicago, et al., No. 75 € 3295; Richard

| » Dhoruba Moore v. Edward Levi, et al., Civ. No. 75-C-6203

(S D.N. Y )s Jane Fonda v..L. Patrick Gray, et al., Civ.

No. 73 2442-MﬁL Charles Koen v. Estate of J. Edgar Hoover

'et.al Mo. 75-2076 (D. ,DUC.W;

o -

The revelatlons concerning COINTELFRO raised serious
questlons concerning what obllgatlon the Justice Department

-might have to 1nd1v1duals 1n3ured by COINTVLPRO act1v1t1es

It is apparent that some of these activities may have been

v ke oata D

1mproper‘or<111egal. A number of them may have resulted
in injufies to individuals, including possible economic
damage or harm to personal reputations. - However, due to
the covert mature of these activities, ﬁany of those 

-  affected by arﬁuably improper actlons might still be unaware
that such actions were ‘taken and are thereby unable to seek
whatever remedy might be‘app:oprlate;

Affer a number of preliminary discussions, the Attorney

General asked Rex E. Lee, Assistant Attorney General, Civil

Approved For Release 2002/01/02 : CIA-RDP77M00144R000800070058-7 .
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pivision, to prepare a recommendation with respect to an

" appropriate JusticéwDepartment response to this problem.
Early in this year, Mr. Lee recommended that thé.Justice
4Departmeﬁt.initiate é notification program with respect to
individuals yho were the subjects of argugbly improper
-COINTELPRO activities. After further discussions and review
of the scope and nature of the problem the.Attorney General
announced on ﬁprll 1 that he had establlshed a special review
commlttee to notify individuals who m&y have been personally

harmed by dimproper CO[NTLLPRG act1v1t1es, that they were the

- subjects of such activities, and to advise them that they
may seek further information from the Eepartmeﬁt as they

. wish.

_ The.process of rev1ew1n0 COINTELPT@ files in preparation
5 of noéif;catlan is alrgady under way. Actual notlflcatlon
gaﬁ be expected to begin within 60 days. The nofification
process will hopefully be completed within three months.
Notification will be made in all those instances vhere the.”
.  f£ollowing criteria.are met: (1) the specific COINTELPRO ~

% : activity was improper, (2) actual harm may have occurred, and

(3) the subjects are not already aware that they were the

targets of COINTELPRO activities. A spec1al concern of the

‘notification committee is that no rights to privacy be

Apprpved For Rélease 2002/01/02 : CIA-RDP7IM00144R060800070058-7
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_infringed by the notification process and specific pro-
cedures to implemeoe‘this concern are still being developed.
Those notified'oursuaht to this program will be directed to
contact a speciai office established to proeess any requests
| ‘,- _for further {ﬁfofmation on'e priority basis. Notification
decisions uoder.these criteria ﬁill-bé mede by'thevspeciel
revieﬁ eommittee which Hes oeen‘eet up under the 0ffice
of Professional Reeponsibility witﬁ the assistance, where
.requ1red of a spe01al adv1sory committee made up of two

A381stant Atto*ney Generals and the Legal Counsel of the

FBI. . T -

| III. .

The final subject we have been asked to discuss is the

resumption of the FBI's records disposal program. As you

REP T e % o
R A e B b e b e b

are aware, the Senate leadership and the Senate Select

Committee have advised the Attorney Gemeral that they have

! no objection to the resumption of this progrem. )

i _ The records disposal program to be resumed involves

only those reeords approved for dest*uetlon by the Natlonal

_ Archlves and Records Serv1ce under the establlshed Records

Control Schedule. These include certaln admlnlstratlve
records and identification records no longer needed; records

< b
.

- - 13
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of criminal cases in which there has been no prosecution
éuthorized, no inﬁéstigation.because of a lack of federal
jurisdiction . or an unsubstantiated allegation, or property
- cases in which no suspect has been identifiéd; original
; . 7  records oficfiminal cases which have.been closed for ten
~ years, which have been microfilmed; and records of field
office criminal cases which hévé'been closed and of wﬁich

summarics are maintained at Headquarters.

In an abundance of>cauticn, FBI Headquarters halted all

filesidestruction in résponsé-to the request of the Senate
leadership in January.1975.‘ Whiié the standard miéréfilming
ptocess continﬁed-on éioséd fiiés rélating to crimiﬁal cases
inﬁoiving stolen motor vehicles;.inferstate transportation

=

of stolen}praperty and similar‘property matters, the

originals of the documents were preserved as well. There are

™

Presently 2400 files drawers full of these original files

being preserved even though the cases have been closed for 10

years. Slmllarly, the FBI is currently retalnlng 105 six-

draw flle cabinets full of crlmlnal matters involving

s

unsubstantlated charges or allegatlons outside federal juris-

~diction, all over ‘ten years old Innmnerable admlnlstratlve

Appf;oved_ For Release 2002/01/02 : CIA-RDE’7M00-144R000800070058-7
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files relating to time and attendance records, auto accident

reports, personnel transfers, travel requisitions, applicant
files, tour arraﬁgements etc. are being maintained long
beyond their normal destructron perlod It'is of these files
which we proéose.to resume normal destructlon in order to
alleVLate the spéce and manpower burdens of retarnlng them
Under the Archlves Records Control Schedule, flles re-
lating to doﬁestlc securlty, rac1a1 matters, extremlst matters,
counterlntelllgence and forelgn intelligence are to be main-
tained 1ndef1n1te1y. The Control Schedule is, of course, |
blndlng on the Department and.there is no intent to undertake
routine destructlon of such flles ‘Even with respect to the
crlmlnal'flles subjec to destructlon under the Control Scheduls
microfilm copiés would remain available indefinitely. The
resumption of the de truction program would merely serve
to reduce the storage burdens of a large volume of original
and dupllcate records it wbuld not eﬁiminaté any records of
FBI act1v1ty whlch may be of 1nteresr to historians, the
court;, the Cnpgress or the public generally. o

-

Iv. -

Wé'hobg, Madam Chairwomaﬁ, that we have addressed, at

least in summary fashion, the subjects 1isted in your April 2

letter concerning these hearings. We will be happy to respond
Approved For Release 2002/01/02 : CIA-RDP77M00144R000800070058-7
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