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I, INTRODUCTION

T+ o
This paper is mmmxm “baged upon investigations
of the Hodue operandi and organization of covert Sino-Soviet bloc political action

and psychological warfare operations in countries of the Free World., The tkim;z

neovert political action and psychological warfare” as used
to clandestine operations vhich are conducted for the purpose of influencing publie
and/or governmental opinion in the target countries along the lines desired by the
Bloc. It does not apply to activities and propaganda which are ovettly attributable
to Communist parties or front groups,gsgg to operations conducted solely for the
purrose of collecting intellirence on behalf of Bloc govermments.
One of the classic tools of covert psychological warfare is black propaganda
of the type known as '"deceptlon" or tmisinformation," amd=cRe-of-the devices used
for this purpcse is the forged document which offers seemingly incontrovertible
evidence of a "fact" or set of "facts" which the forger wants his target audience to
believe. It is to this aspect of covert Bloc psychologleal varfare--propaganda by
forgery--that the present study is devoted. Provagranda by forgery is not by any means
nev in Bloc operations, but a noticeable increase in its use in 1957 and 1958 led to
an intensive investigation of the subject. This study covers internationally-
distributed forgeries only. It does not touch upon the equally important subject of
propaganda forgeries vhich are targeted at a single country and are surfaced and
replayed within that country only. Such forgeries appear from time to time in various
: ,“k parts of the world.awd West Germany, in particular, has been flooded with them foset—
RS égigfi§7§§matﬁzf§§§ﬁgﬁ§7E;EEEE:Eﬁzﬁﬁilﬁvase? during the past few years.

Wy, .
V:.\L’ ", o “d,‘/

Correlation of field reports on individual operations observed in various parts

o i Lﬁ of the world with information supplied by Soviet and East GCerman defectors indicates
, in the field of foreign affairs (as di<t1nguished from,ideolopical CE
,,\ that black propaganda/ imekudimpxkeraoverdaks PR X R s e B
o § ﬁromganda)mmﬁxmmmxm;mmmm :’Ls
a function of the foreign intelligence services of 'b};x}loc countries, closely directed
A

The aseuracy with vhich ¥ee Aere M ; hefe,

H
o

. by high-echelon units of the Communist Part

% 4 internationally-distrlbuted forgeries/" in-the-past twe-yesrs have been

delivered to their target audiences aid w}ﬂi ommrn of overt, covert,
semi-covert and official media threug;; _which this-delivery te-effected-make een’bre&

,(_;

i

¥The other two a:ce ectine Subyersive Actgvitie‘s by smo_s“%&gmslogf resentatiy
in Pyblf Int‘omation ia, qmd T é&loch—kbrhagg_e_@r_ng@n CompXex-—f Boll%ical
Action Cesk, is 0 S "
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Y S \Jﬁ V"‘”ﬁ’] It
eoerdinativrrof—the fternationalm c‘a’.mpaigns rcextainiy and bring-up
the possibility a single, central pdm‘b ot plannshrrg and prepar-erﬁﬁ'on of thet?
forged documents,themselwves. lMore information on this point is needed, however,

before &y definite conclusions can be drawn. w AlLwD !
ENEER LN W
ads8ERT, (s this study o A e SN to be a brealg;ghrough in knovledre
‘ A

of Soviet handldmp—ef- covert political agtion and psychologlcal warfare goerations,
A SBX1C5D

ing propaganda forgeries, s formation supplied by
p

7
\ ] =
25X1C5b on the basis ofipe-ar-anﬁ observation, that Brroh operations
25X1C5b

of the Soviet intelligence services, but study of his information against the

_beekgporm of previously known data on the RIS mgkes it fairly clear that the

25X1C5b unit for which he wvas co-opted was _and that the

.

individuals who recrulted him"for this opurpose G.n Moscow ywere rroresentatives

¢ the Foreign Intelligence Directorate of KGB, m W

, P
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II, _CASES OF DISCOVFRED FORGERIES

In the period 1 January 1957 to 1 July 1959, a total of thirty-six forgeries of

)

known or apparent Soviet Bloc origin were distriputed to targets outside the countries

abo
in which they first appeared. Attachment 1 ts—mItes#f these documents, in chronologice

order of surfacing. As indicated therein, the thirty-six forgeries appeared as follows:

1957 1958 1959
1lst quartery 3 2 3
2nd quarterg 0 6 1
3rd quarter 6 7
4th quarter;' 3 5
12 20 4 (first half of ye

A. Multiple-forgery cempsigms
1. An ofid characteristic of the 1957-59 forgeries as-a whole is that they rarely

come singly, Of the total of thirty-six known forgeries, thirty were clearly
established by their content (and frequently by Bloc editorial comment as well)
as preludes to or "confirmation" of other forgeries, Following these lines

of interconnection, these thirty individusl forgeries emerge as the component
parts of ten separate multiple-forgery campaigns, The campalgns are listed

in tabular form in Attachment 2.

ﬁ b”'m 2. The BERRY LETTER CAMPAICN

M %/;’ The method in which a multiple-forgery campaign is developed is illustrated
A

il

L.

by the BERRY LETTER Campaign, which began with a series of remarks made by
Nikita KHRUuHi?EV in November 1957, aaqﬁiy the time of its final replay in
December 1958 had involved the surfacing of no less than seven separate
forgeries. (Whether the KHRUSHCHEV role was planned as the first step in the
campaign or whether his statements were simply drawn upon by the BERRY LETTER

writer as idea material is unknown.) e

Prelude: In the TASS release quoting KHRUSHCHEV'é%éZ November 1957‘3n£ér;iewf§:
vith three American journalists #% (William @@ndolph Hearst, Jr., :
Frank Conniff and Robert Considine), KHRUSHCHEV was quoted as
/ﬁ L&qu{ nT 1d like to- res i ith d to stat t
= wou e to express my views w regar statements
made by certain representatives of military cireles and published in
the press, It was reported that, allegedly, a part of the American
bomber forece, with hydrogen and atomic bombs, 1s constantly in the
air and always ready to strike against the Soviet Union. Reports
have it that one-half of the planes are in the air. This is very
dangerous, Such a situation serves as an illustration of the extent

of the military psychosis in the United States., When planes with

hydrogen bombs take off
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cont,

that means that meny people will be in the air piloting them.

11 take the slightest signal as s sigmal for acti

fly to the target that he had been instrueted to fly to. Under

such conditions a war may s tart purely by chance, since retalistory
actlon would be taken immediately. pDoes this not go tc show that

a derangement in the normal psychic state of a_person, which may
happen to anybody? Such a horreible possibility must be excluded.
It may be that both sides will be against war, and yet war may still

start as a result of the military psychosis whipped up in the

United Stxiwsyd States....:; Even if only one plane with one stomie

or_ope hydrogen bomb were in the air, in this ease, too, it would be

not_the Govermment but the pilot who could deside the guestion of war,"!
(Underlining supplied to indicate statements on which the BERRY LETTER

was apparently based.)

Basic forgery: The BERRY LETTER

Some five months after the above interview, on 7 May 1958, the
official East German Communist Party (SED) daily Neues Deutschland
surfaced a letter purportedly written by Assistant Defense Secreksxry
¥xkx Frank B, BERRY to Defense Secretary Neil McELROY, The letter
stated that 67.3 percent of all U. S, Alr Force flight personnel
had been found to be peychoneurctic, a condition which led to all
sorts of phoblas, unaccountable animosity and other irrational
behavior. It mentioned excessive drinking, drug-taking, sexual
excesses and perversions and constant card-playing as further
evidence of the general breakdown, adding that "moral depression is
a typiocal condition of all crew members making flights with atomic

and H-bombs." Attachment 3 is a copy of the BERRY LETTER as surfaced
in Neues Deutschland of 7 May 1958,

First supplement: The MORGAN GRASH

Having thus provided "official evidence" that KHRUSHCHEV's "pilot who
could decide the question of war® was, in two.-thirds of all cases,
mentally wumstable, the planners of the BERRY LETTER methodieally
supplied "gmmples." The first was a plane c¢rash in England, reported

&8 a newsitem otf 17 Jume 1952 and tied with the BERRY LETTER by

W .
RADIO MOSCOW on 18 June. ( The crash e actually Wme ocourred, “sé:

Tileepeint has never been fully-checkeds) .,:a, ot 0 /21-(/ Raaccd
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II. &, cont,
%,‘ X l:m@*t.
Segond supplement: The U. S PILOT LET forgeries

VEhE

T /o
The next step in the campaigneps on 3 July 1958,

when the Soviet Embassy in London released to the Western
press and the British Foreign Office a letter purportedly
written by a U, S, Air Force pilot stationed in England, in
which the pilot bhreatened to drop an atomic bomb in the
North Sea near England, in order to alert English opinion
to the dangers of an accidentally-triggered nuclear war. On
4 July RADIO MOSCOW tied the letter jf'LEﬁ the BERRY LETTER and
the MORGAN crash, The letter and the fact that it had been
released by the Dviet Embassy attracted extencive comment
in the non-Communist press throughout the Western world, No
doubt in the hope of repeating this delightful burst of
publieity, the Soviet Embassy in London released two more
"U;sS PILOT LETTERson(glong the same lines as the first but
varying in detail) on 9 Julyl and £111 another on 15 September
1958, These were virtually ignored by the press,

Third supplement: The POWERS ORDER (Forgery in allegation form)

On 2 Ostober 1958 the campaign was given another push when

Neues Doutschland published an article eleiming that the
indiscretion of & USAF officer stationed at Kaiserslautern,
in West Germany, had disclosed the recent issuance of a
secret order by Strateglic Air Command (SAC) chief General
POWERS; forbidding any flights over U, S. territory by planes
carrying atomic or hwdrogeﬁ f:;gmbs. Bloc replay promptly tied
this (non-existent) order &dgﬁ the BERRY LETTER,
B h_supplement: Content of the forged SCHLAGZEUG envelo

In December 1958 the BERRY LETTER campaign received what seema
to have been 1its final replay, in a booklet mailed "black" in
Weet Germany, Forged copies of the mailing envelopes used by
& bonma fide West German periodical named Schlsgzeug were mailed
in West Germany,to an estimated 4,000 addressees, They were
accurate forgeries of the resl Sehlegzeug envelope except for
one detail: they carried a West Berlin return ;.ddmss vhieh,
on investigation, proved to be s vacant lot, The enwalopes
contained an overt East German propaganda booklet, with the
address of the KULTURVERIAG DER DEUTSCHEN JUGEND (Publishing
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II. A. 2. cont, . noop
an) s fr ki
devoted to a suggested "eulture program, " giving songs, skits, -eta.,.

for use as an amateur theatrieal performance. One of the songs, printed
complete with score for piano accompaniment s wWas a direet tribute to the

BERRY LETTER, Freely translated, it ran:

\ The Flying ngchongg_x_'osig \

by Werner BRAUNIG

There flies Jim from Alabama,

there flies Jack from Tennessee

high above the city

wearing heated pants,

with the bomb aboard

and the psychoneurosis »

and on the automatic pilot is printed: Liberty.
And vhat can happen-.-
how does that concern us?
That does not concern us at alll

There flies Jim from Alsbama

high over the State of Wisconain

and there is a city

and people walk in rows,

and there is a (psychoneurotic) erack

and he shoots them UP=—

there were a few people killed
And 1f such a thing can happen--
doesn't this concern someone?
Doesn't this econcern us at all?

There flies Jim from Alabams,

Over you, and over me.

With death in his head,
\ and then he sees red, .

and he pushes the button

and it's over for you and for mel
And because that ean happen tomorrow,
it does concern us!
Mankind! It even concerns you:®
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q ’f Thyﬁ'multiple-forgery cempaigns show some indication of a pattern
of ain:‘ual targeting for 1957 and 1958, As shown by the content and
the emphasis in replay of esch campalgn, they have been targeted
primarily as follows:

Jarget 1957 1958
Worldwide 1 1
Mldale East/Africa 1 2
Asis 1 1
Europe -3 —2

4 6

/., Thus, of the total ofgé”oampai @6 surfaced in the period 1957-59,
g} have been targeted at Middle East.ern a.nd Aslan audiences and% at
vworldwide audiences, making a total of H’ of 1:1'!:%s campaigns targeted
wholly or in part at pudiences in the industrially underdeveloped areas
of the world, while,,gf of the st fingle forgeries were targeted at Asian
and African audiences. During this period there hass been ocecasional
replay of propaganda forgeries to audiences in North and Iatin America,
but no forgeries have been reported as surfaced in or targeted primarily
at countries of the Western Hemisphere,

Single-forgery campaigms

Of the b fergerdes wnich vere launched singly, we 0 SHAUGHNESSY WESL -y,

LETTER) was established by its subject and?/ 5
mesdddng as part of a lmown East Germen IS operation. The othez*f“j" were
overtly launched and thereafter died on the vine, with little or no

il
subsequent replay., The §’are shown at the end of Attachment. 2.

iﬁ 5 W@ Forgeries_in 1959
4 No new forgery campalgns appeared during the first half of 1959,

althcughé‘ new forgeries were surfaced in continuance of ,2’ of the 1958
campai gns and,gf new single forgery wae launched. Replay on certain of
the campaigns begun in 1957 and 1958 also continued during the first
half of 1959, as shown in the final column of Attachment 2.

5 % Descriptions of specific forgery cempai
The known propagands forgeries which were internationally distributed

during the period of this study are described, by target area, in
Attachments ﬁ through %inllnﬁk

7'
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IIIC The Technique of Soviﬂt oc Forgeries
AP Politicsl cbjectives
The political objectivegof the 1957-59 forgeries, viewed as a vhole,
can be defined simply: creation of a climte of Goverrmental and ¥xt public
opinion vhich ¥111 tend to (a) breask up the Western Alliance and (b) diseredit

the West in gemeral and the United States in particular Mﬁpw

The specific objective of each of the propagande forgeries has been
readily ldentifisble by its conbent end timing, and often by accompanying
Bloc editorial comment, as an effort to supply "ocumentary confirmation®
of propeganda charges which were belng made at the same period through
conventional Bloc media, The BERRY LEITER, for example, "proved" the
unreligbility of indivi dual U, S, pllots in the midst of & Bloe propaganda
campaign mgainst the flights of the Strategic Air Command (SAC), The
ROCKEFELLER LETTER "oonfirmed" chronic Bloc charges of U, S. imperialistic
aims, while its DULLES MEMORANDUM supplement "proved" that the recently
amnounced Eisenhover Doctrine on the Middle East-.s major current target of
carptlerts
conventional Bloc propagande--was simply a Aatep in implementing the /’U. S.
imperialist policy,
As the content descriptions in Attachments 4 through 7 show, the
specific propagunde objectives of the 195759 forgeries have included:
nc tion" .
¢.Us S, imperialistic aims (ROCKEFELLER IETTER Campaign):,
i~ Charges made in the ohronic "U, S, plots" and "Western
Plots" propaganda (TAIPEH CABLES, FROST LETTER and
.#l R Ay X MR R I P 355 Smrveran X ROUNTREE GECULAR
~Campaigns and several of the single forgeries);
*-Current propeganda charges concerning the SAC flights
a8 a danger to world pesce (BERRY LETTER Campaign)
#U. S, plans for large-scale military aggression (U.S.
SOLDIERS IN LEBANON Campaign):

J Efforts of a belligerent U, S, to sabotage plans for
a Summit Conference (SUMMIT CONFERENCE DIRECTIVE);
P

Bloe efforts to :

' Fan U, S, and Arab distrust of France and Israel
(SECRET STRATEGIC PLAN Gampaign);

i~ Fan French and British distrust of the U. S. and »
secondarily, of West Germany (HOOVER LETTER Campaign
and the O'SHAUGHNESSY LETTER),

{ -Disoredit anti-Communist emigre leaders and the U, S, in
particular, and the West in general, in the eyes of
Bloc nationals and emigres (CESKE SLOVO Campaign),

Sanitized - Approved For Release : CIA-RDP78-00915R001200080008-2
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Presentation of the propaganda message within each of the forged
documents is far from subtle. An example is the HOOVER LETTER, The
forgery itself is & long, rawbling document, but its message appesrs
suceinetly in the opening peragraphs, which (a) establish that the
writer is offering the addressee a job and is making the offer on
behalf of the U. S, Bovermment, and (b) define the job: "You will
never persuade me that we might find g better person to work on the
project. Do you seriously believe that there is someone else who would
know how to grab and hold on to the good old Sahara Desert the way you
would? ‘They think highly of you in Wshington and give your abilities
full oredit. I don't have to tell you about the importance of African oil,."

To avoid any possibility thet target sudiences might miss the point,
replay comment usugally explains it agaln and as bluntly as possible,
Continuing with the HOOVER LETTER g8 an example, RADIO MOSCOVW explained
in replay that the letter showed "the desire of the U, S. monopolies to
seize control of oil wherever it is found in the Middle East, and that
the State Depariment gives them all possible aid." The content of the
letter iteelf made its primary targeting at France clear, but to be
sure the message was not lost on this audience, RADIO MOSCOW broadeasst
a ocomment in French citing the letter ae proof that "the United States
desires to prevent France from settling her disputes in North Africa in
order that the U, S, may take over the resources there."

Another example of editorial 1ily-gilding is provided by Bloc comment
on the ROCKEFELLER LEITER, The forgery itself was purportedly a plan
for achieving U, S, domination of the world, in part through military
s.lliancas‘but primarily through eeonomic aid programs, In surfacing the
letter on 15 February 1957, Neues Deutschland supplied its own paragraph
headings for the various sections of the letter. These included:

*Ameriocan Prestige Catastrophically Fgllen®

"What ie Good for Standard 011 is Good for U, S. A."
"Iranian Foreign Poliey under U, S. Control®
"Eeonomic 'Help! [Braws Military Pacts After {t"
"Foreing Neutral States in Direction of U, S, Wishes"
"Bring Colonies of Others under U. S. Control"

"Re 'Selflessness' of U, S, Assistance"

Comment in a later replay by the East German press agency ADN was
equally forthright in expleining the ideas the forgery was expected to
convey: "ROCKEFELLER's letter to EISENHOWER is causing a stir throughout
the world., Indignation at the plane for brutal enslavement and oppression,
hidden behind what is termed aid, is running particularly high in the
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III. ﬂ cont.

audiences, also removed all danger that .its listeners might miss

RADIO Moscow', in a broadcast in Indonesian to 8outheast Asian

the propaganda point, by explaining that the ROCKEFELLER LEITER "shows

that the imparialist interests of ROCKEFELLER and other U, S. billionaires

decide the direction of the foreign policy of the U. S. CGoverament, which

1s5-the fasclistic executor of their wishes;® ——

i

B. ;ﬁvihe»_ﬂsecretwdowments" uged ..

/ &*Form In which surfaced
A propaganda forgery may be surfaced in any of three forms: \

(\- Faceimile reproduction, Attachments 3 (copy of the BERRY LETTER)
and 9 (copy of the ROUNTREE GIRCULAR) are examnles of this
form of surfacing, Uaed in 22 orf the. 36 forgeries.

\* Yerbatim quotation of the text of the alleged documents, with no
effort at facsimile presentation, Attachment g (copy of
the DULLES MEMORANDWM) is an example. Used in 6 of the 36A
forgeries,

(“Allegation only, i. e. diselosure of the details of the alleged document
vith no attempt at either facsimile reproducstion or verbatim
Quotation. Attachment ¥x 10 (copy of the BISHOP DIREGCTIVE)
is an example of this type. While an unsupported allegation is
not, strietly speaking, a forgery, the surfacing and relay system
used for these forgeries-by-allegation is the same as for the
other two types. Allegation of the existence of the document in
question is sometimes a prelude to surfacing in one of the other
two forme, while in other cases the campaign may run ite full

’ﬁpurae, on the basis of the allegation alone. Used in.,,B' oI‘ jthe
' f36 ‘f;:r'geries.

N
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III. . cont.

A. Ps  Iypes of "aeorgt docunents” fabpicated

wifly e e Tootafiy = atiton
of the separate forgeries, 27 were supposedly written by or to

v. S/{{ationals :
itmi'

P (cables, dispatches, letters) purporting to_be correspondence

between the State De ent and its di tic missi
gbroad (O'SHAUGHNESSY LETTER, BISHOP DIRECTIVE, ’c.he'g TAIPEH
-CABLES, BRUCE LETTER, SUMMIT DIRECTIVE, ROUNTREE CIRCUIAR,

DIRECTIVE ON UAR and the MURPHY LETTER,)
rting to be internal U, S, Government letters or memoranda

_ (DULLES MEMORANDUM to President EISENHOWER end BERRY LETTER
/ to Defense Secretary McELROY,)
£ficial letters by former U, S, Government of.
(ROCKEFELLER IETTER to President EISENHOWER and HOOVER LETTER

foreign nationsls %k (KISHI/DULLES PACT, SJAMSUDDIN LETTER
to Aubassador MacARTHUR, FROST LETTER to the Indonesian 7257 ’g‘“ﬂ*

KAWITARANG, and CHIANG Kai Shek letter to President EISENHOWER.)

ri t‘,era or verbal indiscretions of U, S, military personnel gbroad
F Gy
(}( U. S. PILOT LETTERS, “JOHN H" LETTER, POWERS CRDER and

U. S. PARATROCPER CABLES,
-, i!*wi gfw
Of the remaining/forgeries, ¥ have purported to be internsl
documents of other Western and pro-Western Governmments (FRENCH/ISRAELI
GENERAL STAFF PLANy SECRET STRATEGIC PLAN OF THE ISRAELI ARMY) ERHARD
LETTER to West Germen Chancellor ADENAUER; SUDAN GOVERNMENT DOCUMENTS
and WELENSKY DOCUMENT.) } ‘
Lf) ey W"‘*‘F /
The other{ﬁ were 'l:.he forgeriee qx&% "‘fthe CESKE SIOVO Campaign
L
forged lssue of an emigre ymximit® newspaper and ,2’ series of letters
purportedly written by the editor of the same periodical) and the
-€.¢+ (VWest German periodical)
forged SGHLAGZEUG/mailing envelope which carried the last known replay

on the BERRY LETTER,
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III. cont,
{2 ‘/. Source Materisls
A typleal Bloc propaganda forgery consists of two distinet sets of
source material: a framework of overt faet, used to give verisimilitude
to the forgery, and the fictional statements which convey the propaganda
meSEELe «
1{‘ Fact. The factuel material may include any or all of seversl kinds of
data: ,
Nemeg_and titlee of the purported writer, the addressee and any other 7
persons_wheo may be mentioned in the document, A frequent practice

is the inclusion, elther in the forgery iteelf or in accompanying

edltorial comment, of the full neme and title of the purported
writer and addressee. Thus, a NCNA (CHICOM prese agency) news
release replaying the FROST LETTER begins, "Bintang Timur today
published a letter sent byaﬂear KHmiral laurence FROST? Chief of
the U, S, Naval Intelligence Bureau,’ to KAWILARANG, one of the
ringleaders of the rebel cligue," and then explained that "KAWILARANG
wves the former Indonesian Military Attache to Washington.®" In
surfacing the POWERS ORDER (allegation only), Neues Deutschland
identified "General Thomae POWERS, Commander of the Strategle
Air Command of the United States," as originator of the order,
The BERRY LEITER is sigmed,"Frank B. BERRY, M, D,, Assistant
Secretary of Defemse (Health and Medical)LiuEi) K,
Place names snd nameg of organizstional units., The BERRY LETTER refers
to USAF bases on Mldway Island and to the Patuxent River and Cooke
bases., The "JCOHN H® LETTER identifies its purported writer as
a member of the 79th Engineers., The ROCKEFELLER LETTER mentions "the
discussions at Cemp David which resulted in my resignation;" ete.
Official format, if the forgery is presented as a Govermment cable, dispatch

is
or memorandum., (See Attachment 12, which/a copy of one of the

TAIPEH CABLES as surfaced in Blitz, andxiituermot
t the BERRY LETTER.:.and Q--the
Attachments 3«» i 3—

ROUNTREE CIRCULAR )
References_to _recent news items, used in the body of the forged document

or in accompanying editorial comment, The "JOHN H" LETTER states

that "I arrived from Munich July 27 by Globemaster with a group of

the U, S, Army." (The forgery iteelf wms based upon the landing of

U, 8, troops in Lebanon, and the world press of the period wes full of
details of their transportation by air from West Germany.) In surfacing

the DULLES MEMORANDUM, Neues Deutschland explained sditorially that the
Sanitized - Approved For Release : CIA-RDP78-00915R001200080008-2
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I1T. Bk cont.,

document hed been written "in the last half of December

[3956), just after the MATO meeting in Paris," (NATO had
held a widely publicized meeting in Paris at that time.f
The Camp David talks x

ik betveen
President EISENHOWER and Nelson A. ROCKEFELLER, mentioned
in the ROCKEFELLER LETTER, had taken place and had been
reported in the preaaﬁ ;;g
Statemente the purported writer hes actuslly msde in speeches,
Tess erences, megazine icle A3 or_ ststement
blished otber individuals whic ht ugibly be
atiributed to him. Ar example of this ocours in the
ROCKEFELLER LETTERX. On 5 December 1955 the New York Times
carried a front-page article in which this maoemopxapk parsgraph
appears:
"Althoggh economic and technical aid in the underdeveloped
countries has been rumning at more than one billion dollare
a year, mors than half has been concentrated in three
' places where military-politieal, rather than economic
factors are controlling, These are South Korea, Formosa
and South Vietnam."
The ROCKEFELLER LETTER, surfaced 15 February 1957, contained this
paragraph:
“Although, for instance, economic and techniecal aid to
underdeveloped countries last year amounted to more than
one billion dollars, more than hslf of this sum was
actually devoted to three countries in which military aend
politieal rather than &concmic considerations were the
determining factors, These oountries were South Korea,
Formoss. and South Vietnam.®
Names_and_addresses needed for operationsl use. Still another type of
factual data used 18, of course, the names and addresses of target
individuals when the forgery is to be surfaced by covert meiling
rather than by overt means, Target addresses for use in "black!
meiling of psychological warfare material are known to be obtained
by the Fast German IS (and, presumably, by the Soviet IS as well)
through overt research facilities--telephone directories, diplomatie

lists, names and addresses culled from local newspapers, overt directories
Sanitized - Approved For Release : CIA-RDP78-00915R001200080008-2
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=

of lemax government units, from lists of foreigners

vieiting Bloc countries, ete., Others are known, in the

cese of East Germany, to be obtained from East German ¥8 +~ X
Mj‘en‘bs tr;vell:lng in the West. In the one known Czech
3 opération discussed in this gaper( ‘the mhdrazremctin CESKE SI.’QXO
paign) -SWe
%8¢ mailing addresses were obtained by Furglarizing the
offices of the offices of the real 2F£KE SJLOVO and making off
with its subscription list. :

The overt material used in Bloc forgeries is culled from an enormous
supply of research material: newspapers, books and periodicals of all
nations, diplomatic lists, telephone end other published directories,
overt information handouts of Western official units, and so forth. The
extent of Bloc overt-materials research facilities is established not only
by the factual detall used to embellish the propaganda forgeries but also

by the content of conventionsl Bloc radio and printed propaganda. Bpoka

ﬁ) are bullt by stringing together quotations--usuelly out of context
and occasionally falae-nfrom a fantastic mmber of published non-Blee
sources wittch ra.ngév}r the world's major newepapers to obscure local books
and brochures, While the overt evidence in itself leaves no room for doubt
as to the method and extent of Bloc reseerch of this type, it has also been
confirmed in-detd®l by a recent East German IS defector who described in

2

detail the overt reaearch mataria.ls available to paycholglcal n:t warfare_

““in.other worde ;e
T SauivETant- of. the-SOVESETEMY, _ i, (ate G C -3 71"7‘ v
Fiction, The fictional statements which constitute the raison d'etre of

any forgery obviously have the férpsry writer's own imagination as their
immediate source. The ideas which these statements are intended to convey,

opagande themes of the periodé}ﬁﬁ’—m—

homver, are those of the Blocip
the general guide lines which give rise to
an

f An terestin 71A10t on
specific Bloc forgery texts was provided by/Xim editorial comment in

the Neues Deutschland srticle in which the ROCKEFELLER LEITER was surfaced:
"LENIN made the important remark that one of the tasks of Cormunists in
dealing with questions of international polities is to reveel the secret of
the origin of wars to the mzsses, We were guided by this remark when we

published the text of the secret letter of Nelson ROCKEFELLER to EISENHOWER,
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I1I. B9 . ocont.,

From the pen of theseion of the blood-stained ROCKEFELLER dynasty
the world learns the secret of how people are robbed o their
national sovereignty and independence and brought under the eway of
the U. S. monopolies in order to help in a U. S,-instigated war for
world domination," With substitution of "we wrote! for "we published,"
this statement furnishes a succinet explanation of the thinking which
produces a specific Communist propagands forgery,

In the interest of verisimilitude, fictional embelliskments are
frequently added in the editorial comment vhich accompenies overt
surfacing and replay of the forgeries. One example of this was the
Blitg article on the worries of Ambassador RANKIN, which served as

prelude to the TAIPEH CABLES series _(seeM b )e Another

was the "news item" supplied in a Delhl Timeg replay of the BERRY LETTER

and subsequently included in a TASS English-language release, The

comment read: "As is always the case in such circumstences s an intensified
gearch is being carried on to finé the source of leakage of the
information which is go unfavorable to U. S, strategic aviation. Judging
from rumors ecirculating in Washington, BERRY remains beyond suaspicion

and will keep his post, but there is every possibility of somebody from

the Defense Depertment being forced to leave Govermment service."

Still another kind of fictional enbellishment was ncted in at least
one of the 1957-59 forgeries: %mw éﬁle use within a forgery of statements
from non-Bloe psychological warfare programsg,

/vhich happen to be untrue but which have been published frequently enough
within the primary target amea that the audience might be expected to
regard them as fact, The instance noted waes the following statement,
in the HOOVER LETTER: "Now as to your doubts on the political side of
this ma tter and primarily the attitude of the French to all this business,
I must say that they proved far more conciliatory than we expected as
regards our papticipation in exploiting Sahara oil, Though the row that
ocourred last fall, because they managed to seize some documents compromising
ARAMGO}made Paris more capricious in seleeting partners, 1t did not, however,
close the Sahara to us., (Editorial note: In the fall of 1956, a plene
carrylng five leaders of the Algerian national liberation movement was
detained by the French authoritles, Searches made of the five Algerians
who were subsequently arrested, revealed documents exposing the intrigues

of U S. oil trusts, especially that of the Arabian American Oil Co. )R
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ie statement that kirex
the five Al erian leaders were a.rrestedﬂ The editorial statement that

search of the five "revealed documents exposing the intrigues of U, 8.

oil trusts, espeeially that of ARAMCO," and the reference in the forgery
itself to "the row thaet occurred last fall, because (the French) mane ged

to seize some documents compromising ARAMCO" are not true. The armest

of the five Algerians was = cause celebre in France and North Africa

in 1956, and the heated French press comment on the subjeect included a bit
of psychological warfare misinformaetion on the part of the French nationalist
Right in the form of a report--published in seversl Paris newspepers of the
Right and Extreme Right-.-that documents compromising M&MCO had been found
on the Alcerians. There was, however, no "row" between the U. S, and
French Governments on the aubject—::%ae the documents found on the

men iBafret contained nothing which compromised ARAMCO, In view of the
exoellent psychological warfare facilities avallaple to the French
ultrg?nationalist groups which had promotkd the ARAMCO story, there 1s

no reason to assume that the report itsslf had been a Bloc product, and

the Bloc writer may even have used ik the tale in the HOOVER LETTER on

the assumption thét it was true.

l), W Cruditles and Frrors

There 18 no single clue which will lead infallibly to identification of
an alleged secret document as a forgery. The forgerles which have been surfaced
in facsimile or verbatim-text form, however, have all contained errors or
evidences of operational carelessness which have been of definite agsistance in
spotting them as forgerles, The errore are not usually of a kind that would
make the forged character of the document obvious to a lay reader and some--such
as use of a Cerman-made typewriter for a "U, S. Goverrment" document-.require
epecialized andlysis, No one error has been found to be cormon to all of the

forgeries, but the errors and carelessness have fellen into certain categories:

/ @ Mistekes in fact

N

The factual errors have been on Emkgjwekx pointe,thmt would not
nornally bave e ppeared in the press and whieh would therefore be known
to the agency in which the fozgary purportedly originated but womd not
either the terget audience or ufvt

Tavewsilabie to ke peafxRrRreRicnhieus overt-ma terials researcher,

Examples: The BERRY LETTER was based upon an examination supposedly given
to all USAF flight personnel and the statistices ecompiled as s
result of that examination., Fact: No such examination was given.

Sanitized - Appraild EAEREIE "0 IR R Aol B on ot
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The ROCKEFELLER LETTER ,contains many errors which
would in themselves be sufficient to establish the document
as frandulent in the eyes of anyone who was familiar with
Mr, ROCKEFELLER's own correspondence practices: The forgery
1s a elipshod typing job, with ragged margine and several
strikeovers, contains several errors in punctwation,
=mpi¥ spelling (such as "alliemation") and grammer, and
displays a rather uneven typing touch. As it happens,

Mr, ROCKEFELLER's letters, public or private)are alvays
written on an executive type eleoctric typewriter and thus
display a mechanically even touch. The copy is always
clean, with no strikeovers, and particular care is taken
in punctuetion, spelling and grammar. It also happens that
Mr. ROCKEFELLER dislikes frequent use of the pronoun "In..a

fact of whieh the writer of the forgery was obviously unaware,
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III. m’f aont,

Mﬁ , ' Mistekes in format
Each of the purported State Department and U. S, Embassy

cables has lookad, at—s-—exaligi~glnnes, more or less like the

real thing. Nonme of them, however, has been raihomght a good

enough forgery of the ecable form itself to pass even a easual

inspection by anyone familiar with the forms in question.

Examples :

e ~ W
The TAIPEH cgbles ,8how ignorance of the use of &

"Gontrol Mumber," and placing of the message numbers is
incorrect. The text is written in a lelsurely, chatty style
which might be found in a dispatch%t%d be unusual in a cable.

The ROUNTREE CIRCULAR(,,did a little 'bettjr on the

"Control Number" but managed to include an impressive
number of errors of its own:

The document was dated 17 April 1958, and classified
"CONFIDENTIAL/SECURITY INFORMATION," This classification was
discontinued on 10 November 1953,

It purported to be a cable, but its text ealled it a
"eircular letter.” The Department uses a form of correspondence
called a "eironlar instruction," but such correspondence i not
transmitted by eable., There is no such thing as a "circular
letter™ in Department nomenclature,

The purported mumnbering bears no relationship to the
numbering series used at that time for State Department
communications to diplomatic and consular posts abroad. The

and dated"April 17, 1958,
forgery was numbered "Circular 11 "/tpxtbdﬂxxﬂﬁﬂﬂmcﬁn&n
Under the State Department system, the numbers begin anew with
each fiseal year. The real Circular 11 for the period 1 July 1957
to 3C June 1958 was sent on 20 July 1957,

The document was typed on a blank form of a type which
had actually been in use until August 1955, but ‘was replaced
at that dx time by a new form, Th M form\;(a headed

AT re”
"Incoming Telefiram - The Foreign Service of the United States of
America," and the location of the Eknbass'yﬂ?u%’t)t%e typed in. The
form on which the forgery was typed bore ‘l':heylegend: "Incoming
Telerram--American Embassy, Baghdad.m
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III. #. @ conmt,
Official messages transmitted to U. S. diplomatic

and consular representatives abroad are signed in the name of th-
Secretary of State and mot by other officials. The ROUNTREE
CIRCULAR was 'signed' by William ROUNTREE, who at the time

was an Assistant Secretary of State,

Letters and memoranda purportedly written by U. S, Govermment officis’

run afoul of the same problem of format, In the BERRY LETTER, for

example, the paragraphe are not numbered in accordance with established
procedures, the pages are improperly numbered and the salutation and

closing are not consistent with established correspondence format.
CEn e 2§ for—facrtile wopy)-

SLINNNE

In the ROCKEFELLER LETTER/the selutation ie indented to align with the
paragraph indentations and not, as in American practice, with the left \

margin of the texte,

= _ {@( Use of British spelling in documents supposeddy written by Americans

The most ecommon error in the forgeries so far discovered has been
the use of British spelling in the words in which British and American
spelling differ, The ROCKEFELLER LETTER, for example, uses the words
"favour, " "economising," and "emphasising,” and the HOOVER LETTER speaks
of "reorganisation.” It should be noted, however, that this error has
not occurred in all forgeries » and was not consistent even in the
ROCKEFELLER and Hoover letters., The ROCKEFELLER LETTER : vhile using
#&nphasising)" as-moted-abeve, also uees "emphasige." The HOOVER LETTER
uses "reorganisation" but also "unfavorable." While use of British
spellings alone would indicate that the writer 18 not American it would
not, of course, mean that he is hecessarily English, since it is British
and not Ameriean English that is taught in most schools outside the U, 8,
Use of both spellings in the same documenty, however, suggests the possibilit
that the writer (or writers) may have learned English as a single language |
without mastering the differences between the British and American version;
that a native of either country recognizes on sight,
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III. g( cont,
.ﬁ? & Use_of British expressions as Americen
Examples: The ROCKEFELLER LETTER refers to the idea that "the Flag
follows trade" as an American tradition, while in fact it is & phrase
used by political sclentists to deseribe British colonial kimimxyy tradition.
The ROCKEFELLFER LETTER slso says, "the hooked fish needs no bait," which
1s British rather than Ameriean, Still another example, in the same
document, is the expression "ramming home" (of an 1dea), which an
American would be more apt to write as #kxtwim "driving home."

_:M b Use_of expressions which are in us or bad translations
e o s 2
[ ¥ i

Examples: The ROGICEFEfLER LE'I"I'.EE".,o in making a statement, refers to

"my friends" as supporting authority. In German, ™eine Parteifreunde"
or "politische Freunde" is often used to give weight to an argument, but
this would be an odd practice in U, S, Government correspondence,

An instence which seems to be poor translation also occure in the
ROCKEFELLER LETTER, The document beging, "I am reluctant to revert to
that lengthy and tiresome discusion." An American would not be apt to
refer to a discussion with the President as "tiresome" in a letter to
the President. The word used in the German text of the letter, however,
is grmudende, which can with equal validity be translated as "tiring,n
In view of the fact that the President, at the time of the Camp David
meeting, was still convalescing from his heart attack, reference to a
"long and tiring discussion” would be}% plausible.

The BERRY IETTER uses the expression, 'during the medical exsmination
progress,” which can only be a poor translation from another language,

(;9 ® gtakes in U, 8 i terminology and usa
Examples: The "JOHN H" ILETTER ie addressed "To American Officers
and Other Ranks"-.s salutation a Briton might use but an American would
not be apt to, The same letter used the te::pﬂ_;'7ﬂ9th Engineering” rathem

AL, ’“L"ng 4

‘than "79th Fngineers," It also contained t5 spelling errors and

several mistakes in abbreviating military terms,
The BERRY LEI‘TER, purportedly written by a USAF official, containe
the following errors in usage:

"Internal Zonme" for "Zone of Interior"

"Air Force Command" and "AFG", which are mot used by USAF in
referring to the United States Air Forece

"peychostenia 1s an obsolete psychiatric term not commonly used
by Americen medical personnel

"a group of experts" memhixkw is mentioned as authority. In such
a letter, the "group of experts" would be identified and

Sani‘wéeaMpl;::o\ilﬂfwegggﬁbgtggﬁﬁfﬂd%@ﬂﬂ%ﬂﬁ@@#%@ﬂ?ﬁ'z

Station" and use of parentheses to set apart State abbreviations
is not an accepted prpg.ctice. The same g%rrors occur in "the
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Cooke AFB (Calif)", Sti1l another error occurring in
both is use of the artidle "the, " which would be correct
in any of several other languagesbut is not en American
practica,

Use of vague generalities such es "Further improvement of aireraft
equipment, brighter 1ights of the ground eignal systems and
beacons, installation of additional direction signs.." These
terms are so obsoure as to defy interpretation and certainly
would be identified specifi @lly if referred to in a letter to
the Secretary of Defense, especially if, as this doocument
states, they were "proposed by experts.”

& Operationsl carelessness in referring to dateg
Exemples: The ROCKEFELLER LETTER was purportedly written in January 1956,
but the writer says "If I am not mistaken the Bill obtained your epproval
following Sir Anthony Eden's visit to Washington." Anthony Fden arrived
in Washington on 30 January 1956 and remained until 2 February,

When BLITZ replayed the BERRY LETTER on 30 August 1958, 1t
explained editorially that "A photostat of this confidential letter dated
March 27, 1958 was published early this month in the German newspaper
Neuss Deutschland." It wastrue that the forgery had been surfaced sarly
in the month~.the 7th, to be exact--but the month wves May and not August.

This error is of some interest in iteelf, since it suggests that the replay
copy, complete with editorisl comment, maey have been sent out at about the

time the letter was surfaced end either received late by Bldwx Blitz or

allowed to lie around the Blitz offices for some time and then published without
miixenk editorial reading, . .

The ROUNTREE cmcméﬂrman interesting collection of
conflicting dates (and explanations of sxigmm origin): On 9 April 1958,
the clandcstine OUR RADIO, in East Cermany, broadeast to Turkey a nev«:fg.tem
vhich began, "Report from Cairo: The American State Department has sent a
secret directive to its envoys in the Middle Fast with a view to overthrowing
the UAR." The item contimued with a brief deseription of the "directive
which did not mention the name ROUNTREE but was otherwise an excellent sumary
of the ROUNTREE CIRCULAR. The ROUNTREE CIRCULAR itself waé dated 17 April 1958,
i. e. 8 week after the East German broadeast, but was not surfaced until
26 July (% days after the DruroemoatBxak}x Baghdad coup 4'Etat), Iw 2

M sw‘dﬁigg.jhewfazggglgﬁggﬂﬁﬁbsdaﬂrm,mm editoriedty-that
the document "had been sent to the Mmerican Hbassy in Baghdad in April of
thls year.® When Blitz replayed the forgery on 2 August, it was under an
introduction which began s "With the storming of Baghdad, the citadel of the
Baghdad Pact, by the forces of Arab nationalism, Mmericane have been caught
with their pants down. The snekepit that it was, Baghded in Republican hands
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F

American imperialism, showing up Washington as the arch eneny of
Areb unity and laying bare its conspiracy to destroy the United

Arab Republic. Onme such incriminating document was sent by the

State Department on April 17, 1958, to all its diplomatic missions

in the Middle East,.,. " and continued with quotations from the
ROUNTREE CIRCULAR. Thus, the cable deseribed by OUR RADIO in Leipzig
on 9 fpril did not, according to the August implication in _B;j;g_t
come to light until "the storming of Baghdad" on 14 July.
Operational carelessness. -using typewriters which betray the forgery
Exampleg: It has been determined that the machine used in typing the
ROCKEFELLER LETTER was not of Mmeriean manufacture, and was probebly
made before World War II by RHEINMETALL V.E.B., which is located at
Sommerda bei Erfurt, in Thuringia, East Germany, jmmlysizxuism
Tmiteatenx ik

Analysis indicates that the BERRY LETTER was typed on
either an unknown foreign machine or a rebuilt combination of different
typewriter machine parts, possibly of Mherican origin,

The typewriter used in addressing the O'SHAUGHNESSY LETTER
to its target was found, on later analyeis, to have teen used a few
weeks earljer in another Rast German% ope tigzn“'(see Para cé-aiof‘
SECTION VII),
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A Aress_and operational methods used in surfacing
’ Tuedre
l, § 2957. The ¥ propaganda forgeries known to have been surfaced

- == - -in 1957 made their first appearancesas follows:

woee o Surfaced withip the Soviet Blog - 2 - both overtly, in Fast Sexx
Germany
Surfaced outside the Bloc - 3®x 10 - all ttributable:

West Cermany. %5 ot ... ..} hemrexig
France..,.,’..,d:.,....’l
India...h.-...uf. o,;o

S e L — fee -
Of the 1957 total of. forgeries Z were surfaced overtly

in Bloc propaganca media, § covertly in West Burope and all
""the rést by unattributable publication in the newspaper

ot
j —3B1itz in India--a total of only surfacing channels in
i ol
i , S countries.

inxxxm The 1957 simplicity of surfacing areas and methods was not .

repea'l'@d in 1958 and the first half of 1959, In that period s W

?‘o!:!‘z :Les were surfaced, using ,14{ countriea--only ?o

4 e

them within the Bloc--as surfacing pomts. Five of the /'24 3‘

“surfaced in overt Bloc mediae and/& otherg overtly by the

"=~ Soviet Embassy in London. The other &% vere given unattributab'h

- —gurfacing in a totasl ofniﬁ;\non loc co tries. _The Indian .,

gitlye
_newspaper Blitz, which had surfaced f _the J# forgeries of 195

mw
surfaced only ,1’ in 1958-59 although the paper vas heavily uSed

in 1958 replay of forgeries surfaced elsewhere, The mwrfazimg

areas mm used vere:

Surfaced within Soviet Bloc di — — *

"'”’““"‘““kst Gemw...."'.."....‘A ) ) e
Hungary.....................1

— e - '? e e

‘ S%;faced gu‘bside the Bloc El ’ all but 4 unattributable

v 1YY/ Middle East (6) 7
Yo UAR......--c-.ao-utvthO'B

j{’**—“*b\ B PR |

\i Fu Leb&non.-..........-.....l

§2 Indideceeccrecinsiviiosiel -
~ 'i-t;\ E\lroﬁ 582
et Weat German¥e.seseerecceed
\ France'.z'...".'.....".1 ( )
oo England (series of 4)....4 (by Soviet Embassy, overtly
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T Simultaneously in several areas (3) %
West Germany & Austria,..l
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IV." cont, - 3

p_ /@? Remlay - methods of delivery to tar ot audliences

Once a forgery has been surfaced, it is delivered with remarkable

precision to its target audience. The means of delivery may range from 4 /%7 (

Qg v (209
mailing the forged dooumen‘b"'black“ to a single 1ndividual) through overt

{

third-country replay to?ée%get country, to a complicated series of

operations involving a large number of Bloc assets in sevqral countries,

with extent and methods of replay depending upon the kind of target andience
at which the forgery in question is aimed.

y; An example of the simplest covert delivery was the O!'SHAUGHNESSY LEITER,
targeted at the HMench Government@ and mailed "black" to the French
Ambassador to West Cermany. No overt surfacing and no replay were ever
reported. (Another illustration, not mentioned elsevhere in this paper

letter on a

because distribution was within a single nation only, was a/x fuxgmd
forged State Department letterhead, addressed

to Ambassador CHAPIN in Iran and signed "John Foster Dulles," which
was transmitted (means unknwen) to the Shah of Iran in late February 1958.
The letter, dated 8 October 1957, consisted of statements whkch were
highly derogatory to the Shah, So far as known the letter wae never
used in any other vayJix Purpese+—obvieus,—Detivery+—Exactly to-its
) b\ An example of surfacing outside the Bloc, followed by a single replay
by overt Bloc media into a specific target area, is provided by the TAIPEH
CABLES series. The first two forgeries in this campalgn were the RANKIN
CABLES, "proving" that the U, S, Government was plotting to assassinate
CHIANG Kai-Shek., The two cables were surfaced in Blitz, ¥ in India

on 21 September 1957 and, on 30 December, replayed by RADIO PEKING, in.’

“_

|
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- replayed it in repeated ‘broadecasts (some &t normal speed and others
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Mandarin, to Taiwan. No other replay vas ever reported., (It is
interesting to note that, while/ihllhmimmﬂ:tmi xzfxti
:ﬁnxgnxpmm vas thus limi'ted the theme was not dropped.

In late February and early March 1959 a group of Latin American
CP rep msantatives visited Peiping on tﬁeif way home from the
21st Congress of the Commmist Party of the Soviet Union. While
on international affairsg
- Chinese CP leaders, One of the "faats" communicated to them in

_the sourse of these talks was that "the U, S, realizes that CHIANG

by means of a !mqnxnﬂm:b: coup d"Ejat to be effected by a Chinese

- subversion in the SEATO area, in Southeast Asia, The cable was
-surfaced in Blitz én 12 October 1957 and a few weeks later was
—reprinted in the newspaper la Patrie, in Bangkok, Thailand (i. €.y

_the capital of/gEA%e

No other replay was ever reported.

LETTER was surfaced in the Bast German Party daily Neues Deutschland on

nitized - Approved For Release : CIA- RDP78 00915R001200080008 2

in . they heard talks/by MAO Tse-fung, LIU Shao“8hi and other

 Kai-hek 1s an obstacle (to its plans) ) and 1s trying to eliminate him

series was a purported State Department cable on U, S. plans for

—.._RADIO MQSDQW which picked it up within.. -;hgurs of surfacing and“"

.

7*1,

\

replay of the forged document itself

officer vho studied in the U, S, The U. S, has a aecre‘t ﬁ'ovisional

Govermment in readiness,") Similarly, the final cable in the TATPEH

in

the only Southee.st Asian country which is a member of SEA‘I‘O)

A'b the other end of the replay soale was the ROGKEFEILER LETTER campaign,

2 targeted at & worldwide audience and replayed accordingly. = The ROCKEFELIER

4

15 February 1957, and replayed by: - T e
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at dictation speed) to Indonesia} Vietnam, Greece, the
Middle Bast (in Arabie), Iran (in Persian), Turkey (im
Turkish), Yugoslavia (in Serbocroat), Indonesis (in Indonesian),
latin America (in Spanish) on 16 and 17 February; to foreign
audiencee in Arebic, Turkish, Persian, Portuguese, Italian,
Spanish (ILatin Ameriea), Japanese, Korean and Mandarin on
18 Februsry; a total of zl;tbryo:kfcaats s worldwide, including
the United Kingdom, France, Norway, Holland, Denmark, Hungary,
Rumania, Albania and Finland between 19 and 22 February. On
10 March the DULLES MEMORANDUM was surfaced (also in Neues
Deutschland) as a Middle Eastern supplement to the ROCKEFELLER
LETTER, RADIO MOSCOW thereafter replayed the two forgeries,
sometimes separately but usually together, to the Middle East
(in Arebic), Iran (in Persian), Turkey (in Turkish) and to an
ungpeoified number of other foreign audiences on 11 March;

rﬁ&“cémntaries, mostly in Arabie, from 13 to 17 March; to the
Middle East in Arabic on 18 March 1957 and agsin on /4 November 1958
(this time in comnection with withdre,wal of U, S, troops from
Lebanon) {f a total of more th g eparate broadcasts from
February 1957 through November 1958 (plus replay, in the first

ﬁz’ %ays only, by ERARRX Pravda, TASS end Sovlet Rupsia to audiences
in USSR),

East German pedis (press agency ADN, radio DEUTSCHLANDSENDER
and newspaper Neues Deutschland) nfé’ comments to East and West
Germany.

Czech medis (press) to Czechoslovakian audiences, )

Bumanian medis (RADIO BUCHAREST and Party daily §t_:i4f_1§gj.~a_)
to Rumania,

CHICOM media (RADIO PEKING and press agency NCNA) to

Communist China.

Assets outside the Sino-.Soviet bloe (nmewspapers Al Qabas in
Damascus, Blltz in Indis and unidentified newspapers in New Delhi
and Cambodia, to their readers in the Middle East and Southeast Agia

Covert replay by an East German representative in Cairo to the
ARAB LEAGUE member goverrments,

s
By the time the campaign ended, # months a?er surfacing of the

e Lomdns.
first of its two forgerie 3, more than &9(9 instences of replay had

Q*A

been reported, some B@ percent consisting of RADIO MOSCOW broadcaste
Sanitized - Appr.omiiﬁmeRe_l&asmr GlA-REPTS8-00915R001200080008-2
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v, % cont., )
The replay used in eac‘h of ther 'Zigqinultiple-forgery campaigns of
1957-59 1is shové;“o;n the attached charts, as follows:
Attachment 4-a. ROCKEFELLER LETTER Campgign
" 4~b; SUMMIT CONFERENCE Campaign
" f-a. TISRAELI GENERAL STAFF Campaign
" 5~b. ROUNTREE CIRGULAR Campaign
n 5-c. U.S, SOLDIERS IN LEBANON Campaign
" 6-a. TAIPEH CABLES Campaign
" 6-b. TFROST LETTER Campaign
" 7-akxex BERRY LETTER Campaign
" 7-b, CESKE SLOVO Campaign
" 7-c. HOOVER LETTER Campaign

Sanitized - Approved For Release : CIA-RDP78-00915R001200080008-2
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IV, cont. .

(i ,%“:. Combined use of overt end covert assets in surfacing and repla
of the 10 multiple-forgery campaigns of 1957-59 (the

TAIPEH CABLES, FROST LETTER and SUMMIT-DIRECTIVE Campalgns) ran

their fuliwm in overt press and radio media. Each of the other

v,;.?" was run through a combination of overt and covertmons, often

through assets situated in widely separated parts of the world.

An example of this overt/covert relay system is the ISRAELI
GENERAL STAFF Campaign, which began as a rumor in France in early
1957, traversed the Mediterranean in false-intelligence form, appeared
in India in published form and received its latest lmown replay in

Moscow
a book published in/HRSR in the spring of 1959e. . wumw: wwswsess e ..

THE TSRAELI GENERAL STAFF CAMPAIGN

M

\ | W, Rumor ceppeien - France - spring 1957 - FRENCH/ISRAELI GENERAL STAFF PLANS
» In mid-March 1957 (six months after the Israeli and French/British \
military action against Egypt) rumors began circulating in official

and diplomatic circles in Paris that the French and Israeli General
Staffs were working together on a plan for joint Tsraeli/French action
against Egypt. The rumors were traced through ell pertinent sources.

It was learned that in the first place they had no foundation in fact,
and in the second all traceable tales on the subject ran back to a

single local point of origin: A Paris journalist named Andre ULMANN, who
was notorious both for his role as a pro-Soviet propegandist and for his
penchant for cultivating acquaintances in Govermment and diplomatic
circles. By the first\waek in April, the rumors had died out except that,
according to one reliainle source, "UIMANN still goes around repeating ther
He seems to be about the only one vho does. He seems to be using this as
a propagandsa line." (A point of interest in this connection is that

Andre ULMANN is the director of a small weekly newspaper, la_Tribune
B-3, &
Q?E_Ngjzgn_} which fits the type description given in Para aﬂ?ﬁ a=
o
c/b W below of the newspapers which have been used in surfacing and

reblay of propaganda forgeries, i. e, it has no connection with local CP
\ or front groups and does not propagandize on their behalf, but 1t does

. __act consistently as a vehicle for pro-Bloc propaganda. UIMANN and his ;
Sanitized - .l{lpprovedy For Release : CIA-RDP78-00915R001200080008-2 . /



Iv,

pras

L) gf’
e u 7D

S@mitjzed - Approved For Releage] CIA-RDP78-00915R001200080008-2
Laniy. €4

B I
J ;&'

cont.

newspaper have been used from time to time in other "black" propagandsa

operations, but no reports have been received of use of La _Tribupe deg
Nations in surfacing or replay of the 1957-59 propaganda forgeries.)

Diplometic report - Lebanom _ spring of 1957

During the first week in April 1957, a Western diplomat stationed in

Beirut cabled to his Govermment that a high lebenese official had

Just informed him that "France was launching a plot in cooperation with

Israel,”

8e_intelllgence report - Italy - spring of 1957

A report (infa;"gate April-May 1957--no source description or evaluation
given) received by an official Itelian service stated that "France
apparently intends to use the emall port of Naheriys, north of Haifg
and a few kilometers from the Lebanese border, as a naval bese for
French intervention in the event thaet Middle Fast tension should vorsen!
and that France was "financing an Israeli radar installation to protect
the Naheriya base," The report added that "The Israeli press has not
mentloned the matter, but detaile are being talked about in publie,"
Pregs_allegation - India - fall of 1957 - SECRET STRATEGIC PLAN

On 12 October 1957 Zionxcpxasd

S XM X NS N A 30

¥ Blitz, in India,
carried a long article hesded "Israel Plans to Dismember Arab States

and Organtee an Israeli Fmpirel" The article reported that "a Blitz
correspondent in a West Asian country had an opportunity of getting
acquainted in detail with a secret strategic plan of the Israeli General
Staff. We may be able to publish the plan in full in future.” 'The article
gave details of the "Plan, " which "envisages military operations against
the countries bordering on Israel..,,In §sx general, the Plan provides for
the annexation of the territory bounded by the ez Canal s the River .
Litani and the Persian Gulf..", ete, Blitz added editorially that "the mx
scheme takes into account the circumstance that Israel will not be able

to rely on victory if she aets alone. In this connection, assistance on
the part of the U. S, A,, Britain and France is envlisaged beforehand.

The Plan especially emphasizes that "the U, 8, is interested in a clash
between Israel and the Areb States" and that "the U. S, interest in the
strategle pointe of the Middle East 1s explained by the striving te

strengthen her positions in this oil-rich ares. !"

Sanitized - Approved For Release : CIA-RDP78-00915R001200080008-2
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SECRET STRATEGIC PLAN® forgery surfaced - Indis - fall of 1957

In November 1957 M Pk ek ek e Ok oot
xrkiziw director R, K, KARANJIA fulfilled the promise of his October
newvspaper article, by blishing a 78< et entitled #Ragysrxmf

AR Pt
Dagger iz of Israel,mﬂvehiole for surfacing the purported "STRATEGIC

PIAN OF THE ISRAELI ARMY FOR 1956-57 - Translated from the original

in Hebrew," Th%ocmnent, an obvious fraud, is a rambling, badly written
tract with the details given in the Blitz article quoted just above as
its propegenda climax, In his introduction, Ximodmusichsoctatiameyitcx
author {f) KARANJIA placed the date of beginning work on the book as
March 1957, 1. e, the period in which the "FRENCH/ISRAELI GENERAL STAFFv
rumors had appeared in France, (The bookl#® is dedicated to President
NASSER of Egypt, and closes with a reprint of an interview NASSER had
given to the Cairo daily Al Ahram. .'Iﬁ:gak opens with a foreword by

Ha} Amin el HUSSEINI, former Grand Mufti of Palestine, whose autographed
photograph is used as frontispiece.yx KARANJIA gives credit for the
title, Dagger of Israel, %o "my brilliant friend Colonel SERRAJ, Chief
of the Intelligence DBureau of the Syrian Army, who took pains to explain
to me for over an hour the aggressive strategy of Israel supported by her
British, French and American parents and allies.")

Q ’K Soviet "whisper" - France - Spripns of 1958
L

On 4 April 1958 Mikhail Stwyinouwxik Stepanovich ROGOV, Counselor
of the Soviet Enbesey in Parisy fold a lestern diplériet tHat his
Govermment was currently "worried sbout incressed French/Israeli
political and military cooperation,” a worry which the diplomat
promptly reported to hismm own foreign ministry., (ROGOV was
identified by a 1954 defector from the RIS as & Colonel in the

service now known as KGB, and was later identified by a reliabple

Santtized ssApproveticher Releaset CLAWRPRTS-0021ER001200980008-2,
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7_ ‘#‘ Press_replay on "French/Israell plan" - India - spring of 1958

On § April 1958 Blitz, in Bombay, carried an article s "Israel

Flotting Preventive War!" The article, datelined Beirut, began:
"Diplomatic eircles at Tel Aviv report that the Israeli Armed Forces
command is elaborating j oiirbly vith the French Army General Staff a i
Bo-called "Plan of Preventive Hostilities" against the UAR,," and
\ concluded with the statement that "Meantime, Israel is frantically \
\ seeking other alliances..,, VlThe Americans are nov helping her to an

alliance with the anti-Arab NATO member T urkey, 4" f \
(Z )‘; Blitz replay ties FRENCH/ISRAELI GE L ST, PIAN with SECRET STRATEGIC

PLAN, ~India,— April 1958,

On 19 April 1958 another Blitz article s "Dulles OPenly Sapports

Israel's War Plans," meported that Secretary of State DULLES "has ennounced

(in a closed session of the Foreign Affairs Committee of the U. S, House

of Bepresentatives) that the United States would support the demands of :
"the BEN GURION Government on enlarging the territory of Israel at the cost r
of the Arab lands." Under the aub-}hea.d "Secret Talks with France," the
article midmibckiak revived the year-old rumors of seoret joint planning !
of the French/Israeli General Staffs for military action, and stated that |
¥km the U, S, Government had been kept fully informed of Xkmmm the plan

by both the French and the Israeli Governments,

e S T T LS P AT Mo £

q }( USSR adopts_the SEGRET STRATEGIC PLAN - fall of 195

\ In October 1958 the forgery originally surfaced in thm Dagger of Israel ! _
was reprinted, inthe form of J/:)J;\@%xcerpt » 1n a 147-page bookIdy \
published by the State Publishing House for Political Literature, in Moscow.

The bookﬂi, entitled The State of Isramel - Its Position and Policies, is

a vicious propaganda attack, of the misinformation variety, upon the

State of Israel and all of its political parties except the Israeli CP, and
against "the Zionist bosses," the "important representatives of Jewry," the
United States in particular and the West in general. It is presented as a
history of xim Israel and the Zionist movement and » on internal évidence, ?

\ seems to have been designed for use in Communist study groups since it assumes

Sanitized - Approved For Release : CIA-RDP78-00915R001200080008-2
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a l'b.ncist-Leninist viexJpoint on the part of the reader. Except for this
assumption, its simllarity with the less comprehensive and more
generally-targeted Dagger of Israel is great enough to present the
possibility that both manusoripts were prepamdmem if not
written by the same individual.
(The SECRET STRAGECIC PLAN AMMM is
strikingly reminiscent of the hoary propaganda forgery lmown as
the PROTOCOLS OF THE LEARNED ELDERS OF ZION. This was a crudely forged
Uplan for Jewish world comquest® prepamd by the Czarist secret police at
the turn of the century and given worldwide distribution by anti-Semitic
groups tp{oughcu the 1920's, The rise of Nazism in Furope gave it a
fresh léase on 1life in the 1930's, and it was heavily used in Nazi
propaganda-~including Adolf Hitler's Mein Kampf--until the end of World
War II, Exposed and thoroughly discredited byxx that time, little was
heard of :l;t until Sptember 1958, when it was re-launched by President
NASSER of VAR in an interviev with tloccmemRrrEodRx R. K. KARANJIA of
Blitz. This forgery would be an awkward property for Soviet propagandietr
to attempt to promote, and it lswxissooarrgmsiwix may be that the
Swckwioompk Blitz-surfaced and Soviet-replayed SECRET STRATEGIC PLAN,
with ite purported proof of Zionist plans to comguer all of Israsel's
neighbors, was adopted (written?) by the Soviete in an effort to find an
equally durable substitute which would not be wvulnerable to the charge 01:‘
Czariet origin,dx The phrase "Elders of Zion" was reiterated in ihm "
supporting propagands for the PROTOCOLS » during the early years of this
voentury, untll ddockmioane the phrase itself took on a comnotation of hidg
conspiratorial evil in the ears of people who had never seen the ZAmewmmext:
forgery in which the term originated. The course of the "Israeli General
Staff" campaign so far suggests that its» promoters may be trying to repe-
thiq propagenda coup by building the phrase "Israeli General Staff" into -
emotionally-charged term with the same aura of hidden but familiar threat
that the term "Elders of Zion" held in the propaganda of the preceding h»

centuz'y;’ The references to foreign support, in the SECRET STRATEGEG PIA.
Sanitized - Approved For Release : CIA-RDP78-00915R001200080008-2
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gre sufficiently ambiguous to permit editorial comment allying the
"Igraell General Staff" with any Western or Western-allied country

in pha rges of cooperation on plans for aggression in the Middle East.)

Fi

The November 1958 edition of the book Argb Dawn (3.v. also in
Attachment_#f —¢, for its role in replay of the ROCKEFELLER LETTER Campaign),
published by Blitz, in India, states that "In Beirut, at the beginning of
October, this author was told o:‘.' the latest in the series of Anglo-Ameriesn
plans to 'cut NASSER down to Jé:«%,' which France has since endorsed."
The alleged plan, "scheduled to take place next spring or ea.rliey;' provided
for Western action against Lebanon, Irag and the Sudan. The author added,
however, that "a supplementary plan has been attached to the main project.
The supplementsry document introduces the latest plan of the Israeli
General Staff to take over the West Bank of the Jordan River by means of
a swift blitskrieg..., The Israell plan, which apparently has the approval
of the CIA, the British Ambassador in Beirut and the U, S, Ambessador in
Tehran...is bullt around the possibility of elther the flight or the
assassination of King HUSSEIN of Jordan in the near future, i Acarding to
CIA Chief EVELAND in Beirut, MIDDLETON (British Ambassador) ‘and (Loy)
HENDERSON (of U. S, State Department), said to be the three co-authors of
the Plan, the net result of the show organized for the Western imperialists
by their Israell puppets would be to mmmiix demolish...NASSER,..by
demonstrating Arab impotence to deal effectively with the Israeli action.e"

it ﬁ.&) Press replay - USSR - spring of 1959

- The "Israeli General Staffn canard, now enshrined in an officisl Soviet
publication, will no doubt contlnue in its role as a perennial in the
Bloe psychological warfare collection., Its la st appearance, in the

Red Fleet Yo

Soviet periodical/iﬁm was protested by the Turkish Foreign
Ministry in a radio btroadcast from Ankara on 13 April 1959: "The
Infomation Bureau of the Foreign Ministry has issued the following
statement - The Moscow megazine Red Fleet has published a report that the
Chief of the Israeli General Staff came to Ankara toward the end of last
month and held secret talke (in which) the question of Turkey's support of
Israel for an attack against the Arabs, especlally sgainst the UAR; in the
near future, was discussed. There 18 no doubt that such reports, which are
frequently seen in Communist newspapers and aim at harming the relations of

Turkey with its neighboring, brotherly countries, are without any foundation
Sanitjzed scApproved For Release : CIA-RDP78-00915R001200080008-2
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IV. cont,.

§} )(./ Types_of operation used in covert/semi-covert surfacing and replay

The covert and semi-covert operations observed in the 1957-59 forgery campalgns

have fallen within the following ca tegories:

{, ¥, False intellisence reports

e — —
w V
1957. Lebanon., See subparagraph{® above for{April 1957 jappearance of
TN -

Italy,

the FRENCH/ISRAELI GENERAL STAFF PLAN as a report cabled
by a West European diplomat in Beirut to his European
headquarters. = _ 3

G
See subparagraphﬁ%bove for April-May 1957 report on
the appearance of the FRENCH/ISRAELI GENERAL STAFF PLAN

as a olandestine intelligence report in Italy.

1959, UAR, In January 195939. fkgik UAR source reported that the UAR

Jordan.

/Mﬁitary ’A’&aches in Ankera, Stockholm and Tehran had
recently cabled to Calrc that they "had obtained documentary
evidence of State Department bfiefings to those posts to

the effect that current U. S. policy is to undermine UAR/USSR
relations and when that is accomplished, to finish off NASSER."
(This is an obvious contimuetion of the ROUNTREE CIRCULAR
campaign, 9. v. in Attachment A J)’. & Since the

ROUNTREE CIRCULAR itself was promoted by the Bloc and UAR
jointly, it 1s difficult to judge whether the Military Attaches
if they actually received such reports, were being used as
targets of a Bloc action or as chamnels for a UAR contribution
to what may still have been a joint UAR/Bloc operation.)

In late March or early April 1959 the Jordanian Government
received, as a covert intelligence report, a photostatic eopy
of the forged MURPHY LETTER (also a part of the ROUNTREE
CIRCUIAR Cempaign). The agent had noted on the back of the
photostat that it had been obtained "from the Soviet Embassy."
Questioned on this point, the agent stated that he had received
the photostat from an Armenian resident of Beirut who was
employed in the Press Section of the Soviet E:im{!aassy.

(The reliability of the agent is unknowm, and «;\a—ﬁr Immediate
source, like the UAR source mentioned just above, has at

times acted as channel--witting or unwitting--for UAR

propagands., )

Sanitized - Approved For Release : CIA-RDP78-00915R001200080008-2
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2, b Pumor campaigms and "whispers"

4957, Erance.

1958, France,

\
.
See subparagraph Ave for March 1957
surfacing of the FRENCH/ISRAELI GENERAL STAFF
PLAN &as a rumor, by a Soviet propaganda agent

in Paris, G

See subparagraph ¥atove for 4 April 1958 report
"whisper"

of the/mhctwmnk by Mikhail ROGOVEmvarsyimexwg of

the Soviet Embassy to

aoorkerx 2 Western diplomat that his Government was
"worried about incréased Frenmoh/Israeli politiecal
and militery cooperation." ﬁ[n the context of the year-old
FRENCH/ISRAELI GENERAL STAFF rumor which, as it
happened, was to '_be replayed overtly in India the

PYINLY DU U
next day, thism sounde-remariebiz-Iike an apt
illustration of a point made a year earlier ¥yoax
Ermmicaioorwrtis®ix in an article in the April
1957 iesue of the mitthryxxmrimiiwst French military
periodical, Revue Militsire d'Information. The
article, "la 'gersuasion' des ConscienBes, Methodes de
Propagande Sovietique," stated that "The auxilisries
of Soviet propagande also hold a large sector in day to
day operations. Propagande is not satisfied with traets,
newspapers, brochures and radio breadcasts; it grants a
large share to human contacts which can be classified here
into two distinet groups, those which produce 'whispering
propagande' and those which produce 'display propaganda.'
As to the first, goups or single iAdividuals belonging to
Embassy circles or the TASS Agency, repeat in brief
conversations the principal themes developed in the USSR or
the Peoples' Democracies, and assure them a rather wide

diffusion. { "
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'
2, 9¢ Melling "black

Dropping mxiwkimrxwith an anonymous letter or a letter with
a fictitlous return addrese into & mail box is, in itself, a
eimple operation, The 1957-59 fargaxyxm propaganda forgery
campalgns in vhich this device has been used, however, have usvally
been wxirmmipozupimoatfutra anything but simple:
1957, West Germany, O'SHAUGH.NESSE L;E.Ti'feﬂrt .va.s mailed in
Munich, sddressed to the French Ambassador to West
Germany, Having thu:%:livered ik to its single
target--the French Government..the letter was never
published or giwewrx replayed in any vay. The
document malled so smply was a forged letter addressed
to the State Department in Washington and carrying the
typevritten'signature' of Elim O'SHAUGHNESSY, Skwif
Chief of the Political Division of the American Embassy
in West Cermany, It oalled the attention of "the State
Department” to the activity of reactionary ultranationalist
groups in West Germany, and advised that the U. S, Government
support these groups and use them. In the context of the
period in which it was mailed, the forgery wae obviously
expected to suggest to the French Government that the U, 8,
"West German ultranationalist groups®
Government viewed with favor
like the one that was currently receiving extensive publicity
in the French pressf, One of the biggest news stories of
the summer of 1957 in France was the terrorist murder of
Mme, TREMEAUD, the vife of the Prefet de Police at Strasboung,
M, TREMEAUD had been killed, on 17 May 1957, by a bomb “ri
mailed to her husband in the guise of a gift package of cigars, “
and the French press over the following weeks emphasized the
growving conviction of the investigating authorities that
\there was a connection between this covertly-mailed bomb \
and a flood of particularly viclous ha to létters mailed at

tho same time (and in the same Paris post office) to various

French officials and private individuals in Paris and in

Aisaco-lnm;:e. The letters carried the 'signature' of a

i purported West German neo-fascist group calling itself the

~ KAMPFVERBARD FUER EIN UNABHAENGIGES DEUTSCHIAND and demanding |

4

—_

that-Alsace=Ilorraine—be—mturnedto Germany,—{Other-letters—

Sanitized - Approved For Release : CIA-RDP78-00915R001200080008-2



Iv,

%)

Sanitized - Approved For Releasé : CIA-RDP78-00915R001200080008-2

4 of cont,

It has since been established that the KAMPFVERBAND is a phantom organization,
existing only as a signety re placed on letters and leaflets which are
prepared by the East Germen foreignwintelligence service HVA, and mailed

in France and West Germany by couriers sent from East Germany for that
purpose (see Para 'ﬁgt;f Section VII below). Bloc cooperation in promotion
of psychological warfare cammigns was pointed up in comnection with this
campaign when, in May 1958, a long RADIO MOSCOW broadeast to France s in
French, warned its listeners against the nefarious activities of the

"West German" KAMPFVERBAND FUER EIN UNABHAENGIGES DEUTSCHIAND and strongly
1rﬁplied that this "Weet German neo-faseist organization" was secretly

supperted by the Weet German Goverrment,

1958. TFrance, In February 1958 the BRUCE LETTER (never surfaced overtly) vas

mailed to addressees in France and England, from France. The identity
and nmumber of addressees are unknowvn, except for ,d:ba *the fact that

they included two very prominent London Journalists,

West Germany and Austria, THE CESKE SLOVO CAMPAIGCN

/f%;‘ﬁf CESKE S”L‘(_):\nl,(()‘is & bona fide Geech emigre newspeper, published by

Czech emigres in Munich., In June 1958 g forged newspaper purporting to

be the July 1958 issue of GESKE SLOVO went into circulation. The forged
edition cartied anti.Western propaganda, including the elaim that WCMEMSWKZE:N
SLOVO _was golng out of exlstence because its editors were disillusioned
with the West. It vas an accurate duplicate of the format and style of the
real p___ESMI.{mEN_WEiI”.OVO The forged issues were mailed "lack " from Munich and

Vienna to some current and some former subseribers of the real newspaper,

through use of two genuine mailing liste., One of these
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IV}%in 1958, NWest Cermany and Austria——cont,
wvas an out-of date list obtained several years earlier by
means unknown. The other was up-to-date, and had been obtained Xk
through a recent burglary of the offices of the real CESKE SLOVO.
The fact that the burglary and forgery were a CZecﬂ\ééjépé;éﬁion

has since been confirmed.

Xorskx suppaxenix
The CESKE SLOVO forgery proved to be the Xkm first in a

series of forgeries desipned to harrass the publishers of
CESKE SLOVO and injure the morale of its readers. It xms has since !
followed by:

First_supplement: In dwxidx July 1958, several forged

letters (total number unknown) purportedly written by the
editor of the real CESKE SLOVO were malled in Munich, to various
organizations in West Germany and the United States. They were
designed to create bad feeling between the CESKE SLOVO editor
and the addressee organizations,

Second supplement: In April 1959 another series of forged
letters, again ostensibly written by the editor of the real
CESKE SLOVO, was sent to individual Czech emigres and people of
Czech descent in the United States, Sweden and Canada. The
letters were individually written and varied in detail, but most .
of those whose content is known informed the recipients that the
writer was discontinuing his work in exile.

Yest, Germany., In December 1958 an estimated 4,000 copies of the forged
Schlagzeug mailing envelope carrying the final rewnlay in the BERRY
LEITER Campaign, q. v. in Para A-2 of Section iI, were mailed in
West Germany. The mailing list used was an obsolete one, containing

the names of several individuals who had long since died or moved to
other areas, umit Investigation of the history and interests of

individual addressees showed no 'common denominator! ¥xkedrxpogioiodnng
to account for TRExxkhekxx i us feny e Xk REEE e kX E s Kk X
Xhedexineivskomcknx  their inclusion in an East Cerman propaganda mailing

Sanitizedl - Appraved BerReleasenClARDRIE-00913RON %908%'0 098:2, individ:
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cont.,

1959, Irag, In March 1959, a high official in the Iragi Government
vas known to have réceived a photocopy of the MURPHY
LETTER (q.v. under ROINTREE LETTER Cempaign, in Attachment s ),
which he said "someone had mailed" to him,
Lebanon, In March 1959 the MURPHY LETTER was also transnitted- -
presumably by direct mail--te xmm an unspecified number of
Beirut newspapers, and to members of the Lebanese Parliament,
(See subpara.graph;\zx @ above for transmittal of the same
letter, at roughly the same period, as "covert intelligence"
to the Jordanian Govermment.)
</ Hand-to-hand distribution
1957. Egypt, In labe March 1957k an offieclal East German representative
in Cairo mailed a letter to the East German Trade Delegation
in Damsseus., The letter contained several enclosures, including:
k;’.’i};&; A report dated 25 March 1957, signed MAULBACH," which was
: apparently an information copy’,fer-.the—ﬁin—East—Germn
Trade.Delegation-at—Damameus, of a report which AULBACH
had just cabled to Berlin. ,%h that the
ARAB LEACUE had arranged to have the ROCKEFELLER LETTER
translated into Arabic and distributed to the Governments
of ARAB LEAGUE member States, "with instructions to follow

the same procedure with the DULLES MEMORANDUM," $Tixtax

byuthe fack {fhe same report discussed an interview ’

granted to AULBACH by Ahmed SHOUKIRY, Deputy Secretary Generel
of the ARAB LFAGUE and representative of Syriesn President

*
KUWATLI,

{;};} E. A copy of a replay article on the IULLES MEMORANDUM, from en

unidentified English-language newspaper in Egypt.

CLniet. fﬂm .émﬂ; o
1958, Moroecco, The HOOVER LETTER was replayed by the officiaf{gﬂi@ﬁau pr:ss

agency NCNA (HSINHUA NEWS AGENCY or, in English, NEW CHINA

NEWS AGENCY), vhich reprinted it in full in its Daily Bulletin

Sanitized - Approved For Release : CIA-RDP78-00915R001200080008-2
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Iv 6&5‘&,\ 1958, Moroeco--cont
of 25 January 1958. The Heinhua Dail Bulleti

is an overt da.ily press bulletin, mimeographed in
Englieh, iﬁx lasued/in Prague) Its masthead
wvewq,
gives the editorial sddress of the publication as
Korejska 5, Praha 6-Bubenec, Czechoslovaekia, and

carries a 1ist of subsoription prices. The report

AN
vwhich meught the HOOVER LETTER replayjm'nm%

hovever, stated that the publication "is delivered

daily and free of charge by persons unknowg&, to

Al Alam, principal Arsbic-langusce organ of the

Istiqlal Party, in Moroeco.” (No other reports of free
PN ForY AT

delivery have eeme—dbo '!f:bon, but in view of

the propéanda purpose of the bulletin it is almost a

foregone conclusion that the Moroceo newspaper is not

the only non-Communist recipient of such informational

largesse.) &

xvq.rw.

Lebanon, On 15 mgust 1958 (1. 6., -18 days before it was surfaced
in the outlawed Beirut Al-Masas), a bundle of mimeographed
copies of the "JOHN H" letter was found in Ras Beirut, whigh—
A€ 8 section of Beirut in which many well-to-do foreigners
and foreign diplomats live. Origin and intended destination e
vnknown,

“, B Clandestine newspaper as_surfacing point

1958, Lebanon, The newspaper Beiput Al Mages, in vwhich the "JOHN Hv LETTER

wes surfaced on 25 August 1958, became overt vhen the new
Lebanese Government came into power in the fall of 1958p.

At the time of the "JOHN H» surfacing, however, it was

outlaved and anyone caught with it (or other banned newspapers)
in his possession was liable to a gix-months jail sentence.

The paper's political line was that of violent Arsb nationalism,
but according to an Ocbober 1958 report, "it is reputed to

have Commmists among its employees and close ties with the
Calro Al-Masaa (a daily which was noted for its heavy

P proportion of pro-Bloc propagands items), and it publishes
much material from TASS and other Soviet bloc news agencies,"

ﬁIn other words, another nevspaper to which the % ‘,’.
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See Section ﬁ;xpxxxgxxpkxﬁx VI, paragraph for discussion of

this technique and the newspepers 8o used.
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Clandestine radio

1958, Fast Germany (into : Turke The 9 April 1958
n

-~ - -ewEdary which proved to be the prelude to the ROUNTREE
.- CIRCULAR was broadeast by OUR RADIO, aka, BIZIM RADIO,
This ieia clandestine station which hmzr broadcasts only

in Turkish to Turkey and claims to be an oppositlon radio

located somewhere withln Turkey. It is located at Leipzig,

 East Germany.
Bumania (into Spain), The POWERS ORDER (g.v. in description of the
“ = -~ BERRY LETTER campaign, in Para éy:bng Section II above),
~— -~ —.surfaced overtly in the East German daily Neues Deutschland
on 2 October 1958, was replayed into Spain the ‘next day by -
the clandestine radio ESPANA INDEPENDIENTE which claims to be

located in Spain but is actually in Rumania.

Semi-covext Official distribution bv diplomatic missions (UAR)

1958, West Cermany, India and S Czechoslovakia: During the last

‘wéek in July and the first week in August 1958, the ROUNTREE
~ - ——CIRCULAR (surfaced 26 July 1958 in the Cairo daily Al A hram)
- vas transmitted officially to the West German Foreign

_ Minister by the Egyptian Ambassador in Bonn, and wes distributed

to foreign diplomatic missions in Prague and NeW'Delhi by the

UAR FEmbassies in those cepitals.

~ (See. aieo wpdsr Overt Bloc - Assets, in Para é%n of Section

) . Ixx
T "V)fér'OVGIt distribution of .the four U. S, PILOT LETTERS by

o ——the Soviet Embassy in London. )

st
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V. ASSETS USED IN SURFACING AND REPLAY . OVERT
P ( o Aeatatdy )
TheﬁBloc assets observed in use in surfacing and replay of the internationally

distributed forgeries in 1957.59 are:

4_/:‘.’3! ;‘EL, located within the Sino-Soviet Bloc

BSSR.

The overt role of the USSR in surfacing propaganda forgeries
has been limited to its appearance 1;‘1 the BERRY LETTER (prelude

;
fopd

3 L

supplied by Nikita KHHUSHG}HE.'V)mand the 4 U, S. PILOT
LETTERS surfaced by the Soviet Embassy in London). In overt
replay, however, Soviet propagenda media have played by far the
preponderant role in distributing the forgeries to target
audiences throughout the world. The media thus used in 1957.59
vere :

RADIO MOSCOW, Replayed 9 of the 10 forgery campaigns{ i. e.

all except the CESKE SLOVO campaign, which was a Czech IS
operation), to audiences in USSR and throughoutiootkhx the
world,

BASS, Replayed six of the 10 campaigns pto 1ts outlets throughout:
the world and to the Soviet press. Volume and frequency of
TASS replay, however, were far less than for RADIO MOSCOV.

Publications within USSR which were_ slso used for replay included:

Pravda (replayed 3 of the 10 campaigns):

Izvestia (replayed 2 of the 10 campaigns) A

Daily Review of the Soviet Press (published in English, in
Moscow; replayed the "JOHN H" LETTER):

Moscov_News (replayed the SUMMIT DIRECTIVE)

Soviet Fleet (repbayed the ISRAELI GENERAL STAFF Campaign)"

Book, The State of Israel, Its Situation and Policies, puﬁliehed
by the State Publishing House for Pex Political Literature.
in Moscow, in 1958 (replayed the ISRAELI GENERAL STAFF Can:

No forgeries surfaced in CHICOM medis have so far been reported.

In overt replay to audiences outside its own territory, the role

of CHICOM propeganda media has been seeond only to that of Soviet

Sanitized - Approved For Release : CIA-RDP78-00915R001200080008-2
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¥ Gompunlst Chipa--cont

media although the volunge of replay in each instance was

much lower than that o?f%SR:

NCNA (HSIN-HUA AGENCY or, in Engu sh, NEW CHINA NEWS AGENCY)
was used for replay in fi the total of::ﬁ forgery
campaigns: distributed the ALLISON CABLES and the
ROUNTREE CAMPAICN to Burope, the "JOHN H" LETTER to
North Korea, and the ROCKEFELLER LETTER, BERRY LETTER,
HOOVER LETTER, FROST LETTER and SUMMIT DIRECTIVE
campaiens to audiences within Communist Chins,

RADIO PEKINC replayed the ROCKEFELLER LETTER cempaign to Asian
as vell as Chinese audiences, while the only replay given
to the RANKIN CABLES after their surfacing in India was
thetr brosdcast to Taiwan, in Mendarin, by RADIO PEKING,
(The RANKIN CABLES, a part of the TAIPEH CABLES campaign,
concerned alleged U. S. plans to assassinate CH;P%G Kai-She

Iens
East Cermany. Overt East German media have surfaced rﬁ of the total of 26 ol

Jemee - forgeries, but their role &%%s been that
§ 7 of replay to East and West Gerr;s;n‘“ audiencee only,
i . —~—=through the following media:

DEUTSCHIANDSENDER (official East Cerman radio) replayed

.r»«&""‘

Jf of the }.6 campaigns,

ADN (offioial Eest German press agency) replayede’ of the
i{f campaigns.
Neues Deutschland (official#(}onmmnist Party-.SED--daily

newspaper) repla.yed ,?’ of theéulo“ “campeigns.

Czechoslovakis: CTK (offieial press agency) picked up the single forgery,
the SUDAN GOVERNMENT DOCUMENTS, from "the Cairo press"
in 1959 for replay to its press outlets and, in 1958,
replayed to Furope, in English, the SUMMIT DIRECTIVE
which had Just been surfaced by Rude Pravo. »

Bude Pravo (official CP daily, in Prague) rephyed%gof the

'—iéé*ﬁcampaigns.

Rumania, RADIO BUCHAREST replayed il’ﬁ fémpaign to Europe and another to
local audiences only.

i

A P
AGERPRESS (official news agency) replayed.d of the 20 campaigns,
—

Sanitized - Apprm Hefgiete? CPAdRBEr 4D EoTHREb 2000HT00L0T the
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' OtherWBlwoc countries No other members of the Sino-Soviet bloc have so far '

o
-
i M

cont, L

Hungary MII (official press agency, in Budapest) in 1959 surface
. KA
~-——————+the WELENSKY DDGUMEN’I‘, which is the first of the forgeri.
R —that has concemmed Africa below the Sahara., This is the

~only instance in which Hungarian media have come to our _

attention in either surfacing or replay of internationallj

distributed forgeries.

~ been reported as aiding in the ‘distribution of the forgeries

Assets located in countries of _the Free World

| )( Official Bloc installations, The only overt (attributeble) use of

Bloc diplomatic or other official assets in the distribution of

propaganda forgeries in the period 1957-59 was during the summer of

1958, when the Soviet Embassy in London off':.clally released to the

British Foreign Office and the press the series of four U S. PILOT

LETTERS which vere one phase of the BERRY LETTER Campaign.r

‘Sanitized - Approved For Release : CIA- RDP78 00915R001200080008 2




A

008-2
Release : CIA-RDP78-00915R001200080
1. assHan{iESd; ARRroved For REPTAY .. GOVERT AND SEMI.COVERT

The listing belov refers to covert use of assets which may in themselves be

elther elther overt or covert:

,/} X, Assets located within the Sino-Soviet Bloe (covert)

M NEN
umania, Clandestine radio, ESPANA INDEPENDIENIE. See Para {gf;, Section
IV above, for use of this radio in replaying the POWERS CRDER into

Spain. (ESPAFIA INDEPENDIENTE is the oldest of the Bloe clandestine
radios. It began br?{adcasting in 1941 or earlier, wmmswbmymsrikions
from somewhere withiﬁ;USSR. In January 1955 it ceased operation
briefly, then resumed broadcasting from the Bucharesmt ares s in Rumant
It is controlled by the Spanish Communist Party in Exile, for which

it acts as spokesman, ¥xm and broadcasts only in Spanish, to Spain.)
East, rmaxm,_,,clan_dgs_tine radio _OUR_RADIO | ake EXBIEXBX BIZIM RADIO

U See Para s&gﬁ',’ Section IV above, for use of this radio
[J in broadessting the prelude to the ROUNPFE{{EE CIRCULAR into
e
Turkey on 9 April 1958, 4our RADIO/,bugn broadcasting om -

or=sbout 2 May 1958, through a transmitter loeated at

Leipzig, Fast Germany. It claims to be Exxmppx located
in Turkey, and broadeasts only in Turkish, to Turkey,
Unlike ESPANA INDEPENDIENTE but like the rest of the clandestin-

Bloc radiosyxkkisxmms in current use, OUR RADIO does not

broadcast ERgurermgrrmin ideologicalnv, commfinist propagands.,
the station

In a broadeast on 7 August 1959/RFRRARER summed up its own
propagands approach Dﬁmmnmnﬁ;q as follows: "OUR RADIO
does not belong to international communism, It is the voice of
our people, OUR RADIO makes no distinction between communists ’
democrats, republicans s or between vworkers, peasants and
intelligentsia.... It is the source of faith of all those have un®
together to throw the Americens out of our country and to creat-
an independent, peace-loving and democratic Turkey... It is ovr
freedom in action--our freedom which socner or later will triump

over the INONUS, MENDERESES and the democratic sultans, "

¥y Assets Loecated in Countries of the Free__lorld
SEe-mERERC A0 ountries of the Fre

D A} covert and semi-covert
Bubparagraph g of Section IV above listsﬂﬂe known instances of/dis tribution

of propaganda forgeries through x8® Bloc assets located in countries of the

Free World.%x In only ﬂjof these operations

has there been any identification of the assets so used, These however,

¢

have provided enough detail to sheq some, }Agk\bﬁmgmmom008 2
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Vi. B. cont,

the fact that identification of the individuals concerned in local

handling of propaganda forgeries is in itself an important step

toward identification of Bloc IS clandestine assets in the locality

concerned, The assets known to have been used in the covert and

semi.covert phases of surfacing and replay outside the Bloc in the

period 1957-59 are:

1.

25X1C5b

Soviet Assets

urma, _KCGB Rezidentura.

Soviet_ _Embesssy, Rangoon, B

15~ i,
See Section VII, Para/flig, below, for details of the recruitment
of a Poreign Service employee at the Soviet Fmbassy in Rangoon by
Vladimir US and Boris A natolievich GALASHIN of KEB,for part-time service

in the political-intellipgence offices of the KGB rezidentura in Rangoon.

section," 1, e. as working under the direction of Ivan Mikhailovich VOZNIY
on collection of political intelligence and/ignﬁnzktng covert political
action and psychological warfare operations. The full list mR is

outside the scope of this paper, but the following partial list gives

an idea of the range of cover designations used by KGB political intelligence

officers:

Ivan Mikhailovich VOZNIY., Overt title: First Secretary, Soviet Embassy.

Source's information indicates that he is probably chief of the Rirmese

rezidentura of KGB,

~{ocontinue-heve-from-bonisels—revortr

Boris Anatolievich CALASHIN, Overt title: Attache, Soviet Embassy.

Ivan Nikolayevich ROGACHEV. Overt title: Member of the Soviet Commercigl
representation as revresentative of SOVEKSPORTFIIM, Soviet Embassy.

Igor Rostislavovich TRUSHKOVEKY., Overt title: Second Secretary in charge

=

(i.e. VOKS revresentative).
of cultural affairs{ Actuallv, accordingkr to the defector, TRUSHKOVSKY

vas VOZNIY's second in commaend in the "political intellipence™ section

or, more accurately, in the KCE rezidentura,

Sanitized - Approved For Release : CIA-RDP78-00915R001200080008-2
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VI. B. 1. cont.
The psychological warfare operations of the rezidentura included
subsidies to several Burmese nevspapers for publication of
unattributable anti-American ang anti-Western propagands, which

identified
the newspaper concerned usually/messikedxis aS "From Our
Correspondent in_____

The source states that the ﬁﬁZNiixxzxximnxhxﬁxﬂﬂixznﬁxzmnixmiﬂ

rezidentura had "direet control" of the People's Journal; "lesser

—." another country (Japan, Indonesia, etc),

though close control" of The Mirror and Botataunpe, and, vin

addition, often used Pyidaungsu, the New Light of Burma and The Burman.,"

(A11 of these newspapers were closed by the Rurmese Government during
the spring of 1959,) The anti-American articles were written in loscow
and sent as photocoples, in Rqsslan, to the rezidentura in Rgngoon.

.l»i -

When the source was shown thexS June 1?45 irsue of The Mirro;§7 he at

once identified the article in whioh the FROST LETTER (9. v. in Attachment 6)
was surfaced as one he had first seen as a photocopy, in Russian. It hag
been handed to him as a part of his work for the rezidentura, for

comparison of the Rirmese text ee—it=mpoeaved In The Mirror with the

Russian wording of the original, ‘'he source did not know any of the
details of the operation through which the original Russian text had been
translated for The Mirror and transmitted to the newspaper. He stated,
however, that other Moscow articles which he had handled had been
translated from Russian into English withinthe rezidenturs and then
"fed to the local newspapers, principally The Mirror and Botataung.
Often the arti des appeared inthese two papers translated word for vord
from the Fnglish into Burmese, and sometimrs with a few minor changes
The rezidentura then compared the articles in Burmese with the original
Russian versions to check on accuracy, made notes on any variations , and
sent reports on the results back to Moscow,

Soviet Fmbassy, Paris, See Paragraph C-6 of Section IV above )i’or the role of

Mikhail S tepanovich ROCOV, Counselor of Embassy, in promoting what seems

to have been a part of an internstional nmor/whispering chapter in the

s A, Hy A

ISRAELI GENERAL STAFF propaganda forgery campaign. (ROGOVW
%W PGB w4y Worsetsiars gl
ooy

\Abe.en#epcrbea—ts ah sentative-and~by s werra-enstiiv
JLQXVVZ%ZAAiQ ;§§ IR T <~ NS
/one of " group of Fmbassy officers engaged in clandestine

political action opevations in Paris.

L ” gﬁﬁgm . &A'ﬁpfmiogp&g%’hzg\p%po%-%ole

of Andre ULMANN, French
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Vi. B. 1. cont.
national, in the first phase of the ISRAELI CENEHAL STAFF Campaign.
UIMANN has a long history as a pro-Soviet propagandist and psychological
warfare operator., He had previously been reported by a delicate source
as & member of & covert political action and psychological warfare complex
in Paris, and as maintaining clandestine contact, in this connection, with
Dmitri Semenovich NIKIFOROV, First Secretary and Press Attache of the
Soviet Embassy. NIKIFOROV was identified as one of the members of the
political action group in the Embassy, 4. v. in the comment on ROGOV, above.

Soviet Enbassy, Beirut, See Paragraph D-1 of Section IV gbove for a report

(reliabllity uncertain) that the copy of the forged EERHEX MURPHY LETTER
vhich was chamneled mwex covertly into the Jordanian Government had as
its local point of adrigin an Armenian employee in the Press Section of the

Soviet Embassy in Beirut,
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le East__Cerman Assets.

-4
~East German Trade Delegations, Cairo and Demascus., See Para. g

-~ - -of Section IV above for report on the role of the unidentifie

__fru AULBACH, presumably of the Bast German Trade Delegation

in Cairo » in covert _replay of the ROGKEFELLER LETTER

Campa.ign to the ARAB LEAGUE member Governments. D=3
East German IS couriers travelling in West Gew, See Para (77,3

" of Section IV above and Para & of Section VII below, for

Etrsemgixoking evidence wiwkxsupgmskx that the O'SHAUCHNESSY
probably

~—-——-—LEITER was/mailed "black" by an HVA courier sent into West

e Germany for that purpose,

j ~q‘; ngchgslovakian Asse'bs See Para:DﬁD% of Section 7IV abeve for the role
Vi L {y 80 o
of CZech ,';,3 agents in West Germany end Auetria in running the

CESKE SLOVO Campeign.

—— - W
Ll K GHICO]V Assets. See Para i of Section IV above on anonymous

~ distribution of the mmxk overt NCNA daily press bulletin
= (in this instance, contdining replay o f the HOOVER LETTER)

to the non-Communist press in Morocco.
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and_ze_p_g,z of Blgc gg ggggg fgrggries,

Blbc forgery campaigns have frequently been picked up for

(- "m'coxmnent by the Western press services, but always with some sort of

~varning that the material is probably false, and always with the

“inclusion of any official denisls the victims may have issued. Comment,

——of this type 1s not considerew&rg,@u@m as _"replay," since it

__does not present the forgery as a document of urquestioned authenticity.

It haf occasionally happened before the period of this study, that a

forgery has been planted by a Bloc propaganda agent in a newspaper
whichgdno ‘CP‘ ioﬁr_uB]'.oc connections. Only onhe instance of this is
known to have occurred in the period mmmrmdxdgoctits of this discussion:
- ““Ea Damascus newspaper &l _Uabas replayed the ROCKEFELLER LETTER in
—-Mareh 1957. Al Qabas was later infiltrated by & local pro-Communist
__writers' group and began running a high proportion of pro-Bloc material,

A
‘but this was not its ususl practi;e a;_pf March 1957.

-
] A11 other known instances of‘ 1957—59 surfacing and replay of Bloc
- .,.§ -
|
|
|

forgeries‘\noncerned locel newspapers to which 8 "type" description can

i

be given: Newspapers of relatively small circulation, wﬁh r;é ‘official

~connection with the local GP bt noted in every case for their
~mnt consistent role as vehicles for Bloc propaganda, particularly of

- the "misinformation" variety (i. €., plot and atrocity charges against ths,‘,

_West, etc), i

3( bﬁ.sufficient information on the operational relationships of theue

Fnltlzed Approved For Release : CIA RDP78 00915R001200080008 2

_i\}a TN B8 e operation
f newspapers :lm with the various Bloc diplomatic missions to warrant
o placing any one of them exclusively as an asset of a singk Bloc mission,
mmmu The list of non-CP newspapers known for their
——Trole in distribution of propaganda forgeries during the period of thig
_study, hovever, includes: L
%: e ~
f
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ﬁ, 2. ,Q,@r cont,

India

Blitz, a weekly newspaper published in Bombay, surfaced

Sanitized - Approved

the entire RAIPEH CABLES series in September and

October 1957, the BISHOP DIRECTIVE on 12 July 1957, the
KISHI-DULLES PACT on 12 October 1957 and the CHIANG
Kei--Shek/EISENHOWER LETTER on 13 Deeember 1957, It

replayed the ROCKEFELLFR LETTER on 23 March 1957,

the DULLES MEMORANDUM on 13 April 1957, the RERE¥ ROUNTEEE
CIRCULAR on 2 August 1958, the BEREY LEITER on 30 August 1958,
R EERxmrcRthdongunkxt 2Ry the POWERS ORDER on 29 Nofember 1958

and the ISRAELI GENERAL

STAFF Campaign on several occasions in 1957 and 1958,

The same newspaper published the prelude to the FROST

LETTER Cempsign on 22 March 1958, and in the course of

1958 published two books (Argb Dawn and Dagger of Israel)

vhich were also surfacing and replsy medis for forgeries.
Blitz is directed by an Indian national mmmed

R, K, KARANJIA, In 1947 KARANJIA stated that he had once

been a CP member but had left the Party. He has since

denied ever having been & member. He has consistantly used

Blitz, however, as a vehicle for pro_Soviet (a ;‘o-NASSER)

Ty e “#/‘/p

propagsnda. Elitz regarded the losal SF snd 1te agifairs with

a faintly jaundiced editorial eye until about mid-1957, when

it began to move in the direction of appr¢¥al Indian & AL}

actions. Tt still ekkkt oriticizes the ﬁaf’ frdm time to time,

bu Ahgﬁ-—bm a consistent and violent propagandist on behalf

of lthe Conmunist government of Kerala. In the summer of

1958 KARANJIA made his first step toward official identificatior

with 8t nsored organizations as such, when he attended

; “ AL z%; ) 4

the WORLD ?Eﬁcm cormch mebtingin Stockholm and was elected to
A
membership in the WIELD EEACS COUNCIL 1te41f.. On the return

journey to India, he stopped in London, Paris and Cairo,

KARANJTA and his papér gti}l have no official connection with
(A v v vty AP

+he Imi&n qﬁ’ but 1 -»n;-u;:-«'.u..-'ce,u,no. pxzpapxwik the role of

both g8 propagandists for the countries of the Sino-Soviet “ﬁoc
is frank and violent, The role of the paper and its director
in propagandizing on behalf of President NASSER has

equally frank for the pe.st {t‘our or five years, and th 14 July

1958gcoup d'état in Ir added the new Ir overnment
r Release : CIA-RDP78-00915R00120 0 0008-2
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iii’“§;g # cont.

(temporarily at least) to the 1ist of Blitz propaganda
beneficiaries. The UAR/Iray quarrel of late 1958 and
early 1959 and the propaganda clash, during the same period,
between UAR and USSR, put KARANJIA and his paper in an
avkward position. During the first half of 1959 he travelled
to Cairo, Baghdad and Moscow and interviewed NASSER, RXSXX
KASSIM and KHRUSHCHEV in a well-publicized effort to end the
two sets of propaganda Quarrels., mring the same period Blitz
also dropped its role as surfacing and replay vehicle for
propaganda forgeries, although its anti-Western, pro-Bloc
propagande line did not chance,

In addition to a small staff of correspondents in various

parts of India, Blitz maintaing a London correspondent, Pauls

WIKING. The paper claims a circulation of 80,000,

The Delhi Times. Replayed the BERRY LETTER in June 1958, This
newspaper, described in a recent report as "a second-rate
imitation of Blitz," is a weskly, published in New, Delhi. The
paper 1s not connected with the Indian BP, %ﬁt i;wé ‘chronic \\

purveyor of Bloc propaganda, including the perennial "plot

(evaluation F-3), the paper has s |press run of 3,000 to 5,000
copiss and regular byers 1nclude'

—_—e A e & s X S D S I N . WP Y ay

charges" against the West, According to a 1958 report \

Soviet Embassy, New Delhi.esecs....600 coples
CHICOM Embassy, New Delhi..........150 coples
UAR Embassy, New Delhi,.eeeeeeessesl00 copies
Other Embassies (mostly
East European & Asian).........,600 copies
b oo
Total Embassy circulatlionee..se...1450 copies
News Agency circulation figures for the paper in India
total 1300 copies (300 to North India, 500 to Kerala and Andhra,
300 to West Ben gal and 200 to Kashmir).
A July 1959 reporﬁ”(evaluation B-2* deseribed a recent
briefing o st German journalists on the problems confronting
East German provaganda in India, The Fast German official vho

gave the briefing mentioned his own efforts to place articles

Sanitized - Appgoyed.FerRelease 1G1A:RNEIS-00915R001300080008:2
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2543  cont,
The Delhi Times--cont

-’

newspapers had expressed interest in receiving such
material, but that "The Delhi Times, on the other hand,
will only accept Fast German articles in return for
compensation,"
Indonesia
Berita Minggu, weskly published in Djekarsa, ran an article on
6 April 1958 "confirming" the authenticity of the ALLISON
CABLES (which had €proved" U.S, efforts to overthrow
SUKARNO) as surfaced in Blitz several months earlier in
the TAIPEH CABLES series., Until 19561E§rita Mingeu
was g spokesman for the Parti Nasjionél Indonesigﬁua
nationalist Xwx party, deseribed as "secular, réther
middle of the road but a little closer to the Right than
to the Far Left," In 1956, however, the paper was sold to
an individual who reportedly fronts for the Indonesian 9? "
(PKI), and it has since followed the Communist propaganda line.
Bintang Timur, published in Djakarta, replayed the FROST LETTER
Bampaign on 20 June 1958, The paper is a chronic vehicle
for Bloc 'plot charges' and other anti-Western pronaganda,
It has been variously reported as "a small far.left but not
officially Communist Indonesian-language newspaper, "
"Chinese-owned pro-Communist newspaper," gnd "a paper
subsidized by the Indonesian CP." More information is needed.
Burma
Ihe Mirror (Kyemon), Burmese-languege daily published in Rangoon.,
' The Mirror surfaced the two propaganda forgeries (the
SJAMSUDDIN LETTER on 15 May 1958 and the FROST LETTER on
// 8 June 1958) which made up the FROST LETTER Campaign and for
vhich the prelude had bteen supplied on 22 March 1958 by
/ Blitz, in Indla. The Mirror has no official comnection with

the Burmese GP‘but has been & vehicle for pro-Bleoe propaganda

“Bince its establishment 1n March 1947 See'Paragraph’%@h B above

- Approved For he‘iﬁ‘é%‘é‘i‘@IHR@M&MW@G&H@W‘J%&@:‘ rror

m;{_‘ and Soviet origin of the FROST LETTER,
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The Mirror--cont

Late in 1958 U THAUNG, editor of The Mirror, became acguainted

with a Western diplomat stationed in Rangoon, and apparently

began for the first time to gain some understanding of the Western
viewpoint on various controversial issues. On one occasion the

Western diplomat showed U THAUNG a Chinese Communist geography text
carrying Chinese Communist territorial claims in Burma. U THAUNG

was 8o incensed by these claims that he yrmmwkiy published a front-page
denunciation of Communist China., He also began at about that time to
run an occasional Western kmwmt press handout. In April 19%2)The Mirror
was closed by the Burmese Goverrment because of an article which the
Government regarded as distorting statements made by General NE WIN,

U THAUNG, in panic because he had heard he was aboul to be arrested,
appealed to hle Western diplomatic acquaintance for asylum. The appeal
was unsuccessful, U THAUNG was not arrested, and The Mjrror is still closed

as of the date of this study.

Thailand

Ia Patrle, Weekly published in Bangkok. A late 1957 issue (date not
given in report) carried as its cover illustration a photographic

reproduction of the STATE DEPARTMENT CABLE which haed originally

been surfaced in Blitz as part of the AEIPEH CABLES Campaign.
Described as a "very leftist, pro-communist, violently anti.U.S,
vublication,” La Patrie from time to time nublishes editorials,
anti.Western plot charges, etc., vhich are played to Southeast Asian

fwgiemes via RADIO HANOI (Communist North Vietnam). There is no (wmuw

onnectlon so far as known.

United States

Svobodne Ceskoslovensko, Pro-regime Czech-language monthly which has been
published in Chicapo, Illinois, for about ten years. Its circulation

is aporoximately 1200 copiesi';.I The paper and its publishers are not
; iy

BT e angt ©

. i~ FAA T T
connected with the £P but consistently follow the propaganda line of
the Czech Communist regime, The publisher is the Czech American
National Alliance, in Chicago. In Mgust 1958, the paper repiayed,

as authentic, material from the forged issue of Ceske Slovo,

(Comment: See Paras C-1 and D-5 of Seetion IV for mention of the newspapers

La #x Tribune des Nations Xbrx®xsm and Beirut Al-Masaa, respectively. Neither
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”Y}, 2i;§ponx.
: Nedbher paper belongs in the above list--La_Tribune des

Nations because it is not known to have surfaced or replaye}l
ank" of the(i‘)S’Z-ﬁ‘)’ )propaganda forgeries“and Beirut AlsMasaa
because et the time it surfeced one of the forgeries it was

not an overt publication--but the type deseription glven at [

the beginning of the "Non-CP Press" section applies to both.

. Sanitized - Approved For Release : CIA-RDP78-00915R001200080008-2
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VII. NOTES ON CENTRAL PLANNING AND ORGANIZATION OF FORGERY CAMPATGNS

A._ _Possible Soviet origin of internationally-distributed forgeries

The elaborate orchestration of overt, covert and offieial Bloc assets,
particularly ke those of the USSR, East Germany and China, through which
each of the internationally-distributeg propaganda forgeries of 1957-59 has
been delivered to its target audience, would have been impossible without
central planning and coordination of some sort, There have been occasional
fragmentary, unconfirmed reports which supgest that the forgeries for
international distribution may all be written in the USSR, but no definite
statements can be made on this point without more reliable, detailed information.

One such report was a statement made in June 1958 by an Eas?herman
Journalist in Berlin that the forgeries surfaced in Neves Deutschland
had been "planted on the &=t Fast Cermans by the Soviets." The writer of
the report commented, '"The Soviets may not want to lower the prestige of

Pravda or Izvestia but are naturally unconcerned about Neues Deutschlend,

Exer although from the East Cermsn standpoint it is the most important

East German paper."” The fact that most of the overt surfacing of forgeries
has been handled through satellite-country media and most of the overt replay
through Soviet media lends weight to this comment,

4 jnother report along the same line concerned the boast of an East Cerman
ggéemp' yéz; in Rbruary 1957, that he had seen "the original of the ROCKEFELLER
LETTER which had been obtained by the Russians." He said emphatically that this
original "was not a copy, a draft, or a reproduction from carbon paper, " and

added that "the decision to release the é%ckéféller Eetter through Neues
o~

Deutschland had been made in high places, as the opening gun in a major

propaganda attack on NATO, followed by heavy play on all satellite radio
stations." The source of this report is not noted forhccuracy, as hig

assumption that the ROCKEFELLER LETTER was genuine sh&ws, and there is no way

of knowing whether he had actually seen the "original " in question. His
emphasis on Soviet '"procurement" of the letter, however, and his added statement

that "the "Soviets are able to obtain almost any secret material they want

from the United States" are of some interest in view of the Fast German

surfacing o” the forgery in question.
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VI. cont,

B. The Soviet Center

25X1C5p 1. _repor‘bs based ypoy’ experience invarious Soviet intelligence

components up to .- 1952 mentioned specific "misinformation®

A 5X1C5
units within the COMINTERN, GRU, MVD and KI.
25x1¢50 || oo vevond the dissolution of the KI

in 1951 and ended in 1954, however, have stated that the RIS as they

knew it in 1951-54 did not distinguish organizationally between misinformation
i

and other politieal/psychologicsl warfare operations, Jlr between this field

®r of operation and intellirence collecting.

2sxicse > [

War II made the following statement in mid-1958 concerning organizational
i {)

3

a7y :
responsibility witiin the USSR forifonductiqsﬁglack propagands.

d
psychological warfare operations outside the Communist bloec. ZngzngZQiﬁﬁ?f
25X1C5b is_own projection of the situation as he lmew it into terms
of present conditions within the USSR: "The Communist Party of the Soviet
Union (CPSU) directed and still directs politieal, black-provagsnda and
psychological warfare operations through various chamnels. These channels,
depending on time and place, would be:
The Ministry of Foreign Affairs (Ambassadors and other top-echelon
Soviet diplomats, and the press department of the Ministry of
Foreign Affairs)
TASS
The Soviet press
The political departments of the Soviet armed forces and KGB
Operational units of GRU and KGB
Individual Soviet writers and propagandists
The Soviet General Staff
"It must be assumed that the direction of this activity is well
planned and organized by the CPSU itself, However, it would be wrong to
assume that the Department of Propspganda and Agitation (Agitprop) of the
Central Committee of the CPSU is charged with this function. It would be
more correct to assume that one of the close lieutenants of the CPSU's boss
(Nikita KHRUSHCHEV at present, for examnle) who is at the same time a member
of the Presidium (formerly the Politburo) is charged with this funetion, This
individual would then be responsible to KHRUSHCHRV (in pﬁzéfnt-day terns) and
direct the whole job. This individual would coordinate gﬁé political, black

propaganda and psychological warfare operations amons the various channels

mentioned above,."
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cont, 25X1C5b

(W)

"Official foviet propaganda origipétes within the Central

Cormittee, probably in the Fopéign Directorate, and is distributed
abroad through VOKS, the SOVIET INFORMATION BUREAU a%d TASS,

(The word used is "Directorate"--ﬁéééglgg;ygr-and
ng} "Section"--Otdel. He distinguished.ﬁefween the Foreign Directorate
yd the Forelgn Section, which is responsible for work with foreign
VA 25X1C5b
&)  Heodsmekakemty o Pheriniet I rther explained
that "Speeial or unusual propaganda and psychological varfage
assignments which cannot be handled throurh the above channels are
sometimes given to the MVD, 1In all cases the Central Committee is
the originator and/or the final arbiter of provaganda and psychological
wvarfare material... The Soviet intelligence services often support or
subsidize anti-dmerican publications, Assignment of such tasks as sun»ort
of anti-American publications comes to the Soviet intellicence service

from within the Centra1‘QQmmittee, CP8U." As a specific example the

Pasd iy

25x1C50 I rentioned o 1947-49 eesewhich had been described to him by

an MVD code clerk in‘1953. The code clerk stated that, in the course

of his work in handling cable traffic from the Ralkans and Near East
residencies of MV?}he had followed an incident involving an MVD agent

who was a high official on a newspaper in either Turkey or Iran. The
paper itself was not kmown to be either Communist or fellow-travelling,
"Moscow had the habit of transmitting the content of forthcoming editorials
of common interest to the country in question and the USSR. The

editorials aluays appeared one to three days before the same topichpneared

in Pravda and, of course, were in complete agreement with Pravda. On

one occasionzx a slip-up occurred. Moscow had transmitted the substance
of & forthcoming editorial to the country concerned and the material wes
put into the local language and set up in type. At the last moment,
Moscow ¢ ransmitted instructions cancelling the editorial. It vas too late,
and the thing was printed. Moscow, according to the code elerk, was very

anery with the MVD Center over the incident,n
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VII. B. cont,
4. The theme of KGB operations in the field of political intelligence,
political action and psychologieal warfare--including one of the
specifiec forge ies scui f&vin this studv--appeared arain vhen the

Hiw 44 ¢
s Soviet g A

L r@lscussed in Pa -3 }abov9 was debriefed., While.

2sxicso [

he vas co-opted for covert, part-time duty with an organization which

he knew only as "politieal intelligence” but which, as stated above,

25X1C5b

25X1C5b

"I, _{true neme) » promise to render my utmost help

to fulfill the tasks and obligations given to me. If I should reveal or

betray an:)yécrets that were given to me, I am ready to meet any punishment
J
\ 1nc,15uding death., I take the name Spseudonm} "

Q‘Ihe wording of the oath used by the Soviet intelligence services

mﬁﬂmﬁhmaﬂxiﬁgnmxm type of cath used by the intelligence
;e,rvices.s’?:}«

The source was also given a recognition signal ("CGreetings
from ") When the
source arrived in Rangoon the individusl who thus identified himself wag
Ivan Mikhailovich VOZNIY, First Secretary of the Soviet Fmbassy, who

eventually appeared to be the civilian intelligence chief in Rangoon.

SanitizeehnApproved:Egr RelgaseonChA-RORZS-00918RA0420008000852 1 ce
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cont,

v‘;( The East German Centers

During the period eovered by this paper, a series of defectors

-~ -from the East Gerran IS have prozid?d fpecific s highly detailed

i information on two East German I% units which conduct ‘black propaganda

"and othe_.'f&psychological warfg.re operations targeted at West Germa,ny

and France. One belongs to the HVA which is the East German equiValent

of KGB, and the o'bher to 'the Political Administration of the East German
Army. (It is of

87nit‘ized"‘-‘A’ﬁﬁr‘OVe‘d‘FOr‘Release : CIA-RDP78-00915R001200080008-2
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viI. ¢C, 1., cont.

the leaflets signed KAMPTVERBAND FUER TIN UNABHABNCICES DEUTCCHL AT

(@. v. in the discussion of the O'CHAUCHNESSY IETTER, in Paragrach 1.7
of Section IV ahove), he promptly identified them as a
produét of one of the HVA operations, stating that the name of the Mgiend
organization vas simply placed on the material by HVA in orinting the -
leaflets, in order to give an appearance of authenticity. Another HVA
operation mentioned by the same defector was the prevaration, in mid-17%
of letters on forged letterheads of the Berlin office of the British
Broadecasting Corporation (BRC). The letters indicated that the British
Forelgn Office had directed BBC in Berlin to support the "Goettinren

Declaration" which had recently been issued by eighteen Gerrman nuclear

physicists, The letters were mailed to the West GCerman Mreign Fecref-:

and other leading . Vegt, Lerman figures,
25X1C5b had been responsible for operations apain:t

L
the lest Cerman political parties CDU (Christian Democratic Union, the

party of the present West German government) and CSU (Christi@n‘Spcialist
B " R
Union, which is the Bavarian branch of CDU), His information ig outside

the ®m» scove of this paper exceot for the fact that his establishment of

the covert opevations apainst CDU as an IIVA funetion drawvs the O!'SHAUCHNEDUY

letter definitely within the category of HVA operations. It had previouslr
Teen known that in early March 1957 the CDU Press and Information Service
offices in Remxhx Bonn had been burglarized. The material stolen included
documents on the origin of CDU funds, and photostatic conies of these docru:
vere later mailed "black " to several VWest Cerman political parties and pr
agencies. Vhen the O'SHAUCHNESSY LETTER vas picked up in July 1057,
investigation disclosed that the envelope in vhich it had been mailed to b
French Ambsssador had been addressed onthe same tynewriter that had been -
in mailing the stolen CDU documents a few weeks earlier,

2. Dlack oropaganda xm against military targets within Vest Germany and again:!

NATO ig handled in covert operations conducted by an "Independent Departmon’
under the Chief of the Political Administration of the EIast GCerwan Arw:,
his Deputy for ideological activity. CP backrround and current membershin ’
required of all East Cerman staff members and agents, but forbidden for
prospective West German agents. The SED (CP) Party Secretary is consulte
nin the event of particularly immortant questions."
The I,devendent Department is completely clandertine. Its activity i

directed exclueively apainst Vest Cerrany and NATC, and ite objeclive i 1
influence the menbers of the Vest Gerrman A.med Forces and territorial

\\\, organizations, draft-age youth and former soldlers and officers, in the dir

of "national politicsu from the SED viewpointf’ T his is done through blacl
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some interest,in this connection, that the GRU defector‘mentioned under "USSR"
Just above mentioned "the political departments of the Soviet armed forces and
KGB" as one of the channels used by the CPSU for politieal, black propaganda
and psychological warfare operations.) fmsafxkimamdisk

The two units are described in the following paragraphs. The firstoodiit
first of the two--HVA-_is germane to this discussion because n&xi%nxixxmixnmm
of its involvement in the O'SHAUGHNESSY LETTER, g, v. in ParaiZE; of SECTION IV

above,

The other, according to the

defector vho described it, is #éngaged in operations targeted at Weet Germany
alone and is therefore outside the scope of this paper. A brief summary of

its methods of operation is included, however, because the satellite countries
have usually patterned their official structure and the distribution of
operational functions within the various official agencies upon the structure

and functional pattern used in the USSR. ,The handling of p§ychological varfare
operations tmebwitmg of this type withfﬁﬂéast Germanj;gg;u;g;;ibly, therefore, b+
an echo of developments in this field within the USSR during the past five years.

On the basis of the 1957-59 reports of East German IS defectors, the

operational responsibility for =m xabarkexdikask covert
psychological warfare operatlons, including propaganda forgeries, is divided

as follows:

/. & Political tarpetfffntwést 9???%fy}%ff'?€§ec?larﬁ(re%Shfslp*/?bﬁoug?heévert
operations run bx:HVA (HAUPTVERWALTUNG AUFKLAERUNG), which is the foreigm
intelligence tranch of the Ministry of State Security (MfS) and is also a
unit in the structure of the Communist Party of East Germany (SED), The
organimtion works with a Soviet adviser. While HVA conducted psychological
warfare overations prior to 1957, it was only in January of that year that
psychological warfare was officially ammounced within HVA as a major operation
responsibility of that organization)and tﬁ&inVA began exerting pressure on

its persomnel to increase the mumber of such operations and to keep their

\ volume high., One unit (HEPr-Berssdtsmai V) within HVA is responsible for

v eontrol and coordination of psychological warfare operationswend
P
for evaluation and dissemination of overt and covert information and

information requirements.p{iéﬁﬁ~duteeéﬁfrﬁefineaﬂtﬁp/objectives of the

HVA psychological warfare operations aAgs L.

“ To create antagonism among the Western Allies:
3 /
i. To mislead and frighten the populations of the target areas '

I

\’ kiﬁ , To channel misinformation into the hands of Western intelligence i
\ (organizations \

}

Sah'i’ﬁieﬂﬂ%!pipfﬁmw% 2R cbise stOTA Rmmmeam&éoamomeasoz
' s
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gj}-w””"EXploit and intensify all existing political differences

betwveen the national and international policies of West Germany
and those of its NATO Partners;

.{fh;’ﬂfwArouse the antagonism of the civilian populgtion against the West
S German armed forcesi

(@ Arouse a feeling of class differences between officers, non-coms

. and enlisted men and provoke cortroversies between volunteers
and draftees because of the difference in their pay

@&)‘ff“Exploit corruption cases

+" Defame leading personalities of the West German armed forces.

Expledt all disagreements among veterans and traditional
assoclations on the question of reunification, the arming

of the West German forces with atomic weapons, and
compulsory military service.

" Wn over for propaganda purposes all German individuals and groups
ol who are opposed to the stomlc arming of the West German forces.

In order to eguip the staff of the unit to handle its operations
proverly, one day per week 1s set aside for training all members in current.
political affairs, politieal history, and techniques of clandestine
psychological warfare operations,

Vhere factval details for use as source material are concerned, this
Department has its own editorial office, which maintains a library of city

and small-town newspapers, periodicals, news service material, radio newsc-

\ telephone directories, specialized military periodieals, material
released by officlal information services of various Govermment departments,

the NATO Information Service, etc., as ?: ba?ic}fynd of source material and
of mailing list addresses.‘.ln“hcﬁuhl prep?rdtién ;f the pamphletp, the
staf member who.is.sbout—to-undertake:-sucha-project informs the editor
in charge of the library of the subject with which he intends to deal.
The editor collects the pertinent source material and hands it to the
staff member, who then prepares a draft of the leaflet. The draft 1s
then submitted to the editor, who edits I and discusses it with the section
chief. 'he final draft is then typed and submitted to the chief of the unit
for approval, The editor prepares the approved draft for the printer and,
after printing, forwards the completed coples to the distribution section
for further handling.

X\\ The completed documents are taken into West Germany by couriers, who \

mail them personally at previously assimmed points in West Germany.
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VIII. ROLE OF WXR UNITED ARAB REPUBLIC (UAR) MEDIA IN DISTRIBUTION OF BLOC FORGERIES

During 1958, fhe disﬁufﬁances in the Middle East and the cohncidence
of the UAR and Bloc anti-Western propasgends policies brought the UAR into j
close cooperation in surfacing and replay of the Bloc propagands forgeries
which were targeted at Middle Eastern audiences. (It should perbaps be
noted that during 1958 several other forgeries in the anti.Western and
anti-Israel campalign were surfaced and replayed throigh UAR media only
and are therefore not included in this discussion.,) The role of UAR media
in distribution of the 1958 Bloc forgeries included:

Press. The Calro daily Al _Ahram surfaced the ROUNTREE CIRCUIAR on

26 July 1958,and the Cairo press agency MENA picked it up the

same day for replay to UAR and the Middle East. The next dey

the rest 6f the Cairo press replayed the 8tory. The SUDAN
GOVERNMENT DOCUMENTS fwxgmxyxome forgery (allegation form) was

on . December 1958
replayed by the Czech press agency CTK/in a story ecrediting
"the Cairo press" with originel publication,
Radio, RADIO CAIRO replayed the ROUNTREE CIRCULAR at the time of surfacing,

and on 6 Rcember 1958 revived the story for further replay on the

occasion of Mr., ROUNTREE's visit to the Middle East.

Official UAR missions_pbroad. In late July and esrly August 1958, the UAR
Embasries in West Germany, India and Czechoslovakia distributed the
ROUNTREE CIRCULAR, as an authentic document, to other diplomatiec
missions in those countries. In Bonn, the Egyptian Ambassador

personally transmitted the document to the West German Foreign Minister.

(It should perhape be noted that except for RADIO CAIRQ, the only non-Bloc

distribution of proparande forgeries of known or pxewmm apparent Bloc
connection was the surfacing (allepation form only) of the U, S, PARATROPPERS!
CABLE in a news broadcast on RADIO BAGHDAD on 11 Mgust 1958, i. e. about s
three weeks after the Irag couv d'Etat.) e

\ S
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IX., RbLE OF THE CP PRESS IN FORGERY DISTRIBUTION OUTSIDE THE_BLOC

/

|

Our investigation of non- Bloc CP press handling of internationally /
distributed Bloc propaganda forgeries has so far extended only to checking
on the appesrance of the BERRY LETTER and its U, S. PIIOT LETTERS follow-up

in the london Daily Worker and the Fremch CP daily Hdbomaik 1'Humanite.

Both papers limited their coverage to publication of the non-Communist press
agency releases, complete with the wvarning adjectivecxsmd used in the original
releases. Neither made eny effort to elaborate upon the Press-agency releases
or to sell the propaganda theme to their own audiences as authentic. The only
instance in which an internationally distributed propaganda forgery has been

reported as receiving propegande play in CP newspepers outside the _)B{J,oc hes

1
been in the forgery of the Czech emigre newspaper CESKE SLOVC, In’ promotion

of this campafgn bticles from the forged issue were quoted as authentic in
f""'»‘-ll// HE’?

two €f newspapers in'Graz, Austria (Newe Zeit and Mahrheit) and in the CP

newspapq%r,s Volkstimme of Vienna and Zeltung of Luxembourg, as well as in the. -
and the Prague CP daily
non—GP Bt spro-regime Chieago paper Svobodne Ceskoslovensko{ *Fmxkickmx
Rude Pravo, §In this @ic,eXl. }
\possibly be more than g;inc:ldence that the CESKD SLOVO

Campaign was the only one of the 10 forgery campaigns of 1957-59 which /'/

recelved no replay by RADIO MOSCOW or in any other Soviet media.§

/
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EFFECTIVENESS OF FORGERY CAMPATIGNS

The effectiveness of a given forgery depends largely upon the area

tat-which it 1s targeted.  In politlecally sophisticated areas such as:

-—|Western Europe the forged "secret document" has been so heavily used by

egenerations of secret police and political extremists (e.g. pheviggxn B

engx of the Dreyfus case in France, the Protocols of the Elders

of Zion of Czarist Russia, the products of the Hitler propaganda machine in

Germany, etc) that any "disclosure of secret docUments," true or false,

'is apt to be greeted with public scepticism, ~ Thus, public a?ceptanoe of

‘|"the forgeries launched in obvious propaganda instruments- like the East

d1

<;Germa.n Neues Deutschland is so-slight thatw installations in West
. Germany have decided in several cases that counteraction would be superfluous.

-_ﬁAs noted elsevhere in this study, theiforgery technlque has been uSed on

a saturation scale by the East German IS units operating against West

Germany and, to a 1esser extent agalnst France. This partlcular use

st be regarded as a harassment device rather than as a propaganda

‘| which their falsity has been exposed, and the fact that many of them are

.

//f—f:self_gxpoeing-_e.g.,lettersiinducing their recipients to travel to

_non-existent meetings, _partles, etc.~-makee~§heirVobjec@iye as nuisance rather '

than as propaganda. clear )

.

In the underdeveloped areas, however, the level of political

sophistication is low and therforgerieeVundoubtedly find some‘accepfanoe>'

| as "confirmation" of the propaganda charges which are constanfly on the Bloc

" (and in some cases UAR) airwaves. That the individuals who plan and direct

the forgery operations agree with this thesis is suggested by the persistence

Jwith vhich the forgeries are repaayed into_ the underdeveloped areas pof the world.

- » . \'w"e;a

Another type of forgerylhhiehﬁieAparticularly dangerous from -the-

Btandpoint of possible impect is the "mecret document!" which is never

published or replayed but is transmitted—~officially or bv plantlng tt

in covert ‘intelligence channels--to a Western or pro-Western government in
|an effort to incite mutual suspicion among thé Western Povers and their

'pro;western Allies. Forgeries handled in this way have at times vosed: a
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-lthreat of genuine damage to. the,relationships of the governments thus

victimized,



