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ORGANIZATION AND FUHCTIONS OF T HE MGB ST

I. INTRODUCTION

The Soviet Ministry of State Security (Ministertvo Gosudarstvennoi
Bezopesnosti) is the fulfillment of thirty years' development since the
establishment in 1917 of the Cheka to protect the infant Bolstevik party
and to corbat counterrevolution, speculation and sabotage, From this
relatively defensive, protective position a growth through years of in-
tricate changes has resulted in the present MGB which not only combats
counterrevolution, foreign espionage and political deviations inside the
Soviet Union, but also carries on a program of positive espionage, sabotage
and assassinations throughout the world, The primary emphasis on dis-
covering politically unrecliable elements in all spheres of Soviet life
cen only be understood in the light of the aims of the Soviet state which
insists on insulating its peoples and institutions from ideas foreign to
Communist principles; fearing a politically opposed and malcontent populace
that might one day aid in the overthrow of the system which Bolshevism
has erected and maintains by force.

In considering the functions and the operations of the MGB, it should
be remembered thet, from their earliest conception, the Soviet organs of
State Security have been primarily Party agencies subject only to formal-
istic control within the extant structure of the Soviet Goverurents Until
the reorganization in July 1934, when the OGPU was incorporated into the
newly created NKVD, little pretense was made that State Security was other
then e Party function, taking its authority and control from the Central
Executive Committee of the Communist Party of the Soviet Union, and, of
course, actually from the Politburoe At the present time, in theory, the
MGB is responsible teo the Cownecil of M{nisters, formerly the Council of
Peoples! Commissars of the Soviet Union. In fact, the MGB is respounsible
only to Josef Stalin and to the Politburoe

It is impossible to evaluate adequately the scope and components of
the NGB without considering also the functions and jurisdiction of the VD,
the Soviet Ministry of Internal Affairse Both ministries, of coursey spring
from the some origins and while they are technically separate today, it
must be rcmembered that actually in meny fields they still operate jointly

and, upon occasion, alimost as a singlc a gencye Both the MGB and the MVD

* | W T
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closely integrated with those of the other.

There have been some indications of frequent interchange of persocnnel
between the two ministrics and it is known that,wherever necessary, units
of the MVD are controlled operationally by the MGBe Therc are also indica=
tions that, at least in_occupied territories, certain functions which,
within the Soviet Union, definitely tend to be functions of NGB have becn
carried out, p;‘oba’oly for purposes of convenience, by MVD units. There
are many gigris, too, that MVD installations have been used as cover by MGB
porsonnel, although such usc has been denied by at least one apparently
well-informed defectors

No effort is mode ip this study to delinoate the s tructure, jurisdiction,
and functions of the MVD, as suche Since March 15, 1946, when the use of
the torm "Pooples?! Commissariat" was dropped and the term "finistry" sub-
stituted, oan extonsive reorgonization of MVD and NGB has apperently been
under woye Authentic information on this reorganization is too fragmentory
for complete evaluation of its significance. It appears, however, that the
ultimate purpose of this reorganization, which is still continuing, is:

(1) the complete integration within the MGB of all of the intelligence
functions formerly performed by either ministry; ond (2) the integration
within the MGB of many, if not all, of the security functions which have
long been considered primarily the province of the Ministry of Internal
Affairse

Indications of this concentration of intelligence and security within
tho MGB appoar particularly evident in several reports stating that within
the past yoar the MGB has assumed the direction of certain uniformed troops
which previously wore under the unquestioned control of MVDe Apparently
the first of thesc troops to be absorbed were units of ‘the MVD internal
troops, including transport and communicgtbions unitse It has been reported
also thot there now exists within the MGB a directorate, probably called
the Guards Dircctorate, responsiblc for the administration and control of
MGB troops which were formerly MVD unitse. While wo do not yet have
sufficiont information upon which to base on accurate determination of the
sigaificunce‘of this trond, it is ot loast possible that a logical conclusion

might be the centralization of all intelligence end security within the NGB,
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leaving the MVD primarily concormed with administrative control of the
Soviet population and with the utilization of the tremendous labor pool
provided by the millions of individuals confined in the MVD forced-labor
campse In this regard it is known, of course, that the MVD has in recent
yeors become increasingly active in the administration and direction of
large industrial and construction projects throughout the Soviet Uﬁion,
and that through its various industrial combines the ministry hos assumed
increasing control over industrial expansion and construction within the
USSR. 8o tremendous in scopc are the functions ond the powers of these
two ministrics that together they resemble a state suporimposed upon a
states

The complicoted process of evolution which has produced the prosent
MGB camnot yet be fully and cloarly described, primarily because of the
unavailability of sufficient current, authentic sourcess Even foctors in
the development which have remained relatively constant,such as the overall
planning of intclligence and counterintelligence functions and the high
degreo of collaboration among the MGB organs and between the MGB and other
orgenizations of the Soviet state, cannot be oresented in the proper
perspective and details This preliminary study, therefore, is an examinae
tion of the organizetion ond functions of the MGB based on information
obtained from many sources, which information refers frequently to its
predecessor organizationse

It should be noted that recent reports have alleged the existence of
numorous‘directorutes, sections, ond subdivisions under various names,
numerals, and lotterse As a large number of these reports are in dis-
pgroement, only such organizational units of the MGB reliably rcported
upon from more than onc source, and whose existence cen be considered

ot icost fairly well established, have been included in this studys

IIo HISTORICAL DEVELOPMENT

The Russian people have lived under the despotic power of the Boyars,

the Czars, and the Bolshoviks. State oppression has becn a traditional

and constant force only now reaching its fullest and most rofined developmont.
The first steps toward o central agency for the protoection of the

state were token by Ivan the Terrible in his struggle with the Boyars whon

PO ————
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circo 1564 he created the Oprichnine, the first Russian State Polices
The Oprichnina was oalmost a stote cpart; it possessed its own spocial
court, its‘own army and its own polices IMembers of the agency, the
Oprichniki, swore to allow neither God nor man to come between themsclves
and Ivant's commandse

De;pite the efforts of the Oprichniki and of lator state security
forces, Russian history has been flecked with plots, assassinations, and
rebellionse Under Peter the Great the system of policing Russia, with
emphasis on state security, become firmly establisheds During the reign
of Nicholas I the 3rd Section cf Nicholas! Court Chanoory bore the respon-
sibility for statc sccuritye. Apparently the 3rd Section was unable to
cope suqcessfully with j:éxz increase of rovolutionary activity in the 19th
contury, and in the lBSOfsotl—ch;;torious Okhrona was founded. Among
Okhrana scctions, onc had the tosk of spying on scparatist movements among
the various nationnlitics in Russia, anothor omployed agents to corry out
surveillance of foreign diplomats in Russia, and o third was responsible
for countercspionage within the country. An 00 (Oscby Otdel) or Special
Section undertook the surveillance of Russion political refugees abroad,
o duty which has dovolved upon the successors to the Okhrona down to the

prOsent,:':ijf. ‘p:m E’“W"Tyf PN ,g ¢ o (,caél\ws;"o»)?

CHEKA Tno( ri
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When the Bolshéviks came to power in October 1817, KERENSKI was con=
sidering n revival of the Okhrona, which had been pormitted to deteriorate
after the Morch revolt, Shortly after the October revolution, LENIN and
the Council of Peoplest Commissars decided that, without a similaor organi-
zaticn, the new governmont could nct cope successfully with the rise of
counterrevolution soon supported by invading armies and foreign nid.

The first stop toward creating such an orgonization was the issuance
of o decrce by LENIN on 11 Decombor 1917, declaring the Cndets or Con-
stitutional Democrats o party of cnemies of the people and meking the
directing mombors of the Cadet Party liable to trial by revolutionary
tribunalse LENIN then wrote,on 20 Deccmber 1917, a memorandum to Folix
Edmondovich DZERZHINSKI, an old Bolshevik and trusted Porty functionary,
containing the draft of a genoral decree for combatting counterrevolution

and sabotnge. He suggestod that the Commissariat of the Interior should,
- “ooesdkan,
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with the aid of housc committecs, assume supervision of all the members
of the bourgeoisie, tho landovmers and the wealthier classcse Such
porsons, and cmployecs of banks, investmont firms and other institutims
as well, werc roquired to submit to tho house committces information con=-
corning their incomos end occupationse In January 1918, the Sovnarkom
willingly sccoptod tho rccommendetion of DZERZHINSKI that the irregular
activities of the inchoate force of secret police, which had sprung up
almost immecdiately after’ tho soizure of power, should be definitely .
orgonized undor an "All-Russien Extraordinary Commission to Combat
Counterrevolution, Spcoulation ond Sabotage" (Vscrossiskaye Chroz-
vyohsoinays Komissiys po Borbo s Kontr-Revolutsiei, Sabotazhom i Spckulatsiei,
or 9_}_1;0_1_(2) » with the primary purpose of proteotiﬁg the infant Bolshovik
rogimos In the first months of its oxistoncc Cheka headquarters were
movod from Leningrad to Moscow. Its first director, at least in Leningrad,
appears to have becn Moscs URITSKI, who was ossassinated in August 1918
by o member of the Socialist Rovolutionary Party, Leonid KANNENGIESSER.

According to an apparcntly relioble source, a certain YOSILEVICH was
adjutant to URITSKI in Leningrad; one of tho earliest chiefs of the Cheka
in Moscow was MESSING and other important early leaders of the Choka
were VONSCHLICHT , vMOGILEVSKI ,{Pﬁirusov, VAT SNELSON, /TRILLISER,/KOGAN, VERESLAU,

VSACHS, JGOLOSEKTN, JZHUROVSKI , VSAFAROV, KUN, VSEMLIACHIKO, LANDER, WEINBERG,
\S{)’ARTS,‘/FIN}QELSTEII\T, JEHLENKRIEG,‘/GRUENSTEIN, WEISEL anc‘l\/KEDRGV. Another
source lists YAGODA togother with MENZHINSKI es deputiocs to DZERZHINSKI
under the Cheke and the following as chiefs of sections of the Choka:
SOSNOVSKI, LITVIN, MIRONOV, GAI, AGRANOV, KURSKI, TSESARSKI, PETROVSKI,
KAGAN ond BERIAN. -

By & decree of 7 Novomber 1918, DZERZHINSKI was made president of the
Cheka wiich by this timc hod adopted much the samo methods of spying, oral
examinations ond seerct trials as had been used by the Ckhranae

The Cheks was oeven less subject to control than the Okhrana, which had
becn directly subordinated to the Imperial Ministry of the Interiore
Morecover, ‘the Cheka, from the first, assumed the powor to punish even by
death those com;bcrrevolutimarios whom it discovered, while tho COkhrana
had no such leg 1 powore Gradually DZERZHINSKI built the Cheka into a

s0d state socurity organization.
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In 1922, when the civil wars had cnded and order was substentially
restorcd, the Cheka was ostonsibly abolishod in an attempt to dispel the
public fear and anxiety which it had engenderode Togothor with the
announcement of the New Economic Policy, o now organization was created,
the "State Political Diroo’porate" ( Gosudarstvennoye Politicheskoye
Upro.yleniye s or GPU) which,'in evorything but name, absorbed tho Chckae
Whon, in tho following yoar, the Sovict republics were fodorated, the
GPU boca.mc tho OGPU or Union State Political Directorate (Obodinyonnoyo
GPU), at the all-union level, with local branches retaining the titlo

\
GPUs The OGPU, responsible directly to the Central Exccutive Committee

v .
(TsIK) of the All-Union Communist Party (bolshevik), merged in a single

{

fodoral scerct administration the primary duties of "maintaining the
revolution.” It took over from the Cheka the following subordinate organs:
(1) oOperational (or gencral)
(2) Foreign (INO = Inostramny Otdel)
(3) Foonomic (EKU - Ekonomicheskoye Upravloniyo), dcaling
with 1ndustr1al offences, espscially sobotage,
bribery, counterfeiting and smuggling
) Transport |
) Counterinteclligence in the Red Army /
Seeret Service (SO-Sckretny Otdel), responsible
for dectecting counterrcvolujs:.onury tendencies
in the USSR.

DZERZHINSKI porsonally controlled the OGPU until his death in 1926,
although nominally he was but ono membor of a collegium of 14 or possibly
15 commissioncrs sharing the administration of the OGPU. TWhile the first
Constitution of the Soviet Union had failed to mention a state security
organizetion, the second Constitution proclaimed the structure and the
tasks of the OGPU in a spccial decrec of 15 November 1923, promulgoted
by the Presidium of the Contral Executive Committee of the Party. Provision
wos made for the appointmont of the director or president of the OGPU and
his deputics by the Cenmtral Committee ond the tasks of the organization
were dofined as follows:

(1) Direction of the GPU of fices of the Soviet Republics and
the special departments of military districts, as well

as principal divisions subordinate to the GPUs

(2) Direction ond administration of the special deportments
at the front and in the Armye

}  (3) Political protection of the Sovict frontiocrs. }

(4) Operational work in the territory of the Soviet Union,
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The functions of the OGPU, according to the same decree, also have been

listed as:

(1) The suppression of counterrevolutionary acts, including
bonditrye.

(2) The toking of measures to prevent espionage.

(3) The guarding of railways and wabcrwayse

(4) The political protection of the Soviet frontiers.

(5) The prevention of smugiling and of illicit frontier
crossings. '

(6) The exccution of special duties assigned to it by the
Central Executive Committes or by the Sowvnarkoms

An unverificd report lists the following "departments™ of the OGPU
as of 1923:

(1) Secret Department under KSENOFANTOV

(2) Information Department under ANTIPOV

(3) General Department under MOROS

(4) Foreign Department under MESCHTSCHERJSKOV

(5) Finance Dopartmont under DEITZ

(8) Registration Department under FOMIN

(7) Propaganda Departmont under KATZ

Supreme authority over the OGPU was gctuo.lly in the hands of the thoen
Socrotary Goneral of thce Communist Party, Josef STALIN, with the cxecutive
authority vested in tho chief of the OGPU with full power to handle routine
state security matters, The OGPU chief and his two'deputy chiofs formed
the Troike which acted in cases of emergency, discussed éumma.ry roports
prepared by the two deputy chiefs ‘of OGPU, and formulated instructions
and orders for departmental chiefse Tho Troika also preporcd nll agenda
for the sessions of the Collcgium of the OGPU and was responsible for the
excoution of decisions made by the Collegium, which, in principle, had
both executive and judicial powerss Actually, however, the Collegium was
only an advisory council, final docisions being moado either by the Troika
or directly by tho chief. All cases where capital punishment was mandatory
were, howover, brought before the Collogiume It apparently consistod of
fourteon mombers: tho chief of the OGPY, two deputy chiofs, ton departmental
chiefs and onc administrative chiefs
Below the Collegium was the so=called Osoboye Soveshehoniye - Speciol

Advisory snd Arbitration Couneil or Special Commission as it was called =
with no permanent membership; it was o loosely bound group made up of
departmental chiefs with a deputy chiof of OGPU as chairmone. This
commission, aside from its administrative duties, also handled minor

political cases wherc the moximum punishments were prison scntences ond

deportotion to forced-labor camps undor the administration of USLON

SeChbd-
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(Upravleniye Sovietskikh Lagerei Osobovo Naognacheniya) - Administration
of Soviet Special Assignment (férced-labor) Comps .

Vyacheslav Rudolfovich MENZHINSKI, who succeeded DZERZHINSKI in 1926,
had becn a leader of the Cheka and o deputy director of OGPU since 1923,
His ill health allegedly threw the actual power within the OGPU into the
honds of his two deputies, Genrich Grigorevich YAGODA, who had held his
post since 1924, and Mikhail TRILLISSER, long-time chief of INO, the
Forcign Departmont. YAGODA is said to have becn devoted to STALIN, to
whom, however, his policy of mass depa tations and staged trials was to
become an extreme ombarrassmente In 1931 STALIN attempted to restrain
YAGODA by reducing him from lst deputy to 2nd depuby and by superimposing
MENZHINSKI®*s former chief assistant, Ivan Alexandrovich AKULOVe The
laotter reportedly was unable to hold his own against YAGODA's intrigues
and after a year was sont to an inferior post in the Donbas. Upon the
National Socialist ascension to power in Germeny in 1933, STALIN saw that
the Soviet Covernment would for o time increasingly have to ally itsclf,
at least verbally, with the Western Buropcan countrics and that the
publicity which the O0GPU was receiving under YAGODA!s direction constituted
o serious obstacles He thereforc recalled AKULOV, appointed him to the
new office of State Prosecutor and, in December 1933, confeorred upon’ him
special powers "to strengthen the low" which, at least in thcory, enabled
him to override the judicial decisions of the OGPUs He seems to have
rcceived the 'specif‘ic duty of "supervision of the lcgality and regularity

of the actions of the OGPU."

NKVD

Dissatisfaction with tbe work of the OGPU rcportedly had been growing
over o poriod of ycars and, apparently as a step toward its ligquidatiom,
the Republic Commissariats of the Intorior had boen abolished in 1931,
To take the OGFU's placc STALIN resortcd to the reestablishment, on an
all-union basis, of the NKVD (Narodny Komissariat Vnutrennykh Del) or
Pcoples® Commissaoriat of Internal Affairs which had existed until 1922
in the RSFSR.

The NKVD was cstablished by a special decree of the Central Executive

Committee of the All-Union Communist Party (bolshovik) in July 1934 in

which the functions of the new All-Union Commissariat were defined as follows

SEEREF
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(1) The protection of the rovolutionary order and of
stato sccurity.
(2) Tho protection of socialist property.
(3) Notional rcgistration of births, deaths, marriages
and divorces.
(4) The protection of tho frontiers.
By virtue of this decree, the intclligence ond counterintclligence orgons
of the OGPU become the Central Directorate of State Security (GUGB) of the
NKVD, Other functions of the OGPU were placed under other NKVD dircetor-
atos, as notod below. This decrec implied on increasing centralization
of authority ond administration, but the new organization appcars to have
changed little from its predocessor in personncl, mothods or scope; we
can, therefore, judge the extent of the development of the OGPU, for the
NEKVD at the time of its orgonizaticn is known to have been divided into
o number of dirsctorates, omong which the following wore the most important:
. GUPV (Glawvnoyc Upravleniye Pogranichnykh Voisk ) = Central
Dircctorate of Frontier Troopse Responsible for
A frontier control; had espionage and countcrespionage
functions.
GURKM ( Glawnoye Upravleniye Rabocho-Krestyanskoi Militsii) -
Central Directorato of Workers and Peasants Militia

GULAG (Glavnoye Upravleniye Lagerei) = Contral Directorate
of Camps.

GTU (Glavnoye Tyuremoye Upravleniye) - Centrzl Prison
Dircectorate.
GUGB (Clavnoye Upravleniye Gosudarstvonnoi Bezopasnosti) =
Contral Directorate of State Security; also referred
to as Gugbez ond Gosbez.
From these directorates it is obvious that, as constituted, the new NKVD
represented primarily only the OGFU under a new namoe One exceptia,
howover, is found in the transfor of the judicial organs of the OGPU to
tho normal Soviet judicial agencies rather than to the NKVD.
Tho first Commisor of NKVD was YAGODA, who roplaced MENZHINSKI ' after
Wm,ﬁ-nw Moap by & Resske B Swrse—
his death in 1934, ond who controlled all NKVD directorates, the powers
A/ :
of which wore increcsed, ospeeinlly in the casc of the GUGB, as a rosult
of the murder, in Deccmber 1934, of STALIN's close persomal fricnd Sergei
Mikhnilovich KIROV, Scerctary of the Leningrad Communist Partye
In 1936 YAGODA wos dismissed by STALIN and replaced by Nikolai
Ivanovich YEZHOV, who had been presidont of the Party Control Commission
Gunad Con 101 ¢ Surdigh Rt
since 1935%° YEZHOV procceded to carry out o purge of GUGB in hpril 1937,
which was followed by othor purges, notably those of the "Anti-Soviet Bloc
of Rights ond Trotskyites" of March 1938, in which YAGODA, RYKOV, and
BUKHARIN were liquidated, and the purge of the high commond of the Red Army,

which included Marshals TUKHACHEVSKI and YEGAROV, two months later.

SEEREF
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YEZHOV maintained his»pc sition only until 1938, when ho disappeared,
according to many roports, having boen oither shot or poiscned for "polit-
ical roasons,” On 8 Decoembor 1938 he wns replaced by Lavrenti Pavlovich
BERIYA, who had been a Chckist in 1921 and who, in 1931, had becomo
Secretary of the Central Committoe of the Communist Porty in Georgiae
By his strongly pro-Strlinist end historically porverted History of

Bolshevism in Transcauicusis, written in 1937, BERIYA may woll have

strengthened his fr-.endship with Stalin and helped pave tho road to his

appointment to YE? AOV!s poste

NKGB

In Morch 1941 thoe GUGB/NKVD had grown so important that it was made
an independent Cormissariat: tho Peoples! Comaissariat of State Security
(Warodny Xomissariat Gosudarstvennoi Bezopasnosti) or NKGB. Its first
cormissar was Vsevolod Nikolayevich MERKULOV, who had becen first Deputy
Commissar of the NKVD in 1938 and had been associated with BERIYA in the
early Belshevik days in Tiflise The new Commissariot had o short life at
this time for on 20 July of the same year it wes incorporated into the
NKVD. This reversion was almost certainly duc to the German attack on the
USSR which had taken place a fow weeks earlier and had raised problems
with which a Commissariat sc recently established could scarcely have been
competent to deal. In May 1943, howover, with the lessening of Germon
pressure, the GUGB agoin was given indopcndont status as the NKGB, and

MERKULOV was once more appointed its heads

168 |

On 15 March 1946, apparently for political and propaganda rcasons,
0ll Peoplos! Commissariats werc renamed ministries and the NKGB bceome
the MGB,s MERKLUOV romnined as its head until replaced as Minister of the

MGB on 15 August 1946 by Viktor Semconovich ABAKUMOV, wartime chief of

counterintelligence in the Armed Forces (SMERSH)e According to some un-
verified reports MERKULOV was purged, although he also reportedly was
placed in charge of Soviet atomic research under BERIYA., Very recently
it was officially amnounced in Moscow that MERKULOV had been placed at
the head of a newly croated "Chief Directorate for the Administration

of Soviet Property Abroad." The exact functions and purpose of the new
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agonoy are as yet unlmown, but it is interesting to note that one of
MERKULOV's deputies in the dircctorate is Viadimir G. DEKANOZOV, former
Deputy Minister of the MID. DEKANOZOV for mony yeors was o high official
of the NKVD and is kmown to have had at least some cuthority in intelligonce
mattors os late as 1945 while assigned ‘o the NKVD.

Since 11 November 1941 BERIYA hnd becn Deputy President of the Sovnarkom
(Soviet Narodnykh Komissarov - the Council of Pcoplest Commissors, lator
the Council of Hinisters). The ton Deputy Presidents of the Sownarkom,
at the time, each cxercised o goneral suporvision over onc or more Commis-
sariats in addition to his owne The NKGB wos allotted to BERIYA and thus
he controlled,;betwcon 1941 and 1946, both Commissariats, the NKVD as its
Peoples! Cormissar ond the NKGB through the authority vested in him by
the Sovnarkoms On 10 July 1945 BERIYA reccived the rank of Marshal, snd
in 1946 ho bocame o mcmber of the Politburo. It appenars that at the
present time he has oxtensive co-ordination and control functions in
rospeet to the activities of both the MGB and the MVD (Ministry of Internal
Affairs), although he has not officially hcaded either agoneoy since 15
Jgnuary 1946 when he was replaced as Peoplest Commissar of NKVD by Colonel
Goneral Sergei Nikiforovich KRUGLOV who had been Deputy Peoples! Commissar

of the NKVD sincec 1939,

IIT. CENTRAL MGB HEADQUARTERS

As Structure
Enown rcorgenizations in occupiod territories, as well as othor

factors are the basis for the belief that since carly 1946 the MGB has
been undergoing oxtensive reorgonization, the exact ultimate purpose of
7which is not yot completely clear. Similarly, the exact present struc-
turc of central MGB headquarters is not known with finality, but it is
undoubtedly an cutgrowth of tho trials and errors of the Cheka, the OGPU,
the GUGB/NKVD and the NKGB. Some directorztes and scctions of the MGB
have, in the course of thesc years, romained relatively unchanged,
cspecinlly the lst Spocial Section which maintains files and archives,
while others have undergone radical changes in organization and functions;
for example, the EKU which developed from o purely administrative orgone-
izatione It is fairly certain thot MGB dircctoratos at USSR level

cxercise strict control over their subordinate organizations on republic,

- SEEREF
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province and district levelss In addition to the directorates on the
USSR level, certain sections and dircctorates which carry out executive
ond odministrative functions for the INU, KRU, etcs, arc alsc organized
on USSR level and are independent, os far os thelr own administrotion is
concerncd, of the dircctorates to whioh they'are attacheds Such service
organigations are also set up on‘USSR level in a Moscow directorate or
conter, ond subordinate sections are subject to strict control from USSR
lovel down through republic and province level, if not necessarily through
district lovele Thus o section of the 1lst Specinl Section, with the task
R .
of mointaining card files ond: indices, services XRU on USSR lovel, ond
sub=soctions of the lst Special Section service KRO's on lower ploncse
Administraotively these lst Special Sections and subséctians are directly
responsible to the lst $pocia1 Section Center on USSR level in Moscowe
At the present time, the contral MGB headquarters on USSR level in
Moscow compriscs an unknown number of directorates (Upravleniyn) ond scc=
tions (Otdely)e In order to clarify thosc that are known, OGPU ond GUGB
orgonizations which preccded the NGB ore listod belowe The stobements
oxplaining the functions of these orgenizations have been left as roported
by sources, for the rcason that not enough moterial is availoble on the
bockground of the OGPU ond the GUGB to permit o thorough snalysis of theme
Thile some of the subordinate orgens of State Security agoncies which
preceded the MGB into the present MGB structure have not been troaced,
it should be noted thot most of these scctims, with little questim,
exist ot tho present time in onc form or anothers The bulk of the qvail-
oblo relisble information concorning Soviet State Security orgons reflects
that the major functioﬂé, purposes, and objectives of these organs have
continued, with minor variations, unchenged since 1917,
| The following subordinate organizations of the 6GPU hove boen reported
as constituting its central Moscow setup in the first yoars ofter its
estab}ishmont:
i. Porsonnel Section
2. Eastorn Section
3, TR (Tainays Razvedka) = Secret Section. Supervised the life
of the Communist officinls; mainteined liaison with the
various GPU posts in the USSR; kept files on suspects and
ngents; controlled such expressions of public life os the
thoators, mectings, etce; ond combatted the activity of
the churche
4, Central Registrye Kept information in dossiers ogainst

all suspectse
5, INO (Inostranny Otdel) - Foreign Affairs Sectione In charge

of political, military ic intelligecnce outside
the Soviet bordorse
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5, 00 (Osoby Otdel) = Important Affairs Sectione: Listening post
for dissatisfoction in the Red Army and Navy and in governe
ment offices; protected and assisted tho New Economic
Policy; in charge of economic countercspionages

64 KRO (Kontry=Razvedyvatelny Otdol) = Counterespionage Scetions
In chargo of overall countorespionage in the USSR, in the
armed forces, and obroals

7« EKO (Ekonomichoski Otdel) - Economic Scctione In chargo of
protoction and nssistance to tho Now Economic Policy; of
combatting sabotage and dissotisfaction among tho workers
ond of economic countorespionagos

8. OFEROD {Oporatsionny Otdel) - Operations Sections Organized
and plenned punitive expeditioms, mado arrcsts, shadowed
suspccts and was in charge of physical security of GFU
property, supervising of prisons; excoutive arm of the KROs

9, SPEKO (Spotsialny Otdel) - Technical Mottors Soctions Supor-
vised radio progrems, ond telegrams leaving the USSR; was
in chargo of codes, ciphers, invisible ink, ctoe

10, POLITOTDEL (Politicheski Otdol) - Political Scctione In control
of newspapors, periodicals and books; monitorod the telephone
calls, consorcd mail leaving the USSR. )

11, TO (Tronsportny Otdel) - Tronsport Scctione Suporvised theé om-
ployees of the roil ond water tronsport systems ond surveilled
tourists in the USSR,

12, FO (Feldyegerski Otdel) = Courier Service Scctions In charge
of the secrot mails service, diplomatic correspondence and
transmittal of money.

13, GUPOV (Glavnoye Upravleniyo Pogran-Okhrany Voisk OGPU) - Border
Patrol ond OGPU Troops Hoadquarters Sectione In charge of
border control services :

14, INFO (Informatsionny Stotistichoski Otdel) - Information ond
Stotistics Sections Responsible for the collection of
stotistics on the work done by all OGFU sectionse

An wndotod report, based on sources whose relinbility cannot be esti-
matod, lists tho following so-called departments of OGPU with their sub=-
ordinated seotions. The terminology used is that of the roport; no attempt
hes becn made to comment on the socuracy of the material prosenteds Only
in tho casc of the Forcign Dopartment has moterial received from this
source boon used in tho body of tho present study, ocnd it is incorporated
in the chaptor on INU.

1. Speccinl Task Department (Osoby Otdel). Charged with super-
¥ising OGPU staff octivities and conduct; carried on sur-
veillance of Communist Party membors, state functionarics,
Forcign Service staff and specinl assignments mado by the
chief of OGPU or the Scocrctery Genmeral of the Portye This 00
was the most influontial dopartment, feared by all Soviot

officials and Porty membors; it was divided into the following
soctions (otdcloniyn):

ae Stoto ond Party Functionaries Scction (O Kodrov) = In charge
of screcning nll nowly appointed officialse - Without its
approval, no applicant could bo nppointed cither for a
Party post or o government positionas

be Special Duty Section (O Spotsinlnoi Sluzhby) = Hondled all
its own agent provocatours, sobotours, forgers, divorsants,
nctions against enemy agents, and liquidated its own
"unworthy" agentse

ce Linison Scotion (0 Syyazi) - In chorge of all liaison between
provincinl or foreign OGFU wnits end hecdquarters in
Moscowe
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d. lMusaum and Laboratory Section (0 Muzeye i Laboratori) -
Collected and preserved samples of various documents,
stamps, seals, codes, chemicals, photographs, forged
and real currency, and mainteined a complete library
in many foreipgn languages.

e. Modical Service Ssctions (0 Meditsinskoi Sluzhby) =
Hondled oll medicol tasks of the OGFU.

2. Counter-Espionage Dcpartment (Kontr-Ragvedyvatelny Otdel).
Tontoinied similor sections to those of the General Staff
of the Red Army, the work of which was duplicated by this
parallel system. This section's primory tosk was the
control and evalustion of reports of CE ond intelligence
agents of the General staffe

3, Internol Secret Departmont (Vautrenny Otdel). Directly con-
Tooted with the Control ond Inspection Commission of the
USSR (Kontrolnaya i Inspektsionnaya Kommissiys CK CPSU),
ond was charged with direct control and inspection and
purging of all Party members and state institutions ond
their employces both at home and abroad. In charge also
of hendquarters buildings, prisons and special assign-

. ment armed OGPU units known as CHON, the best-squipped
ormed force in the USSRe Handled all secretarial work
of the OGPU, the Criminal Section of OGPU and the Law
Section of OGPU. The Intcrnal Department was divided into:

0. Kommendaturs Section (O Kommandatury) - Headquarterse

be Secretariat and Political Section ( Sekretariat i
Politicheskoye O).

ce Operative Section (Operativnoye 0).

d. Out-of-City Section (Inogorodnoyo 0) - Controlled the
sctivities of privincial bronches of OGFU.

6. Criminol Scotion (Ugolovnoye 0) = Charged with re-
cruiting "eriminal" elcments for work with OGPU,
in addition to rogular routine work.

f+ Legal Section (Yuridicheskoye 0) - Accused of froming
meny cases of unwonted persons which normally would
not stand before the lawe

ge Counterrcvolution Section (O po Borbe so Spekulatsiei:
sic).

he Anti-Speculation Scction (0 po Borbe so Spckulatsiei)e

i. Spocial Task Scction (Oscboye 0) - Authorized to supervise
0ll octivities of this department and hendle assignments
which could not be handled by other departmontse

jo Military OGPU Units' Scction (0 Voisk OGFU or O CHON).*

4, Special Departmont (Spetsialny Ctdcl)e Performed all assignments
Toooived from various Party and state authoritics, dealing
with government industrial and agricultural activities. It
had scctions such as:

ne Oporative.

be Sccrctariat.

ce Industrial

ds Agricultural

e. Speoial Task (Osoby 0).

§. Economic and Financial Department (EKFO)a The fiscal agent
oF OGBU. 1t hondled oll OGPU finances which were based on
on unlimited credit from the USSR government ond its various
entorprises such as building, highway, railroad, industrial
and other comstructions wherc compulsory labor was supervisecde
Finoncial tronsactions nbroad were hondled through various
credit burcaus, etce, and agents cnlled Commersants (brokers)
who conducted business in countrics of their residence.
Business included aiding Soviet "roturnces” to liguidate their
properties cbroad, purchesing strotegic materials, acquiring
foreign curroncies, distributing counterfeit monoy and selling
or dumping Soviet products to fight foroign competition or to
provide moncy necded by the Comintern or other Soviet agencies
for clandcstine operationse '

* : ase 8 U j 5 ' is obviously a mistranslation
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8o Informotion Department (Informatsionny Otdel)e Colleocted
and dissominobod inrormotion both at home and abroade
Tass News Agency wos under its controle.

7. TForeign Department (Vneshny or Inostronny Otdel).

8. Operative Department (Operativmy Otdel). Handled all
Toutinc work of the OGPU not assignod to other depart-
mentse It was olso o service department for other
departments, inasmuch as it prepared action later pere
formed by respective scotions cf o glven departmonte
Also in charge of the so~called Militsiya (militia or
police at home and guards of Soviet foreign missions
abroad).

9, Eastern Department ( Vostochny Otdel)s Its assignments were
operations in Rastern countries (Asiatic)e Agents of the
Eastern Department collaborated with Far Eastern Comintern
agents who were setting up Comintern-patterned agents!
nets, employing specially itrained native personnels This
department was also very closely associated with the
Profintern (Red International of Trade Unions), Asiatic
section, under Secretaory LAZOVSKY. Almost all Far Eastern
Trade Unions were deeply penetrated, controlled and financed
by agents (Soviet and native) of this departmente

10 Border Patrol and Defence Department (Otdel Pogranichnoi
Okhreny)e 1Ihis deportmentis duties comprised border patrol,
controband control and defense ageinst White Russion reids.
Border patrol units were called Pogronichnaya Okhrana and
its members were called "Pogranichnikies" The Border Patrol
Department collaborated very closely with the Political
Department of the Red Army ond its commanders in all border
zZoness

11. Administration and Orgenization Office (AIOU)e Having the
STotus and functions of o deparuvment, this office was
charged with the administration matters, preparation of
plans for the improvement of the services, establishment
of liaison focilities, administrative control of temporary
personnel, etcs

By the time the GUGB of the NKVD was set up in 1934 the following
subordinate organs were reportedly administered by 1t; the majority, it
will be noted, had previously existed under OGFU;

le Organization and Administration - Handled the organization of
. subordinate offices in the republics, provinces and citiese

2, Secretoriat - Handled the most important correspondence of the
Administrations

3, INO; Foreign Department - In charge of the activity of the
forcign organs of the Gosbez ond also in charge of the
Foreign Operations Center (S0Z) created in 1937,

4, Economic Department - Observation of morale among the workers
and the activity of economic undertckingse

5. Fronticr Department ~ Handled frontier control, customs offices
and transportation of agents into foreign countriess

6+ Roilroads - Supervised railroads and their highways, os well as
roilway workers and their activitiess

7. Informotion Department - In charge of secret agents who were

assigned to collect intelligence concerning the political
and economic situation within the Soviet Unione
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8. Secrct Departmenf - In charge of lists of secret agents (8eksoty),
. the equivalent of Germon V-Men and also correspondence with
Bronch o fficess

9. Registry - Compiled the black lists of the names of the
enemies of the USSR.

10s Counterespionagee

11, Commondant Office - In charge of prisons; supervised highly
placed personalities and: executed death sentencess

12, Finance.

13. Operations Department - In charge of the planning and execution
of various operaticns, such as the liquidation of revoli tionary
bonds snd the suppression of the counterrevolutlons

14, Political Control - In charge of censorship within and at the
borders of the USSR,

15, Religious Department = In charge of lists of ministers ond
priests and supervised churchess

16, Special Department - In charge of the Secret Intelligence
Service within the Army and the Navye

17, Oriental Division - In charge of sccret deputies of the NKVD
in Turkey, Afghanistan, Iran, China, and Indias

18, Dispatch Corps - In charge of the expedition ond transmission
of most secrot papers within the USSR, as well as through
diplomatic couriers outside of the countrys

According to a source whose rcliability connot be checked, the prin-
cipal sections of GUGB in 1939 are listed, with thoir respective chiefs,
as follows:

1st Soction QUGB - Protection of the Government (Okhrana

pravitelstva) - VIASIK ‘

2nd Scetion GUGB - Secret Political Scction (sp0) -~ FEDOTOV

3rd $ection GUGB -~ Counterintelligence (KRO) - KORNIENKO

4th Section GUGB - Special Sections (Osobyye Otdely) = BOGKOV

5th Section QUGB - Intclligence (Rezvedyvatelny) = Lts Gone

FITIN, P.M.

It is of interest to note that GUGB sections were numbered since there
is no rcason to doubt that the system of numbering has been adhered to
ond the dircctorates of the MGB today are also numbereds The numbering
of sections and directorates of the predocessor orgonizations of MGB
has been confirmed by several reliable sourcess Betwecn 1939 and 1941,
possibly at the time of the first ¢stoablishment of the NKGB, the Sth
Soction of GUGB, montionod above, became the lst Directorate of the NKGB,
and probably of GUGB/NKVD, when the NKGB roverted to its former statuse

It, Gon. FITIN is believed to have remained as chief of this directorate

and FEDOTOV as chief of the Counterintelligenco Directoratee.

~SECRET-
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It secms to have become customary to refer to the subordinate organs
of the State Security service by numbers instead of by various graupings
of the lettors of their Russian namess In the following list of State
Security orgons, both tho initial and number designations will be given
wherever possibles It should be noted that it is difficult to tell whether
ony organizational branch is a department, o directorate, o scction, a
bronch or o subsections In this paper the following nomenclature will
be used: TUpravleniye for Directorate, Otdel for Section and Otdeleniye
for Subsecctione. A number of directorates or soctions have been rcported
which may no longer exist, pcs sibly having been dropped in reorgsnizations;
however, the present list has been made up from sources of some trust=
worthiness with the aim of including all possible State Security organs
as well as all organs which have possibly served State Security during
the past eight years. It is probable that most of these listed orgeni-
zotions existed under WKGB, but it is extremely unlikely that they were
carried over in the form outlined in this study when the NKGB was replaced
by the MGB, at which time a thorough reorganization of the State Security
sorvice is believed to have taken piacee
INU =~ (Inostrannoye Upravleniye) - Foreign Directoratee Also
referred to as the Intelligence (Razvedyvatelnoye)
Directorate, lst Directorate and 5th Directorates In
charge principally of espionage and counterintelligonce
abroade
SPU - (SekretnosPoliticheskoye Upravleniye) - Secret Political
Directorate, Also known as the 2nd Directorates Its
principal task was counterintelligence oagainst anti-
Soviet elements in the USSR.

KRU - (Kontr-Razvedyvatelnoye Upravleniye) - Counterintelligence
Directorate. Also known as the 3rd Directorates Principal
task protection of Soviet institutions from foreign

esplonages

EKU

(Ekonomicheskoye Upravleniye or GEU - Glavnoye Ekonomicheskoys
Upravleniye) = Economic or Central Feonomic Directorates
Wos in chorge of counterintelligence and anti-sabotage
work in industry and agriculture; may have been discontinued.

DTU - (Dorozhno-Transportnoye Upravleniye) - Tronsport Directorates
Counterintelligence in the transport systems of the USSR.

Directorate for the Security of Government Leaders (Russian name
unknown)s At one time referred to as the lst Dirocctoratea
Protection of all importeont leaderse

Directorate of the 00ts (Osobyye Otdely) or Special Soctions of

NEGBo In charge of countcrintelligence in the partisan
troopse.

SheREF
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Central Dircctorate for CI in the Armed Forces (formerly SMERSH,
from "Smert Shpionam - Death to Spiess")s. The reincorporation
of SMERSH inte MGB in the summer or fall of 1946 is believed
to have becn one of the first steps taken in the rcorgani-
zation of IiGB in order to further centralize intelligenco
and security functions within that ministrye It should be
noted, however, that while formal control of SMERSH had,
since 1943, rested in theory with the armed forces, actually
SMERSH was controlled by the NKGB and MGB, inasmuch as the
dirccting personnel apparcently was completoly drown from
officers of State Security, owing their primary loyalty and
allegionce not to the Red Army but to the organs of Stato
Security. It will be recalled in this regard, for example,
that the present Minister of State Security, Viktor
Semeonovich ABAKUMOV, was the wartime head of SHERSH.

Partisan Dircctoratece Referred to constantly as the 4th Dircctorate.
Responsible for the orgonization, in cooperation with the
CP of tho Partisan Movement, of ospicnege, sabotoge and
terrorism in the enemyt's roare

Directorate of Intelligence in the Ministry of Foreign Affairs.
Functions unclarifiede

Central Directorate in the Ministry of Internal Affairse Functions
unclarified.

Dircotorate of Intclligence and Counterintelligence in the Ministries
of Internal and Foreign Trades Functions unclarificde

Central Directorate for the Control of the lMaintenance of Stote
and Military Secretss Functions unclarifiecde

Central Directorate for the Control of the Purity of the Communist
Party. Functions unclarified,

Central Directorates in Industrial Ministrics.and in Industrioss
(For example: the Ministry of Heavy Machine Construction
and the Armaments Industry), Functions unclarified.

Operational Directoratce In charge, prior to 1941, of the opero~
tional work of the GUGB directoratess

Investigation Directorate, Responsible for the investigation of
NGB cases and the interrogation of suspectse

7th Dircotorate of GUGB/NKVDs Bolieved to have been responsible
for cortain code and cipher procedures ond still to exist
in MGB in on unknovn form.

1st Spocial Sections Maintenonco of files and card-indices for all
MGB orgonizationse

2nd Special Scotions Responsible for providing technical cquipment,
monitoring, etce

3rd Special Sectiona Provides agents for surveillance and searche
4th Special Scotione Censorship.
5th Special Scctione Codcse

Information Sectione Rosponsible for the publication of informa-
tion bullotins,

AKhU (Administrativno-Khozyaistvonnoye Uproavleniye) - Administrative-

Economic Dircctorates. In charge of administrative work
for all MGB orgonizationse

“SECREF
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GUK (qlavnoye Upravleniye Kadrov) = Cehtral Personncl Dircctoratcs
Responsible for the administration of personnel for all
MGB orgonizationse

FO (Finotdel or Finantsovy Otdel) - Finance Section or Officea.
Controls the fineneial resources of MGB organizationse

Be Co-ordinotion of the MGB Espionage and Countcrespionage Agencies

Boefore analyziug the functions and structure of spccific MGB head=
éuarters difectofntes, the importance of countcrcspionage to the Soviet
Union should be cmphasized and an-effort made to clorify as far as possible
the heandquarters control, comordination cnd plenning of MGB oporationse

In o general sensc, countorcspionagod within the USSR encompasses
the prevention of oll counterrevolutionary and anti-state activitles on
the part of the entire Sovict populotions Tho principal MGB dircctorates
chorged with this rosponsibility are the SPU, tho EKU, and thc DTU. The
dutics of KRU, on the other hand, ore dircct counterespionage, to protect
Soviot citizens inside and outside the USSR and non-military Soviot insti-
tutions from ponetretion by foreign intelligence servicoss The INU, in
addition to carrying out all of tho MGB espionage work abroad, also
sppears to have counterespionage functions regording onti-Soviet orgoni-
zotions, groups and persons cbroad which arc similar to those of the SPU
within the Soviet Unione

It appears possible that o planning committee for counterespionage,
with emphasis on countcrespionage within the Soviet Union, is established
in tho Central Committoc of the All-Union Communist Party (volshovik)
where all reports concerning disturbances and efforts directed agninst the
interests of the state or ogoinst the policies of Party leaders arec
collectods These reports arc belioved to come from the State Information
Burcou ond the Central Office ofrtho Secret Informntion Service in the
Cowncil of lMinisters as well as from the Party orgonization itself through
the Commission fof Porty Control within the Contral Committecs It is also
possible that this last-montioned comm;ssion determinos tho points of
emphasis for countberospionage within the USSR and that the Politburo de-
termines the policies of countorespionage agninst foreign countriess Advice
from these offices is believed to form the basis for the orders given by
BERIYA's co-ordinating Centrel Office in the Council of Ministers, where

the basic co-ordination of the work of the military ond non-militory

SEeRER
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bronches of counterespionage is believed to be plonned in regard to
defining jurisdiction, objectives, use of persomnel, and administrative
cxpensces. In this office opinions and experience moy be exchonged betweon
thq positivg inteliigence and the counterintclligence directors. This
possibiiity, however, has not becn verificds

Rogerding high policy positivo'intolligence planning, a single roport
indicates that BERIYA heads on intclligence subcommittee of the Central
Cormittec of thé All-Union Communist Party (bolshevik) which has the
authority and responsibility to determine the missions, strength and
organization of =2ll igtolligonce and counterintelligence agoncies; to
control the selection, sppointment, rotation and dismissal of oll intelli-
gence and counterintelligence pcrsénnol; to maintain surveillance over all
porsonnel; to control the flow of information betwecn intclligence agencies
and from them to other gaycrnmental and Party orgons; ond to operate extroa-
governmental inteolligence, counterintelligence and sabotage through
Communist Party channels in the USSR and abroade An important,but as yot
not complctely clarified,part in these functions is played by Georgi
Moksimilianovich MALENXOV, Chief of the Orgburo and member of the Secre-
tariot of the All-Thion Communist Party (bolshevik)e Since MALENKOV is
also Chief of the Administration of Personnel of the Communist Party, it
is presumed that he is_primarily concerned with approval of all Soviet

Intclligence persomnel, including the staff persomnel of the MGB.

25X1C5b
I, 255155
I ¢ cccition to his other functions,
Georgi Meksimilianovich MALENKOV also occupied, directly under Stalin, a
position as "intelligence co-ordinator," channeling instructions to and
information from the intelligence ngencies and settling such conflicts
as jurisdictional disputes ond arguments over utilization of particular 25X1C5b

agents or concentration on particular objectives. ] 25X1C5b
I LENKOV was the head of o so-called "political section" of the Central
Committee of the CPSU, which section was responsible for the control of

all CPSU members aobroad and for certain policy liaison with foreign Com=-

munist Porties; a function which, for meny years, was exercised by the

Executive Comuittee of the Cormunist Internationale _ 25X1X7

sources reported the existence within, or atbached to,the Politburo, of an
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extremely secret control organ known as the TPK (Tainy Partiny Kontrol
or Secret Party Control)e These sources describedthe TPK as a committee,
the members of which are STALIN, MALENKOV end BERIYA, and stated that it
was responsible for, among other things, a complete co~ordination of all
intelligence efforts within and outside the Soviet Union, as well as the
co-ordination of foreign Communist Partiess, If this group does exist as
described, it could, of course, logically be composed of the three indi-
viduals namede

Obviously, in order to effectuate the decisions of any such orgen,
some bureaucratic apparatus would be necessary and there is o possibility
that at least o portion of such necessary bureaucracy may have been the

political section referred to by I 25X1C5b

IV, MGB DIRECTORATES

Consideration of the principal MGB directorates is naturally hompered
by the high security surrounding them. As o result, it has been extremely
difficult to compile full and detailed information concerning them; es-
pecinlly the exact hendquarters organization of such directorates as the
INU and the KRUs It appears that the directorates ond sections of the MGB
ot the present time are consistently designated by numbers; and possibly
in some instonces by letters. However, the numerical order of the head=
quarters directorates of the MGB has not been completely determined as
avoiloble sources disagree. For example, while the INU has been described
most frequently as the 5th directorate, at least two recent sources have

referred to it as the lst dircctorate.

le INU (Inostrannoye Uprovleniye): Foroign Dircctorate

The INU has extremecly broad jurisdiction, both within and outside
' of tho Soviet Unione It was founded as the INO, or Foreign Section, of
the Cheka in 192]?‘by one DAVIYAN. It is known that Mikhail TRILLISSER
directed its activities for o numbcr of years, exercising powerful ond
apparently oble influence on its growthe Originally, the principal purpose
of the INO was to goin military, naval, political and economic intelligence
concerning foreign countriese By the time the Cheka had bocome the OGFU,
the main functions of the INO, in addition to "rcgular routine work," were 25X1A6a
reported [ t© include the following:
¥ Fr . Fowded ao KRO wm 192003 . N0 trabel ad ‘f £ry
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as Preparation of favorable conditions for the subscquent
work of diplomats.

be Co-operation in the Comintern's underground works

¢e Active participation in the elimination, often called
"exterminotion," of enemies of the USSR, both internal
ond cexternale

According to the some scurces, INO under OGFU wos subdivided ade’
ministratively into sections much as were other dircctorates of OGFUs In
addition Yo a secrctariat, a special task section, an operative section
and finance and economic sections, INO also had the following sections
assigned:

ae Special Intclligence Section (Spetsialno-Razvedyvatelny

Otdel),

be Political and Propagonda Soction (Politicheski i Propo-

gotsionny Otdel).

ce Precss Section (Otdol Pressi)e.

de Liaison and Courier Scction (Otdel Svyazi)e

o+ Decoption Section (Diffomntsionny Otdel)e
£. Rooruiting Section (Verbovochny Otdel)e

25X1C5b
I 1  [NO-OGPU in Manchuris, some
years ogo, had the following functions: to carry on all undergrouﬁd work
omong Russian emigrants; to propagondize Communism omong the Chinese; to
orgonize plots and strikes; and to form underground units and Chinese
Communist bandses Both this and other sources agrec that there was a close
co-ordination between INO and the work of the Comintcrn throughout the
world; in fact, the rather sweeping statement is made that "Comintern
activities? network throughout tho world was patterned acoording to the
INO=-OGPU setup, espocially security, travel and liaison motterse." Units
of INO=-OGPU sections are claimed to have been attached to every Soviet
foreign representation obrood, and the INO "worked in co-operation with"
the Commissariats of Foreign Affairs, Foreign Trode, Finonce, and Heovy 25X1C5b
Industrye In addition, I 2Bx1c8h
I dorground work of the Comintern and of Red

Army Intelligence wos carried on under the direction of INO-OGPU,

The only ovailable information on how the INO was represented
obroad in the early years was received from a source vhich listed eight
special districts of INO in 19233 these distriots, roferred to as "resi-
dence plaoces," were located in the following areas: Germany, Swoden,
England, Turkestan, Bulgarin, America, Finland and Chinas. The districts

had so-called subdivisions under the arcas as follows:
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Germany: Austria, Czechoslovakin, Switzerland.

Swodons Denmark and Norway.

Engiand: France, Italy, Belgium, Hollond and apparently
their colonies.

Turkestan: India, Hinduston, Persia and certain British
and Dutch coloniess

Bulgaria: Rumania, Turkey, Greece.

America: Australio.

Finlond: Esthonia, Llatvia, Lithuania and Finland.

China: Japon

The obolition of the OGPU and the establishment of tho NKVD sow
o change in the functions of INO, which become the INU under the GUGB/NKVD,
only in that they werc broadened and decpcnede The primary INU csplonage
functions of gathoring political, cconomic, tochnical, naval ond military
intelligencc in forcign countrics remained, but tho part played by the INU
in the active struggle against non-Sovict orgonizations of all types was
oxpanded greatly and the directoratc assumed extensive surveillance functions.
In this rospect it will be noted that INU and KRU seem to overlap in their
work outside the Soviet Unions No full clarification of the exact rela=
tionship of thesc two dircotorates is available, nor con it be definitely
stated that all operational intelligence outside the Soviet Union is
controlled by INU, or that KRU, for example, maintains its own channels and
its own operationse On the basis of the data available, it oppears most
probable that XRU operations abroad arc conducted either by INU or thfough
INU chonnels; it is interesting to note that o number of cases have been
reportod whero operations, tentatively ostoblished as being under the cone
trol of INU, were concerned with counterintelligence objoctivese Theose
would appear to be within the province of KRU, at least if we are to accept
the various delineations of KRU functions and Jjurisdictions which are
availablee
The INU is roported to have carried out the following functions
during its history and may well be responsible for them today.
a. Attempts to control and kocp under surveillance all
Russicn emigre organizations and all anti-Sovict
organizations outside of the USSR, including Memshevik
and Trotskyite groupse
be The surveillance of all Soviet citizens abroad, cspecially
members of the Soviet diplomatic and trade missionse
ce The dissemination of sccret political propaganda throughout
the world in order to croatc conditions favorable to the
growth of Communism, ospecially by inciting discontent
and dissatisfactione

de The support of Communist partics under persccution
abroade

- 23 -
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ce The direction of subversive ond sabotage activitics
outside of the USSR ond thc orgonizing of strikos
and revoltss

fo The rccruiting of foroign government -officials for
agent work, propaganda, cte; instigating through
such recruits changes in govermment staffs and
agencies for the advantage of the Soviet Union.

ge Attempts to subordinatc the Greck Orthodox churches
abroad to the Patriarch of the Soviet State church
and to penotrate the Roman Catholic church through=-
out the world for purposes of positive and coumtor
intelligence.

he The execution of reprisals, including assassination,
against members of Russian emigro organizations,
aguinst members of anti-Soviet political groups
and against outstanding anti- Soviet personnagese
The INU has been very successful in preserving the security of
its operationss Seldom has it been possible to prove definitely that
a specific Sovict cspionage operation abroad was under the direction of
INU; in such instances where it has been possible to establish this,
it has been proved by a dofection or penctrations INU operations ebroad
are characterized not only by maximum socurity, but by careful planning,
tenacity, and extreme paticncoce It is not unusual for high quality INU
operctions to be prepared and built up very carefully over a period of
vears, with no immediatc results for long poriods of timee Character-
istic of INU operations also appears to be a policy of using one country
as a base for opcrations apgainst another; for example, the frequent use
of France and Switzerland during the 1930's as bases for intelligonco
operations into Gefmany and the consistent use of the West Coast of the
United States as a stoging base from which to mount intelligence operations
against the Oriente Usually in such INU opcrations the personnel concerned
are not in any way implieated in opcorations against the base country.
For the carrying out of the responsibilities outlined above, the
IvU, I oporated
through the following seftionsz
Operational Section: Planned and directed the work of the INU,

including, in conjunction with the Special
Section described below, all espionage orgaonse

Special Section: Believed to have worked in collaboratim with
the Operational Section in directing and con-
trolling ospionage networks from hcadquarters
set up in all parts of the world; possibly
collaborating with an Agent Section situated
in Mos cow.

SteRE-
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Soction:

Records Secction:

Personncl Training

Section:

Information
Scction:

Prcss Section:

Radio Scction:

Collation of In-
formation Group:

Consular Section:

Military Attaches
Section:

Foreign Trade
Section:

Finance Section;:
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Responsible for all INU communications, chiefly
mointaining contact with all espionage orgoni-
zations and all agents of impor tances

Iointained all the rccords and card-indices of
INU. A card-index of cvery INU agent network
was kept, including a file for all the pcrmancnt
agents of cach networke It is believed that o
card~index of potoutial agents and intormants
was mointainced also.

Responsible for the training of all UNU officicls,
staff, and for most of its agent pcrsonnel. The
latter were trained either individually or in
special study groupss, Porsonnel training section
controlled the INU Study Center and personncl
were “rained in special faculties by certain
schools and institutes, such as the Higher Diplo-
matic School of the Soviet Uniony the 1st Moscow
Medical Institute, the Soviet Industrial Academye
Training in special short courses was also given
when nccessary. For oxamplce, a silkworm breeding
exhibition was to be held in Paris in 1937 or
1938, Allcgedly INU decided to usc the cxhibition
as o cover for agonts, and personncl therefore
underwoent an intensive short course in silkworm
brecding prior to leaving for Parise

Issued intelligence bulletins on the work of the
INU. ©No information is available as to the
froquency of thesc bulletins, their oxact con=
tent or the distribution liste

Carricd out o systecmoatic cxamination of the press
of all nationse

Studied forecign radio broadcastse.

Recoived, chocked, collated and filed by countrics
and departmonts all material obtained by the
various ospionage networkse Tronslation; photo=-
graphic, drafting, deciphering ond other offices
serviced this groups

Hodc usce of Soviet diplomatic channcls for the
acquisition of intclligence and cither carried

out CE work for KRU or provided cover for KRU
agentse Members of the Consular Section of INU
are sald to be active in cvery Soviet embossye

It is possible agents of this scction supcrvised
the work of diplomatic roprcsentatives quite apart
from any connection with KRU.

Allcgedly superviscd the work of Sovict Military
Attachess

Reportodly checked on the work of all Sovict
Trade Ifissions abroad, using them also to screcn
espionage and propagonda activitye

Reportedly conducted all INU finencial matters
and controlled large bank deposits in foreign
countries. Deposits were credited to trustworthy
"qummies" and built up by the following methods:
In purchasing goods abroad, the USSR would offer

to pay a sum in excess of the price asked, providing

a portion of the excess sum be credited a specified
account in & specified bank; ie, the dummy account.
Operating through the NKID, the INU would direct
the buyer of goods exported from the USSR to pay
a portion of the price to a specified individuale

SEEREF
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Adninistrative and Responsible for all ordinary INU administrative
Beonomic S3ection: functions,

Personncl Section: 1In charge of persomnel administrotion, the moin-
tenance of records and the recruitment of
personnel.

In addition to the above, geographically divided scotions referred
to by this source as "sections for various countries”™ controlled notworks
of independent agents operating in various countries, Hoadquarters werc
believed to be established eithor in the country in which espionage was
carriod on or in the Soviot Union noar the country concerned. For example,
the section denling with Turkey was belicved to have had onc headquarters
in Odessa, another in Batum ond still another within Turkeys The section
dealing with the Far East-was belicved to have headquarters in Khabarovsk
and Vliadivostok,

Available information indicates the existonce of two additional

offices charged with procurcment: the Specinl Supplies Office ond the

laterial and Technical Supply Officc, Inadequate informetion on the first

indicatecs it may have provided material cssential for the carrying out of
secret espionage work and served only INUs The second, which apporently
provided for both GB and MVD material and technical supplioes, is believed
to have had dopots in all gibics where there were INU hoadquarters.

We arc not able at the present time to delineate authentically and
in detail all of the information objectives of the INUs It is known that
the INU is olmost complotely ommivorous in its search for information.
Generally, it is intercsted in all information which by ony conceivable
streteh of the imagination affects the security of the Soviet Union or
which concerns the military, economic, sociological, or political potential

of any other countrye Fri: Chied v 19¥6 2 jvANOY

2o SPU (Sekretno Politicheskoye Upravleniye): Secret Politicel
Dircctorate )

The SPU, btelieved to be the 2nd Directorate of MGB, has been called
the direct helr of the earliest Bolshevik sccret police; of all MGB dircct-
orates the SPU comes closcst to the original primary purpose of the Chekas
the combatting of counterrcvolution and sebotage within the Soviet stato.
SPU was originally croated to guarantee completely the political solidarity

of the Communist Party, and its purpose was to scck out and eliminate within

StERE-
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the Party oany signs of opposition constituting a threcat to the regimee In
— cascs vhere thesc signs were no morc than tendencies of schools of thought,
it was the responsibility of SPU to study thoem closely and to be ablc to
roeport on their potential danger; most of SPU's attention was therefore
focuscd on the Party. In addition, the SPU had the subsidiary task of
. kecping o close watch on rcligious activities in the USSR; this was decmed
necessary becausc the Communist Party feared and distrusted the development
of any political, social or spiritual body which it could not dircetly
controle
It may be scid that the SPU today is concerned with crushing all
clements within the USSR which are hostile to or presumed likely to become
hostilo to the rcgimce This may be contrasted sharply with the purpose
of KRU, the Counterintclligence Dircctorate of MGB, which is to protect
Soviet institutions from peonetration by foreign powerse In casec whore
there worc signs of only hostile tendemcics in certain groups, it was
the responsibility of SPU to kocp close babs and rcport on thome In all,
the SPU maintains o densc net of agents to kcep under surveillance and
to combat not unly all clements of the population suspected of being anti=
Sovict, but also to watch illegal partics or groups, nctional minorities,
the clergy, the intelligentsia, all cultural institutions of the USSR, and
tho agricultural communiticse The SPU represents the Communist Party
authority in the govornment for the supervision of political atbitudes;
in other words, supervision down to the level of the private life of every

Sovict citizene %g%'?ggg

The structure of the SPU at the USSR level is reoported |

_to have inclided the following sections:

Opcrational Dircctly reosponsible under GUGB to the chief of
. Section: SPU, or to his deputiese The Operational Section

orgenized and directed all the activitics of the
SPU, working with the political scctions described
below; which were in a position to give expert
advice. The Operational Scction issucd its orders
after studying rcports prepared by the operational
sections of lower formations of SPUs There were
five types of such rcports:

ae Poriodical rcports (when the situstion demanded)
be Ten-day bullctinse

Cce Monthly rcportse

de Quarterly rcportse

ee Yeoarly rcportse

—SecReT—
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All reports from provincial operations scctions

of the RSFSR were scnt directly to the Operational
Section, SPU. Reports fron provincial operational
scctions of ordinary republics would first of all
be sent to the Operational Section at Republic
lovel, and from there, if of sufficiont importonce,
would be forwordod to the Oporational Section,

SPU, lMoscovie

When the Operational Scction ordercd the arrcst

of o person roportud as a potential threat to state
sccurity, he would be imprisoned pending investi-
goticn of his case by the Investigation Section,
or, at lower levcls, by the investigotion sections
of rcepublics or provincess No information on how
this soetion conducted its investigations was
available to saurces

The task of this scction was to spy on all the ac-
tivitics of the various party organizations, come
mittees, offices, otcs., down to and including
provinee level. This work was done by secret agents
who maintcined surveillance of the mombers of the
Central Committecs for republics, provinces, etce,
as well as of the members of 0ll organizations and
branches under the Porty Central Committees. Agents
reported on individual "recalcitronts" as well as

on the gencral political tenor within the Party.
When nocessary, the Secrct Section passed this
information directly to the Operational Scction,
which, advised by the Political Section, decided

on necessory actione Although no further infor-
mation is available on this scction, a dircctorate
of the MGB has boon mentiovned - the Central Dirccte-
orate for the Control of the Purity of the Communist
Party -“which may conceivably have developed from
the Secrct Section.

Uaintained all records and files of the wvarious
scctions of SPUs The chief card-indices were as
follows: (a) Card-index for all Party mombers

who at any time had becn members of other parties,
which was divided into two groups: an active group
containing particulars of pcoplc under obscrvation
by SPU; and a passive group containing those who
werc not actually being watched by SPU; (b) a card-
index of all religious officials, both of the
Orthodox Church and of any other rcligious
organizationse

Responsible for all communications,.

- Maintained the files of all SPU employecs and dealt

with odministrative personnel problcemse On questions
relating to important members of the staff and to
training of personnel, the secction maintained liaison
with the Porsonnel Directorate at the Center; it is
possible that the Personnel Section trained SPU
cmployecs in special subjocts within the limits

of SPU worke

Thesc scctions made an exheustive and devailed study
of all political movements and schools of thought
within the Party which tcnded to deviate from the
central policy. Each section carried out research
into a separatc movement and estimated in what
measurc it constituted a threat to the regimees The
political danger of cny movement or of any rcac-
tionary group was thon discussed with the Operational

~SECREF-
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Section and a plan of action mutually evolved.
The plan had to be approved by the Central Com~
mittee, but its elaboration and execution werec
the rcsponsibility of the Operational Sections
As spocialists in this field, tho Political Sec=~
tions of SPU had to kecp the Politburo and the
Central Party Committee continually informed as
to the exact position and the potential threat
of each novement wndor study. In addition to the
Political Scctions above mentionod, other sectiong
cxisted which had the task of studying aond roport-
ing on religious movements within the Orthodox
Church and other sectse
Files on surveillance of individuals in the USSR are mointained
in co-oporation with the lst Special Soction (Spetsotdel) described below.
A notebock or registry of supervision is kopt on every suspect persons If
the suspect moves, his registry book follars ond is maintained by the lst
Special Scctions in the new district. This activity is called "preparation
of the suspected porson and it has been cstimated thot between two and
three poer cont of all persons in the Sovict Union are at all times under
"preoparation.” The lst Special Secctions maintain, in goneral card files,
all dota on onti-Soviet and enemy elvments brought to light during the
existencc of the Soviet organs of State Security; included are full factual
information about the persons, the dispositions made of them and the whoro-
abouts of the records concorning theme
Tt is knownthat several catégories of groups have been of parti-
cular intorest to the SPU ond thus subject to intensive surveillanco and
study. Thesc groups have included national, socialy and religious groups,
political factions of all types, ond cultural organizationss In foct,
the genoral surveillance of all clements representing o threat or even a
potentinl threat to the sccurity of or the policies effectuated by the
regimo is one of the primary functions of the SPU. It appears that the
SPU particularly concerned itsclf with deviation from the Stalinist line
and successively survoilled ond prosecuted the members of various dissident.
wnits within the CPSUs It appears probable that the purges ond the trials
which followed the alleged assassination of Sergei Me KIROV in Leningrad
in 1934 wore conducted and stoged under the supervision and comtrol of
the' SPUe

SPU has long carricd on surveillance of the Russion nationalist

minoritics, the Georgians and other peoples of the Caucasus ond

SECREF
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porticularly the Ukrainianse In the roligious category, not only the
Orthodox Church but also 2ll Russion religiocus sects arc under the con-
tinuous surveillance of SPU. _tho SPU
dirccted the campaign agoinst religion which roached its height in the
late twontics; this coampaign died dovm in the thirties as, perhaps, it
was found to be defeating its purposce The SPU undoubtedly maintains
surveillance over the activities of all culturcl groups ond institutions,
including educational, and of the sowcalled intelligentsia, primarily
artists, writors, ;ctors, otce It is belioved that SPU agent notworks
are established in the Kelkhczos ond Sovkhozoes in order to obtain infore
mation on the attitude of the pcasantse It may be presumed that the
program of liquidation and cxile of the kuloks was carried out under the
direction of SPU,

It is difficult to delineatc exactly the respective juriédiction
of SPU ond KRUe Both direcctorates, of course, are primarily concerned
with counterintclligencos It appears that the groatest distinction
betwecn them is that the SPU is mainly concerncd with clements, groups,
or cotegories of perscns believed inimical or possibly. inimical to thoe
regime, while KRU is mainly concerned with specific operational counter-

intelligenco and counterespionage probleoms.

3¢ KRU (Kontr Rezvedyvatelnoye Upravleniye): Counterintelligence

Directorate frio vealed o ey m 0I5 PU chonged un

25X1C5b

b CE

The KRU, also referred to by several sources as the 3rd Directorate,

is primarily concerned with operational counterintelligence and has had
the following responsibilities:

ae Protection of the Soviet population and of all non-
military institutions in the USSR against the
activities of foreign agentse

be Protection of Soviet diplomatic missions in foreign
countries from the activities of foreign agentse

¢» Counterespionage abroad; that is, to combat foreign
intelligence services at their source and to attempt
to identify foreign targets and agents before the
start of actual operationse

de Surveillance of other Soviet intelligence servicest?
personnel. Such personnel reportedly are under KRU
surveillance within the USSR and abroad and are
screened by XRU upon their return from abroade

The KRU and its subordinate offices are set up on all levels of
the MGB structures It is believed that the designation "3rd Directorate"

is applied to XRU only at USSR level -~ that is, at the Center in Moscow =~

SEEREF
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as its responsibility is for the entire territory of the USSRe It is
probable that in the various republics, provinces and districts the terms
KRU and KRO are in usee All these KRU offices have the common respansi-
bility of doing CE work within the Soviét Union; CE activities abroad
reportedly are almost exclusively directed by the KRU on USSR level. In
isolated cases, KRU's subordinate sections in republics and provinces have
reportedly sent agents into adjoining countries; but such agents seem to
have been restricted to the bo;der zoliess One source states flatly that
no Cistrict state security orgenization ever becomes concerned with
counterespionage worke The same source infers, from the directorate's
main responsibilities, that there are two mojor divisions within KRU.
One division is believed to be for counterinbtelligence in the interior of
the USSR, and the other, subdivided by countries, for counterespionage
abroade This information is substontiated to somc extent by_ 25X1C5b
who, whilc unable to give any information on CE activities outside of the
Soviet Union, explained the KRU of GUGB as consisting of operational,
investigation, rccords, communications, personnel and administration
sections plus a Special Section for KRUe This Special Section was believed
to maintain close liaison with the Operational Section and to supply it
with whatever operational resources it reauireds. It reportedly was divided
into speci#l equipment sections, operational grcups and a reserve or pool
of NN or cxternal survcillance agents for any XRU section handling field
observation of suspcctss In addition to agents supplied by the Special
Section mentioncd above, an Agent Secction was responsible for directing
the work of CE resident agents in the USSR down through province level;
information recceived from the Agent Section's networks being passed to
the operational sectionse

Whethor KRU operations abroad are separate ond distinet from INU;
whether they are conducted through INU channels; whether they are cone-
ducted by INU persomnocls or whether they are cafrisd out by KRU personnél
assigned .to-serve INU. installations abroad, we are unable to say, although 25X1X4
efforts have becen made to clarify this qucst:ion through_ 25X1X4
Il cveilable sourcese As notcd above in the section on INU, it is con-

sidered most probable that thc majority of KRU operations abroad are run
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through INU channels, although there are some indications that in certain
instances State Security personnel engaged in extremely secret counter-
intelligence operations abroad mey have had no connection with any other
Soviet intelligence efforts in the same aresa.

It must be emphasized that KRU enjoys the greatest co-operation
in its work from all other Soviet intelligence agencles and government
offices, whether in CE work within the USSR or CE activity abroade. German
documents state that KRU, in preventing espionage and counterespionage
within foreign missions in the Soviet Union, used the following meens:

ae A broad agent net among the foreigners resident in the
USSR who have any sort of conmection with their
country!s diplomatic corpse.

bs A net of agents among the employees of consulates,
embassies, commercial delegations, etce

ce Use as informants of persons who have connections
with employees of consulatces, ctce

d« Special informers, both foreigners and Soviet citizens,
supplied with "legends", try to penetrate missions.

ce Agents of the 3rd Special Section, co-operating with
KRU, carry on a watch over all foreign agency
buildings end the visitors to these buildings.

fe Agents of the 3rd Special Section, co-operating with
KRU, also keep a watch over any persons identified
as or suspected of collaborating with the staffs of
foreign missionss

ge Use of listening devices within the foreign agoncy's
buildings. This work is carried on by members of
the 2nd Special Scction who supply and operate the
necessary technical cquipment.

he Censorship and control ovaer correspondence of foreign
agencies and decoding of coded messagess The cen-
sorship functions werec the province of agents of the
4th Special Scctione A 5th Spocial Section has becn
mentioned as rosponsible for code work, although this
function has also becn attributed to a 7th Dircctorate
of GUGBs =~ - ! o . L

In carrying cut its foreign activitics the KRU apparcntly main-
tains a much broader liaison than even the excecllent liaison with special
sections indicated within the USSRe XKRU maintains liaison with INU,
SMERSH, MVD, MID (Ministry of Foreign Affairs), and Soviet organizations
with internationgl connections, such as repatriation committees, staffs
of Soviet liaison offices, ctc,

B - orionces goined bofore and during World Wor II indicate
that important KRU objectives abroad are to gather information on foreign
intclligence services, to attempt the subvorsion of those whose work is
directed against the Soviet Union and to gather information on all foreign
CE services, with particular emphasis on their methods of preventing

Soviet penetratione The groundwork of the CE missions of the KRU is laid

SEEREF

Approved For Release 1999/08/24 ; CIA-RDP78-02546R000100130001-3

25X1X4



Approved For Release 1999/08/24 : CIA-RDP78-02546R000100130001-3

SheRE-

thraigh systematic evaluation of all facts regarding foreign intelli-
gence and CE services, extracted from the statements of Soviet foreign
agents, from documents and from all other sourcess According to one
source the primaory Soviet aim in this regord is subvorsion; iecss a
grester intercst in the personncl of foreign intelligonce sorvices

than in their organizations, Speciai investigation files are made up

on cach individual subject and arc kept by the lst Spoecial Section,
probably on USSR levels Reports are rcccived not only from principal
agents but also from masses of secondary agents in foreign countries

who try to ascertain the existonce and location of intelligence units,
agent schools, etce For cxample a method of goining information which
supposedly has proved effoctive and which is knéwn to be widely practiced
is for on agent to proveoke by intentionally suspicious behavior his arrcst
and interrogation by a foreign intclligence services Thus the agent
contrives to learn which agency interrogatos suspected agents, tho mothods
used and the identity of interrogating personnels By his subsequent
conduct, which is part of a previously devised plan, the agent can fre-
quently effect his relecase.

Soviet counterintelli gence activity in foreign countrics is kmown
to have been consistently concerned with groups actually or potentially
anti-Sovict, as well as with clements active in the political 1ife of the
countries involved. Considerable information is aveilable reflecting
the use of various minority organizations, as well as the utiliration
of all official Soviet roprescntotion for cainterintelligeonzc nurposese
For examplc, the Society of Friends of the Sovict Union in ifunich recently
was reported to have rcceived, through a camouflaged outpost of the MGB
in Weimar, instructions to detormine the residences, financial circum-
stances, and contocts of all Soviet citizons in the arca. KRU agent nets
reportedly permeatc the organization of the CPSU, as wecll as all offieial
Soviet missions abroade Characteristic of KRU working mothods, allegedly,
is the planned penetration of all anti-Soviet organizations abroad. For
oxample, ponetration of the Vlassov Army rcportedly was a spocial ob-

jective of the KRU,
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The assumption has been made. by one source fha’c at the end of
the recent war, the emphasis in KRU counterespionage activities was
re~dirceted against the "United Statcs area" and the British Bapire.
The chief aim is said to be the elimination of all forces which could
be made useful to the intclligonce sérvices of these rations and which'
would strcngthen the United States and Great Britaine This, of course,

would be in perfect agreoment with other knowm Soviet policy changes
. a2f W Exko.
after 1945,  Fr: Chaf w'ye DAV
o d2 Lo 1724,
) e WL " Lo mo
4. EKU (Ekonomicheskoye' Upravleniyo): Economic Directorate 3 )

The EKU or GEU, as late as 1940 was definitely a directorate of
the NKVD; at that time it was charged with anti-sabotage work, counter-
intelligence supervision and, possibly, efficiengy control of all in-
dustrial ond commercial undertakings in the USSR, as well as all such
undertekings by foreign nations on Soviot tcfritory. It is possible that
EKU exists today under the MGB, but it is more probable that, as a
devclopment from the EKU branches for various industries » economic directe
orates for these industries have becn set up under MGBe This development
is probable inasmuch as EKU branches Qxisted to carry out the work of the
dircctorgte in the Armments Industry, the Heavy Machine.Construction
Industry, the (il Industry, the Food Industry and others, and the hecad-
quarters of the MGB at the present time appears to contain scparate
dircectorates concerned with major industrial ficldse It is also probable
that many of the functions of supervision over industry, which at one time
were oXercised by this directorate, may at the present time be within the
provi.ce of the MVD rather than thc MGB.

Our [ source of information on EKU of the NKVD, B 25X
has given the following explanation of the formation of the EKUs 6 lack
of fully qualified technicians who were also convinced Communists compelled
the Soviets to resort to employing politically unreliable specialists.
Such persons, as well as the general run of managers of factories, indus-
trial projects and agricultural communitics, had, from the Soviet point
of view, to be watched closely. It was also neccssary to moke absolutely
certain thet the industrial and agrieultural policics of the government

were strictly observed and that therc werc no deviations whatevers During
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the 1930%s, at the time of the expansion of the Soviet war industries,
it was considered cssential to have an organization capable of safe-
guarding the secrccy of the Soviet military preparatimis and to check
leakage of information concerning the type, quantity and potential of
armoments and munitions being monufectured.

The same source has provided the following summary of the tasks
of EKU. The Dircctorate was responsible for leading the struggle against
cconomic counterrovolution, circumventing cconomic reactionaries, preventing
sabotage, end surveilling all perscnncl in industrial plants. It also
safeguarded the security of all military and defensive branches of industry,
controlled the cxecution of government policy in all branches of industry
and agriculture and direccted oncrationally all troops gusrding importont
munitions factories,

The central apparatus or hecadquartors of EKU consisted of o series
of departments and branches, which, undcr the direction of the operational
department or section, organized all work of EKU and administered its sub-
ordinate bodiese The central headquarters werce split into two divisions:
(2) The Opcrational and Administrative Division which was concerned with
the top-lovel organization of EKU as a whole, and (b) The branch departmgnts
and sections, cach of which was responsible for a separate industry, its
work in cach casc confined to o singlc spherce

The Operational Section was responsible for the planning and
direction of the work of all brenches and departments of EKUe It received
all returns and roports from industrial branches, sections of the central
headquarters and operaticnal sections of the lowor level orgens of EKU
(at republic and province levels - EKO, cxccpt in the case of the Ukrainian
SSR, which was an BKU)e

A1l matericl thus recocived was studied by the Operational Scction
and suitablc action was token in the form of direcctives to other organs.

In cspecially important questions the Opcrational Section would submit

proposals, for approval, to the Industrial Department of the Contral Com-

mittee of the Communist Partys The Cporational Section issued ordors for

all scctions on republic, provincec and district levels, ond it was,in

addition, responsible for the operational dircction of the NKVD (now MVD)

troops guarding factories; although administratively these troops were
SEEREF
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subordinated to GUMPVO NEKVD (Glawnoye Upravleniye Mostnoi Protivo--
Vozdushnoi Oborony - Local Air Roid Defense).

There were four categories of imdustrial concerns guarded by
these troops: armament, defense industry, heavy industry and experimontal
factories, and workshops and laboratorios working on military rescarche
The chief of the Operotions Sectioﬁ was scenior to chiefs of all othcr
sections in EKUe. Investigation, fecords, communications, perscnncl and
other service scctions were se¢ up under EXU in o manner similar to the
organization of other dircctoratcs,

Of espccial interest in BKU was the Technical Consultation Board
which consisted of highly qualified representatives of differcnt sphores
of industry. This board made rulings on all types of special technical
problems arising from trials of cases under investigation and could be
consulted by all the orgens of EKUse A local EKU-EKO office which required
a decision of experts on any matter would refor it to the Technical Con=-
sultation Board which had its headquartcrs in Moscowe If nesessary, en
expert would be sent to deal with the matter on the spots

Departments or sections of EKU dealing with specific industries
ere listed below. Each department dealt solely with its own industry;

for example, the EKU Department for the Aircraft Industry deslt only with

factories and orgenizations forming parts of the NKAP (Pcoples® Commissar iat

for the Aircraft Industry). N XU dopar tments for
the following industries in 1940-1941:

8¢ Department for Ferrous lletallurgy.

be Department for Non- Ferrous Metallurgy.

ce Section for the Electrical Industry.

d. Department for Electric Power Stations.

¢. Department for the People s! Commissariat of War Supplies.

fs Department for the Peoples! Commissariat for Munitions,

ge Department for the Machine Building Industry (dcalt with
the Peoples! Commissariats for Heavy, Medium and Light
Machine Building).

he Department for the Peoples! Commissariat for the

. Building Industry,

“is, Scction for the Celluloid and Cotton Industry.

jo Department for the Home (Houschold goods?) Industry.

ke Department for the Food Industry (Food, Fish, Meat
and Dairy Industries).

l. Department for Light Industry (including the Textile
Industry).

me Section for the Timber Industry.

ne Department for Agricultural Economy (Pcoplcs! Commig-
sariats for Agriculture, Grain and Cattle Breading,
State Farms).

0e Secticn for Shipbuilding Industry.

pe Department for the O0il Industry.

Qe Dcpartment for the Aircraft Industry.
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Speeial departments and units of this directorate reportedly
existed in all armoment snd munitions factories ond in a majority of
importent industrial concernse The porsomncl of these departments and
units allogedly was made up of rogular NKVD employees or in smaller con-
cerns from voluntecr, trustworthy workerse. Although thesc spocial departe
ments were originally a part of the foctory's orgonization, they report-
edly worc operationally controlled by tho appropriate industrial department,
section, or representative in the local provincial or territorial EKO.

The task of such speceial departments were:

a. To ensure the political relisbility of all workers and

to determine immediately any signs of anti-Soviet
activitye.

b. To direet operationally the guarding of the factory

by NKVD personnel and to toke rcasonable fire pre-
vention preccautions as well as to control entry
into ond oxit from the factory.

ce To sec that the factory fulfilled its production quota.

d. To scc that factories having or operating under a

mobilization plon adhercd to the plan and were ready
at any time for mobilization.

¢« To maintain sccurity ond secrecy -in factéries of military

importances

It should be emphasized that the above information, which is
believed accurate, concerns the poriod when EKU was operating as an KKVD
directoratc. Wo cannot definitely estoblish the present existonce of on
EKU/MGB, ond it is considercd possible that functions proviously cxercised
by this dircctorate arc presently being cxereised by certain speeific
directorates of tho MGB concorncd with intelligencc and, porhaps to an

extent, seccurity in major ficlds of industrisl cffort. It is also possiblo,

as noted above, that cortain supervisory functions may presently be exer-.

cised by tho MyD.  fr: Chetd Jye AroLArveV/

5, DTU {(Dorozhno-Transportnoye Upravlcniye): Road Transport
Directorate Fr.c ﬁ/ fu g
The. DITU, prior to its absorption by the NKGB in 1943, appears to

heve been on orgon of the NKVD with, as far as our sources show, no formal
subordination to the GUGBe It is boclieved now to be a directorate of the
MGB. Very little information is available to us on DTU at the USSR levele.
It apparently cxercises counterintelligence supcrvision of the sca, rivoer
ond roilwoy transport systems of the USER. DIU's responsibilities probably
include sccurity measurcs to safeguard all military and non-military cargoes

in transport, dircction of the work of tho 1VD railway militia branches
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7o 00's/NKGB (Osobyye Otdely): Specisl Sections

The Directorate of 00's/NKGB was established at the beginning of
the Sovict German War as part of the NKVD; it was transferred in April or
May 1943 to the newly formed NKGB and had the function of maintaining
counterintclligence surveillance among the Partison troopse It is ime-
portant to cﬁphasize the distinetion betwcen the OO’S/NKGB and the OO'S/NKVD.
The latter developed out of the old OGPU VO!s (Voyennyye Otdely) or military
sections, vhich had counterintclligence functions in the Red Army and Red
Navy, and were officially dissolved in 1943, only to recppear outwor dly under
tho dircction of the NKO or Peoples! Commissariat of Defense whore they were
known as the Counterespionage Section of NKO, Death to Spiesy; UKR-NKO Smersh,
concerning which further data arc set out bolowe Briefly, the OO'S/ﬁKGB
appear to have borne the same reclationship to Partisan units as Smersh
bore to the Red Army and the Red Fleoct.

8, SMERSH: Dircctorate for Counterintelligence in the Armed
Foroos {now usually referred to as GUKR)

The purposc of the Directorate for Counterintelligence in the
Soviet armed forces is to discover politically unrclicble elcments in and
to provent ponetration by foreign intelligence scrvices of the armed forces.
In carrying out the first objective, the directorate aims at climination
of nll opposition to Bolshovism and of all tradition antedating the cstab-
lishment of the Soviet Unione.

Counterintelligence functions in the Red Army wore first initiated
in 1918 when numerous ncn-Communists were tsken in as specialists and it
was believed riecessary to place them under constant surveillance to prevent
them from making contact with the enemy. For this purpose the military
sections of the Cheka were established, subordinated not t§ Army but to
Cheka commande

In 1922, when the GPFU replaced the Cheks, the military sections?
functions were expanded to include counterintelligence control of all other
branches of the armed forces; the Navy, Air Force, etce With the formation

‘of the NKVD in 1934, these military sections were redesignated as special
sections of the NKVD (00's - Osoby Otdel}. The term special section becems

synonymous to the Soviet soldier with denuncietion and spying; partly to
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efface this connotation counterintelligence functions were, in the spring
of 1943, placed under the comma#d of the NKO (Narodny Komissariat Oborony)
or Peoplest Commissariat of Defénse,and were ronamed OKR (Otdely Kontr-
Razvedki) NKO SMERSH; these OKR (counterintelligence soctimns) were set
up administratively under the Central Counterintelligence Directorate of
the NXO or GUKR (Glavnoye Upravleniye Kontr-Razvedki) NKO SMERSH. No basic
diffcrences in the work of the ofganization have been noted during these
transitions. The NKO was replaced by the MVS (Ministerstvo Vooruzhyonnykh
Sil) or liinistry of Armed Forces, in 1946. For a time, at least, the organ-
jzation continued as GUKR MVS but in the summer or fall of 1946 SMERSH was
transferred to the MGB as the Directorate for Counterintelligence in the
Armed Forcese

Prior to 1946, SMERSH uﬁits were attached to the veorious unit
headquartors of the Red Army, and SMERSH informants operated in all troop
occhelonss Close lisison was effected with KRU and lst and 2nd Special
Sections of the NKGBs; with the PO's or Political Scctions of the Red Army
(responsible for the political education of members of the armed forces),
with police installations of the NKVD,and, during the war, with the 4th or
Partisan Dircctorate of the NKGB. Of greot importance was the trensfer of
agent nets betwcen KRU and SMERSH, depending on whother control of terri=-
tory during wartime was by a’civilian. or a military agencye 1st Special
Section files wore constantly referred to by SMERSE and the technical
facilities of the 2nd Special Section were hsbitually employeds qontact
was never lost with the 00's NKGB, which carried out counterintelligence
functions in the Partison troopss SMERSH agents cormitted behind the Germen
front lines found Partison regions the best bases for the initiation of
missionss

The rosponsibilities of SMERSH have becn reported as divided into
two groups, that of surveillance and protection of Soviet troops at home
and abroad, and thot of preventing penetration by foreign intelligence
servicese SMERSH took the following measures in carrying out the first
function:

ae. Attempted to discover counterrevelutionary elements

and tendencies.
bs Sought to prevent desertion, sclf-infliction of wounds,
panic and sobolagee

ce Roported on "any laxity in army discipline," such laxity
being considered sabotage.
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do Observed and tried to eliminate defects or poor gquarters,
poor messing facilities; inadequate equipment and the
likoe

ce Sought to discover defects in leadership and any condie

+tions which might adversely offect the outcome of
operationsa

fo Protected secret material; protected headquarters of
military units from foreign agents and saboteurse
Troced, identified and interrogatod forcign agoents
in the troops and in civilian groups with which troops
camc in contacte

ge Mode sccurity checks on cll Smersh and military intelli.

genco agonts bofore and after commitmont; examined
roeburaing Soviet soldicrse

he Evaluated enomy documents of intelligence valuc.

In attempting to provent penetration by foreign inteclligence services,
SifERSHYs most important aims werec:

ae Acquisition of information on foroign intclligence

scrvices, primorily thosc working against the Sovietso

b. Undormining forecign intolligence secrvices by infiltra-

tion of agontse

ce Dcocption through agent playbacks ond /T playbackse

de Surveoillance of Sovict ngonts in forcign countries,

ospecially of those considercd not complotoly
rcliable and thosc with cspeciclly important
missionse

The osteblishment of SMERSH agent networks and the oporation of
the mochanics of survoillanco are the same as in other NGB networks in the
Sovict Union., Forcipgn ogonts discovercd by SMERSH arc interrogated at
various ccholons on other agents committed in the same mission; personnel,
schools and countcrintélligonco mcthods of forcign intelligence servicess
personnel possibly suscoptible to Soviet influence; and the foreign
political, cconomic and military situation.

It con be assumed that since World War II, with Sovict soldiers
exposed to forcign influcnces outside of the USSR, the importance of
counterintelligence surveillance in the armed forces is groator than ovors
The Countorintclligence Dircctorate has today, in addition to tho‘responsi~
bilities listed obove, the task of nipping every sign of dissatisfaction
on the part of Sovict armed forces personnol returning to the Soviot Union
ond of preparing them for the return in such a monner that thoy realize

what subjccts they may discuss aftor thoir return ond about what they must

keep silents

9, Partisan Dircctorate

The Partisan Directoratc, also known as the 4th Directorate, was
sot up within GUGB/ﬁKVD oithcr in or boforo August 1942, probobly with tho
status of o section until, upon the formation of NKGB in 1943, it bocamo
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a directorate of that now commissariat. The Partisan Dircetorate is
inscparably linked with the Partisan lovomont vhich, it is believed, had
beon officially organized, at lecast on paper, since the period of the

Civil Varse TUnder the NKVD, the érganization of the Partisan Movement

had been centrolly controlled, in close co-operation with the Partisan
Administrotion in the Central Commaittee of the All-Union Communist

Party (bolshevik), by the 4th Directorate of GUGBe Although its primary
peacetime mission was to combat Partisan activity within the USSR, even
before the Soviet-Germon wor the lst Section of the 4th Directorate had
prepared the operations of Partisan groups in the rear of any possible
invading enemy. Locally this was effected in the following manner: Party
members, workers in large foctories, farm loborers and others were appointed
by the regional committeesof the Communist éarty to organize annihilation
squoads, special troops of the NKVD, destruction squads ond other diversionary
effortse Lower echelons of the 4th Dircctorate confirmed the selection of
persommel ond assumed responsibility for treining., In wartime, these
orgonizations were composed mainly of men ineligible for military service.
Units were especially troined to conduct active sabotoge behind cenemy lines
in case of military occupationg Detailed instructions issued by the Dircct=
oruote for the troining of these units stressed transition to Partison
activity in the reor of the enemy.

During the Gorman offensive in the summer and fall of 1941, there
were at first only small groups which actually retreated into the forests.
They comprised o few members of the NKVD who had remained behind, Party
functionaries, Red Army men who had separated from thoir units, andy quite
froquently, criminal eloments who took ndvontage of the activitles of thoese
groups to further their own endse The Soviet population,as & whole, dis=~
played little sympathy at first for these as yet undisciplined guerrillas.
However, in the winter of 1941-1942, the organization of the Partisan love=
ment wes activated at a low level by the Communist Party and the NKVD-
Paramilitary organizations werc mobilized by the local Communist Party
committecs and by the local NKVD branch offices, the latber supplying mainly
elemonts of the GUPO or Central Directorate of Fire Protection. Tho Partisans

gonined mombers due to the nonrcalization of expectations of liberation from
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Bolshevism, the influence of storics told by oscapod Russian Pi!s of their
expericnces in Germen prison camps, the increosing succoss of Bolshevist
penotration of the Germon Eastorn administration ond the policies of tho
Germon SS formations which forced thousands of Soviet citizons to floe to
the forestss The clever cammge in tho Sovict propaganda from internation-
alism to the slogon "Defense of the Fatherland," from official atheism to
purported froedom of worship, picturcd the Partisans to be fighting for
fotherland and roligione

It hos been repa ted that when the central‘Partisan organization
wos sot up in 1942, it included the following Partisan intelligence units:

In Sovict territory:

Intelligence Department (RU) of the Central Staff of the
Partison Movement,

Intelligonce Scotions (RO's) of tho various staffs of the
Partisan Movements of the various
rcpublicss

Intelligonce Sections (RO's) of the roproscatotions of the
Partison Movement of the Soviet
rcpublics; attached to army group
headquarters. )

Intelligence officers  of tho operative groups of tho
Partisan Movemont of tho Soviet
republies; attached to vorious army
headquartcrse.

In Encmy Torritory:
Thtolligonce Scctions (ROYs) of all Partison heoadquarters
dovm to battalion. '
Intelligence officers  of oll smaller Partisan units
Intelligonco schools for sobotage, ospionnge and W/T woroe
attached to most of the intclligence
sections.

A documontary source indicated thot the strength of poramilitary
Partisan units was 75-100 men in a group, orgoanized in platoons of 25 men
cach ond squads of 8 mon enche Their missions, including intelligence
activitics, were the combatting of anti~Soviet and cnemy olements behind
the front, "vigilanco" against encmy agonts, air raid protection, destrue-
tion of Soviet industrios in casc of cnemy occupation, and subsequent
organization of armed bands in tho rear of the oncrmye

Gormon documentary sources arc the basis for the remainder of
this socction on the Partisan intolligenece, Unfortunately, tho Germons
nover leorned in detail the conncetions between the Partison Directorate
and the Partison Movement it organized, and we have no information from
the Gormans on this relationship during the yeors 1943-1945. Although

tho Cormans have sboted that the ontire Partisan intelligence organization
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was, in respect to purpose, closely linked with the military command, they
were never able to clarify the exact relationship between the Intelligence
Directorate of the Central Staff of the Partisan Movement eand the Intelli-
gence Directorate of the General Staff of the Red Armys On the other hand,
enough information was aveilable to the Germans so that they could make
clear the co-ordination between Partisaen intelligence and the Communist
Partye. Ior example the Partisen command staff at the level of army group
headquarters received orders from the Central Committee of the Communist
Party at republic levels Such an ordcr might read as follows: "By order
of the Central Committee of the Communist Party of the Ukraine, your groups
are to move farther to the west." However, if the Partisan command wished
to initiate a movement or publish an order involving orgenizational matters,
it had first to receive the confirmation of one of the Central Committecs
of the Communist Party, depending on the level on which the command function
was exerciscde The instance quoted is an example of this co-ordination
botween Partisan command staffs at army group headquarters level with the
Central Committee of the Communist Porties of the Soviet Republicse
According to the Germans, reconnaissance and intelligence orders were
rcoleased without prior concurrcnce by Party organse

A fairly completc picture of the structurc and functions of the
Portisan intelligence servicc on the lower levels was obtained by the
Germans as carly as 1943; however, by that time tho more or less tenuous
connection with the Partisan Directorcte had been lost and no information
on the sctivities of this Directorate has been received since that timee
It is belioved possible that organizing offices for the Partisan Dircctorate
may cxist at the presont time within the NGB and may be proparcd to reac-
tivate tho Partisan Mpvement in any country and ab any times Thus the
Partison !bvement may be considerod a latent componont of Soviet cspionoge
and sobotage capable of being activated whenever nccded under the ncccssary

cxtant conditionss

10, Other Headquarters Directoratcs

Set out bolow arc other headquartors dircctorates which have becn
roliably rcoported as presently oxisting within the MGB but concerning which
wo haveo insufficient informotion to discuss their compositiong functions,
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or jurisdiction adsquatelys While, from their titles alone, the purposes
ond functions of most of these directorates would appear obvious - +the,
maintenance of State security in specific fields and the intelligence
control of specific ministries - we do not have suthentic dats upon which
to base further comments In addition to the directorates listed below,
we believe that there are still other;. as yet unidentified, 1GB head-

quarters orgonse.

av Central Intelligence Dircctorate.

b. Directorate of Intelligence in the Ministry of Foreign
Affairs.

c¢ Central Dircctorate in the linistry of Internal Affairse

de Directorate of Intelligencs and Counterintelligence in
the Ministries of Internal and Foreign Trade.

es Central Direstorate for the Control and Maintenance of
Stote ond Military Secréts.

fe Central Directorste for the Control of the Purity of
the Communist Partya

ge Cecntral Dircetorate in the Ministries of Heavy Machine
Construction.

h. Central Dircctorate in the Armaments Industrye

ie Operational Dircctorate.

114 Sorvicc Dircctorates and Sectims

Scctions of scrvice directorates or scrvice sections are attached
to all MGB dircctorates mentioned above in order to earry out the numerous
scrvice functions, such as investigation, technical supply, personnel ad-
ministration, administrative supplios, finaoncos, otce Most of thesc
scctions,; hercin referrcd toras scrvice orgens, arc sct up on USSR level
and the following discussion of their functions is based on such admittedly
incomplete information as is availablc at the present timoce

ae Investigation Dircctorate

The Investigation Dircctorate, also referred to as the Invese-
tigation Burcaou or SB (Sledstvennoyo Byuro), investigntes and interro=-
gates suspects; proparcs the legal dossicrs on casos and mokes transfor.
of cascs to the Statc Prosccutor. A military tribunal tries cases
rcceived from the Investigation Dircctorate. In addition, the SB
allegedly collects information about the organization and mothods of
forcign intelligence sorviceos; clarifying details arc not available
concerning this rcporte During wartime, the SB interrogated prisoners
of intelligcnec intcereste. From‘USSR level, the Investigation Direct-
orato dircets the work of subordinatc scctions attached to MGB dircct-

oratos and to their subordinatc organs down to province lovel.

SECRET
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ba Operational Dircctorate

"The Operational Directorate at USSR lovel orgonized and
dirccted the work of scctions attached to the other GUGB dircctorates;
those sections were the actual operating organs of the directorates
to which thoy were attached and controlled the mass of agents and
informonts comprising the agent nots within the USSR. Deotoiled in-
formation on the functions of this dircctorate on USSR level is not
availablo} it is doubtful whether the Operational Directorate oxists
under MGB, for operational work in the MGB appcars at the present
time to be cavried cut by ‘the local offices of the MGB at republic,
province ard district levels.

Ce Spocial Secwims (Spetsotdely or £0ts)

From informotion at hand thorc can be no doubt thot five
numbered Special Secticns had existed up to-tho.estoblishment of the
NKGB in 1943, and, with little doubt, have continucd to cxist,
oocupying the same placc today in the 1GB that thoy occupied pre=-
viously in its prodocossor orgauizationss They wore orgonized on
USSR lovel and their subordinatc sections werc attached to most,
if not all, NKVD dircctorates to corry out the functions assigned
to them. The functions of the Spetsotdely are bolicved to be as
follows: 1lst SO - files and card indicos; 2nd SO - tochnical
cquipment ond sorvices; 3rd SO - surveillance and search; 4th SO =
censorship; and ﬁlﬁg ~ codose

(1) 1st Special Scection

The 1st Speccial Scction NKVD, also knowvm as the 1lst
Spoeial Section Center, was organized at USSR lovel “to dircct
the work of all subordinatc 1st Speeial Sections through cone
stant liaison and official dircctives. At conforeonces, mutual
problenms werc discussed. The Centor also maintained on USSR
level the bulk of the archives and files of all complcted
cascs investigated by NKVD dircctoratcss

Under the dircction of tho lst Spocial Scction its sub-
ordinate organizotions maintcined a wide variety of files, card-

indices and rcgisters principally in two categorics: the suspected
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classes of the populatim, and the agents and informantas
detailed to keep them under surveillance. Porsons regis=
tered in an operative record of anti-Soviet elements by
the lst Spetsotdel include . those from among the following
categories: all citizens having in one way or another con=-
nections with foreign caintries; immigrants to the Soviet
Union; forcign desertors; surviving members of the Czarist
regime; kuleks; members of religious denominations; former
participants in all types of anti-Soviet mutinies; former
meimters c¢f the nolice forces of the Czarist snd Kereunsky
govermsenls; Meashovilks, Trotzkyites, Social Revolutionaries,
Consticuticnal Demverats, movarchists, ete; participants in
nabional crganirat ons and uprisings; suspected saboteurs,
spies, terroristis und anti-3nviet agitators; smugglerss
repatriated ermigrants; surviving moembers of families of
persons sentenced to deatl by Stete Scourity organs; persons
relcasod aftor serving sentoncos for political crimes; former
agents of the State Security services dismissed for double=-
dealing and giving falsc information; former Party or Komsomol
mombers expelled for dissension and other political reasonss
nembers of the fomilies of traitors: persons expelled from
large cities; persons formerly employed by fozfcig,n firmss
persons having contacts with foreign consulates or foreign
political or commercial rcpresentatives; all foreignors in
the USSR, excopt membors of the dipiomatic bodios; and othorse
All thosc known te fall inthose categorics are recorded
in the operational rogistor of the lst Special Section on a
card in an alphabetical index containing genoral information
on anti-Soviet clomentse A spocial record or rcgisber is then
prepared on cvory rogistored person combining all available ine
formation concerning him: blography, reports of agents and ine
formants, o gencral decisicn in regard to the methods to be
used in tho case, information from thc archives, official
records of tho interrogation of witnesses, tho monner in which

the person camc to the attention of the State Sccurity organse
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Usually the special register forms the basis for a more
active form of agent supervision called the acute case or
the agent$y case. The distinction between the two is that
an acubte case involves surveillance by one. or more agents of -
a single individual, while in an agent&t? case surveillance
over a group of individuals 1s carried on by one or more
agentse. Persons figuring in this form of active supervision
by agents are called "figurants" and are registered in‘ an
alphabetical index of "figurants.” In these active cases
of surveillance, all kinds of combinations of agents and all
varieties of operations are undertokens The one stable
factor in this picture is the lst Special Section, the sub-
ordinate orgonizations of which collaborate with Stote,
State Security and other orgoni.ations in the preparation
for and the carrying out of all surveillance operations from
their inception to the conclusion, whereupon the accumulated
papers arc stored in archives. Among State Security organi-
zations co-operating WZ"L'bh the 1lst Sp_eci_al Sectim are the
Investigotion Sections, SPU sectionsy KRU sections, EKU
sections,_, the organs of tho 2nd and 3rd Special Sections..
As an example of the volume of cases handled by the lst Special
Section, o defector has advised that in the Leningrad Office
of the NKVD during the first six months of 1940 there were
about 55,000 register cases, 9,000 to 10,000 acute cases ond
approximately 900 agents?! casese
The registraotian of agents is done in the following monner:
After rocruitment, informants and agents arc all registered
by alias in on alphabetical card file in the lst Special Sec-
tion. This indox contains the following informations family
name; christion name; date and place of birth; xfesidence and
ploce of work; sducation; race; social position; when ond by
whom recruited; whether informont, agent or local residents
; signature of soction head and with whom the recruited person
is to koep in contact, Working papers, perscnnl’ documents

and specinl information forms on cach agent are kgpt, and
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provide very detailed information on his previous occupetions,
places of work, foreign relations, relatives, friends, knowledge
of foreign languages, remuneration, persons mentioned by the
agent in his reparts, etc. A photograph of the agent is always
kept with his papers, in order to assist contacting him should
he become lost.

When a person under surveillance has been arrested and im-
prisoned, all the material received from agents about him,
statements of witnesses, recordings of conversations, etce,
is gathered into an iuvestigation file in the lst Special
Section and sent to the Investigation Section concerned with
the cases It is the duty of the lst Special Section to super-
vise the Investigntion Section?s handling of the case, ensuring
that the investigation is completed within a prescribed timee
Upon completion of the investigation and scntence of the
accused, documents concerned with the case aro sent to archives
on USSR, republic, province or district level, d cpending
apparcntly upon the importance and locale of the cases Archives
of the 1lst Special Section keeps all documents connected with
completed or interrupted surveillances by agents, all completed
or discaontinued investigation cascs, all personal and working
papers of dismissed agents, decensed agents or emigrated agents,
and copies of all kinds of communications and reports. Strict
rules govern the operation of the archives office and the means
of disposing of documents, és well as the kinds of documents
+to be destroyeds

(2) 2nd Spcoial Section

The duties of agents of the 2nd Special Section were,
and apparently still arc, in the main, to provide the State
Security organs with technical equipment of all types nceded
in their work. The stoffs of the subordinate organs of this
section are large and include personnel of considersble troining
and education, The 2nd Special Section is responsible for
radio, telcphone, photographic, and chemical cquipment, main-

taining loboratories for the production and improvement of all
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matericle It also ccnsors mail, telephone and radio messages,
and code correspondences

Chemical laboratories of the 2nd Special Sectim monuface
tured ond provided agents with poisons, cexplosives and sympe~
thetic inks; analyzed documents and papers seized on the state
frontiers, cspccially with the purpose of discovering scerct
writings ond analyzed chomicals and oxplosives seized in cone
noction with arrests at the frontierse In Moy 1941, the 2nd
Special Section allegedly was ordercd to begin rosearch on
infectious disecascs suspected of being spread by Germon a gents.
Whether it wos the only Soviet orgenization concerned with
bacteriological warfarc, and the extont of its resecarch, are
not known.

Entirely subordinated to and controlled by the 2nd Special
Section was the so-called PK,orVPost Control, somctimes refcrred
to as Political Controle The work of mail censorship was carried
out by this agency in secret rooms of post officess. Post control
of a person or address was arranged on direction from operational
soctions and orders requesting post control were required to
contain the subject's christion nome, fomily neame, fother's name,
address of residence and working place, as well as tho time
during which PK must be maintaincd, and the signature of the
head of the section rcquesting the controles The proccdure then
was to scnd the incoming (in rarc cascs also the outgoing)
corrcspondence of the controlled party via Spocial Section 2,
where it was opcned; to the officcr handling the inveshigation.
The investigating officcr would fill out a card, rccording the
contonts of the corrcspondence and then affix his signaturce
If the letber "K" wos writton on the card, the corrcspondence
was to bo confiscated; if the lotter "AlS, the correspondence
was to be forwarded by the post office to the addressece If
the corrcspondence or other confiscated material contained
anything of opcraticnal intercst, it was sont as evidence to
the invostigation scction or scctionse In addition to control

by dircet order, a random conbrol was earried out regularly and
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all moterial of operational interest thus intercepted was
eent to the proper operational section for investigation.
Letters mailed by soldiers and sailors reportedly have becn
especially subject to this random control as o means of de-
termining morale and political attitudess Special Section 2
co-operated with the OO'S/NKVD in turning over to thom sus~
picious items interccpted through this rondom control and the
soction was also recquired to make content reoports to the City
and District Comnittcos of the Communist Party and to an NKVD
officc in Moscow.

The larger 2nd Spcceial Sections had at their disposal
wirecless laboratorics equiépod with transmittors of every
construction and capacity, powerful radio stations, sound
oquipmont, etce Radio sbations of the 2nd Special Section
repartedly have becn used to jam foreign broadcastse The
Scction?s laboratories studied all corfiscated wireless equip-
ment, supplied Soviet agents working abroed with the necessary
wircless equipment and S\;pplied specialists to install micro=-
phones whenever and whorever thoy were necdede

The 2nd Special’ Section handled monitoring of telephone
lines much as it handled post conbrole Monitoring was only
undertoken in important cascs and only on a written request
from an operational scotions At the end of the order requesting
the sorvice, the sxpression "M" or "Mikhail' was uscd to signify
that conversotionsof the person mentioned in the order werc to
be monitoreds, In addition to the above rcsponsibility, the 2nd
Spccial Scetion, at least at one time, organized and maintained
the ®VTj" or high-frequency communications network linking ecvery
NKVD organ of rcpublic, district; province ond large city with
the NKVD in Moscow, and also used by important Party and Govern=-
ment officialse Only o fow administrative officers werc entitled
to use this systcom; for cxample, in the Loningrad NKVD adminise~
tration only its chiofy his deputics, tho head of the 2nd Special

Scetion and the chicf of the 2nd Spocial Section subsection for
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cipher telegrams., In additioﬁ to cxpediting sorvice, the
adventoge of VIj was thﬁt by the use of a system of filters
listening-in was almost impossiblec, Every VIJ point was
equipped with special sots for supply of cnergy in casos of
breekdowns in the regular tOiéphono nets All VTj equipment
was kept strictly seccrets, VTj stations werc also uscd to
control Sovict intornational;tolophono and telegraphic com=
munications, control beihé'dgercisod by thc use of filters
and by monitoring of incomiﬁg.tclophona and telegraphic

messagese

. Lo .
Photographic lobordtorios under the 2nd Special Section

Hqgj lljﬂ@@ personncl oncc or tﬂ§g§

lgggéd personss They photographéd

arranged for photograp!

cach yoar and also aLl
e
il 5]
documents, and othoﬁ”@ht?riglineccssary for investigation or

for use as ovidcnce,.daféloped film oxposed by agonts during

their ussigumcnts, ah uplicatcd picturcs of wanted personse

.

An additional respoﬂsibility of the laboratories was to forgo
passports, identification documents, scals, stoamps, ctce

The simple oncoding and decoding of ordinary incoming
and outgoing cipher correspondencce was donc by the 2nd Spocial
Section. Opcrotional Sections (with the oxception of peripheric
scctions) did not ordinarily code or decode messages but if
they had to send o message in cipher the toxt was sent to the
cipher subsocction of tho 2nd>Special Sectionwith the signature
of tho soction head and a note "To bo sent as a ciphor telo-
gram via VIj." In the péripheric organsy cncoding and docoding
was usually done by the head of the district scetion, but
somotimos they were entrusted to sccrctarics of district and
city scotionse

As may be judged from thc forcgoing, the work of the 2nd
Special Section was manyASidédg In addition to the tasks dos-
cribed, the 2nd Spccial Seption cmployed expert safcerackers,
locksmiths, and expcrts in fdrgéry and in all bypes of searche.
Although this information is limitod to tho poriod of NKVD,

inasmuch as source's octive participation was with NKVD units,
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it is belicved that fundamontally much of the work ascribed
by him to the 2nd Special Section is still carried out by
the present 2nd Special Sections.

(3) 3rd Special Section

Third Special Section agents carried out surveillance
of suspected persons and house searchess The predecessor of
this organ seems to have been the Operod (Operativny Otdel)
which observed travelers arriving in the Soviet Union by troine
As lote as 1940, 3rd Special Section agents frequented roile
road stations, hotels, rcstaurants and other places where new
arrivals were likely to be:encountered; meny agents were em=
ployed as jonitors, hotel personnel, rcilway workers and
porterss They were ordinarily recruited among former NKVD
employees dismissed on account of illness or ages One source,
who has given, or substentiated, much of the information set
out above on the lst and 2nd Special Sections, states that the
3rd Special Sections handle the "outside supervision" of
foreigners arriving in and resident in the Soviet Uniony aos
well as of the diplomatic corpse The meaning of this phrase
seems to be that supervision of certain diplomatic represen=-
tatives, believed to bc engeged in espionage and in contact
with foreign intclligence serviogs,is carried out by 3rd
Special Section agontse However, the same agents are also
used to carry out open surveillance of members of foreign
diplomatic establishments with the purpose of preventing
the shadowed persons from meeting agents or recruiting new
onese Contacts of such shadowed foreigners are turned over
to KRU sections for thorough exomination and control by KRU
agentse Actually "outside supervision" is carried out on
orders of the operational scctionss An order from an oporo-
tional section will rcquest the 3rd Special Section to place
a person under outside supervision (in Russian: NN or
Naruzhnoye Naobludeniye)o An agont team from this Spetbsotdel
will theon take the assignment and report all the moves of

the suspect person, as well as checking on his contacts, all
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this data being added to the "NN" reports Supervision is
continued for as.long a period as the order demands. Upon
recoiving the "NN" report, the operational seetion concernod
carefully investigates all contacts of the suspect as reflected
thereine

Officers of the 3rd Special Section are supplied with
logitimation coards entitling them to usc various means of
transpar tation, including private conveyoncess Otherwise,
officers conducting surveillonces must depend on their
initiative and ingenuity, except when o search of persons
or property is necessary, in which case a subsection of the
3rd Special Section is called ine This subsection searches
houses, apartments, etc;; and their occupants on warrant,
All employees of this seotion reportedly are supplied with
special clothes, costumes and disguises, as the need arises,
by o store which was apparently, during the existence of the
FKVD, under the jurisdiction of the lst Special Sectione

(4) 4th Spccial Section

This Section; on the basis of scanty information,
is believed to be responsible for civil censorshipe It
co-operates with the Ministry of Communications in spote
check censorship of mnil within the Soviet Unione According
to one source, its relatively minor role as a counterintelli-
gence agenecy is probably due to the small volume of mail in
the USSRe¢ The 4th Specinl Section repor tedly is responsible
also for "supervising" telephons conversations within the
organization of the Ministry of Communications in the USSR,

(5) b5th Special Section

This Scetion is apparently the cryptographic section.
Nothing more is known at present concorning its activities,
orgonization or relationship with the 2nd Special Sections

and the 7th Directorate,
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de Tth Direcctorate of GUGB

According to a defector familiar with the QUGB, a T7th
Directorate of the GUGB handled the elaoboration and deciphering of
the most complicoted ciphers and 6F all types of codess This
statement is corroborated by a Germen translation of a captured
Soviet document, entitled "Instructions for the Organs of the NKVD
Concerning the Performance of the Code Scrvice." Coding activities
in general were set up for all organs of NKVD/USSR under the ju;is-
diction of the Tth Dircctorate of GUGB/WKVD/USSRe Specifically, the
7th Directorate ond its subordinate groups werc directly in charge
of codc activity, controlling the correct performonce of code work,
conducting entronce exominations for code appliconts in all orgens
of NKVD, and supervising the code comunications of the Red Armye
This document describes how personnel were to be selected, the
spocifications for code rooms,; regulations for encoding and decodiﬁg,
‘the protection of code material, and the recgulations for the tronse
mission of codes and of correspondence rolating to thoms The docu=
ment was signed by the €hief of the 7th Directorate of GUGB/NKVD/USSR,
Coptoin of State Security BALAMATOV

The 7th Otdel of GUGB/NKVDg later the Tth Upravleniye of NKGB
and presumobly of the MGB, oxercised complcote control and super-
vision over RKKA code and cipher communications during World Wer II,
ineluding violations of code cipher procedurcs, as well os insbances
involving the loss or compromisc of code and cipher‘haterialsa There
are clear indications that this supervision is continuinge

ce I1NFO: Information Section

According to Gormen sourcos and a defector, an Information
Section (INFO) was established undor GUGB/NKVD on USSR level ond had
sections attachod to INU and the Dircctoratc for the Security of
Government Leaderse The Information Section on UQSR level dealt with
all problems of information botween individual GUGB offices and betwoon
individual NEVD officcs ond published daily top secret bulletins for
STALIN,mombers of the Politburo and cortaiﬁ other members of the
Central Committece It also published daily bulletins for the chiofs
of all GUGB dcpartmonts and officces and the heads of other NKVD
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dircctoratesd Besides the daily bullctins, the office also pube
lished periodically top scoret bulletins for Party leaders, for
certain members of the Government and for NKVD offices. Anothor
source reports the existence of Information Sections with the
responsibility of collating agents! roports on various levels down

to districts and forwarding them to the next highest echelons Such
reports worc made up every five doys and distributed to the following:
The Directorate for the Sccurity of Government Leaders, SPU, EKU,

and the Invostigation Diracto?atoa

fo GUK (Glavnoye Upravleniye Kadrov): Central Personnel
Dircectorate .

This Directoratc, possibly the 15th Dircctorate of MGB,
and its sections are in chargoe Qf the personnel administration for
MGB, the maintenance of personnel records, the recruiting of personnel
and probably the administratién of MGB schools.f GUK agents also Sfl;g
check the employces of important govornment officials and of the
Kromline Information is still lacking on how GUK controls the traine
ing of personnel, but it is assumed that such training is the respon-
sibility of QUK at USSR level and of this dircctoratels scotioms in
the various other directorates to which they ars attached, For
example, the Personnel Section abbached to KRU probably trains KRU
personnel in their special work,

go AKWU (Administrativno-Khozynistvonnoye Upravleniye):
Administrative=Economic Dircctorato

This Dircctoratc, sometimes referred to as AKhFU, cxcreises
the responsibility for goneral administrative and supply functionse
Its scctions arc attached to all dircctorates of MGB to provide
materiel, to maintoin administrative rccords and files,; to provide
food, quarters, clothing and transportotion and to carry out similar
administrative functions,

he FO or FU (Finotdel or Finupravleniye: /Fihance’Qffice
“. or Pinsnce Directorate

The FO!'s attached to directorates conmtrol the finaneial
resources of the directorates. It is possible that FO has boon ine
corporated in AKhU to form an AKhFO cr AKhFUe.

1. Secretariat

A Secrctariat has been traced in the NKVD and moy oxist under

MGB; it is believed to have hSE{R‘E[n supervisory control powers over
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V. ORGANIZATION OF THE MGB WITHIN THE USSR ON REPUBLIC, PROVINCE AND
DISTRICT LEVELS .

Ecch of the Soviot Soclalist Republics has its own Ministry of State
Sceurity (MGB) which is pattorned aftor the central organization of

MGB/USSRe Tochnically, all Soviet republics havo their own indcpendent

‘ governments and therefore their MGB's are,in thoory, directly under the

Central Committec of the CPSU and the -Council of Ministors in each
republice Practically, however, each republic MGB is undor, and operates
as o part of, MGB/USSR which issucs its controlling directivese

Republic MGB!'s are organized similarly to those of MGB/USSR. Tt
should be emphasized thet under GUGB operational orders wero probobly
transmitted through an Operational Directorate; this is not now cone
sidered to be the casc. Both operational ond administrative conmtrol is
believod exercised through lower level MGB offices. n province, terri-
tory and autonomous province levels the MGB orgonizotion is referred to
as UMGBs the U being best translated as "office", Thus UMGB/LO is the
MGB office of Lonimgrad Provincee In tho provinces of the RSFSR, the
UMGB*s are dircctly subordinate to the MGB/USSR in Moscows In all
Sovict Socialist Republies, however, the UMGB sccms to be subordinated
to the UGB of the republice UMGB jurisdiction includes an entire province
with all its towns and cities, the headguarters usually situated in the
largest city. Subordinatc to the UMGB!'s are city sections and sub-
sections, district subsections and county subsections. At the lowest
MGB levels officers apparontly share the work according to the object
of survcillance and not according to whether it is, for example, KRU,
SPU or EKU cctivitye Officers attached to district sections have various
agonts, informants ond subagencios,deponding largely on local conditions
and with less regard for strict regulations and delineations of formal
jurisdiction than at the highor levclse.

In the Sovict Socialist Ropublics and the Aubonomous Soviet Socialist

Ropublics, MGB chiefs arc Ministors of State Sceurity; in oblasts (provinces),

krais (berritories), and autonomous provincos they arc chioefs of UlGB!s
or offices of MGBe Thc following list, which is considered substantially
accurate as of late 1946, is made up of such principal MGB officors as are

known and includes the head of MGB on USSR level and his known doputics:
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Minister Ccle Gen, Viktor Semyonovich ABAKUMOV
Deputy -Minister Goene Lte S. I. OGOLTSOV, deputy for general

questions
" Gen. Lts No Neo SELIVANOVSKI
" Gens Lte A, So. BLINOV
" Gens Lte Neo X. KOVALCHUK, later transferred to
1GB Soviet Zone in Germany
" Gens Majo M. G. SVIHELUPOV
Soviet Socialist Republics
Ukraine Minisbter Genes Lte S. Re SAVCHENKO
White Russia " Gene Lte Le Feo TSANAV
Uzbckiston " Gono Maje Me I. BASHAKOV
Deputy=-Miniter Col. Gen. As Ge GAVITOV
" Ae NIYAZOV
" K. Be RYZMETOV
Georgia Minister Gene Lts fie s RAPAV
Deputy-Minister Gene Lte She. O TSERETELI
" Gone Iqu I, Is NIBLADZE
Azorbad jon Minister Gene Maje Se Fe EMELYANOV
Lithuona n Gene. Mojs« Ie Mo BAR TUSHANAS
Deputy-Minister Gene Maje Pa Me KAPRALOV
" Col.Ae A, MITSKEVICHYUS
Latvia Minister Geno Maj. Ae Ae NOVIK
Deputy-linister Col, Yoe Yo, VEVERS
n

Ay S, SCLOMATOV

<

Kirgizston
Esthonia

Minister
"

Cole Ae Mo IVANOV
Gene linje Be Ge KUMM

Autonomous Soviet Socialist Republics

Abkhazian ASSR
Adzhar ASSR
Dageston ASSR
Kara-Kolpak ASSR
- % Komi ASSR
i Mori ASSR
Tatar ASSR

Chuvash ASSR
Yalut ASSR

Minister
n

Gene Mo.j. Te Ao GAGUA
GOlo M. Io KUKUTARI
Cole Ms Ie KALININSKI
Me SHERALIEV
Cole Ie Ie FEDYUKOV
Lte.Coles Se Ia SOLOVEV
Gene Majs Ao Fo RUCHKIN (since end
of 1947 Maje Gene SIDNEV?)
Cole Se Te¢ MITRYASHOV
Go. K, ZIMIN

Obloshks (provinces) and Krais (territorics)

Moscow Chief of UMGB Gene Maje Is I, GORGONOV
Leningrad " " Gene Lte P, No KUBATKIN
Kresnodarsk Keai " " Gen. Ltes M, I GVISHIANI
Kursk " " Major M, P, DEMIDGV
Dnepropetrovsk " oo Cols N. Ve SYRKOV
Yolotov " " Gens .‘Ma.j« I. I. ZACHEPA
Novosibirsk " " Gens liaje P. P, KONDAKOV
Orlov " " Lte Cols As D, DOMAREV
Khabarovsk Krai " " Col, uens Se A, GOGLIDZE
Novgorod " " Cole I, Ve RECHKALOV
Tuvinsk " " N. N, PETROV
Oirotsk " " A. T, KAZARIY

South Osetinsk

I. I. GASSIYEV

We are able to delineate the lower level operational and organizational

structure of only a few MGB directorates.

The data appearing below in this

connection frequently are more accurate in theory than in practice, as dual

and multiple functions are frequently carried out by the same individual

or offices
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SECRET

Approved For Release 1999/08/24 : CIA-RDP78-02546R000100130001-3



Approved For Release 1999/08/24 : CIA-RDP78-02546R000100130001-3

1. 1w, mo SECRET

Information on the lower echelons of INU comes primarily from
defectors with varying knowledge of INU/NKGB and INU/MGB. INU in the
NKGB orgenization is believed to have been represented on republic level
in the form of a section or INO, which, one source states, was always
the lst Section in a Ropublic NKGB. INOSs of Rspublic NKGBis are sald
to have received their directives from INU/NKGB/USSR. The importance
and the size of an INO depended on the amount of interest shown by both
WKGB/USSR and the Republic NKGB in the affairs of the neighboring country.
INU was also represented by an INO in the UNEGB'!s of provinces bordering
foreign countries eand was considered by one source to be a sort of border
office of the INO of the Republic and of INU/USSR. The INO/UNKGB allegedly
had very limited independence of action in the performance of its dubiese

Except for the limitation of functioﬁs of lower echelons of INU,
MGB apparently follows the same pattern as IIKGBs One source beclieves that
INOts of UMGB!'s may carry on intelligence activities independently although
they are generally utilized as service organizations for intelligence
operations undertaken by a Republic MGB or MGB/USSR. But, according té one
reporty believed reliable, the mission of a minor MGB a gent,on assignment
from UMGB/UZhorod,was held up in June 1947 due to the necessity of ob=~
toining specific approval from MGB/Kiev (Ukrainien SSR), as the existing
directiye forbade UMGB/U horod on province level to mount operations
outside the USSR without clecaroncee In any case, provinces bordering on
o forcign country have an INO and probably INO subsections of UMGB for
each country the province borderse In Uzhorod, which bdrders on four
countries, there are subscctions of the UMGB for each border country. In
provincos without foreign frontiocrs; the UMGB roportedly has no INOs

2o SPU,; SPO

No information is available on the orgahization of SPU under }MGBe
The SPO?s of tho UNKGBis and UGB's (under GUGB) were subordinated both ad-
ministrativcly and operationally to the SPO for the respective republics,
oxcept in tho provinces of tho RSFSR whichwere under direct SPU controls
The structure of the province SPOts conformed almost exactly to that of the
Rcepublic SPO!s, their size and importance varying in accordence with the

donsity and political dovelopment of the populationy, and the number of

. B9 -
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objects of surveillance in the province. Information on the SPO or 2nd
Section of UGB of the Leningrad povince reflccts that the inhabitants of
Leningred wore, at least in 1941, under surveillance by T SPOYs: the

SPO of the province and the SPO of the city administration. The lattor
supervised suspected citizens, institutions of learning, movie houscs,
theaters, public parks, muscums, sport socicties, city and district Sovicts,
the Academy of Science, courts of law, the public prosccutors and other
govornment agoncies in the city. Agonts of the province SPO dealt with
government institutions situoted in the city of Leningrad but of importence
also to the province, such as the provincial Public Health Ssctions, the !
provincial Scection of Public Education, provincial law courts and prosce-

cution officers, ctce

3s KRU; KRO

The source who provided the sbove information on the SPO hos
olso made the following stotements in rogard to KRO, also known as the
3rd Section of UGB under GUGB, in the Leningrad Provincea The p articular
importance of the Leningrad KRO was due to the proximity of the fronticrs
of Finland, Estonia ond Latvia, to the existonce of a large commercial
harbor snd to the number of nationalities living in the city and province
of Leningrad. The Leningrad KRO played the orgonizing part in dealing
with cspionage and counterespionage in its arca, aided by 3rd Speciol
Soction agents, The principal obJects of KRO attentionwere persons who
had arrived in the USSR at various times {in particular, persons not
possessing Sovict citizonship). persons who had relations with citizons
of foreign countrics, members of tho forcign diplomatic corps, moembers
of non-Sovict national groupsy such as Finns, Gormons, otcs, inhobitants
of the towns ond villages in bordor districts, prisoncrs of war, officials
of harbors of commercial impa tance, and Soviot citizens sent on official
business abroade The dutics of KRO Leningrad included o carcful regis-
tration of persons bclonging to the aforcsnid catcgories which, in respect
to surveillance by agents, arc divided into threc types of cascs: regis-
tration, active and agents'onasess

KRO Loningrad, according to thig source, also prepared individual

agonts and groups of agoents for missions outside of tho USSR and transferred
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them abroads Such agonts were largely persons acquainbted with life in
tho countries towhich they wore sents n the basis of reparts from
these agentsﬁ KRO leningrad compiled detailed reports on the espionage
activities oélforeign countries dirccted agoinst the Soviet Union, on
the activities of all types of hostile foreign parties and organizations
and on persons trained abroad for espionage work in the USSRe These
reports wero sent to all operational sections of the NKVD so that agents
might become fomiliar with their contentse This sourcc also stated that
to KRO of the Leningrad province worc tronsferred duties of tho Leningrad
INO, or 5th Scction UGB Leningrad provinces
Roliablo information on SPO and KRO operations at rcpublic
lovel is available only from the example of the NKGB/Lithuanian SSR; which
existed for threc months in 194l, Since the two dircctorates cooperated
vory clesely, thoy will be doalt with togother in the following pagose
During April, May and June of 1941, the NKGB operated in

Lithuonia until the advance of the German forces after the outbreak of
the Gorman-Sovict war forced the Soviets to leave the countrye Captured
NKGB documents from this period, believed aunthentic, throw considerable
light on Soviet State Security work agninst anti=Soviet elements in the
Lithuanion SSR in 1941, as wcll os on the collaboration beotwecn the wvorious
orgens of tho NKGB ot that timce Thesc documents indicate that one of the
principal purposes of the NKGB in Lithuonia was to register all anti-Sovict
elements of the population; to preparc them for exile tothe USSR and to
initiate the cxilee Copturcd NKGB ordors indicotc that SPO and KRO/NKGB/
Lithuonion SSR. sharad in the rospunsibility of registering anti-Soviet
clements, coach dircctoratc in its own ficld. Tho following order, dated
20 Moy 1941, from the Deputy Peoplest! Commissar of Stote Security,
Lithusnian SSR, was dirosted to the Chiefs of SPO and KRO/NKGB/LSSR, all
chiefs of county scctions of NKGB/LSSRJ the chief ofthe City of Vilna
NKGB officc and chiefs of rail tranmsport scotions of NKGB/LSSR; "Forwarded
hercwith a form f or doily repat of categorics of anti-Soviet cloments
by order of tho Pooples! Commissar of State Sccurity USSR, Commissar of
State Security Comrade MERKULOV. Cemplo ted forms must bo sont to me by

couricr on the c¢ncloscd blanks and must arrive beforc 15:00scececos’
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A list of categorics of counterrevolutionary activities has been

found omong these captured documentse Persons falling into any of these

categorics were subject to operational registry. The domarcation botween

SPO ond KRO is made very clearly, Sinco the first scction of tho list

contains categories to be registerced by SPO and tho sccond section cate-

gorics to be registored by KROe A tronslation of the list followss

Categorics to be rcegisterod by SPO:

Qe

be
Ce
do
Co
o
ge
ha

Former officials of the government of the countrys

204
21le
22,
23
24
25,
26a

Principol branch hoads.

Directors of departments and abovcs

County chiofse

Military commondcrs of counties.

Police officialse

Gendarmeric,

Prison officials and administrative workerse

Public prosccutorss

Members of military field courtss

Mombers of district, etce, courts and scetions
conccerned with trial of political casecss

Mombers of other courtse

Membors of the Suprome Court,

Members of appellatc courtse

Examining magistratcs for important casess

Officials of the Lithuanian Intelligence Scrvicee

Officials of the criminal polices

Officcrs of the 2nd (Intelligence) Scetion of
the Goneral Staff of the Lithuanian Armye

Trotskyitese

Active momboers of the PLEKHAVICHUS, BERMONT-AVALOV
ond von der GOLTS bonds, working in Lithuania
against the USSRe

Socinl=Rovolutionaricse

Leading members of the Social-Democratse.

Agent provocateurs of State Sccurity

Families of "back=sliders."

Londovmerse.

Importont manufacturcrse

Important morchants and landlords with property
valucd at not less than 60,000 lits,

Membors of the Lithuanian National Counterrevolution

" POli Sh " n”
" Jewish " "

Licmbers of the Russion Whitc Emigront Formotionss

" Ukrainian National Counterrcvolution

" Whitc Russion Hational Counterrevolutione

Leadors of Cetholic Organizotionse

Cotcgorics to be registered by KRO:

Qe

b
Ca
de

Cae

fo

Employees of forcign legations, rcogular represontatives

of forcign firms and counter-agents of:

Germany  England  Unitcd States Vatican
Italy rance Scandinovian Baltic countriss
Japan Spain countrics Otheors

Germans forbidden to depart for Germany.

Hembers of "Kulturbud" and "Mannschaft."
Contrabandists and smugglers linked with Germanye
Porsons living on the border and having rclatives

in Germonye

Familics and closc relatives of pcersons being exiled

to the USSR.
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e Persons trying to floc from LSRR to Gormany under
protense of ropatriationes

he Porsons arriving in LSSR from Germony or repatriatod
through Germany, concerning whom cxact details are
available on their rclations with German or other
foroign intelligence services.

A final eoxample scrves té ¢ larify the chain of commond snd the
hoadquarters organization in cﬁargo of proparing and conducting “operations
to rid the LSSR of hostile antiw Soviet clemontg." Carrying out an order
of V. Se. MERKULOV, tho Peoplest Cémmissur of State Security, LSSR, ordered
on 23 May 1941 the following to constitute the oporational staff for this
operations He picked his own deputy as chairmon and appointcd the deputy
chief of SPOy the chief of n subsedtion of SPO, tho doputy chief of a KRO
subsoection and soveral NKVD scctién chiefs to work with him. This group
was joined by two NKVD officers from NKVD headquarters in Moscow to arrange
linison with the NKVDe Operational "troikes," or threc-man committeos,
were sot up throughout tEe country to carry out the actual operaticns ot
county level, Of the threc members of these troikas. two were NKGB officors
ond one an NKVD officer, usually the chief of the local county NKVD offices
Of the two NKGB officials one was, in most counties, but not necessarily,
cithor an SPO or KRO officere Among other NKGB sections ropresented on
theso troikas werc the Investigation Section, Personncl Scction, and the
Administrative and Economic Sections The troikas were rosponsible for
rendering daily reports on all persons rogistercd and subjoct to oxile
and for maintaining o file on all suspectod personse Thesc files wore to
contain information supplied by agents, full dotails on the head and members
of the family and a complete inventory of propertye. The rail transport
soctions of NKGB sct up their own troikas; throe for the whole of Lithuanisae
The NKVD militia was specifically ordercd to render assistancoe to the
orgons of the NKGB in conducting the operations

Thesc captured NKGB ordors, although old, afford on cxcollent
example of the ficld co-ordination on specific operational problems not
only botwoen various 3tate Sceurity directorates but nlso botwoen thoseo
dircctorates and tho uniformed troop formations of NKVD. There arc also,
of coursec, numcrous other instances of such operational co-ordination

indicating State Sccurity control of NKVD troops,
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Although it is quite possible that EKU has changed radically in

4, EKU, EKO

the last seven years and may, indeed, no longer exist, consideration of
its operational motivities should be made, if only to provide useful back=-
ground material and a more complete understanding of MGB bureaucracys
Availeble information, based on a reliable knowledgeable sourcej is
therefore presented in some detail on the operations of the EKU for the
Ukrainien SSR and the EKO for the Azerbaijan SSR on republic level, the
EXKO for the province of Arkhangelsk of the RSFSR} the EKO for the province
of Gorki and the EKO for the Primorsk Territoryé

The EKO's on republic level are believed to have beeh subordinated
a.dministrétively to the republic NKGB; but operationally each EXD was sube
ordinated to EKU/USSR& The reason for the existence of an EXU, rather
than en EKO, for the Ukrainian SSR was that the republic contained a
highly developed industrial plant disproportionately vital to the economy
of the entire USSRs Each of the Ukrainian industries was represented by
a section directed by the EKO's of the twenty-four provinces of the
Ukrainian SSRe These in turn were operationally subordinate to the republic
EXKUe Thus each provincial EKO had a combined operational and investigation
unit which, within the spherec of the province, combined the work of the
operational and investigation sections at higher levelse It was this
combined unit which directed the sections which represented EXO in the
various factories of each provinces Control was effected either directly
or through the section reprcsenting the industry concernede The operational
and investigation unit of the provincial EXO was also directly responsible
for the guard arrangements for such local factories requiring special NKVD
troopse Each industry within the province was represented by & bronch
section in the provincial EKO; the number of such sections vorying in each
province according to the economic and industrial development of the
province,

Since the Azerbaijan SSR contains one of the largest oil-producing
fields in the Soviet Union, the orgonization of the EXO J.n Azerbaijon was
varied to control this special situation. The Operational Section planned

and directed the work of the Azerbaijan EKO in accordance with instructions
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received from the 0il Industry Department of EKU/NKVD/USSR; It compiled
periodicel reports ond returns for EKU and controll d operationally the
NKVD troops guarding oil wellsj pipelinesj‘ foctoriesj and related
focilitlese The Investigation Unit conductod investigations into cases
dealt with by this deportment ond the Records Unit had functions similar
to those of the corresponding dopartments in the EKU/USSR.
The Oil Industry Department wans the chief department of the EKO
of the Azerbaijon SSRe It was divided into two scctions:
as 0il Production Sections KXept a watch on the work of the oil-
producing trusts ond organs, and directed the work of
spocial departments ond special units in theso orgonse
be 0il Refinery Section: Kept a close surveillance on tho

activities in the oil rofineries by means of specoial
departments in tho refinerios,

The small machine=construction industry of the Azerbaijon SSR
was represented in the EKO organization by a special section controlling
special departments in pertinent factorios.

The structure and functions of the Arkhangelsk EKO were dotermined
primarily by the following factors: The main wealth of tho province of
Arkhongelsk lies in the enormous forests which cover its entire territory;
the dovelopment of the timber industry constitutos its main cconomic ace-
tivity and in Arkhangelsk alonc therc wore thirty mills, two of the largest
timber combines in the Soviet Union, o loarge paper factory and a host of
smaller woodworking concerns. In addition to the timber industry, there
wore two large shipbuilding yards (the Molotovsk yard being the largoest
in the USSR), and decep-sea fishing, stock raising and agriculture were
importont cconomic assets.

Under orders received directly from EKU/NKVD/USSR, an operational
and investigation unit dirccted tho work of the Arkhongelsk EKO and ine
vostigated any cases of cconomic counterintelligonce within the province,
Rescmbling corresponding orgons at other levels, it was responsible for
security guard measurcs for factorics and forwarded periodic repa ts to
EKU/USSR. The most important department in the Arkhangelsk EKO was the
Timber and Floatage Department which worked under the general dircction
of the Timber Industry Scction of EKU, dealing with timber and its by-products.
This dopartment was responsible for oconomic sceurity in all the timber cone

corns in Arkhongolsk and controllo d speeial dopartments in thce Timboer
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Colloecting Trusts, special units in the sawmills, wood-pulp.and by-products
plants and specinl units in the Timber Floatage Trusts, A Houschold
Industry Seotion was responsible for all Arkhengelsk industries other then
those represented in EKO by separate sections or representativess These
industries included a temnery, a knitted fabriocs factory, a rope works

and several brick works,

The Shipbuilding Industry Section of EKOy Arkhangelsk was directed
by the corresponding branch department in EKU/USSR and was mainly concerned
with the activities of the Molotovsk yard already mentionede The Sectim
reportedly came into existence in 1935 and was slso responsible for the
other shipwrepairing and building concerns, operating through special
departments or units.

Natural geographical advantages in the Province of Gorki facilie
tated the development of many industries, among which were the largest
motor works in the Soviet Union, several war industries, a locomotive
works, & diesel engine plant, an enormous river shipyafd and numerous
other mechanical engineering and metallurgical shops. Two of thé more
importent sections of the Gorki EKO were the Machine Construction Industry
Department, which checked on all the activities of this industry in the
province by means of the usual special departments, and the War Industry
Section, respomsible for factories engaged in armaments productione

The»Primorsk Territory, one of six territories or krais in the
Soviet Union, comprises the Pacific Soviet seaboard from Vladivostok o the
Bering Stréit. Industry developed here rapidly after 1934 and the EKO
of the territory was correspondingly enlargeds A War Industry Section
carried on counterintclligence work ameng the doveloping armaments and
munitions plants and, according to cne sourco, there were, under GUGB,
an Operational Section, an Investigation Unit and the usual sections and
individuals according to the various industries and agricultural enter-
priscse Of thesec o combined section for the conl and oil industries,
prominent in tho industrial life of the territory, was the most importont,

It is assumed that some sort of organization of other MGB direct-
orates similar to EXU, KRU, and SPU exists below USSR level, but believedly
authentic information on the organization at lower levels ié lacking at
present, except for the following on operations in Leningrad province,

primarily as of 1941,
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At the field operational level, Bperations are in the hands

S5¢ Operations

of "Operational Collaborators," roughly dase officers, attached to the
MGB directorates, sections and subsec:tions, which are referred to as
"operational sections." An example of the work of such a case officer
is available from a defector, who has described the activities of one
assigned to g sﬁbsection of the 1lst Section of the Economic Section of
the UNKVD of Leningrad Provinces Through an industrial branch of EKO
this officer received a completed questionnaipe on an individusl under
suspicion of anti-Soviet activity in a Leningrad factorye The case officer
made a record on this individual, bearing the signature of his section
head, and this card was placed in an slphabetical index of the lst Special
Sectione

Since it was an absolute requirement that surveillance by agents
be planned in advance and that conorete operationsl measures of surveillance
be proposed, the case officer drew up & plan of surveillance caelling for
collaboration by agents of the 2nd and 3rd Special Sections, the former
to assist with technical monitoring aids and the latter to provide agents
to surveil the suspects All data on the oase had to be processed by the
lst Special Section, by which means accurate and centralized records were
assureds

The case officer now had to plan a safe and secure method of
mutual co-operation with his agents, supplied in this case by the 3rd
Special Sections. He arranged and paid for a conspirative apartment for
meetings fnd-he met his agents according to a schedule drawn up by himself,
On occasion he may have had to consult with his superiors in the 1lst
Section of EKO/UNKVD/LO. He made daily notcs on the progress of his
agents and was responsible for a summary each month of the agentst roportse
By means of these summaries his ovm work was ordinarily controlled by his
superiorse When information proving the guilt of the suspect had been
obtained == in this case a monitored mecting with an accomplice and state~
ments by fellow workers attosting to anti-Soviet remarks uttered by the
suspect == n local warront of arrest was made out by the case officer.
-On occasion, however, such a worrant might be made out by the section to

which the case officer was assigneds Tho case was then turned over to the
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Investigation Section. Had the suspect fled in the meantime, the case
officer would have hnd one final responsibility, the issuance of o general
warront of arrest requiring all operational sections throughout the Soviet
Union to initiate local searches for the individuale

The case officer commonly rocruiﬁed his own agentse He was
responsible for determining the education, manners, charactor, etce, of
& prospective agent by personal interviews, for writing a report requesting
confirmation of the recruitmont by the chief of the local NKVD section and,
on obtaining this permission, for getting a writton agreement from the
prospect to work as an agent or informante The case officer trained his
agents himself and was at all times responsible for their actse If he
himself was tronsferred, he first transferred his agents personally to his
successores When he was ill or on vacation, temporary transfor of his
agonts was made to the head of his soction or subscctions

VI. ORGANIZATION AND FUNCTIONS OF THE MGB IN SOVIET ZONES
OF OCCUPATION

The chief positive intclligonce and counterintelligence functions
of the MGB werc carried out, it is believed, in the Sovict zones of occu-
pation directly after the close of World War II by, or at least through,
the organs of the MVD (formerly the NKVD). State Sceurity officers
apparently werc assigned to the MVD units which primarily fulfilled police
functions in the Soviet Zones of Germany, Austria and Korooe Gradually ,
however, os the arcas became stabilized, the work of the MGB assumed greoter
importance, and in 1946 a broad roorgonization took place, at least in
Germany and Austrise In Austria and Hungary, MGB activitios proviously
had been masked behind the protection of the Allied Control Commissions.
‘Thc MGB now took full authority for positive intelligence ond countore
intelligence activitiess

The roorganization which tock place, as notcd above, appears obe
viously to be o ficld manifostation of the general roorganization and rce
distribution of the functions of MGB and MVD which, it will be rccalled,
began in 1946 and apparently is still continuing. Howover, thore is con-
siderable outhontic information roflecting that in the Sovict Zone in
Gormony cortein intelligence ond quasiwintelligence functions have boon

carricd out by the MVD concerning matters which normally would be considered
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at the present time tc be within the jurisdiction of the MGBe It is
p sible that this has rosulted from tho somewhat unusual status of Eastern
Germany as o military occupation zonce It is also entirely ps sible that
MVD instellations in this regard have been used as cover by MGB, although
this has been denied by at loast one dofectore

Tho Soviots apparently consider the principal intelligence problems
confronting them in the occupation zones to be those of counterintelligence
surveillance of all groups capable of anti-Soviet activity, and of all the
bronches and employees of the Soviet and native administrations, the pre=
vention, penetration and interception of foreign intelligence missions,’
ond the preparation of Soviet inmtelligence missions to obtain political,
economic, military, naval and technical intelligence about foreign powerss
For the purpose of both counterintelligence and positive intelligence;
full Soviet use of their zones of occupation as staging arcas from which
to mount operational intelligence missions can . be accepted os axiomatice

Domilna.n'b in this field will be the organs of the MGBe

Ae |[Soviet Zone in Germony

When hostilitics ceased in Germany in 1945 Soviet Intelligence units
on Jerman soil were on a wartime footing, their activities overlapped
condiderobly and there seemed to be no coordination or chain of cormande
To dorrect this situntion, Cole Gene Is Ae SEROV, who had becn in commond
of $he combined Soviet Intelligence sorvices in Poland, was placed in
chafge of all Soviet Intelligence activities in Germany, Austria and
Western Europes, It is not necessary to take up in detail the orgonization
of BEROVIs headquarters in Potsdams documentary ovidence has proven, it

may|be noted, that it was rosponsible to the NKVD (VD) in MoscoweDuring the

sumpor of 1946 nll Sovict Intelligenco sorvices in Germony were still
nomfinally under SEROV!s control, but a reorgenization was probably under
conpideration at that time ond may have becn based on tho‘ fai lure up to
tholt time to coordinato missions among the various units of the intelligence
serfrices ond on a lack of unity in the results obtainod.

The roorgonizotion of Soviet Intelligence in Germony, the first
phgsc of which ended alout November of 1946, rosulted in the setting up

of |o uniform system of inteclligence and counterintelligonce sections pri-

SECRET

Approved For Release 1999/08/24 : CIA-RDP78-02546R000100130001-3
- 69 -




Approved For Release 1999/08/24 : CIA-RDP78-02546R000100130001-3

SECRET

marily: under jurisdiction of the MGBe The basic structure of. the old
NKVD orgonization in Germony wos rctoined with the Oporational Sector
(Opersektor) ot province level, the Oper Okrug at district level and the
Oper Grupps ot "kreis" or county levele A recent source refers to the
Oper Gruppe. as "Rayormoye Otdcleniyce" It is pos;i‘blé that quite recently
the letters MGB have been superseded by SVA (SMA), representing Soviet
Militoary Administration; thus onc would cxpect to find today, for cxample,
Oper Okrug SVA, instcad of Oper Ckrug MGB. In the present paper the nomes
Ckrug and Grgppa have been used throughouts

The above=-outlined xfeorganizo.tion coincided with the departure
of SEROV from Germony. His successor is not yet definitely known, but is
belicved to be one of the following: Lt, Gone or Maje Gene KOBULOV, Mnje
Gone Le Fo TSANAVA, Moje Gone Nikolai Ke KOVALCHUKe thoever the successor
moy be, the functions of his office arc bolioved to be largely adminis~
trotive snd directional, Actual operations are carried out by the six
Operational Sectors and their subordinate organizations, the Oper Okrugs
and the Opor Gruppye Soviet Zone Operational Sectors arc:

1. Braondenburg, commended by Gen. Maje FIIATOV, with headquarters
in Potsdom and QOper Okrugs in the cities of
Potsdom, Iberswalde, Kottbus, Brandenburg ond
Bernaue

2. Thuringia, commanded by Gene Moje IGNATOV, with headquarters
in Weimare Oper Okrugs are loonted in Weimar,
Gotha, Erfurt and Geroe

3¢ Saxony, wos commonded by Gene. Maje KLEPOV, with head=
quarters in Dresden and Oper Okrugs in Dresden,
Leipzig, Chomnitz and Zwickaus KLEPOV has boon
relieved of his command; his successor is unknowns

4.  Saxony= ocommended by Cole KUZMETSOV, with hondgqyarters
Anhalt, in Halle, Oper Okrugs are locatod in Magdeburg,
Morscburg, Dossau, Altmork ond Torgous

Ge Mocklenburg, commanded by Gene lnje NIKITIN, with hoadquarters
in Schwerine Opor Okrugs are located in Schwerin,
Greifswald and Gustrow.

8+ The Operational Sector of Borlin, commonded by Gone Moje Ae Me
VUL, (succossor to Moje Gone SIDNEV) has always
seomed basicolly differcnt orgaonizationally from
the othor fivo scctorse. Therc arc no Oper Okrugs
in the Sector but a number of district soctions
MGB or SVA (Raniomny Otdel, abbrevicted to Roiobdel
MGB or SVA) are under tho Scctort!s direct commond,
cach reportedly covering o postal district of
Berlin in the same way as the original MVD Oper
Gruppy did formerlys It is bolicved that tho organe
ization of the MGB in Borlin propor was designed
to cope with the special circumstonces prevailing
in the city under quadripartitc occupation, ond that
thore are, in Berlin, Sovict Intelligence ngencies in
addition to the usual installations of the MGB in
an Oper Scctors
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It has been reported that Oper Soctors are divided into an
administrative branch and an intolligence branch, and that a similar
division exists at lower levels but on a smaller scalce The adminis-
trative branch is stated to consist of a secrctariat, a personnel
section, a Party organization section, a finance section, a supply section,
a records ond registry scction and a prison sections Tho intelligence
branch reportcdly has six operational sections of positive intolligonce,
counterintolligence operations into western zones, counterintelligence
in the Soviet Zone, search of wanted persons, counterintelligence among
SMA persomnel ond investigation and interrogation.

A more detailed analysis has boon provided by a defector who
was fomiliar with the orgenization and functions of the Operational Sector
of Brondcnburge While the source does not meke the distinction outlined
above betwecn administrative and intelligence branches of an Oper Sector,
his information, especially on the intelli gonce scctions of Oper Soctor
Brandenburg, is sufficiently detailed to permit full quotation belowe He
could provide no explanation for his listing of A, I and IV as subsections
ond not as sections:

Subseetion A = Maintains all files of an operational nature,
all informont card indices and all casc files,
which caonnot be rcmoved from this scctione

Subsection I - Positive Intelligonces A network of informants
is mointained in the American, British and
Fronch Zones and agents arc sent on missions
into these zonese Targets are ordersof«battle
information on troops in thesoe zones; political,
economic and techniocal intelligence; public
opinion; thoe situation in the DP camps; and the
activitics of forcign intelligence servicess

Section II - Conducts counterintelligence operations. In
MGB Operational Sector Brandenburg therc arc two
subsections, one dealing with United States
cspionage ond the other with British and Froench
espionage. This Section also engages in offcn=-
sive oporations, sending agents into the United
Stetes, British and French Zones on countor-
intolligence missionss

Section III - Countorintelligence section for cvery brench of
the Germon administration, political partics,
schools, churches and cultural organizotions in
the Soviot Zonee Information is obtained through
‘networks of informants in thesc organizationse

Subscction IV~ Section for locating porsons wonted by the MGB;
it mokes use of o number of Gormon "lcg men"
and of German police faciliticse

Scotion V « Secction for counterintelligence within the Soviot
Militory Administration in Germoanys Informant
networks are established in every local hcade
quarters and in othor administrative officeoss
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Section VI = Section for invostigation and interrogations
This Section investigates all arrcsted persons
and interrogates on the basis of briefs sub-
mitted by other sections, particularly Sub-
scction I and Scction II. '

Finonce Soction -lhintains payrolls of officers, enlisted men
and civilien interpreters ond distributes
confidenticl funds at the request of sccotion
chicfse

Personnel - DMaintains all porsonncl files of officors, on-

(keder) ' Section listed men ond civilians.

Source statos that this MGB Operational Sector has, under the
jurisdiction of its five Oper Okrugs, twenty-cight Oper Gruppye Of these
hc was familiar with thce names of sixtecn: Prenzlau, Angermunde, Templin,
Bad Freienwalde, Frankfurt an der Oder, Nouruppin, Rathenow, Naucn, Malow,
Wittonberge, Belzig, Luckenwalde, Fuorstemwalde, Spromberg, Guben, Beeskows

In this same sourcc's opinion, Lte Gone KOVALCHUK.is Chief ot
1GB in the Soviet Zone ond has & complete-staff-with sections
corrosponding to those of the operational sectors. He is surc that a stoff
scction corrcsponding to Section VI of an operational scctor oxists on
KOVALCHUK!s staff, ond this section carries out investigations covoring
the whole of Sovict-occupiod Germany. Commanding officer of this soction
is Col. CHIZENKOV, and the offices of the section are located in Potsdome
Under the command of Cole. CHESTAKOVICH, onother staff section, corros-
ponding to Section III of an MGB operational Sector, is entrusted with
the surveillonce of all aspccts of Gorman public lifes

Command channels between MGB Operational Sectors and Oper Okrugs
arc sketchod by this source as follows: The Commanding Officor of an
Operational Sector mey give orders directly oithor to the Commanding
Officor of on Opor Okrug or to chiofs of scctions in on Oper Okruge Also,
section chiefs of Operational Sectors are authorized to give ordors to
chicfs of corrosponding scctions in Opor Okrugse For example, Lte Col.
PAGENTRIGER, ot thc timc of source's defcction, wos Chiof of Soction II
of the Opcrational Soctor Broandenburge PAGENTRIGER wos authorized %o
order the chiof of Section II in Oper Okrug Eberswalde to undertoke oper=-
ationse The Eborswalde official followed PAGENTRIGER's orders, knowing
that they had boon clearcd through PAGENTRIGER's chief, Gone Mo.je FIIATOV,
Chicf of Operational Soctor Brandenburge

As o furthor cxamplo of the closo integration betwoen sections of

an Operational Scetor and its Opor Okrugs, sourco states thot Opor Okrug
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chiofs report once o month to chiefs of corresponding sections on sector
lovele Only after completion of these reports do they prepare reports
for their awn Oper Okrug chicfe Section chiefs of Oper Gkrugs have the
some command functions visea-vis Oper Gruppa chiefs under tho jurisdiction
of the respective Oper Okrugse

MGB organs arc not only integrated as to command functions but
they also collaborate closely in the oconduct of operations and tho collccting
of intelligencce Source has givon an apparcntly oauthentic exomple of thise
While Section VI is not authorized to eongage in agent oporations, the chief
of that scction is, however, by virtue of his position as ‘section chief, in
a position to initinte such operationse If, in the course of interrogation
of o suspoect by Scction VI, certain facts are learned which warrant a spceial
follow=-up, the Chief of Scction VI mny go to the officer in chargé of his
sector, give him o summary of thc casc and proposc that an agent be briefed
to got the desired confirmation or informations Tho soctor chief will,
deponding on the nature of the case, coll in the chief of eithor Subsection
I or Section II, and order him to bricf ono of his agents on the clements
of the information in which Section VI is intercstede In cases of minor
importonce, the section chiofs will arrange among thomsclves to obtain tho
informatione As o rule the Chief of Section VI will not know the identity
of tho agent entrusted with the mission and will mercly roceive o reopart
from tho scction concerned, Source believes that in an invblvéd case ap

officer of Scction VI might be called in to de-brief tho ngente

Be Hungary and the Soviet Zone in Austria

Little deteiled authenticated information on the MGB in these arcas
is availables During the existonce of tho Allied Control Cormission from
carly 1945 until late in 1947, Sovict countcrintolligcncé activitios wore,
according to a report from two apparontly relisnblo defcctors, masked under
a section of the ACC known as the "Inspekisiyane." From o rooding of the
functions of the Inspektsiya, it soems covident that both military and State
Security counterintelligence werc carricd out, although this section had
apparently no positive intclligonce dutiese The Inspoktsiya seems to have
mode uso of both Hungorion and Soviet agents and to have collaborated with

local Hungorion police and military orgonizationse Althaigh these defectors

SECRET

Approved For Release 1999/08/24 :7€|A-RDP78-02546R000100130001-3




Approved For Release 1999/08/24 : CIA-RDP78-02546R000100130001-3

SECRET

could not provide an exnct orgnnizational breckdown of the Inspoktsiya,
they were oble to give the following dolineation of its functions:

le Counterintelligence activities on Hungarion territory;
discovery of spies or of elecments suspected of espionnge;
investigation of sabotago coscse

2. Dotection of "anti-democratic," anti-Soviet ond antie
Communist organizations or activity, carriocd out with
the help of informonts and agontse

3, Co-operation with the Military Political Division of the
Hungarian Hinistry of National Deofensc, located at Nador
Street, Budapcst, and with the Hungarion Notional Polite
icnl Police, at 60 Andrassy Rood,; Budnpeste This co-
operation consistod of a constont exchange of information,
of commonly orgonized operations, of joint recruitment
and exploitotion of agents and of an exchange of prisoners
of intercst to any particular agency.

4, Soccurity of industrial concerns charged with the delivory
of roparntions to the Sovietse Checks on political
attitude of such firms! porsonnel were conducted, ond,
in addition, the Inspektsiya had informants in proactically
0ll Hungarion industrieses

5, Security of former Germon-owned factories and other proper-
ties token over by the Soviets. Local and Soviet infor-
mants were used extensively for surveillance dutiess

6. Security of Soviet military and civilian personnel in
Hungarye

7o Surveillonce of Soviet personnel in Hungoryes This group
was headed by o Moje REVIN whose deputy was o Moje
GORLENKO, ond it had the task of observing the behavior
and political reliability of ACC persomnels It nlso
reported on the attitude ond behavior of the members of
the Soviet diplomatic representations, trade missions
and other Soviet representatives in Hungorye The group
studied the background ond daily activities of such
Soviet representatives, learmed how they spent their
free time and determined their acquaintancess Informers
in the ACC reported to the two majorse All military
personnel were also under close surveillance, in which
work Hungorion informers were usede Special emphosis
was laid on surveillance of Soviet personnel during
officinl receptions, banquets, etce Soviet officers
were instructed to speok with foreign representatives
only through interproters who were always informants
working for REVIN,

8e Special security procoutions concerning the Inspektsiya
itself.

9, Functions of o naturc unknown to sources., These involved
frequent mectings in secret places botwecn members of the
Inspektsiyn ond peoplc unknown to sources, apparently
for the purpose of recruiting, briefing and debriefing
agonts employed by the Inspektsiyae

Lt, Gene Mikhail BELKIN was Chief of the Inspektsiya. The above

sources rcported that he was succeeded by Col. VELIKANOV in July 1947,

ond left for Baden, Austrin to command o SMERSH unit under the Baden Aroc
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HQ Central Group of Forces., Proviously, the Baden group, under Col.
BEVZ, had been controlled by the Hungarian Inspeoktsiyn, but on the
arrival of Lt. Gen. BELKIN the entourage of Cols BEVZ wos assimiloted
and the Hungorion headquarters roduced in strongth by approximately ono-
halfe
As yot, tho nome ond structurce of the MGB orgonizntion in Baden

have not becn estoblishede It has beon roported that the Baden group
includes both MGB and SMERSH, which may be a fyrther oxample of tho re=
orgonization of 1946 whon SMERSH was agoin placed formally under State
Security control as the MGB Chief Directoratc for Counterintelligence
in the Armed Forces (presumably GUKR-SMERSH)s According to available
information, positive intelli gence functions‘ure included in the group's
dutics, the Badon hoodguarters roportedly exercising the following
functions:

1, Counterintelligence against the Wostorn Powers.

2o Positive intelligence against the Western Powers.

3+ Countecrintelligence against the Hungarions and Austrianse

4, Counterintelligence among Soviet and Sovict-employed.'. personncls

.5¢ Security of industrial concerns controlled by the Sovicts,

especially of those charged with the delivery of rcpare-
otions to the USSRe.
6e Socurity of intelligence buildingse

7. Co-operation with tho Soviet clement of the Allied Control
Commission in Austria.

Ce The Soviet Zone of North Korea

A dofinitive delineation of the MGB organization and oporations in
North Korca is not possible at prosente Much of the information recoived
concerning Soviet Intelligonce in this aroa appoars, with little question,
to refor to SMERSH activitics.

VIiIe ORGANIZATION AND FUNCTIONS OF THE MGB IN SATELLITE
COUNTRIES

At the prescnt time the primory MGB objectivo within satollite
countries appoars to be tho orgmmized control and utilization of satellite
intelligence, security, and policc agencicss This doos not, of course,
proclude the operation by the MGB in these countries of its own separate
and distinct agent ncts, oalthough the usc of such satellite agoneiocs

decreases the necessity for such soparatc nctse
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Tho utilization of theso satéllifo.ngenciés is accomplished not only
by dircet liaison between them and MGB offices or ropresentatives, but also
by placing MGB personnel in controlling positions in these agenciese In
addition, satellite intelligence agencies, particularly in Poland, have
been staffed with Soviotetrained satellite personnels Not only is the
product of these agencies available to the MGB, but there are strong
indications that the MGB consistently assigns them specific objectives
and tasks. In addition, it is known that in the foreign intelligence field
these satellite agencies are used to provide cover, support, and facilita=-
tion to Soviet espionage nets. According to a number of reports received
during the past two years, the Soviets are increasingly concentrating their
intelligence through these channels, including particularly the use of
satellite diplomatic establishments for cover and communications purposese
In a number of instances, satellite official representatives abroad, who,
without question,.have been engaged in operational intelligence work,
reportedly have been responsible directly to Soviet Intelligence and not
to any of their own country intelligence agencye. The available information
clearly reflects that the utilization of such satellite services is prie
marily e responsibility of the MGBe However, we cannot categorically assert
that satellite intelligence, security and police agencies, as well as
satellite diplomatic esteblishments, are not also utilized by Red Army
Intelligences

There are certain variations in the accomplishment of such Soviet
control, depending on circumstancese In Rumania, for ¢ xample, it is
apparent that key Soviet Intelligence personnel find cover in Soviet
legations, commercial orgonizations or missions of one type or onother,

In Bulgaria, controlling MGB officials were given cover positions in the
Allied Control Commission before the signing of the Peace Treaty, while in
Hungory the entire MGB counterintelligence activities wore carried on under
the cover of the ACCe

In the satellite countries the Soviets have cleurl& adapted their
methods to the exigencies of the local situatione It appears also that
thore is a closer, more direct, operational relationship between the

Communist Parties and the intelligence agencies there than exists within
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the Soviet Unione Reparts received point out that the Communist Parties
have a direct interest in intolligence ond counterintclligences and that
there are strong indications of a frequent, direct, operational relation-

ship betweon satellite Communist Parties and satellite intelligence agenciose

A, Poland

The primary purposc of the Polish sccurity and intclligonc§ agencies
is reported to be the fulfillmont of Soviet policys Three of those agencies
waere organized in; or prior to, 1945: the MBP, or Ministry of Public
Securityj which was sot up by tho SEROV group, o Soviet joint operational
intclligence command ¥hich opcrated at the close of the war in Poland and
later in Germany; the UB{ or Sccurity Policej which was organized by the
MBP; and the GZI, or Polish Militory Intclligence, which grew from o small
Soviet SMERSH detachment forming the intelligence section of the Soviet-
inspired Polish Kosciuszko Divisions Founded in 1945 were the KBW, or
Intemo..fl Security Corps, o uniformed security army; the M0, or Citizons?
Militin, on ordinary police forcejy and the intelligence service of the PFR,
the Polish Workerst Party (the Communist Party of Polond)¢ Of these, all
but the UB were founded, staffed and controlled by Soviet offieials or by
their Polish puppets. Sufficient informotion is available to permit a
limited and generalized analysis of Soviet control of the intclligence
organization of the PPR and of the MBPe

The PPR is the principal instrument of Soviet policy in Polande With
all important offices held by its members, the PFR dominates Polish lifo,
both ot home and abroad, indulging in the usual Soviet tactics of penc=
tration, surveillance, snd sabotages It is said to collaborate closely
with the Soviet MGB and MVD and with the Polish MBP, UB and GZI, all staffed
largely by PPR personnel and Soviet Intelligence officerse This service
rclies for agonts and facilitices on the Communist Party organization and
on such front organizations as the ZWM (Association for the Struggle of
Youth) and the OM-TUR (Youth Organization of the Association of Workers!
Universitics)se

Outwardly, the PPR is governed by its large public Central Committce,
but actually a sccret Politburo of cleven members decides all importont

matters and allegedly has policy liaison with the Soviet Politburo and the
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Central Committee of tho CPSU in' Mosoow.. B

Tho influence of the Polish Politburo is augmentod by its control
over the intclligence scrvice of the PPR which is e stablished under the
covor designation "Section B" of the Central Sccrotariat of the PPR Central
Committecs "Scotion B" is a complote intclligence organization dealing
with both positive and countorintelligence at home and abroade Therc is
cvidence that Soviet officials occupy some koy pesitions in it and that
actual control is excrcised by the MGBé The service is believed to have
the following sections: a sabotage segtion, a foreign intclligence section,
pas sibly an agont rceruitment scction, an internal surveillance scction
with the purpose of observing and penctrating all logal and illeogal oppo=
sition groups in Poland, a teochnical soction and a personnel sections

The MBP is, in some of its functions, similar to the PPR "Section B."
It is charged with the political and civil security of Poland and its
Jurisdiction covers the supprossion of all opposition and underground
forces, the surveillance of govornment employecs and tho enforcement of
laws rclating to State Sccuritys It has the authority to use the thousands
of scldiers of the KBW and the MOe As informers, it uses mcmbers of the
PFR and of various youth organizations and it uses not only informors
idealogically motivated, but also mony forced to collaborato throﬁgh feare
The Ministry has its own prison and its own guard unit,

The KBW, MO and UB have little intelligence or counterintelligence
importonce, but the GZI (Glovny Zarzad Informacji) or Polish Military
Intelligonee is charged with procuring military ond political intolligenco,
mointaining scourity in the Polish armed forces and counterintelligence
cporations in Poland, all of which are under Soviet direction and operated
for the bonefit of the USSRe Dircct control of the GZI in 1945 and 1946
is believed to have been in the honds of Lte Gone Ne No SELIVANOVSKI, a

Vice Minister of State Securitmé

Bs Bulgaria

Information on MGB activitics in Bulgaria is vory moagere The Bulgarian
Communist Party Politburo is roported to control intclligence chains within
tho country, which bofore the Peace Treaty camo into offcet in 1947, wero

said to be directed by Soviet Intclligence through liaison channels in the
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Allied Control Commission and the%gr(:.&El»bassy. Maje Genes A. M. VOLKOV,
one-time Chief of the Security Inspectorate of the ACC in Bulgarisa and
reported Chief of the MVD in Bulgaria, v;'as said to be indirect contact with
both Bulgarian militia and army intelliéence agenciess Cole Le As SEREDA,
Chief of the Soviet Hilitary Section of ‘the ACC and head of the inteiligence
service of the Soviet occupation forces, maintained contact with the
Bulgarian RO (Military Intelligence). Fyodor FECHIN, formerly 3rd Secretary
of the Soviet Legatj.on, now said to be in Polvdiv, and believed to be Chief
of MGB in Bulgaria, has been maintaining daily contact with the Bulgariean
State Security Section of the militia. It is also of interest that the
source for this information comments that the usual distinction between
MVD and MGB - the former the executive arm for the enforcement of State
Security and the latter strictly an intelligence agency « appears to be
nonexistent in Bulgaria. MVD pefsonnel thete have been reported serving
in various intelligence and propaganda activitiess

We are not in possession at the present time of sufficient additional

authentic data to completely clarify this situatione

Ce Yugoslavia and Albania

In Yugoslavia and Albonia Soviet control of local agencies seems to
be exercised throughkey Soviet officials in Soviet missions, The Yugoslav
Intélligenoe Service, UDB, seems to be controlled by MVD and MGB technicians
and supervisorss Overall head of Soviet agents in such key positions in
the UDB is repa tedly Maje Gen, SIDOROVICH, Soviet Attache in Belgrade
since March 1947 1In Albonia, Soviet liaison officers, supervisors and
technicians are attached not only to every agency of the central government
but also to its local subdivisionse The center of Soviet Intelligence
activities for Albania is said to be Tirana and the Soviet director is
a Cole CHUVAKINe Apparently the Yugoslav Intelligence Service exercises a
greater degree of independence and autonomy than is truc in other satellite
countries. It is known that considerable authority over Albonian Intelli-
gence efforts is exercised by Yugoslav Intelligence personnels
De Rumaonia

Information on the work of the MGB in Rumania is available in detail

from an agent source, much of the material covering the orgonization of
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the MGB in Rumonia during 1946 To an unknown extent, thorefore, this
information may have been affected ‘:Sy a recorganization of the MGB in
Rumonio in the fall of 1946, Inasmuch, however, as the MGB in Rumania,
as this source sketches its orga.nizatioh, follows fairly consistently
the pattern of the known MGB orgonization in the USSR, it is felt that
the dota furnished by this source are still ot lcast relatively accurates
The MGB in Rumonia is charged with the collection of information on
all aspects of Rumanian life and public opinions It keops under surveilsa
lance forcigners ond foreign missions, the Rumonian Gove?nment, the
Rumenion Communist Party and Sovict officials in Rumanian, as well as Soviect
soldiors ond citizons residing in the country, Bessarobions and Soviet
emigrose It also conducts operations involving the arrcst, abduction and
deportation to the USSR or liquidation of elements of the population con=
sidered to be dangerous to the safcty of the Soviet Unione
The Director of NGB in Rumania repa tedly was Ivan Andreyevich BAKHTIN,
who had o cover cmployment as Dircctor-General of the Sovrombonk, the joint
Soviet-Rumonien bonking institution of Bucharest. Bosides his advisory
staff, BAKHTIN controlled the sections listed below:

le Secret Section (Sekretny Otdel) or SO, directed by Col,
MIROSHCHNICHENKO and charged With The following functions:

2e Surveillance of the Rumanian Communist Party.

be Surveillance of the Rumanian Ministry of the Interiors

¢e Surveillance of tho Roynl Palaoces.

de Surveillance of members of the Rumanian Governmonte

es Preparation of false documents and counterfcit monocy
for all sections of 1IGBa

feo Control of tronsmitting stations of the Soviet Embassy
and Army.

ge Operation of photostat and photography secctionse

Also connccted with SO arc n group in TASS with unknown duties
and a group in Sovkino, said to be responsible for surveillance of the
Royal Palocc, loaders of the Rumanion Communist Party and menmbers o} the
Rumenion Government. The offect of the abdication of Mihai on the functions
of certain of these scotions is not knowm. Closely collaborating with the
MGB in thc operntional functions indicated above is the Rumonion SSIe

24 Foreign Section (Inostrany Otdel) or INO, directed by De Ge
YAKOVLEV, and divided into the following subsections:

0s Subscction for tho control of foreignerss (Pod~-otdel
kontroly inostrantsov), hoaded by A. Ae MIKHAILOVe
Mointains copies of files and photographs of all
foreignors residont in Rumonin,
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be Subsection for the control of foreign embassies
(Pod-otdel kontroly inostrannykh posoltsv),
headed by Ae V. YARSINs Controls agent networks
of

(1) Georghe ALEXANDROVSKI, with the function of
recruiting informers in legations and the
collection of information through thems

(2) Alexender MOJAISKI, with the function of sure
veillance of foreign legations through the
Rumanian State Security Service and the
Bucharest Police Prefectures Special interest
is said to be given the Turkish, Swissy French
and Italian Legations

Ge Subsection for the control of Allied Missions (Pod-otdel
kontroly soyuznykh missii), directed by A. A.
SEVASTTIANOVAs Controls agent networks of

(1) Constantin DRAGONESCU, with the function of sur-
veillance of the American political and mili-
tary missionse

(2) N. CARJE} investigating and shadowing squad made
up of detectives from the Rumanian Security
Services

de Subsection for the control of the Rumanian Ministry
of Foreign Affairs (Pod-otdel kontroly ministerstva
inostrannykh del v Ryuminii), directed by Leohid
KARANDASHOVe

es Subsection for the control of citizens having relations
with persons abroad (Pod-otdel kontroly zhitelel
kotoryye imeyut svyazi inostrantsami), directed by
Nikolai BARDICHEV. Makes use of the Rumanian post
office for censorship of mail,.

3. FEconomic Section (Ekonomicheski otdel), directed by N. Pe
FINOGENOV, chief representative in Rumania of the Soviet
Ministry of Foreign Trade; divided into the following
subsections:

e Industrial subsection, directed by I. G. GRINENKO,
reported as head of Sovromlemn, the joint Sovietw
Rumonian lumber company, and as an official of
Resitza, a large metallurgical corporation. Con=
trols networks of industrial espionagee A Sube
office handles oil information from all parts of
Rumonic, including data on American, British and
French oll companiecsae

be Financial and economic subsection, directed by K. S.
MALINOVSKI, under Sovirompetrol cover. Studies
Rumenian financial developments and trends; in-
cludes an important research group known as the
section for the destruction of capitalism (Otdel
pogloshcheniya kapitalisma), directed by Iosif
KOTLEAR, under cover of the economic section of
the Soviet Embassye

ce Subsection for co-ordination and economic information,
directed by Igor POLESCHIUK, under cover of
Yuzhvneshtrans, a shipping agencye. Collects Rumenian
economic intelligence for a so-called Research and
Co-ordination Bureau in Moscow. (Affiliation of this
bureau with the MGB is considered problematical),
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ds Armistice Subsection, directed by Nikolai RAMZAITEV.
Responsible for field supervision of deliveries to
the USSR under the armistice, and the fulfillment
of economic agreements with Rumaniae

es Subsection for collaboration with Combined Political
Police and Security Services, directed by Capt.
Taris NIKOLSKI. Probably collaborates with the
economic sections of Rumanian security services
and maintains surveillance over the black market
and other clandestine ecconomic activities of Soviet
citizens,

Information Section (Informatsionny Otdel)e Reparted to be
the largest MGB sectlon in Rumania, directed by M. Pa
SHUTOV, a.press.attaché:of the Soviet Legation, divided
into the following subsections:

8s Political Information Subsectiom. Gathers intelligence
on activities of the historiocal parties and opponents
of the present rogime in Rumania.

be Military Information Subsections Directed by Col.
YERIOMIN; collects intelligence on the Rumanian
Army and Navy ond resistance movoments in these
services,

cs Subsection on information rogarding the USSR, directed
by Yaska ROTTMAN ; collects material on the Rumanian
attitude toward the USSR and its Slavic satellites.

ds Political Tendencies Subsection, directed by P« Ae
Z0TQV, attache in the Soviet Embassy.

6e Subsection for the supervision of Bessarabians and
White Russians, directed by Col, LEOCHENKO. Carries
out surveillance of Bessarabians, Ukrainians, and
Russian emigres resident in Rumcnio and maintains
card files on all such individuals,

Operations Section (Operatsionny Otdel)s Directed by I. Ae
BAGRATIN or BAGRAT1ON. Hondles arrests, abductions and
deportations and maintains liaison with Rumenian and
Russian police and intelligence agenciess

Special Section ({Osoby Otdcl). Directcd by Cole LISTROV.
Charged with the political surveillances and education
of the Soviet armed forces in Rumonia,

Private Scction (Chastny Otdel). Reportedly directed by
Cols N 1. VEREVKA, Charged with maintenance of the
security of the Soviet Embassy, MGB offices and other
Soviet installations; protection of prominent Sovict
officials in Rumania,

Records ond Filess Divided into threc types of files:
political card files, statc scourity files, and files
of moterial relating to MGB liaison with Rumanian
organizationse

VIII. FIELD ORGANIZATION AND OPERATIONS OF THE
MGB ABROAD

Insofar as it is possible to do ®o, there have been discussed above

the ficld operations of various MGB organs within the USSRe

While it is

not within the purview of this study to attompt to discuss or summarize
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in detail spocific MGB operations abroad, or to set out in dotail MGB
operational techniqucs and methods as they rolate to operations abroad,
certain commonts are set out below conccrning thc field orgonization
ond operotions of tho MGB in countrics outside the Soviqt Unione

The MGB orgonization rosponsible for operational cspionage and other
operational intelligence work in countriocs outside the Sovict Union ob=
viously does not roflect or parallel with any oxoctnoss the hoadquarters
orgonization of tho ontire MGBe. It is, of coursc, well estoblished that
such operations are under the jurisdiction primarily of the INU and its
subordinatc INO's, although thoro aroc numerous reports available concerning
alleged foreign operations of tho KRU and possibly of the SPUs

Although certain relatively constant characteristics of INU orgohi-
zotion abroad have beon noted, it is difficult to draw gonoral conclusims
concorning the form such orgonization may toke in any given arca, since
the INU, while rigid in its discipline and controls, has oxhibited con-
sidorable clasticity in oadopting its fisld organization to varying con-
ditions. Basically, INU operations abroad arc cond;ctod through o scrics
of independont, primarily unconnected ospionage nets or parallelss For
purposes of conveniencc, theso nets are gonerally referred to as being of
one of *two types, sithor a legal or official residency or an illegal or
underground residoncy, depending upon whether or not the staff official
responsible for thoir dircction is operating under official cover, i.0s,
as o known ond admitted official Soviot represcntative.

While it is known that the MGB makes constont efforts to keop not only
its espionage nots soparate, but even to soparate parts of the same net
for sccurity purposes, there oro numerous casc oxomples where this principle
has been extensively wioloateds Also typical of INU operations is the use
of a legal residenocy to support and facilitato the operations of a not‘or
nots operated by an illegal rosidents Thus, in many arcas, MGB agont
parallols directed by an MGB offioicl in an illegal status have still cone
sistently boen supplied with funds, instructions, ond communications chonnels
by tho MGB organization within an embassy, consulate, or trade missione

In some instances, high-ranking officers of State Security have been
dispatchod obrood approntly with jurisdiction and control over most, if

not all, iGB operations within a single country or cven morc thon ono countrye
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For example, it was reliably repo§gegR1H943 thet o Major General of
State Scourity, assignoed to the Soviet Embassy in Washington, D. C., was
in charge of all INU operations for North America. There also have been
instonces where MGB/USSR has apparently dispatched agents directly to a
particular country or areca to oporate independently of any rcsident or
superior in the country of their assignment, rceporting directly to MGB
headquarters through their own chonnels. Typical also of INU/MGB
operations anbroad is tho usc of one country as a basc of operations against
anothere This oporational approach has becn so consistontly followed that
it has almost becomc an established principle, involving sccurity advantoges
which are obviouse

At the ficld level, the organizations and instrumentalities of INU
arc, insofar as péssible, kopt separatc ond distinot from thosc of ony
other operating Soviet Intelligence agency, and as a matter of standard
practico, for cxample, it appears that GRU rcprescntatives in ony given
country know practically nothing of MGB operations in the same arena
Particularly noticcable in INU operations abroad has been the complete and
constant stress placed on sccurity measurcs, an cmphasis frcquéntly carried
celmost to ridiculous extremes. Obviously, no operational intelligonce
agency can run agent nets abroad with absolute and consistently unbreached
security, but the MGB has approached this goal in its foreign operations,

Characteristic of INU operations abroad is o consistent depondence
upon the Communist movements in all countrics for support, assistance, and
as o recruiting base for agent and operational personnel. As a result of
this dependonce, o large porcontage of INU agent and even operational
personnel continucs to be recruited from Communists, crypto-Communists,
fellow=travolers, parlor bolsheviks, and so-called loft-intcllectuals.
Numerous instonces have been noted of instructions and advice from personnel
forbidding the identification of INU operations with o local Communist
Party, ond oven going sc far as to onjoin against the use of Communist
Party mombers as agentse Despite those instances, the use of Communist
personncl in agont operations by INU is both widespread and consistent.
Frequently local Communists hove been compelled to sever all conncctions
with the Party. 1In other instances, howover, Communist Party mombers and

Communi st Party officials involved in INU oporations have continued to
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maintain their Party posts without apparent change in statuss Although
there is no definite proof, it is probable that major INU officials
operating abroad are still given carefully selected Party contacts to
facilitate their operationse It is known that in numerous eases during
recent years one or more high officials of local Communist Parties have
been made sware of MGR recruitment of Communists for "secret work"; i.e.,
espilonages

According to one defecting Soviet agent, the organs of State Security
in 1943 began stressing the formation of agent parallels, using the so-
called "pole" system of organization, more frequently referred to as the
"double cutout system." While it is difficult to perfect a consistent
system of this character, considerable effort apparently has been expended
to attain success, This type of organization, of course, contemplates
a maximum seourity parallel wherein instructions and information are
passed through a series of cutouts, very few of whom are given any knowledge
of the real identity of their subordinate agents or of their supsriorss
According to this same defector, at about the same time INU, ot least in
one area of major importance, begon to tromsfer the direct control and
operation of o number of agent nets from operational personnel originally
pecruited from notive or international Communists to staff officers of
complete Soviet backgrounds At least one important NKGB agent, who
apparently was recruited originally from international Communist circles,
has been quoted as complaining bitterly in 1944 that the "old timers"
in the business were being replaced by young Russian State Security officers

who knew little of the areas or problems involveds

IX. ESTIMATE OF MGB EFFECTIVENESS

At present ony detailed estimate of the effectiveness or of the
strengths ond weoknesses of the MGB is not only difficult but perhaps
presumptuous. There is insufficient authentic or documented knowlsdge of
the extent, character, and identity of all MGB operations upon which to
base o definitive analysis of its effectiveness. However, certain comments
con be made on the basls of available dataoe

It is not difficult to detcct flaws in vorious MGB operations or to

tobulate a considerable number of moneuvers ond techniques which, in
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particular instances, have appeared both incorrect and foolishe There is
also abundant evidence available i-eflecting extreme competence and effect-
iveness in MGB operations, both inside and outside the Soviet Unione
Obviously, if the MGB is to be compared with a standard of perfection, a
number of valid criticisms might iae made of its operations. If, on the
other hand, it is to be compared with the stondard of performence generally
attained by other intelligence and security agencies, it must be admitted
that, as a whole, the MGB is compétont, efficient, effective, and at times
brilliant in its operationse Amonmg the obvious strengths of the MGB, of
course, are numbered its size, power, facilities, continuity of operations,
continuity of personnel, and the prostige and prerogatives which are known
to be given to the officers of State Security, Within the Soviet Union,
itselfy, as a State Securiby and repression agenoy, thcrg appears little
quostion that the MGB is, os its predecessors have becn, on oxtremely
effective force - with little quos;bion, the most poworful single agency
within the USSRe The power, jurisdiction, and facilities of the MGB are
so extensive that it is possible, of course, for it to approach the satur-
ation point in both intelligence and security operations., We do not
question, in this rogard, that the MGB and such components of the MVD as
are oporationally utilized by it, represont by far the largest,most extensive,
and the most all-pervading intelligence agency which is, or has rcoently
becn, in existence., Not the least among the assets of the MGB also is its
unlimited choicc of methods, the effectiveness of which was omply demon-
strated in a parallel situotion during World War II by the contrast between
the effcctiveness in certain instonces of the Abwohr ond the RSHA in Germany.
Another strength of the MGB is, of course, its strong Party character and
the consequent consistent reliability of most of its personnels The tremendous
benefit which it derives from the availability of the World Communist Move=-
ment for facilitation and support has boen covered adequately in other
sections of this study.

Finally, o knowledge of the particular strengths and effectiveness of
the MGB includes a rocalization that the Soviet State as a whole not only
ploces great stress ond dependence on both the security and intelligence
aspocts of MGB work, but is obviously willing to cxpend almost unlimited

men, moncy, ond resources in the accomplishment of security and intelligence
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Such weoknesses of LGB oporations, as have been pointed out, primarily
apply to 1IGB oporctions nbroode That these wecknessos stro far from fotnl
is emply deomonstrated by the disconcorting lack of Inowledge which other.
intelligenoe agencies possess of MGB oz:er&tions. Also, such weakncsses
as can be pointed out ond such cpparent errors in judgment and approach
as have been noted have not sppearcd in all known MGB operations, nor have
they beon revealed with sufficiont frequency to state definitely that
thoy are symptomatic of cll or cvon a major portion of MGB operations
abroade Onc of the characteristics of MGB operations which can bo cone
sidered ot least ns a weakness is tho provincialism and lack of foreign
expericnce cpparcnt in much of its personneles Obviously, howover, mony
of the unfortunate results of this arc obviated by the availability of
native Communists and crypto-Communists as agent personnol. In mony
casos, the omnivorous thirst for knowledge displayed by the MMGB has
appearcd to prejudice the procurement of good, vital, importont information.
In certain cascs also, on apparcnt lack of judgment as to the rolative
importance of oporations and information has becn obviouss

Also noted has boen an oxtremc range in the competcnce of various
MGB agents and operations, varying from thosc involving tho most carefully
conceived operational plons to be carried out by oxtremsly able personnel
to numerous "shotgun" operations using poorly troined, unsuited, and
stupid personnel, the results of which could hardly be of any great value
or importancce Thore has also been noted in cortain instances o tendency
to wastc time and personnel in the conspiratorial procurcmont of infor-
mation which could morc readily and morc quickly be procured through
overt mcanse A corollary to this has beon o frequent refusal to utilize
or depend on available facilitics and to so over-complicate an intelligence
operation that it appcared to involve a doliberate avoidance of simplicity.
The constant stress on socurity ond on the strictly conspiratorial aspects
of inteclligence operations scems to have contribubed to a loworing of
officiency and effectiveoncss in many coascse

Although the procurement by MGB of intelligence information some=-
times appears to involve an unjustifiod oxpenditure of timoe, cffort
and rcsources, the MGB unquestionably'docs procure a great volumo of

extremely valuable and important data from practically ovory area on earths
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Our knowledge is too 1'11;1ited to permit us to draw valid conclusioﬁs as
to the comparative effectivoness of 1GB headquarters cvaluation, corre=
lation, ond utilization of this tremendaus mass of reports and documcnts.
Possessing as it does the automatic cross-checks of an intelligence
system composcd of indepondent parallels working to attain the samo obe
jectives, it would appcar that such cvaluation, correlation, and utili-
zation at the hondquarters lovel should be proficicnte However, thero
arec grounds for belief that the offcctivencss of Soviet evaluation and
utilization of this intelligence information is considerably lessened
by the tromendous bulk of the information, by the provincialism of certain
headquarters personnel, and b}) tho bias and self=serving onalyses in-
culcated not only I;y o too strong belief in the dialecticnl approach
but also by the pressurcs nccessarily incident to a monolithic, despotic

burcaucracys
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NOTE: In connection with the chart of the dispatch of INU agents,

the bulk of known oases reflesting the dispatch of anagent to a

foreign country by an INO at republic level, shows that, while the

actual dispatching and the authority therefor are centered in the INO

of a republic, the agents.were dispatched through the channels and

facilities of an INO/UMGB at oblast level, However, it is not believed

that this is universally true, and it is felt that in certain instances,

at least, agents may be dispatched by MGB at republio level independent

of the chammels and facilities of the oblast INOs The extent of the

authority possessed by an oblast INO to dispatch agents independently

of the authority or control of either MGB at republic or USSR level

is not clear, Remembering however the extent of centralization of

MGB structure and organization, it is felt that any independent dispatch

of agonts by an oblast INO i{s subject at least to authority and clearance

from MGB at republic, or in certain instances, USSR level. It should

also be noted that INO/U?:IGB of the Leningrad oblast appears to occupy

a status paralleling in importaonce that of a republic INO, being similarly

directly subordinated to INU/MGB, USSR«
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