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Tegislative Counsel
Director of Security

romamission on Covernment Security Questionnaire
relating to Executive Order 10501

EFs Letter from Chairmen, Commission on Govermment
ceourity - atd 15 et 56 - to rr. NN 25X1A9a
lLogislative Counsel, Central Intelligence Agency

In sceordance with request from the legislative Counsel
enclosed herewith iz a proposed reply to the gquestionnaire
attached to rafammarwhich is keyed to its numbers.
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- FIGFOSFD)ERPLY 70, THE GUBSHIONS SUBMITTED

j Hod by CRRBILEEION
T UR GOVLIGRE NT_ SRCURITY CONCRENING b0l

2 JOBC

1. Ho distinction is made batween the term "seourity informatden®
ag used prior to 15 Decewber 1953 and the term ndefense information™ ag
agod subsequently.

2. Yes, since they are considered io be synonymous. This Agency
has not uscd the torm "securily infommstion® since 15 December 1953.

3. It is roughly sstimated that at least 5% of all doguments ori-
ginsted in this Agency ars classified under Exscutive Order 10501.
There is no other authority for the classification of informetion as
detense informstion or security informstion.

L, and 5. Because of compartmentation of the Agency it would be very
expensive and time consuming to arrive at even & ruugh estimate of the
percentages of the three classifications of documents originsting in or
received by this Apency.

6. Only to the extent of intsrpreting the definiilion t0 ineclude “pre~
judicisl to the intelligernca activities of the nation.”

7. It should be retained., There are various catogories of informa-
tion whick are not sunsitive enough to meet a SECHET claseification but
which would, if revealed to unsuthorized source, be prejudicisl to our
intelligence sctivities.

£. 1t shoald oot be abolished.

9. If the claseification of CONFIDENTIAL were abolished, 1t would
necersitate an enlargement of the definition of SECEET. This would tend
to weaken the degree of protoction now given to FECGKET matarial because
of the increase in volums.

#» A tremendous burden from the ptandpoint of personnel and
man-hours would be expended since all material now elassified am
CCMFIDENTIAL would have to be reviewed and removed from the

QUEFIDERTIAL categorye.

i
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10. Certsin categories of administrative documente rogarding

personnal would be upgreded. Examples of downgrading would be pon-
current and non-sensitive material as the passage of time would permit.

11. Mongovernmental contrastors in general do not fegl that
regulations for document classification as conforced Ly this Agency
under the provisions of Executive Order 10501, Ffection 1, hamper
their performsnce of Agency contracte.

1?. The euthority to epply original classification has been
delegated through the establishment of & Classification Control Kete
work consisting of an Agency Classificetion Contyol Officer and Assis-
tant Clessification Control Gificers.

13. Appreximately 157 of the total number of suployces are au-
thorized te apply original classifications,

1. There is po appreciable diirerence in the parcentage indi-
cated sbove for the field es against departmental.

15, tame security classificstion as the enclosure with an “auto-
matic downgrading® to unclassified if the transmittal letter contains no
classifisd information.

16, 17, 18, and 19. It is believed that background infoxmation on
some of the problems the Centrel Intelligence Agency hag encountered in
downgrading and declassifying matarial might be helpful. During the
lattar part of 1955 a survey was conducted of those major components pro-
ducing completed intelligence reporte to deteraine what would be geinad
by reviewing these reporis for the purpose of downgrading or declassification.
The survey disclosed that in practically every instance completed intelli-
gence reports eited classsified individusl document sources. To yoview com-
pleted intelligence reports, thersfore, would first require a review of the
cited individual documents.

“he problem is further compliceted by the fact that in such a review the
contrelling factor in most instances is the protection of intelligence
sourceg and methods rather than the substantive content. 1o this cope
nection there were many intelligence reporte originated during World Waxr 1l
that are still held in a c¢larsified statue becsuse of the necessity of pro-
“!’e(,'n;w‘ the sources.

2e
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Furthermore, the fact that s seriss of intelligencs documenis rep~
resents the completion of & particular collection effort does not in
many instances warrant & declsssification or downgreding. The specific
operations through which this particuler information wee obtained may
still be active or working on other collection rsquirements.

tveor and above these considerations on intellipence studles and rsports,
CIA is faced with an additionsl security problem in that practicelly all
of ite administrative informstion particularly thet connacted with Organi-
zation functionsi namely, official titles, salaries, and numbere of pore
sormel employed muet be carried in a clsssified category. This need ls
recognized in fection VII of Public law 110, Hlst Congress, lst Jesaien
{1949) which sxempts the Agency f{rom the provisions of any other law re~
gquiring the publication or disclosure of this type of adainistrative in-
formation, The foregoing, however, does not prevent & contimuing review
of clazpified matorial f{alling into certain categories such aE corrospon~
dence, genaral administrative letters, and msmoranda and & few specific
typas of periodic publications; namely, those which do nol cite sources.
sutomatic downgrading stamps hove beoen and are being used widely in per-
misgive instances. The Agency olassification contrel network has bean e~
tablished to control the spplication of officisl claseifications and to
perfora the functions of reviewing classified material for the purpose of
dosmgrading or declassification. Ouidance on & continuing basie is fure
nishad to the control network Ly the CIA Classification Conirol Officer
and slso through the medium of Apency regulatory material.

20, ¥No sdditional storasge problems have resulted fron downgrading
or deglaspification sctivities, *%e sarions administrative protlems have
bean encountered,

21. Yo security problems have beesn cyoested or intenzifisd as & result

of dwngreding or declassification activities.

22+ Recipients of clameified documents are notified when such documente

are regraded. The Apenty regulations require that the recipients make the
necesrary chenges on the doousents. The Agency Library referencs oopy le
marked to reflect the change in elassificetion.

23« This Apency m not maintain a month by month count of documents
downgraded or declsssified; however, from December 1953 to July 1956 approxi-

mately 1,500 CIA documents heve been downgraded end approximately LS50 CIa
documente have been declaselified.

3.
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2. The Director has assigned to the Chiefs of Agency G
the responsibility for the designation of Aesmistanmt Classification Cone
trol Officers. There OIfivers designate authorised classifiers or approxi~
mately 155 of total Agenoy suployees, and who are rasiponsible fox the
continuing revisw of material for downgrading purposes.

5. The sctual document received as UNCLASZIFIED or FOR CFFICIAL
JCE ON1Y je not generally claseified nigher, Agency documents producsd
at & result of correlation, snalyeis and integration of information from
such documents with other elassifisd documents ususlly require & higher
clarpification to be applied to the newly propared document.

6. iIf the document is obwieunsly underclassifiad, the matter would
e brought to the attention of the originator with suitable recomndation.

2T e Perean%agéa not available, however, the number would be very
gmalle

2t. YNo. The claseification of ancther Agency or Oovernment is
normally respected.

29. Fxecutive Order 10501,
30. C“ee paragraph 26,

—_—

31 and 32. Any disegreements in the classification of documants 1ew
coived from outside thie Agensy would be handled on & working levsl basis,
and no central record of such dissgreements if any would be maintained.

33. It 1s not possidle o give the mmber of claseification changes
as categorized, but our reccrds do indicate that from the period 15 Decex~—
bey 1953 through July 1956, apyroximately BOO items were upgreded, approxi-
nately 1,900 iteme were downgraded and approximaiely L50 items were com-
rietely dqehsﬁm. ,

3u. #11 recipients of classified materisl orginated by this Agency
snd on which the claezifisstion has been chanced or cancelled are suitably
rnotified,

1%, This Agency issues formal notification of claseification changes.

36. Hongovernmental contractors, to owr knowledge, have net Leen
hampered in their performance of this Agenoy's contracts under the provisions
of Txecutive Order 10501, Seetion Vv (().

37. ‘es parsgraphs 16, 17, 16, and 19%.

Le
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38, The Central Intelligence Acency's high cperational security
requivenents for custody and zafe keeping of classified imformation
cauges some complaints tat, to ouwr knowlsdge, this has not hampered non-
governmental contractors in thedr performence of igemey contracts.

39, Classified informstion is disclosed only to thore anthorized
individuale who require the information in the performance of their
official duties.

0. Section 102. (d) (3) of the National Seeurity Act of 197,
ae amended provides inmter alis "7That the Director of Central Imtelli-
pence shall be responsitie foF protecting intelligencs svurces and
methods from unauthorized disslosure.”

Ll. Tnis Agency, in addition o Executive Order 10501, is guided
by cection 102. (3} (3) of the National fecurity iot of 14L7, as amended.

2. Internal end external courier service for JOP SECHET and dats
classified SECEET and below is performed by a regular organized courier
unit. However, Bpecial courisrs are designated as operaticnal require-
ments demande

L3. Appropriate accountability records of destructlon are mein-
tained as reguired ty Sxecutive Uxder 10501, fecticm 9 (bl.

. Lle Prior to the time new employees cormenco their duties with
this Agercy, they receive an intensive geeurity indoctrinatiom which
includes & briefing of their responsibilities under Fxecutive Order 10501.

Ls, L6, and L7. The Department of Justice was informally approached
ty this Agency concerning prohlems which probasbly sre unigque to an intelli-
gence orpanisation. Certain documents previously claesified FEUTRICTED®
were of such & nature that thay could not be properly e¢lassified NCONFIDENTIAL®
but in their totality would represent information regarding coverage which
should not become publicly availsble. In addition other documents though
wiclanoiftied should give warning to their users of the problems of copyright
and 1ibel inherent in such publications, Thie Agency was informally advised
that Zxeoutive Crder 10501 was not to be construed as & limitation which
would hampar ite operations or the integrity of ite files. This Agency
thereupon adopted the use of the phrase "FOF OFFICLAL UFE OMLY® for the
protection of these types of information.

Se
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L8. At the initiation of the contract & “scurity ﬁﬁ‘fi:g gives tg:r
contractor a comprehensive securlity briefing at which time ti sontraetor
signs a security agreement. The Security Officer along with other Agency
parponnsl insofar as possille azsists the contractor in setting up required
sesurity neasures.

L9. Ses parsgraphe L5, L6, and L7.

S0, This Agency within the framework of earrying out its mission has
fully isplesented the provisions of Fxscutive Urder 10501 .

6.
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