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© Ae Oeourity, as epplied to an irtelligence srponivation, is dofined
an & eondition which aseuras the safegusrding of wilumble information
ond the mrotechion of physioal and huses ansots, the comorouise of shich
sdghs merioualy impmir the interest of the %etion., n tho intelligencs
ield, 1t 1o {operative ttut a trus stats of sesurity exist in tim of
peags, o8 well as in tice of war. - :

3, Fvon s partial gueprardse of secarity seprosents a loos which
nover can bo regainsde~ths davsge i¢ done. To provent much a contin-
gensy requiren Lho onnplete snd unfalling cocopesration of each end every
moebor of the Catral Intelligonse fgengy, irrespactive of poniticn.
iny smiloyes, through osralessness, pagligonce, or by relaxing his
seourity vigilonoe, sven temporarily, mey coume vitsl information to
Fali Uth e hands of unfriendly intareste who ere alweys on tho alart
Lo taka advaitage of lapsen., Awide from tho potantislly grave consequen=
ons whish acts of this typs may cauve, aich veluable docunemtary naterial
assoeblet at the expenso of great sffort on tho part of vany monbers of
this orginication may bo millified coapletoly. ¥heresore, it is the
responsibility of esod individual memder of the CUIA to train hieself in

the perpetual and woralenting obsevanos of all clerents of securdly.
Lifeotivw pecurity is largely & matter of hobit, the habit of dincretion
and ocare which han becomo esvond nature through constunt usege. b mst
tw cultivatad by all employses Lf cup siseion and obloctives are to be
roniiged fully. : _ '

2, POLICY GOVLTMENO USE OF OFFIGYAL DATA

A, A1l Anfoymation raccived or compiled by the Centrul Intelligence
hgency 4n official dats and 1s tbe mopsrty of the inited States Uovern-
rent. W0 officer or empiayese has any property interest in such informa-
tion, 7he restriotions sad prohibitions provided in this instraction
unly not only %o all intolligence infornation end natsrisl, but also to
sny statistloal, amieimdgtrative or genoral information, ragardiess of tie
frot thet mich Information may slresdy be a nutter of general publie
knontadge. Thim ehall alao oprly to 2l1 officlsl data used er compilad
by ¢T4 and obtained fron cutside asuresns, publis or private.
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B, Officisdl data aro rastricted %o use i{n the porfomanos of the
officind businasz of CYA and shall mot by coplied or remownd ifrom the
: 1’3.196 or from the prowises of CI4 exoept for offioisl purpases. '

. Ho porson qonnectcd with CTA phall acovsulate $n eny offfois)
oapaoity, coplas of docurants eontaiming sny such detn for inclusion
in a personnl Film, mor ehnll any percon sppropricte o hie personsl

. uge, any official data ncouired by wirtue of tis commection with CTA.

D, Pxgeptions to the rogulations contained in this fnstruction T

will riot he mude excent upon wedtten approvol of the LSrecter of
Centond Intelligence. Suthopity to relnase offieial dnta ehaeld be
1imited tu officiale dooignated By the Timetor of Conirel m&ﬁnﬁg-m‘

. 3.

- Sollow. . PP L& :
personed in the Amtopretation of the ous puragraphs of the Jec

 dpreensnt, upen the provisiony of whigh, at thelr emm willing soveptanad,
euployamt 1s conditioved. Thess podiciss are neceasary in grdor to establish
& procedurs for clewrwncs of public statesants, relosses to ths orops, officisl
ar anof?iatel publlontions, speeches or aimilae undortakings which might
et in inadvertont disolowurs of slassified informstion. %hese policlies
are furtiar neconvary to preservh the oonfidentisl nature of employso's of-

 f1qisl positdons and dutios and %o preveat inferenons of offeinl polisy on
ths purt of CIA in cornpotion with natisaal or international pwoblomue. The
Involvanant of GIA exployees in coptrwesrsisl natters of widespread Impore

" tanoe mAY not only revesl offfcial position and dnties bt mey he congtried
ss indioating CYA offiolal puliay.

FULXCY GOV RALNG VHIFVIGIAL PUBLSCAYLIND ANT, FilsTi0) M7, Tha

j A ﬂnﬁgmﬂrmn ard Uttepsnoes Rifloting o Trislligenan

3 o  Exoapt by speoial direction o mtkhoﬂnttoﬁ in the neme of

! . the Direchar, 10 DEraon uapleyed by, or assigned to the Centrul

ol ' Iptelligenos igemay ehull meke & speech miblioly, Yend m papey, or
s ' ©wypdts for mublication, the subjent mattor of wnich rolntes o intals
oo : Lgmes or to the organisation and funptions of the CIA or other
S ~ Sutnlligence sgenios, :

a R 8. Jther Publications, Agtivities and Orlerances.

Clearmices mwt b obtained Ly sritten aprilcation with
yespoct 0 uddrusses ond publicstions Lelisved to lle cutalde the
prohibision set forth in mmbparagragh L. sheve. Huch applications
" abull wnclove, in apxopriste cases, tho actunl text nf the proposed

sddresn or ublication. Clesrsnces will aloo b obtained with yeapect
to completing questivnnuires and penbarchip applications wherc inforna-—
tion rogerding presont employment 1s soughtp teacldng or studying

{gEHielal coinnny SRemINS SOUTRIATIN SRYTOIN SRPRIR el
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tha ontry of alfena fnto the United Statea. Applications shall be
addressed %o the Chief, Inspoatien end Security itaff, through the
appeopriate Assistsant Director of Staff Chief, excopt ap provided

for in subparugragh C. below. Hapden of proof that olaspsfied
inforsation will net be divelged reste with the eprlicant. lurther,
the epplioant must establish that meterisl to be publiciead and the
cipgunsiances sharecs do nod invelwe gomyoversisl eatters ef national
Snportance wideh night towd to divelowe the author'e afficisl) poultdon
and cuties or appmar %0 indicuts by inference @ offint sk polloy of

- GIA, . This parsgraph doos not iy %0 stemporaneous addresces arieing *

from requenty which would tw wasing to refuss, #o long as CIA

 personwl s oulled upon dleouse subjects which are in no way ailied
%o egrivities uf the CIA, and o lgog an neither the speakers’ con-.
mectson with CIA nor 4hw subjeat of intolligancge, nor netionsl policy
unktars &re pentioned.

' Gu Orosestug of Nemiosts, Tpidng er Civing Unoffieiad Gournes

v Raquaste fuy axmoved of spplioations for the taking or giving
of unnffioial coursess of study will be processed as follomas

3. Yo tkn Chief, Tnspection snd Becurity Gtaff, when e
gonliontion aovers courses having o bearing on intelligance

aqtivitins, c.g., internationsl politics, erononics, laagureas,

" okGe, OF cournes to be token or gAven in the sualler tutoring
tyme sahool. : .

@, To Agnistant Divectors and lStaff Ghiefs converned when
tha appliontion covern courses other whag those Indloatssd in
papagraph 1. ahowe nhon in their opinicon oo securlity irnlications
arn fovodveds Yhe apulication end & copy of the letter of approval
. 4n thoss capes »ill be forvardsd to the Tnspection and Hsqurity
© Gitafl. \

Cpe &mﬁmmm of torpeation with CIA

U ¥n the svont thal elearance S granted under gubparagraphs A,
and B. abows, USA pereonnel mill nod,’undod Llmso circumstanoor, nllow
themselvas to he presanted, indicated or inteoduoad as conpectod with
GIA exoopt by epecial suthorisstion in the nawmo of the [irector.

b PURLIIEN POP_HINCOAPLIANGE. In sccowdance with paragreph 5 of

- 4he Secrecy Apresnsnt, and inammoh &8 ewploymont by CIA is aonditioned

apon eoupiimmoe vith 1% end with thece Security Ragulations, ony fallure
%o ohserve those ragulations, or & élerepard thereof, will mubject the .

. enployea ar eaployoes involved Yo Lewdinte disndssal or to such diselpli~

oury sotion as mey be Laposed by the Director of Cantral. Intolligonce.
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A. ADNYHISTPATYUL ACTION, In osses of voncorpliarce with CIA
sacuzdty roq 8, the iy r of Centaul Ints)ligenco muy take
admintmtrative aotion 89 followns {1) ssparation, (2) sumponsion,
{3) royricend or (L) such cther soministrative setion ss ghall be

Be  LBOAL AUTION. In coses 5Y violmiSon of the provisions of
tho Leplotuge £00s Porsons attached to the Cantral Intelligence
hponay avs subjood to oriminel peapecution which may result in
4nprisnpmant, or A fina, or both, ab the disgrstion of the gourt,

NPAYKES FOR TRAVGE ON DTy LEAVES OF ATMTCH AN

S, SECRBCY ACHMEIENT

 AX} pervormmol assigned to, or atlached for duty with, the Gon tralk
Tntalidgonoe Apenoy, price to begloning their offfcial duties will be .
required to oxacuts a Ssareay Aprsassnt vhich will be adnindstered by
the Irestor of Gentral Intelligence or his authorissd reprenentailve.

Lo 6. SSCUEEY PROGTSEING e

0 Ae FRELIMIMAWY THULGTRIHAYION, Subsecuent to the peceipt of

sagurity app s &G upon ooupletion of a1l other necasnary sduine-
IR , - fotvetiwe processing, the Parvonmeld Office wiil notify an epriiosnd
Ly . ‘ Lo roport for duty. Srice to the ¥imo the employee Actually commonass
" his duties with the offioe to which be nill bo a3signed, the Personnel
“ . _ trfice will inetruct the smployes to revort to the Phyeicol Jecurity ,
i v " yanal, Chief of Inapection and Beeurity Btaff, for Lecurity Progess~ . .
R ing. Upon arrival at the Physioal Gecurityy* the individual will ro~ 0
 geive prelicinery sscurity Indootrination and proseseing en followat

T : [}

% , . " 3e The employes wil) read ths DPertinent extracts of the

: . Hspdonage Agt of 1917, sy amsnded and the CIA Becurlty Kagulationg

. Ewmal. The Soorecy Agreusent will thon be read and executed ‘
under outh by tho employes. ‘

2. g will be Tingerprinted.

3. Ha wAll ba photographed.

Upon noupletion of tho feregeing, the erxployse wil} be glven an ,
appointment slin instrunting kim %o attend & security iniostrination

cls s, mhich 711l bo held within ten (10} days of hie entrancg-onwdut
dnto. The employeo will be roquested so study carefully, znd thorougaly
font ldarise hirgwl? with the inetructicas contuined in the CYA Smourity
Aagalstionn Wamr) prior to atsending the clasa. - ‘

BIIRLER
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B, YACTRIEATION GLABS. The feeurily indootrioation class is

vornctuotod umndap the suspioss of the Chie¥ of Inspection and Saogurity
éataff, and conslots ofs

K43

1. mmmm of & mﬂty antion picture £il=}

ki R A umﬂy lsature end Alamssion of Gra mmw
fmgpRationng :

3. 4 shord written sondgnation on the subjeot of the
GIA Hegurity (omlasticw.

- Ye i.‘}m!lﬁﬂ 3 BTATUR

fa Mvnrmm:omz-!mthammn statuo of & person
sstoohed te GlA, such as sarrdages, change of addrese, eto., subgoquent
49 his entry on duty. be will exwaata, in dupdicete, the pertinant
Standard Change of Status Nepors Yorm, tie originel cory of which will

. be forwsydad o the appropriate ¥ovgonrel Tiviaion and the duplicate

cony o the Chief, Panml fequrity Hranch, Inepection mnd umrny
L 7Yy

B, FRAR (HTVBVLINS

: Hy TWIH& YIR A7 i C BIYH DR AL TCHGNY TO CTA,  Upon
sarmination o 2 @1 personne) will roport to the
Farponsel doourity (renth feor ln mnm with & Security reprssenta-
tiva, dealinnd to inpress upon them thelr clligelimme with m;:&mi L0

 the wintenance of sscurity of all mstters pertaining to the Contral

Inbelligencs Agenoy, and to vevisw the proviciuns of ths Hppionage
Acd and otihwy apolionbie laws conewrning tho secus ity of elsuslflied
inforsasion. The interview will include & discussion of what such

| persons ey or Eay hov diaclose gonderning the duties whioh thay

rerformed vhile fdensifiad with GZA and the fungtions of the organi~
sation, &% that tine guch persons alzso will murrender oll CIA creden-

 tAsle charged to thum

B, LEAVES OF AEATACK, 411 porscns sttached to CIA prier to the
- Sk o savas of shewmce of 60 days or e, will wuort

for interview with & repressotztive of the “ervonmel Socurdity Braneh,
dnring which scbatantially the seme subjests an ars mentlonad in ewda-
mmphﬂ.A.nbuw.nluﬂmm :

9. LEAVE JF ADOEHCR o THAR ELY ¢

Rhonever sn exployes lseves Yashington on vacetion or ufﬁqﬂﬂ

" busineas in which the identiffication badgs is not reguired, he 4@

urgad o turm hiz Ludge o to the Physical Security Praneh for snfo-
utreplng duping the paﬁ.u! of shuenos, *
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$XY.  GRCURESY OF JMELDTENB AMD TRITALIATIOND

- 10, AVMETTANCE OF FRHOOM
et TR bl $LA SUOh DO . vEEALNING 10, ond

| Toaving OTh Duiidinge dueing reilar working hours will be required
%o displey sthorised 1dentification oredentials, as set forth bolows

¥n T GTA SN CERTAIY OTHER
',.#‘ X . ~ IR ARG

MRX

Ae DHRIDHY By, UR AGUINMED T CXA, a0

e Ousmy REIRREL Badgn pdnitting bearer to all UTA
bulidingg. ‘

R YELLLS BURURHGD Padgs sdnidting beorsy to gll GIA
pulidings, With the axespiion of thuss bulldirgs sl sraps
pegtriotad o holdors of Oress Pordernd badgoe. Yhe holder
of & Yellow Doviercd Dedgs msy entay a firasn Padge bullding

L 9. Gla GHRIRO K UBHSLIGERS are desued (reen fordered
;g_ .  adges with the word " Tonedor® oF Pimgsenper” stampsd on the
- wmrgin of the Hodge phntogreibe.

B, BEPLOTEES P CPRYALN CTUIR QOYERINIENT AN
SGERE } : n the dim

ot
+ L3 3l X

, oy » . e © v officiel

_ ag, are rogiived to have fYyecuent soooss to otk officos, wiil beo
 femishad, swhiect o the of the Chief of Irmpeotion and
Laguridy Staff, wivh mmbered 1imited photographic passen, bearing

b R insasnes dates,; sapiration daten, naxas of parsons to whom {psned
3 - . &nd sigature of the suthorised yopwenantative of the Jrief of
- . Tnspsgtion ond Deourity Meff. Oach passes 1imit ednitténce of the
hoidtars thereo? to thowe CIA uildings or aress specifionlly des-
oribad theroon during thw perdods for whiich they ars Lsed, unless

gxmﬂmﬂw wvoked, .

Ge LG0T IDERTIFICATION MDEES. Tn order Lo provunt possille
guanTIalioe o P! % thes Lolders of CIA idantie
fication hodyns oxd; evory precustion to prevent Limiy loss oF

leuso.’ & 1ost badge sust be veported at once to the Fhysiob)
bamrlty Franch, by the peraon to whon iswuod, topether with &
written expispation of the clreunstances of losn und efforis rade
to vecovuy the rdsaing badyc. 1§ & peraon should loso tin badyro
while ous of town, he abwuld notisy thw hystesl fisgurity Pranch
‘pronptly.  larnally, 6 Jost badge wil not bu veplacod with & now
one for o pertod of il days, during whick tipe every ofiort sheuld
o pude Lo recover the lost bacdigne

Approved For Release 2001/iiEnieB#p738.04007A001100040016-9
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o D ZHSILNCR OF BADORS OR %MIUE CARDENYIALS. Identifiomtion
hudgen op wm eredantioly w mt be asdo or femied by any CIA
offise or orgsnisational unid sith the exoapiicn of the Fhynical
Securdty Branch, UhMef of Inspsetion and Gewrity Staff, or the :
Plractor of Contrel Intold! y Who, at hils diseretion, muy
suthorise the issuatics of sertaln credentisls to meet mpeciniised
roquivements, « :

: Dt LANISATIONE, The beavers of CIA hadges descridad
in mbnaragrn Ao « &bove, will have access to OI& twildings
s indiostod, but the possomsion of & badge doss not drmly full
acaoss to any and all pards of & milding. ALL sueh porscns enteving.
GTA budlaiings will be mubject to such fnternal vesurity swasures po
Anstetent lireotors and Staff Chinfa may pyescribe for the avess for
whiioh thwy are directly responsible. ,

PLOYEDS will

¥, BYRATION WAIMYTHANS By £
& idont hdoes lymied

; ) m o . a8y mw o8 ; L *
by thet ogenoy. Spasial wovimes will be sdwidted only by prior
arrengenant with the Thynioal Jecuridy frensh. 411 sch antntsnsnoe
aspioyens aid spooial worknmen adwdGted to X4 butlldings durdng regu=
iar working houra will be yequired o eign tho guerd reslater upen
sntering wnd lesving the wildings. .

e ExomiA An 2o smerpengy, $he only naimbenanos earbovs
to o pmaltied %o entar CIA butldMugs during nonwork hours
ghiall bo Lhe needors of the eher foves snd IB: engineara. .

ilo exceptiona will be sade without the prior appewval of the
hywical Security Branch. ALl such parsons will sipn the
mw ot ths guerd desk upon entorsng and lesving the
ATl

_ 2. Stasf marders of GIA are warned to sxeraise oantion
- with reapact (o cotrweroation ant sxpossd olasp) fied matarial

winn carpentors, eleotrioisss, Valaphons esapeny employoes,
obar peoplio or other neintensnos woriers are present in theip
of21a0.S. Hoomn nuat mob b 1804 nncooupled ab puch times
unless clagsified waterial has Lean looked msouryely Zn muitable

- coutalnars. Any attenpd by suoch nersons to overtenr conversge
tions or to read classifisd asterial should be reported at cnoe
te the Chief of Inspeation and Geourity Staff.

G, PRRRTIH TDECIFICATION GRIEGEAPIALY, Exploweas and
huldars o passan who farget thely idantificwtion orodon-
tiasle viil apply to the recoptionist for visiter pmsscs in order
th galn sduittence o thalr offtose. Pefore lsswing such & pass.
ithe yeouitlonisy will request that the applicant be 1dentified by
kis suparior or other responsitla OIA staff smewber. The pass will
Lo conaplaucusly meried SFEROADN BAIGRY,

Approved For Release 2001/09/07 : CIA-RDP78-04007A001100040016-9 _
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He ADMIFTANCY %) BUZLUIHOG AFTER M. Employesa and holdors
of Mimithd pasves who oitar CYA DUllUngs after 7400 P.f. on Hondoys
through Maga. or ok any tw on Yaturdays, Jundaya end holidaye,
i1l sign tha guard segister upon entoring end hming; tuildingn,
in mzwx 1o disploying tholr ldentifioption aracantialsg,.

Jt. ‘ﬁr'f'ﬁ?‘;&! 41 ) ?_ﬁp d or aia) visitora w1li ot be
Fermitted ¢a snt nge, and moabsro wliil not request exsene
tions to this mila,. Vluum, 23 hureinalter referred to, ahall bo constoued
to moan paraouns on offielal business,

& TEOR Prisle ALL visltors shall be dircoted fo the rocep~
tiondet and tiare r edeibted to the bullding upon pregenteticn of
duly exegutad vigitoy pesses. A visitor jmus w11l not b fesdsd by
the magupbioniat wnless authorised by she CIA staff casher conosrmod
with the Lntorview. Upon camletion of she visit, the interviemor
viil algn vis psoo on tha pRas in ink s Indicste the tice of the
vinitor's deperture.

»

Be RHIMES

ki Baran mmm«m AHU AREAS., Baoh visttor o mch
mmmnm : the CIA dnterviever, o
a ooy of his sveff, mmmwmmmmmmca.
fpon anapletion of the intarvims the visitor will be encorted
bask o the regeptim Jdeai, In sddition, 417 1¢ i3 neceasary
for & visitor o oall upon Cwe & pove interviewors lossted

 An &' fforard officon within & greon badye area, the first inter-
vivwgy will encart the visitor to the msaond, ete., and the last
Sntagviowar will exoort the wisitor %o the regeption dosk, Fach
1rterriewer will sign hia pane 40 She wisitor pees and Sndlcate
tha tine of the viaitor's departurs,

2, YRLLW YATNE RUTLIY h ¢ Ap 8 fonersl rale,
. exaept GIPing newMoTRKing Fours, ezooriing of vigltors to
- offioes within ysliow hadeu balldings and aread 1s ot required.
Uowewer, in certain oirounsbances, escorting of visitors for
socurity or courtesy reasons may be indissted. If &n inter-
viswar mithorises the edsittanion of a wisitor with whon he ia
0% anquainted, or 11 ho bme doubd regarding the lepiticasy of,
- o> naoessity for the viglt, the interviowsr must ecomrt the
wigitor to and from his offlos, ar between officen, if the
vieftor 18 roguired to see nors than ens Antervigcver within
the taliding, The lnst dnterviower »ill essort the vieitor
10 tho recoption desi, I on inerviowsr suthorises the aduit-
tangs of sn unescorted vieltor who falls %o makn &0 eppeorance
1n the interviovnr's of fioo after the passege of & ressonuble
longsh of tive, the lsvter will tare ough steps co vey be

negassary to detercing the reasons for the delay. Ybhwn the
rogcentiondst obssrves an undus intervel butween the Cime an

SESShsemy—
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unegcorted vieltor leaves the Interviewar's offise and the

tire he prosents hiumelfl ab the recopiion desi, the yeocen-

tionist ghould rmake dismees ingiiries of the vieitor to

dateruine the csmoe of delay. ‘hen the clreunstances in

mioh & dolay appesr susploious, She seseptionist ehwld

- malie 8 report insodiately 2o the oifice of the Cilef,

- Physdonl Leourity Braogh, and o the latorviewor of the
%&ﬁw invelved. '

o BURRENLR O PRSH

- Tho vAritor pese ahall be mursndered to the receptioniot
us tho visitor leaves the bulliding, o to the bnsliding guard

it olw recoptioniad has lefb Sor the day. The geerd will tum
over all ceilscted vislim: pnsacs to the mptimieﬁ on the
following Bovning.

I VASITS DURKNG OFF DURY K

- A persan desiring %o visih o OIA offios during nonworking
hours, Lnoluwding Saturdays, Swdaye, and helddnve, will be
vag Arerd to execute o svecinl visitor eduittance fora Nuniched
by the guard after the latter has confirme® the appointment with
~ thw LA staff sexber. The CIA staff peudbor will edym the form,
weamnting resvotislbility Sfor the viadtor, and w11l escort the
visdter from the juard desk. Ugon coppleticn of the interview,
tha staf? senber will oscerd the visitor from the belliding, at
high time the vicitor pons will be surrenderesd to the guard.
Tiw vinditor, upon entering snd laaving the ma.m.% will algn
the pusrd vapistor.

12, RICEVERWIOY STARY

Thw Heosytionish aaff of CIA will be responsible for the

courteons raception of visitoray disersed dstoymination of the nature
af the visitey armangesent of intorviews) feouirg visitor pascos upan
am:frmntian of appoinknemits with the apmropriate G staff mwhboarap
Smguing visttor pasees to euployess who have furpotten their Sdenti-
floasion oredentials) sxintainiug visitor lops in whioh sre recorded

- visltorn' nawes and addronsus, naxss and room nuubors of mereons
visited, and tho gonaruld purposss of the visitsy proeparing reports
ralatad %o the lisveptinniet cperatieny and w21l parfore cuch other
functions as may Le ﬁimted by the Ghior of Inspeotiom end Zecurivy
m.r.

'Approved For Release 2001/09/07 : CIA-RDP78-04007A001100040016-9
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3. MR |

b. Bullding Gusrds furmished by the Fablie Sulldings idninigtra-
tlom wiidl adnit dnto CIA balldings only those porscns «<th nroper
1dants floation credent: ale suthoyined forr the yospective balidings,
i vinisors o whon vinltor passos hava besn 1psued, .

B, Tho Gusrds w311 patrel Che offices after boura for the pur-

ruse of eheoking safes and windows, inspecting tops of dosks end other

ojuipeant for exponed alassified matevial, snd szdntodn aftep-hone
thiard Roginters of visiters and seplovess ato entor GIA beildinge
afbar boure o on Leturdsw, lrmisys sud bolideys, Security violations
Gutectod by the (uards dwing thelr patrels will be reparted to tho
wtond fecurity Mranoh theough the offSes of the Captoin of the
mmﬂn .

G«  The Cuspds parfomm those fNmotlons under the gogurity ordera
tad ingtyuctdons of the Oblof of Imspeetion snd Security &teff, throuph
the offioe of the Captain of thw Uuard, i el) seubers of CIA ere
expectsd o sovperate with the Cuaydy in the perforsance of their
hitian, : '

Cdh, KRS PO EVIONR -

A, Reys to affices vill b lept ot tho Cumrd demke by the builde
ing Ousrds, MHormally, offlces will not e looked after yegular dty
hotrn. Utas? Chiofs may ciuee % be locked any rooms thoy deen necos-
spy far escurity ruasons, upsn prior approval of the Physiosl Security
Pymnohe fuch rooms will be coneddered FEESTUIOTNE ARDALT gna orly
srect fiaad iy authorised persorm »il) bo admittod thapsio by the Cuards.

Persons nob regulerly ssnigned to SHRBTATUTED AUKASY will not be peye

nltsad to omter such aress during regulsr work hours urdesn perwisnion
in pranted by the ota?? ohinf of Lhe ares aouncernod, _ '
. v ’ L}

e’ Keys to Pastrioted Moaes and iress will be desued to suthopized

GIa pureoensd by the 74 Ouards mm written instruotions of the

Fayuienl Jecuyity Branah to the B of the Querd, sppidcations
for anthorisation to druw guch deys from tho PBA (uards +A)1 be made
to the Fiywiea) Geourity Pranch Wy the CTA oppanienticnal andt con-

'umw. Hagtar Roys will not be issued under eny clroumstancoes.
BRCTNAYY, F CLABHIVIBD DOCUGMS |

3. DREDETENS O QLA IVICATTONS

Ao LOP CVOHET: Ty that saterisi or Inforeation, the unauthordsed

ddnelonure oF wiieh mght cunse axeeptionally grave damnge to the Netdon,

ALl be claspified Y0P LUCKER. Ae o genural yule, 7P SROREY ratter 4n

Approved For Release 2001/09/07 : CIA—RDP78-04007A001100040016-9
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 tims of psuos will be limited %0 thad whioh, 4F dimclosed withoud

-~ suthorishtion, might ressenabls be expected %o lead dirsobly to

a definite break in Siplometio mhﬁima, or to 8 war, or have other
mn’e.iwwny ZYEYE CONSETOUONOBY.

. Fymeplensy  Inforesabion or umum*mmm, or dotalle
of disoussions or negotinticons with, foreign gowraments on
matsora of gread deliolny.

i Information oy intelligonoe materiel containdng indiastiona
af souroes of Zrelligonns whioh the Unitsd States maat protoect.

Informution or muterial) epngermisg the oxistencs or datalle \
of new devioss oy metinds of wrfare of extreme imporiance to
. national swonrity.

: 8 %m_ag;} Inforation or material, the snsuthorized din-
closnre O oh aight endangey national security, seriously
Jeorerdive tho international relsiions of the Undted Stetes, or
arxiangar the offeativonnss of a progran or policy of great leportance
to this Governnent, wilh be olaseified SHCRIT.

Haanplae: Information or material regsrding, or details
of dicouaslons or aonfarenous with hich offlo.aln of foralgn
gorernnants on impartant questions, ths prematuro disclosure
of which vight sericusly affest tha foreign rolations of the

Kepowss o scte dangerously snfrdendly to the United Gtatas,
o inportant trondn In foraign affulrs greatly ewlangrring
- netionnd swouvity.

Gavtain Rghly Ampordant intslligence reports, including
repords on sobhversive astivitias,.

¥ital) information on impartent defatises.
| igh-grade oryrtopraphio doviows and rolated saterial.

- Ga GHPIDNTIAIZ Inforwation or meterial, the unauticrised
diuclomore of wich might ant sodenger natiounal security, but which
sipghs prefudios the natiomal inbevert or the work of any U, S
ﬂmm agonoy by interfering with the dewslopsent or currying

out of iwportant polisy, or Ny hmpering mpotiatiecns in progress)
night cmusn serdous ocininistretive difficultiess or wdght it
in wmerronted aaberrassment of imdividnels, will bs clasuifled .
{NRATERNLIAL.

Dmspless  Iwportant intelligwoce yecorto.
Approved For Release 2001/09/07 : CIA-RDP78-04007A001100040016-9
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- Faports m or subversive elemantu, or
neage of Lncdividuals

Ivestigatione, documents and m&mﬂm of & per-
eona) apd disclpidnery nuture, the nowledge of which must
b Mammm foy avninistrative restons.

Ly PBRITEICFED: Inforustien ov materisl which does not f£all
within higher categnrien, hut which should not be comunicated
outatde the Oovernsert of the United Ststss witlmut adequate clesr-
anso, will be Mﬂd KERYRIOTRD,

. anlnt Heltern relatod %0 mmm npganisational
pel.m of & vecondury sharactey.

foutine dmtarnal yeports..

Infogmstion of a nonaenfidemtisi nature, the uso of shich
sheuld be oonfined to offisladl governmant activities and should
ot e publinly disvesinuted.

6o WHOLOTEUD DGR

he & Toginterad ﬁmmqnt is a doczomt, regeniienn of ssourity
clapgifiontion, oarrying & rejistsy muber, 8 copy musber, a short
- S3%ie, mad instrnotions that $¢ musd be ascounted for pmriodically.
Oryptographia doviass aro also Yreated s fepiaterod looumentis,

B, Lesowmnty »ill be reglstered mly 48 tha origineting autior-
ity desns 4% euvaentisl to conirol thelr distribution in the interests
. of navional security. OLpmowal 8 vegister & 0ZA dooument muat be
‘obtained fyon the isolstent Uireater, frfise of Colleation ond
rnullsdmum. .

" €s Fach Regiotered Nocunent rﬂl be mvﬁwmaly muyioed
ﬂumsmm BGHENT® in the upper wight-hend corpar of thw font
covars together with a tndef M reading, “'ns:m dooument mst
te. mmm for periodicnlly.®

£, Yhe fhurk Title of & !bgzm Tooweent s o oods word or
& group of Capdtel Lettors written together, and usually inoludes
ons oF fora mmbers which idewlify the specific tyna of docussnt.
ggw w?“n Title mugt mot roveal mbiest content of the Repistered
oumant., ; _ .

¥e A pommnichtion imluﬂtns tath the fhopt Titie andt the full
titie of a Legintered logunmt magh be glvan the sano mmrity clag—~
. ei.ﬂcatim &a tho Hagisterad Dooumsnt.

E—
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. Qustodians of W Togusenta are desiguated and are
clm*gmi mm Qutios an fullml

3. Tha OIA 60Mm aof mmm Pomuzents ad the
Altaroate Custodinn, dasigmatod by the "Mreotar, Cid, molne
tain the moord of the ongtedy an provide the oflice of

. pecord for sll eoes of Ragiotaprsd Doousants An the igensy.

8. & Havy Replsterad Domosute Dustodien, designsted by
 the Yaval Adwinistrative demaand, OIA, maiataing ths rooord
of oustody of all Yavy Reglestored Dooupwnte in (T4, The
" Havy Negletersd Tocumsnts Gustodian 1s olgo denigneted as
an Avea Cnmodinn of Ragistared Losuments for CIA to maintein
eontrol over Hovy and CIA Regietered Comurdoations fublics-
ttonn, locuments and levieos,

3. Ares Custodiane of Registared Dooumanto are nomineted

y Ageistant Dipeotors and Staff Chisfs L0 tlw CIA Justodian

Eagivtored Docunents ag the meed for edch appointments
Wc. Houdinoos shall nod be rermitted Lo aot og /res Custow
diong untd)l thelr noxinations haws been ooufirmed by the SIA
Custodisn of Dfegisteresd Dooumsntes end the Uhlaef, Tnapection
md Hegurlty Staff, AL) nomtoses suot sleo be designatod as
Biternete Top Secret Control @mmn.

U, Rogleterad Documants (nther t.hm those listed in mmg;msﬂw
¥o 2o shove) will be rocoipted for end distributed within Gia endy
%z;r the CIk Cuatodinn of Hegyistersd Docunemts or the Alternste

(wetodian, Any nsubor of CTA who dosires 8 Rogletercd Document will

repiest the originating agency to formard it through the C7A Custodian.
" He Custody of s Eogistered Pocument say bo tranuferred by the

| OYA Ometodisn of Japintersd Uoowwnte 10 an Ares Uastodien who ahall

soeutn resvonaidility for the dooument and yrender pariqma repm'ts ..

- an muimd.

T. GIXA Bepistoyes Docunents, trsnoferred in gﬂmﬁﬁ! by the

' G¥4 Custodism of Hapistered Doowments to &n cutside sgenay, mey be

droppoed from periodic ssosuntability ta OIA. The "Tronefer of
Rw@ﬂeuﬁ Degumanta” fors will bo stanped eo follown:

“hoaoumiahility to be assuued by recsiving agenoay In
- agoordangs with 5 goveming his oewim. Fariodie
scoovuntability to CIA nod required.® '
iv. ﬁmamm et Emmrrm CIABEIFICATL. N

Doguwents snd gorrsspondiengs will be sleseilied sacorcing %o
u&m pravisdans of peragyaph 15, Seeticn IV. The meponsibility for

Approved For Release 2001/09/07 : CIA-RDP78-04007A001100040016-9
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insuring thut doguments produoed in OIA ard cleantfind properly
rento with Acsistant Ulreqtors or ptalf personnal cccupying com-
parable pasitions, who will establish sdaquate procaduras within
thoir offiges or stelfs to provide for peview of claaaifigatlions
givan dovusents by thely mubordinste officlala, in order o ingure
that correch snd unlfornm slaspifioation standerds are applied.
Overolansification mat be avoided, for euch praptlce w11l tend
to workon the entire ssoupdly olaspificabion £ tructure,

: wied Top feorgt Togumenta vill have the alag-
aioication printed theroom, AR #0 ur AN is procticable in

. ped, with the aize of thm type noticeably larger than that of
tho taxt., The classification will sppear on the ton avd bottom
of the frant cover oF fivet sheok, on all succesding puges, and
on the baok of tha cover ahest or 1ast pego. The elacsifiostion
u;ﬂﬁgn shall be spsced at least 2 inch from the top and hottom
o Lok, ‘

Re p Segrel Locumerts Are gﬁ, the olapaifiestion

will be Warket ob &AL pagos snd qoplus tharecf, top and bottom,
by woanm of & vod inked yubber atenp, tho typo of which Jo
notigeably largey than that of the typesritten tuxt.

: 3. Top Seorey logwes WAL Hosne ¢ Stenalls ‘i
piLen Maators wiil be reproduged on pas Ath e olespification
;wm in yed, top and hotten, on tho front cover or first

ahuet, ant on all succoeding PRgos. The cleasificstion on the
bagk of the rswr cover oy last page eithsy may bo pre-~winted
or marked by means of & conaplcucus red inkod rabbor SLARD.
Tho pre~printed olassificstion anrking will be noticeably
lurger than tiatb of the text and will be spuaod at ieapt | ineh
from the top and bothom of tha toxt,

B. DREORET, GOUVIDENTIAL BHD RESTHICERD SOCUMRTE

-~ ke Such Voguuents Fnon , will have the clsssifligatlion
printed thereun, the 88.0 SF whioh may bs tho sene 8s that of the
text. The classification meviding 111 be in type noticeably

: wgf than that of the text, ani will appeay on the fromt cower
oy $irot ehead, and on all sucoosding pegess The slassi fiontion
parking will be spaged st least & anoh from the top and bottom

% fuoh mm%.- Ko #11} have the olassification
nariud on all PAgus aopien thareus, %hop and botton, by weans
of & red inked pubber staup, the type of whick in noticsably
Targor thon that of the typonritten toxt.

Approved For Release 2001/09/07 : ORRESRSRIIT, 1.001100040016-9
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ﬁ‘ncm &mmmﬂ 1 ﬁ % 18 of %@mil Br
3% Sra, SRy on gut umm,
: %Yoz, on each shest, '

The olassifioation meritng w;u,l

" ba apecod et least 3 inok from the top end bottom of the text

9.

anft vl correapand with the following dasign in undorscored

ganival Jettarsy ,
' DoPoCofialio®

- GORYTDENY AL

In 14w of cuthing 4Ahe Mﬁuﬁm on tbn stemeil or Altto
anatey, ths qlasgification may he pecerded on all pnges of
Searet, Jonfideniial and Reatrictod domteants by mouns of &
red inked rubber stamp of oonsplonoue siss,

SAPMUARTITHO OF CLANSTFYED DOUUMANTS MM MeITSIAL

A.  Srovope of elassifiad domwmonte and matexial {mlndw

mwnph&o mtaa, wri nhm, w'hm poaour ard etuneilsl.

. ﬁ. A 4 m ﬂﬂm mm d:m’vw“ﬁﬂ’ o r

. for omaﬁm% reasons, it 1o not possible to amly the fore-
roing storage reguliresents, arrangosents may ba madn, subjeat.
‘%o the a'ypmwl of the mn.r of inkroction apd Security :mrr,
mwmm&w:mmmm puerd, when

nok it

— Dapere,

in aam ﬁhm oob 1!1 T ihmrvimabln mﬁbnn pajers
- wA31 be torm in oanll pleces and plasad in the claceifised waste
rooeptacia. Such pepers shall mot be discurdod in waste haclhets,
Uoud oarbon prpora ehell oot be kept 4n dasks, desk Sraya, ate.,
aardng nonwsorking hours. Masuified atencila, untid) dlspossd
af in the classifiod wastn, will bo otared in safes. The anne
apvliss to stenoprasphiilo notss, work plwots et the like.

_.Approved For Release 2001/09/07 ;> CIA-RDP78-04007A001100040016-9
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Su gelantas Tads and liet ¥, although not in then-
selves aleesi fied, veq contain informaticn of coneiderable

mourity signifionnee. OSush articles, therefere, cheuld be Iooked
1n pafos during noneworking hours.

. The ssfekeeping of alnasified documentr fe of Pries lmportunes.
The foregoing sturage roquirvosnts, mrescribed for tha various ,
sooupity classlficationa, wwt te adhercd to striotiy. Docuronis

 elanpis ed aboye APSTHICIED #ii) mot be kopd in Iockad doske op
athey uneuthorived containers, nor will they cthwrniga he ieft
anprotected st pny Sime. It is stviotly prohibited to take home
for any purposs whatsoaver, meterisl classified abevo the level
of PRULTHICTED®, AXL work thevoon supt be porformed in the offiocs
whore it oen be protected fully. Prenastions should by taken to
peavont whsuthorined peroehs from Seelng clnasifded doocorants
hiide vork s Uning performed om thew.

A. Eagh combination sofe snd sefe-type filo cabinet vill have a
sticker acplied ingide tho voutainer on wbich will be racordad the
nane of the person reaponzible o the gafn, his hove addrooa and
talaphons muwbey, the naeas, how sfdranoan end tolerione musbare of
all other parsons 4o posscepion of e govbinotion, iisted in the order
af prinetpal ums, end the dste wien the corbdnntion nag last chengede
Tho sticher vill be plaomd on the side and namr the front paned, of ouch
. dpewer of the conventions) sufe~type file cablnet, and an the inside &f
tho dogs of tha dooretyre oafo, Heotoh tape should ba placed over the

- cmem tn secure it proporly.

B, The rerson rosronmible for a sofe ie almo accourdable for 4ty
proper working condition. lo shonld arrange with the ihysical Ssourity
Bresioh for the fmmadiato Pepair of any dofectivo anfekeoping emipmnt
in hin:cuntody.

- 8, Omisinotions of safes ant sofe~iyvs filn catimate will be
known only %4 thosw persons who are reguired tn bave fooeus to them
in the pesformance of thalr offiglal dutins, Combiratione of &ll
safekoeping equipeent will be ohenzod &b least onoe every six noatho.
if u porsua having koowledgs of the soubinebicn of a onfe should leave
the organinational unit or CIA, the oobination of the sofe Livolved
‘will be chenged imeadiataly. [v jo the regnonaibility of cuslodixne
£ bevn thu goebinations changed in genordancs with thess requirveents.

& gepresehtetive of tho Physlcsd Seourity Hmrch will mske the change

upon requeat by the custodisn. The Thys' ool Security Dranch alohe
il chatge Lhe nations f OFA safes, unleas an excopiion is
granted avec’flonlily by the Ohief of Imspeation and sanurity dtalfe

TS
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© P. Uem w safe 18 delivered to on office, no claszified mate
mxmumzwammummxnamarm sale Dirsh
has heen changod.

_ N umwxummmmwmmxm
Becu Branche The poroon respensible fob a4 ssle of safo-tyie
B ¢ X1 w33 tuyn the cumbivetdon of the safc over to the
fayelond Cocerdty Branch, donblewwvanied fn 4 aosled envelops
{fmwr etvmlops Narbed ¥70P SHORET®), elgming bim nmzy on the flap
of the outey sivolope. The otsbinetlon of ¢ cofe meYy Lo obtalined
appourn on ahe £1sp of the emVELepR. oo by MO hat? chiads upun
uppearn o o nve o B tef, upon
mmwmnmmmm 4 pute comblontion neves

wiil b divalgod over tho oxuept in on axtremely ciwve

mumy. follawing which the mﬁuhndammmpﬂy.
8 umnum.mmm of the custodisn of enfes

%0 saoovtain tw pmopee mothed of #1l typst of asfer in e

or hoy gustody pelor t9 utw. ‘!!ammmhwwmmﬁnm
mm }’My %m;?owc prior %0 mking thalr fiwt searity chaoks.

. mm am.nmmawunmgmtmm
fop handis of the mltiple~drawer safle or on the huxile of the
dooypetyn sale mmummmmmmmmmmm
bhoar saoured o6 the aloss of the duy.

. BESPG L OF SLARSINIED WARTE,

A mumy Mﬂ, copios, cartom, lhms.lﬂ. stonopeaptdo
oyt nheots, and the 1 ,M&m“ﬂ‘bﬂmfﬂd%%&"ﬂx
ot foutt o, will ha tors or shwodded tnto msil peoos, e
visced in enwelopes or othar vecepteales sonspdenously sartod “UAREYY,
Ougtodiany Wikl disposs of thwiy olessified westo by ;i&ma.m it in
- glogalgied waoto sacke muinteimed for that porposy at the ?I poste
ooated #6 the mein ordysnoes S0 OXA Mulldings or Arenn. w ciansl-
e vaute sacks atw plobed up dally by the Msical Jumurity Branoh
atat diespopud of by borming. Classified wests, ontil ddapopad of in
“the seaios ot the guard pusts, will be safegumrded Ly tha gustodisne
thurenf-In the saDs RATGr o8 SECTIRT dooumont.ge

" B. Vaste beskats will be used fur unclansified waste only.

e The destruciion of claseified dowurendo suet bLe acconlished
in soncrdanpn with exieting law and pegulationns. The law provides
that povormeent records muy not be destroyed withwut the aperovel of
cho Apchdvist of the lintted tutes and the Congross of the nited
Htatan, Unstodienn of documents will suyvey mr&aﬁim&ly ail moh

RIS —
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mmax in thely peazesnion zud, 4f ma of no further uga, will -
reguest thely Area Nacords Gffiosr to poview the documents ond give

- direciione for aporopriste diapoum aR povided 111 the 014 regu-

htims o Bnorda lanpgessek.

: : Ity will be defm”ad by
burning by 4 arect v fhoe at the OIA inoineve
atar. The mntaﬂim ar hin dutgml. widl mm:; a8t tho indlneratey
urtii «l) the dogumsnts heve bepen Murned aompiotely. The sppropiate
iraa, Aiternate op sssistapt Top Hooret Control Offfcer must be noti-
fiud of the Mmetm in ordey %Uwnt tha proper entries mey bo node

on the Yop Eeoret Zog. %hon a Top Secret dosunsnt in destroyed, the
disposnl cartificste portion of the Liguture tecord and Cuvor Shaet,
attached to the docummnt, will be exsauted. The cover sheet will then
B formnriad 4 the GI5 Sop Cecred domizor Uffiosr, Shrcugh the apnrom-
riate siven Yop Socred Uomiyol Offiewr, Eabpersgraphs A, end I, of

- thim suction slao st be cowrdied with.

| OONTIDENTIAYL AND PREOTHYOYED TogUimuys, NIY MOTOsiRrR,
vRy te dost ot 3¢ or tis designee

At tha CIK &naimqm, or fush dogunents may be shradded or torn into
sanll pleges end plased In the alaosl’ief wasto yecoptacle, for sube
soquent burning by the ‘hyploal fecurity Orench. ithder no circumstanoss
wiil whols documents be pumd in the sluagified waste yoceptoolon,
Bubparagrapha A, and I, of this seotion cleo mist be complied with,

RUBISTEARD §-CUNINTS, will ba degtrayed by burning, by the |
Area Tustodimn of Ty couments, or hie depiyneo, a6t the JOI&
fnoineratore Such peraon vill remstn at tho incinsrator wntil «ll

tie doouswnts have Lsen hurned cospletely. Bofore a Boglatered =
- doonen® mmy be doatroyed, anthorisstficn swat bo ohtelnm! by the

Aren Custodian (with the axpsption of the Corennientions Livision)
frox the CIA Custodian of W Dogumonts, ¥ith renpoot to
Reyintarad Yop Sesrat Documents, 8l requirersnts portaining to the
deptruetion of Unrwiglstered 'i‘oy Ysaret Loouwents, en ot forth in
subparagraph ¥, sbove, mist be obsmvod also. In addition, sube
zmagumu ke mud x.\_ng;ome, gmpum with.

E.

CLASHIETET R&WN!

« CIA Docwmnnt Hecelipts which
specifio cleesified docunentin way bo
dntml, n woamnu with the pmviatom of eubmmgram« e above,
as followm

3. Top Seayet and h-;finhmd Taounont Repainte, ofver fivo
YoUYHy . . B

% !hu'nglukw Boores, Confidentinl and iastrdatad Ygtxcmént,
. Reoeiia, after Um0 years.
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P. CIA COMAR APCETYTS widoh 7eflact the regeipt and delivery
of pagkugss oot ning clRssifiod doawsonts mey be destroyed mftey
one yoaor in acgordance with the mrovisinns of subpersgraph C. ebowve.

O, BRY TEAS, COhiefs of Offioea, Btaffp and Divieions nay,
42 thoy wi ﬁ, arganise "hurs tesma® for the parpoae of destroying
dogumants in eootrdanos with the provicions of subpsragrashs f-b=
© GeliF alovo. Gantzal cullssting pelmts for documents to be destroyed
by the "hurn tesra™ smay e sstebilahed in offices oy arean.

LB FERSGHD MO 90 UMK CLAUSTFD DUGURENTS

ffiom Chdels will assaro themsaiven that persons sssigned
40 mugh dutios In secordmas with the provisiens of this insvrae-
tion, are depandable snd therewmghly familier with i security
requiressnts Iovelwd. Guch peroons nwed not bts of any alnimas
grvdde or rank. '

Za

CrEYIVICATES OF [RVAR

. ' MIT te of saon Wikl i p & 2P »

K S . pigned by the custodisn. The Cortificsts will includs, in sddition
S ‘ " tn the sigmature of ths custodisn, the date, nmw of crganirational
unit, end & vt of the documents mt the'r claseifications. &
witness to the destrwetion will nod be reculred. Nogwwnt Recealpte
fZor Top Seerod Cocuwsaris, when deptroysd after the required retention
Lo | -~ peripd, wAll not be 1Ssted en o Certificote of Testruction. The

3 B . . original copy of the Ceytificate of I'estrusticn will be eent to

o _ . the Begords and Yiles Seotion, Jentyel Records Dwanch, OC0.

idential &l Negtricted [
! Ly &t 8 PRS0 t.hgx__ ;
i : Wiias oy Aponoy, & worsilicate of Lestruction for mocords manag
P R purpases, will be propared o duplicate and sijned Ly the custoiima.
o The Certificate will fcalude, in additton to the signeture of the
iustodian, the dute, nome of organisational wiit, idemiification end
pecurity olmiﬂm;&m of tho fiis serics destroysd, and the volume
of the documerts fn spproxixate Jinaar inches oy fest. The volwe
of tbe saterial isted en the Cortificate of Destruation will
C tnclide the doauseig destyeyed by burning end thoss dlsposod of
. {n the olassified waste, A wisusss 4o tho destructicn is not
suudved, The originel eopy of the Cmdificate of lsstruction
wiil be sent to the hecords and Files Jection, Centrul Records
im, Xl

3. Ru%ne__ma_d I'oomentae Lartificaten of Pestruction for ail
HE e ooumanLy of 8Ll atassifications, will be prepared in tho
pExy panner as that presoribed in subparagraph I-1 above, with the
. axeemtdon thet the ordginel couy of thy Certifftente wilil be forearded

o the 74 Custodien of Reglieterad Toouwrents.
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2. RRERLISYYONS on DEBTRMINAYEON »P OTARSTIUID YIFtA® 0N

A. Gol.h, msbers will pefradn fron giving wnauthorised
mraona cuy clasaified inforzation abont thaiy wark,  Abldo
o grivate dlesuge’on of alassified data with, or in the proge
B0 GV Dearing of, any parson not esthorises to bavs knowledpe
thareot, s striotly forbidden, $his rrobibition alao oppliies
to friends and mesbeyw of the faniites of peracns ottschied Lo
GlA, mhen sush indivicdusis nwe not entitlied efficially ta know-
lodge of olassdfisd infoawetion,

B.  Any pevson on daty with CLA wha, with delibevate Intent
ar shrough gross nogligenos, osuses olawsifisd infersutien ef oot
ing tho national sscurity te be asoveyed (o an unsuthorised norson
ia mubjuot to the penalties provided for by tho Haplonags fiat, '

Os  The following dascriptiin of thy fentral Intel:igence
hgoney 48 oommn knowledge and OTA bewburs, unless probibited by
thodr mupariers fron publdoly assoolnting thessalves with €A for
sowmrity or cther passng, nay quots therefrowm whon £, iv deawd
DACHRINTYE

"ha Gortral Tntel Agonoy in sn Indopendent
govermint agenvy established wnder the Kstionn) Cacurity

- tho interest of natienal seourity and advienn the Uationel
Poonrivy Cograd) in mettors esontarsing auch intellipence
' sekivition 40 ralate 10 nntiensl smeurity,” :

o wmpiifination of the forogoing seatemant to mmathorised peroonn
w133 be pevmdttod,

. By o person i entitled, solely by virtue of his rradse or
poxition, to knowledge or popsession ef clneaifled matter or fcfore
rathene luch netter and fnformstion shall Lo restrioted oniv to .
imiividuals whose offieoinl duties require such nowledge or pssess-
Aon, '

" Bl CLASEBIRY Baihayrs

TONS OB COMPROMT K &

n qesn of losa or sorgwemise of classified docummmts or Informas
tlat, famdiate notificaticen thereof will be eade to the Stted of
Inmmction ma Sesurity SAafr. '

25._., BUIPIORTIN AR RIS | _
Ry' Uffioe and GAaff Chiefe or theiw designsen whould periodieslly

m.!,uw clasoified docunants in the mustody of their rogpeetive orgenisee
tlonal wiitn, with & view to eenodlling or downgrading the clasaisfiontiony

Approved For Release 2001/091'37 : CIA-RDP78-04007A001100040016-9
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of these dmmm, tho mlty Mﬂm of whish has
dimininhed or sessed to

puking Lhe original
hllW -qmnugmlm
goeBmim i PR T S L
%ﬁ%m«w%m mmnnmmzm
wationt

WWW
Tiassl Manbion "
Cmeulled |
W“ﬂﬂ“ﬂﬂnﬂﬂ«ﬂﬂ*
By Asthorlty of ’
' Hao

FCY. LY. T 2 . % N N K K N B & 4
=: III B W P G R TR B N W v DR

uﬂnanunnwnuuum

Piyetonl namtmaﬂmm ey T

SO nﬁ asnsideration should aleo be pglven
mug’ o in atam:iuﬁ ximmmmxmrm%m“
bt A b

Dy In cosee horein appeoprdstes mtdority to effect changes in

alansl ﬂw readily quastions of
rocsdure. mgm'amm;acﬁmmwr._.

'm-?wmm"uwvm

- B mmaxmmmsmwawun

should Do takien, in a0 fap an 18 prectionh). ‘hﬂ tgecmn-

tisution of adl cepies Lheveof mmam om:sa of m&:h
swhen changing the olsselfioations of dosumeris, should se Anferm

wurgons to whom suwch documaots haed been ﬂuﬁi&m, if the recipimts
,thwntmmmmm _ |

i nu;m ’m.m ¢ olassifted metericl W the ﬂ‘iﬁiﬂl‘bﬂw office
Mlhh 1nited to t;n miniosn muabey of cepiss nacoscary for effieient
operstion,.

| B Olassified domments wiil mat be duplicated without authordse-
+ion of the arfginating CIA office or calside agency.
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B

' » humehtm:th
-mm..m%ﬂf ﬁ.:é. Sy, ihe
mm»mwmmwsumm. but will be clas~
#ilind on 1% oan sarite, with the eastnwurywncs of the office or

Wﬁawt erigionted the dogumant,

D The eriglie MMHMMQW&%
- dissridusion of c!.u sttordal, Ansluding the ma of tha

mmmmmmwmmwm

It fo s gv- Fespensibiisty of a1} CYA pavsomnal to
ima mtnoh opwm Sy registercd or unregiutared,
8 handled in & segure namsew anel thet unanthorised perschs may

in no ingtance have mtﬁmhdmmta.

my{ each Top Frepered or
MMWMI’ hitrarmrm eumtmmmawm
Tep Esares Contrel or By tha dras Top Ponret Corntrod

mﬂ.ﬁ agtd oF moeliving the doowant, Moh
lg'go lﬁg&m ey and & miber 6nd will
bu yecorded fn the Standand Top Sewrwt leg or ot regoying

- wadinm spproved fofntly by the GIA Yop Ssaret Comtrol Offfcer and
the Gh,of. Hﬁ:ﬂhﬁl Ww Brenoh,

' lﬁnrgna of & ¥ mmmmmnmqm
uumaﬁu 4 -

mmum turs Racord and
Cover Lheat over Chast Mfma Astared Top Zocret
dngument mu& tu m«t r *Registornd t‘mﬁ* Each
G&mﬁnﬁm%wmm af & Top Eeoret doou~

vmmuatmm“mmﬂmﬂhﬂ.

By The Gentral Top Seoret Oantyol in sstablisted in thw
. Gonitrel Records Brench, ldbeewy Division, 0D, It serves as the

sontral office of record for tho Agenay and providen the arshives
¥or Top Soecyet dogumentn,

B & m Top Searst Couhrel Officer l:ﬂ%’bﬂ;mm%aw,

! tumum mﬂm avar

7. brea Secret Contyed an offienn of
erpaisationa ’“’mmum m TOAR egramient

of the CIa W and MM‘# Diraote ' 3
- Mfflows o %ﬂn of Mtlg Engh such aren w11} be Mﬂdﬂrgwam
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0. Area, Alternate, end Asplstent Sop Caorat Comtrel ©Sfficors,
and Top Deoret Gourters sho arg also Alternste Yop Sacret Contrel
 Officers, are nocdnstod by sasletend Diveotors end Utelf Ghiefs to
i GTA Top Oeoret Control Off%asr, Hominess ehall not ba permitted
 t0 ack as Contyol Officors until their pominatlonn bavo heon cone
firsed by the CTA Top Cecvat “ontmol Ufficer snd the Chief, Inspec-

tion wnd Haourity Staff,

He The 014 Top Gecrat Control Offiger ond iren and Llternate
Top Seawt Control Offfcers &re the anly porsone wno olmll be perw
mitves Lo tranowmit and recsipt for Top Ueorst materisl muving bo-
twoon U5 end outsida speoncios. '

I, Aasistant Tep Laoret Comtrol Officers, in odditice to those
naned in the preoating pavagraph, are ths only persone who shall be
parsitted to transait nnd reeeint for Top Seerct material moving
withdn CXKk. ' .

8. Chiefs of Off%cas snd Staffs ave racptnsible for the desig-
nation of persons in thelr omn officen, other then Alternute and
foaissany Top Secrot Comtrol !1£ficers, whom thay decm aro operations
ally remiived %0 sen Top Jecret materinl, and they are further ros-
ponpibla for inmiring that Jweesgary amntrols are exorcised to
eonfing be mnbar of auch perscha to the mindmum. ,

 %. The Chief, Irmpeotion and Zecurlty Hta’f, wny conduct
pariodie snd unannounced aheoks of offises of CIA to deturming
whether the regulations pertaining to TCP 3T seterlsl) are
" buing obeerved. :

28, ZANSUISULON OF CIABNTATED TOGUMUHTS OUTSXIT CXA |
(For detalled nstrustions ses Hequisticrf 25X1A

Ao $O GEOREY DOOUMENTS, KOY REOTEIERID, will bs doublo

wrappy whon tte op Haur ouriers, who alen are
CAlieynate Top Searet Jontrel Mficors. Such doguments nesd ant _
he devble wrapped whan hand delivered by the CIA Top Usmaret Contyol
SEfsoer, Aren Top liearat Comtrol Nfficers, or Alternate Top fearet
Gmdrol Gffiowrs, ottur them Yap Segret Courlors. iocudant Heoeipts
wili always be obtained for TOP SHUPRL Poguuanis, unlena tranwitled
ey spproved alegtrical menns. The reciplent's signature in tha
pendey's Top Hegrat Loy Bosk may be subetituted for the Htondard
Bonpumen® Reowipt Form. inly Yep Jearet Ceurliers or syproved electyle
anl esnp Wilk be utidised for the transmissicn of ToP LECRET Pueu-
ronta, unless hand deliversd by tha Control fficers rpeol fioanlly
pantioned sbove. When truneaission is accompiiskod by sush hand
dnlivory, tho appropriate Aren Yep fweret Gontrol Lfflons st be
aotified. Under no oircumstences may T0P GEUHET Tiocunments bs truns-
wittod by Papintered Sall, -

~ Approved For Release 2001/09/ @ ERONER 304007 A001100040016-9
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double wrapbod, unisss hsnd deil The oustodions thoresf.

Focumamt Receiito w11l Ba obtained for SUCHE? Tuoumet !
COHPTDERTTAL Dooumants, uninas the ssnder duess a?ia:hm.m”
- ealpdent's eignature in the sender's HICHYT and COEFITINGTAL kog
ook muy be substituted for the Ntenderd Coowsent Tocolps Form.
‘nly suthoyised courievs, spproved olectricul means or lepieterod
sl will be stilesd for outalde LrenssAenion of SCIHT and
mﬁﬁﬁm 1AL dooumente, unlaws hend dodivered b ths cuatodsens
bl 2aiits 41 : '

G CTOD DOODUENTS, N7 a&mﬁm% sy ho doliversd
by meneonyey, sy of s OX 0¥ Tepuler wmoall, Sogh
domumnte noed not be doutds wrepped, nae 19 it mecsassry to
oviuin domment or wwelope Fevuidpty for thom,

s

SECRER Doouments will bo tronsmitted in
Top %Wm?mmtm, vith ths
; 30 {1 mports wiil be
tubatituted fur the Gtandard locurens fwonipt loros,

mﬁ,' A _HBGT t‘M? sy not bo Lrannforyed ému one
res LOfsen Lo en ares cuptodion, or 4o an sotivi
vutalide ‘et Qik, wxonpt through the UTA Gﬁ:mmﬂﬁn of ?%!sxta‘:’m
m“'ﬁ ot :

m:;mm OF CTLASOIFERD DCUMENTS YYTHYH CTA -
(For detadlod instrugtions mes Hoguistion I 2°4'°

; ! ‘. . i ’ ﬁ , 3 .\ ¥ : T A-s 4 E @ £ g A F

o e w‘kzﬂm: UiIGARTR, HOP Hiy: mm, wili bo double wrapped
, ) 9y wkty alzo are Llternsts Top
g ~ Heoret Control (fffaers. tmob doswsonts newd not be dmble wramped
- vhen hand deldvured by the CIA Tap Seoyet Contyel #Tleor, ar by Ares,
s ‘ ftsnfww_a and Alternate Top Devres Contrel GffSonra, othey then Top
ER N _ Boavet Gowriers, @lon transsiesion is sccomplished by such hand -
| _ dalivary, the apgropriste Aves Top Jeowet Ourtrol Ffiows supt be
 ootdfled, Dosument Lecwipte wAll bs cblajned in al) casws. The
o - rosd ot slghaturn in the swler's Top Gocret log ook may be

‘ - mmuw for thw &ﬁ:ﬁlﬁd Document, legolvt Farm, Ho persona othwr
) m;m .Mﬁ onkily m‘m '.m mx , 2 ¥ tran
BN TOP SFGNG Dooumants within OIA, * b vmmmg ke -

29.

L]
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- any person a

racsiphs sro nov roguired,

Bs  BROHUDZ sMDL QOUPIDRETYIAL DOCUMEHTS, ®OT F.S‘iﬁ;g‘i_}'%:!aﬂ), wiil ba
enelosed In chiln eivelopss (o Zurther cover requdrod) aid coaled
by means of a CIA pumed label, enly when delivery $s made bLy couriers
or mesoongors. Tho snwelops will beay ne mavking to fn-'ieste the -
aleasi figation of its contente. Louble ®reppling muy be mbstituted
for tho ohadn onvelope, 4f the mender deems sdditicnsl pracautions
advittiable. locusent Receipts will he ohtsined enly when the sondey
considare 1% desirsble, The reuipdent's sigarture fn tho sonder's
log dook muy be subetituted for the Btendsrd Dooument Fepsint Form,
what & roceipt &8 roquired by the sondeve Authorized courlers,
qustodinng or any responsible oftiog assistant may make delivories
of GFUKETL and GONTIDATAL Pomemnts, oither botwssn or within 0YA
tulldinge, Nessongers shall be permitied to deliver such dogurents
only within CIA buildinge, o

G FESTRICTED ToCOMMNTS

R BEGYAVERMD, may be deliwared by
» messonger servios is utilised,
the docawont will be enclossd 10 a shuin envelope (no furthor cover
required)s The eavelops nead nst be sesled end will bear ne rarking
% Indiease the olossifisation of {te contenta. bGocumant o envelome

D HYOLSYEIGL DOGUMGNS

o 1. 3‘»:‘» 5.13 tﬁ {mﬁ? ‘ DOUSIES 1111 bﬂt?mtt&f! iﬂ
She sann panbor as URHECISTRRRY 100 CTORYT Docuwants, «ith the

wroeption thas Regls tered Documente Uransfor Heports will be
- substituted for tha Btandard lNosument Naceipt ¥o '

T REUIGTRRSD DMORZY, COMPIVRMITAL sy REIYIVOTED Dooyner
will be trinmiited In ssoordance the Lrocerure presori
- Koy DIGOESTERED SEURRY Dooussents, with the exeeption that
- Fogistored loounente Haports will be gubstituted for
- the frandard Doougant Nogelph Forms, '

__ 3. 4 JEOTSIIID VOCUMING may rot be tyannferrad from ong
 Res ou 1 £0 enothoy ared auatodiung excent through the
OIA custodian of fegliotered Idouments.. :

30. ML IRPTHAMOE LY 100y

L. Altarnste or Assiatont Top Seored Contrel
Laoy \ responsible for the meintenmico of Top Scaoret Logs,
both looslly and fn the field. The Logs will lat a1l Pon sHecret :
raterisal, both Unrepistered end Regloterad, rocelved and dinsstoahed
at all of the Top Seoret Control Areas.
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B, HICDUT and CONFTVANTIAL L0085 will be maintedined by respongidle
perwony degignated opecificelly for that pariose by «Ifice or Livieion
Chiefs. AL Seorot and Gonfidentiol waterisl, not Ragisterod, will bs
iogged 4n at the initial point of reoolrt in an Office or Stalf, nore-
ally at the Mvision lavel {exospt in the smllor Diviviong), s will
be lopged out At the final poind of diepstch when bound for dsstdnuticne
autesce of the Jificn or SAars level or vhon dismaiched to a finld of-

1o o hedwean mubdlvisions of an offlen loceted ia oifforant dtulld-

Ssurs.  Orpanissticnsl units vot Includad in tha forepping mny meintain
Logs when desaed deelreble fow epurationsl reasuns or twoange of tho
nature of the sctivity invalved. Field affioes will wwintain logs of
g1l tporat and Confidentiel meterial received and dispetohed Ly them,

If, during tha courss of operetions, it 18 nwoessary or wipndient &b

tives to hard oaryy Jsoret or Confidential decurwnie, the aonkrol
points et each end must be notlifisd,

. HESTHICTED LOCUMESRYS, WY RICLSTIRAL, nued not be logiged,
Bub Lhe oustodiany therdol vl Wit responnibie For such dogu-
wunbe with roupeos to scoountability. £ an vrgenieationsl. uplt
elngts Lo log destrinted muterinl, tha recordings way e made on

the fsores end Gonfidentisdl Log or on & ssparpte iy

B HEGTSTERED TOCUMENT LOOR will be maiotained Ly Aves Feglstered
Topunontt Tuatodlens for ail Loghaterod Secvet, Confidential and Rest~

rioted dooasontn
o L6 TEni DR U INTAINED OH ETANDART FURSS or other resording

wodia epyreven JOLNBLy By the GLA Records Ufiicor snd the Chlef,
Fweleal Sequrity Branchs

3. SUGURLTY XN OFEGE FOUTINR

A. incs effeotive ssourddty 18 dargsly 6 natter of hebit, eseh
offidn pek by run on & sed routine dosigned to insurs oweplete saourity.
Ladly operations should be perforsact in euch & manner thut secwrity at
no tims w131 be oomjmasised. : ,

#.  Tolephone :
, 1. The presumption must ba that every conversation by tele-
phione 0P inter-offios gomwnication evoten will be overheard by
wumthorised mroons. %o wires are protested, not oven tiose
curvying inter-offics oalle, ¥herefore, TP GHOALT, SESREL, or

N ITIHYTAL Anfornstion pugh mewer be Jiascussed over sugh
fanilitien, ' '

.
Riisiem:
» &
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2, Yhen answering the telephons, an exployes will give tha
rome of the person whaoss office s oolled, e.g., "ir. faith or
ir. Hmith's office”, or le may give the telsphone extonslion only.
In captain aress special telephona instyuctions may be Zomed by

. the Ohiags of the Offices invoived., Owitohboayd operators will

. UMYy %0 onlls from cutaide CIR, with the
axsopti angwer "Contral Intelligonce sgency”

to incoming calle on dieY cods 1inca, tHhen a paveon roguasts
 dnforuation over the taleyhons apd there 4o sany doubl raperding
hig fdentity or the neosssity of hiu roquiring the information,

the omployeo w11} take hie nawe and tedephens muder snd olfer

to return the eall. 7The empieyes vill then dissuso the romiant

with s supericr and dselds upon o reply. fedloywss will not

transid Anformation abomd UXA S0 urdnown or wsactiorized persocs.

0. SAEB. A& lnrgo sign merked “OPRNY will be dnsorted in the
handle of the top dvowor of osch safe=tyne file cabinet wnd on the
tondle of pach deop type safe during the time euch equipmnt ie

wilecked, Thiz 12 interded ap & visual waralng to matodiany or

gkher offico enploysen to lock pafes at the end of the duy or duriug
unuarded neriods within the reguler work day.

o De EHDOUAEDR B0KE.  Employess wil) not lmave yrooms vnocauplied
ot ony vime during The day AL clasaified dosummirs erg exposad in the
offion. If 4% is nooessary to lewve a room unoccmpled, w1l materisl
alnasifind ahove PRESTALCTALY first mush be locked ancurely in the
propey pefebneping squinment or tewporsrily placs? in another employea’s
oustocy. [uring sush perieds, elsswified dogumonts will mot be plused
in deskn, or wmar treys or desk pais. "he Acoking or bolding of a

" Roor to on Mnocouplsd room while slagsified infarmation ia exposed

thorein, is o to moaurity requirements unless the interlor of
the rooa 1a andsy the constant observation of emplayess in adjagunt

: Iy

g, VISTTiMG. o erployee will pormit clsssifieft pavors to be
on BAp dask 4n such & fashion thut thoy oould ho rend by rer-

sona visl ting bin off{ce vho ave net uuihorised to have runh Lnformas~

tion, At such tines cleseified ssterdal ahould be turned face doen

on the danlk. ' : _

g. SLLSCYNIFD BAUTE. Olessified wapto pust be dloposed of in
sagordinoce =ith the repuiatiche governing tho diaponition of eush
matior. Uamte haskete i1k net be utilised for that yurpnne,.

$, PEFRCTYIE STOUAGE PR, Hwployees 1madistely will
ruport duTnetive BeTukeoping equipsmut to the fhysical Security Beanah
sthich will arrange to have the neopasary reapalys murde, In the oeentimn,
cinsiified mterinl should bu tranaferred frum the faulty contuipers to
poperdy functioning, apprepriate nafelseping equijmont. '
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SRUREHG ORSIGE AT TN OF DAYa Fach mesber of CTi will
tuke the fo 1 oteps inmre the neourity of his sres bafore
doporting for tho day: :

1« Clasr the top and inside of dosk og &1l mterisl
olessifisd atove BOVITCTED and lock 4t {n snfe, Dotewine
thot 81} much onterial in other vorts of the offieo has beon
mm in n pade. .

2. Invert avpty "In" and "Out® tyeys, or turn then on
mil‘ midns.

e Daterndne thas olssmified wiote hes boen diaposed of |
mroparly or in locked ir] safee \

s look Safes. In logking the safe~-typo file onhinet,
first olope oach drawer gosple . Tion rotate the dlod at
Iasat threo complote, conmeoutive rovelutions in one diraction
ad &% least thpee oomplete, consscutive revolntions in the
oppooiie dirsotion. Then oheck sach dmmwwor of the enfe by

Vo firmdy devressing tha tiumb latoh and at the some tipe vigor-
- ouply pushing the draesy Lewwrd and madldng 4t outward uoversl
tirmaw. In loaking the door type safa or a veult doar, rotate
tha d3al a8 indicatod abowe, firmly turn the hendle of tim
safe back end forth, and simaltansounly pull outwmrd on the

GO0 :

Y. Whon tho sefes have boen cocared, the custodians or
wenrs thoreof will exwoute the seourity cimck shoot attachad
4o the top or side of ench safo ind safo-tyro filo cnbinet,
fudicnting that the equipment hae bean locked properly.

$. £8 a8 doubla eheok, the last parzon to jeavs thw roon
wil) make gertain that the above ssaurity seasires hev: heen
%ﬂkﬂﬂ, that the mindows are loaked and the Mghta extingulahed,

3P. LREQILITY GUISTRE O OFFEOR

 A. DTSCUSSION OF CYe ACTIVITIRS, Reployses will not dincuse
tholy wurk or (he rotivities of GLA with snyone outelde of the of-
fice, moept ss my ba requdred in tha porformance of thelr offieisl
Mtian,

B, TALEIN IN PURLIC MACEI, Pmdtioular ceatlon should be
sxavoised in weiraining frow discussing clessified inforzation in
restauranta, ot sogial patherings, on putlis conweysncss or othar
ouch plaoetis

U CRAEDIT RETRTIOE,

2. Hubject to tho restriotions of mibparsgrarh G=2 balow,
onployens may use GIA as 8 gredit roference. Information whioh
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enployoon mey furnish in this connection will bs limited to
the following: S

Parsonnel Office :
- Cantral Intelligence dgency

2430 *K* Street, . V.

'!abhiﬂﬂtﬁn 255 Be G

- Eeployees will not fuynish tha naves of thelr superiors or other
- panbare of GI4, or units of orgoniration, for crodit roference
PIroesots ‘

. 2+ In some avess of CIA, reason of the nature of tho
dutions performod by certain sapleyeea, the uss of {14 for eredit
refarsnos arposes By he prohidited by the Ghiofs of the Ufyices
conaarnad, - _

. TRAFFPIO ACCYININGY, ARRXSTS, COURT TROCEEDINGT. Y2 an employes
ghould hecore invelved In s acoidant, court proceadings or other
extarnsl affafr inivhich CIA might baocoma involved directly or indlrectly,
- sven though ths matter by almost qng.iroly parsoncl in noture, he should

report the affair to the Physiefl ‘Sshurity Pranch at the earlisst oppor-
 tundty fo oxder that euilisble seenrity wessurcs may be tahen if clvous-
stences warrant, ‘

B, BOUP 800LAL ACIIVITIES. In the Intersed of seocurity, group
- mooleld motivities of OLA persomoel, such as snrual perties, pienics,
- dances and athletlocs, will not be identified with CIA, divectly or
-~ Andirectly. . ‘

33, STAPF GECURITY CMECK

H - ‘
5. Kagh office chisf will form a Shaff Imty Officer Urgenization
t3 condtact -~ daily, final after-hour security checks of the area

. oocuplied by thet etarff, The Htaff Duty Officers may be rotated, on a

astly, weekly or similar beeis, and will bo seclooted from among the
nonbera of the office ptoff., A schadule will be propared in edvence
by the officse chief or his designee, indieating ths doy or days thed
ench Btafe uty DM per will perfurn tha after-hour asocurlty ohwmeck.
Ceution ohould be mxercised s¢ that no one Staff Duty OfCicer will
have too lerge an areq s»signed to him. : '

. By T4 phell be the rasponsibility of offige ohlefs or thalr
dosignens to instruct Staff Duty Officers in the proper perforwance
“of thelr security checks prior to their commonoing ouch duties.

e Tho Btaff Tuty O0fficer will begin his socurity oheck &% the
entl of the regular work day when sll or most of the smployses have
loft, During the course of the sacurlity checking procoss, the Staff
Duty Ufficor will execute a check list, which will fnclude the listing
of eny seourdty violntions, defaotive equipment, socurdty hezards, ete.,

~ Approved For Release 2001/09/W-04007A001_100040016-9



Appreved For Relea m - jn .
e ase ® ' 'A'RDP:’QMWOM 100040016-9 |

detactod by him, AL mich mattars dntacted by the ftafd tuty f{loer
- shoudd be roforred by bin to the office or stuff spourity officer for
approprinie aatlone : K

. D, If, during the dourse of the security sheok, en ssployeo ¥ e
working lata, the Sepff Tuty Uffioer will inforn bim 1hat be will bo i
hald peaponsible Cor the gacurity of his o Lpeediste Yool OF Archk, , e
 ppd the Duaf? Ity fficor will so mole on nis cheak liat. The gheck -
145ts wiil be Sorwarded £0 L Paysiosl Seawrity gesnoh on tha follow :
ing day, through tha offios or sbaff seourity offioer. '

v i, Tie taff Duty Mffioer, in the porforpancs of tds sacurity
ghwoly Will Lnsure Lhatt T .

1. A1l safes and all gafo-typa £1le ocabinets ure 1ecked,
spoinding ol) drewers of the safe-type filo cabinets, In chacking
tro anfo-typo file osbinot, retats tha dinl ot least thrao copplato,
gonpeeukive revoiutlons 40 the left ;g-nlﬁ. Then chack sach dyuwar

of the pate by flrly dopressing the 1atoh ! &b ile sutd time
vigorouply pushing the deawer insard ami palling b outaard several
tisms. 1a checking the Aooy Sype saiw OF wault door, rotele the
aia) at least fhres onaplete, ponspoutivo yevolations to the lel% :
oy, {dymiy tarn the hantle be ths sufe back awi forth, and simile

Tinoously il outward on tha door. : _

s bt o e R T

< GNEIAEY NOTH, Lds) equinged NoRE y in its ,
{Gee illuntration welow.) ifs heaxing :is typoe of ¢
the ¢iel catchae bafora 4t eun Lo rotated at lgant thrss Lixes e
o thp left a8 specified in subparegraph f~l gbewa, Lran rutate L
the 250l thres tiwes to the righte if the atal ooheles agoin,

rrous Yirmly dosmuard on the thush leteh of £ha draner of which

the d4al is locwbed e pudld outwsrds Tha dvawsp probanly ik

then opan, inddoating Lt the auotodisn had not wecuret the

ghfe propayiye. ;

-
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f. Ho matorial claseified sbove RESTRICTED, including
dssd carbon papor, stonolls end the like, has beon laft
axposed on desks, safes or other offico eqﬂimmm, in daok
trays, on the office flovr, or on the walls.

Jo 421 glasaifled waste has baen secured propwrly.

s twoors to unﬂum roots and aross are mecm«d
m'operly.

- Be ﬁnﬁwa gro locimd.
6. m_ghta are mwiam._
3. HEGHD SEQURIYY OFFICKID

A. A staff of Tight Scoourity Orﬁqanra ie uummd to the
Phyralanl Seoupity Branch, Chisf of Inspaction and Sseauprity Steff,
the meabers of which perfore cortadn security funciions during ail
ronsarking hours dondpys through munyu, an® 24 Lours on Laturdaym,
Sundays and holidays.

B, Tha Mht Secerifty Officers condugt efter-hour mnrtmy
fnspeations of CIA instellations) make soeulty ahacka of eafar snd
ofticeny inerect tho innides of desie for improperly stomsd clussis
#ad matorial) verforn speoislized tacknies) socurity fanetionsg
resolve penurity mroblewms which arles after hoursy aro churged with
10 responsibility of varforming osrtedn duties In caven of enargonoy
whinh may ogcar aftor houra, in asecrdance with the provisionu of
tha 614 Idsnstor Plany diochurge special sacurity sseligimentes snd
RIOpaTY PepoOrts rolatod to the feregoiny mt&vitaas.

3;. i}l‘)fﬂgﬂ‘r STHMF AKD DIVIZKN SFCIMT oF ORVISERS '

F .9 .m ordsr to lend affoative mplmmum to the CIA Dagurity
Progrum, ooch Assistant Mirsctor and Btaff Chief, will apnofint a
Sarupity Ufficor to be responsible to him for inmuring cenplianee with
GYA Ssourity Heguistions sad ?unuiu by the meubers of Lthe Steff within
hie crganirationel jurisdiction. In some areen, becsusc of the type of
organdsational otructure or shysicol saparation, 1t nay bLe desirable
o appoint Seourity JfTcers at the Nivision lavel. The Senurity
Offivere mist be Officers or rasponsidle civilien enployuss in yrode

Gm@ erhhghnr

i!. Anmtatant, Tircotors and MuLP Chisfe vill formmrd the nunes
m‘: Security Officors apmointerd by tham, to the Chief of Inupsetlon snd
Hgeurdty Staff, who will gleo bo notifiad of shanim o becurity < ficwrs,
an they oacur.

o Goourdty fflcers appointed ondder thia mnummmv‘ w1l meintain

© ldatsen with the apmopriate opurstdons of the fhief of mmﬁim el

;mr ty itaff.
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3G, . BNYSICAEL PERRTRAYTON, $I4 ARVAL OB TUSTALIATIGNG, 1€ @ munbop
of CIA disaovars evidence or indications of Sovcad panetrotion of a UTA
tuildiog, mrea ov safekesping squipment, he will take the follawdng
rotion nﬁ onoel :

© feoure the yoow or area snd arrsngs for an offioe mlwm
w mem uarg m order to prevent sny peraon {rom mtmtng.

B Mofrain from touching or dlsturbing the eguipmant, dosuments,
mimmg faaturgw or any tuvola Lnvolwed, ‘

Gu 83l the Ohief of Inapeotion aut Jecuarity Steff, aml exait
arvival of & &um:ﬂtg represeatative. ;

37. BRGURXTY YIDLATION PENAN .’H‘!‘

he Xurbere of CIA chargsd sith marity Vimlam ansy oare mblsot
%o the following admindistrative penalties:

anplowmant. mw bamy umuymmam umaithmﬂ wxﬂcmmm acrions
o warrant ouch sotion. :

Taaa——r
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0. Sheso penalty provisione shall spply te persornol detalled
to duty with (74 from othay govermment agonoies except that the
rolisf of such an individual from further duty with CI4 end return
to his parant .gwmuumwmnm of suspenuaion or
teruination of enployment. ‘

D. If the first violaticn tocurs on & date mnxe then two years
afvr an ingividual first enters.on dty with 014, the partioulsyr
provisions at poregrayh A.1.8. above shall net be epplied.

U e If on Andividusl smrves Swo gontimmoun yaars without belng
chepged with s security violstion, any ar 811 violations which he
commtied prior to the coammtoenmt of seld two yoar pariod shall
ba etricken fros the reocyds,; in so fur &s tho eppliention of thess
atnintotyasive psnaltios 43 sonoernad, : '

38, OLA TISATTRR PIAR

ke & Disaster Mian bhos beea developed for ths protection of
G616 qleastfied inforration, fnstellasions and perconnsl in the svent
of fire, natursl disastow, sttenpted phyatonl penetration, or other
sxapgoney, during or ocfter ragulsy work hours,

#. ‘The Disastor Flas Orgenisation is beaded by & Uhief of
Immpgancy and & staff of Poergenoy Offtoars wo aro cherped with
the peaponsitility of performing apecific duties during esergencics.

. In the various offioes of UTA, notices ore posted ~hieh oot
firth the action to be tskwn by a1l peracns attached to (Td, whan an
SIRPEANDY OCOUTS. | , .

Vi. SEGUMEYY OF PLELD THSTALIATIONS

39, In oy Lar as possille, al) phgebenk sscurity toaourod containod
in thie manual nhall aleo apply to 1481 inotelintions, It 4 roalised,
tiowaver, that loosl ponditiona, the nature of ti.e mork being parformed,
and other conuideretione may warrent ghange in, o dyviation from, ol
of thu progedures snd requiremsnis sab forth herein. Flold instelliaticns
and agtivities whioh do not lsud shongalves to thoss gonurity yeculations
in theip snbivety, will be gowernad by spooiad security dircetives, regu-
Yations and ingtragtions. _
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