Approved For Release 2001/09/07 : CIA-RDP78-04007A001100040019-6

AR
(
(

-

Approved For Release 2001/09/07 : CIA-RDP78-04007A001100040019-6



25X1A9a’

AT
=

S

25X1A9a

P 2001/09/07 : CIA-RDP78-04007A0014Q0040019-6- . ,  (
i | ' ' o

N ﬂ“?_w,,w W« ; ,/» Ay A
ENTRAL INTELLIGENCE GROUP
NEW WAR DEPARTMENT BUILDING

vE i
£

'i;‘//.}l . i
:

—
T a

| SETATINTL

t:;;;%i!:r*

Subject: Proposed Security Agreement

1. A proposed security agreement for use within the C.I.G. was
drafted byh and submitted to the Planning Staff for
further action.

2. The Planning Staff has considered the proposed agreement from
the standpoint of content and policy as to need and use by the C.L.C.,
and is of the opinion that all personnel performing duty for C.l.C.
should be required to execute a secrecy agreement.

3. Each individual in the service of the Government is responsible
wnder existing regulstions for safeguarding classified information. Other
than providing a means for proving that an individual has knowledge and
understanding of his responsibility in security matterg a secrecy agree- .
ment adds nothing to an individual's legal obligation under existing laws,
A secrecy agreement does serve to emphasize the responsibility of the §
individual in security matters and experience has shown that it has an
excellent salutary effect. Ite use is believed to be desirable.

i In anticipation of the approval and use of the proposed security
agreement, a provision has been incorporated in a draft C.I.G. Directive,
Subjeet: "Policy on Clearance of Persomnel for Duty with the Central
Intelligence Group," upon which action is now pending, requiring that
each individual assigned to the C.I.C. execute a declaration of secrecy
administered by the Director of Central Intelligence or his authorized
representatives

5. Action recommendeds

a. That the draft of security agreement (TAB A) be approved
for Torm and contente

be That each person executing the secrecy agreement be -
required to read the “Special Instructions for Security of
Central Intelligence" (TAB B) and the pertinent provisions of
the Zspionage Act (TAB C).

c¢e That the Administrative Division, C.I.G., be instructed
to procure the necessary forms and effect compliance with recom-
mendation b above, and the execution of a secrecy agreement by
~ each person assigned to the C.I.G.
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Acting Chief, Central Planning Staff
CC: Secretary, NIA ‘ o
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actlJﬂi 23 of-thé nentral Tphellicence QTOWQSTequiTGFCD“StQJu hqnd¢1nw
of classified‘matters whdse unauthorized disclosure'would cause

excel ;tloﬂ°1ly srave Agmace 10 the nation. 1 oie imherative tnat e
nighes® degret of security He maintained ro nmeevent od tnel \nautaor;zed
disclosurad of clasaified maiter o rene bration or Sentral Intelligence
activities by any othay means.

d. The security attained 10T Cenbral ln\ﬁllmﬂenre de.ends
entirely 1NOTL the 1nd1v1 jugl menbers of this or»arLZdhion. It is
absolutplf Pgo@ﬂf“&] that =ach ynaividual perber e of exce ellent charactal
whose loyalty, intesritys giscretion, and. tLuVLwortulﬂr 55 are unuuestioned.
You have been found Aualified in acCoTAance whth tne anOVe cited s1andsris
and in the course of your dutiles i th Central intellicence will be
énbrusted'with information af fecting the cptional Cerurity. 11 43 your
reswons; ~ility o assure that no inrorrabion concerning senlral intellizence
and its activities is disclosed, einer 11axwprtently or OLETWiSS that

could be psed Lo e snjury of the United States.

3. . & Yt Se-urity is.simwly o maitel ot nabli the hehit
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docs wed cencern Yon
Which we9e oL Fontmousd , Lt becomes a hurden to you and an
additional pou,1b111fy of uanger to oliers.
Cs The habit of szcurity must be thoroush ln all circwun-
stances., If a ﬁofnntWJL enemy should try to outain valuable infor¢a'i3n,’ !
it is certain that ne will do it in the most insidious fashion so that !
. - o exTriing . |
you will lzast suspect it. Tnerefore, it is GEBserSON®E care in
. |
everyday routine and conversation where danger is least arent thet |
= makes -for greatest security.
i R . e ) e o et i e A 1 e e
- ~d. he Tirst rale of Lersoﬂ11 seeurity is obvious. iotlhing
: that is leoarned within the office siouls ha sroken of oubside lhe o/Tice.
i ILLEGIB
iryportant or
secrety 1t is the amall Lite of seeninly hiareless intor-ation thot can
be picced tocetiner that would be of value 1o & sotential eneny sseiding
: information. Uo not be lad into a discussion of wour work or oi ihe

Jren F 4"'/’1\1,5;. P
personalitieﬁlof otner persons in the orranization. Let your friends

and acjuaintances consider you a bore on those subjects. Let them think
that yvour work is not important. Personal venity has no place in this
type of work.

e. 'The habit ol security rust be carried out aven Emrpss v 77w T
(’f-f—af. . . _ . e o s o ¢
wreksdd.  casusl dlocussions of office subjects with oilhzr neroers

must be wholly discouraged. merber, ¥our work and mlans should be

discussed only with those wio have a real part in ther,

i, Security in Office Foutine. Since security is a watter of

habit, the office rust be run uson a szt routine which W1il insure scecurity.

The most imnortant elements are:

a. ‘Ielephone. The presemciion must be tiat every telerhone
.conversation i3 neins o 'ornoa ~d hy nnouthorized wersons. TOP STCATL and

I N Approved For Release 2001/09/07:CI,%-RDP78-04007A001100040019-6‘
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SECRET infor'dblﬂﬂ should never be a1wcuvued on the TolpmbOﬂ ﬁo
telerhone wires can be Protect965 not even those carrying interoffice
calls.
b. Docurents.
(1) The sufekeeping of documents clazsified as TUT STORFT,
SECRET, or X moTTAL 15 of prime imporbance. Ualy a locked safe
will ~ive security, and clzssilied documents (including secr-tarial
notes, carbons, and stencils whicih concern Tor SEURET, SRCRET, or
CONFIDENTTAL matter) are not to be put in 'OCKﬂl Gdesks, locked
filing cabinets, or any other suUDS Lﬂtuto. Documents ¢lassified
above RWSTRIFTFD must aever be 1laft alope cxe yt in a locked safe.
laturally, no classilied material may ever be Lun@u home at night.
‘Nizht woris should be dovie in the o‘fice where inis materisl can be
fully protected.
(2) iHever let the papers on whien you are worikinz be read
by an unanthorized rerson. e hahit of turning them face Cown On
: 3
your desk is a pood one. :
(3) In destroying any claseified waterisl, put tre remniind i
. o g \ : - : v T (L - s . L ‘
in the classitied waste baskel (swarked "O% ORETM ). Ihis material  —
) a
. - . - v - . . . : e
will be vicked up and saleruarded until 1t ie burned. .
» s Aol " . :
i Rooms most not be left enpty at lunch time, or amng
. MM >
other time durins the working day. Tf szuch o situation iz unavold-
sble, lock up all classif fied material in your safe and locik tne
doors into the corridors. ‘ o T
il N LY ] -'-‘\-(
c. Other Clnzaified Haterial. hevember that documents are not 7
) —
the only form of vital informatior. fables, telecrams, and mail ere often t

07A001100040019-6
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alddresses of both sender ani receiver may be equally 1mportant to coaceal. t>
kaps, charts, books, and ¢lier mr,:‘l,éri:u_s are oiten nishly classilied and '
should be safeguarded in the o.Tice and in tronsit viith thne same zealous
care given to documecntis.

d. Safes. Hach safe and safe cabinet having a combiuation lock

will have o sticker appliel Znside tie safe showin: the neme orf ihe

individual responzible for {hat item, logather witih his auadress sid tele—
phone nwiver, and the nrmes ol ail wio have tnai conbination, listed in
order of principal use, and tie dd'e of existing combination change. his
v ild Lo polace '
stickeCrﬁhﬁﬁﬁd:he on back side oi froni ol lop arawer on ail conventional
type safe cabirets. ‘the inﬁividual responsible tor a safe or cabinet is
also resionsible for iis condition. . fTue inowledre of the comoination
will he limiﬁed to Uiose PRrsons wWino st have freguent secess to e safe
or cabin-t. Combinatioﬁs m1st be chianged at lrast onée in every period of
5ix months and mus£ also be changed wicn any pefson having the Qombination‘
leaves the orpganization. In case of euergency, the corsinztion o ary CIG

safe may ve obtained from lessage Center, JU3, by the Lirsctor, 0I5

Assistant Director, CIG, ard the stafl or uivision chiefs

identification and receipt lor same,
e. Desks, At the close ol each day's business, a certificate

[T

. ey
oM

to the effect thatl the Jdesk has been oloared of all 1
and CONFINTNITAL documants and materizl will be lef't on the desk or table
top. This means that nowne of this walerisl way be left in a desk or

table drawer, even thouw n it may be Lncked.

-)_
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Security Regulations Governing Classified Latter,

a. General: ' : : . ‘ :

(1) All .counmntary or paper maller or uwaterial, winether
in written, pictorial, sheet, or uound

referred to as "matter” shall he classi

[ =5

jed end handled in accordance
with the vrovisions of these repulations

(2) A1l physiesl upv1cv;, development projects, or articles

of material shall, in so lear as practiceble, be

zovernel hereby.

Suchr matter, wuen incapable o classificalion, treaimenl, marking
anl/or transmittal in strict accorwance herewith, shall be made

the subject of individual 1reat.ent under ihe direction and control

of the Security Office.

(3) IHothing herein contained shall oserate or be coistrued

to bar Uhe application ol AR 300=Y, or article 76 of lavy .cgulations.
P

b. Derree of Clussification, ¢

(1) cClassification of such malter zhall e solely a8

follows:

o)

(a) ToP LHCHLT - tein secrel documents, information

and materisl, tie security aspect ol which is parawounu, and

whose unauthorized disclosure would cause exc ”thﬂ¢le Zrave

darape to th: notion stell be

. The followin: are some exanpgies of mutier which normaily

viould be so graded:
Plans or pgrticuléys of Tuture major or special
operations,
Information oi the mothods used or sucess obteained by

our intellicernce serviceas and counter-intelligence

services or which would imperil secret agents.

Approved For Release 2001/09/07 :60TA-RDP78:‘04007A001100040019-6
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| 5. Security Hegnle tions Qoverniug $1§ssif1eu {atier - Fﬂnt'd
H. Dezree of Classifiecation -— Coni'd
(jl?i‘tﬁiljéi} infor-ation r;fﬁv‘r,:s;u ;{;LgE iiﬁifs{)]‘1&:)&i{g r51}11j_tzl<31353'
of war, jnclwdinf ~orroved ecientific ani techndcal
deveiooments.

Irvorta b narticulars of

chy end eryplanalysis.
(b) SECRET = Locwsonts, inTor-etion, or wmaterizl, ihe

wnauthorized disclosure of whicn would endanger national

security, cause serious injury to i.e interest or prestive

of the nation, any rovernmeatul sotivity thereol, or wonld

he of greaﬁ advantagevbo o foreirm mation shnall be ol
as SWCRET, The followiry are sowe ouarsles of wgtt@r wiien
normally will he so classiflied:

Particulars of op-rations in »rosress.

N

Knowledee of anm raterial and nrocedurs, the value
< N >

of which depends upon the enemy not inowing that

we pozsess 1t.

Vﬂtqi military informatiion of o

Certzin regorts of operaticns conteining inTorsztion
of wvital interest to a forezisn nation.

Adverse rerorts on reneral morale affecting major
onerations.

Importent improverents to existing munitions of wa

until accepted for service use

Photograpins of walaerabls points or vital insiallations
under our control. - ;
Wil &

Imoor*n‘t crypto ranhic devices unless essigned 0 a

Approved For Releasé—QU@#lOWﬁ? {°Cl-RDP78- 04007A001100040019 6 I
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T
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wulstions Governing Classified Luttor -~ Lont'd

(¢) COY™TDRUTIAL - docun=ntis, informaticn

g e o

"

the unautlhivrized disclosure of which, whjln not enianz

the nationel security, -»uld be crejudical to the interesi

or presti.e ot the nation, any #overnaent

indivicual, or wiuld csuse adninistrative

)

4

activity, an

smoarassent,

e i« AT AT

or d¢ifficulty, or be of advantzre 1o a foreign

) LA

shiall be classified & PI0®TTAT, The followi~:

exarples of matter which nor=ally will be fraded CUbD

Routine operationzl wand bacile recorts

contain inforsation of v
nabion,
Rofitine intellicarce re-oris,

Unit wovenents of nopoyeraticnal i

intarest to o foreisn

nificance in

) witnin or aujacent to opiraticael theaters.
General itzctical lessons learned =8
' . Aerial ~hotosraphis of territories under our control

adjacent to operational theaters,

(d) RE3TRICTED - Zocumenis, inforrmztion, -

(other than TOP SRCERT, SO

should not be ~ublished or cowmunicated to

for officiael Durposes s‘qll be classifiec

regarded as uncla:sisied.

(2) Any matlter other than that closeiiied as above shall be

(3) ALl ocztter shall be assigned the least res

classification‘cwnsistent wilh the vrocer snfecuarding the

Approved For Release 2001/09/07 CIA-RDP78- 04007A001100040019 -6
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5, c. Gradinc. Rach Staff and Livision iead spall be reznonsible

N

for thue srading of documents pvlished by his ressective staff or division.
Rach cocument will be graded accordinsT to iis own content and not nocessarily

accorJing to its relationship to snother document. This nlso apnlies o
extracts from sraded docunente. ‘e esradine of a file or group of pnysicaLly

conn cted documcnts shall be that oo tne hizhest graded dorument therein.

L

d. Resrading. Tt is the obliraticn of all suthorities to kecep

classified matter constently under review snd to dowmrrade it 2

0
€63}

3001 &a

[0
I'e

conditions vernit.
6. Treatment of classified matler. oee varzgrachs lip and Lic of

—

this order.

£. arkine of Classilied latter.

1 Bouni classifi=d waltler ihe vages of which are per-
> ! L I

,

(O

manenily and securaly fastencd tocether, shall be a-propriately
stamped or marked on the ton and bottom of the cover, title pave,
and first pag=.

(2) Other elassifiad metter not e o enently and zecurely
Fastened together shall be arpronriately 3 tampad or mdrked on the

top and bottom of each page. ' ' E

O]
o]
L
]
0]
]

(3) All copie: ~mductions shall be arpropriately

o

stamped or mirked in like ma.mer. s the orizinal thereof.

¢

g Transmittel of Classiflied “atter.

(1) A1l classified docurents will be ransied in strict

O}

sccordance with pararranbs 25 - 29, AR 380-5, or naragraphs (1) - (17),

Article 76, US fawy lemuls tions, 1920, which are the same in substance.

A1l personmel cormectad with the transmission of dpcunents must o

Approved For Release 2001/09/07 ;. C@IA;RDP?&i
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' E 5. g. (1)--cont'd
itho”fu"ﬂlv Idﬂllvwrﬂ“e themselves with abﬁﬁe cited parasrashs of
eithcr the Airmy or Mavy regnlations, an will ve tested on same at
© . a future date.
(2) Transvittal of ¢ 5sifjed materials within OTG will
confora to the followins:
(aj P SEORWET material witl be trocaeitted ek
officer betwecn TP STLERT control of?icors éniv; Receints
are required.
(b) STCREY and o, TTORTAT matsrial may be trensmitted g
by chain envslopes. ieceints, when used, will Ee eﬂclssed ';;
in the envelopes. No indication of clé 3ifid cation will appear ;
M o L on the envelopes. Snen envelopes will be sealed by affixing %

i
WlgR,

a red-vordered strip seal, initisled by the person sealing 5

the envelope.

(c) TLestricted, if not rooiztered, trsl Unclnss

s e ap e AT

materials only may be transaitted by buck slin or in unsezled

chain envelones.

e e v eI T =

(d) ieceipts will be recaived for all SECRET and TOP

e et

SECRET docurcents, and ail registered document@;/fegardless of
rclassification. ~
h. Destructian of Tlassified Vatbter
(1) TDP 5 RCRET, STCRET, or CONFITEITIAL documents shall ke
destroy,r ﬁykburrinv. A1l nascers which ére to be iéstroyed by bﬁrﬁing

will be listed on a reiuest vrepared in guadruplicate. The orizinal

and twn copies of the reauest will be forwerded to the Sacurity Officer

Approved For Release 2001/09/07 :_ Cj_ﬁ'BDP78'0 ‘
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ach clement of CIG, to ana ineludine branches and cernrobe offices, will

o
(¢

So]

anpoint security oriicers Lo smpnrvise Leasn insnections to lnsure that:

Cla:sﬁfiad as 0P SRORWT, STWORRT, or 00 7

(o

nade at the close of businecs ddaily to insure couclinnce wita ~orazrech 3‘)

AR 380-5 (Storage of classiy

¢ g s, Sz ey

Approved Wase 2001/09M
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The Security

with the material for destruction.
all papers against the 1ia£ prior to u,_truLLLOﬂ sny diaéreyaucy
between the 1iat and the vapers will be reported to the res.onsible
of'ficer Ior nvcoss:r;fcorrection .ricr W disrosition.  Upon aon ui?uloﬂ
of dastruction of Ui~ prrers by -aring, a certificate will be srenarsd
and ficned by the Security Officer zid returned with the ors -ingl covy

the reivest for destimction to the orflce ori-inating the reguest.
Ai"é, one cépy énd ths certiticate will be forwarded to the ce niral
Tile section of the Ad-inistrative Division.

(2) pPrelimincrs drafts, copies, cnroon ansnts, n]ﬁt,o,

5tenclls, stuuégrnnhic motes, work shects, or other classified wiaste
ny | R A PRt 12 ok a s

materisrl, conbtoininr TOP SECKET, DRCUET, o0 WTURINUAL, or 2hofl STHD

matter will be placed in o wuste canomorxed MSRORETM AT the and of
!
the day this classified waste will ne deliverea 10 *he Guard Desk on -~

the fourth or fifth floor unier the supervision ol =n otficer or

civilian of equel rating and responzibility. Fach staff head will

-4y

O

appoint an officer for this ourpose. This classifiec waste will be

burned under the sumzrvision of the Tuildings Socurity Of%icer,

6. Security check at close of beiness “or asv.  Insrection within

v

o ostaff or division ciief will

a. All safes ant lock fila cebinets are securely locked, and

., Al) material, .ocumsnts, CorresnOn.€NCE, car-on pacer sr WUaste,

een ecu“sly otOTQd

Approved For Release 2001/09/07 : EiA -RDP78-04007A001100040019- 6
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7. TWach ares or o fize of the CT6 will be conzicered a "securiity
area" and the following prorelures are rrescribed:

a. Area Double {heck

(1) work days = Bach semuaity srea will be double-checled

at the close of rusiasss each day by an ovrilcer or other res::

by

peraon desiznated by the Cnilef o) wie Division, Stall, or seosrzte

office for wnat duty. This perssn will:

(a) Double check the security area.

(b) Tnitizl e Security Check Ch raintained for .each o

%, nnd

(¢) Tnitinl the Loily Security Check Cheet listing all

(2) lLon-work days 2ad holiuays awi worx lays after clozing

o

iy Fer 31 Ayt o meeme et Y deemm aths
hours -- whern persoirel are on u7y in a surity area at tlrmos other

than norral workin: hours (i.e., &t

Bhosrer on noa=wory aays and
nolidays), it breoues the resnonsinlility ol ~ach indlividual, before
departure from the area, %5 sccure nls own ejuipvehz and to have 1t
double-ciiecked and initialed 5y the double~chieckin: officer. The

double-check officer iz ithe senlor o ficer (or senior civilian i there

is no officer other than ihe individual

tire of the individual's denarture., @

the individual resronsible for his owm safe will funclion For nis own
douhle~cicels officer., After closing ard locwine all safes and lockirs

equipmeni used by him, he will {hen double-cireclk his own equinment

a5 rrescribed in swi-raragraphs 7a(l), (a), (b}, (c) above,
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7. b. Wach sale, cohinet, fils, »r other locking equiprent oiindin

sacurity e will we shows on a slicker

EISNRLEsTuLs Gy

the

affixed to it.

=2t will be zotached

to the area Seccurity Check hr the individual

who double

will carrv "Tn 1ockins

L e -t A1e . [y S e L E R - - e
Jrination locit) ot 1nost bares times to the ri okt

~~
G
©
0
S

rotated tne dial

and baree times to ibe lofi.n 1l eertily to e
acconnilstment of tie foresninz action
d. Check sheebds sad roshers will be rilsc Tor wnirty .lays after

corplztion ami then be desiroyed.

those o

€. Ihesé insrections will Le made In aduition to niceted
by e personnel 1mﬁcdiataly_resyon:iblg tor a safe, loci=file cshinzy, oF
desk, or for the securitr of tre sueciiic atarial,

f. dhe stalf or ditieion socuritr ¢ Ylcer and Lie o Tliesr or

desicnated Lo double-check for each twenty-Iiour hour

be shovm on a roster wosted at L.oe entrance to =ach security arsa.

8., Becurity Precautions.

a. ake sure every combination lock s rotated at least three (3)

tires each way when closing eaulr cving such locks.

cin~ combinations, make certain that the

H. nen chor

-

. . \ e - , N .
combination wori: ati ia recorded befor- yon lock Uwe door or drawer.

This recorded co bination iz senled in o double scaled envelone as ore-

) . O -‘ ) "y ) .' N : . »/.
scribed ject: Security erulations, dated 20 march 19L3.

hy G101 T.emorandur,
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not later than 1 ¥ar 1946, Hew nerssirnel attached or

Approved 4001100040019-6

8. c. ke sure every other tme of lock has aclually operataed and

not merely jawacd uhen w* iz auareatly closed.

—

d. iever 1Gave moterial clnzzifiecd zhove

even terporarily.

1

a. 'lhe fewer 1oooe ~ieces of eiulnrent, such a3 telepnone books,

portiolios, snd similar itams, left lyins aroand

security areas,

the smaller tae chance of huving classified docum~its {ound thereln; lock

then up. eatnecss snd ovder provote soeuritr. -

faver ~lacn olassifisd dooaweiis vnder o dess VAL, unter

Irs

PR RS LG L5+ ARG 4

blotter, or undsr a leslk irsy. Truart deze trars sna simdler sguivrent wien

ClO ing the oifice.

-

£y m s

e mrpty MOSCRETH (or "ourn') hastels shoull always be iuverbed.

G

iake certain that all MIFO0AETY recontacles are cleoared of contents. lIeep
them well away {rom entrances when in vse.
h. Report amy susnlcinus cirouasiances t the ztaff chief or

Security Officer.

s 5 - oo . - Pl L . 2 ey . H L. 4. N
i. lterort amy viece of defaciive enqu 7 ot stely to Tne
x o :

staf? or braanen chlef for correction. T oue lrsd

somments to other

[®

agpropriate oquioment.
9, In the event a guestion nrises anc iz not covered by this order,

the provisions of AR 320-5 or Article 76, US ®avy sesulations, 1920, will

FOVOTIL,

211 militaery arndl

10. This memoraawn will he read .

civilian narsormel of the Central Intellirzence Group, and certi T‘catﬂq of

the avcaw“ 1ishment thercof will be provided the Securitr O fJPDr, Room 2011,

fas]
5]
o
i—-u

'nod to Juty
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1

in the CIG after 1 Loy 1916 will si-iiarly be reuirad to read this order
and 3irm a certificate to Lois effect. These veriificates will be koot
- on file by lhe CIG Security uffice, Iew nersouusl will be required to

report to the Assistant Socurity Officer, Room 2011, prior to perfor:ing

any duty in the CIG,.

SIDUEY 1, S0UT
Director

Prme

P

w1 i




