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17 DEC 1976
MEMORANDUM FOR: Inspector General
FROM : Robert W. Gambino
Pirector of Security
VIA ¢ Deputy Director for Admmistrat on 2 Luee wib
SUBJECT : Office of Security Survey Report (Draft)
REFFRENCES : {(a8) Memorandum to the Director of Security
from IC dated 23 November 1976, same

subject

(b} Memorandum to the Director of Security
from IG dated 13 December 1976,
subject: Revisions to the Office
of Security Survey Report

1, Pursuant to your request this Office has reviewed
the draft report and offers the following comments for
your consideration.

2. We must smphasize that this Office never recommended
any kind of crash project to purge our records. We did
offer alternatives to fulfill this commitment (Attachment 2,
Annex A), one of which projected a two-year completion
date cant1ng§nt upon the addition of thirteen new slots
to accomplish this task. Recognizing the improbability
of acquiring any additional slots and for other reasons
set forth in Attachment 2 of Annex A, we specificslly
suggested & more moderate, less disruptiva program that
could be accomplished within the existing ceiling. Any
significant diversion of manpower to accomplish the recommended
two-year crash program would evoke an intelerable disruption
of our regular activities.
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4. The draft report suggests {page 4, paragraph b(1))
that the practice of furnishing information on named
Americans who are not the primary subject of investigation
is of questionable propriety and recommends (page 7,
paragraph 9) that this practice be terminated. This Qffice
believes that the legal judgment of the Office of General
Counsel (Attachment 2, Annex B) fully supports Office of
Security participation in the National Agency Check program
as it is presently constituted. We do not believe that
there are any grounds for compelling the Office of Security
to take the lead in dismantling a valuable investigative
function that has served all U.S. Government investigative

- agencies for many years.
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5. Annex F, page F-5 parag notes that considera-
tion was beilng given to providing with pro- STAT
tective service. Please be advise : e preparation

of the draft report these services have been afforded the
Deputy Director of Central Intelligence/Intelligence Community.

6. Overall, we find the draft report to be an objective
and sincere document. It is especlally heartening to note
the observation that Office of Security personnel are acutely
aware of the need to conduct all thelr activities in a
completely legal and proper manner. We are thoroughly dedi-
cated to this proposition.

25X1A

Robert W. Gambino

Distribution:
Original § 1 - Addressee
1 - DD/A
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'MEMORANDUM FOR: Director of Sccurity

—f
FROM ' : John H. Waller
Inspector General
—
SUBJECT : Office of Security Survey Report
gl
Fnclosed is a draft of our Office of Security Survey Report.
— I would appreciate it if you would review this draft and return
it to me by 15 December together with any comments you
-—
“may have. It would be appreciated if you state where you
— disagree with any of the conclusions or recommendations
and the recasons for any such disagreement, in order that
- ,
I may consider them and report to the DDCI such differences
— .
as remain,
- 25X1A
. , John ., Waller AN
iy
: Attachment: a/s
—
cc: General Counsel
.y
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SURVEY OF THE OFFICE OF SECURITY
MARCH - AUGUST 1976
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OFFICE OF SECURITY SURVEY
MARCH - AUGUST 1976

Background:
7. On 24 March, a four-man team of inspectors began a survey of

the Office of Security (0S). By design, the survey was Timited in
scope. Its major thrust was to address the legality and propriety of
0S activities, as distinct from a management overview of the entire
Office. The last IG Survey of 05 was comp]etgd in Jduly 1973.

2. 1In carrying out its task, the Survey Team relied heavily on
interviews at all levels within 0S and a review of Agency and 0S
directives and OGC opinions. Considerable time was spent reviewing
OS'fi1es which, in themselves, provided insights into the character
and operating style of the Office. |

3. Throughout the entire survey 0S management was kept fully
apprised of our general findings and possible problem arcas. Because
we were conhvinced that the survey report should contain no surprises
for the D/0S, we undertook to resolve problems as they surfaced,
vather than to await the final report. To some extent this approach

has been successful. Consequently, some sections of this report wj11

1
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identify problems which already have been or are well on the way to being g

resolved by 0S.
Conclusions:

4. During the course of the survey, the Survey Team was impressed
by the acute awareness by 0S personnel, both at Headquarters and in the
field, of the need to conduct all 0S activities in a tho?ough]y Tegal
and proper manner. Undoubtedly, this sensitivity ref]ect; the strong
Teadership of [D/0S who, by his actions, has sought to insure that all
0S personnel are given clear guidelines and directives'that identify
the policies and.parameters governing 0S activities. Management has
gone one step fﬁrther, as they have encouraged all employees to seek
clarification and justification of any activity that, in their judge-
ment, is not covered by existing O0ffice directives or Agency regula-
tions. | |

5. We found that the new operational restrictions governing 0S
activities have made implementation of 0S mission and function hore
difficult. Nevertheless, we have found no evidence (except for the
Polygraph Program) to suggest that these restrictions have significantly
affected 0S's effectiveness. In the case of the Po}ygraph Program, the

requirement to report possible violations of law to the Department of

z,
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Justice reduces the atmosphere of confidentiality desirable for effective
polygraph examinations. This finding pertains not only to the conduct of
field investigations, but also to the handling of support functions both
at Headquarters and in the field.

6. We found that, for the most part, 0S is carrying out its re-
sponsibilities in a legal and proper‘manner. There were, however,
certain 0S activities that we believe to be either illegal, improper,
or (if not clearly illegal or improper) to bE questionable. These are
briefly described below and discussed in greater detail in the Annexes,
as indicated:

a. Illegal Activities:

(1) 05 has considerable information on Americans in its
security investigation files, collected over the past two decades; .
information which is now illegal to retain under the provisions of

the Privacy Act of 1974 and Executive Order 11905; It would be a

" substantial undertaking and would take considerable time for 05 to

purge its files of such information. However, 0S has a plan for ac-
complishing this in an orderly manner within a two-year period

(Annex A).

3
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(3) The authority of Agency personnel to carry Firearms
in the United States in limited by statute to the protection of con-
fidential documents and materials. To provide armed protection to the
DCI and DDCI, OS officers use the stratagem of having those officials
carry classified documents on their person in order to technicatlix
comply with the law. As this is an area where the Agency's Tegai
authorities is in question, 0GC is actively pursuing broader legisla-
tion to clearly permit the arming of Agency officers for the purpose

of protecting senior officials and Agency installations (Annex F).

25X1A
25X1A

| b. Improper Activities:

(1) 0S has a long-standing practice of furnishing

4
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information on named Americans who are not the primary and proper sub-
ject of an 0S investigation to some 50 other government agencies. While
0GC has ruled this practice to be legal and 0S believes it is an im-
portant and 1ntégra] part of their exchange of security information with
other agencies, we judge tﬁis practice to be of questionable propriety
on the grounds thaf it permits the unnecessary exchange of unverified
and unrecorded derogatory information on Americans without their knowl-

edge or permission. (Annex B).

5
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c¢. Other Activities Which Raised Questions:

(1) 0S had been using an elementary school teacher as a
contract security investigator. When we questioned the merits of this
relationship in comparison with the potential for unfavorable publicity,

0S terminated the contract (Annex D).

| (2) We found that 0S personnel had questions concerning
the legality or propriety of certain aspects of the polygrah program.
At our instigation, 0S and 0GC have reviewed these issues and have re-
solved questions of Tegality or propriety. As a result, 0S5 will develap
clearer guidelines on polygraph practices (Annex C). |

7. Finally, we were impressed by the openness and the spirit of

cooperation shown by 0S in discussing their reservations about certain

of their activities and their eagerness, particularly in lignt of the

6
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recent external investigations, to jointly seek resolution of question-
able areas of activity.

Recommendations:

8. Concerning questions of illegally-held information on Americans
described in Annex A, we recommend that:

a. The Attorney General and‘the Senate Select Committee on
Intelligence be advised that, following the 1ifting of the Senate Mora-
torium and other restrictions on destruction of.i11ega11y held informa-
tion on Americans, it will take considerable time to purge this informa-
tion from 0S files. (This topic has already been taken up with the I0B
Staff (Attachment 4 to Annex A)).

o b. The 0ffice of Security institute its two-year program to |
identify and purge a11‘111ega11y held information on Americans from.
its fi]es so that 05 security file holdings comport with the spirit
and the intent of the Privaéy Act and Executive_Order 11905, when the
restrictions on file destruction are lifted. | '

c. The Director of Security issue written guidelines specify-
ing the type of information that may be placed in 0S files and specify-
ing the proper criterion for its indexing.

9. With respect to the quesfion of access to 0S information by

other agencies described in Annex B, we recommend that the practice

7
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of providing information to other governﬁent agencies on named American
citizens who are not the primary and proper subjects of 0S investiga-
tions be terminated..

10. On the questions raised about the Polygraph Program described
in Annex C, we recoﬁmend that the Director of Security issue updated
guidance on the conduct of 0S's polygraph program, incorporating the
legal opinions and managemént paticy contained in Attachment 2 to

Annex C.

12.v Concerning the firearms issue described in Annex F, we recom-
mend that explicit authority be sought through appropriate legislation
for CIA to provide armed protection to the DCI, the DDCI, and such
other senior officials as the DCI might name, and that legislation
also provide Tor the specific use of armed guards to protect CIA

installations in the United States.

8
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ANNEX A

TLLEGALLY-HELD INFORMATION ON AMERICANS

Background:
1. Over the years, 0S has accumulated a vast array of personal

data on American citizens as a result of its security investigations
of applicants, employees, contractors and their emp]oyegs, and other
persons with similar relationships with the Agency; as well as on
persons other than the primary subject of 0S investigations, intel-
ligence sources, and corporatfons. In order to manage this informa-
tion, 0S established automated and manual indexes and dossiers for
.use 1in the initia1 screening of candidates for employment; in deter-
mining the security suitability of empioyees, contractors, etc.y in
counterintelligence research; and in supporting security checks by
some 50 other accredited Federal agencies.

2. These indexes and dossiers arc managed by the Security
Records Division (SRD) of 0S. 'SRD indexes pertinent data identified
by operating components within 0S, mainly the Clearance Division,
for.inc1usion either in the manual indexes or fn the Security Auto-
mated Name Check Activity (SANCA) system. Until about 1974 theré

was little selectivity in the indexing process as the operative mode

A-1
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encouraged over-indexing. Consequently, 1ittle information collected by

0S escaped being indexed.

3. An apprecfation of how this system works and how such a massive
volume of data was accuﬁu]éted is described in the 0S'memorandum at
Attachment 1. This memorandum also shows that, because of intensive
indexﬁhg, 0S now holds retrievable 1nformat%on on American citizens
which the Privacy Act of 1974 describes és a "record”" and thus, in cer-
tain 1n§tances, is ii1ega1 to use. Further, the Timitations confained
in Executive Order 11905 on collecting and storing information on "U.S.
Persons" not only limit fhe categbries of informatidn that may be col-

lected, but 1imit the range of information previously collected and

~currently stored.

4. As 0S is well aware, the provisions of the Privacy Act of
1974 and Executive Order 11905 bear heavily on the Tegality and pro-

priety of 0S holdings:
a. Key provisions of the Privacy Act that apply include the

- following:

A-2
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"Each agency that maintains a system of records shall

maintain in its records only such information about an

jndividual as is relevant and necessary to accomplish a

purpose of the_agency required to be accomplished by

statute or by Executive Order of the President."”

"Each agency that maintains a system of records shall

maintain no records describing how any individual exer-

cises rights guaranteed by the First Amendment unless ex-

pressly authorized by statute or by the individual about

whom the record is maintained or un]ess pertinent to and

within the scope of an authorized or a law enforcement

The Privacy Act defines records as follows:

"The term record means any item, collecting or group-
ing of {nformation about an %ndividua1 fhat is maintained
by an agency including but not limited to his education,'
financial transactions, medical history, and criminal or

emp]oyhent history, and that contains his name or the

jdentifying number, symbol, or other identifying particu-

Jars_assigned to the individual such as a finger or voice

print or photograph. " (emphasis added)

A-3
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“The term system of records means a groups of any record

under the control of an agency from which information is re-

trieved by the name of the individual or by some identifying

number, symbol or other identifying particular assigned to

the individual." (emphasis added)

b. Executive Order 11905 concerns itself with the same matter.
It defines collection aé follows:

"Collection means any one or more of the gathering,
analysis, dissemination or storage of non-publicly.
available information wifhout the iﬁformed empressed
consent of the subject of the information."

© 5. The Executive Order establishes certain restrictions on col-
lection by foreign intel]fgence agencies. It restrains:

"Co]léction of information however acquired con-
cerning the domestic activities of United States
persons, except information conéerning present or
former employees, present or former contractors, or
present-or former employees or applicants for any
such employment or contracting necessary to protect

foreign intelligence or counterintelligence sources

A-4
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or methods or national security information from un-

authorized disclosure; and the identity of persons in

contact with the foregoing or with a non-U.S. person

who is the subject of a foreign intelligence or

counterintelligence inquiry." (emphasis added)

7. 0S holds a significant, but as yet unidentified, segment of
records on Americans who were not dissenters; nor were they of foreign
intelligence interest, nor were they relevant to the-mission and func-
tion of the Agency. Aithough the legality-of maintaining such infor-
mation as separate records was not questioned prior to the passage of
the Privacy Act, and the issuance of Executive Order 11905, retaining
recoverable records/files on such Americans are now illegal.

8. 0S had pTanned to purge such information from their files as

-a by-product of normal file use and in accordance with established

National Archives and Records Service (NARS) records control schedules.

A-5
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— Under this procedure, 0S estimated that it would take over ten years to
complete the purging and destruction process. At our urging, 0S has
et considered speedier solutions and estimates that they could complete a
search and purge crash program in six months using 150 persons. They
- do not favor this approach as they feel it would seriously disrupt the
o normal functions of the Office. Alternatively, they estimate that the
task could be completed in a‘tw0~year period using 13 people. Their
— views are at Attachment 2.
> Conclusions:
9. 0S recognizes that they are storing information on Americans
— that is now i11egai to collect, store, and disseminate. We share their
concern over the difficulties of purging 11legally- -held information from
— their f11es, but believe it to be in the Agency s best 1nterests to rid
| itself of such holdings as soon as it is possible to do so. This should
- be a matter of higﬁ urgency as sooﬁ as éestruction is permitted. 1In
— this connection, 1t should be noted that NARS records control schedujes
do not apply, in our view, to i1legally~held information, records, and

files. While we do not know with certainty what period following the -
1ifting of fhe Senate moratorium and other restrictions described in

—
25X1A |:|(Attachment 3) would be allowed for the purging of illegally
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held information from 0S files, we believe that the two-year, 13 man, plan
is acceptable and would accomplish this purpose in a manner consistent
with protecting our security.

10. We find tﬁaﬁ 0S's current input of information on Americans in
its files and the indexing of this information is in accordance with the
Privacy Act, Executive Order 11905, and under the close supervision of
the Chiefs of the Clearance Division and the Security Records Division.
However, 0S's guidelines for the indexing of this information is verbal
and not written,

11. withoutréuggesting thaf field investigators refrain from_co]—
lecting authorized infofmation needed to assess the security suitability
of an app]icant or others of similar interest to the Agenqy, we believe
that 0S should collect only such dgta as is relevant to the primary sub-
jéct of the investigation and that this data should be kept only in the |
primary subject's file. No separate records should be maintained on
secondary subjeﬁts unless they are of legitimate foreign inte11igencé
or foreign counterintelligence interest. .

12. As an 1ﬁterim measure, I have asked the DDA to issue an Agency
regulation enjoining employees from using illegally held information

(attachment 4).

A-7
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Recommendations:

13. We recommend that:

a. The Attorney General and the Senate Select Committee on
Intelligence be adviséd that, following the 1ifting of the Senate
Moratorium and other restrictions on destruction of illegally held
information on Americans, it will take considerable time to purge this
information from 0S files. (This topic has already been taken up with
the I0B Staff (Attachment 5)).

' b; The Office of Security institute its two-year program to
identify and purge all illegally held information on Americans from
its files so that 0S security file holdings comport with the spirit
and the intent 6F fhe Pfivacy Act and Executive Order 11905, When
restrictions on file destruction are 1ifted.

c. The Director of Security issue written guidelines speci-
fying the type of information that may be placed in 0S files and

specifying the proper criterion for its indexing.

A-8
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18 June 1976

MEMORANDUM FOR: Inspector General

FROM . : | |

“Acting Director of security
SUBJECT : 0S Record Holdings
1 On 4 June. at a pmeeting in Mr. Gambino's office,

participated in a discussion of

various aspects of the subject. At the conclusion of that
meeting these gentlemen asked that a document be prepared

by this Office which would represent a comprehensive state-
ment of what Security is now doing and sees itself able to

" do in the near term to reduce its excess record holdings.

Subsequently a kind of "White Paper" on this Subject was
prepared by this Office's Security Records Division. It
is attached hereto in the hopes that it satisfies the
instant recquirement. '

2. I will be pleased to discuss any aspect of this
matter that requires further elaboration.

o d

[/
Att. : ' ‘ -
- / - STATINTL
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I. Security Records, Systems and Holdings =

1. Security Records, consisting of indexes and dossiers, are
essential to the personnel security and counter-intelligence programs
of the Agency. Information in these holdings is used in the initial
screening of each candidate for a security approval, for research in
counter-intelligence programs, and as an orderly means for keeping
information on one individual in one personal subject file. Security
Records are basic tools required in the protection of sources and
methods, responsibilities of the Director of Central Intelligence as
established by the Mational Security Act.

2. A personal subject security dossier and personal subject
index record(sg are established the Tirst time an individual is pro-
cessed for a security approval. Any subsequent actions or information
on that individual is placed in the personal subject file. If in the
course of the investigation, an FBI report is obtained on a relative,
a personal reference index card is created in the name of this person.
This reference index card would lead to the FBI report filed in the.
dossier. The requirements for extensive indexing of a-reporion a

STATINTL

erson_othar than the subiect of an_investigation sometimes results .
wjn a personal subject dossier being created. _ A ,
STATINTL
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7. In developing these index and information storage systems,
the primary purpose was to be able to retrieve any stored information .
on a person or an organization. Little consideration was given to the
possibility that we might spmedav have to purdge all information which

pertained to "dissidents”.

KTthough the automated index is extremely helpful”
in the purge program, it was not designed to pinpoint the types of
information that we now want to purge. o STATINTL

STATINTL 8. In order to determine whether stored information pertains STATI
to a "dissident", or whether it is obsolete, one must examine the con- ,her

tents of the dossiers.

: 9. After deciding that a document or an_entire dossier should

__be purged, it is necessary to locate all index records which lead to the
document or dossier. Some dossiers have thousands of 1ndex_£gcords
Teading to then. UnETT Ehe index records have been destroyed, we have

16t purged our holdings as intended. “Failure to properly purge index
‘fecords will Tead to future ugly surprises and mass inefficiencies.

o s i

10. Our Security Records system is essential for proper
personnel security and counter-intelligence programs. A crash program
to get rid of information.on ndissidents" and to get rid of obsolete
material, using untrained and unqualified people who will have no future
“accountability, would be a disservice to the Office and the Agency.

I11. Requirements for Purging L . s
’ _ - FOIAB3X

STATINTL o - : : ‘ :

1. There have always been requirements for purging, ranging
from the deletion of erroneous or dupli inf | : oxwi}

I | Teading to the "

" dossier. 1t is no problem, and there is very little work involved, in
the destruction of such a dossier. _The problem is in the location and
destruction of the index—vecords. The automated index has made it pos-

e e —— ” 4 s . 2 - »
sible to accomplish purging tasks of such magnitude with no increase 1n
SRD resources, so long as the work could be done on an “"as time permits”

basis.
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3. We need to be concerned about our voluminous holdings of
obsolete information, consisting of Security dossiers (and index
. vecords leading to them) on certain "Types of Cases" which have been
inactive for specified periods of time. These were legitimate and _
necessary collections of information, but the information has outlived
its usefulness, and is now a hindrance to efficient operations and
expensive to store. Long range efficiency and economy would be served
if we could apply additional resources to the task of expediting the
) purging of this obsolete information. In volume, it is probably ten
times as great as our holdings on dissidents.

4. Our critical concern is with the question of the legality -
of some of our information holdings. The Privacy Act is so worded that,
by some possible interpretation, it may preclude us from creating an
index record and storing a document which establishes that an individ-
ual has advocated the bombing of CIA buildings. Such a person, if he
just talks and takes no action, may be exercising his constitutional
vights under the First Amendment.

a. The Privacy Act states that each agency which maintains
records shall “"maintain no record describing how an individual exercises
rights guaranteed by the First Amendment unless expressly authorized by
statute or by the individual about whom the vrecord is maintained, or
unless pertinent to and within the scope of an authorized law enforce-

ment activity”.

b. Further, the Privacy Act states that such information can .
be disclosed to a Taw enforcement activity, tonly if the head of the
agency or instrumentality seeking the information or records has made
a written request to the agency specifying what is desired and the
reason for the request”. '

5. In other words, the Privacy Act is so written that it may
preclude the Office of Security from maintaining information needed by
the Director of Central Intelligence in order to fulfill his responsi-
bi];t;es {under the National Security Act) to protect sources and
methods.
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I11. - Assumptions

1. The Office of Security has proceeded on the assumption that
Congress, with the Privacy Act, did not intend to relieve the DCI from
the responsibility of protecting sources and methods. If he still has
that. responsibiltiy, then the Office of Security has a responsibility
to support him with a records system which can be uscd in screening
candidates for security clearances, and for conducting research for
counter-intelligence purposes. : :

2. At thé same time, the Office of Security recognizes that

we have considerable information holdings that are clearly inappropriate

and very possibly illegal. It is our earnest desire to rid ourselves of
such holdings, among which the most embarrassing are the personal .
subject dossiers which have been established on individuals who were
dissenters, but clearly not threats to security. :

3. To fid ourselves 6f such holdings, we have to be able to

’ get our hands on them:. We have operated on the assumption that we

should place the highest priority on getting rid of the personal subjeét
folders which hold accumulated materials on the most active “dissidents"
who have never been candidates for any substantive association with the
Agency. o oo : ‘

IV. What We Héve Done to Date

| STATINTL .
1. Proceeding under these assumptions, we have gone through all

of our impersonal dossier se which are primarily con-
cerned with dissidents. - which, in the

opinions of our analysts, fell in that category. We found an additional

|which, in the apinions of our analysts, con-

STATINTLtained no information of current si?nificance from the standpoint of

§ecurity or counter-intelligence; which contained some obsolete
1nfonmﬂﬁon. . ' STATINTL .'
2. Qur next concern was to make the best use of the impersonal

files which contain information on dissidents, using information from

those files as a source of "names of dissidents" on whom we may have

" created a personal subject file.

STATOTHH

—
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. 4. In the meantime we had established criteria for deciding that
certain information is obsolete. The same anpalysts who are searching for

'-é17¥T”¢TEossiers on "dissidents" have been looking to see whether the dossiers

Eaot the criteria for obsolescent information. Analysts have identified

to be obsolete and other SRD personnel have identified
Also, the obsolescent criteria are applied to files

WRTCh ave canaTaates for microfiching. - During the past three (3) months
personnel of the Microfiche & Retirement Branch have identified 3151 such

obsolescent files.

5. We are finding a much higher proportion of files which are
obsolete than we are finding on dissidents. However, were we not approach-
ing the task by looking for personal subject files with names extracted
from the files on "dissidents" organizations, we would never achieve a
thorough cleansing of our record holdings on dissidents.

6. In searching “"dissident names" from the three (3) cited
impersonal dossiers, we prepared cards on all unique names. We placed
those cards in alphabetical sequence. We have searched our index for
leads to personal subject dossiers and have reviewed all dossiers with a
subject name starting with "A" through "J". We believe that we have
found personal subject files on dissidents which would have remained un-
detected for years had we proceeded in some patently obvious fashion,
such as "start with highest (or lowest) number and analyze each dossier
in sequence”. - ~ _ '

7. We have prepared card decks of 1istings of the dossiers which
our analysts consider purgable.

V. - Plans

1. We plan to continue the procedures which have led to the
ferreting out of personal subject dossiers which were created because of

" our prior interest in dissidents. This will require searching names

starting with "K" through "Z" (from our “"dissident names” deck) and

analyzing the dossiers which bear those names.

2. We plan to obtain more definitive criteria as to the types of
information holdings which are legal. We now believe that the best way
to do this will be to massage some actual examples of information holdings
which seem valuable from the standpoint of security, but which may be of
questionable legality under the Privacy Act. -

el VS
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3. Once such criteria are established, we would purge all
holdings which-are illegal as quickly and thoroughly as can be done
with suitable resources which can be found for the task.

4. After such illegal information is purged, we plan to use
those suitable resources in an accelerated program to purge our holdings
of useless and obsolete information.

VI. Resources needed if 0S5 is given a deadline of 31 December 1976
to rid itself of all holdings on dissidents.

1. 1In order to estimate resources, we need to understand more
precisely what is meant when we undertake to rid ourselves of "all STATOTHR
holdings on dissidents". If we jnvestigated Jane DOE as an applicant,
and found that her father was an active member of the |
Party, are we to remove that information concerning her father? If so,
then we will have to look at each page in each Security dossier, cut
out portions of pages or re-type them, and carefully trace down and

_ rgmove}a]} index re;ords which }ead to the exciggd jnférmation. o STVQTHQ%L

2. Using round numbers, |

—
STATINTLSecurity dossiers. Assume that a task Torce would DC assenpred, dana

STAE

that there would be 100 working days remaining in calendar year 1976.

I “Hossiers would have to be completely processed
on each working day. The task force would consist of dossier analysts,
clerk typists, indices clerks, file clerks and keypunch operators. A
proficient analyst might be able to complete his part of the work on
100 dossiers per day; frould be required to complete the
work by the deadline. Assuming that two (2) analysts could keep one
clerk typist busy (excising or re-typing, and maintaining records re-
quired to control the operation), we would need 40 clerk typists. In
addition, we would need 10 each of indices clerks, file clerks, and
keypunch operators. Thus, to even attempt a thorough purge of all ‘
holdings on dissidents, we would need a task Force of 150 people. In
order to operate efficiently, these 150 people would have to be located
in contiguous space in the vicinity of the shelves which hold most of
our dossiers. Prior to beginning the task, these people would have to
be provided clear and concise instructions. Throughout the task, close
supervision and controls would have to be applied. o :

3.  We believe that such a massive crash program could not be
properly administered and controlled. We do not recommend it.

Approved For Release 2002/11/04 : CIA-RDP79-00498A00?J§
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4. 1t would be more realistic to undertake to rid ourselves
of impersonal dossiers which contain information about dissidents, and
all of the index records Teading to information in such dossiers; and
rid ourselves of all personal subject dossiers which we can identify
as holding information on dissidents, and all of the index records
leading to such dossiers. In order to obtain most efficient use of -
resources, we would purge obsolete information which incidentally comes
to our attention'while we are attempting to identify dossiers on
dissidents. T : : : ‘

‘5. We will assign to the task such suitable personnel as are
available, and attempt to accelerate the progress which we have made
during the past year. -

6. Acknowledging that we will not, with an operation of this'

" scope, rid ourselves of all information on dissidents, we feel that we -

would be achieving the maximum results with resources at our command ,
and this is the course which we recommend. : :

D101
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29 November 1976

SUBJECT: Purging of Security Files - Issues and Options
. . Y | .
Security Records:

The principal record holdings of the Office of

Security consist of dossiers and’ indices thereto which are

essential to the personnel security and counterintelligence

programs of the Agency. For the most part they involve

file material on individuals, American and foreign, and
organizations who are and/or have been of Security interest

to the Agency. Security records are comprised of personal. o

subject files, impersonal files, an automated index of '
" individuals who are the subject of or are mentioned in = STﬁﬂjNT

these files, and a manual index of the impersonal subjects *
of the impersonal files.

. Issues
STATINTL - ' . :
Beginning during the 1975 investigation of CIA-
activities within the United States by the Rockefeller
Commission, serious questions have arisen concerning the
propriety of some files and records maintained by the Office
of Security. These questions were first brought to a head
by Recommendation (17) of that commission which read:

"A11 files on individuals accumulated by the
Office of Security in the program relating
to dissidents should be identified, and, ex-
cept where necessary for a legitimate foreign
intelligence activity, be destroyed at the
_ conclusion of the current congressional in-
vestigations, or as soon thereafter as per-
25X1A mitted by law."
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Other aspects of the Rockefeller investigation as
well as the legislative inquiries that followed raised
additional questions about the propriety of files main-
.tained in our holdings on United States citizens whose
affiliation with the Agency is or has been less than
direct. A provision of the Privacy Act of 1974 added
additional fuel to consideration of the problem in
that it spoke of the maintenance of records reflecting
'how a citizen exercises his first Amendment rights.
Executive Order 11905 established some guidelines
concerning the propriety of Agency records, which also
contributed food for the consideration of the problem.
In addition, of considerable importance in developing
an approach to the records purge issue has been our
own experience in handling requests for information
under the Freedom of Information Act and the Privacy
Act. This experience has not only taught us a lesson
-concerning the embarrassing nature of some of our _
. holdings which are releaseable under the provisions of
this legislation, but has also demonstrated that a
considerable amount of material in our records is
clearly obsolete.

Considerations

While a review of the above issues might lead one
to a sudden decision to undertake a massive purge of
Security records, other considerations dictate a
significant degree of caution should be exercised in
approaching the problem. m S

Most important among these considerations is the
fact that our security records are indeed essential
elements in our personnel security and counterintelligence .
programs. A massive crash effort to purge such records
would have a seriously adverse impact on these programs.
While we are convinced that among these records there is a
considerable amount whose propriety is questionable and
whose utility is obsolete, we are equally certain that the
vast majority of the records are legitimately maintained
and necessary to the execution of our responsibilities.

. Secondly, efforts to purge our files have been and

still are encumbered by the moratorium on the destruction

of Agency file materials. In the case of security files

this moratorium is drastically complicated by the requirement
to maintain (who knows for how long?) even questionable files,.
if they are related to cases in litigation.
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STATINTL

- Approved For Release:2002/11/04 : CIA-RDP79-00498A000300100005-2

Above all, the most substantial inhibiting factor
dictating caution in any purge program is the manpower
problem. The review of all security dossiers for
questionable and obsolete material in itself is of great
proportion. The magnitude of this, job, however, is
increased in geometric proportion by the need to purge
simultaneously their indices. In order to maintain our
file system as a going concern, one cannot be purged
without the other. :

Efforts to Date ' ;

Since early in 1975 when tﬁe overall problem was fixst
recognized, the Office of Security has pursued a vigorous

if modest program aimed at the identification of questionable

and obsolete file material in our security records. On an
average this program has encompassed the full time services
indivi f one part time employee. This

which the analysts participating in the program consSider 1O
fall in the "dissident category" and/or to represent obsolete

“information. With the exception of the part time employee,

an annuitant on contract, these results have been achieved
within existing ceiling.

At the same time we have begun to establish new

. criteria for determining when file material becomes

obsolete and purgeable. We have also taken action
to prevent the initial filing of material, the propriety
of which is:interdicted.

OEtions'

It is not debatable that the problem of purging
security records of questionable and obsolete material
requires our continued attention. The question is only
one of approach. ‘ '

On the one hand we can continue the direction of

. our efforts to date within existing resource limitations,

supplemented in the future as ad hoc and temporary man-
power requirement troughs occur. We would also under
this option, develop an automatic purge process similar
to that extant and routine prior to the Rockefeller
Commission investigations. This supplemental purge
process would mandate a review for questionable and
obsolete material of every file 'pulled" from our

records bg any professional in the office. This option
has the obvious disadvantage that the purge effort would

extend over at least ten years.
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On the other hand we could institute a crash

purge program on a task force basis. Such a force
would be totally dedicated to the locating and purging
of materials and index records in our file system which
would qualify for purging for any reason. Such an effort -
would require close supervision and control. A review
of the task force approach suggests that with a two year
target date for completion a complement of thirteen
people would be required including a project leader,
six analysts, and six clerical employees. In approaching
such a task in this manner we feel less than comfortable
_with our estimate, but more important we are concerned

that the impetus of the purge syndrome may likely include
babies in the bath water that is thrown away..-~ .- - ﬁ

Conclusion

While the results of our efforts to date in
jdentifying for disposal dissident and obsolete material
in our files have been moderate, they have been significant
and accomplished within resource limitations. These efforts
have been successful in avoiding the pit falls of a sudden
mass purge and they have not taken away from the other
efforts of the office aimed atmore positive goals.

We believe that our approach to the problem should
continue along this approach, complemented by the periedic
assignment of additional personnel, probably in small
numbers and spasmodically, when other Office requirements
may enjoy temporary lull periods, and further supplemented
by the initiation of an automatic purge review program
involving all our officers when they '"pull® files for
other purposes. -

We do not reconmend a crash program for reasons
outlined in the preceding section. Not only do we feel
that such a crash program would be counterproductive, but
there is no way that we could undertake such a program
and assign. the necessary personnel resources without
seriously impairing other office requirements. If it is
determined that we must undertake a crash program of the
magnitude described, the only way it can be done is
through the assignment of additional positions to the
Office of Security. .
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Attachment 2, Annex A, is being revised

by 05 and will be forwarded separately.

e e
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MEMORANDUM FOR: ‘Deputy Director for Administration
FROM : John H. Waller
' Inspector General _ |
= SUBJECT +  Suggested Reguiation on I11egally Held
' Information on Americans _ :
- B .

1. This memorandum confirms our conversation of Thursday, 26 August

— 1976, in which I suggested that a regulation be issued to enjoin all
. Agency personnel from using Files.and records on Americans which existing

> ‘law prohibits the Agency to collect, maintain or disseminate. Such a

— reqgulation would: : : ‘ : S

| a."Underscore cur intention to comply with the Taw, and _‘7;'

b. Help to mitigate the compliance problem by clarifying guide=
Tines on what constitutes illegally neld information on Americans, and on
the use of such information by Agency em Toyees. ' ST " L T
. . y Rgency empioy . STATINTL

- 2. Such files and records are now held by the Agency under a Senate
Moratorium prohibiting file destr i + in contravention to Execu-
— " tive Order 11905, as expressed in | and the Privacy Act of
1974. I rvecognize the difficulty of eariy and € mplete compliance as, in
the case of the Office of Security, it i{s estimated that it may take some
- _  two years under optimum conditions to identify and remove i1legally held
information from their files. Inspectors from my Office, who have become
familiar with this problem, are available to discuss details vith your -

representative.

. Bobn M. Wallar
John H. walley

cc: General Counsel
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22 July 1976

MEMORANDUM FOR THE RECORD _
‘SUBJECT. Meetxng wnth Messrs Hardy and Carga] from the 10B |

1. On 1320 hdeﬁ, 21 Ju]y 1976 the undersigned met with Messyrs.
Hardy and Cargal of the I0B. These gentlemen had requested the meeting
via estab}1shed 1G channels to d]uCUSS f1les and file destruction, .

At the outset oF the meet1ng they were both 1nformeu that I
was on!y prepared to discuss file matters as they related to the Office
of Security, because that was a subject I knew something about. - Further,
they were informed that the matters we were to discuss derive from an
on going survey that the Inspector General was conducting of the Office
of Security and that the unders1gned was . on1y one member of a four
member survey team. ’ . v .

3. In responae to a sertes of quest10n§ ma:nly from Hardy, Lhe fozlowmnq
information was offered. S . ,

: . a. That the curreni prob?am stems from a poTzcy followed by

-OS for over two decades {1950-73) which emphasized extensive indexing of
dacuments and Tield investigative veports on applicants, staff employees,
contraators, and people w1th ssm11ar ewplcymentvelatxonsthsw1th tha Agency.

b. That there were no guxde?;nes, statutes, and or £.0.'s ihat
prohibited such actions and that 0S instituted policies,of- -which this was
one, to insure protectxon of sources and methods by 1nsur1ng so]xd securzty o

records.

“¢. That thfs indexing policy, in force for over two decades, has
resulted in the collection of information on Americans, the maintainance
of which is both illegal and improper under current gu}de11nes set Torth

in the Prwacy Act, EO 11905 and . 25X1A

e vy S AR v A e
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d. That 0S5 reccgnizes 4t has a problem and is now in the
process of preparing plans_to purge the holding once the ex1sL1ng file
destruction moratorium is lifted,

-‘-c
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e. That the problem is difficult.’” Its solution will require °
time and manpower. Files on dissidents represent only a small pontion
of the questionable holdings. Indeed, they have already been identified
and can be purged in relatively short order. However, we still need to
size the remaining problem area and in the end we may have to review
all 920,000 security dossiers to excise all.illegal information. After
we do that we will then have to remove all records from the automated

name index.

4. Mr. Hardy then suggested that as long as we removed the data
from the file we would not have to worry about the index for compliance
with EQ 11905. -1 reminded Mr. Hardy that we are-quided not only by
EQO 11905 but also the Privacy Act which as a Federal statute takes
Tegal precedence over an Executive Order. He agreed. .

5. I suggested to Hardy and Cargal that the I0B can be of help
in this matter of file destruction by providing some guidelines on how
much time we>can veasonably have to destroy those files and records we
should not be maintaining once the moratorium is 1ifted. I emphasized
that we cannot redress i11s that have accumulated for some 20 or more
years overnight; that we have identified the problem but need time to .
institute destruction procedures and carry them through effectively.

6. To a ser1es of oLher quest1ons I assured both men that

a. 05 does 11tt1e or no indexing now and what is done is

“tightly controlled.

' ‘¢. Other files such as those ma1nta1ned by DBO/CI may have
some information duplicative of that in 0S files, but that I reserve
my judgement inasmuch as the survey team did not review such CI holdings.

7. Toward the end of the meeting both Hardy and Cargal raised the
issue of dissemination of 0S information. I told them that our prelimin-
ary findings indicate that security data dissemination procedures now in
face by 0S in its relations with 50 other government agencies may involve

K3
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transfers of data on American citizens that are improper and may

indeed breach the spirit and intent of the Privacy Act. I emphasized
that the I0B should take no action on this matter until the survey
team has a firmer-base of inquiry and if our preliminary judgements are -
borne out, the Inspector General will initiate appropriate action. :
They both agreed and the meeting concluded about 1420 hours. . -

LComments

Hardy's and Cargal's rather precise questions led me to inquire
toward the end of the meeting what information had been made available
to them by the IG and the Deputy, IG. They told me that they had seen the
package of material I had prepared for the Deputy IG on the general
subject. They then asked for clarification on some aspects of an

~0S memo prepared for the survey team.which I provided forthwith. .
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ANNEX B

ACCESS BY OTHER AGENCiES TO 0S SECURITY FILES

1. More than 50 agencies in the Federal Government that conduct
National Agency Checks have access to investigatory information in 0S
files. A 1list of these agencies is at Attachment 1. These files con-

tain the results of 0S investigations of applicants, employees, con-

" tractors, and other persons with similar associations with the Agency -

individuals (in many cases, U.S. citizens) who have specifically

authorized CIA to release 1nformation about them to other government

(agencies These files not on1y contain information about the primary

subject of an 0S 1nvest1gat1on but also conta1n 1nfonnat1on - somei1mes
derogatory - about secondary persons associated in some way with the
primary‘subject of an 0S investigation. When 0S receives a request for
a name check on an individual who is the primary subject of an 0S file
from designated representatives of one of these agencies, 0S shows the
représehtative a sanitized version of the subject's security file. |
This version contains only the subJect s Personal H1story Statement and

0S field investigation reports. It does not contain 1nf0rmat1on from

: polygraph examinations, nor does it contain the basis of Ost security

B-1
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Approved For Release 2002/11/04 : CIA-RDP79-00498A000300100005-2



Approved For Release 2002/11/04 : CIA-RDP79-00498A000300100005-2
SECRELET

determination if it is based on polygraph results. The representatives
may not remove'the sanitized file from 0S, but they may extract any
portion of its contents. 0S keeps a record of the inquiry. No record
is kept on what information is extracted.

2. This means that other agencies méy extract information on
secondary persons in an 0S file on a primary subject (applicant, em-
ployee, contractor, etc.) without the knowledge or permission of the
individual concerned. It also means that no record is kept of the
fact that such information has been provided to another agency and no
effort has been made by 0S to ensure that‘such information .is acc&rate,

“timely, or relevant. Further, since polygraph results are not made
available to other agencies,-but the final 0S judgement on the security
suitability of a primary subject is; false conclusions on the validity
of the partial informafion provided may be easily drawn; As a result,
it 1is entirely possib]e for another agency to set up a file on an
individual, using data from QS files, withouﬁ the knowledge of 0S.
Conclusion: |

3. We find that this uncontrolled and casual transfer to other

- agencies of information on individuals:

a. that has not been formally vequested by another agency,

B-2
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b. that has not beenlsubject to a test of its accuracy,
relevancy or timeliness.

¢. that has been transferred without the knowledge or
permission of the individual concerned, and

d. on which 0S maintains no record of its transfer
stretchés the bounds of propriety, if not the spirit and intent of
the Pfivacy Act of 1974. We recognize the General Counsel's ruling
(Attachment 2) that this practice is legal and within the letter of
the Privacy Act.

4. .He further récognize the dynamics of the securityrsuitability
mj]iéu and certainly do hold that derogatory information on primary
subjects be made available to other agencies a§ a service of common
concern. Nonetheless, we be1ie§e that it is sufficient to inform
other agencies that our investigation of the subject of their inquiry
surfaced data suggésting'acts of moral furpitude or other matters
that may condition the subject's security suitability. Yet, we believe

it unnecessary and improper to identify other persons involved in the

1iaison, unless these other persons represent a clear threat to the
Agency and/or national security. It is entirely possible, in our

opinion, to delete the names of these other persons before showing

B-3
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0S files to other agencies,without significant damage to the National
Agency Check process. Accordingly, we should avoid the inequity of
needlessly providing information on Americans to other agencies with-
out their permission.'

5.. Notwithstanding the General Counsel's ruling and 0S's con-
cern that restricting the évai]abi]ity of information to other
agencies may restrict the flow of security information to 0S, we

believe that this practice is of questionable propriety.

‘Recommendation:

6. Therefore, we recommend that the practice of providing
information to other government agencies on named American citizens
who are not the primary and proper subjects of 0S investigations be

terminated.

B-4
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SECRET
ANNEX G
0S_POLYGRAPH PROGRAM
Background:
1. Past Congressional interest in the Agency's polygraph pfo-

gram, coupled with the strong belief on part of the Agency that the
polygraph program is a critical tool in the personnel security |
investigation épparatus and concerns expressed by 0S personnel,
prompted the 1G Survey Team to review the polygraph program in de-
tail to insure the program functioned in‘a11 respects withiﬁ exist-
ing statute.

2. The Polygraph Branch Chief and po1ygraph operators were
intérviewed individually cerring 211 activities of the Branch. All
manuals, 1nstruétions, regulations, directives and procedures were
reviewed by the Survey Team to determine if the office w?s operating
under proper and sufficient authority.’

3. Paragraph a(6) of [ | issued in April 1976, based on
section 4c(5) of Executive Order 11905, requires Agency employees to

report any information on possible violation of the crimina} pro-

- visions of the U.S. Code to the General Counsel.

4. In May of 1976 the Attorney General's office issued an

interpretation of Section 4(a)(5) of Executive Order 11905. This

€1
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interpretation has had a significant impact on the 0S polygraph program
in that possible violations of the U.S. Criminal or Civil Code detected
during the course of a polygraph examination must now be reported to
the Department of Justice in every instance. Heretofore, certain
information acquired during the course of a polygraph examination,
particularly involving applicants for employment, was held on a con-
fidential basis solely within the Office of Security. In those cases
where the polygraph examination revealed an>app1icant had viotlated
the U.S. Code; he was neither admitted for employment nor was the pos-—
 sible violation reported outside of the Agency.. Under the present
guidelines, an appTicant must be warned that information obtained dur-
ing the polygraph examination which is in violation of the U.S. Code
will be reported to appropriate authoriﬁies, i.e., the Department of
Justice. Experience has shown that though an applicant may be inno-
cent in all respects from any unlawful activities, the lack of con-
fidentiality imposed by such a warning significantly detracts from
the desired atmosphere and environment which should exist during the
course of a polygraph examination.
5. As a result, the Director has recommended Lo the White House
that Section 4(a)(5) of Fxecutive Order 11905 be amended, citing (in
part) the adverse effect that this reporting requivement has on 0S's

use of the polygraph for security investigations (Attachment 1),

C-2
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w— ‘ 6. The Executive Order 11905 with attendant DOJ interpretation
raised numerous questions in the minds of the 0S polygraph operators,
- some of which in their opinion had not been satisfactorily answered.
— The number and scope of unresolved questions raised by the operators
were of such significance that the IG Survey Team compiled a 11$t of
- 22 questions to D/0S. 0S referred one third of the questions to 0GC
for opinion. These questions and the 0S/0GC answers are at Atta§h~
- ment 2. ) |
— ’ 7. Finally, we note the apparent inconsistency between the re-
quirement in Section 3(d)(x) of Executive Order 11905 that the DCI
— “Ensure the establishment, by the Intelligence Community, of common
security standards for managing and handling foreign intelligence
- systemé, information and products, and for granting access thereto."
— and the practice of requiring a polygraph examination for CIA em-
ployees and assignees and NSA civilians and not for other members of
- the Intelligence Community who have access to very sensitive infor-
mation on sensitive 1nteT1igence sources and methods, in many cases,
1-' the same information. This anoma1y‘has raised questions on the need
— for CIA's polygraph examinations and compliance with the Executive
Order, and has caused embarrassing problems for certain individuals,
- detailed to CIA from the military services. The standards established
in DCID 1/14 are minimal and permit selective use of the polygraph.
— C-3
SECRET
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Conclusions:
8. We have concluded that:

a. 0S's polygraph program is conducted in accord with Taw
and regulation, but that formal 0S guidance on the conduct of the CIA
po}ygraph program should be issued. We believe that such guidance
would allay the‘questions that have arisen within 0S,

b. The anomaly of requiring CIA and NSA civilians to undergo
polygraph examination and not require other individuals in the Intel-
Tigence Community hayihg‘ access to the same or similar sensitive
information on intelligence Soufces and methods runs counter, in our
view, to the Executive Order 11905 requirement that the DCI ensure
that there are common standards for access to foreign intelligence.
CIA's experience with the use of the polygraph in securiﬁy investiga-
tions and in screening app1i§ants for employment has cliearly demon-
strated its value. We are concerned that,if polygraph examinations
are not requiréd of all members of the Intelligence Communiity having
access to information on sensitive intelligence sources and methods»

£her at some point in the future CIA's use of the polygraph may be

challenged.
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Recommendation:

9. We recommend that the Director of Security issue formal guidance
on the conduct of 0S's polygraph program. This guidance should incorporate
the 1ega1-opinions and management policy contained in Attachment 2 to this

Annex.
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The Honorable Johu O, Marsh, Jx. e ? » d
Counselor to the President -° Jﬁ;%;l:.&gé-«wl
== The White House Office "y B
Washington, D. G. 20500
- TRCK | - | - |
Dear dFolmns T I Co

-~ This letter concerns Section 4(a2)(5) of Executive Order 11905 and the
adverse consequences that will ensue if the CIA and the other Intelligence

Community agencies are baund to confarm their practices and procedures io :

what I regard as the unreasonable interpretation of that section. that is set

-—
forth in a memorandum dated 7 M=y 1976 from the Office of Legal Counsel,
- Department of Justice, to the Whi-e House, a copy of which memorandam is
w— attached. I would like to ask your help in obtaining some relief from that -
interpretation. - . S o e T
— Section 4(a)(5) provides t=at senior officials of the Intelligence Community - 4
shall: S - - T
— : Report to the Attorney General that information which relates
to detection or prevention of possible violations of law by any
person, including an employee of the senior official's department .~
- or agency. ' : ' S

According to the attached Department of Justice memorandum, this language must S

- be construed to require the reporting of all possible violations of federal law o
-

within the Department’s investigative or prosecutorial jurisdiction, whether
criminal or civil, including possible violations of the District of Columbia
Code, by any pexson., whether or not an employee of the CIA or other Intelligence N

Community agency.

To begin with, you should be aware that the reporting obligations placed
on Intelligence Community agencies by Section 4(2)(5), as construed by the '
Department of Justice to extend io the conduct of non-Government personnel

25X7 . . S s : _ . :
and to possible civil wrongs as wall as criminal misconduct, are far mMOYe \\yrioy,
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- sweeping and onerous than the statutory obligations imposed on hedds of all,
federal agencies, including intelligente agencies, by 268 U.5.C. §535. This latter
- statute requires only such reports as may relate to possible violations cf Title 18

(Crimes and Criminal Procedure) of the United States Code by Government
officers or employees. While apparently it was intended by the adoption of

— Scction 4(a) (5) to hold intelligence agencies to a more rigorous reporting
standard than is made applicable by 28 U.5.C. §535 to federal agencies in
general, [ feel certain that it could not have been intended to hobble the intelli-

— gence agencies in the performance of their authorized functions. Yet that will
be the result if Section 4(3)'(5,) must be read as having the meaning and scope

: attributed to it by the Department of Justice. I can best illustrate this point by

o reference to the CIA, but I believe the harmiul and dxsruptlve 1mpact.> would h

felt througheut the Intelhgence Cammumty .

Apphcant.a for CIA employment, and other persom bexng consldert..d for

- non-employment relationships with the CIa, are screened by the Office of . ,
Security. In the case of applicanis for emplovment, the screening includes the

o administration of a polygraph exzmination, with follow-up questions often asked -

- in order to clarify earlier responses or rezcilzns. A good dezl of personal
information, some of it unfavorakls, is disclosed during these screening ]’_.'51‘0"'.

-— cedures, and as a general rule =zt informztion is received in confidence. Were
it otherwise -~ that, to put the mztter in the present context, were a formal
report to the Department of Justize required whenever the CIA received any

— information indicating possible vialations of civil or criminal law, no matter
how minor such violations ~~ thess screening procedures would cease to ‘bc-:
eifcchve and the pool of applican:s would be creatly' reduced. . ~
Employees.

i " CIA employees are encouraged 'gé be forthcoming in discussing work-

' related problems with their colleagues or superiors and to solicit guidance i
before the problems grow into serious situations, These policies would be - “

-, frustrated if emnployees perceived that the price of frank discussion would be
a report to the Department of Justice whenever there was any indication of any'
infraction of law, even a techniczl or inadvertent 1nfractton.

i——

U. 5. Citizen Sources. )
- CIA contact officers often c¢btain valueble intelligence information on a
voluntary basis from U, S. citizens, who in turn acquire that information in the

— course of their personal or business activiiies abroad. The assurances of abso~

lute confidentiality that are cusiomarily given to such sources would be fore~
closed by the Department of Jus:ice interpreiation of Section 4(a)(5). In the
— sbsencgidhed ForREBAES 2602A 1702 PEIR: Rw&&%d&%ﬁméﬁo‘?%&as gow collected

would never be imparted to ClA contact oZiicers,

R R N .
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- Foreign Intelligence Services.

In all the circumstances mentioned above, the CIA's ability to function

would be seriously impaired by a strict adherence to the reporting obhgenono :

imposed by Section 4(a)(5), as conatrued by Justice.

As you know, the GIA and other intelligence agencics have been under
intense scrutiny over the last several years. A host of procedures and restric—

tions have emerged from this process, restrictions which represent for the most -

part considered executive and legislative judgments about how the business of
intelligence agencies should be conducted. In this instance, however, in con-
sequence of the Justice Departmsant interpretation of Section 4(a)(5), we are
threatenecd with serious and in @y view unworkable restraints that never were
intended and certainly would have been rejected had they been consider cd
since they are fundamenhlly at odds with our mission. :

i
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We have thus far been unsuccassful in persuading the Justice Dcparh"nenf

to 2lter its view about the meaning and scope of Section 4(2)(5). Atthe same.
ith the section, aa

time we have notified the 108 that we are not in compliance Wi
construed by Justice, 1am therefore appealing to your good sense and vrging-
ice to have a secand lock at its interpretation in light of thia

bjections. If nothing can be done along this line, I believe
hould be given to an amendment-of Section 4(2) (5}. While
ulties that stand in the way of that course, I think it would
£ficultied and follow that course rather than to leave . )

that you ask Just
summary of our o
that consideration 5
I recognize the diffic
be better to face those di

never intended and that conflict with basic intelligence functions.

Sinéere;ly, :__ -

aeeolo ._ |
| w2

WW LA
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MEMORANDUM FOR: Inspector General

ATTENTION s Mr. 25X1A
FROM .  Robexrt W. Gambino ‘.A .

pirector of Security o
SUBJECT s Agency Pdlygraph’?rpgram

1. Reference ‘is made to the 1ist of tyenty-two questions -
concerning the'Agpﬁcv's.Dolvgraph.program which was provided’
- 4o this 0ffice by . of your Office... 25X1A
E TranSmitted‘hereWith'are'our-answexs'to.xlxkeen of the twenty~ : :
two queStions.'.Thé'remaining seVen.queStionS'{Specifically
identified in the text of the attachment) involve legal matters
concerning which we are currently consulting with the 0ffice .
of General Counsel. Your Office will be provided with our
response to theSe'questions'following our consultation with .
the Office ‘of General Counsel. ' ' ' S :

2. In addition to .the ‘information contained in the
attachment, there is a volume on the polygraph'prpgram in the .
Support Services4ﬂistorical Series which you may find infor=-f

mative. . This volume'outlineSrthc'history of the program Lfrom
its inception through 1968. The original authorization of
the'prOgram'iS'deSCribed and the subscquent approvals by -
. Varioué'DCI'S'areﬂidentified. it also highiightS'hdwlthél
program has béen‘administcred‘ovef.théfycars'and>summarizdS'
the significant:ﬂeVélopments that have occuxrved. . Therc are ..
only 2 15mited number of copiecs.of this histoxry available, .

but one . can béﬂmadelavailableﬂif

!ﬁ,_ Robert W. Gambino

' 25X1A
Att -
Distribution: N )
Orig & 1 « " Addressee
25X1
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stion 1
7

What are the Agency requirements for the use of the

polygraph? ‘ 4

Answer ' _ .

e

The polygraph is used in the Agency as an

. aid to investigation for determining the security

_eligibility of persons for employment by or

assignment to the Agency, security clearance by
the Agency, staff-like access to sensitive Agency

‘installations, | situa-

tions, continued access to classificd inrormation

where implications of a security mature ox inves-

“tigative information require clarifying security

“interviews; and in the periodic reinvestigation
of employees. o o D

, Attached as Tab A is a 1list of the types of
cases where a polygraph is required. Tab B is
a list of the types of cases that do not require
pelygraph. = - ST |

.

Question -2

What authority does the Agency‘haﬁé t0 pol?graph?
Answer | | A

_ The Director of Central Intelligence is
‘responsible by law and by exccutive order o
protect intelligence sources and methods from
unauthorized disclosure. In exercising this
‘responsibility, the DCI has authorized the
Office of Security to conduct a, polygraph -
program. ' o : ' -

Question 3

What is the origin of this authority?

Approved For Releasm\”jrﬁ E(]K\Iﬁﬁ?\ 79-00498A000300100005-2
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_ Answer
——— )
The National Sccurity Act of 1947 and CIA Act of 1949 and
. Executive Order 11905,
- '
Questiomn 4
— e ‘ . . )
Trace the source of authority from 1aw through executive
orders through Agency powers down to divectives to the poly-
— graph officer. o ' o o .
Answer - o
National Security Act of 1947 gection 102(d) (3)-- -
. Tab C; CIA Act ‘of 1949. ' o - T
- Executive Order 11905, Sections 3(d) (1) (vii) and
4(b)(8)~~Tab D - , R .o
25X1A | e
Memorandum from .the DCI to - the Dicector of Security
dated 21 ¥ebruary 1970--Tab G - T ' -
- L ) a _ IREE
o : “Memorandum from Director of Security to Polygraph
Examiners——Tab H : : S
- _-Examiners Manual (not attached)
- Also: | L
’ DOD Directive 5210.48 Section I1Y B 3--Tab I
(For militaxy personnel and excepted seyvice -
— pOD personnal assigned to the Agency,)
Letter from the Chairman Civil Sexvice Commiésion
— to DDA dated 21 May 1976--Tab J (¥or competitive’
service personnel assigned to the Agency.)

— Memorandun from the Dircctor of Security to the
' . DCI dated 3 February 1975, in which the DCX
approved reactivation cf the reinvestigation
polygraph on 12 March 1975--Tab K. '
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Are Agency regulations adequate in your opinion on the

subject of polygraphing, and are these regulations available
to all employees? : '

Answer

e i i 8

In our opinion the Agency rcgulations which
grant the Office of Security authority to conduct
a polygraph program are adequate in texms of
giving sufficlent authority to this Office.
Additionally, the lettexr from the DCI dated
21 February 1970 is a clecar mandate concerning

the manner in which the polygraph is to be used

within the Agency. However, in view of the date

of the memorandum, this Office plans to conduct’

a.review of its provisions and present a recom-

mendation to the DCI that he issue an updated

memorandum which will revalidate the procedures. .
. of the Agency's polygraph program. )

- Agency regulations concerning the polygraph
‘are available to all employces and in conjunc-
tion with the briefing program that is carried
out by the Polygraph Branch, adequate information
concerning the polygraph is avallable to employees. -

Question 6

What instructions and guidance are given to. the polygraph
operators as far as who is to be polygraphed, when they are
polygraphed, what questions are to be asked, and under what
condjtions will the information be used? ' :

Individuals to be polygraphed are thosc who .
_ fit into one of the catcgorics delincated in the
answer to Question 1. The examiner recelives
specific assignments from the Desk Supervisor
in the Polygraph Branch, i.c., Staff Desk and
Operational Desk. '

3
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Question 7
: Concerning the repolygraph program, what sanctions are
imposed if a subject refises to take the polygraph? e

Answér‘

PERDS,

The Téiﬁvestigation?polYgraphtisspartaof-tha

overall security program of the Agency and as

such has been approved by the DCI. Even so0,

there are no specific sanctions which are auto-
matically imposed in the event an individual ' ]
declines to be repolygraphed. This Office o . S
operates under a policy of making every cffort :
to convince an employce to participate volun-

tarily in the program, and to date there have

been no refusals. In the event an individual

initially declines to undergo a repolygraph, he

is referred by the cxaminer to the Chief of the
Polygraph Branch, If the matter is not resolived

4
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at that level, the individual is referred for
interviews with the DD/PSYI or Chicf of Opcra-

. tions/PSI and ultimately with the Dircctor of
Security. During these interviews, thec indi-
vidual is given full opportunity to articulate
his reasons for declining. Following these
interviews, the Divector of Sccurity decides
what action will be taken. It is impossible
to speculate in the abstract as to exactly
what the decision weuld be since there are many
variables which would enter into it. Of the .
many factors that would be considered, one of
the key factors would be whethexr the Director.
of Sccurity is convinced that the individual
has some valid reason for declining the repoly-
graph, such as sincere religious or moral
beliefs. Based on an evaluation of all factors,
the Director of Security would decide whether
to refer the matter to appropriate higher
authority or to close the matter within the
Office of Security.

" Question 8

What information about the polygraph is available to
applicants and Agency personnel in general? : :

Answer

PTOIRATNIEERRES S

Applicants are informed by the Office of
Personnel that a polygraph examination is '
required as part of the processing for employ-
ment with the Agency. They are also informed
that the examination will be used-to verify the
statements made on thelr Personal Ilistory State-
ment. Aside from this gencral information,
applicants are given no details concerning the
polygraph examination by the Office of Personnel’
unless they ask a specific question., At the
time of the polygraph cxamination, the purpose
and procedurcs of the examination are explained
to the applicant and an cffort is made to answexr
any questions the applicant may have at that,
time,

5
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In regard to Agency pcrsonnel in general,
representatives of the Polygraph Branch speak
to various Agency training groups to explain
the purposes and tcchniques of the polygraph
program. In addition, when the reinvestigation
polygraph program was recently reinstituted,

various Agency management personnel were briefed -
on the objectives of the program. :

At the time‘of the actual repoiygraph, every '

effort is made to answer any questions the sub-
ject may have concerning the polygraph.

Questioﬁ_Q

Should a polygraph subject confess to a criminal action,
what are our legal responsibilities to report this information?

~ Answex
The answer to this question will be provided

following consultation with the Office of General
Counsel.. * : : S .

Queétion-lO

What does the polygraph officer tell the person who asks .
if the information he reveals will be made available to anyone
outside the Agency? ' : . L

Answer .
The answer to this qﬁestion will be provided
following consultation with the Office of General
Counsel. - : :

Question 11 .

How vulnerable is the individual examiner vis-a-vis a
court suit brought by a polygraph subjcct: What protecction
can the Agency give to an examiner who is sued by a polygraph
subject for invasion of privacy cr denial of employment because
of an admission?

Approved For Release 2002/11/04 : CIAgRDP79-00498A000300100005-2
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w— Answex
: The answer .to this question will be provided
following consultation with the Office of General
Counsel, '
gg§stion_l£
- What safeguards has D/0S established to prevent unwar- o
ranted invasion of privacy during a polygraph examination?
- Answer

An examiner's manual has been prepared for each
- polygraph examiner. The manual contains policy
. guidelines and explanations as to objectives that
are sought in basic test coverage given to all -

: | applicants. The standard questions which are used

— in staff-type and rcinvestigation cascs have been
approved by the DCI (see Tab L). Areas to be '

- covered in specific issue polygraphs of employees
must be approved by the Dircctox of Security.
Additionally, a senior'supervisor/examiner.elec~
tronically monitors examinations at random in
order to insure that no improper conduct takes

“place. It should be noted that polygraph examiners
are carefully selected and trained for their assignments
to the 0ffice of Sccurity Polygraph Branch, S

- Question 13

— What can a polygraph offiger say in response to the
question by an applicant: "po I have to take this test to get
a job with the Agency?" or nyhat happens if I don't take the
— test?" ' . : S

Answer

- Fxaminers have been instructed to reply that

the polygraph is a mecessary part of employment

) processing. If a subject does not take the test,

- then he will not be employed since he has not

completed the employment processing. This i3

' originally brought to an applicant’s attention

v— by the 0ffice of Personnel at the time his initial

processing is started. Tab M is a copy of CIA
dvicaFok RERR: 5] Shgp! g§b}1informs

podidace REREed 0al s KA kolis 0alotadio0dos 2

the applicant o ¢ polyg

”
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Question 14

What is an examiner to do if a subject  demands that any
note or record of what he said in the interview be destxoyed
because .he believes the test to be an invasion of privacy and
says he doesn't want to be employcd?

.

Answer
ANSWE T

When an applicant begins his processing, he.
is ‘informed that he will be polygraphed as part
of the procedures and that the information in
his Personal History Statement will be verified. .
At the time of examination, the purposes, pPro-
cedures, and areas of coverage are explained and
then the subject is asked to sign a polygraph
agreement (copy attached at Tab N). Having
voluntarily participated in the process up to :
this point, it would seem unlikely that a subject - -
would terminate his interest in employment in the |
midst of the polygraph examination. In the event.
this occurred, the subject would be informed that
while he was free to terminate the interview, the
Agency had a right and responsibility to retain
its record of what had transpired up to that
point. -Therefore, his request would have to be
denied. ' : E :

Qggstion 15

The Civil Sexrvice Commission has recently ruled that
homosexuality, per se, is not grounds to deny cmployment under
Civil Service regulatiomns. What is the Agency position with
regard to employment of homosexuals? Is there a ''per se" rule
in practice in CIA against employing homosexuals? Can the
polygraph officer so state to individuals? o

What is the Agency position with rcgard to cmployment
of homosexuals? L .

Answex

Homosexuals are not cmployed by CIA.

8
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Can the polygraph officer so state to individuals?

- Answer

The role of the examiner is to obtain information
which is to be used in the adjudicative process. The
examiner presents himself to the applicant as an
impartial fact gatherer and as not the proper person

. to address questions concerning the policy of the
- Agency. This is done so that the polygraph process
is not adversely affected by the examiner becoming
involved in discussions or debates concerning the
Agency's-policy on any particular subject. The
examiner advises the applicant that questions con-
cerning Agency policy can best be answered by other
officials of the Agency and requests that he address
policy questions to these officials, '

Question 16

What is the Agency's obligation to report criminal infor-
mation to law-enforcement authorities? To withhold such :
information? What happens to the legal usefulness of such
information by virtue of its having been first uncovered during
a CIA polygraph interview? ' SRS : o

Answer
The answer to this question will be provided

following consultation with the Office of Gemexal
Counsel. ' : e

Question 17

What is the relevance of the Fifth Amendment to the CIA
polygraph interview--regarding questions or admissions of
criminal activity, adverse but non-criminal activity, the
possibility of eliminating oneself from eligibility for CIA
cmployment? o ' '

: , 9. :
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ﬂgswer

: The answer to this question will be provided
following consultation with the Office of General
Counsel. : -

Question 18

~ Are there Constitutional points other than the Fifth
Amendment which have a bearing on the CIA polygraph interview?
If so, which are those which the examiner might find more _
significant or which he should be prepared to explain to his
subject? T S : . » :

Answer

‘The answey to this Question will be provided -
following consultation with the 0ffice of Gemeral . .
Counsel. - - ' ’ S , L

Question 19

, What are the legal parameters of the often-~heard, but
' vaguemgounding,weXPIGSSion "invasion of privacy," Qspecially'-
as it_relates to CIA polygraph? : R BN
Answer '
The answer to this question will be provided
following consultation with the Office of General
- Counsel. S :

Question 20

During the course of a polygraph intecrview, an individual
may give the name of another U. S. citizen (not connected with
CIA) in connection with some type of derogatory activity.- Is
it proper to include that name in the report which is sent
forward? ' : * :

10
IA-RDP79-00498A000300100005-2
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Answer

The Office of Security 1is authorized to conduct
"a polygraph program as.an aild in gathcring.information
to be used in secuxity evaluations. The examiner's
role in this program is to gather information which
js provided to those who have the responsibility for
making adjudications. The opcrator is mnot in a posi-
tion to make a judgment concerning the significance
of a particular name or & particular item of infor-
mation in terms of the overall evaluation of the case.
‘Guidelines have been established outlining what infor-
“mation is required by the adjudicators and what
information is the proper subject of polygraphic
inquiry. Within these guidelines, the operator is
obligated to repoxt information in sufficient detail
so that an informed judgment can be made by the
“adjudicators in any. given casc. Since a polygraph
operator 1s operating within an authorized polygraph
program, it is not improper for him to report the
names of possibly non-CIA connected persons who may
have been invoived in some type of derogatory activity.

Question 21

During the course of a polygraph examination where there is
an indication of wrongdoing, is the examiner only required to
obtain a simple admission of a disqualifying crime, nisdemeanor.
or felony, or is he instructed to develop a full confession? -

- Why?

Answex -

Polygraph examiners have been instructed that
sn the event the polygraph examination produces
admissions concerning illegal ox improper activity, "
the examiner is to continue to develop the line of
guestioning to obtain relevant details so that the
examiner has a clecar idca of what the subjcct is
admitting. .Sufficient detail will be obtained
during the intcrview SO that an accurate synopsis
can bo made by the .examiner. This information is
then forwarded through channcls to the component
of the Office of Sccurity which has the responsi-
bility to make an adjudication in the case.

11
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guestion 22

Othexr than cmployment and the rcpolygraph programs, under
what other circumstances can the Agency use the polygraph? In
what 01rcum5tances will the Agency polygraph ncet be used?

Answer

A51de from the polygraph roqulroments outlined
in response to question number 1, the polygraph is
also used to resolve specific a[lcgatlonb or issues,
‘reflecting on the continued security eligibility of
Agency employees. These polygraphs are referred to
as Specific Issue Polygraphs and are not conducted
without the approval of the Directoxr of SeCurity.

The polygraph is not used by the 0ffice of
Security on official or administrative matters L
‘involving possible malfeasance, or for the sole -
purpose of determining violations of the criminal
laws of any countyy.

~Additionally, polygraph examinations are not
 given where any indications of medical or psycho-
logical problems are present, or to individuals
who have not reachcd their 18th birthday.

LA
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Fol]ow1ng arc -the types of cases where a polygraph is
required:

a. All Agency staff employces;

. 25X1A

c. Indcpendent Contractors who havo staff-like
access to Agency 1ndta]1af10n5' :

d. _Agency Consultants;'

e, Military Assignees to the Agency.at Head-
quarters or in official Agency installations;

f. Civilian Detalleeq from other Government .
agenCLeS' : B . '

g. Carcer. Associates who have staff-like access
to the Headguarters Buildine . or official

25X1A

h. Industrial Contractor cmployee% who have" 
- 'staff like access to Agency 1nata31at10ns,

i. Federal Protect:ve Service Officers who work
in dll Anency buildings; :

3. Gcneral Services Admlnlstratlon Char Forcc
~and Maintenance personnel' :

k. Canteen Corporatlon Vendors worklng in all
Agency bulldlng5° A

1. Bllnd Stand Vendors in all Agoncy buleJng5°i"
1. Part- tlme Cred1t Union employeGS"

n. Part~time Employee Activity Association
Store employeces;

o. C&P Telephone Company employces worklng in
the Headquartcrs Building;

p. Barber Shop personnel;

q. Periodic re~investigation of staff employces.

Approved For Release 2002/11/04 : CIA-RDP79-00498A000300100005-2
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The following cases do not require polygraph:

g

a. Dependent summex employeces;

¢, -C&P Telephone Company employees working

" putside of the Headquarters Buildings; .

d. Non-Govexrnment char force and maintenance

. .personnel (i.c., Pexrsons working for
- private firms) R

e. Government Services Incorporated Cafeteria
. employees; - o L : ,

¢ Guest speakers for various Office of Training .
T courses, ' .

One-time or short-term maintenance personnel

{i.e., window washers and contract floox

woaawaxers).
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' WIMORANDUM FOR: Inspector'Gane*al

x -

~'I.!.cs‘oen"t.: W Gambino&?'f
Dxrector of Sacurxty-

. Ts Wiﬁh.refarence o the list of twenty~itwo quastian..”
concernlng the Agency 5. polygraph Program. which: you-prevzcusly
- forwarded’ to: this¥ Office, responses- 1o0.all . but sevel of these-
questlons\wera provided toiyou by menorandum on 25 ~June 3,976
{08 62807) .. The: ramaining seven quthlans, which™ required
S ‘legal: op1n10nsp d. bee yded to the Offi 1General
. Counselk for revxew; 5 g :

: . arof G 483
aé?énfquestlons (numgered 9 10 110,16 17, 18 nd 19) aTe
"iorwqrded herawith - L have: not had the opportunity 1.0 tullys
3 the” 1mpact ‘on.- the Agency's polygraph program: of ihe
ndered jin- these FoSpPONSes; “although based
concernad with. tha,possible‘rami
{0 questions-Q 165 ~and 18,

"y lconcérns withsths Offlce of.
‘“Fallowing these: dlqcusJionq and upon’coms
pletmon of a. thorough study of ‘the-overall effact these
ons will have on:our polygraph program, . I will. provide
ith ts-as may ba~ pproprxate. :

7 Robert W, vemoIme

Dlstrloutlon. .:k;‘ :
Orig § 1 Addressee -
~ .7 1 - A/DDA
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SECRET
‘w—
ANNEX D
- .
CONFIDENTIAL CORRESPONDENTS AND PERMANENT CONFIDENTIAL INFORMANTS
-
Background:
— .
1. A Confidential Correspondent (C.C.) is an experienced investi-
_— gator, employed by the Agency as an indebendent contractor, who pro-
25X1A
-
25X1A. . _
o 2. We reviewed the and found
that the employment of two C.C.'s appeared to be questionable. The
- first was an owner of a | We asked 0GC if employ-
25X1A | | P
ment of such a person by the Agency would be a violation of the Anti-
- :
Pinkerton Act. When OGC ruled that it was, 0S promptly cancelled his
281A contract. The second C.C. was an | | When we
expressed our concern to 0S that any publicity about this relationship
-T (however unlikely) might have'an adverse effect entirely out of.propor—
- tion to the value of this relationship to the Agency, 0S concurred with
- .
our observation and terminated the contract with this individual.
-
D-1
SECRET
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Conclusion:

5. We believe that there may be issues of propriety involved with
certain of these P.C.I. relationships. 0S recognized that it may have
a problem and has initiated a review with 0GC. A copy df 0S's plan for
this review is attached. When this review is completed, 0S plans to
issue approprfate guide]ines on the use of P.C.I.'é. We believe that
this matter and the use of Confidential Correspondents is under ade-
quate management review and that no additional action is required at

this time.

D-3
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SECRET
— ANNEX F
- FIREARMS —~.AUTHORITY AND USE
— Background:
i. Section 5(d) of the CIA Act of 1949 empowers the Agency to
- "Authorize couriers and guards designated by the Director to carry
— firearms when engaged in transportation of confidential documents
and materials affectihg the National Defense and Security." In an
— interpretation of the Act, the Office of Genéra] Counsel noted in a
memorandum to the Directdr of Security, dated 25 February 1975,‘that
= the "restrictive terms of the CIA firearms authority contrast markedly
— with those o7 other statutes of this nature--and that--it must be as-
sumed that the 11m1ts set out...are intended by design and not the
— result of inadvertence." The 0GC concludes that Section 5(d) of the'
'CIA Act, "will not support a liberal interprétation, but‘rather must
- be interpreted strictly in accordance With its terms." |
25X1A 2. gives the Director of Security the authority in the
Agency for issuance and control of firearms to Agency personnel within
o the United States. The HR states that‘"Thé carrying of firearms may
| be authorized in those cases where
- (a) documents br materials of extreme sensitivity are being
— transported;
| F-1 )
- S E.C RET

Approved For Release 2002/11/04 : CIA-RDP79-00498A000300100005-2



Approved For Release 2002/11/04 : CIA-RDP79-00498A000300100005-2

SECRET

(b) classified documents or materia]s‘in bulk are being trans-
ported within the United States;
(c) the transportation of documents or materials affecting the
National Defense involving unusual risk or security hazard due to the
duration or condition of travel."
3. This strict interpretation of the law placed the Office of Se-
curity in something of a quandary for, in addition to the authorized

armed escort of sensitive documents and material, the office historic-

ally has deployed armed personnel to protect the Director and Deputy 25X1A
Director of CIA;
' 25X1A
In the memorandum cited in para-
~graph 1, the QGC stated the stfict interpretation of the Act would seen
to preclude the use of armed escorts to protect an individual whether
the individual be th.e DCI, the DDCI, The 0GC suggested 25X1A

a way around this prob]em however, in the observation that when the
"pCI or the DDCI carries confidential documents the terms of 5(d) wou]d
permit an armed escort." It is on the basis of this opinion that the 0S

has provided arméd protection to the DCI and the DDCI. The 0GC regarded

as being consistent with the Sec-

tion 5(d) of the Act.

4. With two exceptions, the use of armed personnel by the Office

F-2

SECRET
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SECRET
—
- of Security in the past year has been restricted to the protection of
25X1A the DCI and the DDCI. The exceptions involved the escort by personnel
- of the
-

25X1A Ambassador Helms. Nevertheless, the Office of Security maintains a

— modest capability to provide armed personnel should their services be

required. At the present time a total of permits are 25X1

held in the Office of Security. Of these, 20 have been issued to

- 25X1 | | are held by the ‘DCI

Security Staff, seven are assigned to the Security Duty Officers at

- Langley, and three to Security Services.
- 5. The firearms permits are issued by the Central Intelligence -
Agency. The permit éarr‘ies the following statement regarding purpose
— | and authority: |
“The bearer, whose photograph appears on the reverse side
- is éngaged in the t-ransportation and protection of classified
material on behalf of the Central Intelligence Agency, United
- States Government. ‘ |
— "pursuant to Section 5(d), Public 110, 81st Congress, the
Central Intelligence Agency has authorized him to carry fire-
- arms in the performance of his official duties.”
— F-3
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SECRET
- In compliance with the Taw, the permit is signed by the DCI and counter-
signed by the Director of Security. Gun permits are issued only to
- those who have had a course of instruction in firearms and have quali-
— fied in the use of the firearm assigned to them. The permit is valid
for six months at which time the holder must requalify in order to re-
- new the permit.
| 6. Tight control is maintained over all weapons in accord with
22521/\ Excepting those carried daf]y by the DCI
2_5_>,<1A Security Staff personnel the weapons are stored
in safes and are released only on specific authority of a senior of~
- ficer. Approval to carry a gun on a specific mission, other than the
protection of the DCI and DDCI, must be obtained from the Director of.
- Security.
— 7. As noted earlier, the protection of the DCI and the DDCI 1is
the only purpose for which armed men are used by the Office of Se-
- curity on a regular basis. The DCI Security Staff was formed for thls
role in 1955 and now comprises seven men qualified to carry weapons.
:-' In carrying out its protective dut{es, the Security Staff assigns an
—— armed escort to accompany the Director while he travels to and from
work, whi]e he attends official functions, and while he is making
- public appearances. The armed escort also accompanies the Director
— F-4
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on official trips outside Washington L A similar
service is extended to the DDCI, Mr. Knoche. (whi1e| |15

not protected by the staff at this time, consideration is being given
to providing this service to him also.)

8. 1In providing this service, the DCI Security Staff observes the
letter of the law by arranging for the Director to carry a classified
document while he is being escorted. But this contrivance does not ap-
pear to conform with the 1ntent of the law, since the purpose of the
armed escort clearly is to protect the Director, not to safeguard the
document in his possession. The Office of Security is not comfortab]e
with the Taw as it is now written and has requésted 1egis1ation which
will explicitly auth0r1zc the protebt1ve service it now provides. The
Office of the Leg1s1at1ve Counse1 intends either to submit a separate
amendment to the 1949 Act, providing exp]icit authority for armed
escort of senior officials, or to cover th1s matter in the comprehen-
sive revision of the 1947 and 1949 Acts now being drafted and which
OLC expects to present to the next Congress.

9. CIA is authorized to assist the United States Secret Service

in various ways, including the assignment of armed personnel %o aug-

ment the protective force of the Service. As stated in

"CIA may provide assistance to the U.S. Secret Service in

F-5
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the performance of its protective duties in accordance with

Public Law 90-331, dated 6 June 1968, which authorizes such

assistance from other Government agencies."

An agreement between the U.S. Secret Service and the CIA, signed in No-
vember 1971, states: "The Secret Service, in accordance with PL 90-331,
may request CIA officers and employces to be detailed to augment the
capacity of the Secret Service to perform its protective duties....the
officers and employees so detailed may perform armed, technica]IOV other
protective functions." The agreement goes on to note that while de- |
tailed to the Secret Sérvice, CIA officers and employees "will come
under the direction and exclusive control of the United States Secret
Service..."

10. Armed CIA pers&nne1 havé been detailed to the Secret Service
on two occasions only: the funeral of President Kennedy and the |
inauguration of President Johnson. There seems to be 1ittle possi-
bility that the Secret Service will require their service in the |
future.

11. Armed Office of Security personnel have been detailed on two
occasions to the Department of State to assist the Department in pro-

tective duties. There is no written agreement with the Department to

cover this form of cooperation. On the first of these occasions,

F-6
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25X1A

25X1A

12.  Armed 0S employees were loaned to the Federal Aviation Au-
thority several years ago fof a brief period to augment armed per-
sonnel available to the FAA for the Sky Marshal Program. While tha
services of armed 0S personnel are not Tikely to be requested again
by the FAA, we believe that as a matter of pfincip1e, armed CIA em-
ployees should not be detailed to U.S. agéncies engaged in domestic’
law enforcement.

13. In addition to the use of armed staff employees described

above, the Office of Security hires contract personnel to protect

The

arrangements are similar in each case. Guards are hired locally and

F-7
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placed under contract to protect a building or installation. They are
armed by the Office of Security.

14. There 4s no clear cut statutory authority for the Agency to
perform this role. As noted ear]fer, the CIA statute of 1949 does not
authorize the use of armed men by CIA except to escort classified docu-
ments and materials. In the past, CIA has received delegation of au-
thority from GSA to guard CIA installations, but the authority has ap-
plied only in the District of Columbia. However, Executive Order 11905
specifically authorizes CIA to "protect the security of its installa-

tions, activities, information, and personnel.”

15. rmed 25X1A
civilian guards have been required 25X1A
| So far there have been on un-
toward incidents, but clearly the potential for trouble is there.
Moreover, the civilian guards do not have written guide- 25X1A

lines describing the circumsfances under which they may use their
weapons.
Conclusions:

16. While there is clear authority for Agency personnel to carry
(and presumably use) firearms in the United States to protect classi-

fied documents, and information, the authority to carry firearms to

F-8
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protect Agency officials and facilities as such is unclear. The authority
to carry firearms for these latter purposes should be clarified and ap-
propriate guidance issued.

17. 0S and OLC have this long-standing problem in hand are aré seek-
ing new legislation.

Recommendation:

18. We recommend that explicit authority be sought through appro~-
priate legislation for CIA to provide armed protection to the DCI, the
DDCI, and such other senior officials as the DCI might name, and that

Jegisiation also provide for the specific use of armed guards to protect

25X1A
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1. Attached for your review are the revised versions of the
summary and Annex A of the Inspector General Survey of the Office of
Security. Because Mr. Blake has not seen these revisions, we have
attached an extra copy for his review as well.

2. We would appreciate a response by COB 15 December.

X P

Attachment:
As Stated

o . INASECTOR GUHIRAL
// Approved For Release Smm : CIA-RDP79-00498A0003 100005 2 N
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- 137553
MEMORANDUM FOR: Director of Security
25X1A From s |
: Acting Inspector General
SUBJECT ¢ Revisions to the O0ffice of Security Survey Report
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OFFICE OF SECURITY SURVEY
- MARCH - AUGUST 1976

Background:

1. On 24 March, a four-man team of inspectors began a survey'of

the 0ffice of Security (OS).i. By design; the survey was Timited in

~ scope. Its major. thrust was to address the legality and propriety of '

- 0S activit1es, as distinct from a management overv1ew of the entire

0ffice. The last IG Survey of OS was completed in July 1973.

: 2.- In carry1ng out its task the Survey Team relied heav11y on "

“interviews at all levels within 0S and a review of Agency and 0s

directives and 0GC opinions. Considerable time was spent reviewing

OS fileévwhich, in themselves; provided insights into the characten

and operating style of the Office. p ‘ . | " i
3. Throughout the entire survey 0s management was kept ful]y _”

apprised of our general findings and possible problem areas. Because

we were conv1nced that the survey report should contaln no . surpr1ses

for the D/0S, we undertook to reso]ve problems as they surfaced, ‘
rather than to awa1t the final report To some extent th1s approach N

has been successfu]. Consequent]y, some sections of th1s report w111

1
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identify problems which already have been or are well on the way to being
resolved by 0S. | |
Conclusions:

4.  During the course of the survey, the Survey.Team was impressed
by the acute awareness by 0S personnel, both at Headquarters and 1n tha

- field, of the ‘need to conduct all 0S activities in a thoroughiy 1ega1

and proper manner. Undoubted]y, this sensxt1vity reflects the strong— o

leadership of D/OS who, by his actions, has sought to 1nsure that all =

0S personnel are given ;1ear guidelines and directives that 1dent1fy _

, the policies and parameters governing OS_activities. Managemént haS.'
.gone'one step fufther, és they have encouraged all employees'to seek
,‘c1ar1f1cat1on and Just1f1cat1on of any act1v1ty that, in their Judge-' |
: ment, is not covered by ex1st1ng Offlce d1rect1ves or Agency regu}at1ons.

| ‘ 5f_ We found that the new operat1ona1 restrictions governlng 0S

activities have made implementation of 0S m1ss1on and functlon more
_ difficult. Nevertheless, we have. found no evidence (except for the |

. Po]ygraph Program) to suggest that these restrictions have s1gn1ficant1y

affected 0S's effectiveness. In the case of the Po]ygraph Program, the

requ1rement to report poss1b]e v101ations of law to the Department of '

- Justice reduces the atmosphere of confidentiality des1rab1e for effectlve

2
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polygraph examinations. This finding pertains not>on1y to the cdnduct of
field investigations, but also to the handling of support functioné botﬁ
at Headquarters and in the field.

6. We found that, for the most part, 0S is carrying out‘ﬁts respon-

sibilities in a proper manner. There were, however, certain 0s activities

‘that are not now in comp11ance w1th existing statutes or that may be

quest1onab1e, if not improper. These are briefly described below and

"discussed in greater detail in the Annexes, as 1nd1cated.

a. Compliance: » :
(1) 0S has considerable information on Americans'ih its

security investigation files, collected over the past two decades, re-

‘tention of which became subaect to the provisions of the Privacy Act in

1974 and Executive Order 11905 in 1976. The files are extensive, and

the 1nformat1on that should no longer be retained is a1so belleved to

.be of a very substant1a1 volume. We recognize that it would be a sub-

stant1a1 undertaking and take cons1derab1e time and manpower for 0S to
purge such 1nformat1on from its files. To this end, a number of opt1ons
were discussed with 0S -~ from an acce]erated crash six-month program
to a stretqhed-out program taking as long as ﬁen years. Of the var1ous

alternative approaches considered, one requiring some two years to

3
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complete seemed to offer the optfmum time frame for an orderly approach
to the matter, while at the same time emphasizing the Agency's‘commit-

ment to bring its holdings into compliance with the new guidelines.

25X1A

, (3) The authority of Agency personnel to carry fivearms
~in the United States is limited by statute to the protect1on of con- o

f1dent1a1 documents and mater1als. To prov1de armed protect1on to the o

DCI and DDCI 0S officers use the stratagem of having those off1c1a1s
carny classified documents on their person in order to techn1ca11y |

comply w1th the law. As this is an area where the Agency S legal

authorities 1s in quest1on 0GC 1is act1ve1y pursu1ng broader’ 1eg1s]a- ;

tion to c]ear]y permit the arming of Agency officers for the purpose o

of protecting senior officials and Agency 1nsta]1at1ons‘(Annex F}.

4
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their 1ong stand1ng relationships. with

b. @ueskions o P\’op( ety .

(1) 0S has a 10ng—stand1ng practice of furn1sh1ng 1nfonna-;

. tion on named Americans who are not the primary and proper subject of an

OS 1nvest1gation to some 50 other government agenc1es. While OGC has

" ruled this practice to be Tegal and 0S believes it is an 1mportant and
1ntegra1 part of their exchange of security 1nformat10n with other
'agenc1es, we judge this practice to be of quest1onab]e propr1ety on the '

- grounds .that it permits the unnecessary exchange of unverified and un-

recorded derogatory information on Americans without their knowledge or
penn1ss1on (Annex B). o

(2) OS is concerned over the propr1ety of certaln of

individuals who aSSISt 0S 1nvest1gators in obta1n-

- ing information on subjects of 0S investigations. Recogn1z1ng that

" there 1is no specific gu1de11nes on the use of. these lnformants we

agree with 0S that there may be issues of propr1ety 1nvo1ved 0S has

5
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(2) We found that"OS personnel had gquestions concerning
the legality or propriety of certain aspects of the po]ygraph program.
At our 1nst1gat1on, 0S and OGC have reviewed these issues and have re- |
so]ved questions of legality or propriety. As a result, 0S w111 deve1op
clearer guidelines on polygraph pract1ces (Annex C)

7. . Finally, we were impressed by the openness and the sp1r1t of
cooperat1on shown by 0S in d1scuss1ng their reservatlons about certa1n o
'.of their act1v1t1es and the1r eagerness, part1cu1ar1y in 11ght of the
recent externa1 investigations, to jointly seek resolution of quest1on§ o

able areas of activity.

Recommendat1on5’ .
| 8. Concern1ng questions of 1nformat1on held on Amer1cans, de-‘
~scribed in Annex A, we recommend that: s
~ a. The Attorney Genera1 and the Senate Select Comm1ttee on
Inte111gence be adV1sed that, fo]IOW1ng the 11ft1ng of the Senate mora—
torium and other restrict1ons on destruction of 1nformat1on on }' |
Americans, it will take considerable time to purge such data from 0s
files. (This topic has already been taken up with the IOB Staff QAt- 1
tachment 4 to Annex A).

b. The Office of Security inst1tute an aggress1ve program of .

7
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some two years durat1on to 1dent1fy and purge its f1les of all informa-
tion that does not comply with the requ1rements of the Prxvacy Act and
the Executive Order 11905. |

| | c. The Director of Security issue written gu1de]ines speci—
fy1ng the type. of 1nformat1on that may be placed in 0S files and '
spec1fy1ng the proper criterion for its indexing.

9. w1th respect to the quest1on of access to 0S 1nformat1on by _

other agencies descrlbed in Annex B, we recommend ‘that the pract1ce

of providing 1nformat10n .to other government agenc1es on named Amer1can o

citizens who are not the primary and proper subaects of OS 1nvest1ga-"
tions be term1nated._ o | .
g;j:-- _ 10 On the quest1ons raised about the Polygraph Program descrxbed .
~in Annex C, we recommend that the Director of Security issue updated_ |
gu1dance on the conduct of 0S*s po]ygraph program, incorporating the'::
Jegal opinions and management p011cy contained in Attachment 2 to AA

Annex C.

25X1A
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that consideration be given to advising the Attorneys General of those

states where 0S intends to continue to conduct investigations under

12. Concerning the firearms issue described in Annex F, we recom-

mend that explicit authority be sought through appfopriate Tegislation

. for CIA to provide armed protection to the DCI, the DDCI, and such

other senior off1c1als as the DCI might name, and that ]eg1slat1on a1%0_ :_ '

provide for the specific use of armed guards to protect CIA 1nsta]1a- R

tions in the United States.

9
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© ANNEX A

INFORMATION ON AMERICANS

Background:

1. Over the years, 0S has accumulated a vast array of personal
data on American citizens as a result of its security investigations
of applicants, employees, contraétors and their emp]dyeeé, and other

persons with s1m11ar relationships with the Agency, as well as on

persons other than the primary subject of 05 investigations, intel- |

ligence sources, and corporations. In order to manage this informa-

“tion, 0S established automated and manual 1ndexes and dossiers for

use in the 1n1t1a1 screening of cand1dates for emp]oyment° in deter-Ai

m1n1ng the security suitability of employees, contractors, etc,; in

counterintelligence research; and in supporting security checks by
some 50 other accredited Federal agencies. T

2. These indexes and dossiers are managed by the Security'

Records Division (SRD) of 0S. SRD indexes pert1nent data 1dent1f1ed

by operating components within 0S, mainly the C]earance D1v1s1on,
. for inclusion e1ther in the manual indexes or in the Security Auto_ V
mated Name Check Activity (SANCA) system.’ Until about 1974 there

was little selectivity in the indexing proéess'as the operative mode

A-1
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encouraged over-jndexing. Conseduént1y, little information collected by

0S escaped being indexed.

that serve as reference to the 1mpersonaT sub—

ject files, i.e., files on organ1zat1ons rather than people.

| .25X1Af' 3. . An appreciation of how this system. works and how such a mas-

| "sive volume of data was accumuTated-1s described 1n the 0S memorandum -

_ aﬁ.Attachment 1; This memorandum also shows fhéf; becauéé of intensive
indexing, 0S now hons rétrievable information on American titizéns'
which it no longer can reta1n under the Privacy Act of 1974. Furthera
the 11m1tat1ons contained in Executive Order 11905 on co]]ect1ng and
storing information on “U.S. Persons" not on]y 1imit the categories of
information that may be col]ected but limit the range of 1nformat1on

prev1ous]y co]]ected and currently stored

4, 0S is fully cogn1zant of the prov151ons of the Privacy Act of .-k'r

1974 and Executive Order 11905 that bear heav11y on the collectlon and
malntenance of secur1ty-re1ated 1nformat10n . o
a. Key prov1s1ons of the Pr1vacy Act that apply 1nc1ude the |

following:

"Each agency that maintains a'system of records Shé]i

maintain in its records only such information about an

A-2
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sndividual as is relevant and necessary to accomplish a -

purpose of the agency required to be accomplished by

statute or by Execut1ve Qrder ‘of the President.

“Each agency that maintains a system of records sha1]_

maintain no records describing how any individual exer= -

- cises rights guaranteed by the First Amendment un]ess ex-

pressly authorized by statute or by the individual about

whom the record is ma1nta1ned or unless: pert1nent to and |

within the scope of an authorized or a law enforcement_~i
 activity.” | ' | L
The Privacy Act defines records as fo110ws- :
“The term record means by any 1tem, co]]ect1ng or group;}d
ing of 1nformat1on about an 1nd1V1dua1 that 15 ma1nta1ned
by an agency 1nc1ud1ng but not Timited to his educat1on,
" financial transact1ons, med1ca1 history, and cr1m1na1 or

-employment h1stony, and that conta1ns his name or the } L

_ 1dent1fy1nq number, symbol, or other 1dent1fy1ng part1cu1ars

assigned to the individual such as a f1nger or voice print

or photograph.’ (emphas1s added)

"The term system of records means a group of any record

A-3
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under the control of an agency from which information _is re-

trieved by the name of the individual or by some identifying

number, symbol or other identifying particular assigned to

the individual." (emphasis added)

b. Executive Order 11905.concerns itself with the same matter.

It def1nes col]ectTOn as fo11ows'

"Co]lect1on means any one or more of the gather1ng,.:‘
ana]ys1s, d1ssem1nat1on or storage of non-publicly RS
ava11ab1e 1nformat1on without the 1nformed expressed
consent of the subject of the 1nformat10n. . .

The Executive Order estab11shes certain restr1ct1ons on col

1ect10n by foreign 1nte111gence agenc1es. 1t restra1ns:

“Co11ect1on of 1nformat1on however acquired con- .

. cerning the domestxc activities of United States
'persons, except informat1on concerning present or
“former employees, present or former contractors; or T

: present or former employees or applicants for any

such emp]oyment or contract1ng necessary to protect i”'

fore1gn intelligence or counter1nte111gence sources

- or methods or national security information from un-_

authorized disclosure; and the identity of persons in

A-4
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contact with the foregoing or with a non-U.S. person who

is the subject of a foreign intelligence or counter-

25X1C  intelligence inquiry." (emphasis added)

7. 0S holds a significant, but as yet unidentified, segment-of-

: ,records on Americans who were not dissenters; nor were they of forelgn

» 1nte1]1gence interest, nor were they relevant to the mission and func- '
t1on of the Agency. Although ma1ntenance of such 1nformat10n as sepa-
rate records was not questioned pr1or to the passage of the Pr1vaqy
Act, and.the issuance of Executive Order 11905, compliance with the |
statute and the Executive Drder now requ1re such 1nformat1on to be |
purged. ,‘ |

8. 0S had planned to purge such information from their files as
a by—product of normal file use and in accordance with estab11shed
National Archives and Records Service (NARS) records control schedules.

‘Under this procedure 0S est1mated that ten years or more wou1d be _

A-5
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required to comp]ete the purging and destruction process.p We considered
alternative approaches that would achieve the desired result over a
-shorﬁer peribd of time. It was agreed that a crash program iﬁ-six
mdnths, requiring an estimated 150 persons, would be disruptive and un-‘
- desirable. Among the alternatives the one that seemed to us the most
appropr1ate, in keeping w1th a need to address the problem with a proper
priority and at the same time not be disruptive wou]d be one with a
time schedule of some two years. The number of persons to ach1eve thls
is not small, ranging from 12 to 15 persons. It was estlmatgd‘that
| this would require either reassignment of personnel nOW'aséignedrother
.wofk, or the emp]oyment of retirees; possibly a mix of the‘twd_wou1d_be
indicated. | | o .
| Conclusions:

9. OS recognizes that 1t is storing 1nformat10n on Americans that
is not in compliance with new requirements. We share its concern over |
the difficulties of purg1ng such information from the f11es, but belleve
it to be in the Agency s best interests to do so on a reasonab]y urgent -,; 
basis once the moratorium is ended. In this connectlon, it sh0u1d be
noted that NARS records contro1 schedules do not apply, in our view, to

information, records, and files that do not comply W1th 1mperat1ves that

A-6
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now govern Agency activities. While we do not know with certainty what

‘period following the 1ifting of the Senate moratorium and other restric-

 tions described in [:::::::](Attachment 3) would be allowed for the

purging of such information from 0S files, we believe that such an ap-
proach would be acceptable, hoth in terms of orderly dispatch and
security. | | E .

©10. We find that OS's current input of 1nformat1on on Amer1cans

in its f11es and the 1ndex1ng of this 1nformat1on is in accordance w1th ;"”
~the Privacy Act, Executive Order 11905, and under the close superv1s1on B S
~ of the Chiefs of the Clearance Division and the Security Records Divi-

- sion. However, 0S's guidelines.for. the indexing of th1s informatlon is

~_ verbal and not wr1tten.

11. Without suggest1ng that field 1nvest1gators refra1n from col- |

‘1ect1ng authorized 1nformat1on needed to assess the secur1ty su1tab111ty'
- of an applicant or others of similar interest to the Agency, we be11eve '

. that 0S should collect only such data as 1is re]evant to the prlmary ’

subaect of the investigation and that this data shou1d be kepy on1y in
the pr1mary subject's file. MNo separate records should be ma1nta1ned
on secondary subjects un1ess they are of 1eg1t1mate foreign 1nte111gence ;

B 9

or foreign counterinte111gence interest.
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12. As an interim measure, I have asked the DDA to issue an Agency
- vegulation enjoining'employees from using illegally held information
(Attachment 4).

Recommendations:

" 13. MWe recommend that: '
_ “a. The Attorney General and the Senate Se1ect Comm1ttee on. L
.Inte111gence be advised that, f011OW1ng the 1ifting of the Senate
moratorium ‘and other restrtct1ons on destruct1on of information on
 Americans, it will take considerable time to purge these data from 0S
files. (Th1s top1c has already been taken up with the 108 Staff (At~
tachment 5)). o .
- b. The D1rector of Security 1n1t1ate a program to 1dent1fy
 and purge all information in off1ce files that shou]d be removed
: under the Privacy Act and Execut1ve Order 11905, w1th a target date
of some two years for completion. ' ‘  '
" The D1rector of Secur1ty issue written guide11nes specw- o
'fy1ng the type of information that may be placed in 0s files and

specifying the proper cr1ter1on for its 1ndex1ng
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