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COMPUTER PROBLEMS IN

clatms on behalf of accomplices and they

Mr. RIBICOFF. Mr. President, ghe
General Accounting Office, examining

computer-related crimes in Federal pro-:
. studied 69 individual cases that -

" together totaled more than $2 million in
. losses to the Government.

C o grams,

¢ The GAO inquiry revealed that com-~
. puter fraud is a growing problem in both

"% tne Government and private sector and
7 that, in many instances—no one knows

;would receive the benefits. She processed - . :;;

more than $80,000 in claims before she
was discovered
tip.
An engineer who was no longer em-
ployed at a computer installation man-

aged to continue using the equipment for - . -

his own purposes. Before he was discov~ - ... -
ered, he had used more than $4,000 worth - . -
of computer time. At another installa- -

tion, a programmer used a self~initiated

through an anonymous _ -

training program to obtain the useof his - - -
agency’s computer system. But instead - ... .
of working on the training exercise, he - - -
was developing his own computer pro- - ..
grams which he hoped to sell, GAO
auditors sald. -« < 7 T
The manager of

. how many-=if .is _almost,_impossible to
“ deteet. . oo an
. The name of the GAO study is *Com=
" puter-Related .Crimes in Federal Pro-
" grams.” The study is dated April 29,
1976, . - - .

‘a computer center .

GAO obtained its information from the

' investigative files of the Criminal Inves-

.. tigations Division—CID—Command of
- the Army; the Navy Investigative Serv-

. jce—NIS—the Office of Special Investi-
" gations—0OSI—of the Air Force; the Jus-

" tice Department's Executive Office for

. U.S. Attorneys and the FBI; the Office

. of Invastigation of the Agriculture De-

partment; the Internal Revenue Service

- in Treasury; HEW'’s Social Security Ad-
" ministration; the Division of Investiga-
. tion of the Interior Department; and the

U Investigation and Security Services of
" the Veterans Administration.

_ " In the preponderance of the 69 cases,
 eriminal prosecutions resulted.

GAO auditors cited these instances of

. computer crimes in Government:

A Defense Department fuel supply em-
. ployee who had helped automate an ac-
counting system introduced fraudulent
. payment vouchers into the system. The
compuier could not recognize that the
iransactions were fraudulent and issued
checks payable to fictitious companies set
up by the employee and his accomplices.
These checks were sent directly to banks
- where the conspirators had opened ac-
- counts for the companies. The criminals
. then withdrew the funds from the ac-
counts, Officials estimated the govern-
- ment paid this employee and his accom-
plices $100,000 for goods and that were
never delivered.

A supervisory clerk responsible for en-.

tering claim transactions to a computer-
based social welfare system found she
could introduce fictitious food stamp

processing personal information stole - ...
some of this data and sold it to private -

firms. The private firms, none of which.

were authorized to have such. data, used -
the information to promote their prod- ° .-
ucts. GAO said that although the Goy- "~ .~
ernment did not lose money in this case -

the privacy of individuals whose data -

records were involved was violated.

At one large Army installation officers

estimated that 80 percent of all thefts. ~

may have been computer related.

In transmitting their report to the = .0
Congress, GAO auditors said they were -~ -

precluded from being more specific about

individual instances of computer fraud -
because first, in many instances infor- .
mation came from raw investigative; :
files; second, several of the cases re-: o
viewed were still open or were about to- -

be prosecuted at the time GAQC com~ - -
pleted its inquiry;-and third, persons -

who had perpetrated computer frauds ~: .-
cooperated with GAO but with the un~ -

derstanding - tha?:_ they would not be . - B

jidentified. .

GAQO auditors
they studied did not involve sophisti-
cated ‘attempts to use computer tech-
nology for fraudulent purposes. Instead,
GAO .said, these were uncomplicated
acts which were made easier because

said”most of the cases B

management controls over the systems

involved were inadequate.

Forty-three of the 69 cases of com-

puter-related crimes were classified by
GAO as being “fraudulent record initia-
tion.” Under this category, GAC included

cases in which. Federal employees, or
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- persons employed by Government con-~
tractors, deliberately falsified informa-<
tion from records and documents to be
fed into computers. Also included in this
category was the act of falsifying claims
by reuse of supporting documents pre-
viously processed.-
_ The second category of computer-
related crimes is termed “unauthorized
or inappropriate use of facilities and
supplies.” This category includes devel-
oping salable programs on Government
computers, doing commercial work for
. outsiders on Government computers and
. duplicating files and selling them.
“Processing alteration or destruction”
is the third category of computer-related
crimes studied by GAQO. This offense in-

cludes such crimes as sabotage or alter--

ing information in the files affecting pay,
promotion or assisnment, and bypassing
existing controls to enter unauthorized
changes.

" is “misappropriation of output.” In-

. cluded under this section is the Inisap-..

propriation of returned checks,

+ 7. .In connection with ils review of com-=
= puter-related crime in the Government,
. GAO commissioned the Stanford Re-
* . search Institute—SRI—of Menlo Park,
. Calif., to study simﬂar crimes in the pri- -

i = vate sector.

.+ GAO said the SRI report indicates the
. same types of crimes cccur in both the
“public and private sectors. GAO said in

both the pubhc and private areas the’

. majority of crimes were committed by
-~ systems users—that is, persons working

with the computers being sbused—but -

the proportion of user crimes is larger
in Government.

GAO auditors said the size of the aver-
age loss in private sector crimes is higher
than in the Government cases studied. In
4 review of 144 cases, SRI found the aver-

" age loss in private business to be $450,-

000. GAO said the average loss in those
Government cases in which a dollar
figure was apparent was $44,000.

~GAO sald the Government should im-~
. prove its management controls over com-

. puters. GAO also pointed out that audi-
- tors of Government computer programs
- should be educated about the prevalence
and types of computer crimes. GAQ said
that several Government computer audi~
tors did not know about crimes which
had been committed in their own pro-
grams until GAQ informed them.
nother General Accoun Office
- study found that Navy auditors identi-
fied a computer as being incorrectly pro-
gramed in 1969 but the computer was
" not fixed for 5 years, during which time

. the machine initiated unnecessary ac-

‘tions that cost the Navy $3 million &
year.
GAO said one of the reasons the Navy
gave for the B-year delay was that Navy
officials were concerned that. by con'ect—
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The final category examined by GAC _

CIA—RDP79-00498A0003001 09-7
the computer mo1b

cause budget reductions,

Another instance of computer shor‘t-v
comings, GAO said, could be seen in & .

situation in which Army computers di-

rected the shipment of radloactive equip~ -
ment without requiring the stipula.ted _‘

safeguards for proper handling,

they might

These examples were cited by GAO to

demonstrate problems in the Federal [

Government’s “automated. decisionmalk-

. ing computers.” These computers, oper- —

ating without human supervision, an-
nually initiate payments, purchases and
cther expenditures involving many bil-
lons of dollars in Government funds and -
- resources and people axe not required to -
review these actions to determjne
whether they are correct or not.

Tn its report, dated April 26, 1976, ene
titled “Improvements Needed in Manag-o -

ing Automated Decisionmaking by Com=
puters Throughout the Federal Gevem-

*.ment,” GAQ concluded: . Q
. Computers in ¥ederal departments a.xid

agencies annually lssute unreviewed pay~

ments and other sctions involving billlons . °

‘of dollars In government assets, These ac- ' -

tions are often wrong. They can cost the gove
- ernment huge sums of raoney; exactlv Imw :

much no one Enows.

It 1s troubling to note the extent to wb.icii
these decisionmaking computers are able to .-
decide things on their own. Computer tech-
nology is progress, of course. Buf people -
should menitor closely what these machines
are up .to. For all thelr heralded memory -

banks and fantaastic instant recall, comput= '«

ers are still basically beasts of burden. They -

have no intelligence, except. for‘what infor~ .- -

' mation people insert In them. Lo
s Automated decisionmeaking by computer&” :

occurs when computers are programmec to
meke payments, purchase rmaterial .and

otherwise spend money and take actions. . o

without the-assistance-of or review . by
ple,

pe:gn thelr study of automated decision= .

computiers, GAO suditors conciuded

that thess kinds of computers initiate more

than 1.7 biilion payments and other
actions by government & year without any. ®
«person evaluating whether they are colrect.
Government
computers issue each year. & minimum of

automated decisionmaking

unervelewed autborizations for payment-or .. R

checks (excluding payroll) totaling 326 mz- :

lion, the GAQO report said.

Tureviewed bills totaling &t Jease $10 bil- =~ -
lion are.issued annually by automated de- - ...
cisionmaking eomputers, the GAO auditors :

sald

In addition, the GAO sald, theas' game -

computers issue annually unreviewed reg~ .. -

uisitions, shipping orders, repair schedules
and property disposal orders for material
valued at $8 billlon.

GAO obtained mtormatloxi on 128 auto-
mated decislonmsking computer programs af

the Army, Navy, Alr Porce, Defense Supply . -

Agency, General Services Administration,

Rallroadd Retirement Board, Veterans Ad-

ministration and the Departments of Agri-

culture, Commerce, Houslng and Urhan De-

velopment, Interlor, Treasury and Health
Education and Welfare.

The GAO auditors cited exs.mpleﬂ 111 Which
automated decislonmaking computers had
resulted in millions of dollars of waste and,
in one instance, the unauthorized hancm.ng
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" maval aircratt and spare parts.

- problem was noted in &
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of radioactive components for military equlps -

ment.
In 1969, the GAO report sald, the Navy's
own sauditors found that a computer pro-
serving the Navy Aviation Supply
Cfice in Philadelphia was inadequately de-
signed regaxding the ahility to correctly re-
flect demand for the purchase and repalr of

The Aviation Supply Office in Philadelphia
is the central manager for all the purchases
and repair of alircraft and spare parts for
the entire Navy. The Aviation Supply Office
is under the Naval Supply Systems Com-
mand of the Department of the Navy. -

The inadequacy in the automated decls
sionmaking computer program at the Avia-
tion Supply Office was not corrected. The
GAO study lssued

s«petter Methods

May 21, 1974 entitled
For Material

Needed For Cancelling Orders
No Longer gequired.” .

Again, however, the inadequacy was

" not corrected and-the decisionmaking

 computer continued to inaccurately re-

" flect demand for hew equipment and for
. repairs on navalaircraft. Five years went
by before
~.-made. “At
" necessaly costs were initiated. by ‘auto-

the needed correction was
least $3 million in annual un-

mated decisionmaking applications using

. this overstated demand data,” GAO audi-
: ‘tors said. T :

Design of the automated decisionmak-

" ing computers at the Aviation Supply
- Office was developed at the Fleet Mate-

_ yiel Support Command, Mechanicsburz,

Pa., which also reports to the Naval Sup=-

' ply Systems Command in Washington.

GAO asked Navy officials why it had

. - taken so long to correct the, computer

inadequacy. The GAO report said:
The reasons cited by Navy officials for the
5-year delay. in initiating the modifications

- included:

Disagreements within the Navy on whether

-all canceled requisitions should result in re+

" ducing record demands,

High-priority workload at the design ac-
tivity mandated by higher headguarters lev-
els in both the Navy and the Department of
Defense, and

Lack of pressure placed on the Navy com-

" mand and design actlvity by the inventory

control points since reduced demands could
result in budget reductions. [Emphasis
acdded.] :

The Veterans® Administration—VA—
uses automated decisionmaking comput-
ers to make monthly paymentis to more
than 185,000 veterans in apprenticeship
and other on-the-job training programs.
The VA computers are supposed to he
programed to make payments at a rate

. that decreases every 6 months, under the

assumption that an individual veteran’s
pay from his employer will increase a
he learns his trade. .
Annually, the VA computers process
about 1.4 million unreviewed checks for
more than $225 million in apprenticeship

.. and other on-the-job training benefits.

However, the data submitted to the com-

- puters was incomplete and, GAO audi-

tors said, checks went out at the highest
levels to the veterans and no progres-

5CIA-RDP79-00498A000300110009-7

sively declining payment system was im-
plemented. The result, GAO said, was
potential overpayments of $700,000.

" Code 8 is the designation the Army
gives to equipment and spare parts which

have radioactive components and which,

_therefore, are required to be handled by
authorized personnel in a stipulated
manner. - . o

GAO sald it obtained from the Army
Audit Agency data concerning the Army
Electronics Command, Fort Monmouth,
N.J., which processes each. year ab Jeast
950,000 requisitions for material valued

at & minimum of $250 million. About 35 - <
percent of the requisitions are reviewed - .~ -

by people, GAO said, and the rergaining
65 percent are processed by automated

decisionmaking computers without re- - ol

view by people. . :

e avmy Audit Agency examined 88 . -
radioactive commodities handled by this =
Command’s automated decisiominakiong -

computers and found that 18 of the com-~

modities were processed not with the -
radioactive designation of code &—but .- -
instead carried 2 code 0 ratixig, Code 0 - -;
means that no special controls ar han-

dling are required, GAOsaid. - -~ - o
In addition, the GAQ auditors said, -

another 11 radioactive commodities were . -
categorized as code 1, the code that in- -

dicates that the item is scarce, costly or

highly technical—but not that it is radio- : .~

active.

GAO said the Army Audit Agency slso R
studied the application 6f automated . - -

decisionmaking computer .technology. at -

five Army inventory conirol points. The : o
Army auditors found the computers were - ° |
offen in errorjn deciding where material .«

should be shipped. The result, the Army
suditors showed, was an annual loss of

$900,000 in unnecessary transportation ) :
costs. In addition, a total of $1.3 million ... -
was incwrred by the Army in the early - . -

1970’s due to unbecessary inventory in-
cereases caused by
computers.

The GAQG report

in the Government

that is, computer
mistakes. R

personnel-—to make
GAO noted, for example, ﬁh&t thc Névy '

Avistion Supply Office in Philadelphia
receives about 10 million “{ransaction -

reports” each year, all of which are then
fed into computers. Transaction reports
are mainly prepared hy Navy facilities
that receive, store and issue aeronautical
equipment. )

In addition, GAQ auditors estimated
that during a 12-month period the VA
Center in Philadelphia prepared more
than 4 million documents for insertion.
into computers. - .
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errors in these same ..

said that a major = -
cause of inaccurate computer tabhulations .- -
is the massive .7 -
amounts of informadion fed into the ma- .~
chines which lead “input preparers”— -
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To insure more accurate automatic
computer calculations, GAO proposed
that the Government require selective or
. cyclical monitoring of actions directed by
~automated decisionmaking computers.

The GAO also recommended that outside

auditors or independent design teams
. from elsewhere in a given agency be

called in to study the design of a com-~
puter program before it is allowed to
begin making automated decisions.

A third General Accounting Office
study found that the Federal Govern~
ment’s 9,000 computers which are in-
volved in billions of dollars in transac-
tions and contain vast amounts of in-
formation are inadequately protected

- against terrorism, vandalism, program

alteration, and natural disasters.
We can see the potential harm. in Gov-

- computer facilities

~ swwhat enormous personal tragedies would .

-~ result from serlous damage to the social
security computerized system. Social se-

. curity could not function without its

- coraputers. It Is impossible to_estimate
‘the effects on millions of our elderly citi-
 zens whose livelihood depends on social

security should the computers be de- -

- stroyed. :
But the potential threat is not limited

. to social security. In terms of Federal -

revenues, for instance, imagine the havoc

that would result from the destruction of

Federal tax records. . :

) In addition, the number of veterans
jn this couniry is larger than ever be~

fore. Each of these men and women who

- served in the Armed Forces may be re-

ceiving, or may be entitled to receive,
penefits from their military service. Val-~
vable data and records pertaining to
their military service—and the benefits
that accrue from that service—are on
computer tapes and, in the event of ca-
tastrophe, could be lost forever. .
Since 1965, responsibility for control of
eomputer applications jn the Federal
Governmernt has been shared by the Gen-

eral Services Administration, the Offlce
of Management and Budget, and the De-

partment of Commerce.

The GAO report is named “Managers
Need To Provide Better Protection for
Tederal Automatic Data Processing Cen-’
. ters.” It is dated May 10, 1876. ,

The GAO report said the total value
of Government’s 9,000 computers “is
many billions” of dollars, .

GAO said the value of some of the
data which is processed on these com-~
puters such as social security records is

immeasureable.

' GAO auditors said: .
Consequently—protecting equipment snd
“data from unguthorized or inadvertent acts
of destruction, alteration or misuse is a mat-
ter of inestimable importance, N

GAO said, for exampls, that the Na- .

tional Aeronautics and Space Admin- H

jstration could not carry outb space pro- - :
grams without. computer applications;

nor could the Federal Aviation Admin- :

istration. control aircraft effectively.
Computers are used to manage the

more than half-billion transactions proc- -

essed by the Social Security Administra- -

tion and the 4 billion facts relating to
the national population compiled and
managed by the Bureau of the Census,

GAO auditors said, adding that many

other Federal agencies rely heavily on

computer technology. - S
Catastrophic losses’

sponsored data processing installations

such as the loss of human life, irreplace= =~ .
able data and equipment have occurred, -

GAO said. In many of these losses, GAO
implemented after the event.

GAO said informationr on the: ,pﬁyéi- i

cal security measures employed at 28

not properly protected..

GAO recommended _that to provide -

to 'Gb;lemﬁent- S

more security over Government auto- -

Office of Management and Budget—

OMB—should diregt that management .- ;

officials be appointed at Federal instal- A
lations having data processing systems -

and that they be assigned responsibility
for automatic data processing physical
security and risk management, -

Reflective of the amount of money: V

Federal agencies spend on computbers,

- GAO said, is.the fact that more than $10

billion is expended each year to buy and
operate Federal data processing systems.

In concluding
guards are inadequate regarding com-
puters,
&% 28 data processing installations of the
Departments of the
Force, Agriculture,
State and Hesalth, Education and Wel-
fare and the Veterans’ Administration.

‘Besides the 28 Federal data process- -
ing sites, GAO auditors also studied se- -
curity problems identified at 23 addi~
tional Government computer installa- - =

tions.

In addition, GAO examined data prbc— :
essing security systems used at Govern~ -~

raent ‘contractor sites, universities, pri-

vate companies, a bank, and 2 local gov- -

ernment, :

CAQ said major areas of security cov-~ ~

ered in itsinvestigation of data process-
ing facilities included steps taken by
management to guard against threats of
modification or destruction to the physi-
cal plant, personnel, comptiter hardware

* ond software, and to the data being proc-
essed or stored by the computexfized sys- -

tems. - )
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-

Army, Navy, Air - -
" Transportation, -

' ernment’s failure to adequately . protect - said, additional security measures were .
when we consider .

it mrocessing faciitles led its - -
auditors to conclude that Federal data -© .=
processing assets and valuable data ave * . - -

that security safe-
GAO studled security techniques. <=



Eighteen of the 28 data processing in- -

"¢ stallations were in the .continental
United States. The remaining 10 were
abroad. I
Among its findings that computeyr in-
stallations are not properly protected,
GAO noted that— - , N '
Fourteen installations had combustible
paper  supplies or magnetic tape files
which were stored in computer rooms
which exposed systems to losses from
fire. : ) -
Three installations had computers
which were in use in areas where only
pgrtable fire extinguishers were avail-
able. o .
One installation’s computers were in
operation where no portable fire extin-
guishers were available. L
Twelve installations had ' computers
which were in use above raised flooring
- without periodically cleaning below such
flooring, constituting a fire hazard. -
- . Six installations had computers which
-~ were in operation where master electri-
cal power shutdown controls were nob

" easily accessible at exit points.” -

.- Ten installations had computers in

. operation in areas where overhead water

or steam pipes—excluding sprinkler sys-

tems—existed with inadequate provision

- for drainage. L,

; Two . installations. had. computers

- which were used "in “basements. below
ground level, exposing systems to poten-
tial flooding conditions. - v

Seven installations allowed vendor

- service personnel near computer banks
without supervision. )

Five installations allowed in-house
service personnel to move about without
supervision in computer areas.

Three installations located computers
idn quarters that were vulnerable to van-

als. : O :

Five installations managed their com-
puters in ways susceptible to theft or
misuse. Remotely located computer sys-

. tems were in operation without controls
to detect improper or erroneous attempts
to use computers or data files. -
~ Fourteen installations lacked contin-~
gency planning. Computerized systems
were- in operation without formal con-
tingency plans to insure continuity of
operations if an event occwred that
threatened security. ' '

GAO studied instances in which major
data processing facilities had been hit
by terrorism, vandalism, fire or natural
disaster.

. GAO said attempts at sabotage of
computer activities have been made by
employees within data processing cen-
ters. GAO said four attempts had been
made to sabotage computer operations
at Wright-Patterson Air Force Base

_ mear Dayton, Ohio, during a 6-month
period ending November 15, 1974, by us-
ing magnets, loosening wires on. the
computer mainframe and gouging equip-
ment with a sharp tool.
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On August 24, 1970, a bomb exploded
outside the Sterling Hall Building at the
University of Wisconsin. This building
housed the Army Mathematics Researchh
Center and other federally funded re-
search. activities. One employee was
Kkilled and three others were injured. The -
explosion damaged 25 buildings at the
university ‘ and resulted in a total loss -
of $2.4 million for buildings and equip- -
ment. Computers at the Army Mathe-
matics Research Center were damaged
and some- programing efforts and 20
years’ accumulated data was destroyed.
It has been estimated that this research
data represented more than 1.3 million

Ctaff hours of effort. GAO calculated this - -

effort to represent an investment of §16

sive damage. The computer facility was
flooded from. broken water pipes and
parts of it were inoperable for about 29

-+ The computer center at the National - =
Institutes of Health, Bethesda, Md., has =
_experienced many computer system fail-= .- -
ures due to electrical power failures. .. ..

GAO said officials of the computer center

estimated that they lost & minimum of . . =
$500,000 annually from electrical power . .7
_fluctuations. During a 15-week period,
the NIE computer center experienced

6 major electrical power fluctuations
which caused 15 computer system fail-
ures. These failures resulted in destruc-
tion of data for 375 batch processing jobs
and for 2,250 remote terminal users.
GAO said these power fluctuations

caused repla¢ement of electronics cost~ - -
ing more than $94,000 in various compo=-- .

nents of the computer systems. .. -
On June 24, 1972, water irom the Sus-
quehanna River flocded all of downtown

Wilkes-Barre, Pa., and filled the base~ o
ment of the post office building. Water - . -
continued rising until about 6 inches -

of it were ont the computer roont Hoor.
About $7.5 million worth of ,Govern-
ment computer equipment was located

.on raised flooring on the first floor. Had

the water risen about an inch more it

would have ruined virtually all of the "

computer equipment, GAC said.

GAO described a 1959 fire at the t

Pentagon which destroyed three comi-
plete computer systems valued at $6.5
million. The fire started in a vault con-~

taining stored paper and magnetic tape . -

and spread throughout the computer
center. When the first occurred em-
ployees were unable to reach the switch
to turn off electrical power for the com-~
puter system. This created a hazardous
situation for firefighting efforts.

GAQO cited another example of cata-
strophic loss caused by fireto a Govern~
ment facility, although computer rec-
ords were not directly involved, In July
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On, . L '.;,7'7 N
In May of 1972, a bomb exploded on
the fourth floor of the Pentagon above "~ -
the computer facility and caused exten= - T
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of 1073, fire broke out in the Military -

Personnel Records Center in St. Louis,
Mo. Sections of the huilding housing
these records were not equipped with
sprinkler systems, smoke detectors or
fire walls. Although the fire did major
damage to papers and not computerized
records, GAO said, it nevertheless 1llus-
trated how devastating the loss of irre-
placeable documents and records can be.
GAO said that since such records are
being put on computers more and more,

the problem increasingly becomes a-com=

_ puter security problem. . .

GAO said the St. Louis records center
has been the repository for about 52 mil-
lion records on military personnel ac-
tions since 1912. The sixth floor, where
the fire started, contained about 22 mil-
Yion military personnel files or jackets.
i&bgut 16.8 million of these records were
ost. I S L B -

o icc)lz ‘the St.” Louis fire, GAO auditors
gy e e e eon | zin

This Installation’s mission is to matntain

. these official government records and to re-
... spond to. Inquiries ‘made -by the Congress,
. other government agencles and the taxpayer.
© This mission will now be ‘hampered for some
7 time because the lost records—some of which
-~ may be Lrreplaceable-—must be reconstructed
. to satisfy inquirles, which is a costly and
.. time-consuming process, o
. While 1t is unreasonable to expect thab
there would be- backup for. every: original
record in the manual files,-1t is reasonable
to essume that ‘some sort of contingency
planning should have been done to insure
continuity of operations when 2 loss has
occurred. Agency officials told us that a con-
tingency plan was formulated after the fire
happened. . .

GAO cited an instance at Kelly Air

. ¥orce Base in San Antonio, Tex., in which
someone altered a computer program
that resulted in a $100,000 theft of Gov-
ernment money. Due to the computer
alteration, the Air Force paid $100,000 to
bogus companies for aircraft fuel never
delivered. The bogus companies were es-

tablished by a Government employee '

working at the base. The employee had
indepth knowledge of the computerized
fuel accounting system which he helped
develop and install. An investigation was
begun when 2 bank contacted the A.u'
Force regarding suspicious banking
transactions  involving Government
checks. The employee was arresied, con-
victed and sentenced to 10 years in

prison. '
Among the agency comments to the

. GAO report were these: o

James 'T. Lynn, Director of the Office
iof Management and Budget, said the
| GAO report was correct in citing a “need
for greater awareness of ‘threats to phys=-
{ ical security” in automated data process-
 |ing. However, Lynn sald oMB did nob
! support GAOQ’s recommendation that an
| official in each agency be agsigned re-
| sponsibility for computer security.. In-
! stead, Lynn said, the head of each
! agency should decide how computer safe-

~erations, I have directed the stafl to .
conduct & preliminary inquiry into the -

PFederal programs and computer sgcurity E

v Pwo GAO STUDIES CRITICIZE LACK

guards should be provided and who [ .

should be in charge.

Terence E. McClany, Assistant Secre~ - S
tary of Defense, Comptroller, said of the -

GAO. report that in general, “the impor-
tance of the subject, the general sub-

stance of the report, and the thrust of the
recommendations are wholeheartedly .~

endorsed * * *” ; -
John D. Young, Assistant Secretary of -
HEW, Comptroller, said, We full con~ -

our with the recommendations contained - :

in the report . . . . )
William S. Heffelfinger, Assistant Sec-

retary for Administration in the Depart- - =~
ment of Transportation, endorsed the P

GAO study. C D . LI
The GAQ report did not identily any-

of the specific installations where it dis- |~ -
covered inadequate safeguards against - -
computer damage. GAO auditors felt - -

. that to identify these sites would be to

run the risk that persons might wish to
exploit these securily weaknesses. -

Mr. " President, as chairman of the
Seniate Commitiee on Government Op-

problems associated with computer~ "
related crimes in Federal programs, au-
tomated decisionmaking computers in

in Federal programis.

- Also in connection ‘with bbncli:ut-erﬁi;
‘problems in the Federal Government,

Rebecca Leet in the Washington Star of

May 10, 1976 has written an informative :

article. Printed on page 1 of the Star,

the headline of the article is “Two GAO
Studies Criticize Lack of Controls om - "\~

Computers.” Mr. President, I ask undne -

imous consent that the Washington Star
article by Ms. Leel; be printed__ixx the

RECORD. - .

There being no objection, the article e
was ordered to be printed in the Recorn, -~ B

as follows: - - - .

. OF CoNTROLS ON COMPUTERS _ -
.- (By Rebeces Leet)

The rapld movement of the federal gove‘z?r»x-\ R

raent to greater and greater reliance on ComMl -

puters has not been accompanied by controls ey
to assure that computer orders are appro= . T
‘priate or necessary, according to two General = |

Accounting. Office reports. . .

The result is & government highly sus- A

ceptible io being defranded, even hy un-
sophisticated workers and to losing millions -

.of dollers apnually in overpayments, un-

necessary repairs and the like. =

Probably every federal agency which uses .
computers lacks the conirols necessary to
prevent the kind of computer fraud and niis-
takes which led to the $622 million overpay-
ment In federal welfare benefits the Social

Securlty Administration has made since 1974. .~

The Washington Star reported on Friday
that sudits by the Department of Health,

‘Education, and Welfare had found that lax
management of the Social Security com-

puter system left large amouits of money
exposed to errors and fraud. -
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The GAO In i
agency after nﬁgﬁ?&? ﬁ%
freud in private industry, are the first time

the federal government has looked at what

steps it has taken to protect itself agalnst
computer fraud and mistakes since the gov-
ernment began using them in 1952. Cur-

rently, 9,000 computers are used by the fed-

eral government. .

What GAO found, In most cases, is that
government agencies have been more con-
cerned with getting a computer program un-
der way by the date promised than they have
in seeing it function properly, according to
the reports. .

Ken Pollock, a GAO official who deals with
computer policy, sald the agency was “ap-
palled” by the lack of controls it found. “In

- the old manual systems, everyone was Very
conscious of controls. . . . In the hurry to get
automated, these things were ignored,” he
said. ) :

- The report on computer fraud noted that
the control weaknesses which criminals were
taking advantage of “are mostly basic man-~
agement controls long recognized as being

‘. necessary to Insure proper operations.”

The rush to.get the Social Security Ad-
ministration’s Supplemental Security In-
" come (SSI) program instituted by its target
date of Jan. 1, 1974, has been given as the

+i. main reason why the program has so many

‘ bugs in it.”The Star previously disclosed that
8622 has 'been overpald the country’s aged,

. plind and disabled welfare recepierts under.

S3I. .

Once a government computer system is In
operation, Poliock noted, . “there’s always
something else (for programmers) to do
other than go back” and review the system

_to0 see if it is functioning properly.

Pollock sald that GAO -hagd difficulty in -

.. making its two studies because fraud by com-=
. puters had never before been isolated from
- regular fraud and because no onse had ever
isolated the process which GAO called “asuto-
mated decision-making by computers.”
Automated decisionmeaking by computers
occurs when a computer is programmed to
jssue checks or bills or orders for an agency
ander certain circumstances and the actions
are taken without humans ever reviewing
them to see if they are correct. : ~
GAO discovered that such computer pro-
grams annually Issue payments or checks—
excluding payrolls—totaling $26 billion. They

. issue bills totaling $10 billion and issue re-

quisitions, shipping orders, repairs and dis-
~ posal orders for materials valued at $8 biilion.
" Humans never review any of those actlons.
GAD sald that while. it belleves most of
automatic decisions the computers are cor-
rect, “we know from audit reports we re-
viewed that they also make bad decisions
that cost the gavernment many millions of
dollars annually. Additionally,* bad decl-
sions . . . may result In harm to people.”

“There 1s no federal-wide nolicy, guldance.

or other instructions on how.computlery is-
- sulng unreviewed actions should be managed
by federal agencies,” the report said, “There
is little checking or monitoring of output on
an ongoing or short-term periodic basls.

eTnternal audit reviews of these computer

actions are-made sporadicslly or not at all,”

the report sald, .
. Ezamples of the mistakes ‘of such auto-
mated declsion-making -by computers, 83
noted in the GAO report, Include: o
The Navy yearly spent 33 milllon to per-
form unnecessary =airplane overhauls from
. 1969 to 1974 becausg incorrect informsation

Approved For Release 2002/06/05 : CIA-RDP79-00498A000300110009-7

(As the GAO report notes, once computer
mistakes are discovered, they must be cor-
rected to change the faulty outcome. The
Navy resisted correcting this program error
for two years after 1t was discovered at least
partly, GAO was told, because it feared lits
budget would be reduced if a lower use level
was shown.) ) ° -

A faulty computer program led to the un-
needed cross-country shipment of $1 million
worth of Army supplies one year,

In a study of 89 such shipments, mistakes

piscudits B ARG, o

in a computer code resulted in 29 improper .

shipments of radioactive material, The ma-

terial was shipped without proper safeguards
and “there was doubt,” the report noted, that
customers in some cases should have received
the material and in others that they knew it
was radioactive. - :

Regarding computer fraud, the GAO said | . LT

that contrary to the general assumptlon,
those defrauding the govermment by com-
puters are mainly the untrained, relatively
unsophisticated computer users and not the
highly trained computer programmers. '

In 60 of 69 instances~of computer fraud L

was committed by the computer user who
knew which keys to press on a computer

terminal to get a check Issued to someone. -

Since no records are kept of computer fraud

separate from regular fraud, the 69 instances

which the GAO investigated, Poliock said,
were all cases which government investiga=
tors recalled as having .involved computers., .-

These instances, which occwrred since

1870, resulted in the federal government .~f: :
being bilked out of $2 million. It was rela= -

tively easy to accomplish, GAQ found, be-

cause of inadequatewontrols over the com-- 3

puter systems.

Of the 69 cases, investigators reviewed 12 -

in depth. Their conclusions went largely un-
challenged by the agencies which were vic~
tims of the fraud, sccording to the report.

“In every case we reviewed in detail, the
incldents were directly traceabls to weak-
nesses in the system controls . . . The pri-
mary reason wéaknesses in system controls
existed was that management falled to rec~

ognize the importance of controlling sys- 7

tems,” the report sald. .
“Managers . . . primarily emphasized

their systems operational; control was mot NS

emphasized.” . . S e

© sComputer criminals were typically mot
‘professional’ criminals, but persons who
encountered difficultles on '@ short~term

basls and who commit their crimes to help

them solve their problems. They experience

great personal suffering when their acts are R

discovered. Therefore, & highly visible and
active. audit function could dissuasde them

from attempting crime,” the report noted. -

The instances of fraud included amoiirits
ranging from $320 to $250,000. Some of the
fraud was not in hilking the government of
money but in using government computers
to design programs which were then sold to
commercial irms. ’ .

Conclusions of the GAO reports, whic
were seant to all government agencies using
computers, are not binding on agencles.

However, agencles must Inform Congress
within 60 days what actions they have taken
as a result of the reports’ recommendations

on implementing controis. It is then up to |
Congress to declde whether legisiatlon iz !

needed to corract the defictencles noted.
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CINTROZYCTION - : : :
Many eariy business applications. on colputers ifnvolved
entrring, manipulating,’ and summarizing- data and genarating
reosris,  Most outdut- oroduced by these computers WES
aonually reviewed (1) for correctness and/or (2} tc decide
what actiens should be taken on the basis: of the ontouk
report., _ . . : : .

ﬁl

As more complex computer grocessing develoved, "the
avolications becare moce innovative. JComputers wers assign—
ed certain reuﬁtltlvp decisionaaking work which dunlicated .
‘stens peogple had. taken to do the job oreviecusly: .7The output :
of these conoutera is freaguentlv not reviewed hv pesnle
(that 13. no nanual rev1ew).

. o These types of aovllcatxons H=ve no ea“abllshou nane. - -
Vie are calling them automated cec1olonwa ing avolications. .

’ . hUrO ATED DPCISIOSWAKIKG AﬁpLI ATIO@S ) - -

progreas that ;géglate action ‘tho"~h o"to >} on the basis
of programable decisionuaklng criteria gstsblished v
nanagexent and incorporatec in comouter instruction. The .
distinguish ng characteristic oL these annlications. as covs

pared .to cther computer avplication programs, is thac manaY - .
of the computer's actions take vlace withont mamual revizar

f . and evaluation, . S - . -

) An inventory zpplication is an examole of a cowouter, .
application prograsm. If the computer processing of a regui- L
sition for material reduces the onhand nuanglty below the :
reorder point and vE the coaputer IS°U°0 a purchase order )
without anyone reviewing the proposed procurenent o wantity, .
then the =opllha+1un_1a an autoﬂated decisionmaking znpli-~
cation.” Some of the computsr ocutput. of these avplicztions
is reviewed. 1In the foregoing zxamnle, the application:
wmay call for. mznual reviews.of cuantitites on 81l wrrchese

“orders over $5,000, with all ovrchase orders-under tazt
amount being released without raview. -

we -reviewed these aoollca lOﬂS because 1) bixli
of dollars are ‘invelved in the gnreviewad aCulOﬁb tka

Lutvo becx ase of incorrect actions. - .

A i s T

I __Awgmgwﬁmzmm&mmmmwﬂmmm woron
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CHARACTERISTICS -

tne ob.ectlve of us'ng bomputets ooarahxng uwnder auto~
" mated decisionmaking applications is tc take advantece of
their speed, aczuracy, -storage capabilities, and capacity
to oboy prcoete;rtned 1nstru;t10ns._ These applications
~are needed in ‘part, because eof the tremendous volumes of .
information to he outalned, manlpulaued tDro#essed), analv;-
.ed, and acted on in carrving out agency wzssxonv and gyoals .
_ Automated decisionm 1k ing applxcatlons process large
volumes of transactions put into the computer system from ]
various scurces. They make repetitive decisions that, in -
many cases, prev1ou°ly have heen made by people.. The
decision instuctions, built into the program, ask questions
. about thre transactiens and then initiate many actisns throuch
o ~output. The.actions depend solely on the criteria (logic)
and data 1ﬁ51de the computer system. - . - ) .

Computer proqrar
) " The - mOUtE[ pro.ran (software,, wrltten by people, "o L

’ insbrucbs the computer {1} to examina the input data and/
or data already in dutomatic data provessing (ADP] files,
{2} to perform ¢oglcal decisionmaking stens.“nd compuia-
tions in processing the ‘data,: -and@ (3} to-initiate actions . -
in the Lorm of output &s a. result of this process.

ey
.

" - . -Input . - S . E _"" IR ',' - ' .

) Data is usually obtnlned by peonle Erom varlious sources -
and is put into the computer in machine- readaole fornm
(1nclud‘ng punched cards,'opt*cal ‘character) recognition
documents, paper taps, magnetic ink charactev. recoegnition
‘documents, and direct kevboard entry). The data can be .
entered directly for processing or can be recordea on ADP
files for proce581rg at.a later tlm" '

Outout . S : L . L _ .
.. ' Thc apoxlcatlon out“uts are sucﬁ thlags as {1} direc- i
tives to act (SUCh &s orcers o shilp mategiall}, (2] cayment
- ..~ @uthorizations or CL2cks, (3) bills, and (4) gJotices. A .
large percentage of the ocutput of these aupllcatl ns i3 not

santally reviewed and ovalua d by p2ople.
y Y

The following. i'lun:ratzan shows a computer cparating
uander autcmated *¢c1\10n~ax1ﬁ” gopllcatlo"s.
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.usuxlly issu.? to the organizations and people  which take

‘or notified.. ) o e . -

" of which is.determined by managenent, is sent to pzople ia

.”OVTR?ST WITH 'OTHER CO%DUTpR APPLICATIOYS' . . ' .

- groved For-Rélease 2002/06/05 QIA RDP79 00498A00030011Q 9 7 -
the' form of output varles (including listings, magneti ‘

tapes. pleprlnted ‘forms,- and punched cards). Thes2 owtnutq

"indicats the gdecisions resulting. from com“Lter Dro¥e55119

directod by the software. L . o
“hn eutths that are not 1ev1ewed or evalcoated are

tha action being dzrected or hﬁlch are bezqg raid, billed,. -

Some of the output of many'automated deéﬁﬂionraking -

applications is manually reviewed. Under “masagement by : X

exception™ principles, some. OUL“Ht, the nature and extent

the organization for manual review and evaluation. This )
technique allows people to consider criteria, factors, and
inforzatica not contained in the computer system in deciding
whether the computer-directed action should be taken. For
thz>se applications manual 1nte1ventlon takes place only for -
tle actions output for review. .

“he crxterxa for directing manual review af the output o

.7 are contained 'in the-decisionmaking, part of the programe. Imt.c iU

the inventory application exanple, the program_ would direct
that purchases over $5,000 be output fOL m3nuai review. The

. applications can be pLograﬂud so that none of. the putput will"®
be manually reulewed or evaluaLed before actlows ave taken.. .

. Ap p11cat10n prrcrams desxgned to provvde outpﬂt to peo-
p-e for information and analysis are not -autdémated decision- ‘
making aopllcatxcns. Many types of these application pro- ; .
jrams are-used in Governmznt, and the’ outpats are zent to .

. people for revzev before nptlo“s are taken.’

'”ypxcal applxcatlcn programs that are not autamated -
decxszonmak;ng applicacions lnclude.- ’ ’

.-~Systems thacumake recommendat;ons, all of .which are
: manually'reviewed.before 3ctions are taken. -

-~Mana ge"ent and other “information syatemc_whzch oro—-

vide data to various tevels of managers to ‘zssist - . F:?;:-
them in makirng policy, management, and operzting ) C
decisions. . : : - 4;;4
o ' | : - # K

~--Most mathematical models. - . . . a3
. N o

‘ O

[
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" BY THE COMPTROLLER GENERAL
OF THE UNITED STATES

nprovements Meeded In Managing
Automated Decisionmaking

By Computers Throughout

The Federal Government

Compmors in Federal departments and agen-
cies annually issue unreviswed payments ang
_ other actions mvohrmq tiilions of dollars in
Gaovernment atsests. These actions are often
wrong. Yhey can cost the Government huge

sums of money; exactly how mu..h no one
kniows. .

WALTER L. ANDERSON
This rnpcrt dusumes the ways computers ASSOCIATE DIRECTOR
issue unreviewed actions and the causss for
incorrect actions. It suggests remedies 1o cor
y o et e Wi :
rect the situaticn Govemmler-t ‘wtde. , U s GENEENG_ QTC%QUNTING OFFICE

WASHINGTON, D. C. 20548 TELEPHONE: 202-275-5044
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' COMPTROLLER GENERAL OF THE UNITED STATES
: WASHINGTON, D G, 20838 .

B-115369

To the President of the Senate and the
Speaker of the House of Representatives

" Many Federal agencies use computers:to initiate actions
that are not reviewed by people. This report describes the
many problems that have been exPeriencea by agencies that use
computers this way and offerr some suggest ions oa how to

" solve them. ' ' :

We made our study puréuant to the 3Budget and Account ing
Act, 1921 131 U.5.C. 53}, and the accountinag and Auditing Act
of 1930 (3! U.5.C. 67)." . : ' :

We are sending copies of this report to the Director,
Office of Management and Budget; the Secretary of Commerce;

the Administrator of General Services; and the heads of Federal
departments and independent agencies. -

oy

Comptroller General
cf the United States
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s COMPTRCOLLER GENERAL'S '~ IMPROVEMENTS NSEDED IN
REPORT ‘0 THE CONGRESS - MANAGING AUTOMATED .
" . . - ‘DECISIONMAKING BY COMPUTERS
THROUGHOUT THE FEDERAL
GOVERNMENT - :

v e e e e -

-Federal agency computers cause more than 1.7
“billion payments and other actions a year with-
- out anybody reviewing o: ‘evgluating whether
they are correct, Many agencies use computers
in this way. At a minimum,fGovernﬁent-computens
issua annually: . e S

-=Unreviewed authorizations for'payments or
checks (excluding pPayroll) totaling $26 bil-
lion. . . '

-~Unreviewed bills totaling $10 billior.

-=Unreviewed kequisitions,'shipping orders,
repair schedules, ang disposal orders for
material valued at $8 billion. ‘

'COMPUTERS CAN ISSURE
INCORRECT ACTIONS

Computers are complex data processing machinos
which are indispensable to the day-to-day oper-
ations of most Pederal agencies. They can proc-
ess data quickly and are especially useful in
business~type applicatioi.s which involve repet-
itive processing of large volumes of data. How-
ever, computer actions are only as good as the
computer programs (or software) that make the
computers operate and the data within the sys-
tem. Computers can cause incorrect 'actions if
these factors are wrong. The result is over-
'payments and unnecessary or premature costs.

Some acencies' internal audit reports show that
unreviewed incorrect actions have been issued

by several Government computers, incurring over-
payments and unn>cessary or premature costs cf
tens of millions of dollars annually. For ex-
ample:

~~Computers of one military department incurred
increased invertory pivelire and transporta-
tion costs of $2.2 million because of erro-
neous software. (See p. 13.)

Jaar Shust. Upon removal, the report . " e
covar dzte should ba noted hereon i FGHSD~76-~5
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--One military aggncy's computer caused mil-
lions of dollars in unnecessary andfor
premature overhaul of equipment because of
software and data problems. (See p. 14.)

Computers issuing incorrect actions over an

" extended period of time increase the impact of
-ovurpayments, unnecessary coskts, and so oh. It
is important to detect incorrect actions. It
is equally 1mportant to coxrect them as early

. as pcssible, ;

In this report, soeftware that instructs com-
puters to issue unreviewed actions are being
called automated u@C!Slonmaklng appllcatlens.

CAUSES FOR IhCORRECT
COMPUTER ACTIONS

Incorrect computer actions occur because of
scftware problems and/or data problems. The
causes of these problems are numercus. .

Softwere problems, for example, can be caused
by inadequate communications betwecen people
involved in softwaze development. {(See pp. 20
to 27.) . :

‘Data problehs, for example, can be caused by the
use of input forms that are too complex. ({See
pp. 29 to 32.) '

-EEDERAL PCLICY AND
AGENCY MANAGEMENT

There is no Federal-wide policy, quidahce, or
other instructions on how computers issuing
unreviewed actions should be managed by Federal
agencies. There .is little checking or monitoring
of output on an ongoing or short-term periodic
-basis. Internal audit reviews of these computer
actions-are made sporadically or not,at.all;

beveral things can be done that will disclose
some of the problezs before they occur and/or
before computers make Jdecisions that can cause
incorrect actions for an extended period.
‘These practices should be considered far
Government-wide use., {(See pp. 47 to 49.)

ii
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RECOMMENDATIONS -

GAQ believes that, since autorated decision-
making applications have not previousl: been
*recoqnized as a. separate problem area requir-
ing management attention and since millions
"of dollars are presently being wasted as the
result of actions generated by such systems,
the Office of Managemesnt and Budget should

act immediately to improve the situatijon,

Specifically, GAO recommends that the Direc-
“tor, Office of danagement and Budget, in his’

oversight capacity, require that: o

--Each ageﬁcy determine whether aﬁy of its
computey operations involve automated de-
01oxonmax1ng applications.

--The agencies review each. opprat1on to de-
termine whelher incorrect actions are be*ng
taken as a result of these applications.
(Pending issuance of technical guidelines
by the National Bureau of Standards for
making such reviews, the agencies should ex- -
amine enough automatically generated deci-
sions to preovide a basis for deciding.

"whether incorrect decisions.are occurring
and, if so, should take the necessary steps
to correct’ the. 51tuat10n causing the in-’
accurate. decisions; ) : .

~=Before any new automated decisionmaking ap-
~plications are initiated by an- agency, the
proper steps are taken to insure correct de-
cisions. This would include, pending is-
suance of National Bureau of Standards guide-
lines, a carefully chosen combination of in-
"dependent review of systems design, adequate
testing beforé implementation, and periodic
testing of decisions after irplementation, as
discussed in this report.

--Agencies make reports on the actions taken,
and establish an appropriate-mechanism four
monitoring reports.

GAQ recnr~e=ds *° .., . _.use the National Bu-
rex .. standards has xedponsxbzlltzes for
technical aspects of avtomatic data proc-
essing, the Secretary of Commerce direct the
Bureau to issue technical guidelines for de-
veloping, using, technically evaluating, -

E . iii .
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docunentlng. and mofifying these appllcatlons
in the Federal Govermment.  When issued, these
guidelines should cemtain certaim criteria for
independen* technical reviews :and for monitor-
ing of these applications fo insure problems
are detected ami cotrected promptly. The Gen-
eral Services Administration should incorporate
the Bureau gu1de11nes in. its agency directives.

>_In addition. GAOD recemmnnds that:

--As the General Sevvices ndmlnlatnatlon sug—
gested,. the Civil Service Commission develop
and add to its automated data processing.
training curriculum courses in automated-de-
cisionmaking applications so that wmanagers,
technical personnel, and auditors will be-
come better equipped to deal with them in
an aprropriate manner.

~=Internal audit grecups in aqencles hav1ng au-
tomated dzcisionmaking applications paxtlcx-
pate actxvely in Zesicn, test, and reviews
of such systems to carrcy Qut their respon-
sibilities.

- Finally, GAQ suggests that .the Joint Financial
Management merovemaﬁt Frogram consxder this -
area for ongoing at*nnt*on.

GAO is sending copies of this report to all
departments and independent agencies for their
information, use, and cwidance pending issu-
ance of the Office cf Managemunt and Budgyet.

and the National Burreau of Standards materjal.

GAQ received couments from sevetal'aqéncieb.
_They agreed in principle to the need. for in-
creased masagement sttention to automated
decisicnmaking appl;catuans (8ze pp. 5% to
55.1

iwv
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CHABTER I

'INTRODUCTION

Mmany eaxiy besiness applications. on computers involved
enterxng. manipulating, and summarizing data and generating
.reports, Most outnut: aroa&ced by these conputers was
nanually reviewed (1) "for correctness and/or (2) to decide
what actians should be taken on the basis of the ontout
teport. : ‘

As more complex computer vrocessing developed, "the
applications became more innovative. <Computers were assign-
ed certain revetitive decisionmaking work which duplicated
‘steps people had taken to do the job vrevicusly. - The outnut
of these computers is freguentlv not reviewed by people
(that is, no manual review).

These types of applications have mo established name.
We are calling‘them automated decisionmakinq‘applications.

RUTQUATED DECISIORMARING APRLICATIONS

Automated decisionmaking apolications are conviter
programs that initiate action {(though ouiput) cn the basis
of programable decisionmaking criteria established Ly
management and incerporated in comumuter instruction. The
distinguishing characteristic of these aonlications, as ¢
pared to cther computer application programs, is that mary
of the computer's actions take vlace without ﬂanual revikd
and nvaluatxon.

An inventory anpllcatnon is an exaﬂole of a comouter
application nrogram. If the computer processing of a regui-
sition for material reduces tha onhand -quantity. below the
reorder point and if the computer issues a ourchase order
without anyone reviewing the proposed procurement aquantity,
then the avwplicaticn is an automated decisionmaking zppli-
~cation. Some of the computer outnut of these avolications
is roviewed. In the foregoing sxample, the apvlication
may -call for. manual reviews.of guantitites on all rvurchase
‘orders over $5,000, with all purchase orders -undeér that
amount be? ‘ng released without review.

e reviewed these applications because (1) billions
of dollars arec ‘invelved in the unreviewad actions tha
they initiate and {2) of indications that funds were being
"wasted becausge of incorrect actions,

Approved For Release 2002/06/05 : CIA-RDP79-00498A000300110009-7
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CHARACTERISTICS -

One ob)ectxve of usxng computers operablng under auto—
" mated decisionmaking applications is tc take advantage of
their speed, acnuracy, storage capabilities, and capacity
to obey preaeterrmned 1natruct10ns., These applications.
- -are needed in part, because of. the - txemendous volumes of
information to he ohtained, manlpulated (processed), analyz—
.ed, and acted on in carrying out agency m15510ns and goals.

Automated dec1<xonmak1nq applxcatlons process large
volumes of transactions put into the computer system from
-various souvtces. They make repetitive decisions that, in
many cases, previously have been made by people.. The
decision instuctions, bullt into the program, ask queatlons
about the transactions and then initiate many actions throuan
output. The actions depend solely on the criteria (logic)
and data inside the coaputer system. : . . ’

Computer program

The computer proyram (saftware,, wr1tten by peouvle,
instructs the computer {1) to examine the input data and/
or data already in aucomatic data proce551ng {ADP) files,
{2) to perform loglcal decisionmaking steps and computa-~
tions in processing the data, and (3} to 1n1*1ate actions
in tbe ‘orm ot output as a. result of this process.,

Input

Data is usually obtained by people. from various sources’
and is put into the computer in machine- readabl form
{including punched cazds,'optlcal charactei. recognition
documents, paper tape, magnetic ink character recognition
‘documents, and direct keyboard entry). The data can be
entered directly for processing or can be recorded on ADP
files for proce551ng at.a later tlm’

Outgut

Thc appllcatxon outouts are sucﬁ thlﬂgs as (1) direc—
tives to act (such as orders to ship material}, (2) payment
authorizations. or checks, (3) bills, and (4) notices. A
large percentage of the output of these applications i3 not
manually reviewad and cJaIuatcd Dy paople. '

The tollowxﬂq.mhludgrat‘on shows a computer operating
ynder automated decisionmaking applications.

{..A
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Yhe form of output varies (including listings, magnetic

. tapes, preprinted forms, and punched cards). These oJotputs
“jndicate the decisions resulting from computer processing

directed by the software..

fhe cutputs that are not reviewed or evalcated are

.usually issuc? to the organizations and people which take

the action being directed ot whjch_are'being paid, billed,

Some of the output of many'automated &eéiﬁionmaking
applications is manually reviewed. Under “managemsnt by
exception” principles, some -outpnt, the nature and extent

" of which is determined by management, is ‘sent to people iu

the organization for manual review and "evaluation. This
technique allows people to consider criteria, factors, and
informativn not contained in the computer system in deciding
whether the computer-directed action should be taken. For
th>se applications manual intervention takes place only for

the actions output for review.

®he criteria for directing manual review of tXke output
are contained in the decisionmaking part of the program. In
the inventory application example, the program would direct
that purchasez over $5,000 be output for manual review. The
applications can be programed so that none of. the output will
be manually reviewed or evaluated before actlons are taken.

CONTRAST WITH OTHER COMPUTER APPLICATIONS

application pragrams. designed ‘to provide cutput to peo-
p.e for information and analysis are not attomated decision-
making applications. ‘Many types .of these application pro-
jrams are-used in Government, and the outputs are zent to

_people for review before actions are taken.

. Typical applicaticn programs that are not automated
decisionmaking applicatiorns include: :

—--Systems that make recommendations, all of which are’

- manually reviewed before actions are taken.

--Managenent and other information systems which pro-
vide data to various Jevels of managers to 'assist
‘them in making~policy,imanagement,_and operating
decisions. ' : : -

--Most mathematical models.

Approved For Release 2002/06/05 : CIA-RDP79-00498A000300110009-7
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N~ T CHAPTER 2

USE OF AUTOMATED DECISIONMAKING APPLICATIONS

BY FEDERAL AGENCIES

.Many Federai agencies use automated Cecisionmaking
applications to support their functions. Annually, more than
& billion actions, involving bhillions of dollars, in direc-

- tives to act, to make payments, to. issue orders for material,
and to bill for amounts owed are initiated. They also issue
miliions of notifications to people outside the Government.

INFORMATION ABOUT AUTOMATED DECISIONMAKING
APPLICATIONS USED BY FEDERAL AGENCIES —

We wanted to learn how these applications were used and
to oatain data on their ~haracteristics and menetary impact
ori Federal operations, but we found no central inventory. We
therefore developed a questionnaire to gather information
about Fedesral automated decisionmaking ‘applications and dis-
tributed it to 15 agencies that use computers extensively.
The information = wanted included: '

) --Functions supported by these applications.

—-Numbers of these applications and their impact on op-
erations (including output produced and annual volume
and monetary impact). . : '

—--Whether certain parts of the Jecisions were being man-
nally reviewed. -

We obtained =zore detailed infotmation-about.SQlected
- automated decisionmaking applications to understand and il1-
lustrate typical uses. ‘ . o

Almost all the agencies we contacted gave . us examples of
their automategd decisionmaking applicaticns. The information
is summarized below. : .
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Defense - ,' : Civil

departments . Nunrber departments Number
- and . of ' and . - . of
i goenc;e; -exanples agepc1g§-._ exanples
_Bir Force . 14 - Agriculture . 6
Army _ i§ Commer ce _ : 4
Defense Supply o - '
Agency 9 General Services Ad-
- ' : ministration 5
.Navy i8 Health, Education;
and Welfare 8
lousing and Urban
Development L)
Interior . 10
Transport~tion 18
Treasury 4
Railroad Retirement
Board 3
Veterans Admxnxstra-
tion - _9
Total ‘ 55 73

Total number of examples chtained--128
. . [

FUNCTIONS SUPPORTED BY AUTOMATED
DECI»IONHAKING APPLICATIONS

" The questlonnalzes showed that automa;ed decisionmaking
applications supported many functxons. A compxlatxon of re-
sponses is. pregented belou.

Rumber of ' ‘ Nnumber of

: _ times function ° = - times function
‘Eunction was cited - - Function . was cited
Controlling -~ 48 . Maintenance 30
Notification 48 . Procurement . 30

" Piscal ‘ 46 _ piagnostic . - 23
Payment ) 4¢ ' Scheduling - 20

Supply 44 o Disposal : 17
Billing _ 41 - Cataleging. =~ - - 13
pistribution - 38 Personnel 11
Eligibility 31 Safety : : S

NUMBVR OF AUTOMATED DECISIONMAXING
APPLICATIONS ANL THEIR IMPACT ON
FEDERAL thNCIES

No cne collects statxstlcs on these applications for
the Federal Government as a whole, so we could not determine

6
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the total number. Some of the. agencies responding to our

quastionnaire zaid their responses consisted cf representa-

Ttive applications.:[Therefore, our report abhout automated

decisionmaking apglications and their impact represents only

a part of the Federal-wide total.

The responses identified-}28'épp1iéati0n3gwhich issued

‘several different types of unreviewed output, The nature of

the output and its estimated annual impact on Federal opera-

tions, both in'yolumes and dollars, are summar i zed below.

) , : . Total

' S S Number’  Total = " monetary
Nature ci output . cited actions . impact
' (000 (000,000

_omitted) omitted)

- checks to:

Payment authorizations or

Contractors or grantees 10 8,708 $ 7,221

‘Members of the pubiic S22 715,000 18,589
Government employees B
(other than pavroll})- . 3 . 200 ) 8
Billis sent to: o L
Contractors 3 . 100 15
. Government organizations o1y 17,300 6,549

- Members .of the public 18 19,100 3,298

24 28,000 4,456

requisitions : o
Directives to ship material =~ = 22 - .260,200 . as2,500
Directives to dispose of ma- : L _ ,

‘terial S : : 11 - 8,000 - a/56
Production, repair,-or rework :
. schedules or instrauctijons . 127 " 191,300 a/l,150
Notifications to members of ) S T

~the public : , 21 22,200 N/A
Other B .ot _48 447,300 N/A

. Total R L 212 1,717,400

a/Represents the value of material on which these actions
vere taken. Information cellected indicates that the
transportation costs redrésent about 5 percent of. the value
. 0f material shipped; the disposal costs about 3 percent of
the material disposed of; and production, repair, or re-
Work cost about 23 peucent of the value of the material,

The actions ang monetary impact. in tne preceding sched-
le are for only a portion of the 212 output types. ' Miny re-
ponses indicated that this data was not readily available.
ur followup confirmed this, : :

owmo
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REASONS FQR _QUTPUT OF ACTIONS
FOR MANOAL REVIEW AND EVALGATION. ' .-

gome of the applications initiate all actions without
review. Most ave designed, however, under the mansgement-by-
exception principle, which reszults in. some of the output baing
reviewed by employees before the actions are implemented.

‘Seve:al reasons given by agencies for reviewing ‘some of
the output are shown below. S

Times cited

_Honetary'dalue of indicated action exceeds

prescribed dollar limitations = | : 43
Criticality of the action to be takem . 28
Eligibility factors related to the action 21
Geographic considerations of various types 11
Health and safety considerations related

to the action _ , . _ 10

- The percentage of actions initiated sutomatically varies
from one application to another and can be adjusted by chang-
ing the processing criteria. The percentage of unreviewed

-actions identified by agenciQS'participating in this study
is shown below. : :

‘Percent of ‘ , - :
actions_unreviewed prumber of asoplicatien

109 _ : 35

90 to 99 B 7

80 to 89 : ' 13

70 to 79 . 14

60 to 69 . 5

50 to 59 : - 3
Below 50 ’ . - 14

No data provided - 2
Total . 123

Automated decisionmaking applications are designed to
make internal decisions of varying degrees of complexity and
to generate output containing the acticn to be taken. An
example of one of thes2 applications is shown in this section.
Other examples are presented in chaptet 3.
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Customar returhs prodram

The Defense Supply Agency (DSA} uses an automated
~decisionmaking application--credit veturns--to evaluate in-
‘quiries from military activities on what to do with sur~
plus DSA~managed materjal. The options are to {}) return

the material for credit, (2) return it without credit, or
(3) ‘dispose of it. . o :

DS&'s computers receive the requests in machlne readable
form. The application identifies the commodity and vefers to
pertinent data about it from the ADP files {such as informa-
tion on the quantities of the material -already stored in
DSA*s 11ventory and expacted future requirements) Using
this amgd still other data, the application tells thn activ-
ity what to do with the material. usSually these directives
are sent w1thout manual review. : :

During a recent l-year period, two of Lﬁe six DSA sup-
" ply centers issued the following unreviewed AQirectives u51ng
th:s aprlication.

Estimated volumes of
unreviewed directives issued

Nature of ‘ Number of ‘ Value of
directives _ directives - material

Ship the materiay (with or
without credit) to the DSA 4 - S
supply system o 174,060 - - $ 76,000,000

Dispose of the material : _62,000 ' 24,600,000
Total unreviewed advices 236,000 . $100,00C,000
9
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- . CHAPTER 3

A i, < et S

'CAN MAKE BAD DECISIONS:

whether<ac£ions‘initiateé‘autoﬁaticaliy by“thé COmputér
are correct or not largely deperds on (1) the internal logic
of the program and (2) the data that is fed into the system.

Computers will produce bad decisions (1) if programers
and analysts make misjudgments or- errors. in estabiishing
“the decisionmaking criteria or {2).if the applicatien-is not
designed and/or’ coded in a manaer that proparly implements
the decisionmaking criteria. . Changing circumstances can make
adequate ca2cisionmaking criteria in the. software obs:lete,
and bad decisions will occur if the scftware is not changed.
Failure to design appropriate checks on input data, such as
edit checks, can contribute to bad decisions. These applica-
tions can also make bad decisions if the data supplied to
them is incomplete or incorrect or if the data- is not ob-
tained or processed quickly. ' -

Some internal audit groups have reported on bad deci-
sions made by Government automated decisionmaking appl.ca-
tions. The computer-inititated actions caused the agencies
to incur tens of millions of dollars of . unnecessary costs,
premature costs, and overpayments. '

~ Such bad decisions may also hérm'individuals'énd ippair
an. agency's abi1lity to carry out-its nmission effectively.

CONDITIONS LEADIKG TO BAD DECISIONS

Adve-se conditions common to several agencies have been’
reported. These conditions, resulting in the applications
astomatically initiating uneconomical or otherwise incorrect
actions, can be broadly categoried as (1) software problems

and (2} data problems. -

Software problehé

: Several software prdhlems that can cause rad Ad2cisions
by automated decisionmaking applications include:

--Designing software with- incomplete or erroneagus geci-
sionmaking c¢riteria. -Actions have been incorrect be-
cause the cecisionmaking logic omitted facters which

~should have been included. 1In. other caces decision-
making criteria includec in the software were 11&ppro-
priate, either at the time of design or later, be-
cause of changed circumstances. :

.10
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“-Failing to program the software as intended by the
customer {user) or desigher, requlting in- legic
errors o;ten referred to as pnogtamxng errots.

-—Omxttxng teeded edit checks for detenmxn:nq complete-
ness of input data. Critical data elements have been
. left blank on many input decuments, and because no
checks were included, the applications processed the
“transaction with incomplete data.’

Data problems

Input. data, qua11ty is fLequently pfoolém; "Since much

. of this data is an integral part of the decisionmaking pro-

cess, its poor . quality can adversely affect the computer-
directed actions. Pruolems include:

--Incomplete data used by automated descisionmaking ap-
plications. Some input documents prepated by people
omitted entries in data elements which were critical
to tha application but which were processed anyway.
The documents were not rejected when incompiete data
.was being used. In other instances data which the
application neaded and which should have become part
‘of ADP files was not put into the system.

--Incorrect data used in automated decisionmaking ap-
plication processing. Peouple have often uninten-
tionally introduced incorrect data .into the ADP sys-
tem. This incorrect- data affected application deci-
sions.

-=-0Obsolete data used in automated decisionmaking ap-
plication processing., Data in the ADP files became
obsolete due to new circumstances. The new data
may have been available but was not put into the
computer.

Conditions that have been
reported by internal audit

1 Unfavorable conditions were identfied by 32 internal
audit reports of 7 agencies. Thése reports, issued during
a 23-month period, demonstrated that the same conditions
occurred in different agencies and were therefore common
problems. The audit reports, however, did not show the to-
tal occurrences and dollar impact of these conditions, past
or present, in federal automatad decisionmaking applications,

11
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The zesults of our anaﬁyaxs of these aundit reports are
summarized in the follow*ng table. (Fax further details,
. ‘gee appu V. ) 4

Number of
“times
Numher of condition
: Namber  -internal ~ was
" Category and - -of - awdit ~ reported
. condition .agencies reports {note aj)
Software problems:
" Incomplete, erronesus
or cobsolete decision- S
-making criteria 7 14 36
‘Programing -errors : 5 ' 1 10
Criteria. or programing ' '
(note b) 5 1. - 14
Absence of needed edit C
checks’ 4 5 . o1
" Data problems:
Data elements 1nc0m- '
plete _ 6 1¢ 16
Data elements incorrect 5 17 30
Data elempnts;obsolete : 3 3 ‘ 3

a/Each condition can occur #more than once. Software problems,
such as programing errors, may have occurred .in more than
one portion of the program or the conditicm may have been
observed at more than one location, each designing its own
program.. The data conditions were based ca the number of
ditferent data elements that were either imcomplete, in-
correct, or obsolete at least once.

-b/Internal ‘audit reports were not scfficiantly deta11ed to
arrive at an opln1on as to whether the problem was in cri-
_ ter'a ‘or programing. :

, only 13 of the 32 reports had estimates of the monetarvy
-lmpact of bad decisions, but these estimates ran to tens of

“millions a year in unnecessary and premature costs and in

potential overpayments. - Sonme reports cited specific cases
but provided no estimates of the total monetary impact.

Other reports cited potential mission impairment and possible
-harm to. individuals. -

. The following sections are oased on internal audzt re-
‘ports selected fLom the 32 reports obtained.

12
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E_-;MOF’IWARE‘ PROBLEMS REPORTED

_ Examnleh of software problems are presented to
denonstrate the problems freguently experienc-d with auto-
mated degluxonmaklng. ‘The examples are not intended to be a

ceriticism of the agencies involved, because these problems
. gan @ccur wherever these appllcatlona are used

Army processing of - reguisitions
for shipment to overseas locatlons

cheral Army 1nven+ory control polnts prov1de material
suppert %o overseas customers which submit requisitions for
materials to the control points. Automated decxsionmakxng
applicat’ons are used to screen material availability at U.S.
depots. The computer produces a directive which is automat-
ically issued to a depot tou ship material to the overseas
customer. These applications process over 106,000 overseas
reguisitions annually.

'Earky in the 1970s the Army implemented a system de-
signed te improve supply support to overseas customers from
U.S. depots., The control peints were instructed to design
theirx ADP applications so that material would be issued from
east coast depots to satisfy European customers and from west
coast depots to satlsfy Pacific customers. Controls were
required to prevent ‘the software from releaqzng cross -country
shiprments without manual review.,

-The Army Audit Agency examlned the anpllcatxons in ef-
fect at five control points. At four activities it- found
that the applications were not adequate to :nsure @aximum
filling of reguisitions from the appropriate depots. For
instance, in the initial requisition processing for overseas
customenrs, the software used by one of the high-veolume con-
trol points screened stock availbility at eight depots be- -
fore finding the appropriate depot. . For releasing back-
ordered~-stock requisitions, depots on the opposite coast
were often selected for material availability. The auditors
reported that, at tnfee contrel points, controls t~ prevent
the automztic rele=ase of material from the wreng. depots were

~not impleaented and mate‘xal was automatically released for
cross-gountry shipments. At least two control points used
software that nxssted before *he criteria for supporting
overseas activities were developed.

The audit agency estimated that, because of the use of
this srroneous criteria, unnecsssary transportation costs of
$900,300 a year were incurred. In additicn; $1.3 =million
was incuired in increased 1nventoxy investment (pxgnllne)
costs.
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‘ The Army Materiel Command agread with the audit agency's
.. assessment of the problem amd ptomised to revwise the criteria
contained in Army-control peint applications. .

Navy scheduling of aircraft
eguipment for overhaul

The Navy's central manager for aircraft spare eguipment
and parts uses a computer to ideutify and schedule overhaul
for reparable components needed for future use., Until April
1974 the application used was called the Navwy integrated
comprebensive reparable itexn scheduling program. 1/

This application consigered inventoiy on hand, cequire-
ments, and other data in ADP files to determine '

--which components shouid e scheduled for overhaul,
--what quantities should be overhauled,
-~which depots should do the work, and .

—fwhat priorities depots should give in deciding which
items should be overhauled first.

Depots used punched card output as the basis for sched-
uling components for induction imt. their overhaul facil-
ities. Priority levels showa on the output affected the de-
pots*® decisions regarding which items and gquantities would
‘be overhauled first. (Not 2l tlie cuantities tlie prcegram
" incdicated for overhaul were processed because of limited de-

pot overhaul capacity.) -

The priority levels shown im the output ranged from
level 0 (zero)--highest pricrity--to level 3--lowest prior-
ity- :

Duridg a l—year'period, 2/ Mavy facilities spent about
$145 million to overhaul aircraft ccmponents valued .

1/In April 1974 the Havy integrated comprehensive reparable
item scheduling prograin wis regplaced by another automatsd
decisionmaking application called cyclical repair manage-
ment. We believe that the prevlems that occurred im the
first program could affect eyclical repair management in
a gsimilar way, but GAO's review did not evaluate the new
program,

2/The figures presented are for an overlapping but not iden-
tical pericd. The overlap is & months.

14
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at about $79? milllonn-m a3tly on the basis of the program's
output. The Naval Aadit Service, reviewing the onetatlon,

" identified several majot softvare problems, all of which

‘resulted 1n overstating Qvexhaul requakewents..

'—-A data element useg in computlng priority level ]

. contained data that resulted im duplications in com-
puting levels 2 and 3. Gross overhaul requirements
scheduled by the program were therefore overstated.
"When the program was designed, this duplication was
overlooked.

--Data- elements ”how1ng necutLan material usage, used
to compute ‘levels 2 and 3, were greatly overstated
because of twoe software praobloma.

1. Required reductions to the material usage guan-
tities were not made automatically, because cer-
tain Navy activities were leaving a data ele~
ment blank on input documents sent te the cen-.
tral manager. OQur followup determined that be-
cause of the desxgner s oversxght or judgment
error, no edit check was placed ir the software

_to .detect this mis ing data.

2. There were no software pxocedures fcr automat-
ically reducing recnrded material usage quan-
tities when customers canceled back orders ana
requisitions. COur followsp disclosed that when
this application was designed, the de51gner ba-
lieved that canceled back orders and requisi-
tions would rarely. ococuL.

: The Naval Audit Service estimated the effect of these
“incorrect actions was millions of dollars in vnnscessary and
premature overhaul costs. Although the Navy Command offi-
‘cials did riot agree with .the auditor's reported figures,

they agreed that the problems identified were valld Cor—
rective actlons have becn hahen or initiated.

A GAD report (B-:62]32, mMay 21, 1974) ”Better Methods

"~ Needed for Canceling Orders for Materiel No Longer Requireg”
discussed the Navy's practice of not automatically reducing
recorded material usage when unfilled customer orders were
canceled. The report stated that “we estimate that this
overstatement resulted in annual unnecessary materiel buys
and repairs totaling zbout $1C million.* Cf that amount,
more than $3 miliion was foz vepairs initiated by this auto-
mated decisionmaking application.

Ap[.)'roved For Release 2002/06/05 : CIA-RDP79-00498A000300110009-7
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'DATA PROBLEMS REPORTFD

The following examoles of data pLODIGmQ shaw hnw bad
data can adversely a[fect the &ctlons dhtected y autonated
deczsaonmaxlnq ﬂpplzcatxoqv, : :

Veterans Admin:stratlon paymnnta f01
apptenblcvaﬁip and othcx on-j0b traxnlnq

. The Veterans Admlnxst:atlun (VA) z3es a ro“putat appli-
cation to make monthly payments to more than 183,000 veter-

‘ans in apptenticeship or other on-job trvaining. This appli-

cation is designed to make paywents at 2 rate that decreases
every & months, under the assumption tha* vateran's pay will
increase & he learms his trade. : ‘

LA put into the computer is the Rasis for automati-

~cally o nining the rates at which the veteran will be
paid. ._..a aonth, additional cdata is put in regarding the

veteraq [} cowtanUJng eligibility to receive the oaynent

This epplication is pxogramcd to .ead input documents
and distinguish app~entice¢h1p arid other on-job training

- awards from other types of education awards. When the appli-

cation reccgnizes these on-job training awards, it refers to
appropriate rate tables to determine the proper payment.
The application vrefers to a new lower rate every 6 months

-and autematically initiates payments at the reducéd rate.

Annually, this appllcatlon Jnltzates about 1.4 million un-
reviewed checks for more than §225 million ia a?DLentJCCahlp
and other on=-job training awards,.

- Two types of input documents initiate payments for
these awards, An origjnal award document is designed to
initiate payments to a veteran oot previously receiving them.

"If the veteran has .already received benefits and there is. a

need for (1) reentrance, (2) a supplemental award, ot (3} new
key data such as dependency changes, a different input docu~
ment (supplemental award code -saeet) . is prepared. -‘Both
documents contain data elements that allow the computer o0
devermine that it is an ap91Cﬁftfnfhxp and other on-job

training awatd snd that the reducing rate taole should be

used.

The data entry on the suppizmental award document tnat
causes the program to build whe scheduled rate 12duction isg
code 77 in a data element called change reason,

VA internal auditors repor:ed that 22 of 121 tested
supplemental award documents for these benefits did not

1€
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‘contain change reason code 77 on the lnpnt documents {the
data prablem}. These documents were received from 10 Aif-
" ferent VA locations.. The anallcatxon actented and processed
the documents. b~cause the software "did not.contain an edit
check to-disclese and reject docamenws  with: incomplete en-
tries in this data (lement {(a xelateﬁ software prchlem).
Because the data was 1ncnmphet v the computer used a
single rate for the entire poriod of traiming at the highest
step indicated, This_pLabIem caused potential overpayments
of $700,000. o :

Pessible causes cited fov ‘proces 31nq 1ncomp]ete input
documents included new personnel -~réquiring additional
training--and. fatigue. The deolﬁne over 1ooked the neaded
edit check, a software problem, in preparing the datailed
and complex software. ‘

hrimy processing tequisitions
for radioactive material

The Army uses a computer to Jutomatically oprocess cus-

tomer -requisitions for commodities. ' One Army agency uses an

application to process at least 230,000 requisitions annually
for material valued at a mininmum of 5250 million, About 35
percent of the custoner requisitions me outpat for manual
review and evaluation for any of several 1easens,” The re-
maining 65 peicent are pracessed without mznual teview,

Some commodities the dgency nanages contain radioactiv
material. The Army macter data ADP file is supposed to con-
tain a spacial coatrol code (code 8) in a specific 3ata ele-
ment for commodities ontalnlnq tadicactive materisl. This
code, which should be put in by item manaqers, prevents
automatic lIssues. The item managers raceiyv-e cammoa;ty req-
uisitions for review and wvvaluation. This manual inte:iven-
tion it required to insure that the reguicitioners are {L)
auvthorized to receive the material, (2) aware of the radio-
active content, and (3) awate of the sa2feguards that must be
used.

The Army Audit Agency i1cw tewed 86 vadicactive. commod-
ties which the agency managed Lo determine (£ the troper
apeczal control dtem codes wire cortained in ADP files. The
review showed that 29 of the commoditics were incor:ectly

coded.

-~Eleven comrmodities were codad as a tegulated iten
{code 1) bhut not as radiocactive. (A reqgulated item
is one that is scarce, costiy, o1 highly technical.)

17
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-—-Eighteen commodities contained an O code in. the ADP
files. An O code indicates that no special controls
or handling are required. Many requisitions for
these commodities are prccessed automatically.

Most of the dncorrectly coded commodities had b.en in the

supply system 4 to lj.years.

During tbe ARudit Agency's review of 1 year's transac-
tions, at least 38 customer reguisitions were automatically
filled for 18 .incorrectly coded commodities. ~Army customers

and foreign goveranments undet military. assistance programs

were issued 423 units on these 38 requisitions.

 Since the commodities were incorrectly coded, the item
managers did not coordinate the issue of the units with the
38 custome:s. Consequently, there was doubt that the cus-

_tomers should have been issued the material or that they

were aware of the radioactivity in the commodities.

Army officials cited the following possible reasons for
the incorrect codes contained in ADP.files. .

--The item managers who prepared the inpuf to ADP files
may not have beon fully aware of the requirements and
procedures for coding radioactive material.

--The. agency's health physicist may not have-notified
the item managers of the radicactivity contained in
these commodities. T ‘

--The item‘ménagers may havé'béen nopified buﬁ'failed
to inpuvt the correct date codes. ' B

Army officials agreed with the Audit Agency's findings
and said they would (1) correct the ADP files for all radio- .
active commodities, (2) reemphasize to item managers the
need for assigning the proper special control item code to
commodities, and (3) have a health -phisicist study the.com-
modities to insure that the items could be used safely by
the customers that-retéived them automatically. 1TIae special
study determined that the comzodities involved could be
safely used by the recipients. ‘ '

"INTERNsL AUDITS OF AUTOMATED

SECTSTONMAKING APPLICATIONS |

Since published internal audit reports were the sources
of our information on bad decisions, we asked nine internal

I8
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audit groups  about the nature, épproaches, and Etequency of
scheduling audits of these applications.:

We learned- that certain intérnal audit groups rarely
became involved in the applicationsfﬁlegic because they
" lacked the expertise to effectively make such studies,

No internal audit group has prepared lists of agency
automated decisionmaking applications and scheduled reviews
of their decisions, either routinely or when the system is
modified. However, several! audit groups schedule specific
agency functio:s for audit, and if‘thé functions ate sup-
ported by these applications, auditors will get involved in
the internal decisionmaking logic to  ¢valuate the  agency's
perfarmance. . : . T . -

Agency functions are generally audited on a cyclical
basis, but the cycle may be anvwhere from 2 to 8 years,
Ordinarily, the frecuency of review is not dependent on
whether the function is supported by an automated decision-
making application. 1In addition, auditors may cvoview func-
tions and related actomated decisionmaking if there is (1) a
special request or (2) an indication of a problem. based on
complaints. On the basis of approaches. taken by internal
audit groups, it appears that many of these applications go
unaudited for long periods of time or may never be audited.

Although many of the audit reports adeguately show many
of the common problems that exist, they do not show the
overall impact of the problems for all automated decigione
making applications. In fact, there is.no basis for estimat-
ing the total impact of bad decisions .currently being made
by these applications. :
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'CHAPTER 4

' CAUSES GF BAD AUTOMATED DECISIONS

The two basic autormated decisionmaking applicat}on

-problers, software and data, are often interdependent. For

example, automated decisionmakina applications making bad

. decisions because of ‘incomplete data elements on 1nput dccu-

ments illustrate both a data o.uwilem and a software problem
becauvse (1) input documents hive not been properly prepared

‘(data) and {2} edit checks for completeness have not been

properly designed (software}. Other problems, such as when

- incomplete or erroneous decisionmaking criterie are used
_{software) and incorrect data is put into the g¢pplication

(data}, can occur independently.

- The problems in each of these two aress are caused by a
varliety of factors. We identified maay causes of these
problems by (1) corresponding with people experienced in
software design and data management, (2) discussing them
with vificials of selected Federal agencies, and (3) ana-
lyzing published internal audit reports.

SOFTWARE PROBLEHS

Computer programs are usually developed and modified
by a combination of people: the user (or customer), that

" requires the computer assistance; the designer (or analvst),

who translates the reguirements of tne user into a logical
structure; and the programer, who translates the logic into
program instructions which can be Lecognlzed and uscd by the
caomputer .

The software development and modification process was
similar at each Federal agency we visited. Variations are
not related to the process itself but- rather involve such

.factoxs as

——oxganxzatzonal setuo ‘and phyolcal locatlons,

«-tltles of pconle pexfoxﬂxng vaxlous asoects of thu
Wworky and :

—fnatufe of the documentation that will be prepared,
such as use of program flow charts.

Causes of software probleins

Agency officials said that the design or modification
and programing of software could not be guildsd by specific
instructions on how hesit to do the worxk. Instead, agencies
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rely on people who know. (1% the functxon supported by the

. computer and (2} the art of design and coding so that the-
‘computer can perform the desired. tasks. Some -agencies pro-

vide broad guidelines on the process, the documents to be
used in the process {documentation), and at one agency,
instructions on what designers and orogramers bﬂOUld con-

_51der uhen doing the. work.

The user initiating the work sets Eorth many of the
specifics regarding the internal decisionmaking criteria
to be used. Often the designer makes some decizions. Both

. act.on the basis of their. knowledge of the function, avail-

able guidelines in terms of managément instruction or legis-

jlatlon, their perceptions of the trancactions to be process-
ed, .and communlcatlona with each other., Sometimes’ tney will

call on-operations research experts to help them cesvgn new
criteria, #hile sometimes they will use- ex1st1ng criceria
to process similar transactions.

The de51gner takes the established crlterla and pre-
pares mere specific docementation which is used for program-
ing. The design ané programing documents developed becomne
very detailed and complex, because the computer is instruci-
ed to operate in a logical step-by-step manner on a large
number of different conditions. Even less complex appli-
cations can consist of thousands of individual. 1nstruct10ns
that must be designed and prograred to do what the user
and designetr perceive, to be correct

The de51gner and user are usually responsible for
designing edit checks into. the program. This includes
checks for the compleLeness of data elements on input
docunents.  According to agency officials, edit checks are

. placed in the soft ware for data that is critical to the

decisionmaking,. such.as when incomplete or erroneous data
can affect the determinations made by the computer. Some
officials said that edit checks are- placed for almost every

" data element. One agency 'is making an overt effort to.
limit edit checks to reduce thp number of documents rejectw

ed by the Loﬁputer.

In developlvg soffware, it is generally acceoted that-
the lines of. communlcatlon between the user and dessigner

.and the designer and orugramer must he effective.

To identify somz of Lhe cavses for thp software prob-
lems presented in chaotek 3, we :

-~-discussed the'h with reqeral off1c1als at several
atencies;

ks
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- - -~received responsesg to qJuestionnaires from 257
: individuals who are experienced in the areas of ADP
software design, modification, and programing; and

——analyzed causes c1te& by Jntexnal audxtoza“

A schedu le summarlzxng some or the causzs of software
problems is followed by a discussion of each.

Summary oE Causes of qoftwaze problems

Opxnnons of peop!e . Identlf)ed from
answer ing the quest:onnairte-- '~ contacts
degree of cause (note a) . ‘with cfficials Cited as 2
Moderate -Somewhat - ' of Federal- cause by
to smalil ’ agencies internal
Cause : very large or nome . (note by auditors

Inadequate

communications

between the parties :

to software design 251 . 4 x
Incorrect perceptions

of the nature of

actual transactions :

to be processed 233 22 ) . X . X
inadeguate documentation ’

preveating adeguate
" reviews of software 229 ' 28 o x x
Time constraints ) .

hampering the effec-

tiveness of the . . . -

design process 216 40 : x
Absence of written ’ ' -

criteria or gquidelinzs :

for designers to follow 734 49 - X
Detail and complexity )

.invoived in designing,

coding, and reviewing .

software 17% 712 X X
Reliance on the expertise

znd experience of

people doing the work ' .

{state of the art) 173 83 X X
Undetected changes in : ’ :

circsmstances naking : .

the zpplication obsolete 187 .90 ' C X x
State »f the axt in

software testing which

prevents testing all : )

possible conditions 166 51 X

a/The guestionnaire presented ~some possible causes of the desiogn ~onditions
(problems) # * *,~ and asked that ~cased.on your software d=si¢ .expetijence
 # ¢ jndicate the degree to which you believe eacr of these causes contrib-
utes to the design condition !problz=ms) im general.” The resporses aliowed
were to a: very large degree, somewhat learge deqxee, moderate degtes, some-
-what small degree, very small degree, or mat at all.

E/Our contacts were made with various crganizational elements, exzludiny inter-
nal zdit, within five agencies: Department of ¢he Navy; Department of the
Air FPorce; Department of Health, Edication, and Welfare; Veterans Administ:a-
tion; and National Bureau of Standacds.

22
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The problems iﬁenu;fxed are Lauted at various phases
of the eoftwaxe desxgn process 1ng1ud1ng ’

~—-user aete:mxnatlons,
-~designer actions,. and’
--program coding.

Many problems are not detected through .the review and test
phases of the process and are therefore continued through

" implementation and operation of the automated decisionmaking
-application. Officials at the National Bureau of Standards
and the Air Force belieave that it is impossible to insure the
design of complmtaly error-riee software undez ‘the current-
state of the art.

Inadequate compunication bYetween
the parties to software desian

-At least thnee groups of people must adequately com-~
municace to develop cr modify the applications successfully.,
Assuming that the user knows what he wants the computei
to do and that his criteria are correct, inadeguate communi-
cations of this information can result in developing soft-

- ware that is not exactly what the user wants.

Much has been written about the communicaticn problem
in software development, and it ic generally recognized as
a human problem. : : C '

Incorrect perceptions of the nature
of actual transactions to be processed

Dec151onmak1ng Cthexla used in ‘these applications have
-'sometl tes been erronecus, because peopie developing them made -

wrong -assumptions about the nature of the transactions that
were to be processed. They may have relied on limited data
abeout the traneactxons and established the crxterxa on their
,judqment.

Cfficials of one agency belleved that a lazge vercent-
- age of automated decisionmaking application saftware prob-
lems were caused at the very heginning of the design
process by people involved in defining. Lequ1rements and
escabl'shlng decisionmaking cr;terla.

In other cases, the designer may have used criterisz
contained in existing software to process transactions in a
similar, but not identical, epvironment. Sometimes this is

e
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done to sharten deszgu and progxanan tlme, but 1t can and

‘has caused problems.

Inadequate documenfatioh preventing

,ddequate reviews of scftwaxe

In our October 8, 1974, repoxt‘(B¥115§69) “Improvement

' Needed in Documenting Computer Systems,” we noted that some’

agenc1es had not developed adequate guidelines for prepar-
ing good documentation. Several. Federal offlclals said
that this was still ‘a problem and that documentation for

‘many computer applicationg (lncludlng automated dec1s:on-
‘naklng) was 1nadequate.

The xeport stated:

“In cae case documentation explaining the objec-
tives of the computer system was not prepared by
the systems analyst. Without this information,

‘ management4could not adeguately monitor the
system's development. * * * the system did not
accomplish the results oxlgxnally 1ntended by
management.

“In another case, inadequate documentation was
cited as causing management to. spend over a year
- to determine how the various progtams in- a
Lo“oiex qystem operated. .
Adequate des1gn documentatlon is needed to allow for

: ‘——LEVIGWIHQ *He vak dorne duxlng dppllcatlon d951an and
modlflcatlon, . .

—-making the necessary mbdification..-
- w-correcting exrofs when they are deteeted, and
_-ineuring.the application is operating aseintended.

Time constraints hampering the
affectiveness of the design process

#dony systems containing these applications are design-
ed or mcdified because of legislaticn or other high-prior-
1ty requirements imposed by top management. Often this
calls for implementation by a speelflc date. Developing
and/or modifying software within the reguired time frames

"~ can hamper efforts to insure its adeguacy. Acencies that

must make changes to _ hese applications on the basis of
legislation includs VA and the Department of Health,

© 24
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' ndhcation,‘and Welfare {(HEW}. =~ The Department of Defense
often must make software modifications based on hxghopxxo -
'1ty Lequxrements imposed by top management.

-Absence of written crlterla or
guxdellnns for designers to follow

- Federal officials had many oplnlons about Lhe need for
and nature of written guidelines that should be provided to
designers of software. The agencies we visited had varying
degrees of formal guidelines, but none - provided instructions
on- how to do desxgn work.

_ : Some officials th ‘helieve that wzltten ctlterxa and
gu1dellnes on how to design software are not desirable refer

to the process as an art tha*. cannot be guided or -improved

by written instructions. However, the consensus of responses

to our gquestionnaires indicates that the absence of criteria

or guidelines can be a major cause for sSome automated deci-

51onmak1ng application problems.

Detail and complex1tv involved in
designing, coding, and reviewing soFtwaxe

Even smaller applications can be extrémely complex and
detailed when designing and codinag the processing logic and
edit checks. The coaplexities and detail. involved may also
hamper the review process that mav. exist. :

An illustration of the problem is VA'sAautomated.deciw
sionmaking application for supplemental education benefit
" awards--which is a small part of VA's total education
applications. This progran consists of more than 1,100
lines of code covering about 420 decision points.. Ore Navy
automated disvosal application--also a relatively minor
program compared to others--contains about 7,300 lines of
code with more than 290 decision points. More complex
software, such as tha Navy cycllcal repair- management pro-—
gram, has more than 64,803 lines of code with at least 630
dec1sxon points.

The sheer detai! and complexity of the process can
cause design and programing errors and omissions which are
not caught in review and testing. Therefore, bad decisions
occur.

1
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Reliance on the expertise and
experience of people doing the work

The nature of the ‘design process’ causes agencies to

'rély oh deglgne 'S who must be. expeLlenced in both the

software ‘design and the function to be supported by. rhese

'appllcatxons.

Federal designers are

~=schooled in the art of software design and learn
the function to be supoorted,

--experienced in an opeLat1ng function ang . learn
the art of software cCesign, or

--fonmet ‘programers and are promoted to the desxgn
function. Programers are generally schooled in
writing gode in spec1f1c computer languages.

Much Lelldnce is placed on the ‘individual designer's
ability to convert user requirements to the type of detail-

. ed logic needed for orogramer coding. Reliance is also

placed on the orogramer S ability to write code according

to the logic glven him. Because of the detail and complex—
ity involved, it . is difficult for management to review and
assess every aspect of the designers' and programers' work.

Undetected changes in circumstances
making the applicaticn obsolate

A cause for erroneous dec1sxonmak1ng criteria includes
the failure to identify and/or to relate changes in pro-
cessing circumstances to the operation of the appllcatlon.
Once the application is operational, it will make decisions
--good or bad--on the same bas1s until it is modi f1ed

Not recognlzlna changed c1rcumstancea so that appli-

"cations could be mod\fxed could resulit in bad decisions

based on criteria that were correct  when des1gned but

~which no lonaer appl ted

‘State of the art of proqgram

testing which preven.s testing
all acsjzbla conditicas

The current state of the art makes it dlfflcult for
agencies to test for zll conditicns that may occur durlng
the transaction processing. Most agencies cannot even

.be sure that the tes+z nave exercised every line of code,

As resulr, accepted software can contain design and/or
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- coding errors not identified during the test phase. Some
-of - these errors may not be detected until long after the

application becorrs operational. .

-‘,The_inability to test for ali.conditions also pre-~
cludes a Full-evaluation of user and .designer criteria

‘built inte the program {if and when . such evaluation is

attemplted. )

DATA PROBLEMS

Data. uszd by thes computer in'méking'deciSions.comes

-from a variety of sources, both internal and external to
‘the agency that' has the computer. A tabulation of the -

various sources of data input. for the 128 automated deci-
sionmakin: applicaticns identified is.presented below.

Numbertof‘applications
‘in which the originator
: ‘ was cited

Source of input document

People within the agency : o
operating the application : o : 49

People located ocutside the
agency operating the appli-
cation but within the same
Federal department or S . n
independent agency A : 23

Peopie located in non-Govern- . I : .
ment activities . - ‘ e 12

People located in other Federzal
departments or independent - .
agencies . R - 7

Control over the completeness, accuracy, and -currency
of data largely depends on the sSource. _Obviously, the cor-
rectness of an application operated at zn agency. where all
the data comes from outside sources -largely depends on the

quality of data submitted. - Some controls can be applied to

incoming. input, but they cannot guarantee completely ewrecr-
free data. : : : '

According to some Federal officials, the largest
single data troblem is validating input data. However,

data quality must be controlled from the moment data enters
the system until the automatic processing is complete.
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Types of comtrols‘fof data

There are twg basic types of controls fdx'inéuxing
the completeness, accuracy, and currency ‘of data used by a
computer in making deCIblons.'_r .

1. External controls are procedures developed ovtside
_the computer cvstem. The objective is tc check the
.quality of data to be .put into and contained in the
- computer system. The controls . include such things

as manual procedures designed to determine if data
is recorded completely and accurately on input doc-
uments and whether documents’ are, belng Lecelved
and/or processed on *ime.-

2. Internal contr¢ls generally do not involve human
intervention. Many of these controls are puilt
into the sofitware. They include edit checks for
completeness, logical relationship tests {(does the
data make sense?) and reasonableness checks (to
isolate predetermined out-of- bounds conditicns).

According to the National Archives and Records Service,
General Services Administratien (GSA), both- types of con-
trols are necessary ©. 1 no automated decisionmaking applica-
ticn can be reliable if either type of control is deficient.

These applications use data o:iginally prepared by
people. The data input pracess often consists of people

. =-=filling out hard copy documents, l/ often on prede-
signed stendard forms, and

-—convertlng the data to a form. that can be read
by the computer--machine-readable form:

As part of the externel controls that:should exist,
the people doing the work should be qualified and adequate-
ly trained. Adequate guidelines should be given to these
people on a timely basis instructing them how to £ill
out the documents involved, including what entries should
be made under varying circumstances. The forms (hard ceopy
and inpuat) should be designed to be as simple as possibie

1/Under some circumstances, such as source data automat.on
and direct input devices, hard copy documenis are not
preparad.
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ta allow for easy reading by pecple. Procedures should
exist for reviewing {i.e., statistical sampling) input
documents to test their completeness and accuracy.

.. Controls should also provide for timely processing of
“the data. - :

" If incomplete or inaccurate data enters the computer
system undetected, automatic actions can. be incorrect. The
-actions will continue to be incorrect if that data is |
stored in ADP files and reused. These ‘applications can

- also make incorrect decisions if current @data is nét put
into the system, ‘

Causes of data Qfoblems

. To-identify some of the causes ¢ the data problens,
we : '

—-contacted Federal officials at several agencies,

—-received responses to questionnaires from 205
individuals who are experienced in the arca of
data management in computers, and '

--analyzed causes cited by internal auditors.

A schedule summarizing some of the causes of data
problems is followed by a discussion of each.

29
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Quamaty oF Causes of Data Problews

a/The ‘questionnaire presentpd "somé

(problems) * * * * and asked that
‘ence * * * indicate the degree o
contrihutes to the data condition

Oplnlonb of people . Identif® ‘od from
answering the questionnaire .  contucts )
~-degree of causes {note a) with officials Cited as a
Moder ate Somewhat : of Federal cause by
: to small ’ o agencies’ internal
Cause - yery large or none - . (nate by auditors
Forms desianed and used . -
for input preparation are ) o :
too complex. . - 183 2L . 4
anp files are not always
* adequately reviewed to
assure that good data is :
being used. 178 26 . x %
Instructions to people
preparing data input -ate
noet always provided, are
provided late, or are not
adequate.. 175 3¢ X X
Preparers of data input
are not always adequately . N o
trained. . 159 46 _ S S X
Hanual reviews of input
documents are not always_ . . S
adeguate. - S . 144 61 Lo X x
High volumes of ‘transactiorns
cause input preparers to
make errors {worklpad o - .
pressurrsj. 131 B ] R x - - - x

poss;ble causes ‘of the data conditions
“based on your data management experi-
which you believe each of these causes
{problems) in geaeral.” The responses

allowed were to a: very large degree. somewhat large degree, modzzate

 degree, somewhat small degree, or

very Sﬂall deqree, or not at ali

b/Our contacts Herp made with yarious organxzat;onal elements, exclading
internal audit, within six ageucies: the Department of the XNavy; De-
partment of Health, Education, and Welfare; Veterans Adwministiation;
Wational Bureav .of Standards; National Archives and Records Service;

and Civil Service Cormission.
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" The errcrs cccur at the source of data pieparation.
They are not datected by the variouvs internal controls in
“the software because controls for the prClrlb error (13
are notfdesigneﬁ or (2) cannot bes desxcpnd

Eorma desaned and used- ‘QL ‘
input preparation are tco complex

Using sinmple forms to tecord, 1nct, transmit, and
process information for ingut to camDJteL improves the
completeness and accuracy af the data eventually.used by
all ccmputer zpplication prograws. . The more -compliex the
forms are, the more prone they are to data errors,. which
can affect the correctness of =ctxonc initiated bv euto-
mated decisionmaking applications.

ADP files are not always
adequately reviewsd to assu.e
that good data is being ussd

A recognized externel control tecnnlque is to output
and review data containad in &DP files. Failure to do this
can result in obsclete of otherwise ‘incorrect cata used in
automated decisionmakinag agplications. - Incorrect decisions
ave therefore initiated. Without reviews, it is possible
Ior scme data errors to renzain undecected for vears and to
ailow for an accumulation of CIEOLs co.poun01ng the problem.

Instructions to peovle b prevaring data
input are not alwavs p"ovj ed,.are
provicded late, or ats not adecuate

It is important to provide clear instructions to people
preparing input dccuments. Timely updating . of these instruc-
tions when changes occur is also important. fThe. failure to
issue clear and timely ins tructions can cause data errors
that may not be de*ectcd by internal controls.

Preparc.s cf dzta input are not
always adeguately trained-

Most training in the input data piep-ration area is
done by individual agencies, bed use it must be geared
toward the individ=al application, each with its own
special forms, Jdate content, ani related input media.

Inadequate training of persons involved in processing
data to the corputer (such as filling cut forms and

punchina cards) can leaé tc high error rates which result
in bad decisions made by those applicaJions.
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Manual reviews Gf input documents

_are not always adaQUate-

External controls’ xnclude qelective manual reviews of
1nput documeznts to determine completeneqs and accuracy.
These reviews, made by supexvxaorq ‘or quality coatroi- groupb,
should be geared toward mnasurxng the guality. of data

- éntering the system, including determlnlng trends, signi-

flcance“ an& sources of errors.

_When there are different types and sources of 1nput,

review procedures should cover. them all. Developing and

monitoring statistical error rates is important. The review
procedure, however, should also include determining the
errors' potentia! materiality so that management can make
judgments on where corrective actions should be taken.

Manual reviews supplemént internal controls by {1)
disclosing needed software data validation {such as edit
checks) that is missed because of software problems or

" (2) identifying trends of material data errors whlch are

not detected by software data val1dat on.

High volumes of transactioas
caused 1nput preparers to make
errors {workload pressures)

' Automated_decisiqhmaking-applications are designed,
in part, to help organizations cope with the high volumes

.¢f transactions that have to be processed. - Although the

computer processes the data once. it ‘is entered, the volumes
of docurents (hard - copy and machine readable¢) that musSt be
prepared are tremendous. - For example, we estimated that

~during a 12-month period, the VA Center, Philadelphia,

Pennsylvania, prepared more than 4 million documents for
input to computers. Other VA activities throughout the.
Urited States also prepare such input documents. The

‘“Havy Aviation Supply Office (ASO), also in Philadelphia;
" annually reccives about 10 million transaction reports

for input to computers. - The transaction reports are
1a1n1y prepared by Navy fac1l1t1ec that recelve, store,
and issuve aeronautical equipment.

The volumes of data that must be processed by,people
recordina material on original documents and preparing

nachine-readable documents can lead to worcload pres-
sures that result 1n data errors.
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CREPTER 5

' FEDERAL MANAGEMENT OF

AUTOMKTED DECISIONMAKING APPLICATIONS

Although we believe that most decisions made by these
_applications are correct, we know from audit reports we re-
viewed that they also make bad decisions that cost the Gov-
ernpment many millions of dollars annually. additionally,
bad decisions can impede agency mission ach‘evement and may
result in harm to people..

To a large degren'software desxgn and data. qualxty con-
trol are an art. Much of the process is imperfact becanse
" people instruct the computer and supply‘data ‘to it.

The fact that computers will act only as instructed by
people, and on data prepared by people, makes them particu-
larly susceptible to incorrect output, which in an automated
Gecisionmaking application causes incorrect actions.

Undetected errors in preparing the software--whether
caused by the user, the designer, or the programer--can
cause the computer to repeat bad decisions. These errors
will continue until the problem is detected and corrected.

Data problems may ‘be random or repatltlve.‘ The repeti-
tive problems resulting from suc! items as inadequate in-
structions and complexity of forms will also continue until
corrective actions are taken.

RPSPOﬁSIBlLIT;ES FOR ADP MANASEMENT
IN THE GOVERNMINT

Public Law 89-306, the Brooks Act, specifies the major
ADP management responsibilities of the Offlce of Hanagement
and Budget (OMB), the General Services Admlnlstratlon {GSA),
ard the Department of Commerce.

Under this act, the Administrator of General Services . .
is charged with economic and efficient purchase, lease, and
maintenance of ADP eqguipment by Federal agencies. The Ad-~
ministrator also has some control over using ADP eguipment.
The Department of Commerce is authorized to provide scien-
tific and technological services for ADP systems and to
make recommendaticns concerning ADP standards. This is
carried out through the National Bureau of Standards' Insti-
tute for Computer Sciences and Technology. The act states
that the authority granted to the Administrator of General
Services and to the Secretary of Commerce is subject to
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policy and fiscal contral by OMB. ThlS const;tutes

' oversxgnt respoq51b111ty for the area.

In response to Government needs for tLalnlng and
education in ADP, the Civil Service Commission's Bureau of
Training operates an ADP Manadement Training Ceater.

This center offers a variety of courses to Federal civil

and military persomnnel. Certain portions of their curriculum
address the controls area in automated systems. The material
presented should assist in alerting managers who- take these
courses -to possible control weaknesses in their agency's
operations. .

.No- Federal-wide guidelines'on automated
decisicnmaking appiications -

Neither GSA nor the Secretary of Commerce has considered
these applications as a separate subiect matter for management
consideration. There are, therefore, no established Federal
guidelines for -identifying, developing, operating, or moni-
toring these applications to insure that they are operating
effectively and economically.

" POLICY ACTIONS BY FEDERAL AGENCIES TO MANAGE
AUTOMATED DECISIONMAKING APPLICATIONS

No Federal agencies we contacted had considered these
appllﬂatlone aegalafely from other types of computer appli-
cation programs in issuing management instructions. When
instructions .on scftware design had been 1ssued, thev ‘were
general  and dealt with such thlngs as .

--levels of approval required to initiate and process
a design project;

:"--concepts of projeci management--including'seLting
pr;orxtles, establishing target dates, and
zequzrlng cost beneflt studies;

--the phases of software desxgn and the documentatloq_
required; and

——testing and certification requirements.’

Considering the current state of the ‘art and the human :
. problems that exist, we agree with those Federal officials g _
‘who contend that issuing detailed inscructions on how to ‘ (,
design these applications (or other computer application

programs) will not in itself materially reduce many of the
errors that are made in them. -. ' :
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v Inventox]es of autowatea decxs10nmak1ng
appiications

. Agencies have done little to establish centralized
information on computer application programs 'hat identifies
these applications and shows their. characteristics.

. Characteristics include the (1) nature. of actlon¢'1n1t1ated
(2) monetary -and other impact on -oper atlons, and (3) nature

~and sources of 1nput. ‘Information is sometimes available
within an agency but must be pulled together” from different
sources. This is done mainly when requested by higher level:
sources, such as headquartezq, -a budget committee, or an
agency such as GAO. It is hot. normally done. :

WHAT AGENLIES DO

We scudied what Federal agencies do in designing,
modifying, testing, and operating these applications. We
also studied how these agencies manage data entered and
contained in their computers. The- studies were made at
selected agencies of the Departmrat of Defense (Navy), HEW
(SOClal Security Administration), and VA (education and
insurance applications). We also visited a respunsible
headquarters agency in the Department of ‘the Air Force to
dlscuss these "subjects on a llmlted basis.

‘We examined pol*cy and ex1st1ng p:oceddtes and
practices for -managing computer application programs but did
not verify that fhej were being emploved as descrlbed to us.

Despite the anparent var lances in the- nature de types
of policies and instructions issued, the same types of
problems exlst at these and other agencxes. .

.Design and modlflcatlon

_ VA had no written instructions for deblgnlng or modify-
ing computer application prograr.s. VA told us that it relied
on written text material as a guide. VA has issued instruc-
tions on eqtabllshlng ‘and controllirg ‘software design pro3—
ects, establiching approval levels, and establthxng prior-
1t1es and farget dares. .

The Social Securlty Admlnlbtratloﬂ (SbA) ‘has isszued a
ngde that describes the various phases of the design and
modification processes, establishes review and approval
steps, and describes who is responsible for doing the work.

 Neither agerncy has issued instructions on how to do the
design work or what to consider when doing such work. VA
officials do not believe that it is pecessary or even
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“'.-;'fea51b1e to .issue such instructions. S§SA assumes that

S de51gnehs and programers ate adequately trained and experi-
enced cince courses are continually cffered «o that skills
. Ccan be malntalned at’ a satlsfactozy lpvel,

-~ The Navy rlefﬁ Hdt&!ial‘ad“pﬂlt ffxcc {£M80) is. the
- ceatral design activity for ®aval Supalv aystems Command ac-
t1v1t1ea. They have issued instructions to designers and
programers in the form of information processing standards.
* The instructions provide guidance on what designers and pro-
gramers arve supposed to conSJGer nhen doing the work, in-
cluding. -
‘—-customer and mandated requirerénts;
~--logical seguencing of ADP actions;
--types of input and output;
--data formats and usés;

---data accuracy, completeness, and. currency reguitre-
ments; :

—-error and exception conditions (edit.checks); and
--data volumes and frequencies.

Indepeadent reviews of designed
and modlfled proguct

. The reviews of tne detailed ‘designed DLOdJCt 1/ are
vgenerally made by the user and/or the peovle doing the work.
According to agency officials the extent of these revisws
varies from : ' ‘

--a page-by-page analysis made by ASO of groducts de-
signed by FMSO to -

--a less forralized cursory review maae by supervisors
or management . :

\

1/Usually consisting of a narrative or flow-chart Zescrip-
tion of the processing tO be followed by the computer dur-
ing operation.
36
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We observed no .requirements for making independent re-~
views of the detailed designed product. Essentially, the
people doing tbe work are responsible for  doing the detailegd
reviews. : ‘ ' '

The Air Force nudit agency xnﬂcuendentlv reviews se-
lected data processing systems bafore they arz implemented
(preimplementation reviews). These reviews, made at four
Air Force design activities, include evaluating the designed
computer application programs and related edit checks.

This approach requires the auditor to become familiar
with functions supported by applications, as well as learnr-
'ing Dasic sofiware Gesign and data control concepts. It in-
"ciudes reviewing and evaluvating (1) the decisionmaking cri-
teria, (2) the program coding; (3) the edit checks, and (4)
other potential data problems.

The Audit Agency had never calculated the cost savings
that resulted from identifying ard correcting potential
problems befoze the aoplxcatlons were placed into operation.
A major reaaon cited was that since corrective actions were .
often taken on the spot, there was no need for estimating
unnecessary costs that wowla otherwige have resulted during
operation. .

Preimplementation audit reports of the Air Force Audit
Agency showed that many of the problems that had been re-
ported in operational automated decisionmaking applications
were identified during preimplementation reviews, and Air
Force desiqgn officials agreed that the Droblems ex1sted
For Jnstance, reoorts showed examples of -

-~arroneous'deci51onmak1ng'crlterla
--programing errors, and
-~-imadeguate data controls.

_ We discussed the concept of independent preimplementa-
tion reviews with the Deputy Ditector of the Air Foice
" Office of Data Automation. . He soreed with the concept of
“such independent reviews but preferred that the reviews be
made by independent teams within the design activity. BHe
believes that auditors shculd hecome involved in evaluaring
designed or modified applications as soon as possible after
the applications are placed into operation.

Despite not making a savings .analysis on preimplementation
changes, the Air Force Audit Agency believes . chat preimplemen-
tation reviews should continue because:
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3 R St e
--The quality of data systems is improved as a result
of Air Force Xudlt Agency reviews. ’

~-The dollar impact of resources managed by. many auto-
_mated cvstems is 2 vroner ubject for spe-rial audlt.

~-5ystems auaits durinu the develcﬂment staqe belp ln—'
crease the auditor's knowledge of  the systems.

—-The ability to make effective and efficient follow-on
audits of unnraL1ons 1: enhanceu by the pre1ﬁoleqen~
tation revxews.

_ Testing

After -he designed or modified avvlication progrem: is
coded, agencies .test the logic to determine whether the pro-
“gram will run anc will perfora the processing desired by the
user. A deSCElDt on of the nature of testing by each agency
‘follows. S

--Pregramers at the Ravy: FMSO pre nare oxedeter 1ned
test cases and fllCa to test.+he logic of the oro-
gram. If tne results are satisfactory, the user op-
erates the orogran with a duplicate ADP file .and a
selectea n:toer of actual transactions, which varies

"with each zoplication. . Some of the selected ‘transac-
"tions are =raced to determine if the vrogram is op-
erating as intendec¢ and whether the decisions being
made az-e the came as oferating mersonnel would make
under tne circumstances. .The user advises FN3J if
there ig a “roolen. o '

—~Progra:erv and aesxgnerq at 5SA test both tas‘ cases
and actual transactions. . The number of selected
transa»tlc“u will varv depending on the complexity of
the progras. The user is required to cert:fy that
the progras is operatlwq abcoxc¢nq to the user ‘s re-
qunremcnta. :

by independent system

-—Va prirs ary resting is 6one

avditor vassiQﬁea tn the Deoar*"n"t cf. Deta Manage-
- . ment. The s/stem 2axdiiors are ﬁoaoendant of the

prograrers and desi;ne:é, althcugh they also "WOrK

for the sate dedartrent. The system auditors udse a

lazrge numbz:z of test cases that have been geveloped

and ressed Zuring the vears., An automa ted comzarison

of tne ororcessing is made befores and after the Jogic

hazngesz, ‘Z-3 the Gifferances are orinted ouat. Unless

there sre many diffsrernces, all are reviswed for cor-

rectness. Tne cases tnat are not printed are not

Lad
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reviewed. The auditors must cevtify that the logic
conforms to the user chulxaments or issue exception
reports when. it does not. - . »

" Federal offj.:als reuounlzp that "the current state of
the art in progra: .testing is dimperfect. . Accordine to Offi-
cials of the Institute for Comouter Sciences and Teéchnology
of . the National Bureauz of Standards, most test procedutes
currently used do nmot insure that all lines of codes have
been exercised. Gificials at ihe agencies visited agree
that it is virtually impossible to test for every condition,
but -say they do the best thev can- ay

-——testlng as many CondlthWb 3s CanlCelcd fe 351ble and
necessary and .

~--adding (o test case material conditions which caused
problems during operations put had not been identi-
fied durine the original test phase.

The Institute and the Air Force consider the ‘test phase an
area vhere the current state of the art must be advanced.

The Institute was aware of numerous examples of com-
puter application orograms which were considered to be ade-
quately tested but which, during operdation, ran into serious
problems and caused ‘incorrect actisns. As a result,. the In-
stitute in cooperation with the Netional Science Foundation
worked on methods to improve the state of the art.

" One recently Zeveloped procedare is a software g'ogxam
"that will monitor. tests of computer application programs
-written in FORTRAN {a programing language). This program
counts the number of times each line of cude has beer
exercised by test cases. Even though there is no insurance
that every conceivable condition will be tested, there is
insurance that each line of code has been tested at least
once. Until recently, this capapility was rot Jeﬁevally
available.

In a February 13972 verort, the Air Force said tHat
software design and testing were thr two most critical prob-
lems in ADP requiiring further resezrch and development. 1In
July 1973 the Air Force entered into a contract for the
development of the typs of zoftware Jevice that the Insti-
tute had geveloped sut for a different nrograming lanjuage.

donitoring of pregrzm operation

(1) internal auditor's
affected ny bad

39
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decisions or operating personnel to identify automated
decisionmaking application problems. No formal systematic
monitoring aof the applications’ output is made, with one-ex-
ception; VA audits education payments to veterans in excess
of a predétermined amount. We believe that this is of lim—
ited value: in identifying many costly svstematic problems in
automated decisionmaking applications because some. types of
transactions will never be reviewed. ) '

SSA has a formal wonitoring group continuously taking
random samples of autoxared decisionmaking anplication out-
put. According to SSA officials, this sampling has identi-
fied design ard prograwing eLrors and repetitive data errors
_causing erroneous payments in operating automated decision-
making applications. Exampies of the kind of errurs identi-
fied by this reonitoring function include: '

--Design, coding, or data problems in the automatic
computation or recomputation of initial or - subseaduent
benefits, : :

--Data problems in'processing notices which affect pay-
ments. : . )

--Design or coding problemé in the updating of master
data records (ApP files). '

4-Iqadéquate oreparation of data.

354 told us that system design and coding errots, ag
well as systematic repetitive data errors, were corrected as
a result of this procedure. However, it could not give us
statistics on numbers of errors found or thelr potential
ronetary impact, because 58 did not have this kind of
information. 1/ ' o '

SSA requires cateqorizing,_in'aﬁdition to ronitoring.
the reasons for required program modifications. ‘Tne cate-

-.gories include: ' : o -

--Incomplete Ot incorrect pertormarce reguirements or
program specifications. ‘

--Logic errors or program omissions.

1/4onitoring procedures are not always carried out as soon

T as new programs are placef into operation. The supplemen-
‘tal security income program, an automated decisionmaking
aoplication, did not have full-scale monitoring during its
initial operational periods. :
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--Incompiete Vaiidation of input data.

-oSystem-pxodu“ed data not in accordance'with:specifi—
catlons. ) ' | :

4~1ncomp;ete'te5ting.

HEW headquartprs said. that a consultxng fllm noted a
need for continuing reviews and evaluations of, among other
thinas, applications software. The firm suggestad that a

. four-member team, including an audxtox, be responsible for
reviewing. selected ap plications on a’ short-term cyclic basis
‘including (1) reviewing the application ‘against the original
specification to determine that the softwaze was petforming
as 1nteﬁded and {2) determining whether apolvcatlon programs
had been clequatzily modified when the processing circum-
stances changed. HEW did not acceot the firm's report

Data control’

Thr <ources of data input vary for the following loca-
ticns. : ' o , : D,

--Ndvy ASQ, Philadelohia, receives much of its data
from external sources including {1) contractors for
new asronautical eqguipment entering the suooly systen
and (7) other UYavy activities that receive, store,
and ;ssue aeronautical equipment.

--S8A, Baitimare,,Ha[yland;freceives most of its datz
" from ebout 1,360 offices and centérs throughout the
United States. - S : :

--The VA data proﬁessing'centers in Hines, Illinois,
_and Piilladelphia, receive data fxom several VA sta-
tions throughcut ‘he countrvy. .

Internal controls

Our review shows that, even though written procedures
may not exist, agencies develop and program extensive edit
checks iIn software to help insure the validity of data coming
dnto the system. Agency officials admit ‘that, . although ex-
tensive work is done !o analyze potential data errors during
the desion process, edit cnecks cannot be designed to iden-
tify all types of data errors.

In many cases erroneovs but acceptable data may be
placed on irnput documsnts, Becauvse such data. can represeny
a valid situation, there may be no way to design an edit
check to insure that ii is correct. Also, edit checks will

41
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not catch errors not . conceived of--and therefore not
con51dpred--1n desanlng edits '

Agency ofF1c1als agreed that, because of the detail and
complexity involveu in the des 1qn OLOUesSs, . potentlal edit
,rheckc may be missed.

_ ) Examples of the types of checks obse:ved at the three
‘agencies v151ted included

--edit checks for 1nc0ﬂplete data e]ements,

—-reasonablenecs Lhec<s, for exaﬂple, re]ected documents
contalining numerical values 3bove or beiow a ptedeter-
mined amourt in a given data element;

--legical checks; for example, checks for impossible
conditions, suca as negative inventory balances or
alphabetic characters contazined in data elements that
were designed to cortain ovly numer ic character and

- =-=data relatlonshlo checks; for nxamule, comparing data
elements with other data on the saze 1n0ut document
ana/or contained in ADP flles.

External controls

Because atencies receive input from numerous sources,
we limited our study of external controls to the controls
at the agencies actually visited (VA Center,.A50, and S5A}).

—=VA has written procedures for ceveral external con-
trol functions which include (1) random sampling of
input documents to identify 2nd develop statistics
whish are used for 1dent1fy1ng error rates and error
sources, (2) selected verification of eligibility
data contained in ADP files, (3) date stamping and
sampling of documents to cont;ol the tlnellness of
documents processed, and (4) controls over unproc-
-eszed (pending) documents. :

--AS0O makes ro manual reviewc of supply-related data
received -from Navy activities and therefore primarily
relies on {1) controls at the data preparing site and
{2) internal ccntrois desicned in the ASO software.
ASO makes celected ra2nual reviews of dsta received
from contractors on new aeronautical components before
the data is allowed to enter the system.
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i : ==S5A babically relies on the (1) internal cont:iols

: designed -into the software, (2) end-of-line monitoring
procedures, and (3} manual reviews at the vast num-
.bers of offices and centers preparing the data.

|
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*_LH\PTER 6

Mn&p BAD- DECISIONS UNTIL PROBLE“S ARE CORRECTED

Exzoxs made ny users, desxgneLs, and progxamexs of

automated dacisionmaking applxcat;ons, if not Jdentlfleo

and corrected in the review and testing phases of the design
process, can cause bad decisions which WIll coritinue until
the errors are detected and COLLected. When an. insigrifj-
cant error for a given action is- multiplled by thouszadc or

m]ll‘onf cf the same type of actions over a perind of time,

the error is compounded, ‘Unnecessary tosts #ill grow.and
become larg~>. An error allowed to exist . for 3 years vwiil.

cost the Government more than if the error.i1s detected and

corrected within, for example, 3 months after the auvtomated

decisionm axlng apalxcat1on is in operatlon.

ERROR DETECTION

In previocus chapters we discussed what agencies do to

detect design and data problems. .Because errors get through

¢ 3ign and test processes and bYecause data errors are made,
early detection of them is important- in Leduczng the cunela-
tive effects of bad decisions, :

ERROR CCGRRECTION

‘Petecting -errors occurring iL‘automatedgdecisionmakiﬁg
application. software and/or data will not, bv itaelf,ﬁstap
the unnecessary costs being incurred. When deected, .ackion

‘must be taken to correct the errors by modlfying the soft-

ware, or 1mpxov1ng the data gquality, or both.

"We bhave noted some 1nstancns in whxch pzoblams were

"-identified but corrective actions ‘were not tdken fOL a long

time. An examole follow

Navy use. of OVeLotateﬁ dcmands in
automated decxslc"Taxznq anp;zcatxons

A Gi3 report, B-162152, May 21, 1974; noted that in . o)

¥avy audizors saw a need *o design a rcutine in the sztarndard
computerized supply management system used by Navy inveniory
control points for removing frcm ADP files past material

usage gquantities i{demands) associated with canceled reguisi-

tions. The demands reczoirded  in these ADP files were used Dy
several aztomated decisionmaxking applications:

44
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The report noted that in 1969 Navy command officials
‘agreed with the need to proverly adjust derand forecasts
- for invalid orders but said that it would not be able to
.correct the prehlems before 1971 bacauge of other Driority
work. The report said that, at the time of the GAD review
in 1972, the Navy was still not eliminating from AD? files
' -demands related to invalid orders.. :

. We estimated that about 534 million ‘in invalid demands
were in Navy ADD files and- that thesc overstated de-ands
‘resulted in unnecessary materiel buys ard repairs tetaling
about $10 miliion a year. at leact $3 willion in asnual
unnecessary costs were initiated by autorated d2cisionmaking

applications using this averstated. demand data.’

The design change t¢ correct the condition had not been
made at the time of this review, so we discussed the reasons
for the delay with appropriate Havy officiails,

We were .told that, becaise of the'GAO'report'and direc-
tion received from th= Department of Defensa, a hich-priority
project was established on Juine 14, 1974, to make the necded
design modification. ' :

The reasons cited bv Navy officials “or the S-vear delavy
in initiating the modification included —_—
--disagreements within the Yavy on whether all rcanceled
requisitions should result in reducing recordsd de-
mands, : .

~-high-prioritv worxloaé at the desiqgn activity mandcated
by higher headquarters levels in both the Navy and the
Department of Defense, qhd ' : ' :

—-lack of pressure placed.on the Navy command and design
activity by the inrventory control points since ceduced
demands could result in budget reductions.

AGENCY PROCEDURE

AGENCY PROCEDURES FOR_TIMZLY CORRZCTION
OF "SOFTWARE DESIGT PROBLEWS -

‘Ajencies establish prioritiez ang target dates

o
ware dasign and modifica-ion 3roja2cts.  Agency gquideline
alsc require cost-benefit studies to justify estabiishing

and committing resources to a large design effort,

)

e

Accord:ing ecer

t o) F
attention is given to doi-

al oificials, however, little
cist-benelit studies which

Y

[FE ]
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dexnwnstrate olther '1) how much will be saved by ellmmatlng
an ‘automated decisicnmaking application problem that exists
or {2} how much the continuing avtomatic’ dec151ons will cost
the Government if the ptob)em 1s allowed to qgo unchanged
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opmm% ON_WAYS TO PREVENT OR REDUCE

THE IMPACT OF PRDBTE*S IN

PUTOMATED DBCISIONMAFIQb AFPLICATIONS

We believe that, despite the 1wDeLfect state of the
art in application design and the wldespzead problems of
gettxng quality data to the computer, every federal agency
using these applications should consider doing certain
things to prevent or reduce the 1WoaCt of tHa onblomo
identified in th's report.

We issued a questlonnalxe to 209 menbeLs of cach of the
followan professional ussociations that are dedicated to
furthering the quality of ADP-produced products:

A -=-The Association for Computing Machinery's Special
Interest Group for Business Data Processing.

--The Association for Computing Machinery's Special
Interest Group for Management of Data.

-~The Society for Manageﬁent Information Sycfems.

The questxonnalre descxloed the var ious pxoblems that
we had observed in both the software design and data areas
and lequested the members to rate possible golutions pre-
sented in terms of their effectiveness and cost benefit.
The ratings were designed to determine ‘the validitv of each
| .. _ solution, assuming each application involved spendxng millions
: ’ of dollars or had an impact on people.

Some of the solutions can be. appllen before the applica-
tion becom2s operational to prevent problem conditions.
: _ Some of the sclutions were to be applied after the automated
; _ decisionmaking application became operational to ‘detect prob-
5 Jem conditions early. If timely correction is mads, the im-
" pact will be redaoced. : ' 2 : X

& total cof 263 people responded *to the questionnaire

7
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N B Summary of People

Ansﬁezing the GAO Questionnaire

Portion of guestionnaire
: © R _ ~qualified. to answer
hffiliation of data- . Design Design - pata

processing professional =~ and data only cnly Total
Commercial concern 136 45 - & 185
Academic - - 34 16 1 45

. Government .25 1 1 27
Not indicated 4 2 0 __ &
fotal - - 199 58 6 263

POSSIBLE SOLUTIONS--SOFTWARE PROBLEMS

Some of the highly rated solutions to the various de-
- sign corditions are: .

" ——Documentation should be prepared that hichlights (1)
‘key pertions of the automated Gecisionmaking criteria,
(2) data elements that are critical to the decizion-

- making, and (3) the edit checks placed (ot justifica-
tions for omitting them) in the software. A formal-
ized synopsis of these items should be prepared for
review and approval by top management. . o

--Qualified auditors or others who are independent of
designers and users should review the designed appli-
cation before it is placed into operation. Others
could include a design team independent of the origi-
rnal designer and user. They would be responsible for
evaluating the (1) adequacy of the decisionmaking

~ cri*aria, (2) logic in the coded ‘applicaticn, and (3)

‘ee and uses of edit checks to detect .incomplete

dat.- elements put into the -application.

--Similar independent teams should review the operaticn
of these applications shortly .after they are imple-
mented. The objectives would he to evaluate the ade-
quacy of the decisionmaking criteria in an operationzl

~environment and to provide for early detection of any
nad decisions. This would allow for early correction
¢f problems. S : '

--Some form of cyclical system monitoring of acticns

" initiaced by operatioral automated decisionmaking ap-
plications shouldé exist. Teams composed of (but not
restricted to} designers, users, and auditors could
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desired results were achieved the best way, (2)
identify unforeseen tircumstances that would require
. . modifying the application, “(3) determine .that the
-actions were as the uvser and designer in-ended, ang
~ t4) insure that decisionmaking was not adversely .
affected by ircomplete data not being screened by an.
edit check. : . : o '

., analyze épplication—initiatéd actions to (1) see if

--?he-designer‘and user should be physically located in
the same place during design phases to allow for con-
stant communication.  In effect, the design would be
a-joint effort and would help to insure that -adequate

.zdecisionmakjng criteria were contained in the applica-
.tion. . . : R o -

=-Pricrities should be established for software modi-
fication (changes) which are at least -partially based
on- the cost o continuing incorrect automatic actions
1f no changes are made within a short time.

--The initiator of the needed software modification
(f£or example, headquarters, user, audit team, and/or
others) should be informed about the status of the
crange and be provided with confirmation that the
changes have baen made. Cor R

POSSIBLE SOLUTIONS--DATA PROBRLEMS

Some of the highly rated solutions to the various data.
conditions are to: - . ST o )

~~Estaklish followup procedures for‘in5urihg the {1)
- timely receipt of data preparation instructiors znd
(2} use of instructions by data preparers.

~-Emphasize in training the importance of complete and
- correct. data on computer input documents. o

—--Maxe seleCtive,ﬁanual verification of.key-data on
input documents angd in &DP files with hard copy docu-
ments and with the data originator. s

-~Eszablish a single ordganization (data base adminis-
“trator) that could bz responsible for ‘the above steps
as well as'evaluating and testing internal and external
data controls erpleved znd input documents designed
ané used, ' ' '
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CHAPTER 8

CONCLUSIONS, RECOMMENDATIONS, AND

AGENCY COMMENTS

_ automated decisionmaking applications initiate the
spending of billions of dollars a year without anyone re-
viewing and evaluating the individual actions. They are
also used to support a multitude .of functions that, although
not directly related to money. expenditures, can affect mis-
sion achievement and make_decisibnS‘ﬁegarding individual 5.

Many of these applications make bad decisions because
- of various software and data problems. The causes. of the
problems are numerous. 3ad decisicns mav tesult in unneces-
sary costs and overpayments of nundreds of millions of dol-
lars a year--exactly how much is unknown. Such bad deci-
sions can also impair mission performance and harm ingivid-
vals. ' :

In the current imperfect environmént, the chances of
continuing bad decisions and uanecessary cnsts are great.
Actions are needed. We believe that it is necessar .here-
fore to develop and issue federal-wide guideliass ti Joster
uniform cost-effective practices that will (1) pinimize the
chances of problems occurr ing, (2) detect. as -s000 as. pPoOS-
sible the .problems that do occur in operating automated de-
cisionmaking appiications, (3) coirect problems as early as
possible te reduce their adves se impact, and (4) insure
that tne practices are being effectively applied. '

Some practices we consider necessary to meet these ob-
- jectives already exist at some agencies. For instance, we
observed testing, joinat design, and inclusion of internal
data controls. We also observed some established data man-
agement practices which could identify data input problems.

Several practices considered by us ard.by data process-
ing professionals to bhe cost offective in reducing the
chances ot 1mpact of dad decisions were not being applied to’
all coecial zutomated decisionmaking apprications. This indi-
cates a need for central guideiines in such areas as:

-~Preparing docurentation and or a formalized synopsis
that highlights, for exampls, key decisionmaking cri-
teria, data elements critical to the decisionmaking,
and edit check placement to faciiitate thorough re-
views by othersg.
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=-Making préeimplementation reviews of the designed or
mocdified applications ani internal’ data controls.
The reviews should be made by groups that are in-
" dependent of the designer ot usetr. - The grouds should
) chSLder-evaluating, among other things, the (1) ade-
quacy of the decisionmaking criteria, {2} logic in
the coded zpplication, and (3) needs and uses of =adit
" checks contained in these applications.

- --aAnalyzing actions initiated Oy these applications as
soon as possible after they are placed into operation
to insure that (1 they are operating as intended,
(2) the intended oberation- is the most economical and
effective method, and (3) cjrcumstanCGS'that were not
considered during design have not arisen.

--Cyclical or ongoing monitoring. of automated decision-
making application ouatput to insure that {!) desired
resuits are achiesved most ecuonomically and effec-
tively, (2) new circumstances have not arisen. that
will require changes to the decizionmaking or other
processing criteria, {(3) the logic is correct, angd
(4) decisiomaking is not adversely affecte@ by incom-
plete data not bzing caught by an internal edir check.

~—-Establishing priorities and target dates for software
modification which are at least partially 2ased on the
unnecessary costs of continuing .incorrect automatic

. actions and keeping the initiator of modifications in-
formed of the status.of the changes. ' '

—-Establishing a single point in each organization that

" would have rrime responsibility for insuring that
these applications are making decisions based .on the
est data available by (1) evaluating and testing the
data and data controls (internal and external), (2)
adequately. training data Dreparers, (3) reviewing the

. adeguacy and currency of instructions given data pre-
parers and insuring they are complied with, and (4)
insuring that forms designed for data processing '
minimize the chances of data errors. :

To tecin focusing oh what should be managed, top man-
agement in each agency should be aware of the autozated de-
cisionmzaxing applications tha: £X1st (operational znd under
-development), the functions they support, their monetary and
other impacts, nature and sources of input, the ocu:iput-
Jinitiated actions, the PLoIraned reasonc. for any minual . in-
tervention, and otner Important characte:istics,
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Agencies should be recuired o take stock of their
automated decisionmaking applications. . This action should
include ascertalining wiethor their current practices for ae-
veéloping, modifving, and operating such apolications, to-
gether with related data controls, are adequate to sutface

o "problems of the types discussed. Guidelines should be.

i - izsued to .indicate cost-effective corréctive procedures,

_and agency management should insure that automated deci-

sionmaking applications are under control. ' :

RECOMMENDATIONS

Wwe believe that, since actomated decisionnaking apoli-
cations have not. oreviously been recognized a5 a serarate
problem area requiring management'attention,and-sinte‘mil-
lions of drllars are presently pdeiaj wasted as the result
of actions nenerated by such systens, the Office of sanage-
ment and Budeet (CiH3) should act immediately to improve the
situation. Specifically, we recomnend that 9OM3, in its over-
sight capacity, .require that: . : C

--Bach ajency determine whether any of 'its cornoute

eratiens involve autometed decisionmaking .agplic
tions. ‘ : : o

-~The aaencies review each overation to deterﬁine
whethet incorrect acticns are baing taken as a result’
ogf these applications. (Pending “icsuance of technical
guidélines By the dational Bureau of Standards for '

) makina such reviews, the agencies =ould exanine
| : 7 - enough automatically jenerated decisions to provide a
i hasis for‘decidinquhether-incorrect‘decisidns are
. ‘ occurring and, if so, should take the necessary steps
| B to cortect the ‘sitvation causing the incorrect deci-
' C sions.} ’ o .

—-Before any new automated decisionmaking. applications
are initiated by an agency, -the proger steps are taken
to insure correct decisions. This would include, DN~

© . ing issuvance of the National Bureaud of Standaris

! - a guidelines, a carefullv. chosen combination of inde-

o pendent review of systems design, adecuvate testing
before implémentation; and périodic testing of de-
cisions after impl=wentation, as discussed earlier
in this report. S : ' o

--Agencies report ~on the actions taken and estadlicsh
an apmiopriate mecnaniza for monitering such reports.

Wwe reco~nend that, because the Hational.3ureaa of S5tand-
ards has responsioilities fot technical aspects by AP, the

i r-
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'+ Secretary of Comm=rce direct the Iureau 1o.issue technical

guidelines for devzlozing, usihg,‘teéhgically evaluating,”
docuzenting, and ~odifying thess zpplications in the Ped-
eral Government., Jdhen issued, these auidelines should con-

~tain certain criteria for indeoendent technical reviews and

tor monitoring of these applications 1o insure problems are

-Jdetected and corrected promptly.  The 3eheral Services Ad-

ministration should incorporate Buteau quidelines in its

cagency directives. , : B

~In addition, we recommend. that:

-—AS GS5A sugzested, the Tivil Service Comnission do-
velop -and a3d to its ADP tralning curriculum courses
in autonated decisiondaking aoolicaticons so that
manager s, techaical Personnel, and auditors will be-
Come betler equipped to deal with them in an aporo-
priate =anner. :

—=Internal asdit groupns in agzencies havine autonmated
decisionmaking anplications particioate actively in
design, test, and reviaws of such systens to carry

“out thelir responsibilities.
‘Finally, we sugges
2 C

that the Joint Financial Manazement
Improvenent Prograw ti

@5t
onsider this area for ongoing. attention.

%e are sending copies of tuis report to all departments
and independent agencies for their information, use, aad.
quidance 9ending issuance of the OM3 and Hational RBureau of
Standards mateyial. '

 AGENCY COMMENTS

He issued the nroposed repsit to several agencies for
comnent., Their rezlies indicate géneral aqreement as ts the
problems reported znd varying ooinions on the recommenda-
tions. ’ : - s :

With respect to the proble=ms, the Associats Deputy Ac-
ministrator, va, acized that there was a need for sound men-
agement of current larce sophisticated data orocessing sys-
tems.  Hde 3aid the repoirt was useful in idenvifying and con-
solidating the oroblems ascociated with autonated decision-
makini applications. He believes that the formulation o
standards :elating 0 these applications is imperative.

The Agsictant 3e

no one would disaglze 5

and that scch problems co
t

troller, HEW, said that
¢ and data problems exist
t in automated decision-
neous decisions in some
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.cases. BHe believed that 'as much emphasis should be placed

in preventing software errors &s in detecting and correcting
them, . He agreed. that the current state of the-art in sofi-

" ware development could not assure error-free software.

The‘hésiétant Secretary of Defense, Comptzolier[ zaid

"that most of DOD's automated systems fit the definition of

automated decisionmaking applications, although damage re-
sulting from errcors in some systems was less direct "and less
measurable than in disbursing and supply systems. He added
that our statements of possible solutions to software. and
data problems are logical and constructive and that while

. they are similar to many DOD practices, their documentation
- will assist system developers,_auditors, and operators.

_The Acting Administrator, GSA, saic that the report
per formed a valuable service in identifying automated de-
cisionmaking applications as an area of data processing con-
cern and, as such, warrants wide circulation to' ADP software
managers in the Federal Government. He strongly agrees with

_our solutions for software and data problems, including

--vpreimplementation and postimplementation system re-
views by independent groups and
--cyclical system monitoring.
" Tue agencies had varyihg opiniohs on the tentative

proposals contained in our provosed report. Ve have

_weighed tneir comzents and considered them in formuloting

the proposals in this report. For ‘example, we proodsed
that “he &gencies involved report to GSA on actions taken
in response to our recomrendations. Upon consideration

of the responses to our pioposed report, we have modified
our recommendation to provide for OMB to determine an

"appropriate reporting mechanism,

Also in responSé>to our proposed. report, the. Acting Ad-

.mihistrato:, GSA, suggested that the National Bureau of

Standards could devclop Government-wide quidelines for in-.

formation .systems development which could specifically in-
clude autocmated decisionmaking. '

"On January 12, 1576, we discussed the suggestion with
the Director, Instituie for Computer Sciences and Techrology,
National Bureau of Standards, who agreed to the need for

‘Government-wide technical guidelines that would include
" developing, using, modifying, reviewing, and monitecring auto-

‘mated decisionmaxing applications and said that budgetary
‘resources would be soiicited £6r the National Bureau of

Sitandards to perform this task. The guidelines, when
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completed, would be issued as part of. the ‘Federal 1nf0¢matxon

processing stanaa:ds SEYIEQ for uss- bv Feder al- amenﬂles.

We Infor“ally d1scussed the Levommendatlona thh OMB
officials who have responsibilities in the ADP area. They
believe that the report p01nts out important ptoblens in
this area and agree that 1<su1ng pclxcv auldance is appro—
pr*ate. ’ . . . . .

We discussed our-recommendations to the Civii;Service
Commission with officials of the ADP Manageément Tzalning
Center who agreed to further emphasx?e contnols in thelr

ADP traxnxng._
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“ .. APPENDIX I N .. ADPENDIX I.

DEFARTMENT OF HEALTH, tDUCATlOV AND WE;FAnE

CFFICE OF THE SLCRETA'QN .
| WALWINGTON. D.C. ZX01

DY 17 N5

Mr. CGregory J. Ahart
Director, Manpower and

Welfare Division :
U.S. General Accounting Cffice .
washington, D.C. 20548

DPar Mr. Ahart:

The Secretary asked that I resoond to your request for

our comments on your draft report to the Congress. entitled,
“Improvements Needed in Aanaglpw Computer-Based Autonated
Decisionmaking Applications in the Federal Government."

They are anlosed.

We apprec1ate the opportunity to comment on this draft
report before its publication.

Sincerely §ours,
“@H

.= John D. Young
-——3ssistant Secretary, Conptrollph -

‘,’ " y."-vf

Enclosure

L
oy

-
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COMMENTS ON GAO'S DRAFT REPORT ENTITLED

“IMPROVEMENT WELCED IN MANAGING. :
COMPUTER-BASED AUTOMATED DECISION MAXING
APPLICATIONS IN THE FEDERAL GOVERNMENT"

The draft report identifies a certain type of EDP application
winich GAO calls an Automated Decision Making Application,
{ADMA}), and netes that ADMAs are widely used by Federal’
agencies. The report points out that the distinguishing
characteristic of ADMAs, as compared. to other computer
- application programs, is that many of the actjions initiated
" by the computer take place without review and evalunation
by people.. According to GAO, therc arc i-dications that
funds are being wasted because of incorrect, unreviewed
actions.,

The report discusses, at some length, the use of ADMAs by
Federal agencies, and roints out that ADMAs can make bad
decisions. It cateqorizes the causes of these bad decisions
&s beir.g software probicms or data problems. then goss on
to identify and discuss the reasons for these problems.

Ko onc will disagree ‘that software and data problems do

¢xist, and that such_problems‘can result in ADMAs that make
crronecus decisions in some .cases. It is of utmost importance,
therefcoe, iia% such problems be prevented during the design
and implementaticn of the system.  While we are of the opinion
that the current state of the art in software development
technicues and *est techniques cannot assure ‘that error free
‘software can be designed, techniques are available that can
contribute sigaificantly to the reduction of software errors.
Furthermore, practice has suggested that the method- of
organization of a development effort can have a favorable
sxpact on theé crror lavel as well as the development cost.

Since the .state of the art of development and testing techniques
- cannot assure crror-frce software, it is of equal impertance
“that reviews ol systep: take place before operation, shortly
‘after implement.iiion, and on continuing or cyclical basis
" for operational systems. “The oxtent of revicw of an ADMA

should be a function of the protability and impact of errors.

The report discusses various ways to prevent or reduce the
impact of problem cond:tions in ADMAS. In our opinion, the
possible solutions mentioned in ithe report are, for the most
part, reasonablae, wWo would, however, place a arcater emphasis
thar made in the GAO ropurt on {1} involvement of the user -
Ain the development ol an AMA anc. (2) approaches to recucing
preboability of crrore at the design and test stages rather
than emphasizing erres aetection and correction in the
operational stage. . : ‘
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GAO concludeq that the development ‘and ‘use of ASHAS is
necessary but becauwse of the current. imperfect en.ironment,
chances of continuing bad decisions and unnecessary COSts
are great. Conseqaently, GAO believes that it is necessary
to develop Federal-wide policy to foster uniform cost-
effective prdutlres that will minimize the chances of
problems occurring, detect the prohlems as early as possible,
and assure that the practxces are being effertxvely applxed

GAO RECOMMENDATIONS AND HEW COHMENTS

RECOMHENDATIONS

Because GS! is responsible for developlng Government-widle

- policy on ADP manasgement and for seeing that the policy is
carried out by the departments and agenCLes, GAQ recommends

that the Admxnlstrator, GSA: S

- ;Require the identificaticn and characterization of
ADMAS used by Federal acencies. (A starting point
for material to be included can be the types of data
GAO obtained during its study of ADMAs ~- volume of
tiansactions, impact of decisions, etc.). Thir 111
provide agency management and auditors with bas

- information on where their rcsources could best be
' appllcd

-=- Issuc pollcy requlrom;nts and gui del:nes for the

~ _ management of ADMAs in the ‘Federal government. Most
importantly, the policy and guidelines should '
establish ¢riteria for 1ndependent review's and
monitoring of ADMAs to assure that problems are
detected and correccted in a timely manner. The policy
should also include criteria for cost-effective
devclonbment, modification, documentation, review
and testlng of ADMAs. oo .

-~ Require agency rUpOltan concerning (1) actlons taken
"based on the criteria and (2) problems identified and
corrected as_a result of ‘independent réviews and.
monitoring of ADlths. Jusrification of ceosc Pffecf1v0
ways Of managing ADMAs f*oulu be included.:

_‘15*:'_,@0'""’"32“_‘:

With respect to GACG's first reeommendation,.we do not helieve
Cthat it would be useful to have all agencies identily and
characterize their ADMAs.  To.do so would result in the
preparation of an enormous volume ©f reports covering

. hundreds of ADMAs. Since it 15 unlikely that GSA would be
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able to effectively utilize these reports, their development

and preparetion would be a waste of agency tiwme and resourcesz.

For similay reasons we dc not faver GMAO'z third recommenda-

 tion which would regquire agencies to submit reports concerning
the actions taken pursuant to GSA policy directives.

- We agree in principle with the seccnd recowsmendation -- that
GSA cstablish guidelines for the management  of ADMAs in the
Federal Government. The establishment of guidelines would
encourage agencies to utilize acceptable practices for
developing, modifying, reviewing and monitoring their ADMA
.systems. : . : : o '

We are of the opinion that such guidelines as GSA might
develop must be flexible cu cecognize that ADMA systems are
of varylng complexity and of varying impact in terms of
probability and cost oi errors. Thus, practices employed
for :he development, modification, review, and monitoring

of a particular ADMA should be oriented, towards, overall cost
reduction, i.e., expected cost of errors plus cost of
deveiopment, modification,... In light of the. diversity of
ADMAs, we do not believe that it is practical t~ establish
*policy requirements® at this time. We believe that a more
effective procedure would be for GSA to issue guidelines and
then to periodicelly conduct on-site reviews and audits of
various agency ADMAs. The objeetive'of'such‘reView,wbuld
be twofold: (1) determination of the extent to which gquide~
Yines were being followed by agencics and (2) déterminatien
of the effectiveness and efficiency of the recommended
.practices so- that they could be developed and refincd based
on actual expericnce. .

Furthermore, as we indicate in the Overvicw to these coments,
we believe that cfforts to eliminate errors during develop-
ment is of equal importance to the ‘review and monitoring
efforts. Therefore, w2 suggest modifying the second recommen-
dation to read: : ' - T :

"Issue guidelines for the manaqgement of ADMAS in the’
Fedaeral Government. These guidelines should include.
recommendcd practices and criteria-for cost effective:

1. development, modification and testing of ADMAs
to reduce error levels in software and deta
ccllection, . :

7. Qdocumentatisn of ADMAs for internal and external
usaes, '

3. rewiew and ronitorine of ADYAs both as cunt inuing
activities by sv-tems ard user pereennel and by
indepcendent groups.”

i
w2
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LOTHER COMHENT: AND SULthTTONS ONTHE ?PPORT

1. In the thxrd }araqraph on page 58 of the draft repor
a statement is made that "&n 8§34~ official said that Lhey
- assume that designers and: programmers are adequately
trained and Pxperlenced and that such instructi-ns are
not necessary."” This is not an accurate statement.
We suggest rnat GAO change the sentence. to read- ’

'hn SSA staff member said that desxgners and -
programmers are adeguately trained and expexxenced

. since there are ccntinuing courses offered ir-

. pystems Jesign SO rtat skills can be maintained at a
satlsfactory level." ’ :

2. In the last paragraph on page 65 the second sentence
reads "According to SSA officials, this sampling has
identifi -4 many design and programming errors and
repetitive data etrors Cau51nq eroheous payments in
operating ADMAs. The word “many" is misleading in
that this is an end of the line operation anéd most
errors are discovered in validations, etc. long before
these operatxons are performed. The sentence should
read:

*nccording to SSA staff nembers, this sampling has
idantified design and programming errors and repe—
titive data errors causing erroneous payment
opera‘-mg ADMAs . "

3. The first paraqraph on page 66 beglns "SSA advised us
that many system design .and coding errors, as well as
systematic repetitive data errorsy are corregted 2s a.
result, of *his procedure." For the same reasons given
in the preuedan paragrapn of ocur comments, the =orgd -

"many" is nxsleadxng and should be deleted, '

&

1See GAO.note,'b. 61.]

5. fThere 15 csnbzuorablc wvgrlam and iupl1cat10n in several
chapters of the reeort. In Pl’(lCULJr, we suqaest that
Lﬁaotn;q 3 and 4 be combined to lﬂp'OVV tcauxbxllty

60
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- play the importance of the user in the development of an
‘BDHMA. We note with interest that in the opinion of :
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we believe, in general, that the report tends to under-

“pecple answering the questionnaire® {page 36 of the
report) "the most often cited probleém is “inadequate

corgunications wetween the parties to software design."

The second ranked problem in this list is "incorrect
perceptions of the nature of the actual transactions to

‘ke processed."

Furthermore, in Chapter 7, "Opinions on ways to prevent
or reduce the impact of prcblem conditions in ADMAs,*®
respondents from several professional organizations
suggest that “Pnysical collocation of the.designer and
user should be.accomplished during thé design phases

to facilitate constant communication. 1In effect, the
design would be o joint effort and would help to irsure
adequate decision-caking criteria contained in the ADMA. ™
Despite the importance of these cauges of errors and of
this recommendation of professiocnals to overcome them,
the pclicies advocated Ly GAO in Chapter 8 fail to address
the necessity of user involvement. : : S

Therefore, we suggest that the GAO report place greater
emphasis on the participation and responsibility of the
user in an ADMA system. In commenting on the draft GAO
repert "GAO Guidelines for Management Information
Processing Systems,® May 1974, HEW stated: “The .
Guidelines include the user in the system .development
from the standpoint of user educ.tion as opposed to user
participation. While user education is important, it

is not enough. The success or failure of a system is-
critically -dependent on user involvement and participation.®
We believe that this dependency is even more eritical in
an ADMA systei.. ) : -

The irportance of personnel s=2lection and training for
ADMA development, operation, monitoring and review should
be given greater emphasis in the GRO report. Designers
and programmers should be familiar with design tools and
techniques, e.g., structured and modular flowcharting
and programming, decision tables, data base.design tools,
dara eleément management, data colliection alternatives.
Management should be aware of alternative Qargantizatilons
for system development, e.g., chier programmer teams,
Lesigners should also be aware of techniques for testing
and menitoring systems including statistical samp. 1ng
approaches. Knowledge can be obtained via governrent

CIr private scctor training courses,

-GAO note: Material no lenger related to report has

peen delete].
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 VETFRANS ADMINISTRATION
O‘Fn{‘:w TRT ADMINISTIATOR OF VETERARE fLFFAlas '

WaASHINGTO®, D.C. 2042 -
NOVEMBER 281975

Yr. Gregory J. Abart

Director

Manpewer and Welfare Bivisien
U.5. Ceneral Accounting Offlce
Washington, D.C. 20548

" Dear Mr. Ahart:

He'appreciate the opportwnity to review ;+d comment on your
draft report relaring to the manajesent of automated decision-making-
applicatioss and are in agreement that there is a need for sound manage-
ment of the large, sophisticated data processing systems in existence
today. ©

[See GAD note.]

Your report has proved useful in ideatifying end comsclidatingy
in one place, many of the problems associated vith autowated decision-
aaking applicatizas in a clear, straightforward language. We believe
that the formulatrion of standards relating to these applications 1s

. imperative, and have already tagun to draft our own general requirements
- and guidelines. ' : .

’ . o Sinée(ely yfijir;’ .

- Bgsorive Depaty Admic'strator-in te s o

RICHARD L. ROUDEEBUSH - )
" Administrator :

. GAQ note: L?eleted'_comments refer to materizl discussed
in cur graft report but not included in this .
final report. - '
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o ' u&n&d ofATEs oF Ak‘ir‘-cdl o ‘ S : ;Q\‘\
GENERAL SERVICES ADMINISTRA TION S A ?‘?\
) WASHINGTQN, DS 2045 ‘ : ’ ’: ’,_{\3&,\:
RNep 4
DEC 29 1975

Honorable Elmer B. Staats

Comptroller General of the United Stafes ., -
General Accounting Office:

Washington, D.C. 20548,

' Dear Mr. Scaats:

We appreciate the opportunity to review your draft report "Improvemenis

. Needed in ‘ianagmg Computer- Based ALtomated Declslonmakmg Applica-
tions in the Federal Government.

The repert nerfo rms a valuable service in identify mg automated decxs\on-
making aprlications (ADMASs) as a discrete area of data ,)rocessmg '
concern and, as such, warrants wide circulation to’ ADP so"tware
managers in the Federal Governmient.

~ We strongly agree with the ‘ollov-xng GAO recommended solut ions for-

saoftware and date problems.

. Pre implementation a*xd post i: r.plemantatmn sysfem audits -
by independent groups. .’ :

. Cyclical systerﬁ monitoring.
. Ioint system'design Abv user‘s and ADP systerrs a‘naiysts.

In addition to the managemer: solutions mewtmned in the report there

arc modern computer programming techniques whith can aid in increasing
the integrity of any system. Developing detai! logic with decision tables.
rather than fiow charts is pa'-tic‘ufarly effective in data editing applications.
The use of " top down' progra'nnung and "chief programmer teams® is
proving successful in minimizing errors, Lmployment of a data base
administrater P'u'(‘n.lg}‘c:.u’c both the deveélopmental and operational stages

of a system: will help assure that vahd data is being pmr-essed ’

Keep Freedom in Your Futzre With 'S Sacings Pands
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E While we generally agree with the conclusions ang recumrﬁended solu-
tions for software and data problems contained in the report, we do not

" agree with the recomr . ndations that GSA issue pol‘q and guidelines

for the management of ADMAs nor that GSA rcquu‘e agency reporting to
.allow monitoring of agency performance. ‘Rather we would suggest, since
AUMAs are part of the broader universe of m[ormatmn systems de\micp-
ment, that : : :

. The th:onal Bureau of Standards, w1th GSA Looperahon.

d’*velop government-wide guidelines relats n tc information
" systems development which chould spemfu.ally include auto-
" mated decisionmaking.

Agencies report 1o their own agency head regarding decision-
making criteria, ADMA problem identification and corccctive
actions taken, and thzt these reports be made available for
review by OMB and GSA, in line with review provisiens in
Federal Manaﬂement Circular 74-5.

. The Civil Service‘COmmission include in its ménagemen: ,
‘training programs.a course on automated decisionmaking
stressing the need for cost effective development, joint
systems design by users and ADP systems analysts, systems
maonitoring and auditing of ADMAs. '

Because of the significance of this report, w- had the opponun t; to have
the Ad Hoc Cornmittee for Implementation of P. L. 89- 306 briefed by a
representative from GAO prior to issuance of this draft. ~ This Committee
is chaired by the Commissioner, ADTS, and representatives fromy ADP-
intensive agencies are committee members. At a later meeting, our
comments were discussed and the Committee generally concurrcd ‘in the
app'oach GSA. is proposing.

If you have any questions, piease let us know.

Sincerely.
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Because of the unigue problems of autcmated systems, we'havé and will
continue to devzlop and apply specizl measures to their quality control.
However, they are in no way exeapt from standard Federal - ‘ccounting

‘system certification, maragément reviews, and internal audit controls.
The net effect then is to increase managemernt- control of automated
_systems in camp&rlson to mﬁnual sygtems : :

kour stetenents of pc851ble solu*1ons to softmare and data problems
are logical and construciive. While they are sizilar to meny DoD
practices, their decumentation in a- campact set ulll assist our system
ﬂevelopers, audztors -and operatoru{ :

With, zespac* ta fhe reco:mendat*ona ircluded in the draft- report, we
interpret GS's charter in the ADF field to 1“dILSb procurement of
ADP equipment, supplies and services. Your report is aimed at a
different arena, thrat of functional procadures and accountlnc controls.,

Accordingly, we recommend that:

1. The subject be proposed as a matter of continuing interest
by the Federal Financial Management Improvement Program. . . The

inter-agency effort of senior Tinancial managers is an approprizte

forwa for excharge of new procedures and techniques.

2. P*rtine** and docunented studies, research reports, methods
and techmiques té provided by developing agencies to the . Hatieral
Technicael Infor: 1t10n Service {NTIS) of the Lepartment of Commerce

for discemiraticn at cost to other potential users. in accerdance

with the INTIS chrter.

3. The repcr* te 1ssned as a btudg, retalnlrg the flnul;bb and

“conclusions but deleting bhe *e:om:cnuatlons and subst tutlnb the

fol;oalrg.

“paoch Feleral Agency should review its internal regulations
and procedures for management of ADMA systems to assure
protection of mission effectiveness and fovernment resources
from system errors. Each agency should establish specific
‘internal procedures to assure that interral controls and
sudit trails for error detection and correction are made
a part of system design specificaticns, tested prior to
system implementation, and included in routine and

© syecial audits throughout their operatioral life.“
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. - Thank you for an inforzative snd valuable research .eff‘.ort.' The
opportunity to corment on the draft report is appreciated:

Sincerely, =~
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. ~ _INTERNAL AUDIT REPORTS ON

AUTOMATED DECISICNMAKING APPLICATIOEg

‘ Type of .

© Title of S " application Problen.identified
report - - Date involved ~ Software Data
Army'Audit Agency: : L - ‘
’ Coordinated 3/ 4/74 Haintenance . X . X
‘Audits of Depots - workload
{Maintenance : . acceptance
Operations) '
U.S. .Army Train~ 12/21/73 Requisit:on- ¥
ing Center, In- ing
fantry and Fort '
Polk
Direct Support '10/16/73  Requisition X
Systenm, - ' processing
" Materiel Obii- - 2/ 8/74 Procurement X
gation Valida- cancellation
‘tion Procedures :
Catalog Function 8/21/73 Automated pro-~ X X

curement and
requisition
: : processing
Naval Audit Service: ' : ’
Servicewide 12/ 6/73 Overhaul sched- - X X
Audit of the . . uling '
Aeronautical Re- :
‘parable Compo-
nents rrogram

Headquarters, 11/ 1773 Requisitioning - X
Pacific Missile : o , S
. Range, Point’
Mogu, Califer-
“nia
Mavy Aviation 1I9/16/72 kedistribution X . X
. Supnly Office, '
~ Philadelphia,
Pennsylivania
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Title of
report

Naval Audit Servvice .
(con-xnued) ‘
fviation SUley
. Office, Philadel-
‘phia, Pennsyl-
vania

Navy. Avxatxon
Supply Office,’
‘Philadelphia,
Pennsylivania

Auditor General, De-

fense Supply Agency: - .
-11/24/772

Physical Inven-
tory Procedures
and Practices

Medical Supply
'Fpnctions

Mobilization

" Reserve Re-
gquirements it
Defense Supply
ceﬁters

Veterans Admipistra-
tion, Fiscal Audit:
- audit of COn-Job
and Apprentice-
- zhip Training -
Awards Processed
by OCR

Processing De-
pendency Changes
from Supplemental
fiward Code Sheets

Approved For Release 2.002106105'

Date

- application
© involved
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Type_éf R .
Problem identified
Software Data

8/15/73

12/10/74

9/ 5773

5/18/73

57 8/74

94174573

_Customer

Requisition .~ = X

processing
and redistri-

~ bution

OQerhaul.sched* o R X
ulinc and re- =

- distribution

physical inven- :
tory requests . . X

Customer re-~ . X
turns,. reguisi-

tion processing

and stock attxl-

tion :

returns. X

Payments .

" Payments X

: CIA-RDP79-00498A000300110009-7
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Title of
.tenort:_

" Veterans Administra-

tion, Fiscal Audit

{continued): )
Processing Awards
after Entitlement
is Exhausted

Honrecovery of .
- Accounts Receiy-
able from Re-
suned BCL Ac-
count Payments

Retroactive
Payment Adjust-
ments

Updating Ac-
counts Receiv-
able Deduction
Emount from
amended Awards

Duplicate Chap~
ter 34 Educa-
tion Payments

Intericr, Office of
Survey and Review,

- Budit Operations:

" Review of Con-
tract Ro.
NOQCL4205253
With the Navajo
Pribe, Window
Rock, Arizona,
Bureau of In-
dian Affairs

Agriculture, Office
of Inspector General:
© Programs Option

B Provisions of
the 1972 Feed
Grain Set-aside
Program
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: application . Problem identified
Date . involved .~ Software. Data
8/ 2/73 Payments__:- - X
4/20/73. . Payments -~ - X-
8/31/73 Payments . S 4
' 4/12/73 Payments . - X
8/ 2/74  Payments . - X
10/29/73 Paymenté o X
\
10725/73 Payments X
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APFERDIX V

Title of

. report

‘Agriculture, Office
of Inspector General
A{continued): -

Loading Order
Issuance Proc-
essing and Set-
tlemen: :

Agriculture, Office
of Audit:

Automated Ac-
counting Service

Audit Agency:
Administyative

LCosts Incurred

and Benefit Pay-

ments Made Under
- the Health In-

surance for the
Aged Act

Administrative

Losts Incurred
. and Beneiit Pay-
ments Made Under '

the Health In-
surance for the
Aged: Prograr

Administrative

Costs Proposed
and Operations

"Relating to Ben-

~efit Payments

Under Medicare

‘Administrat. ve

Costs Claimed
and Benefit
Payments Made
Undexr the

-Health insutance

for tne Aged
Program

Date

8/ 8/73

2715774

1/ 3/74

12/28/73

. 6/23/74

5/24/74

APPENDIX V

Type of , L . :
apolication Problem identified
involved - - - Soitware Data

Loading ordér :
settlement LA X

Pavments aud X X
billings

Payments. _ : X

Payments. - S X

Payments = - - X

Payments _ . . ) 4

1.
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- - Wype of R
‘Title of - : . application . Piroblem identified
,rénggiA D Date .'_-involggg L "oftware Data

(HEwW -Audit Agency
{continued): ’ . . )
Administrative ‘117 9773 - Payments =~ - - X
Costs claimed . o o '
and Supplementary
" Medical Insurance
. Benefit Payments
‘Made Under Health
Insurance for the
Aged Progam

Admninistrative 11712773 Pavments . ¥ ] X
Costs and Bene-’ : -

fit Payments

Undsr the health

Insurance fou

the Agza Progranm

Administrative 5, 1773 Pavments X ¥
Costs {laimed

and Benetit

Payments Made

Under +he Hoalth

Inszivansz

the Aged Praaram

Adminystrative: 471274 - Pavments . ; T =

Costs and Benelit
‘Payments Made Un-
der the Health
Inzurance for

the Ag=d Act

72
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