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SUBJECT : Draft "Security Classification Act of 1975"

J Ao

/,The authors may indeed have spent a year developing this bill, but it5s

very poorly written -- 25X1

3¢ 251

(Who, for example, will enforce

the provision that the Supreme Court "shall act promptly in considering
appeals"?)
A« The authors seem to be focusing primarily on units of government outside
the intelligence community, and trying to dislodge 1nformat1on they think th
Al tot <o 15 42 ommmentolsd)

22
taxpaying, voting citizen has a right to have. ,{fhey cannot be very familiar

/(Iu»cwv

with the intelligence community; otherwise it would be hard to take seriously

their claim that the bill would replace an "inadequate and inefficient" system

by "a workable, efficient, and enforceable" system. To anyone familiar with the
intelligence business, it should be obvious that the provisions on downgrad1ng ' 5&

A—b\q ae Aanetniliow /Wfaxw.a
and dec]ass1f1cat1on would resu]t ina m1n1str‘at1ve chaos% MWLMM%

ﬁ? 3 3;:£:§iﬁm 2e%at1en the term ”c]ass1f1cat1on marking" is defined

in subsection (a)(4) as meaning "the various levels of limitation placed on
access, control, use, or dissemination of official information..." This
wording, in conjunction with the language elsewhere in subsection (a) and in
subsection (b), might rule out use of dissemination controls and codeword

compartmentation. The hazards this entails need no further elaboration.
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L, In the paragraphs that follow, I will try to answer your three questions
regarding the probable effect of this bill on the Directorate of Intelligence.
~ &.” Are the procedures set forth in subsection
(c)(4) feasible and workable, or would that
be an impossible administrative burden?”
&1 think in general the provisions would be manageable, especially if the
requirement for periodically updating lists of officials who have cAJksifying

authority could be handled by computer,{Fund} I am assuming also that there

would be sufficient flexibility 25X1

M- 2. Are criteria for the classification of informa-
tion (subsection B) sufficient to protect DDI
information?
&~ The short answer is "no," but to amplify let's look at what "DDI

information" consists of, apart from unclassified materials taken from open

S°“”(Cf$f
The sensitive information with which we deal is: (J) drawn from sources
provided by other components of the Agency and government;(?) provided by

private individuals on the understanding that it will be kept confidential;
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L;) passed directly to DDI components by foreign liaison officers; and,(ﬁ)
the product of analytical judgments by our specialists or conc]usions_d@r/wal
f@snitiﬂézfrom applying various analytical methodologies to raw data.
(1) Information or1g1nat1ng elsewhere in the government.
(2)The bill undg?ec(f,3?4)ﬂ( F)(page 11), does allow an individual
who "uses, reproduces, or otherwise handles any classified information..."
to "place identification markings on material containing any such classified
information to indicate its category of classification.”" This would permit

the author of a report to carry over the classification assigned by the

or1g1nator of the source documents. The DDI would therefore have no

e . Fase. &EMAAWW Ao
difficulty 4 .classified material originating elsewhere. C"ﬁﬂ: /Amwn,]
tonaiin suehe infornnads, Catin deofasac,

vfaaﬁr 4 o , s bgm&t
( YMy main concern, and one which I am sure will be addressed by the

DDO and other intelligence collectors, is that a 1iteral reading of the “’MiyﬁﬁmaaA
classification criteria would not begin to cover a large amount of the
materials these collectors now provide. The result could be a drying up of

information we badly need to carry out our analytical and reporting duties.

av hod
(eHA few spec1f1cs The only reference, to "intelligence sources uee wiethads

B

1ﬁatonma$sﬂ(;pong the c]ass1f1cat1on cr1terff}1s in subsection (d)(1)(D)

e i S

(page 13). That passage allows "official information" to be marked TOP SECRET

if "it contains specific details concerning foreign intelligence gathering

operations ... including satellite reconnaissance or photography, communications
interception involving other countries, intelligence sources or methods..."
Narrowly construed, this could be interpreted as applying only to operational
details, not to the intelligence obtained by these methods.
(?{BMaterial derived from SIGINT and overhead photography may or may not
be adequately protected, depending on the degree to which it "contains
Approved For Release 2005/08/22 : CIA-RDP80B01495R000500060002-2
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information required by other statutes tovbe protected," and on the inter-

jy?etation of the phrase "specific details." It is entirely possible that the

individual photograph or the individual intercept would not be deemed to con-

tain "specific details" concerning photographic and SIGINT "intelligence

gathering operations." We would be on firmer ground if the bill allowed for

classification of information that "reveals (vice contains) specific deta11§ oA

C?frﬁrqin foreign 1“221.%‘3"%-9&%}?9 opera?icjbr)s..‘." G‘M”e ”{g%ﬂ
) A particularly opaque passage in paragraph (d)(4)(page 17-18) refers 'q;

to "official information...received by an agency as part of its intelligence
gathering authority..." Such information "may be marked by the authorized
individual of the receiving agency as TOP SECRET, SECRET, or CONFIDENTIAL,
...depending on the sensitivity of such information as based on the criteria
authorized by this subsection. This strikes me as entirely redundant; it says
in essence that intelligence information may be classified if it qualifies

for classification.

(:{bForeign Service reporting, on which we depend heavily for political,

€conomic, information, would not be protected except where it

relates specifically to "a current negotiating position," or "current
operational objectives involved in the conduct of our foreign policy with

another country," or "elements of United States policy, strategy, or diplomatic
objectives with another country, the disclosure of which would seriously

damage our current diplomatic relations with such country.” No diplomat

is going to risk wearing out his welcome in a foreign capital by commenting

in a candid and critical way on the failings of his hosts--knowing that

his views will be in the public domain when they reach Washington.
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(}?)One interesting footnote: criterion A in each category refers to
Ilweapons systems? without indicating whether US or foreign systems are intended.
Presumably US systems are meant, but the criteria could be applied otherwise.
In any case, all bets are off if a weapons system already deployed has "fallen

into the hands of a potentia] enemy or otherwise compromised." (How compromised7

To what extent? fio mntan, Fuat otnce %M
pelntial T VS ﬁZ‘ae
Informatwn provided by private indiv dua]s ﬁf; Pw >)

(:¢{)In much the same sense, I am concerned that 1nformat1on passed to

25X1 us confidentially | | 25X 1

25X1 might be sharply curtailed. Very little of

this information, especially on economic matters, would fall under any of the
classification criteria. Many of our sources would be unwilling to play by
these rules.

(3) Information from 1iaison sources.

(:OCBWE would be permitted to protect information passed to us by

foreign Tiaison officers; but, as noted .below, we could not exempt very much

‘W
of it from automatic declassification. -?4¢51£01«¢4Aﬂ \*‘“Aﬁ*” -0’[W¢“ %::T/
(4) Analys?s and the manipulation of data. 22&:ﬁ2?&2§?”" &&,

(}q{)Fina11y, information that might be said to originate within the DDI--

that is, assessments by our analysts and 25X1

25X1 | |-wou1d be quite hard to protect. ™

(The sole referenc

The sole reference to sources and methods--among the TOP SECRET
criteria--does not apply to our work at all. As presently worded, it applies
only to intelligence gathering operations. In our part of the business,

intelligence is not gathered, it is produced. It would help greatly if this
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wAenevey :
passage were reworded to protect the intelligence product . dis-

144//13«5@16.8 Lrom cottection Fhrovgh He
closure would j rﬁgpardue 'any stage of the (Précess by—wh+ehw{he ﬂcy~pvé%%des
"

qrsserination &f /s/of m/el/ éoeee .

~eonsdmer= Similar 1anguage should appear among
the criteria for all three levels of classification, varying with the degree
of damage that would result from unauthorized disclosure.

(;ﬁf)As the bill is presently worded, we would have to fall back on the
grossly inadequate provisions I mentioned above in the context of Foreign
Service reporting, plus, 1f_we»é§&ﬁé“32¥gzﬁéy with 4%, an interpretation of
"weapons system" as pertaining to foreign as well as domestic equipment.
Much of the work we now do would have to be unclassified, and I doubt that
we could continue for very long to provide candid political, economic, or
military assessments without seriously disrupting US foreign relations.

A EFF: Do subsections (e)(8) and (e)(9) sufficiently
protect DDI information from the general down-
grading and declassification requirement of
subsection (e)? What other problems are
there with subsection (e)?

(/,)The provisions clearly would not adequately protect DDI information.
Only those items marked TOP SECRET could be exempted, and even then only if
they meet very rigid criteria and survive the bureaucratic quagmire the bill
creates in the sections on the "Classification Review Commission."

(21§Pne very important element in all this is that we could not protect from
unilateral declassification the great majority of documents passed to us by
foreign governments. These governments could, of course, start stamping
everything they give us TOP SECRET, but they are far more 1ikely to give us
less. I assume there would be no way to apply the TOP SECRET classification

Approved For Release 2005/08/22 ;: CIA-RDP80B01495R000500060002-2



Approved For Release 2005/08/22 : CIA-RDP80B01495R000500060002-2

retroactively to foreign documents already in our hands, so those of lesser
classification would be declassified immediately if they are more than 15
years old, and over a one or two year period if they are more recent.
(;ﬁbMoreover, foreign governments are not likely to find acceptable the
provisions that give the Classification Review Commission authority to
decide whether eveh their TOP SECRET documents qualify for an exemption
from downgrading and declassification. Nor, for that matter, will they like
the passage on page 32 that appears to make available to Congress any document
in the hands of the executive, presumably including foreign documents.
(:i)As for the remainder of DDI information, so Tittle could be classified
in the first place that downgrading provisions would become academic. Suffice
it to say that the declassification exemptions are grossly inadequate for the
same reasons that the classification criteria are inadequate: they would
prevent us from doing any analysis of sensitive matters and reduce our reporting
to a recitation of noncontroversial fact.
(3) We do have a particular problem with some of our periodical publications--
especially those published under short deadlines--where a large number of
articles derived from an even Targer body of multi-source materials are
combined in a single document. These periodicals must, at least initially,
fall under a blanket exemption from downgrading if we are to avoid compromising
extremely sensitive information. We could review periodicals after publication
for case-by-case downgrading if we were given additional staff to do the work.
(4)SIGINT, overhead photography, and some clandestine reporting, seem to
qualify for exemptions. (Incidentally, the language in (e)(8)(C) is better

than that used in the classification criteria in that it protects "information
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the unauthorized disclosure of which would compromise a current intelligence
gathering operation..." The final phrase, "vital to our national defense"
is, however, far too restrictive.)

(j5>1he real problem -- and this is in answer to the second part of your
question -- is that the review system the bill establishes would be simply
unmanageable, given the large volume of individual documents requiring
exemptions. The system could only work if it permitted blanket exceptions
for categories of documents.

("C%)A similar problem would arise from.the bill's requirement for issuing
dbwngrading and declassification notices and for marking documents that have
been downgraded and declassified. It couldn't be done without Hiring
additional regiments of clerks, esmies=bre=wom— We would probably have to
throw out our microfilm files and go back to paper. And, in cases where

Hese &laborate dovices
downgrading is automatic, hardly seem{‘?ecessary

EDWARD W. PROCTOR
Deputy Director for Intelligence

qg @&mjﬁ‘feﬁf‘ %WM&W%M
part (L)1) (D) MW% &ZM
g thenss opeatiows of Hid Stotes i budles
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21 May 1975

MEMORANDUM FOR: See Distribution

SUBJECT : Security Classification Act of 1975

1. The provisions of the attached bill, designed to re-
place EO 11652, will cause great consternation in many places.
It contains many obvious pitfalls, and I imagine will get a
thorough review elsewhere in the Agency and intelligence com-
munity.

2. We are asked to comment on how it would affect the
DDI. Specifically, OLC wants to know:

-- whether the provisions for assigning
and exercising classifying authority (pp. 8-12)
are too burdensome;

-- whether the classification criteria
(pp. 12-17) are adequate to protect DDI infor-
mation; and,

-- whether the provisions for automatic down-
grading and declassification (pp. 17-25) would cause
the Directorate problems, and whether the exemptions
(pp. 20-22) sufficiently protect DDI information.

3. I would appreciate your asking someone in your office/
staff to take a look at the bill, and to provide me with comments,

if any, by COB 2 June.

vnier ) -
DDI Execut1v$£§;af?/
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Distribution:
DDI
0CI
OSR
OER
OPR
CRS
FBIS
0GCR
IAS
CGAS
COMIREX

Mananement Staff
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ROUTING AND RECORD SHEET

SUBJECT: (Optional}

FROM:
OLC
7D35

EXTENSION

25]

NO,

PATE 20 May 1975

TO: (Officer designation, room number, and
building)

DATE OFFICER'S
INITIALS

RECEIVED FORWARDED

COMMENTS (Number each comment to show from whom
to whom. Draw a line across column after each comment.)

DDI

10.

12.

13.

15.

ase 2005/08/22 : CIA-RDP80B01495R000500060002-2

The House Committee on Government
Operations has been working for
Over a year on developing a statute
which would serve as the basis for
classification of national security
information. This statute would be
a substitute for E, O, 11652, which
is presently the authority for class-
ification of information. The Office
of Management and Budget has sent
the Committee's latest draft to us for
comments. The draft bill is attached
along with a summary I prepared to
assist you in wading through the
biil.

By June 6th may I please have your
comments on the following points:

1. Are the procedures set forth
in subsection (c) (4) feasible and
workable, or would they be an
impossible administrative burden?

2. Are the criteria for the classi-
fication of information (subsection
(d)) sufficient to protect DDI
information?

3. Do subsections (e)(8) and (e)
(9) sufficiently protect DDI
information from the general down-
grading and declassification
requirements of subsection (e)?
What other problems are there with
subsection (e)?

Thank yo ‘

AssistantmegTsTative Counseal

5X1
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SUMMARY OF "SECURITY CLASSIFICATION ACT OF 1975"

This draft bill would replace E. O. 11652 as the authority for the
classification of government information. The bill provides that no agency
is authorized to exercise classification authority except as provided in the
pProposed new section 552b of Title 5, United States Code. Section 2 (pages
1-5) reflects congressional findings regarding the use of classification by
the executive branch. Although generally not flattering, we will not be taking
issue with them. Section 3 comprises 90 percent of the bill and presents the
classification scheme, embodied in proposed 5 U.S.C. 552b. Section 4 of
the bill asks the President to keep the Congress informed regarding the
activities of the agencies covered under the Act. Section 5 alters the language of
the section (b) (1) exemption to the FOIA .

Proposed 5 U. S. C. 552b

(a) DEFINITIONS (pages 5-6)
(1) agency
(2) classification authority
(3) official information
(4) classification marking
(b) CLASSIFICATION MARKINGS (page 7)
No agency may classify information except pursuant to
this section.
(¢) AUTHORITY TO CLASSIFY (pages 7-12)
(1) Official information may be classified Top Secret

only by the ten agencies and departments listed, including

CIA.
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(2) Official information may be classified Secret by the
ten listed in (1), and By four other listed offices.
(3) Official information may be classified Confidential
by the agencies and departments listed in (1) and (2), and
by others (as yet undetermined) .
(4) Within agencies, information may only be classified
by the director and others he designates in writing, but
these must be employees whose day-to-day responsibilities
require this authority. Director shall review each designated
employee's assignment semiannually to remove authority to
classify if feasible.
(A) Individuals designated may not delegate
this authority.
(B) Except as otherwise provided by statute,
agency head shall compile semiannually a list of all
those with delegation authority, and shall make it
available to the Classification Review Commission (CRC),
the Comptroller General, and committees of the Congress..
(C) Each designated employee shall put his name,
other identifying data, and the automatic declassification
date or event (f possible) on each document he classifies.
(D) Each designated employee shall be held accountable
under agency regulations for mistakes in classifying.
(E) Employees shall not classify information for

specified purposes (e.g., to conceal errors).

2
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(F) Employees without authority to classify can place
classification markings on classified information.
(G) Violation of this subsection shall lead to
administrative reprimands.
(d) CRITERIA FOR CLASSIFICATION MARKINGS (pages 12-17)
(1) Official information may be marked Top Secret only
when it contains:
(A) details of non-deployed advanced weapons systems
(B) details of operational or contingency
military plan
(C) details of U. S. or foreign cryptographic system
(D) details of foreign intelligence gathering
operations of U. S., with several examples
(E) details of negotiating positions
(F) contains information required by other
statutes to be protected, including "Restricted Data"
(2) Official information may be marked Secret only when
it contains:
(A) details of deployed, advanced, non-compromised
weapon system
(B) details of tactical operational military plan
(C) details resulting from investigative activities
of an agency concerning the specified types of operations
of the U. S. or other specified countries.
(D) details relating to foreign policy objectives,

including information on foreign leaders

3
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(3) Official information may be marked Confidential only
if it contains:
(A) details of R&D of an advanced weapon system
(B) details of the results of a U. S. tactical
military operation, if this would be of military value
to another country
(C) details relating to U. S. policy,
strategy, or diplomacy, if this would damage
diplomatic relations
(4) Official information furnished by a foreign government
or international organization may be classified depending on its
classification determined by the foreign government or
organization. Information obtained by intelligence gathering
may be classified depending on its sensitivity based on
criteria authorized by this subsection.
(e) DOWNGRADING AND DECLASSIFICATION OF OFFICIAL
INFORMATION (pages 17-25)
(1) Except for information covered by subsection (e)(8),
a designated agency official shall downgrade or declassify
information according to subsections (2), (3), (4), and (5).
(2) Top Secret information shall be automatically
downgraded to Secret in not more than 12 months, to
Confidential in not more than 24 months after originally
classified, and declassified in not more than 36 months

after originally classified.

4
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(3) Secret information shall be automatically down-
graded to Confidential in not more than 12 months, and
declassified in not more than 24 months after originally
classified.

(4) Confidential information shall be automatically
declassified not more than 12 months after the date of
classification.

(5) Time periods for downgrading and declassifying
shall be reduced wherever possible.

(6) Except for Top Secret information covered by
section (e)(8), official information originally classified
15 years or longer before the effective date of this section,
shall be declassified within 12 months after the section
becomes effective.

(7) Except for Top Secret information covered by
section (e)(8), official information classified during
the 15-year period preceding the date of enactment shall
be downgraded according to paragraphs (2), (3), (4),
and (5) of this section.

(8) Top Secret information shall be downgradﬁin
accordance with subsections (5) and (9){;; employee
authorized to classify and declassify documents makes one
of the following determinations:

(A) it contains specific details of a national

defense plan, weapons system or related defense

5
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matter which would imperil the defense of the U. S.
and the lives of the people if disclosed;
(B) it contains information which would
compromise a cryptographic or communications
intelligence system;
(C) it contains information which would
compromise a current intelligence gathering operation,
jeopardize the life of an agent or source in a foreign
country;
(D) it contains information specifically exempt
from disclosure by another statute.
(9) Whenever a determination is made that information
meets the criteria of (e)(8), the head of the agency shall
| (A) immediately report the results of such
determination to the Chairman of the CRC
(B) upon request, make available to the CRC
the determination required by (e)(8)
(C) send an agency employee to a CRC hearing
if majority of CRC votes to hold one . If the CRC, by a
two-thirds vote rules that the agency justification does
not support the determination, it may deny the exemption
from routine downgrading, effective 5 working days after
the CRC action, unless appealed by the agency under (h)(5).
(10) Downgrading and declassification shall be accomplished
by the issuance by an agency of a notice to all known holders of
copies.
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(11) Holders of copies shall, on receipt of notice, note
on their copy the new classification level and other pertinent
data, and remove security precautions in the case of declassified
information
(12) In cases where classified information
(A) is held by an agency without current classification
authority; or
(B) has been transferred to a successor agency or
another agency originally sharing a classification interest
in the information; or
(C) has been transferred to GSA for placement in the
Archives or a presidential library,
the current holder shall promulgate regulations, with
CRC approval, to designate an employee with authority to
downgrade or declassify the information.
(f) ACCESS, STORAGE, HANDLING, AND USE OF OFFICIAL
INFORMATION
Each agency with classification authority shall issue regulations,
under CRC standards, to assure proper access, handling, and use of
classified information.
(g) CLASSIFICATION REVIEW COMMISSION (pages 26-38)
(1) CRC established
(2) membership
«)) leadership and vacancies

(4) salary and staff

7
Approved For Release 2005/08/22 : CIA-RDP80B01495R000500060002-2



Approved For Release 2005/08/22 : CIA-RDP80B01495R000500060002-2

(5) CRC shall prescribe standards to assist agencies
in developing regulations regarding handling of classified
information

(6) powers of Commission
(h) ADJUDICATORY AND APPEAL PROCEDURES (pages 38- )

(1) CRC shall hold hearings on (e)(9) cases, at
which concerned agency can present its case

(2) CRC shall decide results of cases within 5 working
days after hearings end

(3) CRC will enter an order in all (e)(9) cases

(4) CRC shall take measures to insure the security
of the information concerned

(5) United States Court of Appeals for the District of
Columbia has exclusive original jurisdiction to review final
decisions of CRC under (h)(3) upon complaint filed by a
party. Appellate jurisdiction is in the United States Supreme

Court.

8
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OFFICE OF MANAGEMENT AND BUDGET
WASHINGTOM, D.C. 20503
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"GENERAL COUNSEL

BAR 138 1975

MEMORANDUM FOR: Wolf Haber, Treasury

Mark R. Feldman, State
Jdohn Warner, Central Intelliigency Agenéy‘//
Martin R. Hoffman, Defense
Antonin Scalia, Justice

e James Frey, Office of Management and Budget
Gerald P. Dargis, National Security Council
William L. Brown, Interagency Classification

Review Committee

Enclosed is a working draft of a bill regarding the cla 3G
fication of documents in the interest of national defense
or foreign policy. The draft was informally submitted to
us from the Hill for our comments.

I am submitting a copy to you for your comments concerning
direction, thrust, etc. Any movement in this area would,
of ceurse, significantly impact the ¥reedom of Information
Act and the Privacy Act of 1274. After you have had an

. opportunity to review this draft, let mwe know YOUr comments,

TNl 977 JJ'ZWM/

William M. Nichols
Acting General Counsel

Enclosure
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A BILL

To amend title 5, United States Code, by adding a section 552b to
.provide for thc clascification and declassification of official
information in the interest of national defense, to regulate the
u;e-of classificaticn authofity be Federal agencies, to establish
an independent Classification Review Commission within thé Execu-

tive branch, and for other purposes.

Be it_enacted by the Senate and House of Representativeslof
the United States in Congress assembled,
That this Act may be cited as the "Security Classification Act
of 1975".

%eo. 2. The Congress finds that --

(1) the interests of the United States and its citizens
41 best served by the widest poséible public dissemination
i ntoTmation concerning the affairs gf government;

() some types of information collected, used,. and
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bearing on the conduct of our national defense and foreign
policy and related areas, and must be subject to clearly
defined and regulated constraints in order to protect the
overall security of the nation and our people;

(3) in all too many instances classification authority
'conferred:qpon Executive agencies and thousands of their
employees under various Executive. orders in‘éffect over the
past 25 years'has been flagrantly misused and abused,.has
-failed to ﬁeet the standards of an open and democratic
societ?,lhas allowed too many government documents to remain
classified for too long a time, has failed.to providé ade-
quate administrative machinery to make the classifiéation
system workable and effective, and has frequently served‘
to conceal bureaucratic mistakes, illegal activities, or to
prevent embarrassment to government officials and adminis-
tration§;'tﬂerébyuuhdermining‘to.é dangeroué extent the

overall integrity and security of the classification system

Approved For Release 2005/08/22 : CIA-RDP80B01495R000500060002-2
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and the protection of truly vital defense secrets;

(4) classification authority in the past, under thé
Executive order system, has been too widely conferred upon
too many Federal agencies not having clearly demonstrable
needs for such agthority, which have delegated such authority
t? far too many agency employees, thereby resﬁlting in éver-
pr;liferating volumes of agency documents bearing unnecessary
markings and creating an administrative monstrosity;

(S)‘ unnecessary classification or overclassification

of government documents are the inherent results of the

massive bureaucracy spawned by the Executive order classi-

" fication system, unable or unwilling to impose strict disci-

plinary controls over the misuse oOr abuse of classification

authority;

(6) vast amounts of less sensitive, routinely classified
information remain in a classified status for inordinately
long periods of time under the Executive order sytem because

of the lack of workable administrative mechanisms to assure

Approved For Release 2005/08/22 : CIA-RDP80B01495R000500060002-2
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Periodic review, downgrading, and ultimate declassification baged on
& clear determination of the absolute need for the continued protection

information
of EEERussOTEm such portions of classified/as would truly smerve our

national security interests;

(7) it is essential that the Inadequate and inef?icient Executive
ordgr classification system be replaced by a workable, efficlent, and
enforgeablé statutory classification System to provide adequate safe-
guards against the compromise of our nation's vital defense secrets,
while at the same time upholding to the maximum extent possible the
right of the American public to know how tha affairs of goﬁernment
are being conducted; and

(8) that pursuant to such a policy, the statutory classification
system must provide for workable administrative‘machinery in the éun:
duct of classificaﬁion decision making, for an indépéndent mechanisa
for reviewing and policing all aspects of the classification program
in eacﬁ.agency baving cléssification authority, for full aécess to

€lassified information by committeey of the Congress whenever such

Approved For Release 2005/08/22 : CIA-RDP80B01495R000500060002-2
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ané for judicial review by the Federal courts in cases involving dis-
putes over the proper use of clasgification authority authorized by
the classification statuge,
Sec. 3. Title 5, United States Code, is amended by adding after
section 552a the following new section:
" 557b. Classification and declassification of official infor-
mation.
"{a) DEFINITICNS.-- For purposes of this section --

‘"(1) the term 'agency' means any agency as defined in section
552(e) of this title that has been authorized to exercise classi-
fication authority under this'section;

"(2) the term 'classification authority" means the specific
duties and responsibilities conferred upon a Federal agency by~
this section to apply authorized markings on official information
fo safeguard such information from unauthorized pérsons; to down-

grade such markings on such official information, to remove such

designations and declassify such official information and to

Do o Refeaar 560503752 ¢ £1ABERoHD (SER0HB660E st L e
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-document, map, tape, plan, chart, design, model, report, or

other printed matter, or any type of weapon, weapons system,

military hardware, or similar equipment that may be gsubject

to classification markings to protect its uvnauthorized use

by any agency pursuant to the authority provided in this

section;

"(4) the term ‘classification marking' means the various

e

levels of limitation placed on access, control, use, or dig-
semination of official information by those authorized agency
officlals under the specific critexia hereinafter described

in this section;

Approved For Release 2005/08/22 : CIA-RDP80B01495R000500060002-2
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"(b) CIASSIFICATION MARKINGS . --No dgency, as defined in section
552(e) of this title, is authorized to exercise classification authority
except as provided for in thig section. Agencies authnrized‘by this
section to exercige classification authority may delegate to certain
of its officers and employees authority to apply orig?nal classifica~
tion markings to of;ficial information as follows -

(1) Top'Secret;

"(2) Secret; or

"(3) Coanfidential,

4"(c) AUTHORIT‘;' TO CLASSIFY.--
"’(1) Official information may be originally classified as

Top Secret by the following agenciszs -~ the Department of State, the
Department of Defense, the Department 6f the Army, the Department of
the Navy, the Department offthe Air i?orce, the Department’of the
Treasury, the Central Intelli;gt:n'cé 'Agency_. the Atomic Energy Com-

mission, the United Statbs Krms:_v'C:b:ht-rol and Disaxmament Agency, and -

¢

by such offices within the Executive Office of the President as the

Fresident may designate by Executive order.
Approved For Release 2005/08/22 : CIA-RDP80B01495R000500060002-2



. G ApprO\;t'agT;'or Réfdseedodsrberms L&A mOPebRO1EERVBbSBOGIAOTZ S Led as
Secret by any agency which may originally classify official information
as Top Secret and by the Department of Justice,the Department of Commerce,
the Department of Transportation, and the National Aeronautics and Space
Administration,

"(3) Official information may be originally classified as

Confidential by any agency which may originally classify official infor-

mation as Top Secret or Secret and by the

_v// "(4) VWithin the agencies deseribed in this subsection, the
: classification of official information may only be done by the head
of each such agency, and such other senjor principal deputies, assis-
tants, and subordinate officials within each such agency who are
designated in writing by the head of each such agency, provided;
however, that subordinate supervisory officials below the level of

section chief or its equivalent may not be designated to classify

Approved For Release 2005/08/22 : CIA-RDP80B01495R000500060002-2
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" Priicial information as Top Secret, Secret, or Confidential. No

Approved For Release 2005/08/22 : CIA-RDP80B01495R000500060002-2

. such fndividual may be designated to classify official information

unless his day-ta-day operational responsibilitics make it imperative
that he have such authority. The head of each such agency shall
seniannually review each individual whom he has designated in wfiting
as having authority to classify official information in oxder to take
away such authority from any individval whose daily operational respon-
sibilities no longer make it imperative that he have.such authority,
"(A) 1Individuals who are designated in writing by the
head of an agency pursuvant to this subsection as having authority
to classify official information may not redelegate such authority
to any othér individual.
"(B) Except as otherwise provided by statuke, the
'head of each agency described in this subsection shali compiie‘
and maintain a full and complete list of name;, titles,.and
office addresses of all individuals within such agency-who have

the authority to classify official information as Top Secret,

Secret, or Confidential, including a breakdown identifying

individuals who have fhe authority to classify official information

Approved For Release 2005/08/22 : CIA-RDP80B01495R000500060002-2
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Comurission. A copy of each such list shall also be made avail-

able, upon regquest to the approprilate agency head by any committee,
subcommittee, or joint conmittee of the Congress or by the Comptroller
General of the United States, to such committee, subcommittee, jolnt
covmittee or the Comptroller General.

"{C) Each individual who has the autherity purusant to this
subsection to clzssify official information as Top Secret, Seeret,
or Confidential shall, in the exercise of such authority with
respect ;o each item of official information, affix to the cover
or.top page of each such item the category of classification
assigned to it, his bamg, title, including agency designation,
the date, and thé autometic declassification date or event, i£
possible, that would cause such claasified ihformation»fo no
longer require such level of protection.

"(ﬁ) Eéch individual who has ;he authority puréuant £o this
subsection to classify official information as Top Secret, Secret,

or Confidential shall be held accountable, under regulations

Approved For Release 2005/08/22 : CIA-RDP80B01495R000500060002-2
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Commission, for his failure to accurately classify such infor-
mation.

“(E) Such individuals shall not clasgsify official infor-
mation in oxder to conceal administrative errof, incompetence,
inefficiency, vrongdoing, to avoid embarrassment to any individual
or agency, to restrain competition or independént initiativé, 6r
to prevent or delay for ény reason the xelease of official infor-
mation otherwise required under gsectiong 352, 552a, or 552b of
this title.

"(F) Any agency officer or employée who,-in the routine
course of his assigned duties, uses, reproduceg, or otherwise
handles any classified information need not have authority to.
classify official information pursuant to the provisions of
this subsection in order to place jdentification markings on
material containing any such classified information to indicate

its category of classification.

Approved For Release 2005/08/22 : CIA-RDPSOBO1495R000§00060002-2
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- - Ty Any such aindividusl who classifies official information {7

Approved For Release 2005/08/22 : CIA-RDP80B01495R000500060002-2
in" violation of-the provisions of this subsection shall be subject

to administrative reprimand, including suspension or such other
disciplinary action as shall be deterwmined by regulations promulgated

by the agency and approved by the Classification Review Commission.

"(d) CRITERIA FOR CLASSIFICATION MARKIKGS.-~The use of classifi-
cation authority yith respect to official information, as authorized
in-subsection'(c) of this sectlon, shall be strictly limited by the
various cr;teria applied to the designations Top Secret, Secret, and
Contfidential as described in this subsection.

(1) Official information may only be marked as Top'Segret
whenever any of the followigg criteria are'déemed to clearly apply
to such information by the individual exerciéing classification
-authority -~

"(A) it contains specific details of an advanced
weaPOns'system not yet deployed, including its design,
- technical or cperational characteristics or performance,

ranufacturing data, or similar information® or

Approved For Release 2005/08/22 : CIA-RDP80B01495R000500060002-2
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‘"(B) it contains specific details of an operatlond ox /:5
contingency plan for a military operation by the United States |
against another country or for our own national defense; or
"(C) it_contains specific details of a cryptographic
system of the United States or of another country, such as

manufacturing data, operational characteristics or performance,

use, or similar communications intelligence information; orx

an)cAu¢ﬂJan£4$‘¢J2

h 3

"(D) it contzins specific details concerning fcrelgn
A
intelligence gathering operations of the United Stateg, in-

cluding satellite reconnaig}nce or photography, communications

interception involving other countries, intelligence sources

of methods, including the‘identity of persons engaged in covert
activities abroad on behalf of the United States; or

"(E) it contains specific details of a current negotiating
position of the United States or another country in our diplomatic
relations; . or

"(F) it contains information required by other statutes to

be protected, including informatior marked as 'Restricted Data’

<

under the provisions of section of title , United States Code.

Approved For Release 2005/08/22 : CIA-RDP80B01495R000500060002-2
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"(2) Official information may only be marked as Secret

Approved For Release 2005/08/22 : CIA-RDP80B01495R000500060002-2

- Whenever any of the following criteria arc deemed to clearly

apply to such information by the individual exercising classi-

fication authority --

ww&ﬂcgpw“ﬁ

"(A) it contuin5A§pecific details of a weapons

Systenm currently deployed and which has not fallen into_‘Z

")

the hands of a potential enemy or otherwise compromised,

1

including its design, technical or operaticnal character-

istics, manufacturing data, or similar information; or

"{(B) it containikspecific details of a tactical
operational plan of a limited scale for a military -
operation by the United States against another country,
including unit, troop, and weapons deployment, logistical
support, and similar information; or

"(C) it containiﬂspecific details resulting from
investigative activities by an agency concerning the

military, intelligence gathering, communications capa-

bilities, or similar operations of the United States

Approved For Release 2005/08/22 : CIA-RDP80B01495R000500060002-2
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or other countries in which we are engaged in limited
joint military operations; or
el pastalls
'"(D) it.contain§ﬂspecific details relating to
current operational objectives involved in the conduct
of our foreign policy with another coutnry? including
“highly sensitive information about officials of such
'foreign governments.
({3) Officiél information may only be marked as Con-
fidential whenever any of the following criteria are deemed

to'clearly apply to such information by the individual

exercising classification authority --
3

L wmend
o ke
"(A) it containsfspecific details involving research

and/or development of an advanced weapons systenm, in-
cluding its projected operational characteristics, plans,
' ménufacturing data or test results, or simiiar infor-
mation; or
"(B) jt contains specific details of the results

of a tactical mili%ary operation legally authorized by

Approved For Release 2005/08/22 : CIA-RDP80B01495R000500060002-2
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the United States against another country, including
deployment of our forces, bases, damage reports, de-
briefing information, losses of personnel and.equipment,
- weapons performance data, and similar information, the
disclosure of which would be of‘military value to such
other country or its allies; or

"(C) it contains specific details relating to

elements of United States policy, strategy, or diplo-

matic objectives with another country, the disclosure

of which would seriously damage our current diplomatic

%

Telations with such country.

"(4) Official information furnished to the United States

~

by a foreign government, by an international organization, or

received by an agency as part of its intelligence gathering

authority may be marked by the authorized individual of the

receiving agency as Top Secret, Secret, or Confidential,

depending upon its category of classification by such foreign

Approved For Release 2005/08/22 : CIA-RDP80B01495R000500060002-2
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government or international organization, or in the case of
information obtained by an agency through its intelligence
gathering activitiés, depending on the sensitivity of such
information as based on the criteria authorized by this sub-
section.

"(e) DOWNGRADING AND DECLASSIFICATION OF OFFICIAL INFORMATION. --
(1) Except for official informétion classified as Top
Secret and described in paragraph (8) of this subsection, any
oﬁfic%gl information Whj;h is classified on or after the
effectivé date of this section pursuant to.the criteria des-
cribed in subsection (c) as Top Secret, Secret, or Confidential
shall be promptly downgradeé to an appropriate less stringent
category or declassified, as the case may bez\én individual
within the agency concerned who has authority to ciassify such
information or by such other official as the head of the agency

may designate to exercise such downgrading or declassification

authority, according to the provisions of paragraphs (2), (3}, (4

and (3) of this subsection.
Ap.proved For Release 2005/08/22 : CIA-RDP80B01495R000500060002-2
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shall be dutomatically downgraded to Secret not later than

)
twelve months after the date of its original classification
as Top Secret, automatically downgraded to Confidential not
later than tkenty—four months after the date of its original
classification as Top Secret, and automatically declassified
not later than thirty-six months after the aate of its original
classification as Top Secret.

"(3) Official information classified as Secret shall be
aUtomatically downgraded to Confidential not later than twelve
months after the date of its origiﬁal classification as Secret,
and automatically declassified not later than twenty-four
months after the date of its original classification as‘
Secret.

"(4) Official information classified as Confidential
shall be automatically declassified not later than twelve
months after its original classification as Confidential.

"(5) 1In the downgrading and declassification of official

Approved For Release 2005/08/22 : CIA-RDP80B01495R000500060002-2
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information, as provided in this subsection, the time periods
described for each category of classification shall be reduced
whenever +the authorized individual within the a2gency concerned
determines that the impact of national or internétional events,
policy changes,

fem the advance of technological’ dcvelopmen?s, or similar situatic:
factors makes it clear that a particular level of classification
~Protection or any c1a551f1catlon protection at all, as the

case may be, is no loenger required with respect to that
Particular information.

"(6) Except for officiai informationuclassified as Top
Secret and described in paragraph (8) of this subsection, any
official information which was originally classified prior to
the fiftgen-year period immediately preceding the effe;tive
date of this section prusuant to any Executive order, directive,
memoranda, or other authority and which is classified as Top
Secret, Secret; or Confidential on such cffective date shall
be automatically declassified within twelve months after the

date
effectlve of th1s section by the head of the acenc conc erned

000500060002-2
lease 2005/08/22 : CIA-RDP80B01495R
or bﬁpgﬁgﬁdsugg%ginate oFf1c1als as he may designate.
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"(7) Except for official information classified as Top

Secret and described in paragraph (8) of this subsecticn, any

cfficial information which was originally classified during

thefifteen-year period immediately preceding the effective

TR O SIS TR T, \

date of this section pursuant to any Execuitve order and which

is classified as Top Secret, Secret, or Confidential on such

effective date shall be automatically downgraded or declassified,
_ i ;

as the case may be, according to the provisions of paragraphs :

(2), (3), (4), and (5) of this subsection. ' :

"{8) Official information which is classified pursuant
to the criteria described in subsection (c). as TopISecret on
or after the effective date of this section, or which was so

-

classified pursuant to the authority of any Executive order,

D R T T R T T I T e

directive, memoranda, or other authority prior to such

effective date shall be automatically downgraded to a less

O e O AT R T L T

stringent category or declassified only in accordance with

the procedures described in paragraph (5) and (9) of this

subsection, provided however, that the i i vidinal o Hreising
Approved For Release 2005/0a/53 ¢ ciA Rbpdd 0155R0635509d000%2
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Classification or declassification authority within the 4
Approved For Release 2005/08/22 : CIA-RDP80B01495R000500060002-2
concerned agency makes a written determination that the
affected information Cclearly meets any of the tests described
in the following criteria --
"(A)} it contains specific details of a national
defense or contingency plan, weapons system, or related

defense matter the continuing protection of which is of

vital importance to the United States, the unauthorized

-

: : /
. disclosure of which would imperil the defense of our .

nation and the lives of our people; or

"(B) it contains informatiog the unauthorized dis-
closure of which would compromise a cryptographic or
communications intelligence system vital to our.national
defense; or

"(C) it contains information the unauthOrizeQ dis-
closﬁre of which would compromise a current intelligence
gathering operation or jeopardize the 1ife of an agent

or source in a foreign country engaged in covert activities

Approved For Release 2005/08/22 : CIA-RDP80B01495R000500060002-2

B e e T L L o Y 2 o 3 1P v s v RinEas, VWW“MWWWW‘



T Bt e e s i g v
B e A e b

22
. 500060002-2
Approved For RR1e38d 200510822 CIA-RPPZARA1495R000
p

") it contains information that is specifically

exempted fronm disclosure by another Statute.

information Reets the criteria described so that it is pot
$nbjected-to the repular automatic downgrading of-deciossi~.
fication broceddres of Paragraphs (2), (3), or (4j of thié
subsection, nor does it qualify for downgrading or declassi-
fication dction under paragraph (S) of this subsection, the
head of the agency concerned with the partioular official
information involved in each such determination shall --
"(A) immediately report the rosolts of such oeter-

Mination and the specific Criteria that has been applied

in such case to the Chairman of the.Classification Review

Commission, hereinafter established in subsection (g) of

this Section; and

00060002-2
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upon foxla 0 2the Chalrmdn
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of the C1u551fication Review Commission he sha1j make

available to the Commission a copy of the Written deter-

information; and

"(C) designate an agency official to appear before

the Commission whenever

mination in such case.

If thevCommisSion, by a two- ~thirds vote of its membershlp

Tules that the justification provided by the agency at its

hearing does not Suppert the agency determination in such case
it may issue an order denying such officiat information the

effective
within five working days following the date of the Commissjion

060002-2
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ofﬁ@nfmun less appeaied by the agency as provided for in syb-
section (h)(5) of this scction,

"(10) Downgrading and declassification of officiazl infor-
‘mation shall be dccomplished by the PYOmpt issuance of ap
official announcement by the dgency concerned, including the

date of such action, the-agency official involved, and a

description or. other identification of the information affected,

authenticating the downgrading or declassifiqation, as the
case may be, to be transmitted to.all known holders of copies
of the affected information,

"(11) Any holders of copies of the classified official
information, when notified by the agency concerned of its
downgrading or declassification, as the case may be, shall,
upon receipt of such notification.from the agency, promptly
note on its copy the'new classification level on any down-
.graded item, the date, name ang agency officiat ahthorizing
such dction, and, in the case of dcclassification action by

-

the agency, the identical data; and shali plomptly remove

0060002 2
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such declassified item from existing security proﬁection
measures in effect.
"(12) In casecs where classijfied official information -.
"(A) 1is held by an agency originally eéxercising
classification authority, but which‘no longer has'such

authority or which hds ceased to exist; or

OoT another agency orig%nally sharing a classification
interest in the officail infﬁrmation; or

"(C) has been transferred tp the General Services
Administratioﬁ in order to be Placed in the Archives of

the United States or in a pPresidential llbrary the current

fegulations, with the approvai of the Classification
Review Commission, to designate an agency official who
shall have the authority to downgrade such information
to a less stringent Category and/or to declassify it.

t)  ACCESS, STORAGE, HANDLING, AND 1 INFORMAT [ON
(. )A roved For Release 2005/08/22 : GIA- RDPBOBO14551000500B 4600312
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PP (1) Each agency having classification authority shalg

Promulgate Tegulations,

under standards and Procedures

Prescribed by the Classification Review Commission asg

authorized by

subsection (g)(S)(B) of this section, to assure
the'proper access, adequate safeguards, efficient handling,
use, storage, and accountibility of official information
©lassified pursuant to the authority of thjs section,

(g) CLASSIFICATIO
(1)

N REVIEW COMMISSTON.

There is established a commission to be known as the

Classification Review Commission (referred to in this sectian.

as the 'Commission').

"(2) (W)

The Commissiop shall be Composed of nine members

wWho shall pe appointed by the President by and with the advice
and consent of the Senate. of the nine members

three shall be chosen from among individua]

recommended by the Speaker of the House of Repre-

sentatives; and

three shall be chosen fron amnong individua

| 500060002-2
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¢nded by the President PTo tempore of the

Senate.

Of the three members appointed under clause (1) of this sub

paragraph, not more than two shall pe atfiliated with the

same political party. Of ¢

, not more than two shali be

affiliated with the same political party. Of the three

members appointed by the President, not more than two shailg

rty. A vacancy in

the-Commission shall be filled in the manner in which the

original appointment was made. All members of the Commission

must be citizens of the United States.

"(B)(i) Of the members first appointed

~

"(I1) one recommended by the Speaker of the House,

One recommended by the President PTO tempore of the

Senate, and one chosen by the President shall be appointe.

for a term of threc years;

0002-2
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AppnwedForRebaaT%¥?K)onc recommended by the Speaker of the IHous

one recommended by the President PTro tempore of the
Senate, and one chosen by the President shaill be
appointed for ga term of five years; and

"(ITI) one recommended by the Speaker of the Hous
One recommended by the President PTO tempore of the
Senate, and one chosen by the President shalil be
appointed for g term of seven years.

"(i1)  Any member appointed to fill gz vacancy occurring

wWas appointed shalj be appointed only for the remainder of
such term. A member may not Serve more than one’ term on the

Commission, except that a member may serve after the. expirati

"(C) Ko member of the Commission shall actively engage
in any business, vocation, or employment other than that of

serving as a member of the Commission.

0002-2
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"(3)(A) The Comm'§é|£%§éb€sb¥495k00¢5w0m032-12man and a -

Approved For Release 2005/08/2

Vice Chajrman from among jits members for a ternm of two years.
The Chairman and the Vice Chairman shall not be affiliateq
With the same polifical party. The Vice Chairman shall act
as Chairman in the absence or disability of the Chairman,

Or in the event of g vacancy in that office.

"(B) A vacancy in the Commission shall not impair

the right of the remaining members to exercise all the powers
of the Commission and six members thereof shall constitute
4 quorum. The Commission shal1l meet at the call of the Chair-

man or any six of ijts members.

"(C) The Commission shall have an official seal whicrg

shall be judicially noticed.
"(D) The pPrincipal office of the Commission ;hall
‘be in or near the District of Co]umBia.
"(4) (A) Members of the Commission (including the Chairman
and Vice Chairman) shail each be paid at the annual rate of

basic pay in effect for level II of the Executive Schedule

of section 5315 of title 5, United States Code.

| 002-2
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omm1531on shall

appoint an Executive
Scczetazy/who she

all be paid at

or basic Pay in effect. for level IV of the Executive Schedule

of section 5315 of title 5, United States Code,

Serve at the pleasure

for the adn He shaii

erform such other duties as may be delegated or assigned

to him frog time to tipe by Tegulations or orders of the

Commission.

"(ii) The

the provisions of title §

United States Code. The
Commission May also obtainp the se

Tvices of ¢xperts and

Consultants ip dccordance with section 3109 of title §,

Uniteq States Code . .
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in.the Same manner and upon the same conditions as other
agencies.,

"(D) The Administrator of Gengral Services shall
Provide to the Commission.on a reimbursable basis such admin-
istrative SUpport services as the Commission may request.

“(SJ(A) The Commission shall prescribe standaras and

procedures as it considers necessary or appropriate to assist
agencies in the development of regulations to effeqtuate the
Provisions of this section.

"(B) The Commission shall also prescrlbe.standards
and procedures to assist agencies in the development of regu-

lations concerning the handling of official information which _

Commission) and shall include, but not be limited to, the

following --

-2
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of such information shall be limited to individuals who
are trustworthy and whose official dutiecs require such
knowledge or possession in the interest of promoting

national defense, that (2) the term 'officiai dutieé'

shall include functions or services of persons performed
in the accomplishment of official programs or projects
or other official tasks regardless of'whether they are
officers or employvees of the United States, and that

{3) no individual may withhold or authorize withholding
such information from Congress;

"(11) assuring that such information shall be ap-

propriately and conspicuously marked or otherwise identified

in order to show its category.of classification;

"(iii) assuring that such information shall be
marked in order to idéntify the agency which ciassified
it, the date of its preparation and classification

(including the date of its subsequent downgrading and

Approved For Release 2005/08/22 : CIA-RDP80B01495R000500060002-2
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assification),

its classific

dtion (ang Sub -
sequent downgrading and declassification];
"(iv) dssuring that such information 1s appro-
priately Protec ¢

’ transmission, Storag..

and destruction; and

"(v)

assuring that Appropriate accountability rec-

0rds shall pe €stablished and maintaineq with respect

to such information.

Out its dutjes under thisg Section holg such hearings,-sit
and act gt such tipes and Places, take such testimony, and

Teceive suych evidence, as the Commission mey deen advisabje.

The Commission may admi;

Nister oaths op affirmations to witnesses

apPearing before it.

The Commission may secure directly from any

2
/22 : CIA-RDP80B01495R000500060002
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Vice Chairman of the Commission, the heaq of such agency shail-
furnisy such 1nformat10n

to the Commission.

"(C) (1) The Commission shall have the power to issu

Subpenas requiring the

under znves*lgatlon by the Commission.

Such‘attendance of

Witnesses ang the Production of such evidence may be required

pla € within the United st

ates at any designated
pPlace of hearing Within the United States.

court of the United States within the judiciat district within

which the hearJng is conduuted Or within the Judiciazl district

Person to appear before the

Commission to produce evidence

0T to give testimony touching the matter undey investigation.
. 5 000500060002 2
Any failure 22! B®|A®|¥DFE§R,B()86? RPOD:

d Approved For Keléibe 2064108

be bPunished
by such court
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omm1€910n shali be

Strved in the Manner provided for subpenas issyed by a

United States districe court under the Federal Rules of

Civil Procedure for the United States district courts,

H(iv)

All process of any court to which appli-

cation may he made under

Tresides or may be found.

"{D) The Commission shall carry out its functions
y .

With respect to the downgrading and declassification of

official information as

described ip subsection (e).

"(EY The Commission may

issue decisions, orders,

and directives, and distribute reports, administrative'memor-

The Commission shall publish annual reports

of its activities and shall make available for public inspec-

tion at reasonable times

in its office a4 record of its nro-
Ceedings and hearings, However, the Cong

é’oo‘obtd not
Approved For Release 2005/08/22 : CIA-RDP80B01495 50055008
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nakeAPRIYYSLFY, Reb?fgsq% tied information prior to its declassi-

fication.

"(6) The Commission shall conduct a thorough and
continuing investigation and appraisal of the policies, stand-
ards, and operations of agencies classifying information, in
the interest of national defense, under the provisions of this
section.

"(Hd) The Commission shall, as soon as précticable,
undertake a comprehensive study of the feasibility of utilizing
advanced automated data processing methods and other advanced
information systems tecchnolegy in the classification and de-
classification fields,,including'indexing gnd retrieval systems
to expedite automatic downgrading and déclassification prgf
cedures, while assuring that such systems development provide
for adequate technological Sccurity to maintain the necessary
level of protection to classificd official information stored .
in such systens.

"(I} 'The Commission shall investigate, upon the

Approved For Release 2005/08/22 : CIA-RDP80B01495R000500060002-2

Y I e e v s W L oen A



s Ve e G S e A G S

PR RAwY

A 1, L St 14, AR L A

et e et P

i

.
~de3 “ dimproper Classification of officiaj information within the
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vote of at least three of its members, inquiries initiated

by private Citizens, officers, or employees of the United

States, or(ény other pcrsgn)concerning any allegation of

purview of this section, or concerning any allegation of the

failure of any agency, or of any officer or employee thereof,

to comply with the Provisions of this section, or any agency

regulation, or decisions, orders, or directives of the Com-

nission pursuant to this section. The Commission shall have

a réport published which describes the results of each such
investigation. The Commission shall, when appropriate, refer
‘such matters to the Attorney General of the Uuited Syates,
provided, However, that nothing in this paragraph shall be
construed as granting the Commissjion authority to inhibit,
threaten, or abridge the Tights of any person under the Firs+

amendment to the United States Constitution.

“(I) The Commission shall furnish to Congress,

committees of Congress and the Y o the
Approved For Release 2005/08;22 CIA- RDP8080P4%§§6&0%506&6’66§ 3+
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United States, upon request, certain classified information

necessary for Congress tg discharge fully anqg properly alil

of its constitutional responsibilities.

'"(h) ADJUDICATORY AND APPEAL PROCEDURES.

“(1)

In any case within the purview of subsection (e} (9)

of this section, the Commission shailtl hold a hearing at which

the concerned agency 1is entitled to pPresent its case or

~defense by oral or documentary evidence, to submit rebuttail

evidence, and to conduct such Cross-examination as may be

required for a £u11 and true disclosure of the facts.

"(2) The Commission shall meet immediately after the

conclusicn of the hearing to begin deliberations. The Com-

mission shall render its decision in writing within five

Calendar working days after the conclusion of the bearing.

Such decision shall set forth in detail the reasons for the

determination of the Commission.

"(3) In carrying out its responsibilities under the

provisions of subsection (€)(9) of this »ocf;o

OMMOZMC Comuis<ion
Approved For Release 2005/08/22 : CIA-RDP80B01495R000500
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is authorized to enter an order in each case either granting

or denying the agency exemption, in whole or in part, from
routine dewngrading and dcclassificaﬁion actions.

"(4){A)The Commission shall prescribe such terms and
conditions as it deems necessary to protect the security of
the information concerned, including But not limited to,
requiring‘that the person requesting such information or
his agent --

"(1) take adequate measures to guard the physical_
security of the information received; and.

"(ii) assure that access to the information be
limited to Members of Congress whose respoﬁsibilities
require access to such information, or to appropriate
staff members of either House of Cpngress,.or of any
committee, subcommittee, or joint committee of Congress,
Oor to the Comptroller General of the United States or any

employee of the General Accounting Office who possesscs

proper security clcarance. (WM vv 1>

Approved For Release 2005/08/22 : CIA-RDP80B01495R000500060002-2
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"(5) (A) There is vested in the United States Court of

Appeals for the District of Columbia exclusive original

Jurisdiction to review any final decision of the Commission

under pParagraph (3) upon complaint filed by a pParty to the

broceeding at which such decision was made within fifteen

Substantial evidence on the record to sustain that decision.

Such case shall pe immediately considered and shali have

"(B) There is vested appeliate jurisdiction in the
PP

Supreme Court of the United States to review by appeal as a

matter of right any decision made by the United States Court

of Appeals for the District of Columbia pursuant to this para-

graph. The Supreme Court shall act promptly in considering

such appeal and rendering its judgment thercon.

"(C)  The judicial review provided for by this para-

graph shall be the exclusive mode I
Approved For Release 2005/08/22 : CIA- RDP8080149§I§0}){)%(}0H3
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President, in conformity with article IT, section 3, and artic
I, secction 8 of the Constitution of the United States, shall
keep Congress fuily and currently informed with respect to
all of the activities of agencies covered under this Act.

SEC. 5. Section 552(b) (1) of title 5, United States
Code, is amended to read as follows:

(1) (A specifically authorized under criteria
established by an Executive order or statute to be kept
secret in the interest of national defense or foreign
policy and (B) are in fact properly classified pursuant
to such Executive order or statut@;".

SEC. 6. The chapter analysis of chapter.S of title S,
United States Code, is amended by inserting:
"552b Classification and declassification of official infor-
mation."
immediately below:

"55Za Records about individuals."

Approved For Release 2005/08/22 : CIA-RDP80B01495R000500060002-2
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SEC. 7. There¢ are authorized to be appropriated such

suits as may be necessary to carry ocut the provisions of this
Act.

SEC. 8. The provisions of this Act shall be effective
180 days following the day on which this Act is enaﬁted,
except for the provisions of subsection (g), which shall

be effective on and after the date of énactment.

Approved For Release 2005/08/22 : CIA-RDP80B01495R000500060002-2
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2 June 1975

25X1
MEMORANDUM FOR :

ChieT, DDI Executive Staff

SUBJECT : OER Comments on Draft of Security
Classification Act of 1975

1. This draft bill seems to have been written by
someone unfamiliar with the intelligence community, where

‘large volimes of classified material are an essential part

of the business. The provisions of the bill might be
manageable in a work conteXt where c¢lassified material is

a‘rarif??”iﬁ“Eﬁé”66ﬁféit”bfﬁfhéwiﬁEéIIf§EHEé/Eﬁmmﬁﬁityl;the

‘bill, particularly the provisions for classification and

~downgrading, would be unmanageable, perhaps unworkable
‘without resorting to Subterfuges’

2. The provisions for assigning and exercising
classifying authority (pp. 8-12) would be burdensome to
OER if the D/OER or a few other top officers personally
had to classify each OER product. Lf, however, the bill

could be interpreted to allow continuation of the bresent

practice under EC 11652 ] — STAT

STAT

| In any event,

SIICE MOST 'O UER products contain classified source material,
the producing analyst apparently would bé able to mark most
OER products in &ccordance with the classification of the
source material, without involving any person possessing
classific¢ation authority, if our reading of paragraph (c)~

(4) (F) is correct.

3. The classification criteria are not adequate to
protect DDI products in those instances where DDI analysis.
(regardless of the classification or lack of classification
of the source material used in the analysis) involves
policy-sensitive interpretations of foreign governments'
economic motivations. -~This might not be aproblem if, for
example, such analysis could be construed to fit CONFIDENTIAL
criterion (4) (3)(C), "specific details relating to elements

Approved For Release 2005/08/22 : CIA-RDP80B01495R000500060002-2
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of foreign policy...that would seriously damage our cur-
rent diplomatic relations." This might be an unwarranted
stretch of the criterion.

4. The lack of an "intelligence gathering" criterion
for classifying CONFIDENTIAL, and the lack of an explicit
criterion for "protection of sources and methods" in clas-
sifying SECRET, plus the lack of provisions for exempting
CONFIDENTIAL or SECRET from downgrading, might result in con-
siderable effort by classifiers to strive for a TOP SECRET
classification whereve¥ possiblé, by hook or crook.

5. The volume of requests to the Classification Review
Committee for exemptions from downgrading, particularly if

the use ofwthewTQE:EEEEEIfQJaSéffIEaEion increasés, might"
be overwhelming or, atk;gas£1f§mpggg”gdministrqt;ygmggggen

for all concerned.

6. Notifications to holders of downgraded or declas-
sified d0cumént§‘ﬁBﬁIH“B@“administratively‘bdfaéﬁsbmé;
possibly not manageable at all. Furthermore, we are puzzled
that the bill seems to call for notifications to holders
even in cases where the downgrading is supposedly automatic
and not subject to possible exemption, i.e., SECRET to
CONFIDENTIAL and CONFIDENTIAIL to UNCLASSIFIED. This is a
wanton disregard for unnecessary paper handling.

7. Although the classification criteria allow for
preserving the classification of material from foreign govern-
ments, we see no provision for exempting such material from
automatic downgrading if it is at the CONFIDENTIAL or SECRET
level.

25X1

Spec [Stant jF The D/OER 25X1
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