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MEMORANDUM FOR: Director of Central Intelligence

SUBJECT : Proposed DCID to Establish a
USIB Security Committee

le This memorandum contains a recommendation submitted for
DCI approval, Such recommendation is contained in paragraph (11).

2. The publication of the 15 Septembexr 1958 revision of NSCID
No, 1 (New Series) places certain responsibilities in the security
field upon the DCI and the USIB, Since there isneither a committee
within USIB nor a regularly constituted inter~Agency medium through
whichactions might be initiated, it appearsnecessarythata mechanism
be established for this purpose,

3+ In view of the increased emphasis upon the protection of in-
telligence and intelligence sources and methods from unauthorized dis-
closure, it must be assumed that both the DCI and the USIB will review
present directives and may initiate action for the further development
of policies, procedures, and practices to provide the necessary safe-
guards for the protection of community intelligence,

4, The security responsibilities under NSCID No, 1 are as follows:

FOR THE USIB

a, In Section 2 paragraph a (5) the USIB shall
""Develop and review security standards and
practices as they relate to the protection of
intelligence and of intelligence sources and
methods from unauthorized disclosure,

be FOR THE MEMBER DEPARTMENTS
AND AGENCIES

In Section (5}, ""Each department and agency,
how/gver » shall gremam responsible for the
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protection of intelligence and of intelligence
sources and methods within its ¢wn organi-
zation, Each shall also establish appropriate
internal policies and procedures to prevent

the unauthorized disclosure from within that
agency of intelligence information or activity'ls

FOR THE DIRECTOR OF CENTRAL
INTELLIGENCE

c., In Section (5) "The Director of Central
Intelligence, with the assistance and support
of the members of the U,S,Intelligence Board,
shall ensure the development of policies and
procedures for the protection of intelligence
and of intelligence sources and methods from
unauthorized disclosure'!,

In addition to the above the Director has been
given a special responsibility as follows; ' The
Director of Central Intelligence shall call upon
the departments and agencies, as appropriate,

to investigate within their department or agency
any unauthorized disclosure of intelligence or of
intelligence sources or methods, A report of
these investigations, including corrective measures
taken or recommended within the departments and
agencies involved, shall be transmitted to the
Director of Central Intelligence for review and
such further action as may be appropriate, in-
cluding reports to the National Security Council
or the President'',

5. These responsibilities will require a continuing review of security
practices and procedures by both the USIB and the member departments
and agencies, In this regard Executive Order 10501, effective December 5,
1953, sets the minimum standards for the safeguarding of classified
defense information and thus provides uniformity in the basic procedures
among the departments and agencies of government, Most departments
and agencies in the intelligence community have supplemented Executive
Order 10501 with additional internal control procedures, particularly
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where intelligence and special source material is involved, These
suppleraental controls have usually been instituted on the basis of
security requirements peculiar to the department or agency cone
cerned and not necessarily on the basis of a security problem
common to the intelligence community,

6 There is no present authorized committee within the intelligence
community to deal with security matters relating to the overall protec=-
tion of intelligence and of intelligence sources and methods from un-
authorized disclosure and the development of uniformity where appropriate
in security procedures, The IAC did not have a committee for security
matters of this nature; The USCIB did have a special committee on
Comint Personnel Security Standards but this committee has been in«
operative for the past two years, There was also an established USCIB
Security Committee (USCIB SECCOM]} largely concerned with procedural
matters, however, this committee, since the formation of USIB, has
been inoperative and there is no security committee in USIB to which
its functions can logically be assigned, NSCID No, 6 provides in con=
formity with Section (2} NSCID No, 1 that the USIB shall study standards
and practices of the departments and agencies in protecting Comint;
and determine the degree and type of security protection to be given
ELINT activities,

Security directives carried over from the IAC and the USCIB which
are currently in effect are DCID No, 11/1, Control of Initial Informaw
tion Regarding Foreign Nuclear Explosions, DCID No; 11/2 Control of
Dissemination and Use of Intelligence and Intelligence Information, and
USCIB No, 5 Standards and Practices for Clearance of Personnel for
Comint.-

The continuous review of security directives and concern with over~
all security matters affecting the intelligence community must necessarily
be provided for by the USIB to carry out its responsibilities,

7« In the past several years there have been serious unauthorized
disclosures of intelligence and intelligence sources and methods, The
investigations of these unauthorized disclosures have been carried out
under difficult circumstances by the informal cooperative efforts of the
security officers in the affected agencies and departments through their
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normal security channels, The informality of this system has retarded
the investigative function in that there was no established central coordi-
nating point to channel the investigative activities and exchange timely
investigative leads and information, The results of these investigations
revealed several violations of existing security regulations but more
importantly, revealed certain weaknesses in the security systems of

the intelligence community in the dissemination and the handling of in-
telligence information, Certain corrective recommendations resulted
from these investigations but there was no single committee or mechanism
by which action on these corrective measures could be taken on an overw
all community basis,

8. It is felt that there are more unauthorized disclosures of infor-
mation than is apparent to the intelligence community and some of these
are accordingly never reported and investigated, The intricacies of the
intelligence community structure with its specialized committees and
special channels of information have aggravated this problem, The
discovery of a possible unauthorized disclosure is frequently discerned
by those intelligence officers dealing with substantive intelligence inw
formation who recognize their information in unauthorized hands, Often
these suspicions are not immediately forwarded to the professional
security officers who must take investigative action. The wide spread
and timely exchange of information in the intelligence community makes
it impossible to readily identify, in situations involving an unauthorized
disclosure, those departments and agencies involved, as all have been
recipients of the identical piece of intelligence information, In the
absence of a system for the reporting of suspected violations on a com=
munity basis, much valuable time is lost from the investigative stande
point in determining the principal agencies involved and organizing the
informal liaison contacts in order to pursuea mutual investigative
effort, Lacking a clearly defined procedure on a community level,
there is certain resultant confusion and duplication of effort, In
circumstances where the violation is suspected but not evident and
no department appears to have primary responsibility or interest,
there is a natural hesitation in the intelligence community to suggest
through liaison channels that the violation may have occurred in another
department, Accordingly, inaction is likely to be the final result,

-4-
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9. Inview of the rapid developments in the intelligence complex
and frequent adjustments in the organizational structure to meet these
changes, the security practices and procedures to be effective must
be kept under constant review, Weaknesses that are permitted to
develop in the security system will sooner or later lead to une
authorized disclosures and the resultant investigations will generally
reveal these weaknesses, Failure to eliminate the weaknesses on a
community level will merely compound the security problems 4nvolved,
The individual security officers of the member departments and agencies
cannot solve these problems by unilateral action but should have a
commiitee mechanism whereby the security officers can focalize their
mutual problems and more effectively develop and coordinate corrective
actions,

10, It is, therefore, proposed that a USIB committee composed
of the responsible security officers of the member departments and
agencies be established to act upon the security responsibilities estabe
lished for USIB under NSCID No, 1 and to serve as a support mechanism
when requested, to the Director of Central Intelligence in the exercise
of his special responsibilities set forth in Section 5 of NSCID No, 1.

11, It is recommended that the attached proposed DCID be subw
mitted to the USIB for approval,

25¥1

Director of Security

Distributions
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Attachment:
Proposed DCID

=LRET

Approved For Release 2006/10/03 : CIA-RDP80B01676R004300170055-9



Approved For Release 2006/1 0/3% §} RDPSOBO1676ROO4300170055 9

CONCURRENCES:
O
A‘Deputy Director(Plans} " Date
25%1
1 7 JAN 1959
Deputy Director (Intell{gencef Date
25X1
~ [ 2oy %7
Defuty Director (Support} Date
25X1
2 %«,\W
Deputy Director(Coordination} Date
~ p(,l | L/
2 95
The recommendation contained in paragraph 11 is approved,
Date
Director
Des

.‘T" / P¢L 4 -:P e T2 deoz | flter -:u. :;: Q,,,J_) @?é/ AT @ j
» Lédtéc é—/ﬂ Z_d ' /*/\’ @ oee dfgé Z—x}saN ‘#—

Les 5 Lesilasind

A
Approved For Release 2006/10/03« {C%\'¥RDPSOBO1676ROO4300170055-9



Approved For Release 2006/10/03 : CIA-RDP80B01676R004300170055-9

DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE NO, /A/

Security Committee

Pursuant to Section 2, sub-paragraph a ( 5) and Section 5@%NSCID
No. 1{}Mew Serie%revised 15 September 195‘éand for the purpose of
preventing unauthorized disclosure of intelligence and of infelligence ., =
sources and methods, a standing committee of the US5IB, is hereby
established.

1. Composition and Organization N STV T
sfs PYIE L,
. . . &
T.he committee shall.be knowi?&%ht’;hghwiwﬁ{gzwggrgaxglttee/‘and o
shall include representatives of the -ggencies. It is expected that

of 1 €e3v€ as the representatives on the committee. Other 'y 77 1y
agencies of the government may be inly{ited by the committee to participate

as appropriate. The CIA member#ll chair the committee.

th%;ﬁigsﬁgﬁi?i{}?le sec%ﬂtyﬁpfﬁcers of the member departments and agencies
» Wi

2. Mission

The mission of the committee shall be to promote means by which
the intelligence community may prevent the unauthorized disclosure of
intelligence and of intelligence sources and methods.

3. Functions

a) To develop and review security standards, practices and
procedures as they relate to the protection of intelligence and of
intelligence sources and methods from u a,;;,thoaa)z{gd disclosure,
and to make recommendations thereon to t'ha Board. . T}ixgtCommittee
shall coordinate closely with other Committees of thaﬁgé,rcf with

e
related security responsibilities. A

b) To assist, as requested, the Director of Central Intelligence
in the exercise of his responsibilities pursuant to Section 5, NSCID
No. 1. " 4

0.1 RRTETI L AR 4

c) To recommend security policy to the USIB as it pertains
to the intelligence community., Such policy recommendations
shall be consonant, however, with the re sponsibility of each
department and agency for the protection of intelligence and of
intelligence sources and methods within its own organization and
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the establishment of appropriate internal policies and procedures
to prevent the unauthorized disclosure from within that depart-
ment and agency of intelligence information or activity.

d) The Committei 'shaf,ll make such other reports and

recommendations to the Board a's may be appropriate or requested,
A
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28 January 1959

MEMORANDUM FOR: Executive Officer, O/DCI

SUBJECT : Proposed USIB Security Committee

1. Attached is the memorandum from General Truscott to
the Director, dated 21 January, and the memorandum to the Director
from the Director of Security, dated 5 November 1958, attaching the
proposed DCID on a security committee. I take an exceedingly dim
view of the fact that this memorandum and the proposed directive
have been circulating approximately three months and were never
called to the attention of this office. Not only is the subject a matter
of interest to this office, but it directly relates to our work., I recog-
nize of course that the original fault is with the Office of Security
for having prepared a concurrence sheet which called for the signatures
of the four deputies but not the Inspector General. It is my opinion,
based upon what the Director has said both internally and externally,
that matters of a general nature such as this affecting the over-all
work of the agency are properly within the purview of this dfice.
Consequently I think the Inspector General's name should be included
for concurrence. Further, I would point out that there have been
several instances lately where matters of direct interest to this staff
have only inadvertently come to my attention, and I would assume
that there are other matters of interest which have failed to come to
our attention,

2, As far as the substance of the proposal is concerned, I
concur in the proposed directive and believe that it will not conflict
with other established committees dealing with security matters
as long as its charter is specifically restricted to section 5, NSCID-1.
I also reiterate my oral suggestion made at the deputies me eting on
27 January that in presenting this to USIB the Director call to the
attention of the Board the memorandum from Gordon Gray on the
subject, dated 26 September 1958.

25X1

DE) prngle oyl 2 zmecct

. - J.J)’J.lldll L) I\lll\]:)d—b.[. [ X O3 .9
’%«.&M -5—. OS /13 oo Inspector General
?% /75
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21 Januwary 1959

MEMORANDUM FOR: Director of Central Intelligence

SUBJECT : Proposed USIB Security Committee

1. This memorandum contains a suggested course of action with
respect to tabling & proposed DCID at & future USLB meeting. This
suggestion is contained in peragraph 2.

2. A succession of recent disclosures Jeopardlizing sources
and methods clearly indicates a need for a security committee
such as Edwards recommends in his memorandum attached hereto.
Since there is no such committee in existence to propose such
Terms of Reference, I suggest that the best procedure would be
for you to table the proposed DCID at an early USIB meeting with
an oral statement

(a) pointing out the lack of such a committee
at the present time and empheasizing the important
assistance such & comnittee might render;

(b) suggesting that the Board members and their
staffs study the draft proposal;

(¢) invite suggestions and indicate the availability
of Shef Edwarde and his staff and other CIA offices for
consultation; and

(d) consideration for approval at a meeting sbout
two weeks hence.

25X%1

L. K. COTT, JR.
General, USA (Ret.)
Deputy Director (Coordination)

cc: Deputy Director of Central Intelligence W
Attachment
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MEMORANDUM FCR: Director of Central Iatelligence

SUBJECT : Propesed DCID to Establish a
USIB Security Committee

1. Tiais memorandum contains a recommendation submitted for
DCI approval. Such recommendation is contained in paragraph (11).

2. The publication of the 15 September 1958 revision of NSCID.
No. 1 {New Series) places certaia responsibilities in the security
field upon the DCI and the USIB. Since therc is neither a committee
within USIE nor a regularly constitated inter-Agency medium through
which actions might be initiated, it appears necessary that a mechaniam
ba established for this purpose.

3. In view of the increased emphasis upon the protection of in-
telligence and intelligence sources amd methods from unauthorized dis-
closure, it must be assumed that both the DCI and the USIB will review
present diractives and may initiate action for the further development
of palicies, procedures, and practices to proviie the necessary safe-
guards for the protection of community intelligence.

4. The security reaponsidilities under NSCID No. 1 are as follows:

FOR THE USIB

a. In Section 2 paragraph a {5) the USIB shall
"Develop and review security staadards and
practices as they relate to the pretection of
intelligence and of intelligence socurces and
maethods frem unauthorirsd disclasure.”

b. FOR THE MEMBER DEPARTMENTS
AND AGENCIES

in Section (5}, "Each department and agency,
bowevar, shall remain responsible for the

EE 3
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protection of intelligence and of intelligence
sources and methods within its own organi-
zation. Each shall also establish appropriate
internal policies and procadures to prevent

the unauthorized disclosure from within that
agency of intelligence infermation or activity".

FOR THE DIRECTCR OF CENTRAL
INTEL LIGLNCE

c. In Section (3} "The Director of Central
Intelligence, with the assistance amnd support
of the meinbers of tae U.3. Intelligence Board,
shall ensure the development of policies and
procedures for the protection of intelligence
and of intelligence sources and methods from
unaunthorized disclosure’.

In addition to the above tae Lirector has been
given a special reaponsibility as follows: "'The
Director of Central Intelligence shall call upea
the departments and agencies, as appropriate,

to investigate within their department or agency
any unmauthorized disclosure of intelligence or of
intelligence sources or methods. A report of
thess investigations, including corrective measures
taken or recommended within the departments and
agencies involved, shall Le transmitied to the
Director of Central Intslliigence for review and
such further action as may besppropriate, in-
cluding reports to the Hational 3ecurity Council
or the President .

5. These responsibilities will require a continuing review of security
practices and procedures by buth the USLE and the member departments
and agencies. In this regard Executive Order 11501, effective December 3,
1953, sets the minimuwr standards for the safeguarding of classified
defense information and thus provides uniformity in the basic procedures
among the departments and agencies of government. bicst departinents
and agencies in the intclligence community have supplemented Executive
Order 13501 with additional internal control procedures, particularly

"
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where intelligence and special source materfal is involved. These
supplemental controls aave usually been imstituted on the basis of
security requirements peculiar to the department or agency con-
cerned and not necessarily on the basis of a security problem
common to the intelligence cowmmunity.

t. There is no present authorized committee within the intelligence
community to deal with security matters rslating to the overall pratec-
tion of intelligence and of intelligeace sources and methods from un-
authorized disclosure and the development of uniformity where appropriate
in sacurity procedures. The IAC did not have & committee for security
matters of this nature. The USCIB did bave & special committee on
Comint Perscunnel Security Standards but this committee has been in-
operative for the past two years. There was also an established USCIB
Security Committes (USCIB SECCOM) largely toncerned with procedural
matters, aswever, this commitiee, since the formation of USIB, has
been inoperative and there is no security committee in USIB to which
its functions caa logically be asaigaed. NSCID No. 6 provides in con-
formity with Section (2) NSCID lNo. 1 that the USIB shall study standards
and practices of the dupartments and ageacies in protecting Camiat;
and determine the degres and type of security protection to be given
ELINT activities.

Security directives carried over from the IAC and the USCIE waich
are currently in effect are DCIL Ne. i1/1, Control of Initial Informa-~
tion Regarding Foreiga Nuclear Lxplosions, DCID No. [1/2 Control of
Dissemination and Use of Intzlligence and Intelligence Information, and
USCIB No. 5 Standards aand Practices for Clearance of Persannel for
Comint.

The continuouz review of security directives and concern with over-
all security matters affecting the intelligence community must necessarily
be provided for by the USIB to carry out its respoasibilities.

7. In ths past several years there have been serious unauthorized
disclosures of intelligence and intelligence sources and methods. Thae
investigations of thes: unauthorized disclosures have beea carried out
under difficult circumastances by the informal cooperative efforts of the
security officers in the affected agencies aad departments through their
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normal security chanpels. The informality of this system has retarded
the investigative function in taat there was no sstablished central coordi-
nating jpoint to channel the investigative activitios and exchange timely
investigative leads and information. The results of these investigations
revealed several violations of existing security regulations but mmore
importaatly, revealed certain weaknesses in the security systems of

the intelligence comumnuaity in the dissemination aad the handling of in-
telligence information. Certain corrective recommendations resulted
from these investigations but taere was no single committes or mechanism
by which action on these correcrive measures could be taken on an over-
all community basis.

8. It is felt that there arc more unauthorized disclosures of infor-
mation than is apparest to the intelligence community and some of these
are accordiagly aever reported and investigated. The intricacies of the
intelligence community struciure with jts specialized committees and
special channels of information have aggravated this problem. The
discovery of a possible unauthorized disclosure is frequently discerned
by those imtelligence officers dealing wita substantive intelligence in-
formation who recognize their information in unauthorized hands. Often
these suspicions are not immediately forwarded to the professional
security officers who rnust take investigative action. The wide spread
and timaly exchange of information in the intelligence community nakes
it imposusible to readily identify, in situations iavolviag an unauthorized
disclosure, those departments and agencies involved, as all have been
recipients of the identical piece of intelligence information. In the
absence of a system for the reporting of suspected vielations oa a com-
munity basis, much valuable time is lost from tae investigative stand-
point in determining the principal ageacies involved and organizing the
informal liaisom contacts in order to pursue a mutual investigative
effort. Lacking a clearly defined procedure oa a commaunity level,
there is certain resultant confusion and duplication of effort. In
circumstaaces where tae viclation is suspected but not evideat and
no department appears to have primary responsibility or interest,
there is a natural hesitation in the intelligence community to suggest
through liaison channels that the violation may bave occurred in another
department. Accordingly, inaction is likely te be the final result.

T
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7. In view of the rapid developments in the intelligence complex
and frequeat adjustments in the organizational structure to meet these
changes, the security practices and procedures to be effective must
be kept under comstant review. Weoaknesses that are permitted to
develop in the security systemn will sonner or later lead to un-
authorized disclosures amd the resultant investigations will generally
reveal these weaknesses. Failure to aliminate the weaknesses on a
commuuity level will merely compound the security problems involved.
The individual security officers of the member departments and agencies
cannot solve these¢ probleme by unilateral action but should have a
committee mechanism whereby the security officers can focalize their
mutual problems and more effectively develop and coordinate corrective
actions .

10. It is, therefore, proposed that a USIB committee composed
of the respomsible security officers of the member departments and
agencies be sstablished to act upon the security responsibilities estab-
lished for USIB under NSCID No, | and to serve as a support mechanism
when requested, to the Director of Central intelligence in the exercise
of his special responsibilities set forth in Section 5 of NSCID No. 1.

1. It is recommnended that the attached proposed DCID be sub-
mitted to the USIB for approval.

Sheffield Edwards
Dirsctor of Security

Distribution:

Orig & 1 - BCI
1 « DDCL
I - ER
1 -« DDP
W - D1
3 -DDS
I - BDC

Attachment:
Proposed DCID
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DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE NO,

Security Comnmittee

Parsuant to Section 2, sub-paragraph a { 5) and Section §, NSCID
No. 1 (New Series) revised 15 September 1958 and for the purpose of
preventing uasuthorired disclosure of intelligeace and of intelligeace
sources and methods, a standing committee of the USIB is hersby
established.

1. Composition and Griani zation

The committes shall be known as the USIB Security Committee and
shall iaclude represeatatives of the USIB agencies. It is expected that
the responsible security officers of the member departments and ageacies

of USIB will serve as the represontatives on the committee. Other

ageacies of the goverament may be invited by the committes to participate

as appropriate. The CIA member will chair the committee.

2. Mission

The mission of the committee shall be to pramote means by which
the intelligence commuaity meay preveat the umasthorized disclosure of

intelligence and of intelligence sources and methods.
3. Functious
2) To develop and review security standards, practices and

procedures as they ralate to the protection of intelligence and of
intelligence sources and methods from unauthorized disclosure,

and to make recorimendations thereon to the Board. The Cormnmittee

shall coordinate closely with other Committees of the Board with
related security responsibilities.

b} To assist, as requesied, the Director of Central Intelligence
in the exercise of bis responsidilities pursaant to Section 5, NSCID

No. 1.

c} Te recommend security policy to the USIB as it pertains
to the iatslligence commmunity. Such policy recommendations
shall be cousonant, however, with the responsibility of each
department and agency for the protection of intelligence and of
intelligence sources and methods within its own organization and
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the establishment of appropriate internsal policies and procedures
to prevent the unauthorized disclosure from within that depart-
ment and agency of intelligence information or activity.

d) The Committee shall make such other reports and
recommendations to the Board as may be appropriate or requested.
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MENORANDUM FOR:  Dirvctor of Seatral Inbelligeace

EUBIECE 1 Propossd UGIB Sesurity Copmittes
<o This sszorendus contains s nl‘k agtion with
respect to tabling & proposed LOID at uu. Tais

suggestion is contairad in paregragn 2.

e 4 successics: of recest disciosures Jeopssdising sources
mmemundiaﬂ.m&mmgumwmm
suchk as Edwerds recossends ia kis sworandus attached hereto.
8ince there is oo such committee in existence Lo propose such
Terms of Heference, I suggest that tls best procedure would be
for you to table the jxopossd ICID ot an esrly USID meetisg with
an oMl stetement

(n) polating out toe lack of such & commitiee
at the pressat tise and enphasisiang the imposrtant
aesistance such & comittes might render;

(b) suggesting that tiw Boord sesders and their
MIOWWMWMQ

(¢) invite suggestions and indiccte the sveilebility
of Glef Bhdwards end his staff and other CIA offices for
consultation; and

(@) considerstion for mpproval st & meeting sbout
1two weeks eaca.

L. K. TRUBCOET, Ji.
General, US4 (Ret.)
beputy Pirector (Coordiunction)

ce:  Deputly Direstor of Oentwal Intelligence

Attaclusent O /a/y/;
.
P 7

Distribution: 7 /”

0 & 1 - Addee | ;1’
1 - pocl 4
1 - Dir/Security via DD/S
1-ER
1 - Pancoest
1 - 1IKT chrono
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‘;"; R 171 S et

& NOV 1
~ w'/;" [P s
MEMGRANDUM FOR: Director of Central Intelligence ;T e

BUBJECT ‘ : Prepesed LUIL to Lstablish &
USIB Securitly Committee

1. This memorantum confuing & recommmadation submitted {or
DCY appeoval, Such recommendation is comtained in paragraph {(11).

2, The publicatica of the 15 September 1958 revision of NECIL
No, 1 (New Series) places certain responsibilities in the security
fiold upen the DCI and the USIE, Since there isneither s committee
within UE1D aor & regularly conitituted inter- Agency medium throagh
which actions might be indtiated, it appears secessarythat a mechanior
be eatablished for this purpoie,

3. In view of the iacressed eraphasis wpon the pretection of in-
telligence and imtelligence ssurcas and metheds from wmauthorize:d dis.
closure, it must be sssusned that beth the DC] and the USID will review
present directives and may initiate sction for the further develoxneat
of policies, procedures, and practices to provide the necessary safc-
guards for the protection of canmunity intelligence,

4., The security responsibititiss under N5SCID No, 1 are asfollows:

FOK THE LSS

8, In Sectica 2 pavagraph & {5 the UEIE shall
Develap and review security standards and
practices as they rajute to the protection of
and of istelligence sources and
methods from unauthorized disclosurs,’

b, FORX THE M MBER DPALTMENTS
& NL 2GR NCERE

In Section {5}, ' “ach dezartment and ageucy,
however, shall rercain responsible for the

3#1%/@!'/_- T a;
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MOOEFT

pretection of intelligance and of istelligence
seurees aad moethods within it own ergani~
satbon, Each shall also satablish apprapriste
internal policies and procedares to prevent
the unantherised disclosure from within that
sgency of indulligence informaatica or activity”,

FOR THE DIRECTOR OF CEMTRAL
INTELLIGENCE

¢. In Section (5} The Disector of Central

In addibion to the sbhove the Directer has deen
given & spacial responsibility as fellows: "The
Divestor of Cestral hatelligenss shall call upon
the departmonts and ageacies, s» appraepriste,

to iaveatigehe within their depnriment or agency
any wantherised disclosare of mtelligance or of
isteliigmnce sources or maethoda, 2 vepert of
these investigations, includiag corrective measures
takon o recsvenindod within the departments snd
sgmcies welved, shall be transmoitted to the
Divector of Coatral Intelligeace for review and
such further sathen as may be sppropriste, in-

5. Thoee respensibilities will require s conthmsing review of security
Mummwwmmmmmw
and umwwm;am.mm:m 5,
1983, ma-mmmm

thauﬁw:ﬂ, liast depantinents
W 105601 with additional internal cantrel procedunes, particularly

w o
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where istslligence snd special source material is invelved, These
cupplameutel controls bave csusily Doen institated on the basis of
securily regquiremants peculiar o the degnstment or Agency con-
cerasd and set aecesmrily oun the basis of 3 security problem
common to the intelligeacs conuvamity,

6. These is no presast suthorised conunittoe within the iabelligence
comymmity te denl with seturity matters relating to the overall protec-
thon of intelMigence and of Intelligence sources sad methods from un
suthovised disclssure and the develapnest of uaiformity where sgpropriste
in security precodures, The IAC did not have & cenaniites for sscurity
rositors of this sature, The USCIR did have a special committes on
Comint Porseunel Securlly Slasdards but this comraittes has bess in-
opessbive for the past two yeurs. Thete was slso an established USCIB
Security Commdites (VECLS SECCOM) lnrgely concearned with precedural
maiters, however, this committoe, siace the farmatiom of USIR, s
boen inaperative sad there is no security committes fn USIE te which
its funetions coan logicniy be assigned, NSCID No, 6 provides in cons
formity with Sectien (2} NSCID No, 1 that the USID alwil stady standards
and prastioos of the depsrtmunts and sgencios In pretacting Combi;
and determine the degree and typs of securily protection to be given
ELINT activitiea,

Security directives carriad over from the 14C and the USCIB which
are currestly in sffect are DCID No, 1171, Centrel of Initial Informa-
tion Regarding Forelgn Nuclenr ixplosiens, DCID Ne, 11/2 Comtrol of
Dissemisation and Use of Bnelligence and lntelligence Information, and
USCID Ne, 5 Standarvds and Fractices for Cleamace of Pursonnsl for
Comint,

The cottenous review of security divectives aad concera with ever-
all socurity mmtters sffecting the lateliigonce comrounity st necessariiy
be provided Sor by the USIB %o carry out its responsibiiities,

7. Inths past sereral yoars there have boen serious wnautherived
disclosures of intelligouce and tutslligence sources and methods, The
isvestigatisns of these unauthorized discissures have been carried out
under diffleult circomntantes by the informmal covperative effcrts of the
sscurity officers in the sffected agencies and departments through thedir

* 3
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nermal secerity channels. The tnformality of this system has satarded
ﬁwiunl&g:?oinm%:ﬁuﬁhnﬂNmimntatwduﬂ&iw&aumuamnmﬁ
sating polut to chamel hnad&uﬁhmamudﬂhtautﬁutqutﬁwdn
investigntive leads snd indarmation, The yesulls of thase
mnwﬂhiaunuﬂvﬁﬁﬂﬁuwa‘aﬁhﬂh;-uuwﬁyﬁqpﬁﬁhmrhaamme

» sovesied cextutn wesduesses ia the security system:s of

znnnﬂhmtinnﬂ&nﬁkm:huihnaumaundhﬁhcwmnﬂumtatnumhuimm
by which action on fhese corrective measures conld be taken on an over-
all cormevsuniby basls.

oo depsstonent
auwlilauunuuthmﬂhﬂhminﬁhrﬁmﬁngnmuaaunuuwyiuuqnpa
through Yaisen chammeds that the vielstion may bave sccurred in another
departmest, Accexdingly, taactics is Hkely to be the final result,

e
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9. In view of the rapid developmenta in the ingellgence complex
and frequent sdjustments in the organisstional structure to meet these
changes, the security practices and procedures to be effective must
be kopt wnder constind review, Wnt&tmmdh
doveiop in the security systom 1 socmer or later . $0 wo-
revesl these wesknssnes, Failure to climinate the weslnesses o &

10. B is, therefore, proposed that s USIB cernmiiites componed
of the responsthie sccurity officers of the member departments and
e sstadiished to act upon the security respensibilitios ¢otad-
lished far USID uader MSCIE Ne, 1 snd to seave as 3 suppert mechaalors
when regquested, to fie Disector of Central Intelligence in the exercise
of his special rosponsibilities set forth in Section 5 of NSCID Ne, 1.

1i. B is recommended that the attached proposed LCID be sub.
mitted to the USIDB for approval,

SICNERY

Sheffield Edwards
Directer of Security

Orig & 1 - DCI
1 - DDCE
1-ER
1-DbP
1. DDl
3 - DDE

/ /w’”t‘;- pDC

Attmelements
Proposed LCID

TH Ty
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i

CONCURRENCES:
{Saed) Richard Helmg 10 NOV 1958

by

i ILLEGIB
25X1
25X1
( )
/5/ ) J_%/ *w»/s’j)\
Depaty Lirector| Coordination} Date
rs/ 07 Q
D 25 L

2/ g s
| The recommendation contained in paragraph 11 is approved,

j \ e /14/’4»«76 ?(’ T 2 Gar peoii 55 duj ’L’“‘“"p?*@("z”%»'
. / oot Vé)ﬁ/%vk Vsl pa ol trctn

. /XM /95?

y
s ASTF t/[”» UST B —lea. z/(f—-/ A,,f
“ r

SERR
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DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE NG,

Security Committee

Pursaant to Sectioa &, sub-paragraph a (5} and Section 5, NSCID
No. 1 {New Series) revised 15 Seplember 1958 and for the purpose of
preventing unauthorized disclosure of intelligence and of intelligence
sources and methods, a standing committes of the USIB is hereby
established.

1. Composition and Orpai zation

The commities aball be knowa aas the U3IB Security Commmitiee and
shall include representatives of the U3IB agencies. It is expected that
the responsible security officers of tke member departments and agencics
of USIE will serve as the represantatives on the committes. Other
agencies of the government may be invited by the commitiee to participate
as appropriate. The CIA member will chalr the committee,

Z. Mission

The mission of the committee shall be to promote means by which
the intelligence commounity may preveat the unauthorized disclosure of
intelligence and of intelligence sources and methods.

3. Fuactions

a) To develop and review security staadazds, practices and
procedures as they relate to the protection of latelligence and of
intelligence sources and methods from unauthorized disclosure,
and to make recommendations thereon to the Board. Thas
Committee shall coordiaate closely with other Committees of the
Board with related security responsibilities.

b} To assist, as requeated, the Director of Central Intelligence
in the exercise of his responsibilities parsuaat to Section 5, NSCID
Nc. L.

¢} To recommend gecarity policy to the USIB aa it pertains
to the iatelligence comumunity. 3ach pelicy recommendations
shall be consonant, however, with the responsibility of each
department and agency for the protection of intelligeace and of
intelligence sources and methods within its own organization and

Approved For Release 2006/10/03 : CIA-RDP80B01676R004300170055-9
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the establishment of appropriate internal policies and procedures
to prevent the unauthorired diasclosure from within that depart-
ment and agency of intelligence informatioa or activity.

d} The Committee shall make such other reports and

recommendations to the Board as may be appropriate or
requested.

Approved For Release 2006/10/03 : CIA-RDP80B01676R004300170055-9
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MEMORANDUM FOR: Director of Central Intelligence
SUBJECT: Proposal by Director of Security, CIA, to
Establish a USIB Security Committee
1. it is recommended that the proposed DCID be amended

an follows:

Par., 2, Mission: Reword to read:

“The mission of the coramittes shall be to formulate
and re¢ommend to USIB msasures for the prevention
of the unauthorized disclosure of intelligence and of
intelligence seurces and methods, Excepted, however,
are the flelds of Atomic Energy Restricted Data’ and
Communications Intslligence.”

2, The reasons for the proposed change are:

a. The Atomic Energy Commission is by law responsible
for the control and dissemination of Restricted Data under
appropriate safeguards established by that Commission,

b. USIE has preperly assigned COMINT Security under
NSCID 6 to the COMINT Committee. ’

HUNTINGTON D, SHELDON
Acting Deputy Director, Intelligence

7/

/ 4
oy F o A 6‘
CALE et

Py
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Exeouive 1

17 December 1958

MEMORANDUM FOR: Chief, Special Intelligence Staff

SUBJECT : Proposal by Director of Security, CIA
to Establish a USIB Security Committee

1. Reference is made to your note of 11 December 1958 concerning
the rewording of Paragraph 2, {Mission) of the proposed DCID, In light
of the exception that you wish to place on the Committee mission and
responsibilities, it is felt thet your ideas could be put in other words
and provide, at the same time, for the USIB, in its discretion, toassign
security problems in the future as may be appropriate.

2. Accordingly, it is proposed that under Paragraph 3, Functions,
that a new sub-paragraph {d) be added to read as follows:

"The Comumittee will not concern itself with those
matters of 2 securitynature assigned to other committees
of the USIB, except &as may be directed from time to
time by the USIB,"

Sub-paragraph {d) of Paragraph 3, Functions, as
presently written would consequently become sub-
paragraph {e).

3. This office proposes to request a meeting of the DDl and DDC
in the next few days for the consideration of this problem with a view-

point of presenting a proposal agreed upon by all components of the
Agency,

S/

25%1
Deputy Director of Security
| 7
LA cane Ly

oEGRET

ik L ]
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a NOV 1953

MEMORANDUM FOR: Director of Contral Intelligence

SUBJECT : Propesed DCIX to Estadlish o
USIE Securlly Committes

i. This mesaorandun conteing a recomneadation submitted for
I:Cl appwoval, Such recommendation is comtained in paragraph {11).

2. The publicstion of the 15 Ssptember 1958 revision of NSLL-
No, 1 {(New Series) pisces certsin responsibilities in the security
field upon the DCI and the USIB, fince there isneither a committce
withia JEIB mor a zegularly constituted inter- ‘gencymedive: through
which actions might be inftiated, it appears necresarythat a mechaalare
be establiishad for this purpose,

3. I view of the incrensed exaphasis npon the protection of ine
tolligence and intelligones ssurces and mothods from unsuthorize! cle-
closare, it sust be asswumed that both the D Cl and the USID will review
present divectives and may initiate action for the further developnent
of policies, precedusrss, and practices to provide the necessary safe~
guards for the pretectice of conumusity Intelligsnce,

4. The security responsibilities under NiUID Mo, i are as follows:

F O THE USIE

a. In Section 2 paveagraph a {5) the USIE aball
practices as thay relats to the protection of
imtelligmice and of intelligence saurces and
methods frosr: vamutheriaed disclosure,

b. FOR THE MEMBLK DEPARTNENTS
AN AGINCIES

In Sectioa (5), GCach department snd agency,
however, shall rescain recponsidble for the

1,
PR

-y o Al
A A A AN f,‘“

L

PR R
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protection of tmtelligence and of inteBligence
ssurces and mitheds withia s swn evgand-
setion, Zackh shall alse establish appropriste
faternsl pelicies and precedures to prrevent
the unsuthavised disclosure frar: withia thet
ageacy of inbelligence information or astivity.

FO:il THE DIREGCTOR OF CER'
INTELIIGENCE

€. In Sectien {5} The Divector of Costral
ladelligence, with the sosistance sad support
of $he members of the U, 5, lelelligence Beard,
shall ssure the development of policies and
procsidures for the protestion of heiligence
and of intelligence sources and methods from
answthorised disclovure .

In addition to the sbove the Director has beea

given & special responsibliity as fellows: “The
Director of Cesteal hutelligence shall call upon

5. These responsihilities will vrequire & continaing review of security
peuctices sad procadures by bath the USED and the member departroents
and sguseies, Inthis regard Cxscutive Order 10501, effective Decomber 5,
1983, sets the mintmare standards for the seleguarding of clasaified
‘mﬂmmmmemmmmmmmﬂ
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wheve latelilgence and spocial sourcs saterial is favolved, These
WM&WW&&MW&&: asis of

security requiremsents pecnlisr to the depnstment o Agency Cone
mmmu«am:mmasmd & security problem
cammao to the latelligence comiaialty,

6, Thewe is 5o preawst suthorizsed conuniitee within the intelligmes
comyamsity to deal with security matters relating to the oversll protec-
thon of intelligance and of baelligence sources sad metheds from un-
authorised disciosure and the developisent of unifarrndty where appropriste
in secmrity procedurss, The LAC: did not hawe 8 comviiitee for security
matters of this seture, The USCIH 4id bave a special conunittes on
Comint Persennsl Zecurfy Standards but this cocuniitee has beer in-
operetive for the past twe yehre., Thers was also an smabiished USTIB
Secusity Comanittes (USCIE $£CGCOM) langely concerned wilh procedural
malters, howsver, this comndites, since the formation of USIE, bas
bees ineperative and there is ne security conunittes in USIB to which
its fametions san logically be assigeed, NECID Ne, 6 provides in con-
formdty with Sestiens (2) KSCID Na, 1 that the USIE shell study staodardq
and practices of the depnrbmants and ngencies In protecting Cominty
asnd determine the degree and tyre of security protoction to bhe given
ELINT activities,

divectives carvied over fron: the IAC and the USCIB whilch
are corvestly in effect ave DI Ne, 1171, Comtrel of Inltial Inforroa-
tien iegavding Fovelgn Neclear ixplesioms, DCID Ne, 11/2 Coutrol of
Dissexisation and Use of Intelligence and Intslligence Infoemation:, and
USCID Ne, $ Sandards aad Praciices for Clsarance of Fersonnel for
Comded,

The continmens revisw af sccurity divectives and concern with over-
all seturity matters affecting the inteiligoace commemunily et necessarily
be provided fer by the USIE to ¢arry out s reaponsibilities,

7. Inthe past sevoral wears there have bous sovious usauthorised
dlscliosures of indelligeace and hutellijsacs sources and methods, The
investigatisns of these uamtborined discloswres have been carris:d out
undey éifBcalt clromnstances by the kaformmal cooperative efferts of the
security officers in the aflected agencies asd departments throug: thelr

-3

Approved For Release 2006/1 O%A;-@,Q:I;DPSOBO’I 676R004300170055-9

[

)

;



Approved For Release 2006/10/0% IHDP80B01676R004300170055-9

normal security chamselle. ‘The informality of this sywbem has retardod
Mwmn-mmmmmmw

mmquWﬂMW&tﬂm;m
by which sction on these correttive nwasares could be taken on pn v
sil cosaranity basis,

8. R is felt that there sve mare unsutherised dioclosaves of infor-
mmuwnmmwwmﬂm

sre secondingly nuver repomtod snd The inivicacien of the
special chuunsle of information Mave ' this probien:, The
dlacovery of a possidic uemgiherfsed is disceraed

Mmmmmmmmmawmm

sesurity efficers vhe roust ke lavestigative action, The wide spread
snd thesely sxbange of information in the lotelligeace community makes
B bngoseibie to rendlly Hdegify, in situstieas lovelving an unsuthorined
daciorurs, those degarimaents and agencies hwelved, as all have bees
secipients of the ddesticnl phece of intelligonce laformaticn, In Gre

ahaunee of & system for the repurting of suspected vioketisns on = ¢om-
rmanily baels, MMW&MM%W&M

wmwtnmwmnmwa
offost. lLaching & clessly defincd procadure oa 3 conunsuaily level,
thers 1o certalin remulinet canfasien sd sl daplication of effort, In
Wmmmaawummm
ﬂnmiur mu&mnwmm‘" "
. to suggeet
through Maison chanards that the vislstion sy bave sceurved to snsthes
depurtment, Aecvordingly, mmgammumwm

o

ﬂ;ﬂ
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be kept wader constunt review. % saknessss that are pormitted to
mummmm sooner or later lead to un-
mm.mmmmwmmn y

6. R is, therefore, proposed that » USEB commiittes composed
of the respensibis security sfficers of the sumaber departments and
wum»mmatmum.am
Whvmwwmﬁmimum“tww:m
mmmawamandmmamm
amwuwwm“m:mahm&‘smmsm i

11, nummmm-w DCID e sab-
milted to the USIB for approval, ¢

SIGNED

Sheoffisld tdwards
Director of Security

Orig 4 } - DCI
1 - DBCE
1- ER
1-DDP
1 - DDl
3. DDS
1 - BDC

Attachnaeat 1
Preposed DCHD

EGRFT
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CONCURRENCES:

mmmmmmuw 11 is approved,

I IGEE

o FROFU
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DIRECTOR OF CENTRAL INTELLIGENCE BIRECTIVE KRG,

Parsuast to Section 2, sub-paeagragh a {3 snd Section 5, N5CID
Neo, | (Now Sevies) vevised 13 Septeriber 1958 and for the purpese of
preventing wasuthorired disciosure of intelligence and of intelligence
':hﬁll:: "® of the .
L

The cansuitten shall be knows as the USID Secarity Comnaifites ancd
shall inciude representatives of the USIB agenties, B ic oxpected thet
the responsidble sscurity afficers of the mamber departments and agencics
of USIS will serve as the representatives ea the committee, Other
agencies of the goverament inay be lzwited by the commiltes to participste
as apprepriate, The {IA mamber will chair the commmittes,

2. Mississ

The mission of the comaxittee shall be to promote msans by which
the intelligence commramity may prevent the sasuthorined daclosure of
intelligence and of lutelligence sources and methods,

3, Fumctioms

8} To develop and reviow sscurity standards, practices and
procedures ss they relnte to the protectios of intelligence and of
mmm-mu&mmﬁmmasmn. ‘

b Teassist, as vregueited, mmmdrmmm
:ﬁ:mdhuwmmwmxﬁ@ﬁi
o L.

€} To recemnmendd necurity pelicy to the Wuﬁms
to the istelligeace comvnanity, iuch pelicy recomnrmendations
shall be consennst, howwver, with the responaibility of each
department and ageacy for the protection of intelligance and of
intelligeace sources and methods within its own ergandaation and
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the establishment of appropriate Intevsal policies snd procedures
to prevest the wsnutherized disclosure from within that depart.
moat and agency of intelligence Mwmﬂmwamy.

EE fnaﬂéth e & o
4} mmmmxmav npaﬂ:tnm J@wnmym
appropriats or reguested, 1

SEGRE;
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L MEMORANDUM FOR: Director of Central Intelligence

SUBJECT : Proposed DCID to Establish a
l USIB Security Comrmittee

? 1. This memorandum contains a recommendation submitted for
DCI approval. Such recommendation is contained in paragraph (11).

2. The publication of the 15 September 1958 revision of NSCID
‘ No. | {New Series) places certain responsibilities in the security
| field upon the DCI and the USIB. Siace therc is neither a committee
within USIB nor a regularly constituted inter-Agency medium through
which actions might be initiated, it appears necessary that a mechanism
be established for thias purpose.

3. In view of the increased emphasis upon the protection of in-
telligence and intelligence sources and methods from unmauthorized dis-
| closure, it must be assumed that both the DCI and the USIB will review
i present directives and may initiate action for the further deveiopment
1 of policies, procedures, and practices to provide the necessary safe-

guards for the protection of community intelligence.

4. The security responsibilities under NSCID No. |l are as follows:

FOR THE USIB

a. In Section 2 paragraph & (5) the USIE shall
"Develop and review security standards and
practices as they relate to the protection of
intelligence and of intelligence sources and
methods frem unauthorired disclosure.”

b. FOR THE MEMBER DEPARTMENTS
AND AGENCILES

In Section {5}, "Each department and agency,
however, shall remain responsible for the
! .
o

i 5 4

3 » £ k3
PO I . IRE NS Y . ]
kR

Approved For Release 2006/10/03 CIA-:R:DPBOBO1676ROO4300’I70055-9



Approved For Release 2006/10/03 : CIA-RDP80B01676R004300170055-9

protection of intelligence and of intelligence
sources and methods within its own organi-
zation. Each shall also establish appropriate
internal policies and procedures to prevent

the unauthorized disclesure from within that
agency of intelligence inaformation or activity'.

FOR THE DIRECTCUR OF CENTRAL
INTELLIGENCE

c. In Section (5} "The Director of Central
Intelligence, with the assistance and support
of the memnbers of the U.S. Intelligence Board,
shall ensure the development of policies and
procedures for the protection of intelligence
and of intelligence sources and methods from
unauthorized disclosure’ .

In addition to the above the Director has been
given a special responsibility as fellows: "The
Director of Central Intelligence shall call upoa
the departments and agencies, as appropriate,

to investigate within their department or agency
any usauthorized disclosure of intelligence or of
intelligence sources or methods. A report of
these investigations, including corrective measures
taken or recommended within the departments and
agencies invelved, shall be transinitted to the
Director of Central Intelligence for review and
such further action as may beappropriate, in-
cluding reports to the National 3ecurity Council
or the President' .

5. These responsibilities will reguire a continuing review of security
practices and procedures by both the USIB and the member departments
and agenciea. In this regard Executive Order 10501, efiective December 5,
1953, sets the minimum standards for the safeguarding of classified
defense information and thus provides uniformity in the basic procedures
among the departments and agencies of government. Most depart:nents
and agencies in the intelligence community have supplemented Executive
Order 10501 with additional internal control procedures, particularly

-2a
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where intelligence and special source material is involved. Thaese
suppie.mental controle have usually been instituted on the basis of
security requirements peculiar to the departmeat or agency con-
cerned and not necessarily on the basis of a security problem
common to the intelligence commumity.

&. There is 20 preseat authorized committee within the intelligence
community to deal with security maitters relating to the overall protec-
tion of intelligence and of intelligence sources and methods from un-
authorized disclosure and the development of uniformity where appropriate
in security procedures. The IAC did not have a committee for security
matters of this nature. The USCIB did have & special committee on
Comint Personnel Security Standards but this committee has been in-
operative for the past two years. There was also an established UBCIB
Security Committee (USCIB SECCOM]) largely concerned with procedural
matters, however, this conumittee, since the formation of USIB, has
been inoperative and there i no security committee in USIB to whaich
its functions can logically be assigned. NSCID No. & provides in con-
forenity with Section {2) NSCID No. | that the USIB shall study standards
and practices of the departments and agencies in protecting Comint;
and determine the degree and type of security protection to be given
ELINT activities.

Security directives carried over frome the JIAC and the USCIB which
are curreatly in effecti are DCID Mo. 11/1, Control of Initial Informa-
tion Regarding Foreign Nuclear Explosions, DCID Ne. 11/2 Ceatrol of
Dissemination and Use of Intelligence and Intelligence Informatioa, and
USCIB No. 5 Standards and Practices for Clearance of Personnel for

The continuous review of security directives and concera with over-
all security matters affecting the intelligence community must necessarily
pe provided for by the USIB to carry out its responsibilities.

7. In the past several years there have been sericus unauthorired
disclosures of intelligence and intelligence seources and methods. The
investigations of these unauthorized disclosures have been carried out
under difficult circumstances by the informal cooperative efforts of the
security officers in the affected agencies and departments through their

E
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rormal security channels. The informality of this system has retarded
the investigative fumction in that there was no established central coordi-
nating point to channel the investigative activities and exchange timely
investigative leads and information. The results of these investigations
revealed several viclations of existing security regulations but more
importantly, revealed certain weaknesses in the security systems of

the intelligence community in the dissemination and the handling of in-
telligence information. Certain corrective recommendations resulted
from these investigations but there was no single committee or mechanism
by whica action on these corrective measures could be taken on an over-
all community basis.

8. It is felt that there are more usauthorized disclosures of infor-
mation thar is apparent to the intelligence community and some of these
are accordingly never reported and investigated. The intricacies of the
intelligence community structure with its specialized committees and
special channels of information have aggravated this problem. The
discovery of a possible unauthorized disclosure {s frequently discerned
by these intelligence officers dealing with substantive intelligence in-
formation who recoguize their information in unauthorized hands. Often
these suspicions are not immediately forwarded to the professional
security officers who must take investigative action. The wide spread
and timely exchange of inforimation in the intelligence community nakes
it impossible to readily identify, in situations involving an unauthorized
disclosure, those departments and agencies involved, as all have been
recipients of the identical piece of imtelligence information. In the
absence of a system for the reporting of suspected violations on a come-
muaity basis, much valuable time is lost from the investigative stand-
point in determining the principal agencies involved and organizing the
informal liaison contacts in order te pursue a mutual investigative
effort. Lacking a clearly defined procedure on a community level,
there is certain resultant confusion and duplication of effort. In
circumstances where the viclation is suspected but not evident and
no department appears to have primary reaponsibility or interest,
there is & natural hesitation in the intelligence community to suggest
through liaison channels that the violation may bave occurred in another
department. Accordingly, inaction is likely to be the final resuit.

-4 -
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9. In view of the rapid developments in the intelligence complex
and frequent adjustments in the organizational structure to meet these
changes, the sscurity practices and procedures to be effective must
be kept under constant review. Veaknesses that are permitted to
develop in the security system will somner or later lead to un-
authorized disclosures and the resultant investigations will generally
reveal these weaknesses. Failure to aliminate the weaknesses on a
community level will merely compound the security problems involved.
The individual security officers «f the member departments and agencies
cannot solve these problems by unilateral action but should have a
committee mechanism whereby the security officers can focalite their
mutual problems and more effeciively develop and coordinate corrective
acticns .

10. It is, therefore, proposed that a USIB committee compoged
of the responsible security officers of the member departments and
agencies be established to act upon the security responsibilities estab-
lished for USIB under NSCID No. | and to serve az a support mechanism
when requested, to the Director of Central Intelligence in the exercise
of his special responsibilities set forth in Section 5 of NSCID No. 1.

1i. 1t is recomimended that the attached proposed DCID be sub-
mitted to the USIB for approval.

Sheffield Edwards
Director of Security

Distribution:
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CONCURRENCES:
/__(Siged) Richard Relms 19 NOV ‘958
2~ Depaty Director (Plans) Date
ILLEGIB
— Jeputy Ditector (mtefligence] . Date
| /3 7 NNV 1958
Deputy Director (Support) Date
Deputy Director (Coordination) Date B
The recommendation contained in paragraph 1! is approved,
Date

Director
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DIRECTCR OF CENTRAL INTELLIGENCE DIRECTIVE NO.

Security Comnmittee

Fursuant to Section 2, sub-paragraph a (5) and Section 5, NSCID
No. 1 (New Series) revised 15 September 1958 and for the purpose of
preveating unauthorized disclosure of intelligence and of intelligence
sources and methods, a standing comnittee of the USIB is hereby
established.

i. Composition and Organisation

The committee shall be known as the USIB Security Committee and
shall include representatives of the USIB agencies. It is expected that
the responsible security officers of the member departments and agencies
of USIB will sexve as the representatives on the committee. Other
agencies of the government may be invited by the committee to participate
as appropriate. The CIA member will chair the committee.

2. Mission

Thae mission of the committee shall be to promote means by which
the intelligence community may prevent the unauthorized disclosure of
intelligence and of intelligence sources and methods.

3. Functions

a) To develop and review security standards, priactices and
precedures as they relate to the protection of intelligence and of
intelligence sources and methods from unauthorized disclosure.

b) To assist, as requested, the Director of Central Intelligence
in the exercise of his responsibilities pursuant to Section 5, N3CID
No. 1.

¢} To reconunend security policy to the USIB as it pertains
to the intelligence community. S3uch policy recommendations
shall be consonant, however, with the responsibility of each
department and agency for the protection of intelligence and of
intelligence sources and methods within its own agrganization and

Approved For Release 2006/10/03 : CIA-RDP80B01676R004300170055-9




Approved For Release 2006/10/03 : CIA-RDP80B01676R004300170055-9

the establishment of appropriate internal policies and procedures
1o prevent the unauthorized disclosure from within that depart-
ment and agency of intelligence information or activity.

d) The comunittee shail make reports to the USIB as may be
appropriate or requested.
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