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7 Novermnber 1975

MEMORANDUM I'OR: |

SUBJECT: Secrecy Study

P ) R -

wF

eew Lo This memorandum will confirm the detaﬂs of our recent
conversation relating to the study you have bc-en roqueutcd to underhke
on behalf of the DCI. : , L
: Yo . ;
2. In short, we are looking for a reasonably brief philosophical
statement on ecrccy and compartmentation and the strengrihs and weak-

..

"nesses related to these matters. We ask that the paper focus on the N
~various elements of intellfgence activities and describe in pro and con
fashion the requirgments for secrecy and comp‘trtnaentatmn in (a) research

and development of 1nte]hg(,11cc collection s systems, (b) collection and

+

processing activities and. (c) analys:.s and pl oductlon . o e e,

B o
K3 . - . __'— -

3. There four pl‘ln‘laly ObJLCLlVGo to be Conmdclcd in fhe p3 epara-
tion of the paper.

(1) We need*to make the intelligence product, simple for the
right consumers {o obtain and 1ecewc. R

-

(2) We neced to knock down cornpartmen’cah on when it Jackq :
justification and stands in thc Way of sohd management proccdures

(3) We necd to identify thosc areas of intelligence activitie’s”
which must be cloaked with strong secre ¢y arrangements so :-

that we can aid and assist in the development of rn&-pe-s—e&ﬂ <
secrecy arrangcements, And, Lo

(4) We need to identify those arcas of Jutc,lhgencc dchvﬁueu
Wthh can bc opencd up more widcly than they are now. T

4. We need a preliminary (if not final) 1)aper from you on these
matters prior to Friday, 21 November, Lo e
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5. In the course of your study, you should feel free to consult
with various members of the IC Staff, particularly Major General
CIA authorities to be consulted
include the DDI who has strong personal views on these matters, and
the Gencral Counsel who is actively involved with the Justice Department 25X1
in sketching out the details of new secrecy legislation. The precise
action officers in‘the Office of the General Cqounsel arc| | .

25X1 and| |

25X1

6. You should also consult with intelligence authorities outside
of Langley, including DIA and perhaps NSA, Two USIB Commitice
Chairmen with direct interests in all this are| lof COMIREX 25X1
25X1 and { |of SIGINT., TFecl frec to deal with them as well.

P e

7. We know that we have given you a very tight and perhaps
unrealistic deadline, but we simply must be able to address this problem
with a preliminary paper and we have tasked you as one who is admirably

o equipped to look across the rang‘(-;‘ of intelligence activitics to help us get
this job done well., We will help you in any way we can. ~Onward and
upward! .

25X1

. TT—Rxhocnc
. . AD/DCI/IC

cc: QGeneral Counsel
' DDI
C/COMIREX
e C/SIGINT
C/Cs/ICS
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THE DIRECTOR OF CENTRAL INTELLIGENCE
' _ WASHINGTON, D. C. 20505

Admiral George W. Anderson, Jr., USN (Ret.)
Chairman, President's Foreign
Intelligence Advisory Board
The White House '
‘Washington, D, C. 20500

Dear Admiral:

I am writing now concerning heightened anxiety in the community
and in my own mind over leaks to the press of sensitive intelligence
data. I want to share with you and the Board my present appreciation
of the problem and to seck your advice and recommendations.

As you well know, unauthorized public disclosures of intelligence
information have occurred frequently in recent years. A more impor=~
tant consideration, however, is that press revelations have come
increasingly to include explicit and generally accurate details about
the methods we use to obtain and exploit sensitive information. In

"the past year we have witnessed a further upswing in the number and

severity of damaging intelligence leaks~w~a situation I can only describe
as a virtual hemorrhaging of the security control system. And it seems
clear that journalists are not just being briefed orally: they are now
being given direct access to highly classif‘icd documents.

Recently T had my staff take a fresh look at the problem to see
if there were not some as yet untried way~«~within the means at my’
disposal~weto halt and reverse this trend. Although I did this with a
sense of having been through the exercise many times before, it was
still essential to try again, not only because of the damage individual
leaks can cause to our long-term capabilities, but because the present
situation also generates widespread discouragement and frustration.=
even cynicisme~within the ranks of the intelligence community itself,

By

.. This has the potential for lowering security discipline even more.
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[}
In the past, expressions of serious concern over intelligence leaks

have been voiced by successive Presidents and their department heads
following a particularly grave leak or a serics of damaging leaks., My T
predecessors and I have responded largely by trying to improve docu~

ment and personnel security practices, issuing guidelines to Government
departments on procedures for sanitizing the intelligence to be used by
administration officials for public purposes, and carrying out investigations
of the more flagrant and damaging leaks, These are all necessary steps,
but clearly they have been insufficient, and simply repeating them will~e

in my view==prove no more effective now than in the past.

To tackle this problem constructively, Ibelieve we must be quite
frank, We have, Ibelieve, focused so intently on the conditions that
make intelligence leaks possible that we have slighted consideration of
the climate of opinion in and out of Government that actually encourages
them. '

The widespread public dissemination of classified intelligence
information does not represent a direct breakdown of the elaborate
system of classification, document controls, personnel sccurity checks,
indoctrination practices, and application of the '"need~to~know! principle
which we use to minimize the risks of exposing sensitive data to the many
persons who must work on and use them. The overwhelming number of
such disclosures come not from the rank and file of analysts and drafters
who were privy to the materials within the inteiligence community., Rather,
most represent deliberate disclosurcs by senior or relatively senior
officials with an unquestionable ''need to know''=wmost of them outside
the intelligence community=wwho evidently believe that the public bencfits
of disclosing the information far outweigh the damage or risks involved.

A b

Many disclosures identifiably represent a calculated "officiall judg=-
ment at departmental level that previously classified material==say, on
ICBM deployments«wcould he properly declassified and released. While
other disclosures are usually less easy to pinpoint as to source, most of
them appear designed to promote the programs, policies, or interests
of particuiar elements within the Governmente=or to rebut those of

. others=was part of the continuing process in which national security

policies are hammered out. Relatively few can be readily construed
as the disclosures of a disgruntled or venal underling.
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Most of the "official" disclosures noted above, and quite a few
of the others, have probably involved no serious threat to intelligence
sources and methods. A good deal of the intelligence we collect,
notably in the arca of overhead reconnaissance, is less sensitive
than it once was. What is increasingly disregarded, however, is
that there remain many sensitive areas of information and analysis,

- -often identifiable as such only by intelligence specialists, where

disclosure could be highly detrimental, Unfortunately, however,
there is no established Covernmentwwide procedure for determining
who can declas sify intelligence information and for assuring that it
is properly sanitized before release, and there is a marked reluce
tance within the responsible Government departments to pursue
investigations of potentially damaging disclosures that point toward
relatively senior levels of officials, Meanwhile, the increasing
frequency of disclosures of clas sified intelligence information =
whether "official' or not==encourages the growth of a permissive
atmosphere in which it scems that almost anything goes,

I sece the press as largely an instrument in this procesgsw=nof a
direct cause of it. While there are examples of what I consider
gratuitous and irresponsible cxposure of scnsitive data on the part
of individual journalists, most of these bersons see themsclves as
conforming to a widespread and generally accepted standard. Much
of what they report has been made available to them by presumahbly
responsible officials who clearly intended to have the information
made public., And in the present atmosphere of disclosures, small
wonder that many of the more energetic reporters feel that any
information they can dig out is fair game., '

In sum, I believe our basic problem is with an increasingly
prevalent state of mind among many senior officials in the Fxecutive

Branch, among members of the press; and among many in the Congress,
This involves a line of reasoning containing one or more of the following

elements:

¥

The democratic process requires informed open debate,
and if the price of that is an occasional risk to intelligence, it
must be paid.

3 .
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The intelligence community has been overprotective and
unnecessarily secretive about sources and methods everyone
knows it employs. Despite frequent alarms about the alleged
damage caused by past disclosures, the US still has a highly
effective system for collecting intelligence information. The
problem, if any, is rather with how effectively it uses the
material,

The '"leakage' issue is at least partially a red herring,
because every administration so far has selectively recleased
intelligence information to its own advantage. There are
complaints about "leaks'' only when information which doesn't
support the official view gets out.

That line of reasoning cannot lightly be dismissed: there is in
fact much truth in it. The price of a free society must be paid if we
are to retain the democratic process. The intelligence community
probably has been overinclined to classify everything as a matter of
course, and often overly shrill in claiming irreparable damage to its
sources and methods when leaks have occurred. And there is some
validity to the argument that the Government has at times appeared
to follow a double standard in evaluating damage of intelligence dis-
closures and placing blame according to who makes them and whose
policies they support.

Unfortunately, when the issue is posed in these terms the wrong
dichotomy is emphasized, The proper question is not the public need.
to know versus the parochial interests of the intelligence services
and the administration for self-protection. The issue is rather
between the short-term and long-term interests of us all. In other
words, a sound and defensible balance is nceded between the con-
temporary domestic imperatives of an open society and the preserva-
tion of an ability in the futurc to detect dangers to that society that
originate from abroad.

There are somewhat parallel dilemras in other areas of
Government which I have often referred to. For example, our

" military forces must be responsive to civilian control, but the

public does not demand that detailed war plans be published., Our
judicial system must meet the public's standards of justice, but
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grand jury proceedings are not conducted in the open. It is'even
necessary for the Congress to conduct some of its business in
executive session, while remaining accountable to the voters for
the legislation it passes. What we no longer can count on is a
general public understanding and acceptance of the need for
similar tradewoffs between openness and confidentiality in the
field of foreign intelligence,

To deal with the problem of protecting vital sources and
methods against unwarranted disclosure, there is a clear need
to consider significant departures from the limited approaches
that have been taken in the past, As I see it, there are several
arcas that call for careful and simultaneous attention:

Continued efforts within the intelligence community
are needed to limit the opportunity for inadvertent or intended
(but unauthorized) disclosures of classified information when
the disclosures are made by persons in the intelligence services,
and to facilitate successful investigation and application of
penaltics. A number of activities are under way within the
USIB arena to study this problem and to make such changes
as are necessary in the classification and compartmentation
system and in controlling the dissemination of sensitive data.

There is also a need to develop more ceffective controls
and sanctions relating to disclosures of foreign intelligence
information by officials outside the intelligence services of
Government departments. No adequate procedures or common
standards exist for determining accountability for press dis=
closures or for guniding the preparation of authorized texts
for public disclosures and for reporting them., This would
require action by USIB in concert with several other departments
of Covernment,

Ways necd to be devised to discourage and if necessary
"~ penalize unauthorized disclosures by advocates of particular
programs or policies within the Government and by contractors
with access to intelligence data. The availakility of judicial
‘sanctions would be helpful in this regard~wand I have proposed
legislation to that ende~but a greater degree of organizational
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and ultimately self-imposed discipline by senior officials within
Government is equally essential. This is probably the most
difficult of all objectives to achieve. Ii lies almost wholly
outside the intelligence community's ability to do more than
seek to persuade, and it involves the delicate question of how
each administration wishes to deal with adversary procedures
within its own ranks. 1Its achicvement would clearly require

. a significant change in attitude not only by the officials directly
involved but ultimately by key elements in the Congress and the
press and the public with whom they must deal. But I feel
certain that the lack of such discipline has come to be a central
weakness in our foreign intelligence security control system,
and I would be derelict in not forthrightly saying so.

Finally, the intelligence community needs itself to re-
examine its traditional classification standards and practices,
with a view to being more forthcoming in making public those
intelligence findings and materials whose disclosure would not
Create security problems or diplomatic difficulties or otherwise
damage the national interest. Only if we are seen to be reason-
able in such matters can we expect full acceptance of our demands
for continued protection of data which remains sensitive, In thig,
a more careful distinction must be made among what I have
termed good secrets, bad secrets, and nhon-secrets. I am taking
some initiatives in this area but will wish to obtain the views of
others--including the PFIAB --asg well,

The situation we face is serious--and getting worse. It is almost
overwhelming in its complexity and resistance to solution. The atti-
tudinal factors which encourage disclosures are the dominant elements
of my concern right now, becausec they feed and nourish the trend.
And yet there is little I alone can do on that central problem. I have
outlined some areas that necd attention, and request your carly
consideration of them and your thoughts on how to proceed. >

Sincerely,
W E. Colby
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DCI/IC~75--0682
13 August 1975

Y

MEMORANDUM FOR: Deputy to the DCI for the IC

SUBJECT ¢ UBecreey!-Paper

1. A%%avhedm&ﬁwampreposedmappro&ehmbew@hew“secréoy"
problem-assigned to you by the-DCI-following his discussion *
“Wwith-the .PFLAB on.. 7. August.

2. This is a rough first cut at an approach, and as
the text indicates, it-wild-need to-be-fieshed -out~in
nunerous.-placesy+probably. by usewel-astaskforde, No one
else has read this draft, so Ibfrdoeswnot.peflect.any.'consenspg."

25X1 3. In | | view, during the discussion at the
PFIAB meeting, thre-Dedwseenedwbosfavor-anineremental-approach

to the problem, while.several PFIAB. members.~came-out in- favor
of"drasticchange-in.the.classification/compartment: .systens.

4, What I have sought to do is outline the approach,
111 in part of the text, and ilncluded samplings of the ideas
which I suggest that you dilscuss with the DCI to ascertailn
whether this is the kind of a paper he had in mind.

25X1

Majo&xgeneral, UShF (Ret.)
Chief, Coordination Staff, ICS

Attachment:
as stated

25X1
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THE. APPLICATION -OF*SECURTEYCLASSIFICATIONS
ANDWEQMPARTMENTATlQNmIN@INTELLIGENCEWAGQIMQEIES

EROBLEM .
Tamaﬁﬁesswthe”Cbn%ihﬁé&“validityﬂofwthewexistingmsyssgm
Qf.classification (as provided by E.0. 11652) and the-compart-
mentatlon -systems utilized by the U.S. Intelligence Community
in view of the changing political and social U.S. attitudes
toward Secrecy in government, &ndwEOwrecommend“suqn%gn@nges
'aSMth@mDirectonhoﬂnCentralmlnﬁeiiigﬁncgygggggwépgnggg.

BACKGROUND

1. This paper responds to a request made by the PFIAB
at its 7 August 1975 meeting that the DCI address this problem
at the next PFIAB meeting in October. PFEIAB. conecerns relate
@QAtheMPGCGntMspatefdfﬁdisclosdres*Of*éénSitive:iﬁtelligence
information--as indicative that the current classification/
compartmentation system is not workilng.,

2. ~ PFIAB expressions of a need for'a new.look at the
q&g§§ifipation/compartmentatibn*picturefrélate“tOWéfwidespread
concern with "secrecy in. government" reflected in numerous
recent publications. ¥

F@UNDATION*GF“THE‘PRESENTfSYSTEM::-E;o;w11652

3. The opening three paragraphs of E.O. 11652, "Classifica-~
tlon and Declassification of National Securlty Information and
Material," dated 8 March 1972, present the philosophy of the
existing system:

>

* In addition to magazine articles, newspaper columns and
statements by Senators and Congressmen, three books which
illustrate the kinds of criticisms being publicly expressed

are: _ 5.

Government Secrecy, Hearings before the Subcommittee on
Intergovernmental Relations of the Committee on Government
Operations, United States Senate, 93rd Congress, 2nd
Sesslon, on 5.1520, S.1726, $.2451, S.2738, S.3393, and
5.3399, May 22, 23, 29, 30, 31 and June 10, 1974 (908 pg.)

‘ Secrecy and Foreign Policy, Edited by Thomas M. Franck and
Edward Weisband, Oxford University Press, 1974 (453 pg.)

None of Your Business: Government Secrecy in America,
Edited by Norman Dorsen and Stephen Gillers, Penguiln
Books, 1975
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"The interests of the United States and its citizens
are best served by making information regarding the
affairs of the Government readlly available to the
public. This concept of an informed cltizenry ig
" reflccted in the Freedom of Information Act and in
~current public Information policies of the Executive
Branch.

"Within the Federal Government there is some official
information and material which, because it bears directly
- on the effectiveness of our national defense and the
* conduct of our foreign relations, must be subject to
some constraints for the security of our Nation and the
safety of our people and our allies. To protect against
actlons hostile to the United States, of both an overt
and covert nature, it 1s essential that such official
information and material be given only limited dissemin-
ation.

"This official information or material, referred to as
classifled information or material in this order, 1s
expressly exempted from public disclosure by Section
552(b)(1) of Title 5, United States Code. Wrongful
disclosure of such information or material is recognized
in the Federal Criminal Code as providing a basis for
prosecution."

b, Definitions of security classification categories
in E.O0. 11652 are as follows:

Top Sccret: "national security information or
material which requires the highest
degree of protection. The test for
assigning "Top Secret" classification
shall be whether its unauthorized
disclosure could reasonably be
expcected to cause exceptionally grave
damage to the natlonal security."

(Among, the examples the E.O.
cites are "the compromise of
complex cryptologlc or communica-
tions intelligence systems; the
revelation of sensitive intelli-
gence operations...")

2
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Secret: "natlional security information or
material which requlres a substantial
degree of protection. The test for
assigning "Secret" classification shall
be whether 1ts unauthorized discldsure
could reasonably be expected to cause
serious damage to the national security."

(Among the examples the E.O. cites
are "revelation of significant
intelligence operations...")

Confildential: "mational securlity information or material
which requilres protection. The test for
assigning "Confidentilial" classification
shall be whether i1ts unauthorized disclosure
could reasonably be expected to cause
damage to the national security.”

5. | "National Security" in all of the foregoilng definitions
18 used in the collective sense of "the national defense or
foreign relations of the Unlted States.

6. The special compartmentation systems which organizations
of the Intelligence Community have used as tools to protect
particularly important or particularly sensitive information
by controlling its dissemination and access are based on two
sources of authority:

a. The provision of the National Securlty Act of
1947 which charges the Director of Central Intelligence
wlth the responsibility for protecting intelligence
sources and methods (which is also reflected in NSCID
No. 1), and

b. Section 9 of E.O. 11652 which provides:

"Speclal Departmental Arrangements. The
originating Department or other appropriate
authority may impose, 1In conformity with the
provislons of this order, specilal requirements
with respect to access, distribution and
protection of classified informatlon and
material, including those which presently
relate to communications intelligence,
intelligence sources and methods and crypt-
ography."

3
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DTSCUSETEN

7.  Proptemd TR e s e s r P T RS P T AR GH ey st em

a. White problems=df“seelirity“classification
undoubtedly. applyto various kinds -of national" s§cur1ty
Information-or-material“other than those wlth which:the
Intelligence.Commundty 18" concerned, this“paper deals
only wilth. those: which relate to- 1ntelligence andwhich,
in some . inotances, are pecullar to intelllgance--such
as.the- protect;ongof sensitive:sources and methods.

b. Critiesof-elassifilcationy as~used-by-intelll-
Lence.erganizations,. cite.the. followling:

(1) There:arewno-objectiverstandards to guide
the classiflers and personal Jjudgment plays too
large a role. Ouerclassification -tendsto be the
Admostednevdtableresult.

(2) Thessystem Is“riot- enfordeables, as
evidenced by numerous "unauthorized disclosures,"
a continulng inability to identify the sources of
leaks, and a fallure or inability to impose sanctions
even 1f the source of the leak is identified.

(FLESH*OUT " WITH MORE “CRITICTSMS )

c., Supporters-of~the existingeclassification
system emphasize: _

(1) Despite-its shortcomings,-the present
system imposes a sense of discipline; both on
members. of: the Intelligence Community: and on-the
reciplents . of :the-information.

Lo (FLESH «OUT: WITH -MORE.DEFENSES )

8. Problems with.the Compartmentation.Systems

a. Critics of the exlsting systems of compartmenta-
tion cite that:

(1 )=sGompartmentation<isiexcessivelyiusdd, with
the result that often times those who require the
informatlon cannot have access.

(2) The-unauthorized.dlsclosursszof-even highly
compartmented - information :demonstrates that rigidly
applied "need to know" criteria does not prevent
exposure of data the- Irtelligence Community considers
particularly sensitive.

(PLESH OUT" THECCRTTICISMS)
Approved For Release 2005/02/02 : CIA RDP80M01133A001100090022-4
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~ b. Supporters.of the ‘use of compartments, to
restrlct-disseminatlon:and accesgs to sensitive
igfgrmation,argue:

(1) Protection -of truly sensitive - sources
and.mekhods--and the resultant information-~-is of
such importance that it Jjustlifies the effort
aven..though experience has shown this is ng
guarantee against exposure.

(2)* Proper applicationiof the "need £ Know"
criterlia.can ensure that those who require the

fffqrmation'will“have;access“to;it.

(FLESH OUT THE SUPPORTING ARGUMENTS)

9. ﬁ@@t@rﬁm@onsideredwinmaﬁﬂﬁlogingﬁﬁlﬁﬁrnag;ye
# Approaches. ...

a. The requirement to protect sensitive intelli-~
gence sources and methods 1s both real and imperative--
mhﬁggpgblgmfisutoyassureﬁthat«the,Qlassification/

-compartmentalization process is applied.only to that
“.Which really needs to be, and truly must. be, protected.

b. The=eToak 6T e 14§41 ¢5410n developed over the
past 30 years, however justified it may have been, neegds
@g;g§tmsnt?tgmghgfrealities.oﬂgthe;mid21970’3“WOnld;—
but:adjustment#with~whichmthewlntelljgence,Community

© can.function effectively. The "that's classified"
admonltion now carries less welght and is accorded less
support than has been the case during the developmental
period of the U.S. Intellligence Communlty. Questions
&?St o lwhyliops iforswhat peasonlyneedatorbe ssquarely
aced.. :

P 2

>

c. Conslderations.of. 'need. to knowl.must. be
addressed in terms of a«dedlberatesbalance ‘between:the
reauirenents.ofesophisticated users of the intelligence
product andﬂaarefulmexaminationnofawhat~intelligence
sources.and.methods, truly need.protection.

da. Th&wpubliahsmﬂnightntogknowﬂghasaspokeamen
whombedaymare~morewpeTSuasiVG“inFmany?instancéSTEhan
tngﬁﬁmwhOwauldadeﬁendmazpey¥g§1ygﬁgn§q1;¢gengefb1a$éifi¢a—
tiontand eompartmentalization structureé .

5
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e. The present system of=topisécretsgecret-
~confidential classificationgls-deeply: Angrained in
not only the Intelligence Community, but in the
government as a whole as well, and any.attempt-to
"tinke «With existbing” definlticns probablyswoeulds be

“#productjyg

[}

f.  There:«is need, howev: re FEFIHI Pve
criterdaPor. the: appllcatién Sf~elassifieationeategordiesy
Présent” guidance allows too much leeway and depends more
than 1t should on Judgment factors which vary from one
classifier to another. Thé& factot™ o himat itdement
cannotbereliminatedy™but theuncertainty . factor, could

dhe-narroweds by, guidance whiehidg quibtewsperifide. ;n
nature.

Kt AR R

g. "Nationadvgecurity! as now defined in E.O.
11652 is.note -necessarlly.the-only-basls: for Lhe
selassification-6r+official information. LNational
smelfare!as-influenced. by, inbelljgence onuforeign energy
developments, foreign resource us chanees insthe :world
physical envirenment,;ietey:.may: also Providea: ba51s\for
.application of. security clau51f1ca§10n§u

h. Whatever system of classificatlion is applied
by the Intelligence Community to its finished products
must be one which the users of intelligence recognize
as being useful, necessary and logilcal.

i. Nothing-short-ofrasbaste=everhaul o the
compartmentation-system;=with-dts multiple-use=of
eogdewords,..tswllikely. bo.satisfysthe . criticssofthe
‘present system among ‘the- reviplents of intelligence
praoduckts. :

J. Some=statutoryrméanssofoapplyitngreriminal
sanctions to=persons - who-are resnonsible~for: unautherized
diselesure of classified information would.probably

«enhance. the-disciplinary effectiof both- olassifloatlon
and  compartmentation systems.

(PR ESH=OUL W IV MOREFACTORS )«

10.  AetionTdpticHs

a. Thé““iaégifina{iﬁn/é%mpartmentation ‘problems
mowsconTronting thevintelldgence - Community.«can-.be
gddressed. in:-ferms of action options: which" ‘are elther
Ancremental:or major An. scope. Thefollowlng* “options
gresgrouped-aceerdingly. The basic tenet is that the
Community 1is not in a position to "stand fast" on
past and present procedures and practices. It must,
in one way or another, reflect the changing U.S. concepts
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of "national interest" -and "national security" or risk
statutory or other reactions which might impose
limltations or changes which the Community 1s better
advised to accomplish on its own initiative.

Disswwanerementadeoptione : 1

(1) Without..change.ln.the.exlsting. L.0.
»&Aéﬁéﬂmxhﬁ@ngim@ouldmiﬁsueuamnewaDCIDwPF9¥i§$Pg
§Q¢cif¢cﬁguidanqemforJihe,applicatianwgf.gach,pf
%@ xisting security categories. Such-a-PCID
would. be.as. définitive as. the-gurrent:lstate of
xhﬁwap$ﬂwmakesmpossiblﬁwinmllahingabhoseutypes of
information@bouwhich@aaclasSificationﬁofctopwsecret,
Beeret«oruconfidential;appli@s,ﬁNWide:dissemination
Qﬁaﬁugh%aglistfofﬁexamples»wouldwprovide.better
gulﬂan&ﬁwhhanwiaﬁanqﬁxailable@$owthosewintelligence
foicer3wwho*areiauthorizedxtowclassifyfmaterials
information.

(2) The.DCIl.could.indicate.a.recognition of
«complaints which.have-been. addressed. to.the -current
;@pplication,of%qompartments‘touvarious;kindsﬁof
‘intelligence information and--intelligence. projects
by issulng -a new DCID which. would provide. guidance
aswtoutheucircumstances=underlwhichuadoption‘of_a
compartmented approach is Justified and .list -the
emixaniaﬁwhichmshouldﬂbewappliedminmdecidiggmwhggper
Qr.not-compartmentation, is required.

(3) The.-DCTwcould=solicit.active. support. from
departmental.secretaries,who,havemintelligence
QﬁspOn&ibilitias¢thlend.impetus»to,hisaongoing
qffortsmtouobtainﬁstatutory.authorization-ﬁor“the
applicationuofgcriminalfsanetions:againstﬂpEfsohnel
réspon&ibleufothhe;unauthorizedﬁdiscloaure,pf
:qlassifiadPintelligen@ﬁ,1Q£Qrmap;on. h

LFLESH OUT. THE +INCREMENTAL. OPTIONS )

c.,...Qpions, for major change

‘P_V_,(1meﬁeﬂmuﬂéﬁéﬁaﬂﬁEWAapprQach;t@ﬁﬁh@;ﬁpplication
BE B denord” dompartients which would eliminats” the g
Eﬁ””%?”%ﬁ&éﬁéﬁd§“5ﬁf§llﬁfiﬁishedvintelligencebproduoﬁs
and -depend on the "classification of the paper-itself
ﬁeﬁindiééﬁg“fﬁé*aégréé“ﬁf”SeﬁSihiviﬁytﬁfﬂﬁhéginforma~
tdon.;- QQQQMOrdSMWOuldﬁ%tillfbé“ﬁﬁedJwithinaﬁhﬁ
Intg};igencemgommunity;onmr&w@information,rgpgrhakana
on draft papers to.assist analysts who need to be-
-aware”of the source of particular information as a
measure&ofsthewdegreeﬁbfxoredence*which=canébéﬁgiygn
tothe “d&ta. ‘
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(2) (This would.be. the .new. propcsal,on
compaerentalination~wh1ch Ads-belng developed by
RoberpuTaylor, Executive;Secretarvy..of JEhe. UsIiB
Se curity Committee.)

sttt oo d

el A

(3) Edmitothe e EH wom pa‘rtment “wodewords
only..towoperational aspects: Jﬁ+particular1y
sensgtivenprogects, anag: “equiré "DCI~ ‘approval,
with.thesadvlce-of sthe: USIBLPortle™ estabiisﬁment
of. .any.codeword: compartmentedﬁaccéss*list

(4) Deddmits wbysdssuance~of=asnew: BCID
partdeular-RIHys offiﬂtéﬁI%gehtewrhformablon 01
products.to.which.no gecuritysectassificatdon-ds
to be applied,. e.g., information.relating-to
developments ¢n=ba31c ‘gclence.

“(T0"BE“FEESHED ZQUT *WITH.OTHER~OPTIONS.)

11. Recommended. DL GoursedCoursesyofsfhetion

(TO. BE..DEVELORED «FROM: <CONSIDERATIONOF..THE
UARIGUS “ALTERNATIVES -DESCRIBED “IN*PARAGRADH 10, )
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