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Jnauthorized Disclosures of Classified Defense Information

This statement is being voluntarily furnished by W. Donald Stewart
to the Senate Select Committee on Intelligence specifically for the at-
tention of the Subcommittee on Secrecy and Disclosure.

Oualifications of Author

I served as an FBI Agent from July 1951 until August 1965, the last
nine years as an Espionage Supervisor at FBI Headquarters, and from
August 13, 1965 until Decerber 1972 as Chief Investigator for the Office
of the Secretary of Defense with the primary responsibility of investi-
gating Unauthorized Disclosure cases. Because the Directorate for
Inspection Services (DINS), cammwnly known then as the Secretary of
Defense's Inspector General group, was phased out for economy purposes,

- T was appointed Inspector General of the newly formed (October 1972)
Defense Investigative Service where I remained until I retired on

June 30, 1975. During my tenure in DINS I handled 222 Unauthorized _
Disclosure investigations and numercus major criminal and counterintelli-
gence investigations in accordance with the provisions of Department of
Defense Directive 5210.50 entitled "Investigation of and Disciplinary
Action Connected with Unauthorized Disclosures of Classified Defense
Information" dated April 29, 1966, which made DINS the focal point of
all such violations, and with the provisions of Department of Defense
Instruction 5200.22 entitled "Reporting of Security and Criminal Viola—
tions" (to DINS) dated September 12, 1966. '

In April 1969 I prepared a pamphlet entitled “"Analysis of Unautho-
rized Disclosure Investigations." This consisted of a review of 125
investigations conducted between March 1965 and March 19269. I described
the whole program - Background, Authority, Source of Unauthorized Dis-—
closures, Mechanics of Handling, Program Improvement, Positive Results,
Personality Characteristics of Individuals Responsible for Unauthorized
Disclosures, the Question of Prosecution, and Cbservations.

Since I retired I have written a book entitled "Leaks" (not yet
published) and founded Stewart Security Services.

Purpose

The purpose of this paper is twofold. One purpose is to show how
haphazard the Security Clearance Program operates, and secondly to show
that weaknesses in our Security Clearance Program could be responsible
for unauthorized disclosures of classified information through the
improper conferring on of a security clearance on an undeserving person

1
- - Approved-For-Release 2001/11/88 : CIA-RDP81-00142R000700040003-1



Approved ForWelease 2001/11/08 : CIA-RDP81-001421600700040003-1

or through the failure to remove a person's security clearance when
the person becomes a security risk for one of several reasons.

Specifically, this paper reflects who has access, legally and
illegally, to classified Defense data; examples of weaknesses in our
Security Clearance Program permitting undesirables to obtain a security
Clearance; variations in the investigative criteria for a Top Secret
Clearance; how security clearances are adjudicated, along with an idea
for a Central Adjudication Branch for economy, security and privacy
purposes, and finally the introduction of the use of the polygraph for
pre-employment checks and for background checks. The polygraph could
minimize invasion of an individual's privacy, expedite his date of
employment and clearance, and save the U.S. Goverrment a large amownt of
money in various ways.

Hopefully, the Committee will recognize the need to bring the
entire Security Clearance Program into proper focus with appropriate
standardization and safeguards to all persons concerned.

The Meaning of a Security Clearance

What does a security clearance mean? Actually it means that a
designated authority has sanctioned a person's access to view classified
defense material at a level of Confidential, Secret, or Top Secret,
Actually there are also what are called "Exotic” clearances or "Special"
clearances which are over and zbove Top Secret. :

Who Has Access to Classified Data

a)’ The Press

The press does not, in fact, legally get a security clearance;
however, they are often given "Backgrounders,” which are familiarization
lectures in order to prepare them to write a story. These generally
contain classified defense information. There is a stipulation that the
data imparted is "Off the Record.” In 1969, there was a case where a
Vice Admiral compromised our 1l0-year lead over the Soviets on Anti-
Submarine Warfare. Reportedly the press was not told the Ybackgrounder"
was "off the record"” and 14 papers ran the story. But, then again, what
authority exists by anyone to confer a clearance on any menber 6f the -
press through a "backgrounder," "off the record.” When members of the
press are taken into the Defense Department's Office of Public Affairs,
a Top Secret background investigation is conducted before the clearance
is conferred.
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What proof of identification must he have to enter the service and
later obtain his Secret clearance? He must produce a high school
diploma and a birth certificate. Are they verified? Yes, the mili-
tary recruiter causes checks to be made at the high school and the
appropriate Bureau of Vital Statistics. What does that do? It merely
informs the recruiter that John Jones graduated from Holy Mount High
School ~ it does not tell the recruiter if John Jones is white or
black, tall or short, blonde or redheaded. The Bureau of Vital Sta-
tistics merely informs that one male was born on such and such a date-
to William and Doris Jones, perhaps it might gratuitously give the
baby's name as John. Can the required documentation be fabricated?
Yes, I've had a couple of national news stories on this weakness in
our security program, but to no avail. Additionally, no change has
been made even in view of the fact that last summer it was discovered
that 500 Panamanian aliens enlisted in the U.S. Marine Corps by util-
izing fabricated documents. Can this be stopped? Yes, by requiring
the enlisted to submit the names and addresses of three references who
should be interviewed to verify the John Jones is the person he pur-—
ports to be, and also to have the FBI do a search of his fingerprints
from the fingerprint card he submits.

Do you have any examples of people entering the sérvice illegally
other than the above 500 Panamanians? Yes, about two years ago I had
a national news story about Thomas Ragner Faernstram who reenlisted
fictitiously ten times during a 13-month period between November 1973
and January 1975, collecting approximately $30,000 in bonus. Subse-
quent interviews with him revealed he had done this over a 10-year
period and bilked the U.S. Covernment out of $600,000. A check of his
fingerprints would have uncovered him at any stage.

Last July a 28 year old North Carolina man was arrested and held
40 days as a deserter from the Army in spite of his protests that he
never joined. Someone else joined using his identification which he
had previously lost. An FBI fingerprint check would have probably
nipped this fraudulent enlistment in the bud at the enlistment stage
as the fraudulent enlistee most likely couldn't get in under his own
identity. ' :

Tn January 1975, a sailor in Seattle, Washington hi-jacked a Navy
plane and was subsequently caught. Later it was developed that a year
before he had been discharged from the Marine Corps as a mental case.
An FBI fingerprint check would have surfaced him.

Actually on the subject of poor security I have acted in the ca-
pacity of a one-man vigilante committee before I retired and for
2-1/2 years since without success. I could cite example after example,
but the purpose here is not to show how the vulnerability to our
 security exists from the fact that you are an accepted person. Since

you live with people who have Top Secret clearances, they are likely
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to impart data to you because you are a serviceman like them. Further,
you have a legitimate right to be in the proximity of certain areas
which contain Top Secret data and are likely to learn about them be-
cause you are accepted as another service person. Actually, one ser-
vice person does not enter a room and say, prior to a conference,
Tiho's got Top Secret here? I want to 'shoot my mouth off'."

The 500 illegal Panamanian aliens who joined the U.S. Marine Corps
undoubtedly got some exposure that probably the Marines wish they
hadn't. Further, wouldn't it be ironic if our U.S. Marine Corps be-
came engaged later in a battle in Panama and met stiff resistance and
learned later the enemy was trained in our U.S. Marine Corps camps?
Hopefully that won't happen. )

(D) Civilian FErployees

Civilian employees and Department of Defense contractor employees
have access to classified information. Most are awarded a Secret clear—
ance on a straight National Agency Check (NAC). If, however, any deroga—
tory data develops, an investigation is undertaken to resolve the
matter. '

Civilian employees requiring a Top Secret investigation undergo a
thorough background check involving verification of birth data, resi-—
dencies, employment, and interviews of references.

Variations in the Investigative Criteria
for a Too Secret Clearance

The FBI, Defense Investigative Service (DIS), and the Civil Service
Commission. (CSC) each do background investigations for Top Secret clear-—
ances. Possibly State Department and the CIA also do their own. How-
ever, my point is that the criteria differ and to this end I'll speak
of the variations in the FBI, DIS, and CSC criteria for a Top Secret
clearance.

If there is any specific interest here, I have written a detailed
paper dated February 25, 1975 entitled "Criteria for Security Clearances"
where I go into greater depth. Briefly, the FBI is the only one of the
three which is recognized as a policf agency and thereby permitted to
review all police agency criminal files in checking for a reference to
the person being cleared for Top Secret. This being so, why do we worry
about a person being a homosexual in connection with his getting a clear-
ance since DIS and CSC are not likely to surface this data? As you may
know, most homosexual subjects are often booked by a police department
in the category of "Disorderly Conduct,"” given a small fine and released.
For example, a former Special Assistant to former President Lyndon Johnson
was arrested at a YMCA in Washington, DC, in about 1963, for his

5
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participation in a homosexual affair. If this affair had happened
in New York City, for example, and DIS or CSC had been conducting a
background check based on the fact that Jenkins lived in New York
once, neither having access to NYPD files could have uncovered this
arrest, but, of course, the FBI, having such access, would have the
data, would probably have caused him to be denied a clearance as a
possible security risk. 'I'here are also other crimes which would not
necessarily cause the person's fingerprints to be forwarded to FBI
Headquarters and his arrest would go undetected during a fingerprint
check of FBI files.

Iet's look at the scope of an investigation. The FBI does
neighborhoods for only the last five years unless derogatory data is
developed. DIS and CSC go back for 10-15 years. The FBI verifies
birth data from records and not Bureau of Vital Statistics' records
as does DIS and CSC. F¥FBI checks three listed references and no de-
veloped references are sought unless derogatory data is developed. If
a listed reference is not available when the FBI knocks on his door,
no effort is made to locate him again. DIS and CSC locate all listed
references if possible. ) :

The House Appropriations Committee hearings in April 1975 re-
flected that based on its review of DIS and CSC from May 1974 to
Noverrber 1974, the following was noted. DIS charged $390/investigation
and CSC charged $604. At that time FBI charged $799. DIS cases aver—
~aged 19.8 leads/case whereas CSC averaged 30.7. DIS reports averaged
four pages and CSC averaged 21 pages. FBI then operated under a 30-day
deadline whereas DIS and CSC were taking in the neighborhood of 45-60
days. In regard to updating Top Secret clearances, FBI never updates
those of its personnel; CIA updates its persomnel every 3-5 years, and
the Defense Department does a 5-year bring-up.

Adjudications

Who decides who gets the clearance after the background investi-
gation is done? The Defense Investigative Service at one time ser-—
viced 1400 customers. That meant that each customer would get a full
background investigation on its person and determine if he or she
qualified for a clearance. I can't personally state that much addi-
tional investigation was often requested because the adjudicator
- wouldn't make a decision on the facts available. Yet, more than likely
another adjudlcator in the same agency could have — that's the differ-
ence between experience and lack of it.

Most important is the fact that the 1400 agencies had in their
files much personal data on the person being cleared and this data,
in my opinion, should not be in the files of the agency. The natural
solution would be a Central Adjudication Branch within DoD,

6
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employee, a new recruit must be found. Secondly, in a case that homo—
sexuality may be developed during an investigation, a polygraph with
the applicant would reflect deception and confronted with same the
person might make a full disclosure. The alternative to his lack of
cooperation on that subject or other subjects of possible personal
embarrassment is to resolve the derogatory data in a full field in-
vestigation. Even if the person is determined not to have comitted
the suspected act, be what it may, the line of questioning pursued in
neighborhoods where the person now lives and formerly lived, as well
as present and past employment, leaves him with a stigma.

In the case of the military enlistee, the polygraph again being
used to just verify what the enlistee has told us becomes an excellent
screening device and may even serve to expedite his entrance into the
service. On the other hand, at the recruiter level, the utilization
of a polygraph at the recruiter level may also surface a potential
fraudulent enlistee, thereby saving the U.S. Covernment a great deal
of money by eliminating associated cost with processing and training
a recruit. The polygraph could indicate -that the potential recruit is
or has been a drug user, is presently a fugitive from justice, or has
served time for a crime which would disqualify him from military ser-
vice, is not the person he purports to be, has certain physical limi-
tations, etc. Again, only his questionmnaire is being reviewed with

In a July 8, 1976 Los Angeles Times newspaper article entitled
"At Least 1 in Every 250 Recruits Enlisted Fraudulently, Pentagon
Figures Disclose" by Norman Kempster, 1,935 cases of fraudulent en—
listments came to the attention of the military during a 15-month
period ending March 31, 1976. What the article does not bring out is
that these people for the most part surfaced themselves in order to
get discharged. We have to admit that when economic conditions are
not the best that the $403/month pay, plus room and board and a cloth-
ing allowance for a Private in the military, can lock awfully good.

Iocally I can think of Army Private Angel, who killed two
Montgamery County (Maryland) police officers after a bank robbery
about two years ago as being one of the persons falling into the
frauvdulent enlistment group. He was not truthful in the papers he
executed before entering the service. Whether it would or would not
have altered the death of the two Montgomery County police officers,
I camnot say. I can say that a pre-enlistment screening by polygraph
would probably have excluded him and saved the Army a great deal of
time and expense associated with his induction and training and em-
barrassment to its service. Angel was also a suspect in a murder
prior to entering the service.

8 ’
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for example, which would handle and retain all background investiga-
tive reports and simply inform the customer that based on the results
of the background investigation the Department of Defense is awarding
John Jones a Secret or Top Secret clearance. Much is saved in logis-—
tic costs in this manmer because every agency doing its own adjudica-
tion must have its own classified file room complete with personnel.
Also, many potential invasion of privacy suits could be avoided be-
" cause personal background data would be much more restricted. No one
at the agency has any need to know personal type data offered during
the investigation about one of the employees being cleared. I per-
sonally have had complaints from employees about the discussion of
such personal data such as age, past marriages, etc., contained in
investigative reports on Personal History Questionnaires executed by
the person being cleared.

" .The Polygraph for Security Screening

When the idea of using a polygraph is mentioned, instant resent-
ment takes place. Immediately every one thinks in terms of its use
being to convict someone; however, the polygraph is often used for
exculpating purposes. Also, it is used for a veracity check such as
was recently done during the interviews in Korea with Tongsun Park.
Its use in connection with the Justice Department interviews of Park
nmore or less set a precedent as far as the Govermment is concerned in
that it places a great deal of belief in the ability of the polygraph
~ to show deception which does not necessarily mean guilt.

Now, let's consider using the polygraph for general security
screening. What I would propose is simply taking in hand the Person-
nel Security Questionnaire, FD 398, which all persons requiring a
clearance must execute, and one by one reviewing each question with
the applicant. For instance, is your name John Jones? Were you born
April 10, 1928 at New York, New York? Have you ever been arrested?
Did you reside at 1212 Vermont Avenue, Ventnor City, New Jersey from
1964-1972? etc. This is not an invasion of privacy since we are only
reciting what the applicant has told us. We are not going to dis-
qualify him if he shows deception on the above residence question and
arrest question. We are going to instruct the field investigator to
dig into these areas. We may very well be able to eliminate all other
areas if no deception is noted.

What is the advantage of the polvgraph in this type of screening?
There are several. One is probably a quicker clearance for a pre-
employment check enabling the person to report to work earlier. Often
while the U.S. Govermment is checking out sameone, the person becomes
tired of waiting and gets other employment; hence, all the investiga-
tive effort is lost and if the person was to become a Govermnment
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Another point, not only in favor of expediting the investiga-
tion of a civilian or military employee and saving related costs, is
that many areas where a person may have formerly resided or was
employed are now considered "high risk" areas and are not normally
entered by Defense Investigative Service agents because of possible
personal jeopardy. Therefore, to develop the fact a person lived
there or worked there, other investigation must be launched to
verify same. A similar but less dangerous type of a case is one
where a person has listed a residence or employrent, necessary to
be verified being in that part of this country which is 400-500
miles from the nearest investigative office, making it necessary
for an investigator to take a road trip to the location. A poly-
graph might well resolve our interests in this matter. :

In closing, I believe our present Security Clearance Program
and pre-employment check could be upgraded by use of the polygraph.
At the same time in many cases there would be a substantial saving
to the U.S. Govermment and a minimum of invasion of privacy to an
applicant.
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This statement is beairy voluntarily furnished by W. Donald Stewart
for the benefit and Interest of the Senate Select Committee on Intelli-
gence. :

Qualifications of Author

I served as an FBI Agent from July 1951 until August 1965, the last
nine years as an Espionage Supervisor at FBI Headquarters, and from
August 13, 1965 until December 1972 as Chief Investigator for the Office
of the Secretary of Defense with the primary responsibility of investi-
gating Unauthorized Disclosure cases. Because the Directorate for
Inspection Services (DINS), commonly known then as the Secretary of
Defense's Inspector General group, was phased out for economy purposes,

I was appointed Inspector General of the newly formed (October 1972)
Defense Investigative Service where 1 remained antil I retired on June 30,
1975. During my tenure in DINS I handled 222 Unauthorized Disclo-

sure Investigations and numerous major criminal and counterintelligence
investigations in accordance with the provisions of Department of Defense
Directive 5210.50 entitled "'mvestigaction of and Disciplinary Action
Connected with Unauthorized Disclosures of Classified Defense Information"
dated April 29, 1966, which made DINS the focal point of all such viola-
tions, and with the provisions of Department of Defense Instruction
5200.22 entitled "Reporting of Security and Criminal Violations" (to

DINS) dated September 12, 1966.

In April 1969 I prepared a pamphlet entitled "Analysis of Unautho-—
rized Disclosure Investigations." 7This consisted of a review of 125
investigations conducted between March 1965 and March 1969. I described
the whole program - Background, Authority, Source of Urauthorized Dig-
closures, Mechanics of Handling, Program Improvenent, Positive Results,
Personality Characteristics of Individuals Responsible for Unauthorized
Disclosures, the Question of Prosecution, and Observations.

. Since I retired I have written a book entitled “"Leaks" (not yet
published) and founded Stewart Security Services.
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Three Tvpes of Unauthorize Ao e

A e e e

From December 1972 until present | have coptinued to follow un-
authorized disclosure matters in the press aad have amassed a file of
public source information. My experience has led we to conclude that
there are three types of unauthorized disclesures ¢f concern; namely,
the Overt, Covert, and Potential. These will be described in the sec-
tion entitled "Discussion.' But briefly th: Overt types are those we
read about in the newspapers and fall iato one of elght categories of
leaks also set out in the "Discussion” section. The Covert types are
ones we know little about until an Informant advises someone 1s attempt-
ing o provide enemy foreign intelligence with classified Defense data.
The third type, Potential, is one which I speculate that few have little
knowledge of because there is no machanism for reporting these and,
until the advent of the above Dob Imstruction 5200.22, even the Secre-
tary of Defense would remain wninformed. This type develops from
civilian or military personnel who have beconme disenchanted. Each
person has the potential of orally disclosing Classified data to enemy
foreign intelligence. Additionally, another Potential type of dis-
closure can result from a lest Classified document, such as in one case
of the lost Atomic Stock Pile Reports. :

Security Problem

Our main security problem concerning "leaks” is that there is no
one in overall charge of leak matters in the U.S. Intelligence program
which presently operates like amateur night. Eoch U.S8. agency and mili-
tary department operates indepezadently of each other with practically no
internal coordination. Matters of national security interest are often
buried rather than have the military department or Government agency
suffer any embarrassment resulting frem a "goof' by one of 1its employees.

Within the Defense Department, there is no such group as an Intel-
ligence Security Advisory Board to specifically determine direct appro-
priate action concerning Dol personnel vho pose a threat in that they
night compromise highly classified intelligence data. Not having com-
mitted a crime, prosecution is not the solution and, after the potential
crime has been committed, the person may not be around to prosecute. Ve
have had some potentially serious such cases which are mentioned in
Potential Leaks in the Discussion section. Neither the FBI nor the CIA
is normally notified. Some persouns have bcen discharged to solve the
nilitary cormander's problem. One was "granted immunity" te confess an
espionage contact by the person's Commandivg Officer, such immunity is
normally the prerogative of the Justice Department. :
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A second offering is that the Sclicr Senate Intelligence Committee
make itsclf or some other appropriate hdy the focal peint for reporting
all occurrences of and investigations ¢i unauthorized disclosures of
classified data. This body weuld then be in a position through monitor-—
ing to force a determination of whethoer the classified data in question
couldn't be declassified now or later for prosccution purposes. This
would insure in most cases that the violatiung received a review by the
Justice Department. In all due respuci, mosh Ceneral Counsaels of con—
cerned agencies often know little abour this type of Tedeoral law,
including the possibility of prosecuticus under the Conspiracy to Commit
Espionage Act, but often usurp the Justice Department's prerogative by
rendering their own opinion that the case can't be prosccuted.

If there was an office, such as DINS, with the responsibility to
oversee all leak investigations, it would be able to insure an investi-
gation was not prematurely aborted when the next obvious lead might very
well surface the culprit, as has ofteun happened.

DINS (Directorate for Inspection Services) did function in focal
point manmer within DoD and it was able to force more investigative
effort from the military services than it intended and such pressure
often was beneficial.

Lastly, the cnactment of some type of In Camera judicial procedure
would be most helpful and could be rescrved for special cases. It could
be an outstanding asset in prosecution. I npow think of the case of the
NSA military sergeant who vecently was reported in the press as having
sold Top Secret information to foreign agents. Prosecution is stymied
because of certain prosecutive prohibitions., Of course, thought could
be given to putting this case on the "back burnex™ until these prohibi-
tions are no longer valid and then resurrecting the prosecution so long
as it still falls within the Statute of Limitations.

¥inally, we must make a stronger effort to bring leakers to crimi-
nal justice or at least administrative justice so we can build a history
of positive actions which will serve as a deterrent. To do this, all
-leak cases must be investigated aggressively. Military and other DoD
components, since the abolishment of the Investigation Division of DINS
in December 1972, have reportedly fallen back on the old "cop cut" that
"distribution has been too widespread for any investigation to be pro-
ductive.”" Aggressive investigation in itself would make people within
DoD, for example, aware of the Secretary of Defense's displeasure.

I hope that this statement will, if nothing else, convey the thought
that to have tight security you must really want tight security and
there be no exceptions. Otherwise all concerned are wasting their
efforts.

-
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There is no U.S. Coveramout focal point for unauthorized discio-
sures within the Intelligence comaunity. The FBEI, for instance, onlv be-
comes aware of a disclosure when it is reported by a Covernment compouent

or the White House orders it to investignte. Mousrt disclosures are
handled in-house. Within DoD wmilitary apencies, there is a2 built-in
conflict of interests. No militavy apency will embarrass itself by
identifying a high raunking individual as the source of c¢lassified mat—
ter. Only the former Directorate of luspestion Services had that
capability.

Most important is that there is too much reluctance to declassify
material appearing in the press to initiate an investigation. Military
services, for example, tenaciously defend a classification which by its
own downgrade stamp may have already dropped from Secret to Confident-—
ial, or even if it has already been declassified in an open hearing
Other prohibitions against declassifying may be valid for the tlme,
allowing the culprit to escape presecuticn rather than allow the U.S. to
suffer national security damage, but never have T kaown anyone Lo moni-
tor the case for further prosecution when the original prohibiticns
ceased to exist, bearing in mind the Statute of Limitations.

On occasion, an In Camera trial would be appropriate but our prin-
cipal problem most frequently centers on the fact that the investigation
is often aborted because of characters and "privileged leakers” (high
Government officials and membars of the Ui.8. House of Representatives
and U.S. Senate) jinvolved. Examples are uvrovided in the Overt Leak
section under the Discussion part.

Possible Solutious

_ Prosecution of leaks of classificd data is generally considered
under the Espionage Act, Sections 793 and 794, U.S5. Cede Title 18, and
Section 2774, Title 42, U.S. Code of the Atomic Energy Act. These sec—-
tions relate to "leaks” to the news media. In beth instances punishment
of the "leaker" can only be achieved if it is determined the person in-
tendel to injure the United States or provided dara for the advantage of

a foreign nation. Rarely can it be shown for criminal prosecution pur-—
poses that the "leaker" wanted to injure the United States. Yetr it
cannot be ignored that a "leaker" in causing such a disclosure to be
‘made in the press has to be very naive not to know that eneny foreign
agents are reviewing our newspaspers and benefitinz from the classified
disclosures. Therefore, an appropriate amendment to Sections 793 and
794 and the Atomic Energy Act might be that it nust be presupposed that
in furnishing classified data which wil} appear in the press enemy
foreign intelligence will becono aware. ;
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Discussion
Overt Leaks

No one could be more correct than the cartoon character, Pogo, to
the effect that "We have met the enemy and they is us."

For many years there has been much concern over "ieaks" of classi-
fied Defense information and there has been a great outcry about tight-
ening the sections of the Espionage Statute which concerns itself with
leak matter; promoting a British Official Secrets Act within the U.S.
which shifts the burden of proof in some instances to the defendant as
where a defendant is in receipt of classified information without
authority; and to legislating an “Tn, Camera" judicial procedure for
holding a non—public trial involving the contents of classified docu-—
ments, thereby precluding the need to declassify it for prosecution
purposes, a current major stumbling block.

The practical side of the matter of curtailing "leaks" is that we
wouldn't have very many 1f the investigatory process is allowed to
proceed to the end which could result in criminal and/for administrative
action taking place, TForxr the greater part this doesn’t happen because
the investigation is often obstructed because of the characters and
privileged leakers (high Government officials, Senators, Congressmen)
who become involved and because of a dual standard of prosecution which
exists. We always stand ready to take action against a GS5-4 employee or
a low ranking military person, but not against a high ranking person.
Some examples of the above follow.

1. Neil Sheehan of The New York Times had published articles
on Vietnam dated March 92 and 21, 1968. Both were referred to
the FBI for prosecution. The classified data in the March 19
article came from CIA documents. Because the new Secretary of
pefense, Clark Clifford, desired to have better relations with
the press, the FBI was told that DoD had changed its mind about
declassifying data in the March 21 article. Accordingly, when
the CIA learned of this, it took the position that since DoD
didn't want to go ahead with an investigation it would not pur-—
sue its case. The Assistant Attorney General therefore advised
the FBI to cease its action. The March 19th article would have
uncovered Daniel Ellsberg as its source. His identification
would have spared us the Pentagon Papers, the Pentagon Plumbers,
and all that followed including Watergate and President Nixon's
resignation. Ellsberg confirmed he would have been trapped.
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2. On March 26, 1970, on arci-le o itled "Beaker in the
Middle of the Chau Afiair" appesved ir the then Washiugton
Star-News. Subsequent revelation= revealed that the then

Under Secretary of State, Ellict bi csrduon, was responsible
for allowing Daniel FEllsburyg to ravio. higaly clacsified
cables and that Ellsbers stubsequent v leskod the data to the
newspapar. The purpese reportediv ~:o oo fhat Richardsen
could focus President Nixon's zttens tn on the plight of

Tran Ngoc Chau, a Vietnamese asscablviman arrested by the
Thieu regime. An investigation develeped and the results
were made known to Secretary of Stute Willfam Rogers but
the matter was never reportzd to the PBT and no action was
taken against Ellsberg. Tt couldn’T be without Richardson
being accused also.

3. " On May 23, 1969, an article
Post entitled "Cost Study Urges ©
by George Wilson. The dats was tuaken from a Sacret memo
entitled "FY 70 Budget" dated May t. '96%, A bootlegged
copy had been sent to Senator Johu . Stepnis' Senate Armed
Services Comaittee. Subsequent investigation developed an
excellent suspect. As the strings were being drawn tight,
Senator Stennis contacted Secretary of Defense Melvin Laird
and threatened if we did nct ceasc our inyestigation he
would initiate one on the Defease Department. Case Closaed',

4. On May 10, 1970, an article appoared ju the Washington
Post entitled "Gacret Laird Mewmo Bans Any Talk Even Hinting
ABM Halt is Desirable." A reference, but uot a detailed
article, appeared in Tne New Yeork Times. ‘The Post had

totally published an Aprl 23, 1970, Secretary of Defense,
Melvin Laird, Secret—Sensitive memo, to all scanior Pentagon
officials and seaior zchelon wilitary commcnids instracting
DoD personnel not to carry on any dis: wussion romotcly suggest—
ing a halt to the ABM (Anti-Ballisti. MNi ssile) Program was
desirable. A copy of the Laird meme wvas furnished dnunymuusly
to the Washington Post and Th2 New Fork Times newspapers.
Subsequent investigation identif ified che culprit and the matter
was referred to the Justice Departmer which had the ¥BI
standing by to move in but Mr. Lairl pulled the investigation
back, claiming he made a deal with i:.. Wicker of The New Yurk
Times that if he returned the copy ~f the mene in guestioun,
only "Administrative Action"” wouiu ®u taken. 1he Air Forco
Captain concerned was never directi- wwensod and neothing

was ever placed in either his Personn=l file or Security

file to reflect his deed. Had ho oor- up Yor MHajor he

would have been promoted.
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5. The case breaking in December 1971 dovolving Yeoman
Charles Radford and the transmittal of highly classified
documents stolen from the briefcascs of Dr. Henry Kissinger
and General Alexander Haipg was a classic case of an investi-
gation being impeded by nct only the White House but by
Senator Stennis and his Senate Armed Services Committee.
Although Radford confessed to purlsining these documents,
and his boss, Rear Admiral Thomas M. Welander, and
Welander's boss, Admiral Thomas M. Moorer, admitted re-
ceipt of them, no action was taken. Senator Stennis' final
report suggested that the actions of Radford and Welander
should be considered in their next efficiency reports.
Neither David Young or Egil Krogh (Co-Plumber Chiefs), my-
self (Chief Investigator of the LoD case), John Ehrlichman’,
or Jack Anderson was ever called bv the Stennis Committee
which held only 19-1/2 hours of hearings, including recess
time covering 3-1/2 days over a 2-monith period, and there-
after took 8 months to generate a ridiculous ll-page final
repert. The matter was never turned over to the Justice
Department for a prosecutive opinion and the FBI was never
requested to assume the investigation., It did piecemeal
work, but never knew the full stor-.

6. On July 23, 1971, The New York Times carried an article
entitled "U.S. Asks Soviets to Join in a Missile Moratorium,"

by William Beecher. Never have 1 seen the White House so shook
up. President Nixon was furicus because Beecher's article dis-
closed our fall-back posicion in the SALT discussions planned

in the next day or two. Presidential tape conversations re-
leased of his July 27, 1971 conversations with Egil Krogh and
John Ehrlichman demonstrated his wrath toward a then suspect,
Dr. William Van Cleave. Again, this investigation met with
cbstruction. CIA €% polygraphers were brought in sub-rosa and the
FBI polygraphers weve dropped at the last minute. Alchough

the investigation led to the doorstep of Senator Henry Jackson,
the FBI never was given authorizaticn to interview him.

Beecher, vhe was the subject of 22 iuvestigations and, I be-
lieve, responsible for all principal SALT leaks from 1968
through 1973, was made Deputy Assistant Secretary of Defense

in April 1973 aud in September 1974 bocame Acting Assistant
Secretary of Defense, departing in May 1975, Two months later
he announced Top Secret information in an artizle in the .
Boston Glcbe dated July 31, 1975, ¢utitled "U.S. Believes Israel
Has More Than 10 Nuclear Weapons." 1later a former DIA official
confirmed Beecher's statemont amider refusals of comeents from
our State Department anl the Isrtac!i officials,
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7. Briefly I'll refev to 3 scpara o _aser involving havy
Admirals who were guilcy of unauthorized disclusures, but
only received a "slap on the wrist.” One received ac ad-
ministrative transter to Tokyo in 1907; another who com-
promised our 10-vear lead ovor the Soviet: on Anti-Siuvwerine
Warfare in 1969 received an oral reprimsud.  Senitor or
Congressman Chet Holilield, whe was then hiead of, 1 belleve,
an Atomic Fnergy Committes, advised the Secretary of Defense
by letter dated Movember 17, 1969 that he was saticfied with
the oral reprimand and requestad vo written reprimand be
placed in the Admiral's file. Dr. Foster, then Director
of the Directorate for Defense Resezrch and Eagineering, was
so incensed that he was raady to declassifiy necessary material
for a prosecution; and lastly we have the Admiral who in
April 1971 was strongly suspected of giving a Dr. Kissinger
highly classified report to the president of an aircraft
corporation and was allowed to 'coast out" of the service
into retirement a few months later unscathered although
grounds existed for a prosecution.

§. Page 24 of Newsweek Mapazine dated July 1, 1974, reflects
a picture of Senator Lowzll P. Weicker who admitted being the
source of "key leaks in the early Watergata investigation."

He stated he did it to promote the truth in the Watergate mat-
ter. Of course, there was no prosecution, not even a referral
to Justice Department. .

9, Congressman Michael Harrington in June 1975 admitted fur-
nishing the press highly classified data about Central Intelli-
gence Agency operations in Chile, causing zreat national
security consequences, Chairman John J. ¥Flynt of the House
Ethics Committee dismissed the complaint against Congresswman
Harrington of unauthorized disclosare of & Secret CIA trans-
cript because when the data was learned by Harrington it was
not an official session of the Heuse Armed Services Committee
and no quorum was present. The casc was never referred to the
Justice Department.

10. And then there was the famous case of Daniel Shorr, who
admitted he provided a House Intelligence Committee report to
the newspaper Village Voicz. Again this matter was never re-
ferred to the Justice Department, but instead trhe House Ethics
Committee called in a team of former Bl agents to iavestigate,
when the matter clearly fell within the Fbl's jurisdiction.
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11. And lastly we have oy, Feney Kiscdnger's self-glorificat jon

leaks such as in the Edward R. Fo Shecian article entitled
"How Kissinger Did It: Step by Ster in Lhe Middle East" and
the hundreds of more Whire House, “:are Department and Milita

T
lealks to publicize the respective vicwpoints and budget requesrg

Only the little person gets ¢lobh.o.

Lategories of L.ak Cascs

Unauthorized disclosures in the nows nedia may be said to fall

the following categories:

a. Those that appear in technical publications such as
Aviation Week and Space Technology;

b. Those which are contrived leaks by someone in the
administration;

c.. Those which are leaked by the wilitary to aid support
of their budget request;

d. Those of a "if you can do 1r, 1 van do it" retaliatory
nature when some high Goverument official, Whita tlouse, or Dob,
makes a statement utilizing clawsifivd information which he
has just declassified, and a Congressman in defense of hig
position leaks something of a classi®jed nature to support

his point:

e. Those by an individual wichin th. Government system
who would have anti-war feelings or anti-y.S. Covernment
feelings concerning dealings with anciher government

f. Those of a nature where an indlividual in Government
circles to impress a member of the press discloses wittingly
or unwittingly his knowledge of a cluusified subject;

g. Those of a nature made by high jevel administration offi-
cials through Impromptu replies to a newsman after a speech.

Explanation of the above:

a. Unauthorized disclosures appearing in technical publica-
tions frequently are determined te Lmve peen information which
has been declassified previcusly as in the case of Congressiona
testimony, information of an unclassificd nature which has been
collated on a piece-by-piece basic and woven into an article;

vy
J

S,

1

and information which public affairs departunents of the contrac—

tor companies have released to get « sma "free publicity "
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b. The contrived leaks ave by individniais In the admin- -
stration, who, in the case of SALT matters, roleased
information as a trial balloon to get public: ceaction, to

get Coagressional support [or dafonsc appropriacions spou-
sored by the administration, or to "l a lirtie sword rat-
tling' at the enemy.

c. Classified information leaked by the milirary to ald
support of their budget comes at such tine that therc is
an indication their request for additional ships, aircraft,
or tanks may ba cut off of a Defensc¢ appropriation. Some
services even have their own faveorite neuspaper people to
whom they provide the information.

d. "If you can do it, I can do it" cases developed from
an administration official suddenly declassifying some
naterial for the benefit of his argument being followed

by a Congressman making his point indirectly through a
nevs reporter by furnishing that individual classified in-
formation for a story to make his (Congressman's) point,

e. Those by an individuzl within the Government who op- .
posed U.S. Government policy toward a foreign government
arise from an individual's religious cenvictions or

sympathy toward the foreign country, or his anti-war feclings.

f. Those of a nature where an individual in Government
circles tries to impress the news media with the knowledge
of how important he is and how much access he has to high
level discussions and does so wittingly, and those where
the individual makes unwitting discissures to a news re-
porter by the news reporter's very clever questioning.

g. Those where a highly placed Governmeat of ficial bhanales
so much classified material that he becomes oblivious to

what is classified and what is not, and through questioning
by news reporters after a speech makes an improper disclosure.
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Covert Luaks

These are leaks of much greater Importance as rule than Overt leaks
as we only learn of them through informant coverage and often have no
idea as to the full extent of the compromise. Unfortunately, as in the
recent case of the Army Sargeant at NSA s=1lling Top Sacret data to
foreign agents, the culprit may escape prosecution in the bost interests
of national defense. However, little tooupht, if any, has ever heen
given to consideration of resurrecrdng the prosecution later when the
initial prohibiting factors no longer remain.

The sorry thing about the recent problem with the Army Sargeant is
that we don't seem to learn anything frow experience. In 1263, Arny
Sargeant Robert Lee Johnson, who was an NSA courler, was co—-opted by the
Soviets. In 1965, Air Force Sargeant Duniap, also at NSA, was another
Soviet conquest. All three of the above cases could have been avoided.
Unless things have changed since I retired from the Covernmant, the
military services would not allow its pevsonnel to be polygrapbed, at
NSA or elsewhere, yet routinely all civilian personnel were polygraphed.
At one point and time it was my understanding that 507 of the military
personnel who shipped over to civilian positions at NSA flunked out on
the polygraph.

The normal procedure for the Soviets, after dealing with a co-opted
U.S5. person, is to polygraph him to check his dntegrity, but we don't
feel it necessary to do the same for our own counterintelligence pur-
poses. I would propose that all personnel holding sensitive intelli-
gence positions be polygraphed at unannounced periods not to exceed one
year. Such an action, had it been already in effect, would have un-
doubtedly surfaced the recent NSA Sargeant who foreign agents co-opred.

Potential Leaks

These are leaks which may result from some disenchanted person,
military or civilian, defecting and orally providing classificd infor-
mation. Also, another source 1s from lost or misplaced classified
docunments. As regaxds disenchanted perscinnel, no mechanism exiscs for
handling these people. It most often is done on a case-by-case basis by
the agency or military service concerned with the highest emphasis being
placed on avoiding ewbarrassment to their organization and lowest their
concern for national security. The Nationul Security Council (N5C) is |
rarely, if at all, informed. We are in ncead of an Intelligence Security
Advisory Board, perhaps even as a part of %8C, to determine how these
cases should be handled.
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Examples of the foregoing avs as iolicw

1. In 1967 an Aviy enlistod on wisn G Geercet Commmidcations

knowledge deserted and while in neatral country indicated be in-
tended to defect. The Army pleaded vitihh him to return with the

promise of an immediate discharge and no adainistrative action,

This is the so-called comaander's prercgatlive. Be was returned

and discharged at Ft. Dix, New Jerscy. T personally called the

FBI and arranged for hiwm to be intorviewed to determine his in-

tentions. :

2. In the middle 1960's there was a case gemsswesed so highly
sensitive it was assigned a code name. It involved an Army
enlisted man possessing highly classified knowledge. He
either contacted the Soviets or indicated he would. Initialy
steps were taken to control him. Finally he was discharged
from the military but contrary to popular opinion neither he
nor the above-mentioned Army enlisted man, receiving the
24~hour discharge, came within the FBI jurisdiction, so the
FBI could not monitor them. In the latter case a job was
arranged for the discharged soldier but DIA (Defense Intelli-
gence Agency) never bothared to keep 2 running damage assess—
ment concerning his knowledge. Yo uac seemed to know when
his data would "cool." Howevoer, every timg he disappeared
DoD vfficials got quite excited.

3. Again in 1967 an ex-Air Force officer, whn was a nuclear
control officer abroad, became nzntally unstable, He threatenad
to publicly disclose highly classified data. The Alr Force
promptly returnad him to Andrews Air Force Base Hospital, gave
him some psychiatric treatment, and then discharged him, T per-
sonally contacted FBI Headquarters and arranged to have bim
interviewed. He indicated he would return to Europe and go to
East Germany. There was nothing the FBI could do; howaver, the
Air Force, and the Army. as Indicated above, each solvad its
problem by discharging the men.

4., In 1968 a Navy enlisted man contacted the Sovieb Eabassy
in Tokyo and offered U.S. secrets. His commarding officer
offered him immunity if he confessed, which he did. The Navy
later assigned him to a distant post and kept him abroad until
his enlistment expired.

In all of the above cases, the matters were all handled "off the top
of the heads" of a few iIndividuals and there was no coordivnation witih inter-
ested Goverrment agencies such as CIA aud, ‘n particular, the Navional
Security Council. These cases surely irlicate a need for more centralized
control of such persons.
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opinion, put personal embarrasuam- Lhove nationnl asccurit ¥
is one cencerning a high ranking :iviilino intelligence efficer

who was caught in a homosexual sitoation.  Jhis individeal had
access to a great deal of sensitove jntermation and a compro-
mise of him by eaneuy foreign inr.ilizeccee could have prave
consequences.  The person in que < ion was allowed to resig.
Althoygh my former office (DINS) ..is supposed to be notified

of such situations, we ware nol. | was personaily contacted

by an drate intelligerce officer in the man's organization.

I was later told the person was very rank conscious and would
not, if at all, be interviewed by persvns of lesser rank. T
believe I have a capability of bluntly expressing myself aand 1
assured all concerned parties he would be interviewed or I
would take personal action. It was imperative, and the con-
cerned person knew it, that he be interviewed and polygraphed
to assure us that he had not been co-opted by any enemy foreign
intelligence because of his weakness. If so, much counter—
intelligence action would have tu be takeun. The subject agreed
to ry request and our investigaticn reflected no compromise had
occurred, '

Numerous classified documents are Jost. Normally only the losing
agency is aware of the fact. No requirement exists Lo report same to
anyone and most geunerally the matter is kept a secret. Even in those
instances the documents are recoverad, it is never known the extent o
which a compromise may have taken place bur ar least some authority such
as the National Security Council should be imade aware.

"~ One case which comas to mind took place in January of 1970 when the
Top Secret Annual Report of Nuclear St ckpile Information sent to Mini-
sters of Defense of NATO countries was, through sheer carelessness by an
office in the Peuntagon, distributed in the routine mail channels rather
than by DIA courier. The Top Secret material sent to the Canadian
Minister of Defense ended up being handled as though it was a piece of
normal mail sent by any citizen, therei. being opened and reviewed ar a
very low level. Those reports sent abroad did not show up for at least
30 days, which brought the matter ot possible compromise to our atten-
tion. We managed to track the mail froa Washington to New York, by boat
to Furope, and thereafter by train to certain foreign countries. In
one instance we learned that the wail had traveled all through Yugoslavia
and finally showed up. in Athens, Creece. A military officer proudly
informed me that the material had safely arrived and the envelope had
not been opened. I then informed him that if the recipients in Greece
could determine the envelope had == been penetrated, then I felt the
whole Yugoslavia Intelligence should be abolished.

The important thing is that no woechanism or requirement then ex-—
isted or now exists to alerc the FBI, CIA, or the NSC. This can also be
said for numerous other lost classified document cases. The other
Intelligence agencies could rot take any positive action but, at least,
could be alert through sources and intormants for any information re-
flecting any knowledge ¢f possible conrromise.
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Probably the most uilgue instan . ¥ okuosw of concervning the Foten—
tial types relate to Yeoman Chaylen fidirocld ancother cailor who

worted in the National Securiiy Courcil wabireen. When T came upon the
lat-er as a possible accomplice of Ravord's. in coanection with a 1971
military spying case on the White House, he wi immediately transferred
to his office of prefereace - Corpus Caristi, Texas, wbere his wife, who
refused to join him in Washington, resided.

Radford was a stranger Lo Adsival wilmo Zgewalt, who curing the
1971-72 era was Chief of Naval Operativns, but wvho had not been advised
of the Pentageon spy matter involving #adford, Welander, aud floorer. It
wasn't until January 4, 1972 that the then Acting Secretary of tha Xavy
ordered Radford transferred "with no questions asked" as that, Zumwalt
was told, was how the orders cane Irem the Whire House. Zuawalt had to
go to Admiral Moorer to learn of what had beeun going on during the two
previous weeks. Initially Radford hiad been transferred to a billet in
the Northwest which he did not like and made it koown to zZumwalt., After
much hassling, some two weeks later, Radford got the billet he desired.
Zumwalt wasn't sure that he was, in fact, ruaning the Navy or whether
Radford was. Reportedly, the White House did not want Radiord punished
for fear he would testify In court alwut his spyving activities on
Kissinger and the President, and giving the resalts to Hoorer.

Tn  February of 1974, when Senator Jehn C. Steanis of the Senate
Armed Services Committee learncd Radford would sppear on the Mike
Wallace "60 Minutes' Sunday night show, he quickly hi-jacked him by
having the Navy deliver him to his vilice on the Saturday befcre his
scheduled appearance. Radford appeared 10 days later before Stenmnis’
Cormittee. Senate members of the Committce were heard to complain about
getting the results of the Radford interview by Sternis when they
arrived for the hearing on February 20, 1974, .and not earlier when they
might have prepared themselves to interrogate Lim ov that day.

Transcript of the hearings reflecr Radford was bandled with "kid
gloves," and the sailor in the HST mallrocn was never cailed to tes-
tify, and to my knowledge never intervieved upder oath by the Comsittee
or anvona else at any timz.

The podint of the feregoing is thai the N&C mailiroom sailor and
Radford are still un—dcefused time bomzbs and stitl enjoy the status of
the "Sacred White Cow of India.”™ CGach undoubiodly could embarrass the
U.8. Navy and the U.S. Goveroment.

In closing, let me say "leaks" of an Overt type can be greatly con~
trolled if a more aggressive investigative effort is put forth. Leaks
of the Covert and Potential type shoold b2 given more attention, and a
greater cffort to prosecute these cascs asid the Overt types should be
made if there is to be any deterrent.

-
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