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USIB-D-9.1/k
. 25 September 1961

UNITED STATES INTELLIGENCE BOARD

MEMORANDUM FOR THE UNITED STATES INTELLIGENCE BOARD
Subject: Revision of Executive Order 10501

References: a) USIB-M-166, Item 10 » 1 August 1961
b) USIB-D-9.1/2, 11 September 1961
c) USIB-M-1T2, Item 4 s 1 September 1961

1. The inclosure is forwarded in compliance with the request of the
Acting Chairman, USIB at the Board meeting on 21 Septenber 1961, that
each Member of USIB be provided a copy of Executive Order No. 10964 (which
revises portions of EO 10501) by the Secretariat as soon as practicable.

2. It is the understanding of the Secretariat that Executive Order
No. 10964 is included in the Federal Register of 22 September 1961.
AT
3. The version of Section 13(b) proposed by USIB, Reference (c), ST
does not appear in the Order. -

Lt. Colonel, USAF
Deputy Executive Secretary

Inclosure
afs
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IMMEDIATE RELEASE SEPTEMBER 20, 19 /ﬂw/x
OFFICE OF THE WHITE HOUSE PRESS SECRETARY

Y
/ |

THE WHITE HOUSE
EXECUTIVE ORDER

(P E¢

AMENDMENT OF EXECUTIVE ORDER NO, 10501, ENTITLED
"SAFEGUARDING OFFICIAL INFORMATION IN THE
INTERESTS OF THE DEFENSE OF THE UNITED STATES"

By virtue of the authority vested in me by the Constitution and
statutes of the United States, and deeming such action necessary in the
bast interest of the natienal security, it {s ordered that Executive Order
No. 10501 of November 8, 1953, as amended, bs, and it is hereby,

further amended as followe:

1. BSection 4 is amended--
(A) By substituting for the first paragzraph thereof the {ollowing:

"Sec, 4. Declassification, Downgrading, or Upgrading. When
classified information o7 materisl no longer requires its present level
of protection in the defense interest, it shall be downgraded or declassified
in order to preserve the effectiveness and integrity of the classification
system and to eliminate classifications of information or material which
no longer raquire classification protection. Heads of departments or
agencies originating clossified information or material shall designate
persons to be responsible for continuing review of such classified
information or material on a document-by-document, category, project,
program, or other systematic basis, for the purpose of declassifying or
downgrading whenever national defense considerations permit, and for
receiving requests for such review from all sources, However, Restricted

.Data and material formerly designated as Restricted Data shall be harndled

only in accordance with subparagraph 4 (a) (1) below and section 13 of this
order, The following special rules shall be observed with respact to
changes of classification of defense information or materisl, including
informstion or material heretofore claseified:"

(B) By deleting paragraphs (a), (s), (g), (b), and (i) and inserting in
lisu thereof the following:

"(a) Automatic Changes. In order to insure uniform procedures for
autogaatic changes, heads of departme nts and agencies having authority
for aviginal classification of information or material, as set forth in
section 2, shall categorise such classifisd information or material into

the following groups:

(1) Group 1, Information or materisl originated by foreign governments
or international organizatiens and over which the United States Government
has no jurisdiction, informgtion or material provided for by statutes such
as the Atomic Energy Act, snd information or material requiring special
handling, such as intelligence and cryptography. This information and
materisl is excluded from gutomatic downgrading or declassification,

more
(OVER)
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"(2) Group 2, Extremely sensitive information or material which
the head of the agency or his designses exempt, on an individual basis,
from automatic downgrading and declassification,

"(3) Group 3, Information or material which warrants some
dagree of clansification for.an indefinite period, Such information or
material shall bacome automatically downgraded at 12-year intervals
until the lowest classification is reached, but shall not becomse
automatically declassified,

"(4) Group 4. Information or material which does not qualify
for, or is not assigned to, one of the first three groups, Such
information or material shall become autornatitally downgraded at
three-year intervals until the lowest classification is reached, and
shall be tutomatically declassified twelve years after date of issuance,

"To the fullest extent practicable, the classifying authority shall
indicate on the information or material at the time of original

. Classification if it can be downgraded or declassified at an earlier

date, or if it can be downgraded or declassified after a specified

event, or upon the removal of classified attachments or enclosures.

The heads, or their designees, of departments and agencies in posses-
#slon of defense information or material classified pursuant to this
order, but not bearing markings for automatic downgrading or declasei-
fication, are hereby authorized to mark or de signate for automatic
downgrldlng or declassification such information or material in
a’ccordnncvc with tke rules or regulations established by the depart-
ment or agency that originally classified such information or

material, "

"(e) Information or Material Transmitted by Electrical Mesans.
The downgrading or deciassification of claseified information or material
transmitted by electrical means shali be accomplished in accordance
with the procedures described above unless specifically prohibited by
the originating department or agency, Unclassified information or ma-
terial which {s transmitted in encrypted form shall be safeguarded
and handled in accordance with the 1egulations of the originating
department or agency, " ’

"(g) Upgrading. If the recipient of unclessified information or
material believes that it should be classified, or if the recipient of
classified information or material believes that its classification is
not sufficiently protective, it shall be safeguarded {n accordance with
the classification deemed appropriate and a request made to the
reviewing official, who may classify the information or material or
upgrade the classification after obtaining the consent of the appropriate
classifying authority. The date of this action shall constitute a new
date of origin insofar as the downgrading or declassification schedule

~ {paragraph (a) above) is concerned, "

..(h) agn'jmgm;mg_Apnc!u Which Do Not Have Authority for_
%{F&n_l lgjﬂcu.goF, The provisions of this section relating to the

clpssification of defense information or material shall apply to.
depsrtments or agencies which do not, under the terms of this order,
have authority for original classification of information or material,

but which hw‘q'fo:jmu;ly classified information or material pursuant
to Executive Order No, 10290 of September 24, 1981, "

more

1]
Approved For Release 2005/11/28 : CIA-RDP82M00097R000300070008-4




“a
»

Approved For Release 2008{,1/28 : CIA-RDP82M00097R000300070w-4

"

(1) Notification of Change in Classification. In all cases ia which
action is taken By the-r'evtedng'? icial ta downgrade or declassify
earlier than called for by the sutomatic downgrading-declassification
stamp, the reviewing official shall promptly notify all addressees to
whom the information or mataerial was originally transmitted. Recipients
of original information or material, upon receipt of notification of changs
in classification, shall notify addregsees to whom they have transmitted
the classified information or materiai, ' -

2. Section 8 is amended--
(A) By addiqg & new paragraph (a) thereto, as follows:

"(a) Downgrading-Declassification Markinge, At the time of origi-
nation, all classified information or materhf shall be marked to indicate
the downgrading-declassification schedule to be followed in acgordance
with paragraph (a) of section 4 of this order."

(B) By relettering the present paragraphs (a) through (i) as (b)
through (j), ralpgcﬁvely. .

3. Section 6 is amended--

(A) By deleting from the second sentence of the first paragraph the
words ''physical or mechanical," . .

(B) By deleting paragraphs (a) and (b) and by inserting in lieu
thereof the following: v

"{a) Storage of Top Secret Information and Material, As s minimum,
Top Secrat de enoﬁﬂ&%maonm—;ﬁu Do stored in a safe or
safe-typo steel file container having a threa-position dial-type combination
lock, and being of such weight, size, construction, or installation as to
minimize the possibility of unauthorized access to, or the physical theft
of, such information and material. The head of a department or agency
may approve other storage facilities which afford equal protection, such
as an alarmed area, a vault, a vaultitype room, or an ares under con-
tinuous suxveillance, . v "

"(b). Sto::;‘c of Secret and Confidential Information and Material,

As a minimum, e'a-ot and Confldentlal defense Information and material

may be stored in a'manner authorized for Top Secret information and
material, or in steel file cabinets equipped with steel lockbar and a
changeable three-combination dial-type padlock or in other storage facili.
ties which sfford equal protection and which are authorized by the head

of the department or agency.

(c) Storage or Protection Egullgment. Whenever new security
storage oquipment'rl procurez, t shouid, to the maximum extent practi-
.cable, be of the type designated as se~urity filing cabinets on the Faderal
Supply Scheduie of the General Services Administration." ,

(C) By rolettérlng the pnrigrlf:hl {¢) through (g) as (d) through (h),
respectively. ‘ .
4, Paragraphs (c) and (d) of ssction B are amended to read as
follows: ‘
more
(OVER)
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'"{c) Transmitting Secret Information and Material, Jecret informa-
tion and material lEﬂ be tranamitted within and between the forty-eight
contiguous States and the District of Columbia, or wholly within Alaska,
Hawaif, thé Commonwealth of Pusrto Rico, or a United 3tates possession,
by one of the means established for Top 3ecret information and material,

by authorimd courier, by United States registersd mail, or by the use of
protective services provided by commercial carriers, air or suriace,
under such conditions as may be prescribed by the head of the department
or agency concerned, Secret information and material may be transmitted
outside thoss areas by one of the means established for Top Secret informa-
tion and material, by commanders or masters of vessels of United 3tates
registry, or by the United States registered mail through Army, Navy, Alr
Force, or United States civil postal facilities; provided that the information
or material does not at any time pass out of United States Goveroment
control and does not pass through a foreign postal system. For the purposes
of this section registerad mail in the custody of a transporting agency of
the United States Post Office is considered within United States Goverament
control unless the transporting agent is foreign controlled or operated,
3ecret information and material may, however, be transmitted between
United States Government or Canadian Government installations, or both,
in the forty-eight contiguous States, the District of Golumbia, Alaska, and
Canada by United States and Canadian registered mailiwithregistered mail

! communications circuits in sccordance with regulations promulgated for
such purpose by the Secretary of Defense. : ‘

"(d) Transmitting Confidential Information and Material, Confidential
information and materisl shall be transmitted within the forty-aight con-
tiguous 3tates and the District of Columbia, or wholly within Alaska, Hawaii,
the Commonwsalth of Puerto Rico, or a United States possession, by one

of the means established for higher classifications, or by certified or
{izst-class mail, Outside those azeas Confidential information and material
shall be transmitted in the same manner as authorised for higher classifica-

tions,"

8, Bection 13 is amended to read as {ollows:

. "Sec, 13. '&g%iriggg Dats, ' Material Formerly Designated as .
Iaf.ﬁﬂﬁ.d“ mmunécu:onm —and Crypt oluehz.
8) Nothing s order s supersede any requirements made by oz

under the Atomic Energy Act of August 30, 1954, as amended, 'Restricted

Data,' and material {ormerly designated as 'Restricted Data,' shall be
o handled, protected, classified, downgraded, and declassitied in conformity

with the provisions of the Atomic Energy Act of 1984, as amended, and the
regulstions of the Atomic Energy Commission,

T Tatey 'Ngtﬂi:ilifiﬂi order shall prohibit any special requirements
et éﬁl qrigiuating agency or other appropriate authority may impose a»
-to Gpmmunications intelligence, cryptography, and matters related thersto,

6. A naw sdction 19 ﬂujldod reading as lo__?l'lowl:w )

zimd Disclosure by Government Personnel., The

and agency rected to e prompt and stringent
 against any officer or employes of the United States,

ment, determinsd to have been knowingly responsible
closure of classified defense information or material
uthorised by this order, snd where a violation of
be iavolved, to refer promptly to the Department of

, 25;:- renumbered as sections 20 and 21,

o JOHN . KENNEDY
YamRelease 2005/11/28 : CIA-RDP82M00097R000300070008-4
r 20, 1961,

L

receipt. Jscret information and material may also be transmitted over ‘1\

o
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IMMEDIATE RELEASE SEPTEMBER 20, 1961

OFFICE OF THE WHITE HOUSE PRESS SECRETARY

THE WHITE HOUSE

EXECUTIVE ORDER
]07¢Y

AMENDMENT OF EXECUTIVE ORDER NO, 10501, ENTITLED
"SAFEGUARDING OFFICIAL INFORMATION IN THE
INTERESTS OF THE DEFENSE OF THE UNITED STATES"

By virtue of the authority vested in me by the Constitution and
statutes of the United States, and deeming such action necessary in the
best interest of the national security, it is ordered that Executive Order
No, 10501 of November 5, 1953, as amended, be, and it is hereby,
further amended as follows:

1. Section 4 is amended-~
{A) By substituting for the first paragraph thereof the following:

"Sec, 4, Declassification, Downsradin , OF llgg_gading. When
classified information o material no longer requires its present level
of protection in the defense interest, it shall be downgraded or declassified
in order to preserve the effectiveness and integrity of the classification
systemn and to eliminate classifications of information or material which
no longer require classification protection, Heads of departments or
agencies originating clpssified information or material shzll designate
perscns to be responsible for continuing review of such classified
information or material on a document-by~document, category, project,
program, or other systematic basis, for the purpose of declassifying or
downgrading whenever national defense considerations permit, and for
receiving requests for such review from all sources, However, Restricted
Data and material formerly designated as Restricted Data shall be handled
only in accordance with subparagraph 4 (a) (1) below and section 13 of this
order, The following special rules shall be observed with respect to
changes of classification of defense information or material, including
information or material heretofore classified:"

(B) By deleting paragraphs (a), (e), (g), (b}, and (i) and inserting in
lieu thereof the following:

'(a) Automatic Changes. In order to insure uniform procedures for
autogaatic changes, heads of departments and agencies having authority
for ariginal classification of information or material, as set forth in
section 2, shall categorize such classified information or material into
the follewing groups:

"(1) Group 1. Informgtion or material originated by foreign governments
or international organizatiens and over which the United States Government
hes no jurisdiction, information or material provided for by statutes such
as the Atomic Energy Act, and information or material requiring special
handling, such as intelligence and cryptography. This information and
material is excluded from gutomatic downgrading or declassification.

more ,
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"(2) Group 2. ‘Extremely sensitive informaﬁon or material which
the head of the agency or hisg degignees exempt, on an individual basis,
from automatic downgrading and declassification,

"{3} Group 3. Information or material which warrants some
degree of classification for an indefinite period, Such information or
mafterial shall bacome automatically downgraded at 12-year intervals
until the lowest classification is reached, but shall not becomse
automatically declassified,

"(4) Group 4, Information or material which does not qualify
for, or is not assigned to, one of the first three groups. Such
information or material shall become a.utomati%:ally downgraded at
three-year intervals until the lowest classification is reached, and
ghall be automatically declassified twelve vears after date of issuance.

"To the fullest extent practicable, the classifying authority shall
indicate on the information or material at the time of original
classification if it can be downgraded or declassified at an earlier
date, or if it can be downgraded or declassified after a specified
event, or upon the removal of classified attachments or enclosures,
The heads, or their designees, of departments and agencies in posses-
sion of defense information or material classified pursuant to this
order, but not bearing markings for automatic downgrading or declassgi-
fication, are hereby authorized to mark or designate for automatic
downgrading or declassification such information or material in
accordance with tke rules or regulations established by the depart-
ment or agency that originally classified such information or

material, "

"{e) Infoirmation or Material Transmitted by Electrical Means.,
The downgrading or declassification of classified information or material
transmitted by electrical means shall be accomplished in accordance
with the procedures described above unless specifically prohibited by
the originating department or agency. Unclassified information or ma-
terial which is transmitted in encrypted form shall be safeguarded
and handled in accordance with the vegulations of the originating
department or agency, " i

"{g) Upgrading. If the recipient of unclassified information or
material believes that it should be classified, or if the recipient of
classified information or material believes that its classification is
not sufficiently protective, it shall be safeguarded in accordance with
the classification deemed appropriate and a request made to the
reviewing official, who may classify the information or material or
upgrade the classification after obtaining the consent of the appropriate
classifying authority. The date of this action shall constitute a new
date of origin insofar as the downgrading or declassification schedule
{paragraph (a) above) is concerned, "

"(h) Departments and Agencies Which Do Not Have Authority for
Original Calssification, The provisions of this section relating to the
declassification of defense information or material shall apply to
departments or agencies which do not, under the terms of this order,
have authority for original classification of information or material,
but which have formerly classified information or material pursuant
to Executive Order No, 10290 of September 24, 1951,"

more
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"(i) Notxfxcatmn of Crange in Classification, In all cases in which
action is taken by the re reviewing offici * to downgrade or declassify
earlier than called for by the automatic downgrading-declassification
stamp, the reviewing official shall promptly notify all addressees to
whom the information or material was originally transmitted. Recipients
of original information or material, upon receipt of notification of change
in classification, shall notify addressees to whom they have transmittad
the classified information or material,"

2. Section 5 is amended--

(A) By adding a new paragraph (a) thereto,v as follows:

"(a) Downgrading-Declassification Markings, At the time of origi-~’
nation, all classified information or material shall be marked to indicate

the downgrading-declassification schedule to be followed in accordance
with paragraph (a) of section 4 of this order."

(B) By relettering the present paragraphs (a) through (i) as (b)
through (j), respectively,

3. BSection 6 is amended--~

(A) By deleting from the second sentence of the first paragraph the
words ''physical or mechanical, "

(B) By deleting paragraphs (a) and (b} and by inserting in lieu
therect the following:

"(a) Storage of of Top Secret Information and Material, As a minimum,
Top Secret defense information and material shall be stored in a safe or
safe-type steel file container having a three-position dial-type combination
lock, and being of such weight, size, construction, or installation as to
minimize the possibility of unauthorized access to, or the physical theft
of, such information and material. The head of a department or agency
may approve other storage facilities which afford equal protection, such
as an alarmed area, a vault, a vault-type room, or an area under con-
tinious surveillance.

"(b) Storage of Secret and Confidential Information and Material,
As a minimum, Secret and ‘Confidential defense mforma.twn and material
may be stored in a manner authorizeéd for Top Secret information and
material, or in steel file cabinets equipped with steel lockbar and a
changeable three-combination dial-type padlock or in other storage facili-
ties which afford equal protection and which are authorized by the head
of the department or agency,

"(c) Storage or Protection Equipment, Whenever new security
storage equipment is procured, it should, to the maximum extent practi-
cable, be of the type designated as security filing cabinets on the Federal
Supply Schedule of the General Services Administration,"

(C) By relettering the paragraphe (c) through {(g) as (d) through (h),
respectively.

4; Paragraphs {c) and {d) of section 8 are amended to read as
follows: ‘

more
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"(c) Transmitting Secret Information and Material. Secret informa-
tion and material shall be transmitted within and between the forty-eight
contiguous States and the District of Columbia, or wholly within Alaska,
Hawaii, the Commonwealth of Puerto Rico, or a United States possession,
by one of the means established for Top Secret information and material,
by authorized courier, by United States registered mail, or by the use of
protective services provided by commercial carriers, air or surface,
under such conditions as may be prescribed by the head of the department
or agency concerned, Secret information and material may be transmitted
outside those areas by one of the means established for Top Secret informa-
tion and material, by commanders or masters of vessels of United States
registry, or by the United States registered mail through Army, Navy, Air
Force, or United States civil postal facilities; provided that the information
or material does not at any time pass out of United States Government
control and does not pass through a foreign postal system, For the purposes
of this section registered mail in the custody of a transporting agency of
the United States Post Cffice is considered within United States Government
control unless the transporting agent is foreign controlled or operated.
Secret information and material may, however, be transmitted between
United States Government or Canadian Government installations, or both,
in the forty-eight contiguous States, the District of Columbia, Alaska, and
Canada by United States and Canadian registered mail-withregistered mail
receipt, Secret information and material may also be transmitted over
cominunications circuits in accordance with regulations promulgated for
such purpose by the Secretary of Defense,

""(d) Transmitting Confidential Information and Material, = Confidential
information and material shall be transmitted within the forty-eight con-
tiguous States and the District of Columbia, or wholly within Alaska, Hawaii,
the Commonwealth of Puerto Rico, or a United States possession, by one
of the means established for higher classifications, or by certified or
first-class mail. Outside those areas Confidential information and material
shall be transmitted in the same manner as authorized for higher classifica-
tions, "

5. Section 13 is amended to read as follows:

'"Sec, 13, 'Restricted Data,' Material Formerly Designated as

'‘Restricted Data,' Communications Intellig ence and Cryptography,

{a) Nothing in this order shall supersede any requirements made by or
under the Atomic Energy Act of August 30, 1954, as amended. 'Restricted
Data,' and material formezrly designated as 'Restricted Data, ' shall be
handled, protected, classified, downgraded, and declassified in conformity
with the provisions of the Atomic Energy Act of 1954, as amended, and the
regulations of the Atomic Energy Commission.

"(b) Nothing in this order shall prohibit any special requirements
that the originating agency or other appropriate authority may impose as
to communications intelligence, cryptography, and matters related thereto,'

6. A new section 19 is added reading as follows:

"Sec, 19, Unauthorized Disclosure by Government Personnel. The
head of each department and agency is directed to take prompt and stringent
administrative action against any officer or employee of the United States,
at any level of employment, determined to have been knowingly responsible
for any release or disclosure of classified defense information or material
except in the manner authorized by this order, and where a violation of
c¢riminal statutes may be involved, to refer promptly to the Department of
Justice any such case,’

7. Sections 19 and 20 are renumbered as sections 20 and 21,
respectively,

JOHN F. KENNEDY

THE WHXEE'OIGQGLP&;ReIease 2005/11/28 : CIA-RDP82M00097R000300070008-4
September 20, 1961, B
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Title 3—THE PRESIDENT

Executive Order 10869

AMENDMENT OF CIVIL SERVICE RULE
I, AS PRESCRIBED BY EXECUTIVE
ORDER NO. 10577 ' OF NOVEMBEK
22, 1954

WHEREAS the appointment of post-
masters to fourth-class post offices is con-
trolied in part by regulations approved
by the President on November 25, 1912, as
amended by Executive Orders No. 1778
of Muy 7, 1913, No. 4124 of January 12
1925, No. 8769 of August 14. 1946, No.
10017 of November 10, 1948, and No.
10337 of Aprii 3, 1952; and

WHEREAS 1t is in the interest of efi-
clency of operation that the regulations
soverning the appointment of post-
masters of the fourth class be revised

. and incorporated into the Civil Service
Rules as hereinafter set forth:
- NOW, THEREFORE, by virtue of the
authority vested in me by section 1753 of
the Revised Statutes (5 U.S.C. 631), by
the Clvil Service Act of January 16, 1883
132 8tat. 403), and by section 301 of title
3 of the United States Code,®it ts or-
dered a3 follows:

SectioN 1. 8ection 2.1 of Civil Service
Rule II, as prescribed by Executive Or-
der No. 10577 of November 22, 1954, is
hereby amended by adding thereto s new
subsection (¢) reading as follows:

“(c) Whenever the Civil Service Cou~
mission (1) is unable to certify a suffi-
clent number of names to permit the ap-
pointing officer to consider three eligibles
for appointment to a fourth-class post-
master. position In accordance with the
regular procedure, or (2) finds that a
parilculsr rate of compensation for

138 PR, 7521; 3 CFR. 1954 Supp.. p. 84,

Approved For Release 2005/11/28 :

fourte -class postmaster positions 15 too
O e warrant cegular competitive ex-
aminiations for such pos:tions, 14 may
authoriZze appointment Lo wny such post-
i« or posilions In accordance with
stich procedure as may be prescribed by
the Cominission. Persons appointed un-
der this subsccl:on may alquile cum-
petitive stafizs subject to snlistaclory
completion of o probationary perod
preseribed by the Commission ™

Sec. 2. The foliowing -destgnated Ex-
ecutive orders and regulations are hereby
revoked: Executive Order No. 982 of No-
vember 30, 1908, Executive Order No.
1624 of October 15, 1912 the regulations
approved by thic President on Novemnber
25, 1812, goverming the appointment of
postmasters ¢f the fourth class; Execu-
tive Order Nce. 1776 of May 7. 1813 Ex-
ecnutlve Order No. 1778 of May 7, 1913,
Executive Order No. 2119 of January 12,
1915, Executive Order No 4124 f Janu-
ary 12, 1925; and Executive Order No.
10337 of April 3, 1952

WIGHT D. EISENHOWEK

THE WHITE HOUSE
March 9, 1960.

(FR Do g0-23200 PFlled. Mar v, 1960:
980 pan
mwfms«diﬁ%@a@wﬁ}fﬁmﬂﬁ‘mﬂdmm,

[DEPARTMENTS AND AGENCIES SUB-
JECT 1O THE LIMITATIONS SPECI-
FIED IN SECTION 2 OF £.0. 105011

Memorandum for the Heads of AU
Depariments and Agencies o) the
Government

My memorandum of November 5, 1853,
relating 1o Execcutive Order No. 10601 of
November 5, 1953, as supplemented by
my memorandum of May 7. 1959, is fur-
ther supplemented as foilows;

A R AR f.g.,ﬁi

P Memorandum of March 9, 1960

1. The provisiomns of sect:on 2 of Execu-
tive Order No. 195321 of Novembe: 5 18532
are horeby madce applicable fta thinse |
agencies of the ¢xecutive Lrainch  arg i
thell constittent ageucies, estaulishec
after November 5, 1952, and Hsted here-
after m thus paragrapl s and the sagencies
50 lsted and their cousditucnt agenc: -
are hereby destegnated te have aatbords
for original classificatior of informatio:
and materiul in accordance with the pro
visions of subsection «¢) 0! that section
effective as of the respective dates o
which such agencies were estabiistic:d?

Counci! on Forewn Economic Pol - s

Development Loar Fund

Federal Aviation Ageney

Federal Radiat:on Cao

National Aeronaulics and Syuaoe Ad-
ministratior.

Naticnal Acronautics and  =spaoe
Council

Office of Civil and Defense Mobii,:
tion

President's Board of Consultants o
Forelgn Intelligencs Activities
2. All agenctes of the executive branch
which have been established afier Noo
vember 5. 1953 ‘except those named 1
paragraph 1}, and all such agencies
which mav be established hereafter. <hall
be deetned not to have authorily for orie.
inal classtfication of information o+ ms
terial under the provisions of sectior
of Executive Oider No, 10501, except as
such authority may be specifically con-
ferred upon such ageneles,

3. This memorandum shall bt Bub-
lished In the PEDERAL Stem, ¥
RNy w9283 .
DwicHt D EEsEndwmr -
THE WHITE HOUsE, ) ’
March 3, 1968 - -
JFR Doc. 60-3319; Fiead Mar yE C1seg
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" Title 3—THE PRESIDERT 4
Executive Qrder 10901

AMENDMENT OF EXECUTIVE ORDER
NO. 10501, RELATING TG SAFE-
GUARDING OFFICIAL INFORMA-
TION IN THE INTERESTS OF THE
DEFENSE OF THE UNITED STATES

By virtue of the authority vested in me
by the Constitution and statutes of the
United States, and us President of the
United States, and deeming :such action
necessary In the best interest of the na-
tonal security, it is ordercd us {ollows:

SECTION 1. Section 2 of Executive Or-
der No. 10501 of Novetber 5. 1953, 1s
amended to read as follows:

“Bec. 2. Limitation of authority to
classify. The authority to classify de-
fense information or material under this
order shall be limited in the depart-
ments, agencies, and other units of the
executiye branch as hereinafter specified.

“(a) In the following departments
‘agencles, and Governmental units, hav-
ing primary responsibility for matters
pertalning to national defense, the au-
thorily for original classification of in-
formation or material under this order
may be exercised by the head of the de-
rartment, agency, or Governmental unit
cancerned or by such responsible officers
or euployees as he, or his representative,
nray designate for that purpose. The
-delegationr of such authority to classify
shall be limited us severely as is con-
sistent with the orderly and expeditious
transaction of Qovernment business.

The Whits House Office

President's Science Advisory Comimnittee

Bureau of the Budget

Council of Economic Advisers

Mational Security Counctl

Guerations Coordinating Board

Central Intelligence Agency

Office of O1vil and Defense Mobilization

Depertment of State

Tnternational Cooperation Admindstration

Department of the Treasury

Department of Defense

Department of the Army

Department of the Navy

Department of the Alr Porce

Department of Justice

Departiment of Commerce

Department of Labor

Atomic Energy Commission

Canal Zone Government

Council on Foreign Economic Policy

Development Loan Pund

Federal Aviatton Agency

Pederul Communleations Commission

Pederal Radlation Council

General Services Administration

Interstate Commerce Commission

Nattonal Aeronautics and Space Administra-
tion

National Aeronautics and Space Council

President’s Board ¢f Consultants on Foy eign
Inteliigence Activities :

'S CPR, 1940-1933 Comp.. p. §79; 18 PR,

£l

se 20

entia

TVnited staces M

Ty tes

SREVLOC Ol et
Srares Lohat o e

the {ollownhn  epariraonis
and Governmerntat
BUL [OL pravars o
K pertalning 1o
the aut.onty tor
Glantormation e
thiv gvder shall be exs
tedd of e departmens
eramental anin withios:

Loy, O oy~

tinteatay

Post Offlce Dejmrtrent
Departme:nt of the [
Beparunentof Agry
Leparient of YHeo
inre
Chil Arronuities
Federal P . n
Governrien:t Patonts Boaqud
Natlonal Seoence Fourastion
Panama Coud Comuian
Renegothistion Board
Smal! Bustitess Adnnninu, jon
Subversive Activities Coltto, Heord
Tenznessee Vulley authortity

ey Any agency or unit of the execu-
tive branch not named herein wund any
such agency or umt which mav be ea-
tablished hereafter, <shall be deemed not
to tiave authority for vriginal classifica-
tion of information or material under
this order, except as such authior ity mav
be apecifically ronferred UEON any such
ARy O onnit percglter)”

SEC 20 My memoranda of Novemiaer 5,
1853 and May 71959 24 P It 377 and
ey anemorandum of Nareh 4 'pgo 05

FHO20T2 are hereny revoked
DWIGHT I} EISENHOWEN
THE WHITE HOUSE,
January 9, 1967
iFR Doc 61 279 Pued  Jia il 1961
¥ 53 am

Executive Order 10902

PROVIDING FOR THE ISSUANCE OF
EMERGENCY PREPAREDNESS OR-
DERS BY THE DIRECTOR OF THE
OFFICE OF CIVIL AND DEFENSE
MOBILIZATION

By virtue of the authority vested in me
by the provisions of Reorganization Plan
No. 1 of 1858 (72 Stat. 1799 , the Defense
Production Act of 1950. as amended (50
U.8.C. App. 2061 et seq.’ ., und section 301
of title 3 of the United States Code, anc
as President of the United States, ir is
hereby ordered as follows:

SECTION 1. In connection with carry-
ing out the functions delegated or other-
wise assipned to him by the provisions of
Executive Order Ne. 10773 of July 1, 1958,
ag amended hy Executive Qrder MNo
10782 of Sepiember 6, 1958, or by the
wrovisions  of other orders thereby
amended, the Director of the Office of
Civil and Defense Mobilization shall es-
tablish 2 serles of civil-defense and de-
fense-mobilization plaining asslgnments

&l 1121 : -RDP82M00097R000300070008-4

ocuments

as Diagt 2l e
anéd o3 shall be s

L devenpmoig

e lrnse-mos SR I
i LN . Té N
x Yooy '
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G e . .
SECL L D Lcanl e g (DRI

and agenc. a
defense-tne g o
hiectm
fenee Ny

deve
tere refe; s
rection and e
the Divecun
Defense Mohy

SEC. §. NOUnne e opdoe, oo
National Plan Qo0 Ol Detelae wred
fense Mobilization shal! be coutisture o
conferring authiority W put it
any plan. procedu~, polj Y, O
CHEEY POUrse o ac!iGn preper v -
veloped pursusnt o this orde:
National Plan

=

LhwicHs 13 Emsewpoow

THLWHITE Hil UsE,

Jauta. . 9. 196! .
HIE & how Honn0,  saed, Iz larind
B8 m)
Executive C-deg, 10903
DELEGATING AUTHGRITY THE
PRESIDENT viTH “T5PEC - REC
ULATIONS RELATING Y7 CERT
ALLOWANCES AX. ) B. 2FI¥ D
GOVERNME T FERSD NEL ON

OVERSEAS LUTY

By virtue of the amthe ity 2est.  »
me vy section 301 of title . of .- Un
States Code, sevtior 308 of ti: Fove,
Service Act of 1946 122 U.A.C. 84u
VATIOUS provimuns of lav ~tted iu
body of this order, srd as frescen! o
the United States, it i+ hereby orderw
follows: )

SECTION 1. The Secretary of Bi.te .
hereby designated and empowrres
perform the followis - -desoribe 4 ian -
tions without the approval, ratific -rio.
or ather action of the Preswden,

“ar The anthciity vested tn o - 1, o
dent by section 111630 of { e o erne
Diffierenuals and  Allowany vs  Ag LA
Star Tty preseribe ce, latior. G-
tning the cern vemple set

b Tle autl wity vestod in e v
dent by Title I of the ™ . sep
Diflferentials ang Al swsnces Ac. .o JEHE
scribe reguiation: ., includi-, the Tegu: =~
tions referred to in secd .. 202, 208, ¢
2214/ B:  of that .t (g cer.ams
respectively, «1: cert’ ., wals: of r

107
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Tﬁa 3—- S
Executivc »..s':;‘qr NTEe
AMENDMEN" OF EXECUTIVE ORDGER
NO. 10501 % OF -NOVEMBER 5,
1953, RELATING TO SAFEGUARD.-

" ING OFFICIAL INFORMATION IN

THE INTERESYS OF THE DEFENSE OF
THE UNITED STATES

By virtue of the authority vested in me
by the Constitution and statutes of the
United States, and as President of the
United States, and deeming such action
necessary in the best interests of the
nationsl security, it is hereby ordered as
follows:

Executive Order No. 10501 of Novem-
ber 5, 1998, relating to safeguarding ol -
cial information in the interests of the
defense of the United States. is hereby
amended as follows:

1. Section 4 is amended by adding a
new subparagraph at the end therecof, as
follows.

“(1) Departments and agencies which
do not have authority for original clas-
sification. The provisions of this section
relating to the declassification of defense
material shall apply to departments or
sgencies which do not, under the terms
of this order, have authority for original
classification of material, but which have
formerly classified material pursuant to
Exescutive Order No. 10280 of September
24, 1951

2. Section 15 s amended by adding a
new subparagraph at the end thereof, as
follows:

“Iistoréical Research. As an excep-
tion to the standard for access prescribed
in the first sentence of section 7, but
subject to all other provisions of this
order, the head of an agency may permit
persons outside the executive branch
performing functions in connection with
historical research projccts to have ac-
cess to clagsified defenss information
originated within his agency if he deter-
mines that: (a) access to the informa-

t18 F.R. 7049; 3 CFR, 1948-1953 Comp,, p.
279. :

Approved For Release 2005/11/28 : CIA-RDP82M00097R000300070008-4

e e e ettt e Ayt

4 (on will e claanly consistent w ;b the in-
terefls of faTienAl defense. and (b) the
pcuoﬂ 4o be @radted sccess i8 trust-
vorthy FroviDED: that the head of the
agency sunll take sappropriate steps to
azsure that classified information is not
published or otherwise compromised.”

3. The first sentence of subparagraph
(d) of section 8 is amended to read as
follows:

“Confdential defense material shall be
transmitted within the continental
United States by one of the mcans estab-
lished for bigher classifications, by reg-
ir*ered, certifted or first-ciass mall, or
by express or freight under such condi-
tions as muy be prescribed by the head of
the department or agency concerged.”

DwigHT D. EISENHOWZR

Tre WHITE HOUSE,
May 7. 1859.

(F.iU Doc 594018 Fiied, May 8 1959
2:35 p.un.}

Memorandum of May 7, 1959

[(DEPARTMENTS AND AGENCIES SUB-
JECT TO THE LIMITATIONS SPEC!-
FIED IN SECTION 2 OF £.0. 10501}

Memorandum for the Heads of All De-
pariments and Agencies of the Gov-
ernment

My memoranduin to you of MNevember
5, 1953, relating to Executive Order Np.

10501 of the same date is supplemented

by adding to the enumeration of depaxrts
ments and agencies under the heading
“QOriginal Classification Authority Elimi~
nated” the following agencies:

2¢. Farm Credit Admintstration

30. Federal Coal Mine Safety Board of
Review
DwigHT D. EISENHOWER

THE WHITE HOUSE,
May 7, 1959,

Norz: The text of the memorandum of
November 5, 1953, is set forth below.

(Continued on p. 3778)
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]
connection with combat or combat-related operations as the Secretary of Defense

- mnay by regulations prescribe,

Section 15. EXCEPTIONAL CASES

When, in an exceptional case, a person or agencCy not authorized to classify
defense information originates information which is believed to require classifica-
tion, such person or agency shall protect thatinformation in the manner prescribed
by this order for that category of classified defense information into which it is
believed to fall, and shall transmit the information forthwith, under appropriate
safeguards, to the department, agency, or person having both the authority to classify
information and a direct official interest in the information (preferably, that de-
partment, agency, or person to which the information would be transmitted in the
ordinary course of business), with a request that such department, agency, or person
classify the information.

Section 16. REVIEW TO INSURE THAT INFORMATION IS NOT IMPROPERLY
: . WITHHELD HEREUNDER

The President shall designate a member of his staff who shall receive, consider,
and take action upon, suggestions or complaints from non-Governmental sources
relating to the operation of this order, .

Section 17. REVIEW TO INSURE SAFEGUARDING OF CLASSIFIED DEFENSE
INFORMATION

The National Security Council shall conduct a continuing review of the imple-
mentation of this order to insure that classified defense information is properly
safeguarded, in conformity herewith,

Section 18. REVIEW WITHIN DEPARTMENTS AND AGENCIES

The head of each department and agency shall designate a member or raembers
of his staff who shall conduct a continuing review of the implementation of this order
within the department or agency concerned to insure that no information is withheld
hereunder which the people of the United States have a right to know, and to insure
that classified defense information is properly safeguarded in conformity herewith.

Section 19. REVOCATION OF EXECUTIVE ORDER NO. 10290

Executive Order No. 10290 of September 24, 1951 is revoked as of the effective
date of this order. "

Section 20, EFFECTIVE DATE
This order shall become effective on December 15, 1953,

DWIGHT D. EISENHOWER

THE WHITE HOUSE, , o

November 5, 1953,

9 ) z-arsee
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- Section 9.  DISPOSAL AND DESTRUCTION -~ + .~ . +'. .

2 i . s . i 2§ A A T & A E N

Documentary record material made or received by a departmens or agency in~

connection with transaction of public business and preserved as evidence of-the or- =
ganization, functions, policies, operations, decisions, procedures or other activities °
of any department or agency of the Government, or because of the informational
value of the data contained therein, may be destroyed only in accordance with the
act of July 7, 1943, c, 192, 57 Stat,-380, as amended, ‘44'U.8,C. 366-380. Nonsrecord
classified material, consisting of extra copies- and duplicates including: shorthand
notes, preliminary drafts, used carbon paper, and ofier material of sirvilar:tem-
porary nature, may be destroyed, under procedures established by the head of the
department or agency which meet the following requirements; as soon as it has
‘erv.d ‘t, purpo‘ag : P T Coag TRt ML i E e FIE L

[

VI o eesdl ow BusTaooy saednte ety
~ - {a) Methods of Destruction: Classified defensd material shall be destroyed
' by:burning inthe presence of an appropriateofficial oy by other methods author-
" ized by the head -of an agency provided-the' resulting destruction ds:equally
".’ Lebmplete, : : : A T B R R S T T

- . P I oot s fls le tud G, y
(b) Records of Deatruction:'lAppropmu'cdnntibﬂltyicéordt{nuimined =
in the department or agency shall reflect the destruction of clasgified defense

material, ERREAN: B SIS TPeE TS N
. .. T YD sOmsalaagbatenlly ed (e Posastmin
“ewe o0 Section 10,  ORIENTATION AND INBPRCTION - .:frn1tis
‘ ey R R T T B R O P LI

To promote the basic purposes of this order, heads of those .departments and
agencies originating or handling classified defende information shall: designate ex-
perienced persone to coordinate and supervige ‘the ‘activities applitable to their de-
partments or agencies under this order. Persons so'designated: shall maintain active
training and orientation programs for employees concerned with classified defense
information to impress each such employee with his individual responsibility for e
exercising vigilance and care in complying with the provisions of this order, Such -
persons shall be authorized on behalf of the heads . of the departments ‘and ¥gencies G
to establish adequate and active inspection progratns so.the end thit the provisions

. of this order are administered effectively; - '» -+ c:otume Lo Latomigry v o B

.. [T $0 - .t IR R L R T S U T f G N Efﬂir'f‘ﬁﬁ‘a‘:‘* ey
Section 11. INTERPRETATION OF REGULATIONSBY THE'AWEY&GENERAL
i . T S G AT AT SEY TR AP S s S DAY S
-The Attorney General, u;;cm request”of the head 6f a.department 6r agency or
his !duly~designated representative,shall personnally or through-authorized repre-
sentatives of the Department of Justice render an inte¥pretation of theswe regulations
‘in connection with any problems arisinglout’of their- stratiot), sl v
T T T T - Y N gl tas rl vroitglician:
vourgrasiy os ot cBection: 12, STATUTORY-REQUIREMENTS rarbineis rrg
TUTE Y merGILE L i o rere g 1t e g cedevtrioe ird sd vals VANT (84120501 in a5 o
7 ¥*: . Nothing:in this order shall be construed taauthorise thedigsemination, handling” -~
y or transmission of classified information contrary to the provisions of-any itatute,
3 -ection 13.-"RESTRICTED DATA" AS DEFINED :IN . THE -ATOMIC. ENERGY ACT
‘i‘ R R N N S - 2 729 S @ o L ad ad q*i‘#bﬁ'!f;ﬁ&(}“u SM"- _!;f:ﬂ;
3 wous Nothing “in this order ‘shall supersede any: requiréments nide by or dgdér the
T ‘Atomic: ' Energy Act’of:-August:1,:1946, as amended Restricted Data’’ as defined
: ‘by the said act whall:-be handled, protected, tlassilied, downg¥aded, and declussified
: -in conformity with the -provisions of ‘the sAtomic Enetgy Act of 1946, as amended, -
- and the regulations of the Atomic Energy Commission,’ Corw
; R B R L Y B P e Oy S T O it LR Ve [ S
! SBRASTOY O L - -, Bection:14,. COMBAT;OP“K st bk aole szt
B surLal 6 ¥R L L o s st o haed byl bavosl ennizalogey yd
- “= . The provisions -of thiy order with regard to-dissemination, transmisston, or
o safekeeping of classified defense information or material may:bg ‘somtodified in
8
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outside the receiving department or agency without the consent of the originating
department or agency. Documents and material containing defense information
which are classified Top Secret or Secret shall not be reproduced without the
consent of the originating department or agency. :

Section 8, TRANSMISSION

For transmission outside ofadepartmentor agency, classified defen&mmﬁrﬁl
of the three categories originated under the provisions of this order shall be. pre-
pared and transmitted as follows: L e

i

(a) Preparation for Transmission: Such material shall be enclosed in
opaque inner and outer covers. The inner cover shall be a gealed wrapper-or
envelope plainly marked with the assigned classificationand address. The outer
cover shall be secaled and addressed with no indication of the classification of
its contents. A receiptformshall be attached to or enclosed in the innér cover,
except that Confidential material shall require areceipt only if the sender deems
it necessary. The receipt form shallidentify the addressor, addressee, and the
document, but shall contain no classified information, It shall be signed by the
proper recipieat and returned to the sender. : .

(b) Transmitting Top Secret Material: The transmission of Top Secret
material shall be effected preferably by direct contact of officials concerned, or,
alternatively, by specifically designated personnel, by State Department diplo-
matic pouch, by a messenger-courier system especially created for that pur-
pose, or by electric means in encrypted form; or in the cage of information
transmitted by the Federal Bureau of Investigation, such means of transmission
may be used as are currently approved by the Director, Federal Bureau of In-
vestigation, unless express reservation to the contrary is made in exceptiona
cases by the originating agency. , , .

. > PP L T
. {c¢) Transmitting Secret Material: Secret material shall be transmitted
_ within the continental United States by one of the means established for Top
+ . Secret material, by an authorized courier, by United States-registered mail,
or by protected commercial express, air or surface. Secret.material may be
transmitted outside the continental limits of the United States by one of the -
means - established for Top Secret material, by commanders or masters of
vessels of United States registry, or by United States Post Office registered
mail through -Army, \Navy, or Air Force postal facilities, provided that the
_material does not at any time pass out of United States Government control and
does not pass through a foreign postal system. Secret.material may, however,
be transmitted between United States Government and/or Canadian Government
installations in continental United States, Canada, and Alaska by United States
and Canadian registered mail'with registered mall receipt. In an emergency, ' .
Secret material may also be transmitted over military communications circuits -
a.:i. in accordance with regulations promulgated for.such.purpose by the.Secxetary -
... of Defense. :ivo- o Tl W AR TV PRV ' : F

P
‘g P ,,«.{ SR IR ¥ oY 1%

“A Y U1(d)4 T ranswmiltting: | Confidential Material:ACorifidéntidl ‘defende’ materfal
shall be transmitted within the United States by one of the means established for

.- + higher classifications;, by registered mail, or by express or freight,under such
t- 1 Specific.conditions:as may be prescribed by the head of the.department or;agency -
»+ *-.conoerned. Outside the continental United States; Confidential defense material
-+ -shall;be transmitted inthe same mannex as authorized: for higher clasaifications.
. ey . Cotante Ny et T e b iR Saads Dagl

(e) Within an Agency: Preparationofclassified defense mteriil.!or trms'-'-

mission, and transmissionofit, withina departmentor-agency shall be governed - = -

by regulations, issued by the head of the department or agency, insuring a degree. . =

- . of- security-equivalent to that outlined above for transmission.outside a depart- '

RIS R Y SR P T IRRCII VY R Yt
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. whenever the combination has been subjected to compromise, and at least once
every year. Knowledge of combinations shall be limited to the minimum number -
of persons necessary for operating purposes, Records of combinations shall be
classified no lower than the highest category of classified defense material
authorized for storage in the safekeeping equipment concerned. i

(e) Custodian's Responsibilities: Custodians ofclasasified defense material
shall be responsible for providing the best possible protection and accountability
for such material at all times and particularly for securely locking clasaified
material in approved safekeeping equipment whenever it is not in use or under
. direct supervision of authorized employeaes, Custaodians shall follow procedures
which insure that unauthorized persons do not gainaccess to-classified defense :
.  information or material by sight or sound, and classified information shall not -
. be discussed with or in the presence of unauthorized persons. '
(f) Telephone Conversations: Defense information classified in the three
categories under the provisions of this order shallnot be revealed in telephone
conversations, except as may be authorized under section 8 hereof with respect
to the transmission of Secret and Confidential material over certain military
communications circuits. ’ - :

- ta PR 4 . JtEs et

HETEEN (g) Loss or Subjection to. Compromise: Anypersohninthe executive branch
* who has knowledge of the loss or possible subjection to compromise of claasified
- : defense information shall promptly report the circumstances to a designated C
official of his agency, and the latter shall take appropriate action forthwith, in- .
cluding advice to the originating department or agency. ' :

Section 7. ACCOUNTABILITY AND DIS‘S;AE.MINATION‘

. Knowledge or possession of classified defense information shall be permitted
only to persons whose official duties require suchaccess in the interest of promoting
national defense and only if they have been determined to be trustworthy. FProper
control of dissemination of classified defense information shallbe maintained at all
. times, including good accountability records of classified defense information docu- ¥ .
LI ments, and .severe limitation on the number of such documents originated as well as
‘ the number of copies thereof reproduced, The number of copies of classified defense
information documents shall be kept to & minimum to decrease the risk of compro-
mise of the information contained in such documents and the financial burden on the
Government in protecting such documents. The following special rules shall be ob-
= served in connection with accountability for and disseminationof defense information
or material:. R N T S

o

4

: (a) Accountability Procedures: Heads of departments and agencies shall -
i - prescribe such accountability procedures as are-necessaxy tocontrol effectively
' . the.dissemination of classified defense informatiom, with particularly:severe
i+ wcontrol’on material classified Top Secret under thisiorder,: Top Secret.Control , "
o+ ».Officers-shall be designated, as required, to receive, maintain accountability

i registers of,iand dispatch. Top Secret materiali s gmaa o wuw cundsisi Aol S

NF__-..____,H
S

Ak

&

. e PO ST aF% Al 1S
(b) Dissemination Outside the Executive Branch: Classified defense infor- |
.- = i:mation shall mot be disseminated outside the executive brarch except. under con-- .
..+ - ditionsand ‘through channels authorized.by the head of the disseminating .
., department or agency, even though:the personor agency.to which dissemination -
of such information is proposed to be made may hava:been solely or partly . -
responsible for its production. !

T R S TR

N L “hain oL mediin ] 1R o6 o R LR >' .’:E: :f".”;““,.'_:. + *(a.“;}_:"&';)c; ‘- i"’_“?_:i}:;:ﬂ"‘i ) i""’ T
b oo n{e): Information Ori ting in Another D ent or Agency: Expept as
3"_} ;- .~ otherwise provided by.section:102 of the National Security Act.of July 26,:1947,
Yol

ot g.-343,761 Stat, 498, as amended, 50 U.5.C. sec. 403,'classified defense informa-
<, :tiom.voriginating -in -another department or-agency shall not be disseminated /

6 | R
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-+

# {h)- Change or Removal of Classification: Whenever classified material

v virig - declassified, downgraded, or upgraded,.the material shall be marked or

‘ stampedin a prominent place to reflect the change in classification, the author-

" ity for the.action, the date of action, and the identity of the person or unit taking

the action. In addition, the old classification marking shall be cancelled and

the new classification (if any) substituted tnerefor. Automatic change in clas-

sification shall be indicated by the appropriate classifying authority through

marking or stamping in a prominent place to reflect information specified in
-.subsection 4.(a) hereof, : : :
DT ¥y . v B o " s

- & - . (i) “Material Furnished Persons not in the Executive. Branch of the Gove

- ernment:- When classified material affecting the national defense is furnished

:~ .authorized persons, in or out of Federal service, other than those in the ex-

ecutive branch, the following notation, in addition to the assigned classification

marking, shall whenever practicable be placed onthe material, on its container,

~oron the written notification of its assigned classification:

PR

_'*This material contains information affecting the national dgfé’nie of

., the United States within the meaning of the espionage laws, Title 18, 'U.5.C.,

' Secs. 793 and 794, the transmission or revelation of which in any manner
to an unauthorized person is prohibited hy law."* '

Use of alternative marking concerning **Restricted Data'’ as defined by the Atomic
Energy Act.is authorized when appropriate. I .o -

’ Section 6. CUSTODY AND SAFEKEEPING .

>y

, The possession or use of classified defense information or material shall be
limited to locations where facilities for secure storage or protection thereof are
available by means of whichunauthorizedpersons are prevented from gaining access
thereto. - Whenever such information or material is not under the personal super-
vision of its custodian, whether during or outside of working hours, the following
physical or mechanical means shall be taken to protect it: :. .

SRR SN . . : . . T U

*+ 1. (a) Storage:of Top Secret Material: Top Secret defense material shall be

' protected in’storage by the most secure facilities possible. Normally it will
<~ be stored in a safe or a safe-type steel file container having a three-position,
- dial-type, combination lock, and being of such weight, size, construction, or
installation as to minimize theipossibility of surreptitious entry, physical theft,
damage by fire, or tampering. The headof a department or agency may approve
other storage facilities for this material which offer comparable or better Pro-
tection, such as an alarmed area, a vault, a secure vault-type room, or an area
under close surveillance of an armed guard.

Gy s RRCRE SR o v . T : P "'}Agv‘.:{ S -“, )

:* '(b) Secret-and Confidential Material: These categoriesof defense material

+ - may be stored in & manner authorized for Top Secret material, or in metal file

-~ cabinets equipped:with .steel lockbar and an approved three combination dial-

" type 'padlock from which:the manufacturer's identification nhumbers have been

obliterated, or in comparably secure facilitias approved by the head ofithe de-
partment or agency. ' ' ,
R RIRTE RS P PR UL Y | :;‘f. R (T ".’,:f.‘.*"'l e

. {c)- Other Classified Material: Heads “of departments and agencies shall

I s %

~t-prescribe such protective facilities as may be necessary intheir.departments.

» - or agencies.for material originating under statutory provisions.requiring pro-
> tection-of certain information. - . ' RTINS ST ETIaL T, e ix
[ TR S LI e, S TR FORTE & o

. (d) Changes of Lock Combinations: Combinations on locks of vaaf‘ekeeplng
. = mequipmgnt :shall be “changed,' only by persons:having appropriite security

.77 iclearance, whengver such.equipment is placed inuse after procurement from .
- the 'manufacturer :or other sources,” wheneverra person knowing the combina-

.+ '"-tion -is"transferred from the .office to which the equipment is assigned, or

5
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who may downgrade or declassify the matorial after obtaining the cons ent of the
appropriate clasnfying authonty.

- Tila RV Tew ™ o 3T prpe
) 3

(g) Upgrading: If the recxp:cnt of unchsuﬁ&d muli‘l beheves tlnt if
should be c'i;osﬂxcd or if the recipient of classified material.believes that its
classification is not sufficiently protective, it shall be safeguardad in accord-
ance with the classification deemed appropriate end.a request made;to.the

"1 reviewing official, who may claseify the material.ox gm‘ the claasification

-

HELL L TR Ber ‘sl*b‘ e i
(h) Notification of Change in Classification: The reviewing official taking
-+ action to declassify, downgrade, or upgrade classified material shall noﬁfy All
i+ - addressees to whom the material was. ongxmlly trmm{&cdu o tha

- -,

Section 5. MARKING OF CLASSIFIED- uumma.‘.,

been made in accordance with the provuions of ‘this or"der ‘ihe cltlsiﬁed migerial

shall be marked as follows: =~~~ ."'_"';j.& o e

. securely fastened together, shall be concpicuouﬂy mnrked or -ta.mped on the
outside of the front cover, on the title page, on the ﬁrlt page, onthe back page
and on the outside of the back cover. In each case thé markinfi lhsll be applied
to the top and bottom of the page or cover. -

’t N ‘.: £
(b) - Unbound Document- The auigned defenle cluliﬁc&ﬁononubound
décuments, such as letters, memoranda, reports, telegrams, andother similar

gether, shall he conspicuously marked or stampedatthe: top and bottonx.of each

are clipped or stapled together. L 1O o (ghemreiA (6
. S ABETD VIE G Ry LR S I T
(c) Charts, Mapa, a.nd Dramng_i Classified charts;, maps, and drawings
...+ shall carry the defense classification marking under the legend, title block, or
»..oecale in such manner that it will be reproduced on-all.copies made therefrom.
¢3r- Such chuihcnuon shall also be marked at the top und bettom in each instance.

Tl B lioadtid e o e . . ek e Urrogite wal ,r irabe o3

,r ‘1d) Photographs, Films and’ Recordi 8% Chuﬂief’ h'bto aphs films,
o ';’ and tecora; Tl!k H

o ey
22 SIE I

L2 TR ALY S

o
-

3
1)

""" their containers, if pouible. or, if the article of“'"b fér dannot be marked,
“ “written notification of such’ chsjstﬁcation lhl!} "f: ﬁuiﬁ-hea ta recipi&nn

uch products or ubotancel. re = FotEd
. po C ' E 1“- 3maeigeidy ¥ R et u a5 bes.v
: *

5‘1" Boade s NIl Big, S Nrwog Xt *‘d IV INE S E e ST TV

(f) Reproductions: All copiel of repioducﬁmmlﬂhiliﬂed m&edﬂph;n

”

B

eI
§1

g

ENE I SRR L SR E S S S » . &"‘*'}1‘4 'y ballocanl g

Vil
2

yeritumarked or. sumpcd classified uniess it is £saential to.convey to a recipient
a.%;70f such materisl that u has been examined spscifically with a view to imposing

LG g

classification, S CL T LA R R A P 1
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{f). owngrading:, 1f ‘the racipient of clasgified niaterial jbeligvea that it -
has bcen classified too highly, he may make a request to the reviewing official -

‘after obtaining the consent of the appropriate chui(yin' suthority, v (fc) o T

After a determination of the proper defende classifivation 16 be aisigned has’

(a) Bound Dogu_r_gent!'_ The nuigned defenle c‘iaulﬁclﬁon onhboundﬁocu- &

' ments, such as books or pamphlets, the pages of which are permaneitly and -

documentl. the pages of which are not permanently and securely fastened to-

' page, in such manner that the marking will be clearly visible when the pages

s, and their contalners, sha conpplcu?ﬁlly lnd ipyroprhtely ‘
) marked with the auigned defen-e clauiﬁcnﬂon.i"" ‘ .
PR > rlg‘-')q,q’ﬁ‘; a s *",”"".V
|

be appropriatcly mnrked or lt&mped inthe same manner as the original thereof. '%"*‘-'

In vy G (g) Unclassified Materiah ~Normlly. mn-.m“a :npteriA! shall: not beﬂr -

%" ta:defense '‘classification and has been detdrminad: nnt to require m.ch

“(e) ‘Products or Substanceis; The uligned ﬁcﬁh’u ch‘s'siﬂdhﬁ’o’h afallbe
conlpicuomly marked on clags smed productl or sibgtat el, 1! Ptu sible,' and on

[3
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Section 4, DECLASSIFICATION DOWNGRADING, oa UPGRAD]NG

Heads of departments or agencies orig1nat1ng clau-iﬂedmater{al eha,ll deelgnate
persons to be responsible for continuing review of such classified material for the
purpose of declassifying or downgrading it whenever nationaldefense considerations
permit, and for receiving requests for such review from all -sources. Formal pro-
cedures shall be -established to provide specific means for prompt review.of clas-
sified material and its declassification or downgrading in order to preserve the
effectiveness and integrity of the classificationsystemandto eliminate accumulation
of classified material which no longer requires protection in the defense interest,
The following special rules shall be observed with reepect to changes of classifica-
tion of defense material:

R T.% SN AR i

(a) Automatic C!ungee- To the £ulle-t extent practicable, the classifying
authority shall indicate onthe material (except telegrams)at the time of original
classification that after a specified event or date, or upon removal of classified
enclosures, the material will be downgraded.or declassified:"

(b). Non-Automatic Changes: The persona designated to :eg:eive requests
, for review of classified material may downgrade or declassify such material
| when circumstances no longer warrantits retentioninita’original’ claseification
provided the consent of the appropriate classifying authority has been obtained.
The downgrading or declassification of extracts from or paraphrases of clas-
sified documents shall also require the consent of the appropriate classifying
authority unless the agency making such extracts knows positively that they
warrant a classification lower than that of the document from which extracted
or that they are not classified.

{c) Material Officially Transferred: In the ceee of muterul traneferred
by or pursuant to statute or Executive order from one department or agency to
‘another for the latter's use and ase part of its official files or property, as dis-
tinguished from transfers merely for purposes of storage, the receiving depart-
mernt or agency shall be deemed to be the classifying authority for 111 purposes
under: thie order. including declaniﬁcation and downgreding. .

(d) Material Not Officially Tranlferred" When any department or agency
has in its possessionany classificd material which has become five years old,
and it appears (1) that such material originated in an agency which has since
become defunct and whose files and other property have not been officially
transferred to another department or agency within the meaning of subsection
{c), above, or (2) that it is impoesible for the posséssing department or agency

to identify the originating agency, and(3) a review of the material indicates that

it ghould be downgraded or declassified, the said possessing department or
.agency shall have power to dech.nxfy or downgrnde such material, If it appears
“probable that another department or agency may have a lu'bauntiel inteérest in
whether the classification of any particular information should’'Be majintained,

.1the possessing department or agency shall nqt exercise the power conferred .’ R

. Jupop it by this subsection, ‘except with the consent of the other department or

.-agency, until thirty days after it has notified such o}her department or Qgency'l

of the nature of the material and of its intention to dfclelsify of’ downgrade :
same. During such thirty-day period the other depl{};nent or, ;gency may, if '
it so desires, express its objections to declassifying or downgriding the partic-

ular material, but the power to make the ultimate decision shall reoide in the

Lo

pol-eellng department or ugency. L A e :7gat s
’z‘”" T -t aptes. L TEnn vintNe e sl -
(e) Classified Telegreml. Such telegrams - -h.n not be referred to, ex- .
7 tracted from, paraphrased, downgraded, declassified; or disseminated, except
'1in- accordance - with special regulations isgued by the head of the originating

S L-department or agency. :Classified telegrams transmitted over: cryptographic,”"g“ -
v "1 gystems shall be handled in"dccordance with the regulations. offthe transmitting"“{' e

department or agency. IS R

! 3
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Section 2. LIMITATION OF AUTHORITY. TO CLASSIFY

The authority to classify defense informationor materialunder this order shall
be limited in the departments and agencies of the executive branch as hereinafter
specified. Departments and agencies subject to the apecxﬁe.d limitations shall be
designated by the Preeident:

{a) In those departments and agencies having no direct responsibility for
national defense there shall be no authority for original clasgification of in-
formation or material under this order.

(b) In those departments and agencies having partial but not primary re-
sponsibility for matters pertaining to national defense the authority for original
classification of information or material under this order shall be exercised
only by the head of the department or agency, without delegation.

(c) In those departments and agencies not affected by the provisions of

subsection (a) and (b), above, the authority for ariginal classification of infor-

_ mation or material under this order shall be exercised only by respongible

officers or employees, who shall be specifically designated for this purpose.

Heads of such departments and agencies shall limit the delegation of authority

to classify as severely as is consistent with the orderly and expeditious trans-
action of Government business, ‘

Section 3. CLASSIFICATION

Persons designated to have authority for original classification of information
or material which requires protection in the interests of national defense under this
order shall be held responsible for ita proper classification in accordance with the
definitions of the three categories in section 1, hereof., Unnecessary classification
and over-classification shall be scrupulously avoided. The following special rules
shall be observed in classification of defense information or material:.

(2a) Documents in General: Documents shall be classified accordingtotheir
own content and not necessarily according to their relationship to other docu-
ments. References to claseified material which.donot reveal’ clnsnﬁed defense
information shall not be clasnﬁed :

.

i (b) Physically Connected Documents' ’l‘he clnlliﬂcat‘lon of & ﬁle ‘or group

' of phyeicelly connected documents shall be at least as high as that of the most
" ‘highly classified document therein. Docuyments separated from the file or group
‘shall’ be lundled in accordence with their in&vidthl detenee c’heeiﬁcetion.

Y 13

LU

Ia S I

s LrhL o owda (c) Mulhgle Claulfication. A document, roduct or uubltance nhdl bear
i a eleuificet{on at Teast as high as that of its higheet classified component. The
s document, product, or substance shall bear only one over-all cheliﬁcetion.
& ' rotwithstanding that pages, perngrephe, eeedone. or. componente thereof bear
* C different cleuiﬂcatiom. ‘ ] B T A ;
:3;! i@t _;A,\—.L e N T s .t Iv' PHILAT s NLIE SEh ghod A o

, oy t (d) ’rransg;ittal Lsneqz A letter t mm,(ttfx;g defeﬁxi-: {ufoxmation sh#ll
"7, be glassified at least as high as its highest classified enclosurg. :

[
N S

wtl

AT THRID TGO ETT IR -Rd I T Y *--».—. A A
(e) Information Originated by a Foreign Government or Otﬁaniutiom De-
" fense information of a classified nature furnished to the United States by a

foreign government or international organization shallbe assigneda classifica- -
.. - tion which will assure a degree of protection. equwpleni to or greater than that
¢ . :required by the government or internationsl or;gl.nization which furmlhed the

information. : BRI P S o aer na b
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EXECUTIVE ORDER No. 10501
NOVEMBER 5, 1953

SAFEGUARDING OFFICIAL INFORMATION IN THE INTERESTS
OF THE DEFENSE OF THE UNITED STATES

WHEREAS it is essential that the citizens ofthe United States be informed con-
cerning the activities of their government; and -

WHEREAS the Jinterests of national defense require the preservation of the
ability of the United States to protectand defend itself against all hostile or deatruc-

tive action by covert or overtmeans, including espionage as well as military action;
and

WHEREAS it is essential that certain official information affecting the national
defense be protected uniformly against unauthorized disclosure: :

NOW, THEREFORE, by virtue of the authority vested in me by the Constitution

and statutes, and as ‘President of the United States, and deeming such action nec-
essary in the best interests of the national security, it is hereby ordered as follows:

Section 1. CLASSIFICATION CATEGORIES

Official information which requires protection in the interests of national de-
fense shall be limited to three categories of classification, which in descending

«crder of importance shall carry one of the following designations: Top Secret,

Secret, or Confidential. No other designation shall be used to clas sify defense in-
formation, including military information, as requiring protection in the interests

of national defense, except as expressly provided by statute. These categories are
defined as follows: :

- = {a) Top Secret: Except as may be expressly provided by statute, the use
of the classification Top Secret shall be authorized, by appropriate authority,
only for defense information or material which requires the highest degree of

.- ‘protection.. The Top Secret classification shall be applied only to that informa-
tion or material the defense aspect of whichis paramount, and the unauthorized

..dieclosure of which could result in exceptionally grave damage to the Nation
auch as leading to a.definite break in diplomatic relations affecting the defense
of the United States, an armed attack against the United States or its allies, a
war, or the compromise of military or defense plans, or intelligence operations,
or scientific or technological developments vital to the national defense.

Tew v I . .

. {b). Secret: Except as may be expressly provided by statute, the use of the
classification Secret shall be authorized, by appropriate anthority, only for de-
fense information or material the unauthorized disclosure of which could result

i1, .,in serious damage to the Nation, suchas by jeopardizing the international rela-
“*“"tions of the United States’, endangering the effectiveness of a program or policy
of vital importance to the nationaldefense, or comprornising important military
or defense plans, scientific or technological developments important to national

». defense, or information revealing important intelligence operations, .

[
e W

. {c) Confidential: - Except as may be expressly provided by statute, the use
" of the classification Confidential shall be authorized, by appropriate authority,
only for defense information or material the unauthorized disclosure of which
could be prejudicial to the defense interests of the nation, a '

L
s
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