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12 May 1978

NOTE FOR: Mr. Robert W. Gambino
Chairman, DCI Security Committee

FROM: |

Executive secretary, DCI Security Committee

SUBJECT: E.0. 11652

1. Here is the latest copy of the replacement E.O. 11652. The
President is expected to sign it on 24 May 1978. Anticipated effective
date is 1 December 1978.

2. Qur fix on NSA request,for exemption to declassification pro-
cedures including exemption to review material subject to compartmentation
under international agreement is adequate.

3. There is nothing here that would support NSA's suggestions
to hold off on some of our NFIB action items.

4. The drafting of implementing actions is going well according
to | | sources. There is some observation by those doing
the drafting that the lawyers lack the professional substantive
knowledge necessary.  Since fundamental security issues are involved,
you should, at any chance you get, support a position which holds that
substantive experts are required now and that lawyers should be relegated
to an advisory role.

5. This would be a natural assignment for the Community Security
Staff, but since we are not yet legal you might consider suggesting.to
Mr. Blake a willingness to appoint someone to this role from the Office
of Security. |

6. Unless we hear otherwise by 1630 hours on 12 May, I will inform

that SECOM has no objections. Nitpicking may come later, but

for now, 1 think the Community has to live with this.
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DRAFT

May 3, }9?%}

EXECUTIVE ORDER
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NATIONAL SECURITY INFORMATIOR'
By virtue of'the authd%igyNQésﬁéé‘in'me bf ihe Constitution
and laws of the United States of America; in order to balance the
public's Interest in access to g&vernment information with the need to
protect certain national security information from disclosure, it is
hereby ordered as follows:
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(¢) Access by Historical Researchers and Former ’
Presidential Appointees ...oceecsvosvansna
(d) Reproduction Controls ...ccveceasoesnscsnnacan
6. " Implementation and Review e ereeaeeceeresatcananne
(a) Information Security Oversight Office ........

(b) Interagency;lnfcrmation!Ségurfﬁy’ﬂomnittee ane
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(c) Agencies without Original Classification
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7. Administrative Sanctions ...cciccrscvcccrnconnrases
8. Atomic Energy Informatiom or Material ......ccocc..
9. Interpretation of the Order e esaasecent e
10. ' Revocation of Prior Orders’and Dirquives asacmases

11. . BEffective DALE e.veevcecerorovsncronconoonossnnnsce

Prnizabesiza bt dhe s

(a) "Agency" has the meaning defined in 5 U.8.C. 552(a}).

(b) 'Classified informationd means inf&:mation or material
(hereinaftér cnllectiveiy termed "information®) that is owned by,
produced for or by, or‘under tﬁe control of the United States Govern-—
ment; and that has been determined pursuant to this Order  to require
protection against unauthorized disclosure; and is so designated.

(¢) "Foreign government information" means information that has
been provided to the United States in confidence by, or produced by the
United States pursuaht to a joint arrangement requiring confidentiality
with, a foreign government or internatiuna} organization of governments
or an official of eilther. | | -

(d) "National secu;ity" meang the national defense and foreigu
'relations of the United States;

(e) "Declassification event" means an event, the occurrence of
which would eliminate the need for continued classification.

Section 2. 0riginal»C1assification.

(a) Classification Designation. Except as pfovided in the

Atomic Energy Act of 1954 as amended, this Order provides the only

basis for classifying information. Information may bé”ciassified in one
of the three designations listed below. If there is reasonable doubt

as to which designation is appropriate, or whether the information

should be classified at all, the less restrictive treatment should
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be‘designated.

(1) "Top Secret" shall be applied only to information, the
unauthorized disclosure of which reasonably could be expected tc
cause exceptionally grave éamagg to the nationé%:security.

(2) "Secret" shall b; épﬁliédugniy‘fo_iﬁ%érmation, the unauthorized
dlisclosure of which reasonably could‘be expected to cause serious
damage‘to the national security.

(3) "Confidential" shall be applied only to information, the

unauthorized disclosure of which reasonably could be expected to cause

identifiable damage to the national security.
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(b) Classification Authority.

(1) Top Secret. Authority for original classification of
informaticon as "Top Secret" may be exercised only by the President, by
such officlials as the President nay de51gnate by publicatian in the

Federal Reglster, by the Agency heads listed below, and by officials

to. whom such authority is delegated in accordance with the provisions
of subsection (4)‘below¥
The Secretary of State
The Secretary.of the Treasury
The Secretary of Defense
The Secretafy of the Army
The Secretary of the Navy
Thé'Secretary of the Air Force
The Attorney General of the United States | .
The Secretary of Energy
The Chairman, Nuclear Regulatory Commission
The Director, Arms Control and Disarmament Avency
The Director of Central Intelligence |
Thé Admlnistrator, ¥ational Aeronautlcs and Space Admln;stratlon
The Administrator, General Services Administration (delegabdble
only to the Director, Federal Preparedness Agency and to the'
Director, Infcrﬁation Security Oversight Office.) |
(2) Secret. . Authority for original classification 5f infor-
mation as "Secret" may be exercised only‘ﬁy such officials as the

Pre51dent may designate by publication in the Federal Revlster, by the

Agency heads 1lsted below, by officials who have "Top Secret" classi-
authority is delegated

fication authority and by officials to whom such / in seccordance with.

the provisions of subsection (4):
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The Secretary of Transportation

The Administrator, Agency for International Development
The Director, International Communications Agency

t

(3) Confidential. Authority for original classification of

information as "Confidential" .may beuexefciseh'phly by such officials

as the President may designate by ﬁublication in the Federal Register,

by the agency heads listed below, by officials who have "Top Secret"
or "Secret" classification authority and by officials to whom such
authority is delegated in accordance with subsection (4):
The President and Chairman, Export-Import Bank of the United States
The President and Chief Executive Officer, Overseas Private
Investment Corporation

(4) Limitations on Delegation of Classification Authority.

(i) Authority for original classification of information as
"Top Secret" may be delegated only to principal subordinate officials
determined gy the President or by Agency heads listed in suﬁsection (1)
above to have a frequent need to exercise such authority.

{(ii) Authority for original classification of informati&n as "Secret"
may be delegated only to subordinate officials determined by the
President, by agency heads listed in suﬁsections (1) and (2) above
and by officials with "Top Secret” classification authority to have
f%equent need to exercise such authority. |

(iii) Authority for original élassification of information as
"Confidential"” may be delegated only to quordinate officials determined
by the President, by agency heads 1isted in subsections (1), (2) and
(3) above, and by officials with "Top Secret” classification authority
to have frequent need to exercise such aﬁthority.

(iv) Delegated original classification authority may'not be
redelegated.

(v) Each delegation of original classification authority shall

be in writing.
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(vi) Delegations of original classificgtion authqrity ghall be
held to an absolute minimum. Administrative convenience is not a valild
basis for such delegations. Periodic review of.such délegatiana shall
be made to ensure that the off;cials s0 designated have demonstrated

:

a éontinuing need to gxercise'such authority. .

',

(5) Exceptional Cases. When an embloyee or contractor of an agency

that does not have original classification authority originates informa-
tion believed to require classification, the information shall be
protected in the manner

fprescribed by this Opder and implementing directives. The Information
shall be transmitted promptly " under
appropriate safeguards to the agency which has appropriate subject
matter_interest and elassification authority. That agency shall decide
within 3Q days whether to classify th; information. If it 1s not clear
which agen;y should géﬁ the information, it shall be sent to the
Director of the Information Security Oversight Office established in

Section 6 for a determination.

(c¢) Classification Reqdirements.

(1) Information may not be classified unless an original claséifica—
tion authority determines both: (1) that the infcrmation falls into
.one or more of the criteria seﬁ forth iﬁ subsection (3) bélow; and (2}
that unauthorized diéclosure of thé information reasonably could be
e?pected to cause at least identifiable damage to the national security.
(2) fnauthorized disclosure of foreign government information
or the identity of A confidential foréign source is p:esumed'ta cause
ét least identifiable damage to ﬁhe national securit}.
(3) Information may not be considered for classification unless
it concerns:
(i) military plans, weapons, or qperations; or
(11) foreign gdvernment information; or
(i11) intelligence sources or methods; or
(iv) foreign relations or foreign activities of the United
States; or
(v) scientific, technoiogical, or econonic mattgfg‘relating tq‘
the national security; or
(vi) other matters determined by the President, a person designated
by the President pursuant to Sec. 2(b)(1) or an agency head

.to be related to national security and to require protection
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against unauthorized disclosure. .
(4) Each determination under criterion (vi) above shall
be reported when it is made to the Director of the Information Security
Oversight Office.

K . . T ty
(d) Limitatiom on Duration of Classification.

(1) Except as permitted in paragfaph (2) below, at the time of
original classification each original classification auvthority shall
set a date or event for automatic decléssification no more than six years
later.

(2) Only officials with Top Secret classification authority’
and agency heads listed in Section 2(b) may classify information

for more than six years from the date of original classification.

This authority shall be used sparingly. In such cases, 2 declassifica-
tion date or event or a date fér review shall be set as early

as national security permits. This date or event shall be no more

than twenty years after original classification, except that for
foréign government information the date or event may be up to thirty
years after original classification. .

(e) Classification Identification and Marking.

(1) At the time of origination, the following shall be shéwn on the
face of paper copies of all classified documents: (i) the didentity
‘of the original classification authorify; (ii) the office of origilin;
(111) the date of the document's classificétion; (iv) the date or event
for declassification or review; and (v) one of fhe three classification
designations defined above. Documents cla%sifiéd for more than six years
also shall be marked with the identity of the official who authorized
the prolonged classification and the reason classification is expected
to reﬁain necessary despite the passage of time. These markiﬁgs may be
by reference to criteria set forth in agency implementing regﬁlations.
When the individual who signs or otherwise authenticates a document also
is authorized to classify it, no further annotation of identity is requi;éd.
(2) Only the designations presribed by this Order may be used to
identify classified information:' Markings such as ﬁth"dfficial Use
Only" and "Limited.Official Use"‘may not be used for that purpose. Terms
such as "Conference," or "Agency" may not be used in conjunction with the
clasgsification designations preécribed by this Order; e.g., ngency

Confidential," or "Conference Confidential."
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(3) 1In order to facilitate excerpting and other uses, each

classlfied document shall, by marking or other means, indicate clearly
which portions are classified, with the applicable classification
designation, and which portions are not classified. The Directer

of the Information Security Qﬁé:Sight3foicethaq, for good cause, grant
and revoke waiveré of this reqﬁifeﬁégg for spgcified classes of
documents or information.

(4) TForeign government information either shall retain its
.otiginal classification designation or be assigned a United States
classification designation that shall assure a degree of protection
equivalent to that'required‘by the entity that furnished the information.

(5) Classified documents that coﬁtain or reveal informatién
that is subject to special dissemination énd reproduction limitations
authorized under this Order shall be marked clearly so as to place the
user on -notice of the restrictions.

(£) Prohibitions.

(1) Classification may not be>used to concealAviolaﬁions of
law, inefficiency, or administracive.erro;, té prevent embarrassment
to a person, organization or agency, or to restrain competition.

(25 Basic scientific research informafion nqt cleariy related
to the national sedurity may not be classified:

(3) A product of non-government reseérch andAdevelopment
that does not incorporate or reveal classified information fo which
the producer or developer was given pfior access may not be classified
under this Order until and unless the government acquireé a proprietary
interest in the product. This Order does not affect the provisions of
the Patent Secrecy Act of 1952 (45 U.S.C. 181 -188).

(4) References to classified documents that do not disclose
classified information may not 53 classified or used as a basis for
classificaéion.

(5) Classification may not be used to limit dissemination of
information that is not classifiable under the provisions of this
Order, or to prevent or delay the public release of such. information.

(6) No document originated on or after the effective date of this
Order may be classified after an agency has received a request for
"the document under the Freedom of Information Act or the Mandatory

Review provision of this Order (Section 4(f)), unless such classification

s
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18 consistent with this Order and is autnotized by the agency head.
Documents originated before the effective date of this Order and subject
to such a request.aléo may‘be classified undeF this'order by the senilor
official designated to oversee the agency information security
program-and by officialsrwith Tgp,Seﬁrét ciésé&fication authority.
Classification authority unde? tﬁis pafagraph shall be exercised

personally, on a document—by-document basis.

(7) Claséification may not be restoréd‘to doc¢uments already
declassified_and released to the public under this Order or prior

Orders.

Section 3. Derivative Classification of Information.

(a) Original classificgtion authority shall not be given to
persons who only reproduce, extract or summérize classified information
or whofohly apply classification markings derived fr&ﬁ source material
or as directed by a classification guide. Pgrsons who apply such
‘derivative classification markings shall (1) respect classifications
assigned by originators; (2) verify the information's current level
of classification so far as practicable before applying the markings;
(3) carry forward te any newly created documents the assigned dates or
eventé.for declassification or review and any additional authorized
markings, in acc&rdance with subsections (b) and {c) below.

A single marking may be used for documents based on multiple sources.

(b) Classification guides used to direct derivative classification

shall specifically identify the information_tq berclassified.

A decision to ildentify information for pfotection in this manner
constiﬁutes an original classification decision. Each classification
guide shall specifically indilcate how the désignations, time limits,
markings, and other requirements of this Order are to be applied

to thé information. Each such guide shall be approvea persénally and
in writing, by an agency head listed in Section 2(b) or by an official
with Top Secret classification authority. . . !

{c) New material that derives its classification from information
classified on or after the effective date of this Order shall be marked

with the declassification date'ér event or the date for review

asslgned to the source information,

Approved For Release 2005/05/23 : CIA-RDP82M00591R000500020002-4 k




10
Approved For Release 2005/05/23 : CIA-RDP82M00591R000500020002-4

(d) VNew material that‘derives its glassification from information
clagssified under prior Orders shall be treated as follows:

(1) If the source material bears a declgssificatidn date or
event twenty years or less from thevdate of origin, that date or
event shall be.carried_fo%wé;d'pﬁ the new éétgfial.

(2) If the source materiai bearsvno declassification date or event
or is marked for declassification beyond twenty years, the new material
shall be marked with a date for review for declassification at twenty
years from the date of original classi}ica;ion of the source material.

(3) 1If the séurce material 1s'foreign government information bearing
no date or.event for declassification or is marked for declassificacion
beyond thirty years, the new material shall be marked for review for

declassification at thirty years from the date of original classification

of the source material.

Section 4. Declassification and Downgrading

(a) Declassificgtion Authority. The authority to declassify

. or downgrade information classified under this or prior Executive
_orders shall be exercised as follows: | |

(i) Classified information may be declassified or downgraded
by the official who authorized the original cl#ssification if that
gfficial is still serving in the same position, by a successor, or by
a éupervisory official of either,.

(2) Agency headéinamed in Section 2(b) shall designate additional
officials ét the lowest practicable echelons to exgrcise declassification
and.downgrading authority. _7' -

(3) When the Director of the Information Security Oversight
Office determines that information is classified in violation of this Order
the Director may require the information to be declassified by the |
agency that originated the declassification. Any decision by the
Directof may be éppealed to the National Security Council. The
information shall remain classified until the appeal is decided or unt£l
one year from the date of the appeal, whichever occurs first. The
same procedure shall be followed when the Director_dédi%ésifies information
pursuant to the appellate functiﬁn in Section A(f)(i).

(4) The provisions of this Grder relating to declassification’shall
also apply to agencies which, under the terms of this Order, do not have

original classification authority but which had such authority under prior |
—=- - Approved For Release 2005/05/23 : CIA-RDP82M00591R000500020002-4
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(b) Authority Over Transferred Information.

(1) For clar:zified information transferrsd in confunciion with
a. sransfer of funetion —-- not
]
merely for storage purposes -- the receiving Agency shall be Zzzzmed tc

‘g N

be the originating Agency fof~al;‘purpﬁses under. this Order.

. (2) For claszified inrormation noi transferred iﬁ aceoeriance
with subsection (1) éhove, but originated in an Agency which has
ceased to exist, each Agéncy in possession shall ﬁe'deemed to be the
originating Agency for all purposes under this Order. Such informa;
tion may be declassified or downgréded,by the Agenc§ in possession

after consulting with any other Agency having an interest in the

subject matter. .

.

N

.(3) Classified information transferréd to the General Services
Administration for accession into the Archives of the United States
shall ﬁe declassified or downgraded by thé Arehivist of the United
States in accordance with this Order, thé directives_of the Information
Security Oversight Office, and Agency guidelines.

A (4) After the termination of a Presidential administration, the
Archivist of the United States may review and ...
declassify or downgrade all information classified by'the President,
the White House staff, comnittees or commissions appointed by the
President or others acting on the President's behalf. This.authority
shall be exe?cised only aftexr consultation with the agencies having
primary subject matter interest. Any decision by the Archivist may be

»

appealed Folthe.Director of the Information Security QOvevsight Nffice

(c) Declassification Policy.

(1) Declassification of classified information shall be given
emphasis comparable to that accorded classification. Information
classified pursuant to fhis and prior Orders shalllbe declassified as
early as national security considerations permit. Decisions concerning
declassification shall be based on the loss oE.the information's
sensitivity with the passage of fimq or the occurrence ofigﬁvevent which

would make continued classification unnecessary.
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1t shall be declassified unless the declassification authority established
in Section 4(a) determines that the information cont?nues to meet the

- standards for classification prescribed dn Section 2(c) despite the
passage of time.

(3) 1t is'presumed-tﬁat“;nformaiion wﬁicﬁ”continues to meet the
standards for classification in Secgion 2{c) requires continued protection.
In some cases, however, the need to protect such inform;tion may be
outweighed by the public interest in disclosure of the information, and in
these cases the information should be declassified. When such questions
arise, they shall be referred to the agency head; or the senior agency
officials with respﬁnsiﬁility for processing Freedom of Information Act
requests and Mandatory Review requests under'this Order; or officials
with Top'Secrét classification authority; or the Archivist of the
United States in the case of material covered in Sectioﬂ 4(£)(2). That
official will determine wheﬁhar the public interest in disclosure outweighs

the damage to national security that might reasonably be expected from

disclosure.
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(e) Systematic Review for Declassificaton.

(1) Classified information constituting permanently valuable
records of the Government as defined by 44 U.S.C. 2103 and informatlon
in the possession and contr61 of the Administrétor of General Services
pursuant to 44 U.S.C. 2107 -ox 2107 note shalI be reviewed for
declassification as it becomes 20 years old Agency heads listed in
Section 2(b) and officials designated by the President pursuant to
Section 2{(b){1) of this Order may extend classification beyond 20
_ years, but only in accordance with Sections 4(c) and 4(e)(2). This
authority may not be‘delegated. When classification is extended
beyoﬂd 20 years, a date for.declassification or the next review no
more than 10 years later shéll be set and marked bn the document.
Subsequent reviews for declaSSLflcatlon shall be set at no more than
10 year intervals. The Director of the Information Security Over-—
sight Office may extend the period between subsequent reviews for

"specific categorles of documents or information.
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the agency héads listed in Section 2(b) and the heads of agencies which
had original classification authority under prior orders shall, after
consultation with the Archivist of the United States and review by the
Information Security Oversight_Office,_issue qnd naintain guidelines for
systematic review covering 2d?year.qld'éiassifié&:informatian under
theirljurisdiction. " These guidelines shall state specific, limited
categories of information which, hecausé of thelr national sécurity
sensitivity, should not be declassified autoﬁatically'but should be
reviewed item-by-item to determine whethervcontinued'protection beyond
20 years is needed. These guidelines shall bé authorized for use by

may, upon approval of the issuing authority, be used

the Archivist of the United States and /by any Agency having custody of
the information. All information not identified in these guidelines
as requiriqg review and for which a prior automatic declassification
date has not ﬁeen established shall be’declassified automatically at
the end of 20 years from the date of original classification.

(3) Notwithstanding Section 4(e)(l) and (2), the Secretafy of
Defense may establish speciai procedures for systematic review and
declassification of,classified cryptologic information produced by
units of the Department of Defense. These procedures shall be con-
sistent, so far as practicable, with the objectives of Section & (e)
(1) and (2). They sﬁallrbe approyed by the Director of thé Infoﬁw

mation Security Oversight O0ffice and, with respect to matters pertaining

to intelligence sources and methods, shall be reviewed by the Director

of Central Intelligence prior to implementation. Any decision by

-

the Director of the Information Security Oversight Office may be
appealed to the National Security Council. The information shall
remain classified unéil the appeal is decided or until one year from
the date’ of the appeal, whichever occurs first.

(4) Foreign government information shall be exempt from autq—
matic declassification andb20 year systematic review. Unless declassi-
fied‘earlier, such information shall be reviewed for declassification
30 years from its date of origin.. Such review.shall be in accordance
with the provisions of Section 4(c) and with guidelines déveloped'by‘
agency heads in consultation with the Archivist of the United States
and, where appropriate, with the foreign government or international

organization concerned.
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(5) Transitien to systematlc review at twenty years shall
be implemented as rapidly as practicable and shall be completed no

more than ten years from the effective date of this Order.

(f) Mandatory Review for Declassification.
o T E)

"

(1) Except as pro&iﬁé& iﬁ’(i)nﬁélow,‘iﬁférmation classified
pufsuant to this Order or prior Orders shall be reviewed for
possible declassification upon request of a member of the public, a
government employee or an agency, provided the fequegt is sufficiently'
specific to permit location of the information with reasonable effort.
Requests for declassification under this provision shall be acted upon
within 60 days. Requests for declassification under the Freedom of
Information Act shall be pfocessed iﬁ accérd#nce.with the provisions

of the Act.

(2) Information less than ten yéars old originated by the
fresident, the White House staff, or committees or commissions
appointéd by the President or others acting on behalf of the President,
including such information in the possession and control of the
Administrator of General Services pursuant to 44 U.S.C. 2107 or 2107
note is exempted from the provisions of subsection (1) above. Such
information over temn years old, however, shall be subject to mandatory
review for declassification. The procesé{ng of such requests for
mandatory review
shall accord with‘procedures developed by the Archivist ofbthe
United States which gball include consultations with agencies having
primary subject matter interest. Any decision by the ArchivistAmay
be appealed to the Director of the Information Security Oversight Office.
Agenciles with primary subject matter interest shall be notified

promptly of the Director's decision and may follow the appeals process

set forth in Section' &4(a)(3).
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(3) Requests for declassification of classilfied documents
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originated by an agency but in the possession and control of the
Adminlstrator of General Services pursuant to 44 U.S.C, 2107 or 2107
note shall be referred by the Archivist to the Agency of origin forx

processing in accordance with suBsection (1) above and for direct

e

response to the requestor. JThé Archivist shal} Anform requestors of
such referrals. o ‘

(4) No agency in possession of a ciassified document may, in
résponse to a request for the document made under the Freedom of Infor-
mation Act or this Order's Mandatory Review provision, refuse to confirm
the existénce of non-existence of the document, unless the fact of its
existence or non-existence would itself be classifiable under this

Order.

(g) _Downgrading. Classified information that is marked for

automatic downgrading is downgraded accordingly without notification to
holders. O;her classified information may be assigned a lower classi-
fication designation by the originator or by other authorized officials
when such downgrading is appropriate. Notice of such downgrading.shall
be provided.to holders of the information to the extent practicable.

Section 5. Safepuarding.

(a) General Restrictions on Access.

(1) No person may be given access to classified information
unless thaﬁ person has been determined to be trustworthy and unless
access 1s ﬂeces§ary for the performance of official duties.

(2) All classified information shall be marked conspicuously
to put users on notice of its current class&fiéation status and, if
appropriate, to show any special distribution or reproduction restric-

tions authorized by this Ordex.
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trat clescified information is uned, procesged, zisrad, repradqeed

da l
-

end trunsuitted only under conditions that will provils adsguents

1
\

protcetion and pyeyeut accecs by unauthorized pérsons.

(4) Classified information no lonzer needed in currant
working files or for refcreﬁcé dr_rg@ofd purpsses shall te poo-
cesecd for appropriafe disposiﬁidn in accord;nce with the provicions
of Chaptérs 21 and 33 of Title 44 of the United States Code governing
disposition 6? federal records.

(5) Classified information disseminated outside the
executive branch shail be éiven protection equivalent to that
afforded within the executive branch.

(b) Specizl Access Programs. .

(1) Agency heads listed in Section 2(b }(1) may create special
access ﬁrégrams to control access, distribution, and protection of
particularly sensitive information claséified bursuant to this Order or
prior Orders. Such programns may be created or continuved only by
written direction and only by these agenﬁy heads and, fér matters
pertaining to intelligence sdurces and methods, by the Director of =
Centrai‘lﬁtelligence. Classified information in such prograams shall
be declassified acﬁorﬁing to the provisions of.Secfion 4.> Special

access programs may te created or continued cnly on a specific

showing that: .

(i) normal man#gement and safeguarding procedﬁres are not
éufficient to limit need-to-know or access; . .
(ii) the number of persoﬁé wvho will need access will be

reasonadbly smail'and commensurate with thé ob&ective of providing
] . . .
extfa protection for the information involved; and
(5ii) +the special access controls balance the reed to proﬁéct )

. the information against the full spectrum of needs %o use the irfor-

-mation.
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(2) All such special access programs shall be reviewed regularly

and, except those required by treaty or international agreement, shall

terminate automatically every five years unless renewed in accordance with

-
kD

procedures in hh}s"subsection.

(3) Vithin 180 dafsgaffér'thg cffectivéudaLe of this
order, agency heads shall revie#nail existing' ’
special a2ccess Programs under their jurisdiction and‘continuc.thcm
only in nccordance with the procedurés in this subsection. Each of those
Agency heads »ball also establish and maint ai a system of accounting for .
;pgg;al access programs.

The Director of the Information Security Oversight 0ffice

shall have.non-delegable access to all such accountings.

(e¢) Access by Histobricael Researchers and Former Presidentizl
Appointees. The requirement in Seciion 5(a)(1) that
access to classified infdrmation be-granted only as ié necessary for the
performance of offlclal duties may be waived with fespect to perseons who
are engaged in the historical research projects or who prev:ously'have |
occupled pollcynmaklng posxtlons to which they were appointed by the Presiden
provnded that the agency w1th Jurlsdlctlon over the 1nformat10n~‘. *

(1) makes a written. determination that access is cons 1stent
with the interest of national security;

(2) takes appropriate sieps to ensure‘ that classifiéd info}~
mation‘is hot disdlosed or published'without prior review and.
declassification; o : - -

(3) takes reasonable action to ensure that access is limited

to specific categories of information over which that agency has

‘elessification jurisdiction;

-~

(4) 1inits the access granted to former Presidentia
appointees to items that the person originated, reviewed, signad or

received while serving as a Presidential appointee.
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(d) Repraduction Controls. '

-

-

(1) Top SBecret documantis may not be reprodusel withewt the

consenlt of the oxrigina t%nd agency unless otherwise marked by the

i"'..O

originating off

{2) BReproduation f scrrnt nnd Confzﬁmnbl 11 documents oey
be restrictad b§ the‘criglnaulng‘ agency.

(3) Reprcduced copies of classified documents are subject to
the sama2 =2eccountability and controls as the original docunents.

(4) Records shall be maintained by all agencies that repro-

- -

duce paper copies of classified documents to show the number and disﬁributinr
of reproduced copies of all Top Secret documentis; a2ll documents

covered by special access programs distributed cutside the originaiingu

agency;'and 211 Secret and Confidential documents marked in

accordance with Section 2(&)(5).

-
[

(5) Suhseculons (1) and (2) atove shall not res strict the

reproductlon of docunen%u for the purpose of facllltatlnv review for

declassification. However, such reproduced doeumenys that remain
: . *

classified after review must be destroyed after they ate used.

Section 6. Inplementation and Review.

- .
-

The National Security Council may review a1l matters with respect. tc

the implementation of this Order and shall provide overall policy

direction for the information security program.

(a) Inforhation'Security Oversight Office.

(1) The Administrator of General Services shall be responsible
for. implementing and monitoring the program established pursuant to
this Order. This responslibility shall be delegated to an

Information Security Over51ght Office.

(2) This Office shall have a full-time Director appointed by
the Acministrator of General Services subject to approval by the
President. The Adﬁinist;ator also shall have authoritv to avppoint a staff
for the Office. | ‘ ' ’

(3) The Director shall‘
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the Informatioanecurlty Oversight

consider and take action on comp 2ints and suggestions

within or outside the Govarn:ent with respect to ths

th2 information securiiy progran, including

'

o decisions on declassification réég&sts pursuant to

the authority to declassify information pro- -

tions 4{a)(3) and 4(£)(2);

Q
oF

develop, in consultation with the agencies, and pronul.

et to the approval of the National Security Council,
for the implemgntation of this Order which shall be
the

agencies;

report annuvally to the President {through the Administrator

of General Services and the National Security Council on the

-

implementation of this Order;

(vi)

review all agency implementing regulations and guidelines.

The Dlrector may require any regulation or guideline that is not
consistent with this Order or implementing directives to be changed.
Any decision by the Director. may be appealed to the National Security
Council. The agency regulation or guideline shall remain in effect
until the appeal is decided or until one year from the date of the
appeal, whichever occurs first.
(vii) exercise case-by-case classification authority in
accordance with Section 2(b)(5) and review Yequests for original classi-
fication authority from agencies or officials not granted original

classification authority under Section 2 of this Order;
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.. (viii) have the authority to conduct on-site reviews of the
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informatfion security program of each agency that handles classified
information and to require of each égency such reports, information, and
other cooperation as necessary to fulfill the above responsibiiities. If

such reports, inspection, or access to specific categories of classified

information would pose an exceptional national security risk, the affected

‘e
Ly

agency head may deny acceSé.'AThexnifeétor may'ébpeal denials to the
National Securilty Council. The denial of acess shall remain in effect
untll the appeal is decided or until one year from the date of the appeal,

whichever occurs first.

{(v) Interszency Information Security Committee. Thera

is established an Interagency Information Security Comnmittee which
shall be chaired. by the'ﬁirector and shall be comﬁrised of represen-
tatives of the Secretaries of State, Defense, Treasury and Energy, .
the Attofney General,bthe Directoxr of Central Intelligence, the
National Security Council Staff, the Domestic Policy Staff, and the
Archivist of the United.States. Representatives qf other zgencles
may be invited’to meet with thé'Comﬁitfee on matters of parciculax
interest‘to those agencies. The Committee shall me;f af the cali"
of the Chairman or at the request of a member Agency and shall . -
advise the Chairman on.imﬁlementation.of this Order.

(¢) Agencies with Original Classification Authority. Zach

agency granted original classification auvthority p&rsuant to this
Order shall: ‘

(1) Submit to the Information Security_Ovérsight Office a
copy of all regulations and guidelines for systematic review adoptéd
purSuant to this Order and implementing directives. Subseqguent
changes to Agency regulations and guidelines for systematic review

shall also be forwarded to the Oversight Office.

(2) Dpevelop, to the extent practicable. and publish in

the Federal Register unclassified regulations implementing this Order. :

Approved For Release 2005/05/23 : CIA-RDP82M00591R000500020002-4




(3)  DeapprovereFor Release 2005/05/23 : GIA:RRR32MO0591R009500020002:4 , , .
oversight program to ensure effective implementation of this Order.

(4) Designate a senior agency officiai or chailr an agency
committee with authority to.act onr all suggestions and complaints
with respect to the agency's administration of the informaticn
securlty program. . ) ,;"‘-".‘:,”>\ i f:,?

(5) Establish a process t$ décide appeals from denials of
declassification requests, pursuant to Section L(f).

(6) Establish a program to familiarize agency personnel and
others with access to classified information with the provisions of
this Order and implemenfing directives. This program shall impress
upon agency personnei their responsibility to exercise vigilance in
complying with this Order. The program shall encourage agency

personnel to challenge through Mandatory Review and other appropriate

procedures classification decisions believed .to be improper.

(7) Ensure the éreparation and promulgation of guidelines
for seéﬁrity classification that willlfacilitate the identification
end uniform classmflcaulon of information requlrlng protechion under
the p10v131ons of this Order. SR "._ “‘_‘A .

(8) Develop and pronulgate guldellnes for systemahlc review
in eccordance with Section 4(e )(2). o v -

(9) Take necessary action to ensure that: |

(i) a demonstrable need for access to claSSlfled lnformatlcn
is eqtabllshed prior to the 1n1t1atlon of admlnlstratlve clearance

procedures, and )
(ii) +the number of people granted access to classified infor-
ﬁatlon is reduced to and maintained at the minimum, consistent with
operztional requirements and needs.
(10) Ensure that safeguarding practices are reviewed con-
tinucusly and eliminate those that are duplicativs or unﬁec=ssarr.
(11) Submit to the Information Securlty Oversighi Office
such information or reporis as the Dlroctor of the iifice :ﬁy ini

reccssary to carry out the Office'’s responsibiliti=zzl’
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(d) Agencies Without Original Classification Authority.

Each Agency that has not been granted originai élassification authority
but that handles classified information shall comﬁly with appropriate
subsections above /Tc) (1), (2), (3), (&), (5), (6), (8), (9), (10) and
(an_7. | e |

Section 7. Administrative Sanctions.

In any case in which the Information Security Oversight Office finds
that a violation of this Order or any implementing directive has
occu;red, it shall make a report to the head of the agency concerned
so that corrective steps may be taken.

(a) Officers and employees of the United States shall be
subject to appropriate administrative sancti&ns if they:

(1) knowingly and willfully classify or continue the classifica-
tion of information in violation of this Order or any implementing
directive; or

(2) knowingly, willfully and without authorization disclose
information properly claésified under this Order or prior Orders or
compromise properly classified information through negligence; or

(3) knowingly and willfully violate any other provision of this
Order or implementing directive.

(b) Sanctions may include reprimand, suspension without pay,
removal, termination of classification authority, or other sanction in
accordance with applicable law and Agency regulations.

(c) Agency ﬁeaas shall make provision to ensure that appropriate
and prompt corrective action is taken whene;er a violation undeg
subsection (a) occurs. The Director of the Information Security

Oversight Office shall be informed when such violations occur.

(d) Agency heads shall report to the Attorney Géneral evidénce
of possible violations of federal criminal law by an employee of their .
Aepartment or agency to the -extent any such information may be reflected
in classified ‘information and report to:. the Attorney General evidence
of possible vioiations,by any other person .of those federal criminal

laws specified in guidelines adopted by the Attorney General;
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Section 8. Atomilc Energy Information or Material.

Nothing in this Order shall supersede any reqhirements made by or under
the Atcmle Energy Act of 1954, as amended. “"Restricted Datva" and
information designated as “Formerly Restricted Daéa" shall be handied,
protected, classified, downggédéd, éndwdgclassif%eﬂ in conformity with
the provisions of such Atomic En;;g;'Act and tﬂe:régulations of the

Department of Energy.

Section 9. Interpretation of the Order.

The Attorney General,Aupon request by the head of an Agency, his duly
designated representative, or the Director of the Information Secﬁrity
Oversight Office, shall personally or through authorized representatives
of the Department of Justice render an interpretation of this Order

with respect to any question arising in the coursé of its administration.

Section 10. Revocation of Prior Orders and Directives.

Executive Order No. 11652 of March 8, 1972, as amended by Executive
Order No. 11714 of April 24, 1973, and No. 11862 of June 11, i975,
and the National Security Council Directive of May 17, 1972 13 C.F.R.
1085 (1971-75 Comp.)/ are revoked.

Section 11. Effective Date.

This Order shall become effective on December 1, 1978, except that

the fﬁnctions of the Information Security Oversight office specified

in Section 6(a) (1) (iv) and 6(a)(1l)(vi) shall be effeﬁtive immediately
and shall bé performed in the interim by the Interagency Classification

Review Committee established pursuant to Executive Order 11652.
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