E

7= ppprovelor Release 2002/05/01 + craroPasHi23R000TRIG00 945~ 1

G579

T ittt i,

20 DEC ne3

MEIMORANDUM FOR THE PRESIDENT

SUBJECT: Leaks of Sensitive Information
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Pursuant to your memorandumu of December 3, 1966, to the Cabinet and

Heads of Agencles, Iam reporting measures in offect within the Central

Intelligence Agency to assure against leaks of sensitive information, The

nocd to protect cuch information $rom unawthorized disclosure is of paramount

imaportance to this Agency and to the intelligence community and is one which

receives our constant attention,

Within CIA, the principal measures in affect on the four points noted

in your memorandum are:
(1) Sonsitive information is identified by appropriate
clageifications as authorized by Exccutive Order 10501, In

addition to these government~wide markings, special control

words and werning fadicators especially applicable to intelligence

information are used as pravided in appropziate directives fox
the imtelligence community, Still further restrictions extst for
ocur most sensitive intellizonce which is maintatned within come=

paxtmented units that require special clearances for access and

have special security provisions for storage and transmission,’

t ..

Approved For Releas(e 2002/05/01 CIA RDP83800823R000100100022 2

(,,‘ el

[«v.,rh\aﬂ u..JL_...;inlh‘f Lu:

l‘. e R




1))

' Approve.or Release 2002/05/01_; ;.C_IA-RD‘P83'23R000100100022-2

(2) CiA's sccurity program 1s designed to preciude
unauthorized dieclosure of its information and to comply with
my statutory responsibility to protect intelligence sources and
methods, The program fncludes provisions for the secure
storage of MQmMOﬁ. the stringent screcaing of applicents

and contractoxs, a security indoctrination program for all

| persnnﬁél, periodic zelndoctrination programs, and special

briefings fér all those aiﬂhorized‘ aceess to compartmented
intelligence, Internal Agency regulations contain détaﬂed
proecedures to ensure against premature disclosures or leaks

of information to peresons not having a "need to know,” One

such procedure requires approval from my office before speaches,
publications, or other public statements relating to intelligence
can be made by CIA personnel,

(3} CIA policies concerning penalities for unauthorized

- disclocures and security violations are set forth in & number of

regulatory issuances gnd notices, These pertain to violations

 for which a penalty s preseribed by law end also to offenses which

call for appropriate administrative action, In addition, lessons
from recent hostile eeplonage operstions are stressed in periodic
fsouances, security orienmtation lectures, and in our lmﬂnigenée i

ralnlpg cources,
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{4) The very nature of the Agency's opexations makes security a’
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conctant theme, . For e}:amnle, "cecuriﬁy conccicusness' is one of the qual- : o

B »
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Kles considered in preparmb ps.riogulc pe rfoxmancc ratings on all employccs. et

Surveys and spot chec‘cs conducted by securxty ofﬁcers. bo,.h here a.nd abroad

helo o zeep our secunty proa'mm meaningiul and current,

I reah.f.», of course, that the finest security prooram can be thwarted .

by'inaav rtent or dchbvrate leaks of ucnsmve information. Such leaks can | : ._ ‘
%:auce Ixreparable damage to our intelligence collection capabilities and can E C
mtzlsiply neediessly the cost of our htelligence eﬁort. To curb leaks of . R - 5
intellin cnce and other scnoltﬁve information, the Securnty Committee of the
U. 8. m‘ellxwence Board, under the cnairman.,nm of CIA conducts inquiries

Cof uma.horwed chsclosures «chat do cvcur and makes rccommendaﬁom for

o o e+ ——— .

improving the efxectivenesslof security practices within the intelligenée com-
munity,
You can be assuxed of my de@p concera witih thxs problem and my :

cm‘r.numw euorts to deal effectively with lt. o
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