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History of the Office of Communications
The Developmental Period

Bection 2
Drganizetion and Administretion

A. CENERAL
The activetion of CIA resulted in ne immediate change

in the orgsnizational position of commnications support

functions. The Communications Dlvision continued to operate

in the Office aflspeetal Operations (0B0), as an element under

Administratisn and Services (CAS), which in May 1948 was desig-

nated Administration and Services Group. Responsidilities were
&8 established at the time of CIG Ceneral Order No. 3 of

16 June 1G4T and encompsssed the proviston of eommunications

support to all components of CIA.

2ST(1 : As of 1B September 1911»7,‘ and

25X1 were Chilef and Deputy Chief, Communiontions
|

25)‘(1

25X1

pivision, respectively. was Chief, Administre-

tion and Services, and‘ was

Agsistant Divector for Speclal Operationa. The Copmunications
Pivision waes comprised of six components:
25X1 Office of the Chief

8ignal Center

8ignsl Securlty Bection
Research and Englneering Bection
Operations Section

Bignal Property Control Bection
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A 1isting of Communications Chiefs and Deputy Chlefs
during the period 18 September 1947 to 1 July 1951 is presented
gs Appendix 2-A.

On 1 Jenuary 1949, the Communications Division was placed
under the direct supervision of the Office of the Aseistant
Director for Speclal Operations (ADSO). 1/ This was & result
of General Order No. 11 whlch abolished the Administration and
S8ervices Group, 080, within which Communications was located.

Two changes in incumbents of the ADSO position took plece about

thig tlme. was designated

Acting ADSO effective 27 December 1948 and

was announced as ADSO on 18 March 1949. The next

chenge in ADSO occurred 15 February 1951 when

relieved

In September 1949, CIA edopted the vertical organization
structure prescribed for the Federal Government. This changed
the title of Communications Divislon elements from Bection to
Branch., As of Msrch 1950, the Communications Branches and the

incumbent Chiefs were as fallows:

Operations Branch

Security Branch
(Formerly Signal Securlty)

Engineering Branch

e 2
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Training Branch

8ignal Center

A Fecllities Information Unilt had been added to the Operations
Branch. This group was responsible for maintaining information
on world-wide electrical communications facilities of all types
and for prepering reports ss requested. Lialson was established
with personnel in other agencles and with commercial concerns 88
sources Tor obtaining needed data. The informetion was avallable
on request to personnel within the Communications Diviaion, as
well ae, to personnel of other Agency Offices, and served as &
guiding factor in plenning of both overt and covert operations.
There were no other slgnificent organizational changes with the
Communicetions Divisisn during 195C.

A new Section within the Communicetions Divieion was
established effective 20 January 1951, the Communtications Mall
and Files Section, under the Administrative Staff. 2/ The new
Bection was responsible for the recelpt and distribution of
cables, pouches, correspondence, publications, and other communi-
cations; their recording, correlation, control; and the main-
tenance of correspondence filles.

Following & perlod of organization studles, which are
discussed leter, Communications was changed from a Divielon to

an Office status., Effective 1 July 1951, the Office of Communications

e Q
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{0C) was esteblished under the Deputy Director, Plans end
{n a position comparable with the Office of Speciel Operations,
Office of Pollicy Coordination, end Office of Operations. 3/
The title of the Communications Chief wes changed to Assistent
Dlrector for Communications. |

Upon the establishment of the Office of Communications

the following organization was effective:

Aspistant Director for
Communications

Policy end Planning 8taff

Bupplementary Activities
Steff

Administrative Staff

Engineering Dlvision

Operations Division

- Becurity Division
Blgnal Oenter

The former Mall and Flles Section becanme Communlcations "Reglstry”
remaining under the Administrative Staff. The Training Brench
became &n element of the Operstions Division. Te enable the

continued effective handling of communications metters within

0BG, of the Office of Communications was detalled

as Lisison Communications Officer with 080. He was carried on
the OC personnel rolls, but hed desk space in 080 so that he
could expeditiocusly advise on communications problems as they

Bro8e.

L
rONFIDENTIAL
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B. OPC ESTABLISHED

mhe Office of Polley Coordinamtion (OPC) was established
sffective 1 September 19k8 {Genersl Order No. 10, dated
27 August 1948). Mr. Frenk G. Wisner vas donignated Assistant
plrector for Policy Coordination (ADPC). OPC superseded the
Specisl Procedures Group, which had been in speration within
080 since 1 Janusry 1SLB.

As the new organization developed, there was an increasing

need for a focal point within OPC for chenneling communications

metters. In early 19&9,\ was brought

{nto OPC on & contract Lasls to handle Comminleations.

joined OPC in July 1659 a8 Aselstant to

| | Upon the departure of  shortly there-

after, |Dbecsme Signal Officer, OFC. Also during the

formative days, who had been Chief, Come

munications Division, 85U, was employed by OPC as & Copmuntcs-

tions eonsultent. j not on duty regularly in

Weshington, but attended meetings and conferences &3 regulired.

The Signal Offieer was & staff position within OFC, actual
implementation of commanications support remsining with the
Comminications Division, 080, Initislly, OPC Communteations
was under the Executive for Administration and Support, with

dutlies performed by & “Chief, Communications.” }i/ Bubseguently,

5
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CONFIDENTIAL

the communicetions function came under the Operetions
Division within an Operations Specisl Steff. 5/ The ternm,
Bignal Offlcer, was used at thie time. An OPC reorganization
in 195C setablished & Staff II with an Operastions Bupport
Branch and & Communicatlons Support Officer. €/ A later
reorgenizetion tn 1951 pleced the communlestions function
under sn Operational Support Branch, Operations Divielon,
Plans and Operations Staff., 7/ The responsibllities of the
OPC Communicetions Officer were as follows:

ya. Asgisting in the formulation, development,
eoordination, and implementation of communications
policy and technlques for all elements of OPC.

b. Coordineting communications support
activities between the Communicetions Division,

080, and the wvarisus 8taffs and Divlisiona of OPC.

c. Asaisting OPC Staffe and Divisions in
determining requirements of OPC in communications
equipment, personnal, training, and facllities.

d. Assisting OPC Steffs and Diviaions in
determining feasibllity of projects and operations
in the proposel stage.

e. Representing OPC on the Joint 0S0/0PC

Comnunications Hoard.

)
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continued as Signal/Communications

PP ficeyr throughout the time peried covered in this Chapter,

Speclael Assiptant to the Chief, Com-

munications Division, 080, served OPC es Communications Officer

for a ghort period during absence in Eurcpe on

temporary duty (Mey-June 1951).

In connection with OPC's program of pasychologleal war-

fare, there was need for expert edvice in the speclalized fleld

of radio broasdcasts. In addition, 1t was considered desirable
to provide incremsed sessistance to the Communications Division,

080, in the development of the world-wlde communications plan

as 1t concerned OPC. To meet these requirements,

former 088 Chilef for Burope, was employed a8 a con-

sultant to the Chief, Communications Division. 8/ He vas
detailed to OPC with the specific assignment of assisting OFC
in the planning end {implementation of the OPC Communications
program and assisting the Chlef, Communications Dlvision, in

communications matters pertaining to the specisl type operstions

for which OPC was responsible. ‘wae mede avallable

to ﬂid ‘where he was regularly

employed. 9/ He reported in the consultant capacity in Octobver

1950 end served for about three months.

A discussion of communlcatione support for OPC Divisions

was contained in a memorandum of 5 December 1950 from the

. |
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¥hile dealing directly

wtth[:::::hatters, 1t comprised a basic statement of the
copmunications support relationship between OPC snd 080. 10/
Cnief, Btaeff II, confirmed that in accordance with OPC regu~
.1at£ans, the OPC Communications Officer (II/8A/CM) was responsti-
ble for essisting the Forelgn Divislons in osbtaining adequate
end proper communicetlons support of all projects requiring
such support. He ocutlined the following pertinent polnts:

2. The responsibility for proper implementation
of reguested commnieations support was that of the
Communicetiona Diviaion, 0O80. This included the
ascheduling and provision of egquipwent, scheduling and
provision of eommunications training and instructors,
and the provision of sdequate ccmmunicafiana planning
to support all OPC projects. Thils reeponsibility of
the Communicatione Division could be discharged only
vhen requirements were forwvarded by ORC.

b. It was the reaponsibility of the OPC Come
mmicationg Cfficer to advize and aessist OPC Foreign
Divisions in determining, evalusting, and stetling
their c¢ommunications requirements, and to advise and
as8ist the Communicetions Division, 080, in interpreting

the requirements.

|

8
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¢, The timely solution of commmmlcations
problems arising from OPC projects could be insured
only by the Chief, Communicetions Division, and then
only when sufficlent informstion end times were avail-
abie for the solution to be deviged and implemented.

4., The staff capaclty of the Communications
Qffice of OPC d1d not sllow deslgnation as cese officer
on Foreign Division projects, but that Cffice could
properly serve as technleal consultant to project
cage officers in order that they might dlscharge their
regponaibilities on communicaetions support problems
efficlently and effectively.

&, The UPC Communications Officer would continue

to conduct liaison between (end other Foreign 25X1

Divieions) and the Communications Divislon, 080, and

render every other service possible.

From the outmet of OP('s esteblishment, difficultles in
ecommunications support were encountered dbecsuse of inedequate
coordinatisn betwaen the originators of operational projects
and Communications personnel while projects were in the plan-
ning stages. Fellure of the operstlonsl planners to meke known

thelr requirements to the OPC Communications Officer in the early

v

9
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gtages resulted in communications needs of'ten reaching the
Oommunications Dlvision after projects were approved and
prior to eny conslderation of the feasiblllity of meeting
wythe requirements or the established deadlines. Bteps were
taken in Februsry 1951 to correct this deficlency. The
requirement wae then established for every OFC project
presentgtion which celled for communtcetions support to
inelude & communications annex prepared by the case officer
with the assistence of the OPC Communications Officer and
the Communications Divtsion, 080. The ADPC, in snnouncing
the new procedures, stated that no projects would be approved
unless & communications snnex wes attached to the project
outline at the time it was submitted for approval. The
snnex was to describe the communications problems ilnvolved,
reconmendations on the personnel, equipment, end facilities
necessary, and a statement on aveilability, cost, end time
factors. 11/ The new requirements corrécted the previous con-
fusion in communications coordination and provided a basis for
intelligent planning within the Communications Division in
anticipation of project approval.
C. ORGANIZATION STUDIES AND DEVELOPMENT - 1948-1951
1. General
In July 1948, the DCI directed that & study be made of

the existing CIA organization with the objectives of minimizing

10 '
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duplicetion and providing the best method and means for
administretive support of the Agency. &g/ One recommends-
tion gtemming from this study was a proposal by the Executive
for Administration and Menegement (A&M) that complete sdmin-
istrative support for all of CIA be centralized under A&M, to
include the transfer of Communications es a Branch of A&M. 13/

The proposal to centralize support was ospposed by the
ADSD. It was his view thet it would be most unwise to geparate
the adminigtrative support for.covert operations from the con-
trol of those who dlrected operatlons. 14/ His posltion was
that covert operstions and theilr adminletratlve support should
continue under the direct control of the Director (ADSO), and
that with two covert offices functionlng 1t would be advisable
t0o have them coordinated by e steff officer wlth & few asasistants
who would ilesue instructions only in the neme of the Director.
He further proposed theat the exlsting Adminstration and Ser#tces
Unit of 080 become the Unlt to support the two covert offices
under the dlrection of the operatlonel staff officer of the
Director.

During thie seme perioed, the Chilef of the Communications
Dlvision made strong recommendetione that this Divisisn remain
an integral part of OB0. ié/ His presentation, which was approved

by the DCI on 10 September 1943, follows:

11
CONFIDENTIAL
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“"{m4er the present organization, the
Communieationa Division is under the Chief of
Administration end Bervices, 080. It provides
services to FBIB, Services Branch, A&M, Contacts
Brsnch, and to OPC, and to such other elements
in CIA as directed by ADSO.

"1a addition to performing these duties,
the Communicetions Division is an integral part
of 080, and approximately 90 percent of its
sctivities have to do with Special Operations.
Tts present position in South Bullding ls already
dangersusly separated and removed from operations.
Further separation would seriously Jeopardize the
operations of both the Communications Divielon and
tha opsrating branches.

“The functlons of the Communications Division
meke it en integral operationsl pert of the Speclal
Operatlons of 0S0 and consist of deviging ciphers,
eryptographic procedures, signal plens, equlpment
degign, and providing equipment, cipher training
and communications training. All of these func-
+ions ere done both for the daily routine operations
and for the clandestine operstions reguirlng intimate
xnowledge by the personnel of the Communications
pivision of all planning and detalls of operations,
{neluding actual acquaintanceship with the personnél
{nvolved, including egents. Communications pergonnel
sre involved in ectual 080 operetions of all degrees
of security while etill remalning essigned to and
responsible to the Chlef of the Communtications Division.

"mhe Communicetions Division 1s the most dangerous
security point in all CIA&, especially with respect to
080 operations since details of all operetions must
e centralized in the Communications Dlvision and
where both true names and pseudonyms of &ll personnel,
agent or otherwlge, must be available and if not nmade
svallsble, can readily or eventually be determined.

12
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"py provide effictent communicatlons to the
operating branches, Sormunications must be included
in the plenning of operations, the procedures to be
used, end the discussions of propoged plans. These
are ot present and must be & continuing day-to-day
practice and go far beyond the limits of lialson.
Communtcations hes data on the normal and clandestine
operations in sll ereasm which 18 concentrated in no
other plece to such an extent. The fact that the
Communications Division muet have this information
makss 1t imperetive that Communications be under
the control of that section deallng with clandestine
aperations for the safety of the personnal involved
gnd the netlonal securlty. Thls information cannot
be denied to the Communications Division ap an agent's
information is useless unless he cen tranemit it teo
the proper suthorities which in time of political
gtress yaquires the use of ¢landestine radis com-
munications. Clendeatine radlo communicetions will
not produce results unless signal plens and cipher
plans have been previcusly provided to work to &
given radic base, vhich bage must be controlled by
the same group of people that controls the agent.

"It ig, therefore, strongly recommended that

the Communications Division remain ean integral part

of the Office of 8peclel Operatlons.”

The move of the Commmnicatlions Division's washington
Headguarters from South Bullding to "L" Bullding wes belng
plenned about the time of the controverslal organizationel
aiscussions. The ADSO in his comments to the Deputy Director,
£IA, concerning the relocatlon congidered 1t esgential that
the Communicetions Division be kept together in one location,

end if 080 moved, 81l of the Communications Division should

pe moved to the same plece at the seme time. 16/ The possibility

" 1
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of dividing the Communicetions Divieion slements or physically
sepsrating them further from the rest of 0S0 was seriously
opposed. It was polnted out that Operetions required close
working relstionships between Operations Sections of 080 and
the Communications Division and between elements of the Division
ltself. Operations and operational planning were & Jjolnt pro-
cedure involving the Cipher Control, Operstions, Englneering,
and Supply Sectlons of the Communicetions Division with the
respective desks of OS0 Operations, conalsting of day-to-day
conferencees and close working contacts. Division of the Signsl

- Qenter into two separated installations was objectionable from
the standpolnts of requiring more parsonnel, meking control more
difficult, end increasing the chances of traffic delay and com-
promise.

The Assistant Director for the new Office of Poliey Coordi-
netion agreed that splitting up communications facllities would
entall the risk of transmission delays and security compromige.
He considered the relationship of OPC to the Communicetions Division
would be substentlally the same ss thet of 0S0, and in any move,
it was necessary for OPC to be located physlcally near the Signal
Ceuter. 17/ |

The baslc proposal for the centralization of administrative
support wes approved end announced by CIA General Order No. 11,

1 Septewber 1948. 18/ This Order removed sdministrative support

1k
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functiona from 080 and reeligned them under an Executive

for Adminigtration. It sbolisghed the 080 Adminlstration

and Services Group, ilncluding its Personnel Division,

Bpecisal Funds Divielon, and Transportation and Bupply
Dvieion. Effective 1 Januery 1949, the title, "Executive
for Administration”, was changed to '"Executive, CIA" and

this officisl mssumed centrsl control of all CIA administra-
tive support functions end direct responsibllity for overall
coordination of CIA administration 2nd operations (CIA General
Order No. 12, 30 December 1948). In line with the DCI's
esrlier approval for the Communications Division to remain
within 080, it was not included in the changes. However,

with the abolishment of the 080's Adminietretion end Services
Group, within which Communications was loceted, the Communi-
cations Division on 1 January 1940 was pleced under the direct
supsrvision of the Office of the ADSC.

The DCI's decision that the Communlcations Diviasion would
remaln within 0S0 stopped further lmmediate efforts to trane-
fer its orgsnizetionael location. However, s proposal to place
Communications under the oversll CIA Adminlstratlion Office
again arose in late 1950. Throughout 1950 end 1951 and parti-
cularly in early 1951, considerable attention was bvelng glven

to studies of CIA's orgenizational structure. Coordination

18
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and integration of 080 snd OPC ectivities were among subject
under active review. Consideration of the proper position for

conmunications within CIA came in for much discussisn.

CIA Regulation dated 1 November 1950 (Appendix

2-B) defined the Office of Special Operstions as the Agency
Office molely responsible, except for certein monitoring services
carried out by the Porelgn Broadcast Informstion Plvision (FBID),
for esteblishing, operating, and maintaining all rsdis and tele~
type communications facilities thet were the property of or
under the contral of CIA, end for negotiating in behalf of CIA
with other U. 8. Government agencles and privately swned com~

panles for the use of their communications facilities.

CIA Regulation which established the organization

and Punctions of CIA and its components, was issued on 1 December 1950
end distributed for comments. This Regulation placed the Office
of Communlcetions under the Deputy Dlrector for Administretion.
The ADSO took exceptlon 1o this on the basis thaet he considered
1t netther desirable nor operationally sound. 19/ He made the
following case for retelning the Commnications Division within
O8O
"Careful consideration has been given to the

fect that portions of the Communications Diviasion

ere not purely operational, e.g., the 8Signal Center,

Engineering, Training and Security Branches. How-

ever, control of Comaunicetions 1s consifered to be

8o essentisl to the effective conduct of secret
intelligence operations that only the most compelling

15
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"The most sensitive and vitael esplonage and
counteresplonapge operations of 080 require & close
and intimste integration with the Communications
Division which affords that Dlvision, of necessity,
detalled knowledge concerning operations. In addl-
tion, the Communicetions Division is guided snd con-
trolled by S0 in matters involving specisl materials
operationally procured excluslvely by 080 and super-
viged by Staff E/0S0. The security factor which
results from both of the above fects requires that
the Communications Division remesin en integrel part
of 080, An sdditiosnal factor making thls necessary
ts the 080 responsibility for the security and counter-
esplonage protectlion, es well as other support, of
communications ectivities overseas. Actually, in many
080 field installations communicetions duties are per-
formed by 0S0 personnel who have other primary 080
responsibilities and upon reessignment would not be
apsigned to the Communicetions Mvision,

"The removal 2f the Communicetions Division
from 080 could not but impsir the sgecurity, effi-
clency and success of the secret intelligence

misgton.”

A study wilthin the Communlcations Division itself of the

proposed Regulation

resulted in certain recommendestions

by the Division Chief. 20/ His proposals placed Communications

in posgition ag 8 fourth Office under & Deputy Director, Opera-

tioneg, but recommnended the title, "Chlef, Communications”" rather

17
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then "Assigtent Director." It was proposed also that a
staff communications officer, with sultable asaiptants, be
ssslgned to each Assistant Director (0so, oPC, 00) to essure
that communications requlrements peculiar to each operating
office would be effectively presented and provided for. The
Chief, Communicetions Divieion made the following polnts
relative to his recommendations: 21/

g. Communications was en "opersting” rether
than "administrative" type support, but must support
beth operations end edmintstration. The officer
responsible for this support should be & part of
the operating structure of the Agency and should be
eble to present his requirements and advice direct to
the officer responsible for the overall success of
hAgency operations.

b. The provision af communications support for
geveral different offices whose vequirements were often
at variance required officlal liaison and correspondence
channels which were not involved in the execution of
policles pecullar to any one office. Offices supported
should be in a position to control thelr own require-
mentg and assure thet they were met to the extent of

Agency capaclty, but should not be involved in the

y 138
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contrsl of sdmintistration and technical operations
regquired to meet thelr communlcations needs.

¢. The education, experience, and personality
qualiftcations of individusls meking up the communi-
cetions orgenization were different from those suited
for other positions in the ecovert or avart offices of
the Agency. The trsining, rotation, and promotion
policies to mssure the best eommuniications personnel
ghould be separste from those of any one CIA o>ffice,
end communicatisons personnel should not be required %o
compete with personnel of any particular office either
professionally or numerically {percentages of promotion
quotas, etc.).

4. The title "Chief, Communications,” was recom-
mended regardless of the location of the Communicatione
O0ffice within the Agency srgeaization. Thie was vased
on common usege throughsut the Government in indicating
the senior individusl in & Department or Agency's eome
munications organization and wes intended to place the
hegd of CIA Communications on en equal basis. A possible
{ntention to compromise or appease Sther elements was
evident in the statement of the Chief, Cormunicatiosns

Divieion, thet a title such as Chief, Communtications,

3 19 .
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"glso serves to subordinete somewhat communicatlons
to the operational offices 1t serves, as 'Assistant

Director' ig generally congldered senlor to any chilef.”

CIA Regulation weg relssued 1Q Janusry 1951. This

designated the Office of Special Operstions (0S0) es one of
three offices under the Deputy Director (Plans), the others
being the Office of Policy Coordination (OPC) aend the Office
of Operations (00). Communications remained as en OS0 element,
at a level comparsble with the Training Division (TRD), Budgset
and Lialsen Control (BLC), and the Operationsl Aids Division

(oAD),

2. Recommendations

Avout this seme time, at the request of the DCT,|

mede a study to determine (1)

the place that communications should be glven in the oversll
Agency orgenizetion, and (2) the dutles performed by Communi-

cations, including consideratisn of vhether these duties should

be expanded. report to the DCI included the

following recommendations:
8. That the Diviston of Commumnications be
glven the title of Office of Communications in

order that 1ts Head mey have the necegsary prestlge

20
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to act on a co-equel status with officers charged
with aimilar duties in the Navy, Alr Forece, Army,
end other Government departments.

b. That the Office of Communications be
vetained under the Deputy Director (Plans).

2. That the Office of Communications be
given & co-equal status with that of the Office
of Speclal Operations, Office of Policy Coordi
nation, and Office of Operations.

4. That the Head of the O0ffice of Comuni-
cationa be given the title of Assiatant Director
for Communicaetions.

6. Thet the responsibilities of the Office
of Communications, particularly with respect to
regearch and development and pollcy llaison, be
snlarged 1n scope 8o 88 to correspond in general
with that of the Office of the Chief Signsl Officer
of the Army,

The cgmplete[:::::&eport is presented as Appendix 2-C.

There was not complete agreement with‘

conclugiona. In particular, while the ADPC sgreed that

gormunications should be reteined in the DD/P's area of

- 21
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jurisdiction, he felt that the Communications Off'icer's

exact title and final orgenizational location wes dependent

on ultimete decisions &s to how QOPC, 080, and 00 were to be
more closely integrated. 22/ Under the existing orgenization,
it was the ADPC's opinion that éo reise the Communications
orficer to the level of Asslstant Director would negate the
ides thet communicatlons must serve operations. He pointed
out that a jolnt study on integretion of OS50 and OPC had recom-
mended thet the Communications Division be placed on the area
division level, with the head of the divislon also gerving as

the senior technical advisor to DD/P on communications matters.

The ADPC concurred in recommendation to enlarge

the scope of the Communilcations element, but indicated thet the
object should be to serve the specific requirements of CIA and
i1ts components, which did not necessarily correspond to the
requiremente of the Chief Signal Officer of the Army. In
gummary, the ADPC recommended that the Communications Divigion
be temporarily placed at s point within CIA which would make
certain that it would serve operating requirements snd would
not be sn independent or eutonomous activity within the Agency.
Until further orgenizational changes Sccurred, he considered 1t
asppropriete £or the Chief, Communications Divislon to report

to the DD/P. In the event OSO and OPC (and 00) were merged,

e 2?
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he then considered that the Chlef, Communications Division
ghould report to the Chief of the new, combined Office.

The ADSO concurred in the principle of eo-equel status
of the Office of Communications with that of other offices. 23/
He stressed, however, that Commnications served the other
offices entirely acroes the board more then any other office,
and thet controls end steff asalstance then available to the
Deputy Director (Plans) vere insufficlent to properly coordl-
nete & large number of go~-equal offices. In view of the fact
that several inter-related orgenizational studies, including
one on reorganizaetion of the covert agencles of the CIA, were
then in preogréss, the ADSO vecommended thet the subject of the
posttion of Communications be considered in conjunction with
these studies.

Another viewpolnt was expressed by the Deputy Tirector
{Administretion). 24/ He stated that communications was an
Agency functlon and that & proposal would be made to the
Dlrector that all communicatione be consolidated under an
Aggistant Director for Communicetions. Although he asw no
current objectlion to the proposal that the new Asgletent
Director be under the speretional control of the ID/P, he made
the point thet communications wes more properly en edministrative
function, in support of operating offlces rother than & strictly

opereting function.

- 23
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Adaitional ldeas relsating to the communlcetions

orgenization ware presented to the Deputy Director of

Central Intelligence by| | Executive

Assistant to the DD/P. 25/ His comments reflected the view
thet communications effort was performed for the penefit of
all offices and, as such, this work should not be under the
control of a single office. He suggested further that the
Forelgn Broadcast Informetion Branch be tyansferred from 00
to the Office of Communications. Arguments for this were
that & significent part of ¥BIB'se activities hed to do with
communicatlions matters and its preduct wes of peneral interest
to various apencies of the Government, wes performed by CIA
under the "common concern” principle, but had little to do
with the Offices under ID/P,

3. Egtabltshment of the Orfice of Communications

The DCI's eventusl declaion as to the organizational

position of Communications followed closely the originsl recom-

mendations of| ‘ The suggestion relative to the

snnexation of FEIB was not mccepted. As of 1 July 1951, the

Communicetions Divieion waes separated from 080 and wes estab-

1ished as the Office of Communications. iﬂ

was desipgnated Acting Director for Commmunications, reporting

y 2L
Sanitized Copy Approved for Release 2010/03/16 : CIA-RDP84-00499R000700120001-6




25X1

Sanitized Copy Approved for Release 2010/03/16 : CIA-RDP84-00499R000700120001-6

te the Deputy Director, Plans. This esctlon was further

formalized in 1 July 1951 chenges to CIA Regulation

Appendix 2-D contains pertinent extracts from this Regulation,
ghowlng the position of Communicetions under DD/P, the organi-
zation of the Office of Communications, and & statement of

the Misslon and Functions of the Assistant Director for Com=

minicetions,
D. FPERSONNEL
1. QGenersl

The aifficulty in obtaeining sufficlent numbers of personnel
was 8 continulng drawbeck to the development of communications
facilitles at a rate watching the rapldly increasing operational
requirements. The disparity vetween personnel and workload had
resched such serious proportions in early 1949 that certain
changes and deletlons in the communications operational program
were recommended (Sectlon 1, Personnel vs. Workloed). The problem
at the time was not so much & lack of sdequate personnel comple-
ment as 1t was an excessive number of job vacancies.

A propossl had been made in the Fall of 1947 that communi-
cations recrulting teams be sent to certain clties within the
United States to ettempt the procurement of radlo techniclans. 26/ ‘
This stemmed mostly from difficulties being encountered in mamning

gtatione of the Middle East Radio Network. By 1949 end continuing

e 25
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into 1950, en orgenized recrulting effort was developed,
with commnicetions representatives assigned specifically
to recrulting duties and conducting recrulting trips to
eities throughout the Stetes. Thls recrulting program,
although bringing in sizeble numbers of recruite, was not
& cure-all. In fact, the criticsl personnel shortages con-
tinued throughout the developmental period.

The adverse effects on communications support of the
continuing &ifficulties in procuring personnel were repeatedly
pointed out by the Chief, Communications Divistion. In
Septerber 1950 he reported to the ADSO that the point weas
belng reeched where the Division would be uneble 1o continue
to meet its cammitﬁznta end responsibvllities oversess, and
sxpressed the feer that 080 and OPC operetions, then in pro-
cess of implementation as well as otheres about to be sctivated,
ecould not be supported unless the procurement and processing
of personnel were accelersted. Z7/ Although the existing
Communications overseas T/b appeared asdequate, less than
47 percent of the authorized personnel were actually on duty
st oversess stationa. This T/0 comprised 297 personnel divided
between BUCA, 73; ASCA, G0; MECA, 8&; HATC, , 28; and SEACA, 22.

The personnel status as of mid-June 1951 while showing

gome improvement, continued to be unsatisfactory and at that

3 26
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time the Chief, Communications Dlvision, made the following
comments and recommendations: 28/

“The lack of personnel in the Compuniestiona
Division, particularly in training pools and over-
seas hag reached such serious proportions that 1t
appears doubtful whether present commitments cen
be met snd communications activities vital to the
support of the operations of the (lentral Intelll-
gence Apency properly carried out. The suthorized
7/G's established for the support of communicationms
ectivities of this Ageney have not been adequately
filled since ny asssignment here nearly two years
ago, and records indleste the same situation has
agtated since the orgenizstion »f the Agency in
1947,

"As & result of the chronic personnel shortages
in this Division, sound personnel rotation and train-
ing programs designed to bulld a strong cadre of com-
mmications officers experienced in intelligence com-
muntcatisns heve suffered considerably. Morale has
been adversely affected by the uncertainty of the
isngth of assignments due to lack of replacements;
operatione have been hempered and in some cases
adversely affected. Many worthwhile programs and
proJects have been worked sut only to fall of {mple-~
mentation or lose thely effectiveness because sult-
abla perponnel were not avallable in sufficlent
numbers to prosecute and support them.

"After careful consideration of the entire
problem and lengthy discusslions with my steff, it
is my ospinien thet the underlying cause of the
present diff{culties is lack of the sssignment of
a sufficlently high priority to the procurement and
procesalng of Cormunications personnel..,.. In view
of the T80 existing vacancies in the Communieations
DPlvision T/0, 1t does not appear to me that sufficlent
effort ig being expended to provide the required per-
sonnel support for the Communications Division.

27
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"I recommend that consideration be given to
one or more of the following proposals:

{a) A task force be organized in
the personnel office consisting of a suf-
ficient number of procurement officers
end agsistents 4o essure the complete
goverage of all schools end colleges in
the United States particularly state
universities and amsll collegen as well
ap technical institutes and schools of
8 similar type.

() That general information be
made avallable to prospective employees
a8 to the type of work and opportunities
to be expected together with s true pleture
of the interesting es well as difficult
aspects of CIA comnunications as a career.

(e) That publiecity be glven to the
opportunities afforded Communications per-
sonnel in the Central Intelligence Agency
and a seriss of articles be publizhed in
perisdicsla likely to be read by students
glamorizing the work of the intelligence
cormunicator. Consideration should be
given to dlscreet advertising..... I
think 1f properly handled, the mention
of the Central Intellipgence Agency would

. be of advantape. If after proper consldera-
t{on this were considered to0 undesirable,
the poasibllity of the Biste Depariment
sponsoring such edvertising should be

explored.

{a) Thet contractusl srrangements be
mede with leeding radio schools providing
for procurement, holding, and training of
eommunlcationg personnel for the Central
Intelligence Agency. This proposal has
been mede before but has not been imple.
manted.”

28
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The Communications Training Branch was suthorized to
establish contact with verisus commercial radic schosle with

s view to agcertalning their capabilities and possibly develop-

ing a pilat program with one or more. 29/ During 1951, pre-

25%“ liminary contects were made with the
25X1
| graphy, and the Technical Representetive Divislon of the

25ﬁ1 This effort had only moderate success,

25X1 specifically a cantracﬂ:::::::::]to be effective in January

1952, and involving the training of a limited number of gtudents.

25X1 ‘ had been used ag

esrly as 1949 as a source of radic operstors and techniclans
through 8 program of interviewing and selecting gredustes. The
gecurity hagards in dealing with private institutions were high-

1ighted in 1990, when this school matled some 800 letters to

25X11 | former gradustes, openly identifying

25X1 ) with CIA employment opportunities, as

well sg referring o the fact thet large numbers of graduates
hed been hired by CIA in the past. Upon reprepentations to the
President of the school, these practlices were discontinued, but
any demage had already been accomplished. 30/

Barly recrulting efforts tncluded the use of advertise-

ments in QST, orficlal organ of the national erateur radio

29
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sggociation; the American Redio Reley lesgue, and the
publicizsing of CIA employment opportunities through units
of the Naval Reserve. 31/ The QST channel proved success-
ful. In Ilster years, active duty Naval personnel who were
sbout to lesve the mervice also provdd to be a valusbhle
source of manpover.

As wentioned previocusly, the principal difficulty
was maintaining sufficlent numbers of persounel actuslly
on duty. T/0's in genernl were graduslly increased as
ccemunications support requirements grew, but although .
approved T/0's existed, they were publect to the sssign-
ment of "cellings” or superimposed levels above whilch T/0's
eould not be filled. The retic of people on the job to
those 1n training or in other phases of processing for
sesignment wes never satlsfactory as T/0's increased. Iong
gelays in recruitment and in completing security clesrances
were mejor aggravations in getting people "on the Jjob." An
#xemple of the time teken in the processing procedure is
reflected in a list of pending personnel prepared in Merch
1949. 32/ There were 64 personnel for whom processing hsd
been requested by Communicetlons. Twenty-five percent of
these requests had been made at leasst slx wonthe earlier,

with several approaching one year's delay.

20y
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4 comparison of T/0's and actual personnel at the
approximete start and end of the developmental pertod
{Beptember 1947 - July 1951) follows:

m%z
/0 (mcmmasj {P;r%;e)
August 1947 273 - 2k {(90%)
December 1947 ko2 256 -
Merch 1951 807 655 W2 (57%)
1 July 1951  1396% T75 €06 (43%)

friscal Yeer 1952 T/0.
2, Consolidated OBO/OPC Communicatlons T/0

As the communications support reguirements for both OPC
and 080 continued to grow, 1t was found lmpractical to mein-
tain separate lists (T/0's) of communicetlons personnel to
gerve OBD and OFC sbroad. Followlng & series of conferences
in which representatives of Manegement, Budpet and Lialson
Control, Special Employees Division, OPC, Bteff B (Operations),
and the Compmnications Division participated, a consolidated
0B0/OPC Overseas T/O for the Communicetions Division was
developed in November 1049, Thie toteled 291 positions, dis-

tributed as follows:

. Asletic Comwmnications Activity (ASCA) Bg
# 2
Buropean Communications Activity | T3 \
Middle Eost Communlcations Activity (MECA) 80

Southeast Asle Communications Activity (SEACA) 22

#his title was subeequently changed t> North Atlentic Communi-
cations Activity (NATCA)

31 .
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A supplementery list of L6 communicetions personnel was
carried on the Overseas T/0's of Forelgn Divislons, making
e comblined total of 337 positions for communications per-
sonnel overseas. Incorporated in this total were 133 slots,
which had been set up earlier by OPC for communicetions per-
sounel. The nev cousolidated T/0 wae approved by ADEO and
eonfirmed by ADPC on 29 November 19L9.

In & 23 November 1949 memorandurm of trensmittal to
orC, }j/ the Executive Officer, OS50, noted thet the new
Comunlcations Overseas T/0 exceeded the OS0 budgetary pro-
visions for personnel for the current figesl year by approxi-
mstely $1,000,000. The ADPC's reply, 34/ 1e quoted in part
below as {ndicative of the support provided by 080 and of the
lmportance placed by OPC on communieations facllities:

"Buring the pest fifteen months OPC has been
plecing an increasingly heavy burden upon the Come
munteations Dlvision of 080, I wilsh to express
appreciation for the services and facilities thet
have heen provided as well es the cooperation and
asgiglence we heve received in planning sur opera-
tions.

"OPC metivities not only demand extensive
compunications services in normal times, but require
eperational facllitles to handle emergency situations
in any quarter s the world. This ig particularly
loportant since the Departments of Stete and Defense

are relying upon OPC to perform certaln smergency
functiong in the event of cutbresk of hostilities,

30
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To prepsre for these requirements, OPC, with the
help of the Communicatlions Division, placed con-
tracts for approximately $2,000,000 of equipment
during Fiscal Yesr 1949 and set sbout recrulting
& substantial number of communicamtions personnel.
As this progresm progresged it became inereasingly
obyious that it would be necessary for reasons
of technical efficiency and operstional security
t5 maintain the highest degree of coordination
tetween the communications activities end opera-
tions of 08B0 and OPC.

phe current activities and future plens
praflected in reference memorendum provide further
proof of the desirability of effecting this coordi-
nation Be soou as possidle. In developing these
plans OPC representatives explained that the come
munications requirements were sc essentiel that
the implementation of these plang should only be
1imited by cur sbillty to recrult and train the
steff and bulld the bases. If this requires a
miliion dollars more than has been allocated to
the Communications Division, it is essentlal that
these funds be provided even though it may mean
a limitation of substantive sctivities that were
eontenplated when the budget estimates were sub-
witted. For that resson, OPC is willing to with-
&rav such funds as may be necessary from other
activities and, with the permission of the
Pirector, earmark them for communications use.

“Yn the third parsgraph of reference memo-
rapdun tt was requested thet this Office confirm
that the cong-lidated T/0 will fulfill the needs
of OPC for the belance of the present fiscal year.
It 48 impossible to make such 8 statement because
at best this T/0 is merely = plan on the drawing
board and does not provide facllities in being.
We ere, however, willing to certify that guch &
7/0 does not exceed sur requirements thet the
plan be implemented es soon as pogsible.”

" 33 .
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The declalon to place communications personnel
administratively under 080 resulted in the trensfer to
080 of all communications slots appearing on the T/0's
of OPC Branches, and sll communications personnel employed
spatnst such slots were transferred to OS0. 35/ The term,
"ecommunications personnel,” referred tu those who hed full
time communications duties. Personnel whose dutles were
x‘.‘ew’f.ded; that 1s, secretary-code clerks, remained on the
OFC Branch T/0's.

B. LOGISTICB
1. Supply and Warehousing

- As of June 1947 Supply and Werehousing within OB0 wes a
function of the Trensportation and Supply Divislon (T8D). This
Pivision included & Warehouse Section. Within the Communica-
tions Division, supply operations were controlled by & Signal
Property Control Section, which in December 1947 had a T/0 of

eighteen personnel. At that time the consolidation of the

Communtcationg warehouse at wlth the

general CIA supply warehouse operated nt

by the Service Branch had been approved. 36/ This necessitated

the Compunications Division to move its entire stock of aignal

equipment fron{ \ and this move was well under

way in April 1948, 37/ Cotncident with the relocation, it wss

y 3k
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propased that the Communications 8ignal Property Control
gectizn be eliminated and thet this function be placed
undey 080's Btock Control Unit, vhich was formerly the
Warehouse Section, This sction wes approved on
1 April 1548. 38/

A further chenge in supply asrrangements oceurred in
Mey 1948 when it was declded that 0S0 would sperate a ware-
houge geparste and apart from the gerneral warehosuse of the
Bervics Branch. Movament of all 080 property from |

toe the new 080 facility vas scheduled to

commence on 1 July 1943, and the ADSO requested sdditionsl
positions for his Transportation end Supply Divisien. 39/
This action was overtaken by CIA Generel Order Ne. 11 of
14 Beptember 1948, the provision of which included the

absorption by the Bervices Officer, CIA of the Transportation

and Bupply functiong of 050, The move to the Were-

house epperently 414 not take place. Lo/

Under the orgsnizationsl changes effected by (eneral
Order Ho. 11, OBD wag no longer directly responsible for
eommuntications warehousing. Nevertheless, iis interest wes
paramount, as 1t had basic responeibility for providing com-

muntcetions for 8ll of CIA, and 8 communlcationg inventory

25 ‘
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velued in excess of $1,000,000 was involved. The
Commntications Divielon remained charged with the responsi-
bility for providing cormunicetions services and electronics
squipment, but under the new organization was in the untenable
position of having this respsnsibllity without any sapervisory
suthority in the phystesl handling of the matertal. The Chief,
Communications Division in expreseing these vievs, indiceted
that the Communications plvision, should control the supply
end supervise the proper meintenance of this delicate equipment. 41/
Another fector confronting 080 concerned its Signel
Property Acesunteble Officer. wnig OPficer wes personally,
financially accountsble for all signel {Commnications) property
in the CIA werehouses; ye@t, he had no physical control or dir-
@ction over the storage or the personnal-handling of the bulk
of the material. The ADSO requested that the responsibilities
of the sccounteble officer be defined by dlrective, including
procedures for the requisitioning and control of a1l property. 42/
The Acting Director of Central Intellipence {ndicated that defini-
tion of responsibilities and eptablishment of procedures Lfor com-
mnicetions supply and warebousing would be worksd out. h3/
At this seme time, the incumbent 080 Stgnal Property

Accountable Officer vas to be transferred. His reliefl get forth

. 2K
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certain sctions that should be aceomplished prior to his
sssuming the duties of sccountable officer. 4b/ These
included clarification of such matters s & memorandum
raceipt for material snd & procedure requiring subsequent
receipts by the Responsible Officer{s) having physiesl
possession of the eguipment and authorization over parsonnel
handling materiel; chain of commmnd for the accountable
officer; and an sutline of duties and bvasic procedures to
be followed in the veriosus functions o€ supply requisition,
stock control, stormge and 1ssue, and procurement. The
Executive Director, CIA, provided the regquested chain of
command {nformetion, but indicated that the o>ther matters
would be the responsibilities of the new Services Officer
esteblighed by Genersl Order No. 11, and thet this Officer
was developing and coordinating eppropriste plans end pro-
cedures for the integratiosn of s CIA overall supply responsi-
viltty. b5/

Bubsequent conferences were held between OS0 (Communies-
tisns) representatives and the Services Officer, CIA, and
procedures to be followed by the Services Office and by the
Communications Division in hendling signel property were
esteblished by Memorandum of Agreement dated 11 Jsnuery 1949,

{Appendix 2-E). The effect of the sgreement was to relieve

B 37
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the Communications Division of direct warehouse respuonsibility,
but to remove no other previocusly held function and to edd
cartain dutles not previously sssigned. The Chief, Communt-
cations Divislon requested the eatablishment of & section
within the Division consleting of 2 limited mumber of persomnel
to carry out the functions and responsibilities assigned by
the ¥emorandum of Agreement. A Bupply 8Bection wss subsequently
resatablished in the Communications Division.

2. Wnﬁ Stockplles
The subject of sgent communications equipment wms

pecupying much of the attentlon of the Joint 080/0PC Communi-
cations Board 1in early 1950. Btudies were directed at methods

. and procedures for the establishment of stockpiles and stock
levels, procurement and requisition procedures, issuance con-
trsl and priorities, end a general regulation to insure avall-
ability of equipment as needed. 46/ First steps were an inventory
of equipment on hand and surveys by boerd members of thelr opere-

tional needs 8o that procuvrement could be planned.

38
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In June 1950 the decision was reached that the OS0/0PC
formmnications Board would be respousible for estebllahing
stock levels of sgent radis equipments to be maintained both
in Washington and in the fleld and for sssigning priorttles

to projects involving the issuance of such equipment. This

gction was formelized by 8. 0, Directive later relssued

es 080 Regulettion Appendix 2-X) snd by OFPC Regulation
of 6 July 19%0.

In secordsnce with its new responsibility, the Joint

Board on 27 June 1950, after consultation with responsible
using offictels, designated the atock levels to be established
and meintained throughout the world. 48/ The locations specified

were Washington;

included ss possible stockplle locations. In late 1950, as &
precautionary measure, it wvas declded thet, except for materlal

in use or reguired to support current operations, communications

eguipment at would be transferred for

gtorege., This was aceomplished in early 1951. L9/ By April

1953 ked bean selected as the location indicated pre-

viously &8 wed replaced &5 &8

stockpile locmtion (Section 4, Base Station Development and

Construction, Western Mediterranean).

20
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The followlng flgures ghow the worldewide agent redis

equipment stocks as of 25 June 1051:

utipment

#Enroute indicates materisl processed for shipment or sctually
gent but not received at its overseas location end equipment on
order from the manufacturer. Descriptions of the specific equip-
wente will be found in Appendixes 2-1 and 2.M,

The stockplle program was not limlted to agent egquipment.
Conventional compunicetisng equipment {tems also were stocked,
ineluding 8 strateglc reserve of "packaged radis stations” and
mobile stations. The packeged stetions were complete radio sta-
tions ssgerbled for irmedlate shipment and stored at strateglc

locatione. As of October 1550, packaged staetiong hed been proe

vided for emergency use 50/ 1In

addition to meet reguirements for other aress, units were being
held in the Washington warehouse. A number of the latter
‘packapes” were earmarked for possible uese in latin America

{Section 3, Overseas Activities, Central and South Americe).

Btockpiling at in eariy 1951 took

the forw of & complete wmohile redis base station.
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In addition to existing facilities, studies were
unéer way in May 1951 for establishment of commmnlcations
squipment stockpiles at a number of additlonal stretegic
locations. 51/ Although moderste quentitles of equipment,
both conventionsl and agent, were paintsined at mmjor base
gtations, 1t wes consldered prudent to plan to augment exist-
ing atocks end create new stockpliles in other areas.
F. COMMNICATIONS SECURITY

1. pBecurity Branch

Development of methods, tools, procedures, controle, and
checks 10 lngure the security of CIA cormmuniceticns and imple-
mentetion and compliance actions were the regponsibilities of
the Communications Becurity Brsnch. This included &iverse and
miltitudinous tasks performed by an organigatiocn containing the
following slements:

Office of the Chief

Crypto Development Section

Cover Nethods snd Procedures Bection
Protective Section

Cryptomataeriel Support Section

A continuing and intensified world crisis situation in late
1950 and early 1951 end the related increese in communications
commitments had a direct effect on the support responsibilities
of the Becurity Brench., As s step to cope with the incressing

traffic workleoeds, e progrem was activated to convert, wherever

L1
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posaible, 2ron hand to machine ciphers. The establishment
of & protective monltoring program for the Agency's radlo
networks wee another high priority project. A third urgent
requirement was o ooomunicetions security inspection pro-
gram to determine the adeqguacy of security in the Fleld.

2. Rectric Cipher Machines

In Janusry 1951, the Director, Armed Forces SBecurity
Agency was requested to authorize appropriate militsry security
ggencies to issue sultable electric clpher machines to CIA
for use 8t its key stations. The volume of encrypted treffic
batween certain stations had increased to the exftent that
marusl oryptographic systems were no longer adequste. In the
evant of all-out war, the volume was expected to lncrease to
guch an extent thet unacceptable delsys would occur unlees elec-
tric cipher machines were available at the high-volume stations.

The machines {SIOTOL/TRADON) were made avallable ss requested,
and en enlarged program for conversion from manual to machine
aﬁtems vas started. This involved larpge-scale development,
production, and snalysls of systems, keys and keying materlal,
as well as plenning snd preparation of new cover methods and
procefures, together with instructional documents for field use.

The introduction of machine ciphers was fuxther complicated by

ho
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informel indication that the Armed Forces might not be able
to continue offering theilr facilities and services for pro-
ducing cryptometerials for CIA in event of en all-out war.
To be prepered for such a contingsncy, the Communications
Sscurity Brench had to meke plens to assume responsibility
for profuclug its own cryptomaterials (ome-time pads, keying
1ists, keylng aldes, end keying taspes). Continuing technical
support wes provided by the Armed Forces Security Agency, and
by the Army Security Agency before it, in the development and
testing of cryptographlc systems, devices, end procedures for
use by CIA, |

Cryptographic devices used in the Washington area in the
esrly CIA years included the SIGTOT (also celled TRADON) end
the SIGHUAD. 52/ In May of 1948, errengements were made to
convert the crygstagraphtc eircults operating between CIA and
the Department of State from SIOTOT to SIGHVAD as the latter
was faster and more efficient for handling the increasing
traffic volumes. 53/ |

3. Redlic Monitoring Project

A program of monitoring end treffic analysis of CIA radlo
clreuits wag established to determine the extent of intelligence
which could be derived by the enemy from CIA communications,

either by deductive or inductive smnalysis. The first monitoring

k3
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effort was conducted on the Letin Americen Redis Network in
April and MBy 1951. The sbjective of this pliot project was
two-£01d: To determine the nature of the transmiesion security
of the net and steps necessary for improvement, and to formulate
standard opersting procedures for future operatisns >f the Radis
Monttoring Unit. The importence of the program became immediately
apparent 85 numerous spevating dlscrepancies were observed. A
pecond monitoring project coversd the Mlddle Fast Radis Network.
These monltoring exercises henceforth became 8 regular function
of the Protective Bectisn, Communications Security Brench, and
gerved well in tighiening the security of CIA redio operations.

L. Paysicel Becurity Inspections
)8 spe

The establishment of physical security standards for com-
munteations facilities wag & responsibility of the Security
Branch. Examples of the items {nvolved are contained in & list
of "Beeurity Recormendetlons far the Weshington Signel Center”
prepared in June 1943. 54/ Included were such things ms measures
to prevent viewlng the Signal Center through windows; provision
of artifieial ventilation; bleckout curtaing; iron grilles: removal
of signs identifying the activity, such as "Messare Center" or
"Slgoal Center”; estmblishment of controls for visitors; and
enerpency evecuatlion and destruction plans.

By dlrection of the ADE0, the Chief, Communications

Plvision esteblished a world-wide fleld statiosn commmunicatisns

L
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#eourity inspsction progrem. BSecurity officers from the
Communications Security Brench visited f1sld stations to
inspect the physical security of CIA offices and to review
eryptogrephic practices at the individual gtastions. These

The program was designed to
assure that the arrangsments for hendling CIA traffic in

the code rooms, the securlity aceorded the gtorage of CIA
eryptomateriel, and the security of conditions for the per-

formance of CIA cryptographie work were satisfactory et the

5. Cxyptographic Control
One of the wost sxacting funetions of the Commmications

Security Brench was the establishment and eontrol of crypto-
graphic communications. The Security Branch was responsible
for the establishment and deactivation of ell cryptographilc

he
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1inks between stations for both OSC and OFC. Thls was
ane of the most active pecurity tasks during the develop-
mentnl period es msny new statlons were sctivated, command
ehannels chenged, end some stations deactlvated. Crypto-
graphic control wes & basic requirement for all communica-
tiong, regardless of the mode of neseage transnission.

8. 0. Procedure Gutde dated 8 June 1949 set
forth the procedures for requesting eryptographic staff

comaunications, 55/ Thls wes superseded by OSO Regulation

{Appendix 2-F), vhich prescribed procedures to be

followed when requests for cryptographic staffl communico-
tions were submitted to the {ommunications Division. Fro-
osdures for lesulng cryptographic clesrances were established
vy O8O Regulation |dated 1 Hovember 1950, end the Com-
minications Division was designsted ms the control office for
such clearances. 56/ Special procedures were developed for
the guldence of all commmnicetions personnel in preparing and
handling corvespondence on cryptogra}_)hic snd technicsl com-
minleations matters. 57/ To insure adequate eontrole 1in
handling dispstehes relating to cryptographic matters, the
communications officer or commnicatsr at each fleld stetion
was suthorized to communicete directly with the Chief, Communi-

cations Division. Dlspotches relating to such metters were

agn A
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capttionad "CRYPTOGRAPHIC" and received sensitive handling.
Included in these dlspatches was informatlon releting to

crypte systens, equipment and meterisl, communtcations

security matters, trensfer and destruction of cryptograthic
msterial, reporte on cryptographic traffic volume, routing

data, time delays, ond related information covering the
cryptographic handling of traffic. Similar direct communi-
cations with the Chlef, Communlcations Divisien, wes authorized
for technieal communicetions correspondence dealing with elsn-
destine signal plans and related communications matters ineluding
redioc and other trensmission subjects. Poliey governing erypto-
communications for those fleld establishments which were permanently

staffed by both 0S50 and OPC representatives employing similar

afficlal cover was established by {Appendix

2-G).

Regulations required that the custodlen of Armed Porces
registered cryptographlic material be & commissioned officer.
The Chief, Communlcetions Divislon, a Baval Officer, wes custodian
for CIA., Hls wide responsibilities as communications chief,
including extended TDY absences from his office, mede it diffi-
cult for him to exerclse direet control of the functisus of
recelving, distributing, and accounting for reglstered crypto-

graphic material. No other commisailoned offlcer was sttached

k7
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to the Communlcations Division, and the position of Chief,
Communicationg, was to be eventually civiliantized., To
resolve the problem, the DCI obtained authority from the
Director, Armed Forces Becurlty Agency, to appoint & eivtitian
to serve ag cryptographic custodian. 58/

The provision of emergency cryptogrephic communtcations
between Washington end fleld stations wes an integral part of
the cryptographic responsiblility of the Communfications Division.
In November 1947, sctlion was being teken to provide all 080
substations with an emergency crypto link direet to Washington. 59/
This link was for activetion in the event normal communications
were cut off between the base station and Washington or if a
grave emergency arose at the substation which necessitated
direct communicetions with Washington.

A further step in emergency readiness was the storage of

reserve supplles of cryptographic material at strateglc locstions

thraughout the world. Thils project, invaolved

only clpher storage, not radio operations or slgnel plans. GO

veg esteblished as s safe area for the storage of

reserve ciphers and signal and cryptographie plens for each

active clandestine project for which the Buropean Communications

Officer vag responsible. This was to

elininate the necesslty for rushing reserve caples from

48
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Hegdguarters to the new base of operationa in the event

the should become neutrelized operationally.

In mt1d-1950, cipher materials for the Headguertere Signal

Center Disaster Plen were pouched to all stations. 61/

The opposite ends of these pads were prepared for storage in

‘ﬁtpasitary. E&an[::::::]assure& eon-

tinuous eryptogrephlic communications with all stetions even if

all materisl on hand in the Headquarters location ("L' Building)
were destroyed by fire or osther dissster. Emergency cipher

materiel later was stored in the Interim {IA Vital Documents

Repository With the establishment of

an Emergency Slgnel Center st , thie

material was moved to thet locsation

On 1 December 1949, there were eommunications statlons
in aperation{:::]radio and[::]cryptograghic. These totals remained
essentielly unchaenged through 1950. As of 1 Merch 1951, the totel

of 080 and QPC gtaff flsld stetione having cryptographic eommuni-

cations llnks was In saddition, fontect Diviston stations

and[::::JFBIS gtetions hed cryptographic communications. With
activation of the SEACA net, the totel number of staff radio links
had increased t#:::] The 1 July 1951 sctivation of the Offlice of
Communications found cryptographic communications iinks ax{::::]SO
snd OPC stetions and|  |FBIB stations. There was no change lu

Contacts coverage.

b
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The transmission of classifled messapes over facllitles
employed by FBIB/FBIS dld not start until 1949. Discusslons
velative to e procedure for transmitiing classified material
over FBIB facilities had been held in 1G47. These were based
on the fmct that the consolidated list of FBIB monltoring tar-
gets and the transmission of this list in the clear gave definite
{ndieation of U. 8. intelligence agencies' interests. However,
after referral to the Deputy, DCI early in November 1947, FBIB
was instructed to continue to transmit weekly tergeis in the
clear over normal FBIB channels and to use facllities of the
Communications Divislon for tranemission of other clessified
matter.

This subject was sgein broached by the Asslstant Director
for Opsratione {00} in Beptember 1948. He pointed out to the
DCI that existing procedures caused delays in the receipt of
clsseified messages by FBIB rield bureaus, due primarily to the
leck of proximity of the fleld buresu to the closest point of
tyaffic reception, He stated that operationel efflciency could
be improved by reducing the time of transmlasion between Washington
and fleld bureasus and sgein requested that procedures be developed
for the trensmission of clessified messages over FBIB facllities.
The Chief, ébmmunima.tiana DPlvision sutlined the steps necessary

to meet FBIR's desires, ond the proposals vere approved by the DCI

e %
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on 28 December 1948. 62/ As indicated ebove, FBIS/FRIB

gtetions had thelr own cryptegraphic links as of 1 July 1951.
Appendix 2-H presents three dlagrams showing eryptographic
links as of June 1950 to Per Emst areas, primery Buropean ste~

tianaJ
3. CABLES AMD CIRCUITRY
1. general

tniform instructions end information on the rreparation,
processing, end handling of caebles for the use and guldence of
ell 080 and OPC personnel were issued on 2 May 1950 as S. 0.
Procedure Guide  (Revised) rescinding en eerlier instruction
of August 19%7. 63/ Subsequently, cable procedures were modified

and refined and eventually issued as 080
and OP( &4/
Beslc policles governing the establishment end operetion of

lateral cable communicetions between CIA fleld stetions were
dsgcrided in Communications Division Orﬁer[::::::::] €5/ As

direct lsteral cable communications betwsen fleld stetions could

Jeopardize the steff communlcations cover lismke serving the two

stations, requests for such comsunicatlons were restricted to
situstions vhere the hazerd was Justified by the operational con-
venience provided by direct lateral links. Prior to sctivetion

of & lateral ceble comminicetions link between two fleld stations,

- R e . Be e da e e & e
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the Chief of the Beadquerters Forelgn Division or Aren

Staf degiring the link was required to document the nature
snd scope of the requirement. Tha {hief, Communications
Divigion, then initlated & study leeding to determination of
the reasibility and extent the lateral communications could
be provided conpilstert with the preservation of commnications
cover. If necessery conditions were met, and the approval of
the appropriete Asslstant Director obtained, steps to activate
the link were tsken.

8. 0. Procedure Gutaaz{mvisad) stipulated the

followlng governing the destruction of cables:

- "ehe destructisn of cables is the responsi-
pllity of each Office, Bteff, or Division. In
order to comply with existing security regulations
gaverning the destructicn of clasgified documents,
those cables destroyed will be itemized in duplicete
gnd one copy of the certification of destruction sent
%o the Signal Center for permanent file. This item-
igetion will list the "IN or "OUI" number, pame of
#1@1d8 station, the year in which the cable wes aig-
patched, and the distribution copy mumber.”

The problems resulting from followling these resulations
were dlscussed by the Chlef, Staff B. 66/ BEstimetes mnde by
§taffs A, B, and € of the time required to 1ist snd destroy
csbles as specified indicsted that thirty seconds of an
employee's time was required for each copy. The cgﬁmunice‘cians

Division estimeted that an average of . hessages with

coples were distributed to 080 at Headquerters dasily. An average
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of six coples of each message was mede at stations overseas.
Thus, in the course of & yaar[:::::::::::}cptea of the cebles
had to be destroyed. AL thirty seconds each, destruction of
the cebles represented t&a full time of five employees. As

en example of the burden on an individual office, Staff B's
certificete of destruction of cables for one month wes &
thirty-four page list. Argument fér the procedure on security
grounds vas offset by the fact that lists of destroyed cables
received in the Signsl Center were not checked agminst lists

of cables originally distributed, a task beyond the manpower
capabilities of the Signal Center; ond even if they had been
checked snd sll coples sccounted for, the information comtalned
in the cables could have been transmitted illepmlly or coples
made. Some unlts of OBO were compelled by workload considers-
tions to postpone complimnce indefinitely, and the Chief, Staff
B, concluded thet it wes fundementally unsound to maintain reguls-
t1ons that could not be folloved,

At the request of the Joint 080/0PC Compmnicstions Board,
the Communilcations Division mmde a study of the contested cable
Gestruction procedures, vhich, incidentally, had been approved
originelly by the Boerd, 080, snd OPC. It wes concluded thet the
existing destructlion procsdure was cunbersome, time-consuming, and
unpecessary, and that it wes virtuelly impossible to effect destruc-

tlon 1n sccovdance with the prescrived procadure. 67/ No Agency

e 53
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regulation exigted placing distribution copies of caebles in
the cetegory of reglatered documents; yel, the destruction
procedure {2llowed the same pattern as that used for destruc-
tion of registered documents. In addition, it was further
concluded that the losgs of 8 cable had no cryptographie security
implications. Reviged procedures were adopted and published
in 080 Regulation[:::::]of 1 Hovember 1950 as follows:
"Each Office is responsible for the secure

retention and/or destruction of distribution coples

of cables recelved. Offices may destray coples of

cabhles whenever c¢onvenlent and in accordance with

their owm internal Ofiice procedures.’

Pursuant to agreement of the Joint OS0/0PC Communicetions

- Foard, the Bimal Center was relieved of the reeponsibility and

gcesuntablility for cable coples that had been osr wiuld later be
distributed by the Signsl Center to any reciplent. 68/ The Signal
ﬂen@er‘cantinued to obtaln receipts for sll cebles distributed
snd maintained o perwanent recodrd of such distribution. This
ineldent relating to cable destruction regulations provides a
lesson in the pitfalls of over-smbitious security controls.

An example of cooperation between CIA offices in keepling
traffic moving occurred at the outset of the Koresn conflict.
While capable of coping with sporadic traffic increases, the
Headquarters Signal Center was hard put ito handle the inordinate

influx resulting fyrom the sutbresk of hostillitlies. The Chilef,

ch
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Companications Division, requested that those personnel in

- the O8O0 Foreign Divisions end Staffs who had cryptogrephie
experience or training be mede svaileble during the emer.
gency perisd on & part-time or overtime beete to assist in
the Silgnal Center. The naues of twenty-elzht 0S80 personnel
were provided to the Commnications Division, and these
indtviduale were avellsble for overtime service in the Bigmal
Center ag necessary. £9/

Fraffic volumes provide one messuregent of communications
gotivity. While available statigtica for the early CIA years
are skaetchy, e sampling of traffic volumes 1g possible. Repre-
gentative totals of traeffic processed by the Washington Bignal
Genter durlng the period 1548 to 1951 refleet the upward trend
in communications workload:

sndled December November June 1950 July 1950 May 1951
For s TS

AN

080/0PC
{Groups)

0¢ (Grou

¥ou.CTA
(Messages

#0080 Only
#Wiarked Increase Attributed to Keorean War

The ever-present problem of maintaining & balance between
personnel and workloed 18 reflected in 2 "Traffic.Fersonnel

Anslysis’ mede es of July 1951. JO/ This shows that although
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2. I:rtell}ﬁamve Dissenination Network

Barly in 1948, it was declded thet & flve-way Intelligence
Dlesemination (ID) eryptographic network should be estsblighed
to 1ink the Centrel Intelligence Agency with the intelligence
orgenizations of the Depsriments of Army, Navy, Air Force, end
Btate as & means for making expeditious distribution of Prelimi-
nary Disseuination Beporte to wembere of the intelligence
community, 75/ In June of 1948 & wire circult was installed
between the CIA Bi;nal Center and the Director of Intelligence,
Department of the Army, Pentegon Building. T6/

The ID network never developed to the extent originally
planned. The circults to the Departments of Favy and Alr Porce
never were instaelled. Initielly, the Department of State algo
chose not to join the network, ss it felt thet existing faci-

lities were mdequete. 7/ However, in July 1950 at the urglng

59
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of the Army, the Depariment of Btate {Office of Research
end Intellipence) was finally tied into the system. 18/
Distribution of the dissemination reports to the Navy and
Alr Force were sccouplished through the Department of the
Army Cryptogrephic Center.

Ag time passed, the Department of State mede little use
of the speclal clrenit and eventuslly reverted to the exclusive
use of the regular CIA-State tie-lines for recelving the dissenti-
nationg. This left the Army as the only participent in the
original network concept. Army use weg later curtailed, although
both the Departments of Stete and Ammy cireuits remsined in being.
Ultimstely, steps were tsken to deactivate all circults connected
with the ID network. 79/

In addition to the ID clrcults, verious other specisl
srrangements were mede through the yeers tc speed the handling
of intelligence Inforrmtion, OFf particulsr note wes a machine-
cipher teletype clrcult smtablished in early 1951 between the
Weshington Blgnal Center ("L” Bullding) and the Office of the
DCI (Administration Bullding) to expedite the disseminstion of
perticularly "hot" reports end other urgent traffic. 80/

3. Department of Defense

CIA elweys wes heavily dependent on the military services
Tor eommunicatlons support, particularly between Washington end

overgeas points, Good working reletionships existed with the

60
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military and cooperation was generally satisfectory; however,
requirements were levied plecemesl and no definlte agreements
exisgted for support in time of war. Accordingly, 1n July 1950
setion was heling taken to reguest Pire agreements by the military
services for & continuetion durlng wertime of the support then
veing afforded. §1/

Within the Depariment of Defense, the Joint Communicetions-
Blectronice Committee (JCEC) of the Joint Chlefs of Bteff wms the
Agency responsible for oosrdination of military telecsmmunications
activity and for lialson with other Govermment departments., In
Bovenber 1950, formal liaison between JCEC and CIA was es‘taﬁliehed
end the Chief, Communications wag named gs the CIA representative, _?3_%/

Procedures vere established whereby CIA's oversll requirements
for mllitary traffic hendling support were submitied to the JCEC
for eoordination and approval. These submissions were reviged from
year to year and included both peacetime and vartime eircutt and
traffic volume requlirerents. All Apency needs were incorporated
in the presentations lneluding FBID wariime requirements. Upon
aceephance by the JCEC, the submissions became definite commitments
by the militsry for normel snd wvertime support.

Angther type agreement with the mllltery concerned the
maintenence by the Awny of teletypswriter and asaoclated equipment
uged by CIA {n the continentel United Btates. This agreement was
dated 1 July 1950. 83/

A
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H. TRAINING
Increased demands from 08C and OFC for oversess
communications personnel snd the emergency conditions gen-
erated by the Korean War necessltoted sleps to aceelerate the
security clearance and training of communicatisns personnel.
Veluable time was belng lost as the result of delays incident
to osvtaining full security clearences. To offset the gsp between
reerultment and the time personnel could be placed in treining,
the Chief, Communications Division, in the fall of 1950, pro-
poged that during the time prospective employees were under-
 golng investigation they be granted provisional clearances and
enrolled in unclassified besic communications training. His
proposal was for the esteblishment of & Basic Communications
Courge for such personnel Lo operate under & speclal training
section in the Communications Branch. 84/ Instruction was to
inelude International Morse Code, radio theory, practicel lab.
oratory work, basic operating procedures, elementery cryptography,
and touch typsvriting, all materiels used to be unclasaified,
During the time studenis were in training, approximately 18 weeks,
full security clearances would be completed, after which gredustes
of the besic course would enter the Advanced Communicstions Courses
and be procesged for overseas asslgnments.
On 31 October 1950 the DCI aepproved the proposals for

tratning provigionally cleared personnel. This approval covered

M e e WS wa eee mw e W K
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the egteblishment of a Basic and Intermediete Communiestions
Training Bchool for approximately 100 students. The problenm
of finding adequate space for this special program took a

fortultous turn with the establishment of the Agency's

25X1 relacation headquarters 85/ 1t ves

determined that suitable space and facilitles could be pro-

vided, and the ADBO's request to locate the basie training

25X1 sehool vas approved. 86/

25X1 Uss  [for & communications treining progrem not only
‘ sxpedited training and overseas sgaignment of persomnel, but
25X1 it also prwidedg with an interim, live activity during
‘the perisd 1t fulfilled its primary mission as 8 standby emer-
gency relocation headquarters.
Detalled requiremente for facilities to eccommodate 100

students and an instructor steff of 15 were developed. 87/

25‘X1 Plans called for & site for the training factilities

25X1 for certain phases of instruc-

tion and constructing & new bullding for the teletype and power

25X1 equipment maintensnce course. Rensvetion of to

provide claserooms, sffices and recreationsl fecilities and cone
truction of & communicetions shop bullding for teletype and
power generator Instruction, and to include & room equipped for

simnlated radio net operations were included in a eontract

63
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govering ﬁtheDeadmesa mergures. Work on these
fecilities vas started in May 195L. 88/

. |renovatlons and construction were expected
to take four to Pive months. The urgency of the treining

program could not sccept this delsy. It was decided therefore

to provide the training at pending

completion of the  facilities. The con~

tained dormitories and clapsrooms, but these were designed

for small cleeses. A crash progrem wes undertaken to remodel
the facilities to provide adeguate floor space. The class-
room bullding was rewlred to carry the increased alectrical
~ 1sed, and day rooms and librery facilities were 1ocsted in
the dsymitory bulldings. 89/
By June 1951, sufficlent veadylng of facilities had been
scconplished to permit activation of the treining program, and
on 11 June, fifteen gtudents were enrolled in the first radio
clseaz @/ By August, 48 students had been enrolled in
the communications courses. Bubjects covered included basgle
radlis, power supplies, smplifiers, transnitters, receivers,
sntennas, teletype meiuntenance, and sssocliated cryptographic
Gevices. Practice nets for radio operator training were estab-

lighed, in addition to work in the reguler radlio eode rooes.

6k
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The communications treining continued ‘until

Oetober 1951 when the paces were completed.

Chief Instructor, Auxilisry

Training Section of the Communieations Training Branch, wes

transferre&[::::::jzﬁ Februery 1951 as Communications Officer-

in~ Charge. 29/‘ ‘waa responsivle for sll communica-
tions activity[::::::]including development snd supervision of
the tralning program, operation of the Eumerpency Signal Center,

and eonordination of plans for remodeling snd new construction

as 1t related to communicstions reguirements.

communications activity was subsequently desirnated, Training

Section §o. 2 of the Communleetions Treining Branch. The

for

purposes of 1ldentifying communications activities at that

installation.

of the Auxiliary Training Eection

had preceded ags Chief Technlclan for the

cormunications activity. In April 1951, he receilved permanent

orders as Training Officer of the Teletype Maintenance Course,

and wvas permenently essigned as Chief, Training

Section No. 2. 90/ To aseist in readying the facllity, three
radis trainees from Washington were assigned »n a 30-day TDY

bvesis, and one employee of the Washington Silgnal Center also

65
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was asslgned on TDY. As of 28 June, the tralning staff was
comprised »f the Chief; a Supervisor/Treining Officer, Radio
20X1 offices

and two Training Officers, Teletype and Power Unit Meintenance. gg/

3 twos Tralning Officers, Radio;

Cormunicationg Tralning was the subject of 080 Regulation

25X1 of 1 November 1950. 91/ This covered qualifications for

enrollment, requests for enrsllment, and the scope of tralning
avelleble. There were three general types »f courses >ffered by
the Communlcations Tralping Branch: Cryptographic, Redlo Come
munications, and Speclal. The Bpecisl Courses were designed to
prepers personnel for unususl communications and survelllance
aperations, not included in the sther curricula. COryptographic
training prepared staf? personnel to perform or assist with
eryptographic dutles at a staff cover station., Two subcourses
made up the staff cryptogrephic course. Oune was the stendard
eourse to fully qualify the trainee for cryptographic duty. The
gecond was & briefing course to qualify a student ¢to assist in
eryptographic duties under supervision and in an emergency to
perform cryptographlic duties with the help of writien instructions.
A c¢landestine cryptogrephic course was glven for personnel to
pe assiened 1n clandestine cryptogrsphic activities. This train-
ing coumprised a basie course to trailn students to follow written

ingtructiona for & specific clandestine operatisn and & second
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eourse egpecially designed to train in all espects of
cryptographic duties to be performed in a glven operstion.
e standsrd radio ecormunications course covered those phases
of radlo communicationg activities peculier to CIA and included
treining in International Morse Code, minor maintenance of
redis equipment used in the operation concerned, basic redis
theory, and communications procedures. 4 radio femiliarization
course was also conducted.

Prior  |the Cwmunications Treining Branch was

organized into four sectlons and a HBeadquarters staff: 89/

Beadquarters Staff Chief, Tralning Branch |
Peputy Chief !

Auxiltlary Training

Section Chief Instructor
Covert Training

Baction Chtef Instructor
#Cryptographic

Training Section Chief Instructor

Redic Training Bection (hief Instructor

#The Cryptograpblc Section was formerly the Clpher and Security
Instructisn Unit, known in the Pleld as the Cryptographic Tralning
Behool.

The Auxtliary, Cryptographic, and Redio Training Bections were

located on the second floor of in Heshington.

The Covert Training Section opereted in safehouses. During 1949
and 1950, perssmel enrnlled in eryptographic training averaged

sbout 60 per month. This compared with from 20 to LO per month

7
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in 1947 and 1948, The Redic Training Section had an
enrollment of approximately 50 per month in 1949 and 1350,
and the Auxiliary Training Section was providing tralning up
to 15 per month. Prior to the transfer of electronles sur-
veillance responsibility to OAD, this type of ingtruction wes
also glven.

The Covert Trailning Section wes responsible for providing
gll forms of commnications training to covert personnel. Before
1951, students were “singletons” or teams of two. This required
segregated training areas and stringent pecurity precautions to
prevent breaches of both slites and personnel. During 1951,

- emphasis shifted to group instruction, with teams of five o
eight students trained as a class. This permitied more efficlent
uge of instructors. During the firat half of 1951, twenty-three
covert students recelved training in such subjects as redio, WT,
cryptography, and in isolated cases, survelllance techniques. 22/
The Comuunications Division also assisted the CIA Trsining Division

in its psremilitery training program by detaill o instructors to

25X1 and to & facility in

washington, D, C., far presentation of eommunications sublecte.

This support consisted of providing, several times during 1950

and 1951, training of up to 50 hours in radio familiarizetion,
eryptography, end comaunications gecurity. Included wes group

treining for OPC covert staff officers preparing to conduct

68
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in varisus oversess locstions. At

about wld-1951, plens were being made for an expanded para-

milttary treining program to be activated in 1052 at a new

£leld location

The advent of the rasulted

in @ reorganization of the Communtcations Trailning Branch. 89/
The courses covered by the Auxiliery Tratning Bection {tele-
type and cryptographic machine maintenance angd auxiliary power
equipment) were incorporated tntoz curriculs, as were
the basic portions of the Radio Training Course. Thus the
Awiliary Section ceased to exist as such, and the Redio Train-

ing Bection functions were divided between

The recorganization of the Training Branch alss elimineted the
Bedio Training Section. The new organizetion wes based on the
category of students rather then upon the type of instruction

offered. A newv Training Section No. 1 provided

classified training {n the flelds of eryptogrephy, teletype
operating, and a radio eguipment course, plus any sdditionsl
radio opersting and theory training required by epecific students.
Treining Bectiosn No. Dwtm training in power equip-
ment, teletype maintenance, besic redio theory, and redis
sperating. A third Bection, the Covert Training Section,
rémdined unchanged.

69
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I. SFECTAL EQUIPMENT STAFF

The Special Bquipment Staff (SES), under the Chief of

Operetions, O8O, was created by B. 0. DimattvC of
6 June 194T. Its primery responsibility was to determine
operational reguirements for technical devices and specisl
equipment and to present such needs to the Cover and Docu-
mentetion Division (CID) end the Communications Division a
thet they could provide them. The speclfic charter for BES
was estsblished in Bection III of Directiv _9_3/ In
egsence, SES was the llaison and communiecation chennel between

the operating divisions and the Communications and Cover and

- Documentetion Divigions for transmitting requirements.

Appendix 2-J is an assessment of the regquirements and
procedures for operations support prepared by the Chief of
Opexations on 24 November 1947 based on experience under the
SES concepts. It was found that there was no provision for
numerosus specimlized support functions esgential to future
fleld sperations. Weaknesses existed in the preparation of
equipment for the field and in the svallability of techniclane
to assist £leld personnel in the details of ingtellation or
application, Several changes in supply procedure were 2lso
found necessary for SES to function properly as the eantrol

point for Operations in all matters of aperetional equipment.

o
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The three areaa of sperations support functions were

25Xﬂ Communicatione

25X1

The srganlzatisns with primary responsibliities for

the necegsary support were the Communications Division, the
Cover and Documentation Division (CDD), snd the Transportation
end Supply Division {TB8D), all of which operated under the
Chief of Administration and Services (CAS)}. The Operstlions’

Training Btaff (TRS) had corollary support functions, for

25X1 aexample, TED's

functiong relsted only to supply matters.

Operations support functions were divided on the basie
- of electrical snd non-electrical equipment. The Communications
Division handled all elecirical and electronic metters; CDD
hendled all non-electrical aspects. Specifically, the Communi-
ertions Division was respongidble for the electrical and cipher
functions of communications and for the electrical functions
of surveillance and -bservation.

The Chief of Operations’ study also covered the development
of an BES Inventory of Specialized Eguilpment and Operational Atds
&nd the establishment of stockplles of specisl equipment. The
{tems in the stockplle were to be kept by the unit most relevant
to thelr use; for exmmple, the Communicatisns Divislon would heve

the electrical and electronic equipment, such as rediom, parts,

71 o
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recorders, supplies, and electrical surveillance devices.
Also proposed wes a new procedure for handling supply requests
from the field. Existing practlce wes for requests from the
field to be routed to TSD, placing thet unit in & position of
overall coordingtor of action, while i{ts basic function was
supply and preparation for delivery. The proposed procedure
vas that fleld requeste would be routed to the appropriate
Forelgn Brench for action and apprsval. If approved, all
requests covering speclal equipmert would be passed to BES,
Based on date from the Forelgn Division, BES would then formulate
appropriate specificetiona for the Division (CIP, Communica-
tions, or TBD) best sble to fulfill the requirements.

8. 0., Procedure Guide Fnta‘o}.ished the supply

procedures proposed 8bove, at the same time deseribing the

overall responsibilities end functions of SES. (Appendix 2-X).
In late 1048, SES wee involved in an internal dispute

between (DD, Foreilpgn Divieion T, and the 080 Btation st

concerning a requirement for an‘

The result wae & recommendetion in Jenuary 1949

by the Acting ADSO thet SBS be sbolished. 94/ This was followed

in Merch 1949 by & recommendatisn by

Beecutive Officer to the DCI, that EES be eliminated and its
functions sssumed by the Cover &nd Documentation Division or

the Communlcations Division, as appropriate. At this time,

T2
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Captain Ford recounted the circumstances surrounding the

incident. 95/ The Chlef of Operstlons

defended SES in a memorandum of 13 April 1949 to the

ADSO0. 96/ ¥He stated that BES hed made an honest effort

to do its Job, but polnted out that 1f the technieal branches
414 nothing with the recommendatispe of SES, which were based
on needs expressed by the fi{eld stations, then the whole pro-
cedure would become pure theory and 8ES wes in feet impotent
and unpraductive. He concluded by recommending that SEB be
liquidated and that regquests for equipment be routed from

the pperating diviaions direct to the technicmel divialons;
that requirements for training bve handled direct between the
forelgn branches, technicesl divisione, and the training ataff;
and that ADS0's staff eastablish prisrities on equipment requests,
compile OBO operational regquirements Ffor technical support,
coordinate redio stay-behind planmning, end coordinate research
&nd development prajects.

In May 19%9, the Chlef, Specisl Equipment Staff reviewed
the status of technical support to OBO field operations and
mede recommendations on the orgenization of techniesl support
functions. 97/ His principal recomendation was for the estab-
llghment of & Technical Bupport 8taff, under & Technlcal Support

Officer reporting direct to the ADBO. The propossls included

3
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the ligquidstion of the Cover and Documentation Division es
& separate entlty and the transfer of its personnel and fect-
1ities to the new Btaff; the transfer from the Communications
Dlvision of the responsidbility for electrical survelllance and
ather non-commnisations activities; organtzation of an Opera-
tions Office within the Technical Support Staff, parallel to
the Operstions Office of the Communications Division, to esslat
the Technical Support Offiecer in llatson with the Forelgn Branches
snd in ecoordinating & Pleld technlesl support program; esisb.
lishment of Technleal SBupport Steff overseas elements; and
tyansPer to the new staff of responsibllity and fecilitiee for
all technicel ingtruction end resesrch then carried on within
the Tralning Staff {TRS). He proposed further that the Com
minications Division ve redesignated as the Communications
Btaff under & Commmnications Cfficer (the existing Chief, Com-
minications) end reporting direct to the ADSO.

%o specific documentation is found pin.polnting the
ebolighment of SES but 1t appsrently ceased to exiat as such

upon the advent of the O8O0 reorganizetion as set forth in 0BO

Directive £ 11 October 1949. 98/ Under thie Directive,

the Office of the Chief of Operatlons {COPS) was eliminated and
certein functisng formerly aseigned to COPS were reassigned among

the new Staffs A (Operstlonal), B (Plans), C (Special Intelligence},

h
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and D {Counterintelligence). SES was no longer included
in the 080 organizational structure. An Operstionsl Aids
Division (OAD) appearad as en element reporting direct to
the ADSO. Actuslly, OAD wes & new name for the (over and
Documentation Division (CDD), but the redesignation consistad
merely of & change in title.

The demise of SES 1is further confirmed in 080 Regulation

Ho. of 1 Hovember 1950, which essigned to OAD the responsi-

blltties for Spectal Equipment previously handled by SES. 99/

Following the amalgemetion of the OPC Research and
Davelopment element into OAD/0SO in June 1951, OAD became known
as MADO (Mpterial Assistance and Development Office). 100/ Some-
whet later, about September 1951, the MADD title wes replaced
by 788 (Technlcal Bervices Bteff).
J. TECHNICAL SURVEILLANCE

Degpite the specific recommendations of the Chief of
Operations relating to operational support requirements in the
surveillance rield (Appendix 2.J), little progress was made in
dealing with the problem. Ae late as the Summer of 1949, there
was evidence of confusion, or possibly lethargy, in actively
coning to grips with surveillance matters. No office had over-
all equipment and opersational responsibility for surveillance

effort. The engineering group of the Communications Divislon

75 '
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had sccepted responsibility for solving ell problens
throughout the Agency, vhich wvere described as “electrical.”
These ranged from the development and plamning of hage radlo
inatallations through varicus kinds of communications devices,
ineluding recorders end other electronic aids 15 be used in
survellliance work. The Chilef, Communications Division, steted
st the time that this responsibility for sueh electrleal/alectronics
matters had been tscit and not at the direction of any responsgti-
ble officer other than the Communications Chief. 101 It is
noted, however, that on 24 November 1947, the Chlef of Operations
{Appendix 2-J), had speclfied that existing responsibility for
electrical cormmnications metters and the electrical aspects
¢ survelllance and observation rested with the Cousnunications
Division. He also mede reference to the fact that the Communti-
cations Division hed & developments laboratory. It appears,
therefore, that the fact that the Conmuntcations Piviation vea
engaged in the pursuit of electrical/electronic equipment prob-
lems, including surveillence matters, was 2 recognized fact,
whether or not such activity may have been by dafault of others
yather than by specific directive of higher authority.

Confusion in operational responsibility also wvae claimed
by the Chief, Communications Division, citing the fact that

Tnspection and Security ceme into the picture in the continental
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U. 8. and 8BS or other offices when forelgn opportunities
presented themselves. He made several recommendations, one
of which was that the exact responsiblilities of the Communi-
cations Divietlon in electronics survelllance, both developmentsl
and operatisnal, be defined.

The OB0 Executive Officer in commenting to the ADSO,
gteted ag his bellef that the responeibilities of the Communi-
cations Division in electronic surveillance were and hed been
well settled as falling within the communications charter, dut
that it appeared that the Communlcations Division hed not
accepled the charter es belng clear-cut enough to warrant “any
really constructive effort on their part." 102/

Apparently ss an outgrowth of the existing controversy,
the Communications Dlvision was, on 19 September 1949, speci-
filcally assigned responsibility for survelllance activities whtch
used elsctricsl or electronic meens. 103/ This action was rescinded
on 18 Jenuary 19%0 when responsibvility for &all surveillance acti-
vities vas assigned to the Operational Atds Division {OAD) of
080. 10k/

The essignment of the survelllance function to 0AD followed
a study made by the Chlef, Communtcations Division. 105/ A
principal poilnt wade in suggesting the trensfer was that the

fundamentel miseion of the Communtcations Dlviailsn was the

7
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provision end handling of rapid communicatiosns. The obtaining
sf records of eonversations and discussions electrically was
consldered in no sense pertinent to repid communications, and
the only connection that surveillance had with the Communica-
tions Dlvielon was sald to be the fact that electronie recarding
devices used vacuum tubes and wires in thelr makeéup.

The transfer of the survelllance function to 0AD did not
relieve the Communications Divislon of all responsibility in
surveillance matters. Pending adequate facllities and personnel
within OAD, it wae agreed between the Chief, Communlcations
Division, and the Chilef, OAD, as {ollows:

a. All phases of survelllance training of

Communicationa personnel would continue to be

handled by the Communicatione Division until GAD

was fully orgenized end steffed to underteke such

treining. The training of forelgn branch and sgent

personnel would continue s & reapongitility of OAD

as was then the practice.

b. Surveillance training at overseas pogtse
would continue to be given by communications per-
sonnel until such time as the OAD T/0 allowed for

the assignment of survelllance persgonnel JOVerseas.
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c. Bepearch and development of electronics
equipment for surveillance purpeses would be con-
ducted by the Bngtineering Branch of the Communica.
ttious Diviston., One engineer would be detalled to
OAD full time for this purpose and would have full
uge of all facillitles of the Engineering Branch.

d. Control of existing stocks and sdditional
procurement of gurvelllance meteriel wae the responsi-
bility of QAD.

e, Testing of electronlics survelllence gesr,;
both when recelvad for atock and prior to packing
for shipment, would continue to be carried out by
the Inspection and Testing Unlt of the Engineering
Branch, Communications Division.

£. CAD would budget for development, procurement,
and all other activities in conmection with electronics
surveillance in the next flscal year.

All overseas atations were notifled thet the survelllance
function had besn trensferred to QAD, but thet communications
pergonnel in the fleld would continue to essist in the lastalle-
tisn and maintenance of electronie survelllance gquipment under
the staff supervision of OAD at Headguarters. 106/ In this con-

nection, all stations were reguested io submit & complete |

79
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invantory of survelllance equipment in thelyr poasession
and to comment on ite adequacy end reliability.

The split responsibllity, OAD/Cormunications, resulted
in some Jjurisdictional problems bvetween the Electronics
Survelllance Branch of OAD and the Enginsering Branch of
the Coumuntestions Mvielon. The followlng sctions, approved
by the ADE0 1n August 1950, were designed to resolve the 4iffi.
culties by placing survelllance functions more firmly in OAD: 107/

a. An electronics engineer was to be trans.

ferred from Communicatisns to the Electronics

Surveillence Branch, OAD, vhere he would assume

the position of Chief for ell survelillence scti-

vities.

b. OCAD would lmmedlately assume full responsi-
bility for the requisitioning and actual testing of

all surveillance equipment,

¢. Prior to 1 September 1950, all property
accounts and ilnventories of property then utillgzed

by the Survelllance Branch would be transferred from

Communications to OAD, such transfer of accountablility

to include all property recognizaeble as surveillance

squipment, t5 include testing equipment.

80
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d. Two roomg in Temporary "L" Bullding
would be provided for.the Electronles Surveillance
Branch within three months. In the {nterinm, the
Burvelllance Branch would remaln at i{ts exlsting
location within the Communications Branch space
at thezwamhouae .

K. REIEARCH AND DEVELOPMENT

1. QGenersl

- The Agency organization provided no osffice with overmll

responsibility for Research and Dewelopment (R&D) s a function.
Thug it was in the early CIA days that offices having interest
and need to pursue sctual research end development did so
individually.

The Office of Research and Bvaluation, later rensmed
Office of Reports and Estimmtes (ORE), perhaps came closest ta
having & basic charter in the R&D field; but, ite interest was
primarily in the collection of information and compilation of
date, As origlnally orsenized in the CIG era, basic functions

- of ORE, exercised through 1lts Technicsl and SBcientific Branch,
included the determination of technical and sclentific develop-

ments as might effect the nationel security of the United States.

One duty was to maintain close liatson with Government reeearch
and developunent activitles in the flelds of technolopy and

selence.
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Sanitized Copy Approved for Release 2010/03/16 : CIA-RDP84-00499R000700120001-6




25X1

Sanitized Copy Approved for Release 2010/03/16 : CIA-RDP84-00499R000700120001-6

The Research snd Development Board (RDB) of the
Nationel Military Esteblishment was activated on 30 Beptember
194T. Its predecessor had been the Joint Research and Develosp-
ment Board (J@B) of the Army end Navy. Close cooperation had
been establieshed between CIA and the JRDB, and the Beientifie
Branch of QRE wag the Office having major cognizance in JRDB
matters. With the formetion of the new RDB, the Chief, Sclentific
Brench, ORE; was designated the principal CIA lisison between CIA
and RDB, with responsibility to arrenge and coordinate the working
relationships of offices of CIA with approprlate divistions, come
mittees, or individuals of RDB. In that comnection, the Communi
cations Division, 080, requested an obzerver on KDB subpenels and
panels releting to communicaetions equipment and electronic come
ponents. 108/

Later, reorganlization established within CIA an Office of
Sclentific Intelligence (0SI), mnd the task of providing sclentific
and technical estimates, etc., to such orgenizations as RDB then
became the responsibliity of OSI. CIA Repulstion)  |of
19 January 1951 reflects that ORE had become ORR (0Office of
Research and Reports), and its mission specifically excluded
golentific intelligence.

2. R&D Within OBO

08B0 procedures covering research and development were

defined on 1 April 1048. 109/ SES was established as the Office

Ao
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having primery cognizance in R&D matters. All research and

| develsprent projects were to be cleared through 8ES. Any
{3eas For resgearch and development were to be considered by
888 (1) for practicability (in comsultetion with Communicetions
Division and/or Cover and Documentstion Division), and (2) for
operational need (in consultation with COPS, the Forelgn Brench
Chiefs, and other operational elements &s appropriate). If recom-
mended for action, a formel R&R project vwas prepsred hy g8,
forwarded to COPS for approvel end hence to CAS for coordination
and to ADSO for final euthorization.

Funds epproved for esach projact were allotted to the
technical division respousible; for electrical items, Communice-
tions Division; for non-electricel equipment, C&D. The responsi-
bility of these Divisions included preperation of speclfications,
tachnlical direction of work by outeide contrectors, and testing
of newv equipment. represented Operations to ascertain that
specifications met operationel requirements, to check progress
on developments, and on final testing of eguipment prior to com-
pletisn of the project.

Within the Communications Division, responsibilities in the
FAD field were carried sut by the Engineering Brench. Appendix
2.1, contains three summaries of the status of R&D projects at
various points in time: April 1949; February 1950; and Januery

1951. Some mctusl research and development work wes 42ne in the

3 83
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engineering laboratories of the Communlcations Division, but
the msjor portion wae handled under contrects with electronie
development and manufscturing concerns. The mosi sensitive
projecte requiring en intimste knowledge of the Agency's opera-~
tione were accomplighed to & maximum extent within the Communi-
cations mw_ristan laborstories.

Detailed descriptions of the principal clandestine-type
communicationg equipment in use or under development during
thie period of history (88TR-1, R8-1, R8-5, RB-6, AN-URC-4)
sre contalned in Appendix 2-M. |

The project of first priority in early 1951 was the BS-6
minieture agent radios trensmitier-recelver. The heckground on
development of thls equipment was recounted by the Chief, Cowm-
munications Division. 110/ Impetience was being shown by the
operating elements and deleys in the availability of the RS-6
were guestioned.

The RS-6 was concelved as a postwar refined version of
the OBS Model TR-1 clandestine redio equipment. It wvas recog-
nized early that replacement equipment with equal or superior
sperating charascteristica to the TR-1 muat be provided as stocks
of the TR-1 were becoming depleted. However, the "stay-behind”
type operation being plenned snd mounted in 1948 required quite
different radio eguipment which would be waterproaf and capable
of prolonged burial under a wide range of conditions. The RS-l

8k
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was developed for this need, and 1t became an overriding
requirement, along with urgent requivements for uneonventional
air/ground VEF systems. These projects largely absorved the
capacity of the Communicetions Electronle Development Section
pntil 1 April 1950. Development of the RS«6 proceeded on &
priority basis from that date, and final leboratory models,
plans, and specifications were compieted in September 1950.
Meanwhils, pressure for the RB.6 wes increasing, and the
ADSD directed that action be taken to pi-cvtde earilest avall-
ability of thie nex% equiprent. Meximum effort was made for the

esrly sward of an engineering/profuction contract, and by October

1950, srrengements were under way with There

£ollowed a series of svallablility estimetes, starting with April
1951 and edvaencing to Mey snd June, but further production delaye
developed and no dellveries had veen made by July. At lemst one
Yorelgn Division had firmly scheduled one agent and tentatively
gcheduled two other agents f5r dispeteh in mid-July on the besis
of expected svailebility of the RS-6 vesulting in confusion and

undefined effect on operational plans. This experience was well

sescribed at the time by of the Communtce-

tions Division, Administrative gtaff, as on example of the "fallacy
»f to0 much optimiem.” If the clrcumstances contein additional
1sgsons, they must be complete realisn in estimates of equipment

'pmﬁuetian +imes and plens of the ultimete user, the operations

B 85
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slemente must be tempered by the fact that the best laeid
pleng and the most honest intentione are subject to inevitable
production delays.

The advent of the Xorean Wer poged a possible threat to
the continued developwment end productlon of eommunications eguip-
ment pecullar to the needs of the Agency. It was realized that
in the event of general mobilization the Netisnal Becurity
Resources Board (NSHB) would impoge materisl and production eone
trole. Recognlzing thet additional eontacts with NSKB would be
nscessary during any period that such controls were in effect,
steps vere taken in July 1950 to inltimte discussions with
BERB offliclelas to obvimte any later sbatacles to the continued
development and procurement of vital CTA equipment. 3_.&/

3. MD Within OPC

A of Mpy 1949, OPC research and development responsibility

wvas assigned to the Chief, Research and Developuwent Staff. His
functions were defined as follows: 112/

a. .\ To perve as the top level itechniosl advisor
on sclentific matters to ’ll elements of OPC;

t. To advise and assist the OfTice in the
development {including procurement of sufficlent
pre~production units for appratssl and test),

¢. Formulation eand establishment of plans,

poliictes, and sperations requiring sclentifle efforts,

86
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4. To develop sé grrange for the development

of the necessary operational devices and equlpment to

support the activities o2 OFC.

In March 1951, the Chief, Administration and Logistics,
OPC, reviewved the organization for resesrch and development
at OFC and CIA staff levels and mede certain recommendations. 113/
At that time the R&D functions in OFC were performed by an R&D
Branch, an element of the Administretion and Logletics Staff,
This Branch was responsible for the evaluation epd coordination
of all research and development regquiremente of the OPC Opereting
Divisions; for the determination of functional charecteristics
ioherent in such requirements; and for the initiation of ametion,
through the CIA Procurement Office, to satisfy them. In addition,
the R&D Branch of OPC had exerclsed, on behalf of CIA, the responsi-
bllity of providing llaison in technical matters between CIA and
asuteide agencies engaced in research and development ineluding
miscellaneous inspection, survelllance and technical direction
services. As offlices other than OPC were engspged in R&D actlvities
{notably the Communicstions Division, 080, and the Operational
Alds Divielon, 080), the need wae expressed for an R&D Staff at
CIA level. It was concluded:

2. A smell R&D Bteff should be continued in
effect in OPC, in OAD, eand in the Communications

Divislon of 080 for the evaluation and cosrdination

87
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of F&D requirements of the Opereting Divisions;

£or the determination of functisnal characteristics

ipherent in such reguirements; and for the inttiation

of action to satisfy them.

v. An BaD Staff should be established at the

CIA level to provide for the general supervision and

control of Agency-wide R&D activitles within CIA.

Actlon was later taken in June 1551 to combine the
Operational Alds Division of 080 and the Ressarch and Develop-
ment element of OPC into the Operational Alds Dilvision under
the Deputy Director, Plens. 1li/ The new combined organization
vag glven the title, "Moterial Assistance and Development Office,
MADO." 100/ later, the designation Technicel Services Staff (T8S)
replaced MADO.

L. COMMUBICATIONS REGULATIONS

The inereasing need to define policles and procedures for
various communicatlons functions resulted in the issue of & series
of Communicatlions Regulations. This requirement was based not
only on good management conslderations, but als> on the necessity
to provide for uniformity in communiestions techniques throughout
the Agency, as the Comuuntcations Dtvisiﬂn gerved a;l CIA elements.
Thie was particularly true in the case »f OPC and its extenslive

svaergeas operations.

3 88
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Tt was the practice in communications matters °of
jolnt concern to 0S0 and OPC for each Office to lssue 1ts
own series of regulstions. These were almogt word-for-word-
alike and, in retroapect, the practice may be clted as en
axaempie of unnecessary upllication of admintstrative effort.

e new regulations, which started to eppear in 19%0,
pometimes updated end superseded earliex instructions (e.g.,
8. 0. Procedure Guldes) or formalized miscellansous memoTands.
Such earlier issuances in most cases had been made without
ecoordination between OBO and OPC. The new regulation series
had the merit of jJoint development and complete coordinationm,
noymelly through the mechanies of the Joint 080/0PC Communica-
tions Board.

One ares requiring specisl attention was the procurement
prd issuance of egent radio equipment. An untenable situatlon
existed for the Commnications Division, as 1t had to be equally
vesponsive to both 08B0 .nd OPC, but no juldelines as to prisrities
of procurement or issuance extisted. There was inevitable duplli-
eation in requisitions and eonfusion as to issuance of squipment
in the field. Unnecessary competition between 080 and OFC per-
gommel for existing stocks was the result, Duplication of stocks
also resulted, snd sometimes equipment would it unused for long
perisds unaveileble for other use and accomplishing nothing except

possibly providing gatisfaction snd comfort to the orfice having

Saniti 7
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pogsession. This inefrficlent situstion was eventuslly
resolved by assignment to the Joint OS0/0PC Comnunications
Board of the responsibility for establlshing stock levels of
agent radio equipments and far aassigning priorities to projects

involving issuance °f agent radios equipment. This policy was

inttially formelized aebosut June 1950 as 8. 0. Directive

which was gubsequently replaced by OB0 Regulstion|  (Appendix

2.8}, The comparable OPC Regulation was lo. of 6 July 1950.

A second ares requiring clarificatisn of poliecy concerned
the provision of staff communicetions for 080 and OPC. The
subject of equal facilitles to support the staff eryptographic
nesd of both OS0 and OPC was presented to the Joint OS0/0PC
Commmicetions Board by the Chief, Communications Division, with
proposels for appropriate regulation. 115/ The question requiring
resolution was whether or not the Communications Division could
provide privacy of communicatione for esch Office at all field

statione wvhere permanently agsigned representatives from both

Qffices were established No

problems existed st stations where the volums of traffic warranted
asglgment of a full time Communtcations Techniclen, who esteb-
llshed a CIA asignal center which performed all cryptographie
funetions for both offices. A problem 4id exist at gtetlons

where traffic volume 414 not Justify & full time Communtications

90
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Techniclan. At these stetions, eryplographic responsibilittes
were performed by intelligence personnel who were degignated
"Commumicators.” Dependent on the size of the gtation, the

Communicator might be the 080 station chief, or in most cases 2

his secretary. If OPC established a representative

at & station of this type, actual privacy of comunieations

was not afforded, es an employee of the other office 4ld the
sncrypting and decrypting; furthermore, it was posaible for the
Communieator to be unduly burdened by serving as code c¢lerk for
both OS0 and OPC. It was, however, decided by the Boerd that
the Communicator at stations not having 8 full time Communica-
tiong Technlcian would; tn fact, serve both offices ineluding

encryption and decryption. The finsl agreement reached between

080 and OPC is reflected in 0S50 Fleld Reguletion of

1 April 1951 (Appendix 2.G). The comperable OPC Field Regulstion
was  |of 30 April 1951.

A third major definition of policy and procedure concerned
the admintstration and operation of fleld communications instells-
tiong end the relationshlp of Communications Division field per-

sonnel 4o other CIA field personnel. This was set forth in 080

Regulation of 1 May 1951, (Appendix 2-0). This Regulation

defined the categories of overseas commnications activities and

installations and delineasted responsibility for the aduinigtrative,

o1
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technical, security, and policy control functions of those
communications activities., ORC Regul&tisn[::::::::jof
27 August 1951 covered this same subject.

There were numerous other communicationg regulations
tagued in the 19501951 period. Bublects of specinl interest
were the following:

a. Baglc Cable Procedures 116/

Thig Regulation was for the guldance of OSO
and OPC personnel in the preparetion and handling
of cebles and established a standard procedure for
signal centers. The instructions had been approved
by the Jolnt OS0/0OPC Communicetions Board, and
changes in procedures were subject to the recommends-

+ion of the Board.

. Assi nt of Communications Personnel to
EIEEﬁgaE!ne Dperat Lons

This Regulation establighed policy relative to

the avellability end essignment of Communications
personnel to operations of & clandestine pature
where such persomnnel would be in Jeopardy o»f
apprehension and interragation. (Appendix 2-P).

c. Cryptopraphic Clearvances 117/

This Regulation established procedures for

igsulng cryptographic clearances and degignated

e 92
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the Communicatione Divielon as the control office

for all crypto clearances.

d. Inter-Stetion Communteations

This reguletion prescribed procedures for
eontrolling contact between field stations and
between personnel of field stetlons by whatever

means inoluding cable. {(Appendix 2-Q).
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APPENDIX 2-A

COMMUNICATIONS CHIEFS

18 September 1947 = 1 July 1951

18 September 1947 - 18 May 1949

18 May 1949 - T June 1949

7 June 1949 - 22 August 1949

o9 Auguet 1949 - T September 19&9.
7 Beptember 1949 - 10 September 1951

DEPUTY_CHIEFS, COMMUNICATIONS

18 Septenber 94T ~ 1 July 193%

18 September 19WT - November 19WT
Noveuber 1947 - December 1948

June 1949 » October 1350
ﬁ%MQﬁ%N@ﬁt«T%WM&rW@

Oatober 1950 - Beptember 1951
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APPENDIX 2-C
13 March 1951
MEMORANDUM FOR: Director of Central Intelllgence

SUBJECT :  Report on Communticestions - Central
Intelligance Agency

1. In conformlty wlth your request, I have made &
gtudy of the communications of the Central Intelligence Agency
for the purpose »f determining:

(a) The place that thie activity should be
given in over-all ovganigzation of the Central Intell.
gence Agency.

(b) The duties thst the orgenization now has
and whether these dutles should be expanded in secope
(particularly with respect to such ltems s research
and development).

2., As a result o this study, it iz recommended:

(a) That the Division of Commmications be glven
the title of Office of Communications in order that itm
head mey have the necessary presilge to asct on & co-equsl
stetus with officers charged with glmllar dqutieg in the
Bavy, Alr Foroe end Army, and other Government depsriments.

(b) That the Office of Commmnications be retalned
under the Deputy Dlrector (Plansg).

(c) That the Office of Communications be glven &
cowgqual gtatug with that of the Office of 8Speciel Opexds
tions, Office of Polley Coordination, snd Office of Opext
tlong. v

{4) That the head of the Office of Commwicabtions
be given the title of Assistant Direstdr for (oommnice-
tionsg,

() et the responsibilities of the Offlce of
Communications; particularly with réspect to research
and development and policy liaiaon, be enlarged in seoape
80 a8 to corvespond in general with that of the Office

of the Chief Signal Officer of the Amy {See Baclosure .
mx, 2 for &amus)

CONFIDENTIAL
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3. The reagons gupporting these recormendations
are included in Enclosure No. 1.

Enclosures

P
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Enclosure No. 1

1. The £ollowing are the governing cousiderations on
which the recommendetions contained in the paper to which this
ig an enclosure were baged:

A. The present snd expanding importance of
communicatisng £or the Centrsl Intelligence Agency
{eventually resulting in a world-wide communications
gystem). This consideration dictates that the indivie
dual responsibls for the Communications be glven such
8 plece that he will have the prestipre to deal on an
equal status with the vepresentatives of osther govern-
mantal sgencles {n comection with:

(1) Priorities for:

(a) Cnhannel (frequency) aseignments
for internstlonal communications purposes.

(b) Eguipment research, procurement
and production,

{c} Technlcel pevsonnel

(2) Representation at Internationsl Telecoms
municationg Confevences.

B. In recommending that the Office of Communi.
cations be reteined under the Deputy Director (Plans),
rather than belng get up &8 a separste office directly
under the Director of the Central Intelligence Apgency
or esslgned under the Deputy Director (Admintstration),
the following econsiderutions governed:

{1) The operationel and administrative
detalls of the Office of Communlcations should
be g0 placed as not to render 1t necespary for
the Director of Central Intelligence to be snounm-
bared with such matters.

(2) sSince the operating offices of the Agency
for which the Deputy Director (Plens) is resp-nsible
gre 8o dependent upon communlceations for the success-
ful prosecution of thelr missiong, it seeug eggentisl
thaet this activity be placed under his e¢ontrsl. The
practlicsbility of placing the Office of Communications

| 3 -
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ander the Deputy Director (Administration) was
given most serious stufdy, but considered undesir-
gble because of the controlling neceasity for
speratiznal rather then administrative control.

It is realized that in the Army the communi-
eations section is set up under an administrative
agency, such as the Dlrector of Logistica. How-
ever, an analysis of condittions indicates that the
valume of resesrch and development, procurement and
distribution carried on by the 8ignal Corps for the
entire Army and for the Ailr Force and FNavy dictated
that loglstics control should have prisrity in contre-
Alstinction to operational control. In the Central
Intelligence Agency operational requirements, parti-
cularly at this stage of the development of the Agency,
sre of primary lmportance rather than the supply
reguirements.

(3) For similer reasons the research and develop-
ment activities connected with communications end elec-
tronics warfare have been included in the Office of
Communications under the Deputy Director (Plana). The
ageigning of thls responsibility to the Office of Com-
munications is directly parallel to the assignment of
such responsibilities to the Chief Slgnal Officer of
the Army as an operational agency having to do with all
matters affecting communications and the related elec-
trontles. These sctivities, of course, will be carried
sut in elose cooperative relationship with the "Office
of Sclentific Intelligence” &nd "Office of Current
Intelligence.”

(%) In recommending thet the Office of Communi.
cations be given co-equsl status with the Office of
Special Cperations, the Office »f Policy Coordination,
end the Office of Operations under the Deputy Director
(Plans) the following considerstions governed:

() The above stated conslderatione
wlth respect to ralsing the prestige of the
Office of Communications.

(b) The fect that Communications serve
the Central Intelllgence Agency as a whole
(and on e world-vide basis).

e h
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(¢) The fact that errengements now
contemplated will adeguately meet the
requirements of the covert actlivities of
the Office of Speciel Operations and the
Office of Poliey Coordination in s satis-
factory manner without the necessity for
subordineting the Office of Communications
to elther of these offices.

(5) The desirabllity of the Office of
Communicatisns bheing able to deal directly with
sther officen of the Central Intelligence Agency
that 1t serves end osther departments of the
government without having to g9 through too many
intermediaries, particularly ones whose scope is
relatively 1imited, is ealso a reason for ralsing
the status of the Office of Communications to
equality with that of the other offices in the
Deputy Director (Plans).

e 5 -, . =
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Bnclosure ¥o. 2

BCOPE OF RESPONSIBILITIES -
OPFICE OF COMMORICATIONS

1. Tt is recommended that the scope of the duties of
the Office of Communications be enlerged as hereafter tndi-
cated.

5. The Assistant Director, Office of Communications,
ve suthorized to represent with or without membership, as
mey be sppropriate, the Central Intelligence Agency on come
mnicetiong and electronics matters before the following

sgencles:

The Defense Production Agency

The Nationsl Securlty Resources Boaxd

The Munitiosna Bosrd

The Netional Science Foundetion

The Regearch and Development Board, Depertment
of Defense

The Telscomuunications Cosrdinating Committee

The Interdepartment Radlo Advisory Committee

The State Depertment (Office of Operating Fecllitles
end Technicsl Division)

The International Telecommunicetions Conferences
Civil and Military Communications Research,
Pevelopment and Menufacturing Industries and
Organizetions

The Armed Forces Becurlty Agency

Others as Appropriate

3. It is further recommended that the Office of Communi-
cations retain and/or be glven respcnsidbility for research and
development (working in close coordination with the Office of
Scientific Intelligence) in the communicatlons snd electronics
fileld, particulsrly with respect to:

{8) Its own communications services and
pessible hostile counter-measures with respect
therets.

(b) The communications facilities and egencies
of Porelgn povernments.

e 6
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{e) Advisory responsibility in comnection
with communications intelligence (in close coopere~
tion with the Office of Current Intelligence), parti-
cularly with respect to the seope of the field covered
and the adequacy of the exlsting meens. Alss resesrch
and development in the flgld of communications intelili-
gence end communications security.

4., T4 is further recommended that the Office of
Communications be authorized to confer directly with all
other Ceniral Intelligence Agency offices on matters directly
comnected with its mission, policy matters to be subtmitted to

the Deputy Director {Plans) for approval before sction 1z taken
therein.

7
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CONFIDENTIA APPENDIX 2-D

DEPUTY DIRECTOR (PLANS)

25X1 ) . Extracts from CIA Regulation|:|
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ABSBISTAET DIRECTOR ?Oﬁ CONMMURNICATIONS

MIBNTON

The Assistant Director for Comssmications ts
chiorged with advisiog the Director of Centel
Intelligence, through the Deputy Drector (Plams),
o metters of commmications snd electronies poliey;
intelligence matters related to forelgn cousmmnio
tiong and electronles systems; all other commanton.
tions and electronies matters which have a bearing
upon the security of the United Btates under the
responsibilities of the Central Intelligence Agemcy
& set forth under its various charters; end pro-
viding the commmications support necessary to the
accomplisbment of the various missicns of the
Central Intellipence Apency.

FUBCTIONS

In opder to properly sdvise the Director snd to
provide the Central Intelligence Ageney with re-
lisble, secure and yapid electrical commsmicati-ns
facllitles for the trenewission and reception of
intelligence and for the control of its activities
throughout the world, the Assistent Director for
Comnunications shall be redponsidle for:

A. Continuing exploration and evaluatiosn of facte
from all wnknown sources, ineluding liaisonm,
relative to the consummation of his misston,

3
CONFIDENTIAL

B.

Ge

Foramistion snd implemsntation of policies and
progreas which will wake aveilable to the Agenecy
adegqmie telecommunioationg facilities coneeived
sod opereted under the wost moderv snd efficlent
technigquss evailable.

Supervision and regulation of commmnicstions prme.
tices of the Agency under eomcepts and policles
designed to anfeguard these prectices with sdequate
security stendards.

Formlstion and implesentation of policies and
prograss esbaecing research into and development
of commniontions techniques, facilities, and
specinlized electronic eguipment especlally
adapted to the needs of the Agency.

Liatson vith other Goverument agencies on eommuni-
eationg and electronics matters, and for pertict-
pation in end provision of techniesl support for
Ageney negotistions with offieinls of forelgn
Governments concerning commmications matters.

Degree of inmtre-Agency liaison essential to the
proper coordination and plamning for communiestions
support of Agency projects.

Formulatisn and continual review 2f Commmieations
War Mobilization Plans for the Agency and the
preparstion of Communications Annexes to overall
Agency mobilization as required.

1 July 1951
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H. Wm of mqntmm:: for equipwent and I. Conduct of highly speeislized technical training,
Wimtl other‘ logist support for come both elementmry axd edvenced, for sll cowmmics-
RRIY ons ectivities of the Agency. tious perponnel of the Agency, end the constant

revision of commmioations tyafning methoads to
keep pace with the repld advance in the ert.

b
CONFIDENTIAL 1 _Julv 1951
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APPERDIX 2-E
11 Januvary 1949 .

MERMORANDUM OF AGREEMENT

Purauant to memorandum deted 29 Decanber 1948, sigmed
by Captain Walter ¢. Ford, U.8.N., Executive Director, the
following procedures will be Pollowed by the Services Office
fnd Communications Pivision, 080, in hendling signal propevty.

1. Agcountable Officer and Accomtebility Records:

Acoountebllity yecords will be established

end will be maintelned in the Storsge and Issue
Section, Supply Bivision, Services Office. It is
undeystord Communications Diviefon, 080, will
establigh o menorendum record of stock on hand and
will post to this record from requisttions as they
are recelved. However, a copy of &ll debit end
eredit vouchaere posted to the records of the account-
gble officer will be Porwarded to Communleatlions
Plyistion, 080, for information.

2, Bignal Bqulpment, Catalogue, and Homeneclature:

Tue Services Office, in ¢oopsration with the
Bagineering Section, Commmications Mvision, 080,
will review all existing stgasl eguipment on hand
and establish complete and acourate nmenclatuye of
all ittems. A gignel equipment eatalegue carrying
the correct nomenclature will be prépered, The
Fagloeoring Bection will furnish the complete

jompaelature requived and © §L0CK ogtalogue nurber.
ing gyetem sg item mumbers will be mutuslly sgreed
upon. The slgnel equipment, eatalopus will be imsued

and distriduted by Communieations Plelaton, 080, No
catalogues will be dlatributed by the Pemdioss Offioe

except within that office ss required.” The cetalogue
vill not contain lists of govert or Rent.covert equip-
ment gnd 16 18 undexstocd Commmicstiens Diviaton, OHO,
will prepare and distritute such a 1ist ss they deem
NeceHFary .

P —
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3. 8toek Items - Stock Levels:

It is the responsibility of the formmnications
DPlvigion, 080, to designate those items which they
deslire to be stocked, glving complete nomenclature
and establishing maximum and minimm gquantities for
sll items to be carried in stock., The addition end/
or elimination of items 5 be carried in stock will
be on the recommendatisn or approval of the Communi.
cationg Divialon, 080. The recornmendations of Communi-
catliong Pivision, 080, in this regard will be made by
memorandum t5 the Bervices Officer, CIA.

k., Bequlgitioning:

gommunicatione Division, OBO, will initilate all
reguisitions for communications supplises and equip-
mert required by overseas activities of 050 and by
the Communicstions Diviaion, USA. Requieitions for
stock ltems will be fomarded dirsctly to the SBtorepe
end Issue Seotion, Rosslyn, Virginia, and requisitions
for purchage from vouchered funds will be forwerded to
+ho Chis?, Bupply Division, Services Office. BRequisi-
tions for supplies or equipment io be procured from
unvouchered funds will be forvarded to the Bervices
Officer, CTA, with such spprovels ap are requlred by
special funds regulstionsa. Technical spseificstions
for ltems to be procured under contract and those for
developuental contrascts will be prepared by Communica-
tions Division, 080, and submitted together with appro-
priste requisition. Requisitions for signal supplies
or equipment submitted by CIA activities other than
080, received by the Bupply Division to be lgsued
either from stock or to be procured from open werket
oy contract purchase, will be forwerded to the Chlef,
Communications Plvision, 080, for coordinstion and
approval. The same procedure will be followed by
the Deputy Services Offiocer, Covert Rranch, upsn the
receipt of requisitions from covert activities other
than 080, Requisitions for supplles or equipment for
+he replenishment of signel stock items will be pre-
pared by the Accountable Officer, approved by the
Chief, Storege and Iesue SBection, and will indicate

2
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stock item number, nomenclature, gquantity to

be ordered, meximum and minimum quantities as
seteblished by the Communications Division, 080,
guantity on order, and monthly rate of consumption
#or each item to be replenlshed. Such requisitions
will be forwarfed to the Chlef, Uommunications
pivision, OBC, Attention: Supply Officer, Comminle
eations Division, for approval. Requisitions which
are approved will be forwarded to the Chief, Supply
Pivision, Covert Branch, Services Office for pro-
eurement sction. In any case where the Bupply
Officer, Communications Dlvision, desires any
changes to be mede on the items requisitioned,

me will forverd his recommendations to the Bervlces
Officer, CTA, by & memorandum, together with the
requisition concerned. Requisitions for itews
from stock reguired by Communications Division,
080, VWeshington or vieintity, will be prepared by
the Bupply Officer, Communiecations Division, once
each day and delivery will be mede by the Btorapge
ant Issue Section on the following dsy. Hequests
for issuance of supplies and equipment required
£or an unforeseen emergency will be made on an
informal basis, subject to the recelpt »f a edn-
firming requisition. In these instances, temporary
memorendum receipts will be obtained.

5. aeaetvt%_and Inspect ion1

Bervices Office will be responsible for the
receiving of all signal equipment, and representa-
tives of the Inspection and Testing Beection, Com-
munications Divieion, O8O, will be responsible for
technical inspsction of signal equipment. Bervices
effice representatives will not Porward recelving
coples of purchase orders or other dacument to the
Pudget Office until the signature of the Communieca-
tions Divisisn Inspector has been oshtained on the
Storage and Issue file copy of the procurement docu-
ment. Inspectisn and testing will be mede &t the
location at which the property is to be stored. Bupe
plies or equipment found by the Inepector not meeting
specifications, or demezed in shipment will be made
the subject of & written memorandum by the Inspector
4o the Chief, Storage &nd Issue Bection, indicating
{n suffielent detall the extent of failure to meet
specifications and/or demage.
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6. Imspaction - Cargo Shipments:

8ignel supplies and equipment will de
inspacted and tested by representatives of
the Inmepection and Testing Bection, Communi-
cationg Plvislon, 080, prior to packing or
erating, snd the Inspector will by appropriate
means indlcate those items which have been
inepacted and/or tested and will epprove for
shipment. The Btorsge and Issue Section will
not meke shipment of any items whieh have not
been inspected and tested prior to shipment.
Bepresputatives of the Inspectlon and Testing
Section, 080, will superviee snd approve the
mathsd »f packing end actual packing of all
technical equipment of & fragile nature, and
vill indicate by appropriste neans those itens
in each shipment vhich vere supervised as ¢o
packing and were epproved. Responsibility for
sdequacy of packing will be mutunl.

7. Subatitution -~ Back Order:

The Btorspe and Ipsue Bection will pot meke
eny substitutlons of items requisitioneX. Wnere
an ltem is not in stock, the accountable officer
of the Bignal Bupplies Unit, Storege and Issue
Bection will, by telephone, notify the Bupply
Officer, Communications Division, thet the {tem
or items requisitioned sre depleted and request
oew regquligliiion for newv items where substitutions
ean e made. In addition, the accountable officer
Bignal Bupplies Unit, will forverd "out-of-gtock
mempyandum” to the Bupply Officer, Communicatlons
Bivision, 080, and will indicete thereon thoge
{tems and guantities of such ttems which cennot
e £illad from stock. Cardon coples of "out-of.-
stock mamorandum”’ will remein on file in the
Btorape mnd lague Section. The "out-sf-stoek
memorandun’ will always be used in these lngtances
and will serve asg a conflrmuation of telephone
notice as iIndicated asbove.

b
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8. Burplus Equlpment end Supplles:

Bo stgnal supplies or equipment will be
declared surplue by the Btorage and Issue
Section, Supply Division, without the prior
written approval of the Bupply Officer, Com-
minications Divisiosn, 080.

o Prta_zj:tma:

In order to facilitate and expsdite pro-
eurement, inspection, packing, crating, end
shipment of signal equipment and supplies,
the following prlority gsystem 1z egtablished
and will govern all procurement, warehousing,
end shipping activities of Services Office
with respect to such shipments:

8. % ﬁ lority - Thls priority will be
: ¢ to 8ll shipments in which pro-
cuyerent end shipments must be accom-
plished within a perlod 2f 30 days or
lesa. If the period of time is less,
the Supply Officer, Communicatione
Mvigtion, OBO, will tudlemte on all
yequinitiong, in sdditlon 4o the
pdority, the deadline date and plece
from which shipment 18 to e mede.

b, A Priority - This priortty will apply to
Thes thlpnents on which procurement end
ghliprent must be eompleted within & period
of 60 days.

e. B Priority - This priority will govern
thooe &4 { poents wvhich must be made within
& pariod of 120 deys.

On other shipments of & routine nature, on which
there is no urgency or deadline, no priority will
e used, although procurenent and shipment will be
mede at the earliest possible Jate.

In agsigning priority, the Supply 0fficer, Communi-

eetiong Division, OB0, will, in addition to indicating
the priority on all requisitions applylng to the cargo
end request for eargs shipment, alss indicate the date
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n which shipment will be mmde, the 1oestlion
2f neeeaaaryfm:nd w1ll esordinate vith the
pransportation Divielon, Covert Branch, the
date of availsbility of shipping space. In
the event & shipment is cencelled, the Services
Office will be notified by memorandum of the
gancellstion which will indicate dleposition
of equipment originally procured £or the ship-
ment.

ef, iiegtions Division,
Pervices Officer

puty Dervices cer
Tervices Offlcer

®
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APPENDIX 2~J

2k November 194T

MEMORANDUM:

70 1 CAS J
FROM @ COF8

SUBJECT: Requirements and Procedures for Operations Bupport

SES has been metivated to coordinate all matters of
equipment end technical operations support esnential to the
work of the Foreign Branches in the field. Ite actlivetion has
peruitted an apsessment of the operations gupport functions that
will be required for future field activities.

L& swvey of the fectlities and resources of Communications,
%D, and TSD hasy shown that there 1a now no provision for numersus
spectalized support functlons that will beeome increasingly esgential
to future field operationse -- both in the preparation of equipment
for fleld and in the availebility of expert techniclans to asslst
fleld persomnel in the details of installation or application. In
addition, several changes in supply procedure are necessary for BES
o function properly @s the aontyol polat for Operations on all
matters of operational equipment.

1. Operstions Support

The following 12 & tebulation of required operations
support functions, and thelr present status:

Function Diyision Responsible

a. Comunisstions

Electrieal Commuitcations
Ciphers Gamunicattans
Non-electrical CaD

b. Burvelllsnce snd Observation

Electrical Conmuniestions: Few
facilities avatlable
te camouflage eguipment
for olendestine fleld use.

CONFIDENTIAL
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e. Operetlonal Weapons (Cont. )

Installstions No facllities for experimenta-
tion or training; adequate test
ares required. 0ld equip-
mant in storage should be sorted
and usable ltems salvaged.

At present operations support funictions ere divided on the
vagis of electricel and non-electrical equipment. Communications
Pivision bandles all electrical and electronic matters; C&D has
responaibility for all neneglectrical. Communieations has, in
addition to 1ts long-range inter-station responaidilities, =
cipher sectlion and & developments 1aboretory. The work of the
Division in the field is directed by an Operstions Bection which
is also prepared to control the supply of techniciens and special.
ized electrical equipment to meet f£ield operstion specificetions
for clandestine radio circults or survetllance operations.

D is equipped to cerry out {ts document reproduction
sctivities and related research and photographic work., It also
hes & pecret writing section, However, the =nly other operations
support functions for which 1t is now eguipped sre in the iine of
minor camouflage work or certain development projects, both done
through contracts with sutslde agencles or private firms.

Netther Conmunications nor C&D have proviaion to make expert
technical personnel available to go t3 the field osn sghort notice
for specific equipment problems.

It would be of great sdvantage to have parallel organizational
structures £or Communleations and C&D. Close cooperation and inter-
change of facilitles bvetween the two Divisions are essentisl since

are clogely inter-related: thus & major sur-

agn 9
Sanitized Copy Approved for Release 2010/03/16 : CIA-RDP84-00499R000700120001-6




25X1

Sanitized Copy A :
py Approved ferB%!ease 2010/03/16 : CI£\-RDP84-OO499ROOO700120001-6

FAORE S U

Perallel organizationsl structures would alss facllitate

& mejor Operations requirement, the development and direction
of & corps of expert techniclans availsble to go to the fleld
as needed and skilled in as meny support functiong, both elec-
trical end non-electrical, as possible. In adaition, the tesk
of coordination of suppdrt functions with the field work of the
Foreign Brenches by Operations, thet im, through B8ES, will be
made more direct and effective.

For electrical matters, 1t eppesars that the present
organizetion of Cormunications Divieion i in a good position
to meet its share of operstions support requirements. The
various non-electrical functions not at present provided for,
nowever, csll for en enlargement of the rescurces of C&D Division.
In fect, it appears particularly thet a major review of C&D organi-
zation and functions 1s indlcated. The establistment of a C&D
Operations Section, similar to thet in Communications Division,
should be consldered.

As it 1s the responsibility of CAS to provide the full seope
of necessary functions, snd the adequate and secure faciliities
they require, 1t 1s requested that a program be prepared to meet
the Pfollowlng Operations requirements:

(1) BEstablighment of Facllities for:

(e} Planning of all probleme of survelllsnce
and observation, both positive and counter, both
electrical and non-electrical, tncluding seleetion
and preparation of proper equipment, based on
eritical date supplled by BEB; procedures for
pooling the resources of CaD and Commmnications
where problems entall the work of both Divisions,
through the creetion of parallel organization
structures for the two Divislons.

{b) Centrelization of control of all photo-
grephic supplies snd eguipment; astockpiling; testing
prior to delivery o field, supervision of issue to
assure proper equipment for specifieatisns; control
+5 agsure presence >f all needed accessories at point
of use,

- L
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(111) Aveilsble to field test, in the
Y. 8., pllst models of new equipment or research
end development, or check equipment for TSD prior
to shipment to the fleld,

{iv) Responsible for maintenance and use
of Test Area (see below).

(v) Assignments for fleld or trainming
dutles to be cleared by Operations through BES
according to operational prioritiee.

{(vi) Wnile in Washington to work integrally
with Communications and C&D Divisions, under the
- {pmedinte directisn of the respective Operations
Seetions; while in the fleld to be under the con-
tpyal of the reepective Forelgn Branch.

(vii) Approximately 12 technicians will Dbe
required, both new nen recrulted from the outside
according to stendards and procedures of Communi-
cations and C&D, and including eertain experienced
personnel at present with Comnunications, TRE or
ather staffs. The 3-man COFS-2 project group would
serve as & suitable nucleus.

(p) Additional (D facilities, perticularly the
camouflage functions (see (1) {e) above) to support the
work of the expert field techniclans.

{3) Establishment of & Test Area for the work of the
sxpert techniclans. A private house in the near vieinity
of Washington is recopmended, to be used for special experi-
mentation with squipnent, perfection of techniques in its
use, snd gecure training for selected sgent or operations
personnel. 8pecifications for the Test Ares should be pre-
pared in eonjunction with Communications end C&D.

agn £
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2. Changes in Procedures

a. Inventory of Bpecial Equipment

8BS is responsible for the contrsl of the use of
81l specisl equipment in field operational activities.
“Special Equipment’ includes materiel relevant to the
operational support functions listed ebove, and, speci-
fically, all items included on the SES Inventory of
Bpecialized Equipment and Operational Alds.

The Pirst edltisn of the Inventory, I/1, is scheduled
Por completion shortly. Classified TOP SECRET, 1t will be
shown only to Foreipgn Brench chiefs or their chief operations
sfficers, to inform them of the extent and veriety of equip-
ment evailsble end the progress of research and development.
OFEO will determine the extent of distribution of the
Inventory. Revisions of I/1 will be prepared perisdicelly
by BER.

The Inventary lista type of equipment avellable and
the quantity on hend, Information to eompile these figures
will be supplied perisdically by Communications, C&D and
TED, sccording to & procedure to be developed. Besed on
these figures, specific procurement objectives on individual
{tems will be compiled by SES in line with requirements

b. Btockpiling of Eguipment

The procurement objectives based on the Inventory will
prepere £or the egtablishment of stockpliles of special equlp-
ment. Thus Par there has been no centralized OBO program of
squipment stockplling. 8uch & program hes several advantages:

(1) It will assure the irmediste aveilabillty
of items when neefied, perticularly of items other-
wise d1fficult to procure sn short notice.

(2) It will serve to protect the security of
sensitive iteme, both to protect classification and
to prevent unauthorized use by other agencles,

The {tems themselves should be kept by the unilt moet
relevant to thelr use:

e 7
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(1) Electricel and electronic eguipment:
radlios, parte, recorders, supplles, electrical
surveillance devices _

srerensess Communications

(3) Standard items of equipment for lssue
on approved requisition, purchasable on the open
domestic market or stocked in CIA supply; items
not pubject to speciel handling for security or
policy purposes

I E R EEEEEES R N NIED N XN Tsﬁ

{These items may be either stocked direetly or
maintained in CIA supply, eermarked for 080.)

c. Bupplies Requested from the Field

Requests for equipment from the fleld {pouch or
eable) are at present generally routed to TED with an 1nfor-
mation copy to the Foreign Branch concerned. This obliges
THD to undertake the full task of eoordinstion instead of
purely its besic functlon of supply and preparstion for
delivery. It also places a securlty burden on T8D to pro-
tect pseudonyms end cover sddresses on pouch carrespondence.
More significant, however, is the fact that directing the
action to ansther division (C&D or Communications) would in
pnumersue instances in the past have produced more rapld and
effective results. The followlng procedure is recommended:

{1} Requests from the field should be routed
to the eppropriate Foreign Branch for action and
approval.

(2) If approved, ell requests covering speclal

equipment should be passed to SES. Based on the
dsta Prom the Forelgn Branch concerned, BES will

agn o
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: he
foymulate appropriate specifications for t
divisisn (C&D, Communicetions, or TSD) best
gble to Pulfill the requirement, and will
follow through to assure prompt delivery.

(3) Simlilarly, all requests covering
normal items of supply not special equipment
should be passed dlrectly to TED.

(4} A1l verter items will continue to be
sreated scoording to Operational Bulletin |

(5) In case of doubt as to category of
equipment, requests ghould be passed to OPSO.

(6) 1Ir TSD is unable to obtain equipment
requested of 1t in 2 reasonable periosd of time
due to unavallability of equipment, EES should
ve notified to ascertain if alternate equipment
more readily available conld not effectively be
gubstituted to 111 the request.

Tt is requested that a propram o meet these requirements
be prepared for eerly implementation.

9
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APFPENDIX 2-K

22 June 1948

8. 0. PROCEDURE GUIDE (Revised)

SPECTAL EQUIPMENT

1. The Special Equipment Biaeff designated tn 8. 0.
Plrective No. 18 is the staff advisor on speclel equipment
and techulques pertaining thereto, and is the chamnel to
Aémintetration & Services Group (€AS) to schedule the actl-
vity of Commmnieations (COD), Cover & Documentation (con),
and Trengportation & Supply (TSD) Diviaions on operational
equipnent problems. As such, 1t is responeible for:

a. Coordinsting the use of technical devices
and operational alds by the Foralen Branches.

b. Determining future requlrements for technleal
devices and operationsl alds. S

¢. Ascertaining the effectiveness and pultability
of squlpment in use on fleld operations. :

d. Preparing for moxe highly specialized activities
{n the future uwder & longerange program of reeearoh and
development.,

2. Ppefinitions:

a. 8pecisl Egulpment in general coverg the teche
nical devices Bnd operational eids used in euplonage
and ecounteresplonfage operations or in {rmedinte support
theraof.

b. st 5, Fauipment refers to ltems
designated by L in consultation with teeh foal divie
slons of CAS, vhtch (1) are covered by & securlty clasat-
fioation, or (2) require speeial techniques or camouflage.
Bpecific olesyance must be ohtained from 55 prior to the
use of such items in operations (8ce paragraph 5 below).

jalpier
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4. Btendsxd Equipment comprizes all ttems of supply
(except spacial equipment) under the responsibility of T8D,
for which procedures have been promulgated and which are
not here considered.

CONFIDENTIAL
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3. The Foreign Branches will instruct the field thet
reqguests for speclal equipment must inelude full informetiosn
on the problem which the equipment is to meet or the purpose
for which 1t 1s to be used. Supply procedures have been
reviged accordingly:

&. All requests f£or supplies or equipment
from the field by pouch or csble will be routed to
the responzsible Porelpn Branch for action.

b. If 1t approves, the Foreign Branch will
clear all requests for items of epecial equipment,
whether Controlled or "Open," with SES.

¢. BES will coordinate considerations of poliey,
relative priority, and security with all concerned and
will forward the operational requirement to the tech-
nical divisions, under en SES Reference Number, which
will constitute the code designation for the equipment
problen. Any subsequent chenges in operational plans
will be clesared through BES by the Forelgn Branch.

d. When the technlcal divislons heve deternmined
the specific lteus of eguipment, they will send sn
itemized list to T3SD for the preparation of necessary
requistition forms, for the assignment of a cargo numbver,
and for the records of TSD as to the eguipment issued
2 the project, stetion, or area concerngd. TBD will
evordinate the procurement of all required equipment.

2. 8ES wlll keep informed of progress by the teche
nical divisions and TSD, snd will supply necessary f£ollowe
u?..

4. 8BS will ascertain the use to which special equipment has
been put in the fleld, and its effectiveness and shortcomings, for
the informstion end puldance of the technical divisions.

5. Controlled Eguipment will be used only for the apecific
operation or purpose for which released. 8BS will, through eone
tact with Forelgn Breaches, keep advised of the disposition of
esch item or componernt. Controlled Equlpment issued for one
operation will not be used for any other opermtion or purpose
without spec¢ific clearance.
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6. Persoonnel {n the fleld should be encowraged to
pend in any tdeas for specisl equipment that would be of
sperational value, also nostices of any novel equipment in
use by other agencles. Such date will be routed to 8BS for
forverding to the technical division concerned.

. B, 0, Procedure Gulde deted 26 Jenuary 19483
and are reseinded. ’

FOR THE ASSISTANT DINECTOR POR SPECIAL OFERATIONS:

Executive Becretary

Pistribution: X
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