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PROPOSALS TO CRIMINALIZE THE UNAUTHORIZED
DISCLOSURE OF THE IDENTITIES OF UNDERCOVER
UNITED STATES INTELLIGENCE OFFICERS AND
AGENTS

WEDNESDAY, JANUARY 30, 1980

U.S. HousE OF REPRESENTATIVES,
PeErMANENT SELECT COMMITTEE ON INTELLIGENCE,
SUBCOMMITTEE ON LEGISLATION,
Washington, D.C.

The subcommittee met, pursuant to notice, at 9:04 a.m., in room
H-405, the Capitol, Hon. Romano L. Mazzoli presiding.

Present : Representatives Mazzoli, Fowler, Boland (chairman of the
full committee), McClory, Whitehurst, and Young.

Also present : Thomas K. Latimer, staff director; Michael J. O’Neil,
chief counsel; Patrick G. Long, associate counsel; Bernard Raimo,
Jr. and Ira H. Goldman, counsel; Annette H. Smiley and Herbert
Romerstein, professional staff members; and Louise Dreuth and Diane
Kennedy, secretaries.

Mr. Mazzor1. The subcommittee will please come to order.

We have the pleasure of having with us the chairman of our full
committee, the gentleman from Massachusetts, Mr. Boland, who has a
statement.

The gentleman from Massachusetts.

Mr. Boranp. Thank you, Mr. Chairman.

First of all T want to welcome all of you here this morning to what
I am sure will be interesting hearings, today and tomorrow.

In the past several years, the intelligence activities of the U.S.
Government have been exposed to the light of public scrutiny to a
degree never before witnessed in this or any other country.

Presidential commissions, congressional committees, judicial de-
cisions, investigative reporters, have all, at one time or another, given
us a detailed glimpse of the day-to-day practices of our intelligence
agencies.

To an unfortunate degree, some of these practices were found want-
ing, wanting in terms of their compatibility with American values,
morals, laws and constitutional precepts. We have now, I believe, taken
the painful but necessary steps to bring to a halt such practices and to
insure that they do not occur again.

All of this has not been done without rancor, divisiveness, and heated
debate among our people and within the Government.

Significantly, however, both sides of the debate have always pro-
ceeded on the unquestioned assumption that it is both necessary and
proper for this country to possess a clandestine intelligence service.

The simple and obvious fact is that a clandestine service cannot
function if the identities of its undercover officers and agents are con-

1)
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tinually being subjected to the public gaze. And this, we are told, is
exactly what is happening today.

No matter how hard I may try, I cannot come up with a sensible
political, moral, or legal reason for American citizens to intentionally
disclose the names of this country’s undercover agents, The only argu-
ably acceptable reason I can come up with, disclosure of abuses or
illegal activity, does not seem to be in the minds of those who publish
whole lists of names of alleged agents, with no reference at all to any
possible illegal actions. Furthermore, we have now established honest
and responsive mechanisms such as the congressional intelligence com-
mittees, to look into charges of intelligence agency abuses.

We are thus left in the position, I believe, where a criminal statute
is necessary. The bill under discussion today, H.R. 5615, is offered by
this committee as a narrowly focused and effective solution to the dis-
closure problem.

I recognize that some of its provisions are controversial and touch
on first amendment questions. Neither I, nor I am sure, the other
members, are wedded to every section, and I look forward to an open
and frank discussion of the sensitive constitutional and legal issues
involved.

I fully expect that our final product will demonstrate that an ef-
fective intelligence collection capability is compatible with the values
upon which our democratic society is based. That is the thrust of the
Intelligence Identities Protection Act.

Thank you, Mr. Chairman.

Mr. Mazzorr. T thank the gentleman from Massachusetts, our
chairman,

And does the gentleman from Illinois, the ranking member, have
a statement?

Mr. McCrory. Yes, Mr. Chairman, thank you very much. I want to
applaud the chairman in calling this hearing which I strongly sup-
port. The identities of CIA intelligence officers and agents must be kept
secret, and legislation to protect this secrecy, it seems to me, is ex-
tremely important. In other words, we must not only protect the in-
telligence collection capabilities of our Nation, buf also the liveli-
hoods, and in some instances the very lives of those who are involved
clandestinely in securing information vital to our Nation’s security
interests.

The damage to our security caused by misguided disclosures is clear
and the jeopardy to the safety of the individuals involved is clear.
What is not so clear, however, is the horrible impact this has on the
people who are involved.

Mr. Chairman, consider, for instance, a CIA. case officer. First he
spends months training, away from his family, sometimes in language
study, and he has physical, intellectual and emotional demands
placed upon him. In many cases he is sent off to a faraway country
to perform services vital to our national interests. On top of all this,
the CIA officer must hide his or her true work from his friends and
relatives, even from his own children.

This often goes on not for a matter of years, but for many, many
years; in some instances, even after a person retires, he must main-
tain his secrecy about his service in the CIA.

Approved For Release 2008/10/31 : CIA-RDP85-00003R000200080008-0



Approved For Release 2008/10/31 : CIA-RDP85-00003R000200080008-0

3

Think of the impact that the wholesale disclosure of secret identities
has on the lives of these people. Consider also the patriotic American
businessman or woman who engages in international transactions.
While wanting to assist our foreign intelligence effort, he or she is
fearful of losing an entire business if word of cooperation with the
CIA comes out.

How can we ask for such cooperation unless we are willing to lessen
the chances of disclosure? And without being able to call on those
fl&mericans who have significant foreign contacts, our country is truly

urt.

For these reasons, too, congressional action is sorely needed.

Mr. Chairman, I am very happy to join in the support as a co-
sponsor of this legislation which has strong bipartisan support. It
seems to me that this is a piece of legislation which needs prompt ac-
tion, and I am happy that we have been able to call early hearings on
the measure.

Thank you, Mr. Chairman.

Mr. Mazzorr. I thank the gentleman from Illinois, and I would
recognize the gentleman from Georgia, a valuable member of our
committee.

Mr. Fowrer. It has been pretty much covered, Mr. Chairman, ex-
cept to say that this is one of the most important issues that we have
addressed, attempting to balance our Nation’s security needs and
protecting individual liberties.

There 1s no question that the continued exposure of our undercover
agents operating in the service of this country is a threat to our na-
tional security. At the same time, when we talk about putting people
in jail for releasing unclassified information, we have to tread very
carefully in legislative waters.

I believe, as we did last year with the Foreign Intelligence Surveil-
lance Act, that we will be able to balance these ofttimes competing
ends, and I look forward to the expert testimony of our witnesses,
and appreciate the bipartisanship with which the bill has been drafted,
and hope that we willl) be able to perform this function.

Mr. Mazzorr. I thank the gentleman from Georgia.

The gentleman from Kentucky, the acting chairman of the com-
mittee today, has a statement, but in deference to the time constraints
of the gentleman from Texas, our first witness, the acting chairman
will defer stating that opening statement.

1 would at this point, though, like to mention that—and I am sure
all of my colleagues join me in expressing best wishes to the permanent
chairman of our subcommittee, Morgan Murphy, the gentleman from
Illinois, who is ill and unable to be with us today, but whose leader-
ship on the committee and on this particular issue has been on the
record for a long time.

We are honored today to welcome to our committee our first witness.
Hon. Jim Wright of Texas, the distinguished majority leader of the
House of Representatives.

Mr. Wright is the chief sponsor of H.R. 3357, which is one of sev-
eral bills before the committee. Mr. Wright’s bill seeks to protect the
identities of undercover CIA agents and officers. Majority Leader
Wright has been among the earliest and most persuasive forces in
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the House urging legislative protection for undercover intelligence
personnel. )

We appreciate your being here today, Mr. Majority Leader. You
can proceed as you wish, to summarize, to state your case, and to get
back to the important business of majority leadership.

STATEMENT OF HON. JAMES C. WRIGHT, JR., A REPRESENTATIVE
IN CONGRESS FROM THE 12TH CONGRESSIONAL DISTRICT OF THE
STATE OF TEXAS

Mr. WrienT. Thank you very much, Mr. Chairman.

I regard this particular bill as a significant part of the important
business of the majority leader’s job, just as it is a significant part
of the congressional agenda.

I want to congratulate you, first of all, upon the initiative you
have demonstrated in calling these hearings. I hope they will result
in the prompt. presentation of a bill to the House so that we might
passit.

I want to appear here today to underline and to stress the im-
portance which we attach to President Carter’s request for a
revitalization of the CIA and our Nation’s intelligence-gathering ap-
Earatus. I think we all recognize that for several years now we have

een undergoing an orgy of self-recrimination, even self-flagellation.

It has become chic in some quarters to disparage and to belittle
the CIA. But to make the Nation’s intelligence apparatus the object
of scorn is damaging.

It is bad because of the deleterious effect that it exercises upon the

morale of those who must perform this delicate, dangerous and dif-
ficult task for the United States. And I have been told in conversations
with members of that Agency and with agents that it has had a
very bad effect upon morale and that many of them now look forward
only to retirement. They have lost their zest simply becanse thev
haven’t been able to feel that the public, that the United States
ap%reciated their efforts or was behind them.
_ But worse is being done than that, of course, and it is the worst
that these bills attempt to approach. Some zealots have carried their
hatred for the CIA one dangerous step further. They have taken it
upon themselves to expose the identity of American CIA agents
throughout the world, thus endangering their lives and deliberately
drving up their intelligence sources.

The prime example, of course, is the former CIA agent become -
rogue, a man named Philip Agee, who along with associates has been
publishing a magazine with the stated purpose of exposine CTA
agents and operations whenever and wherever they are found. Now.
that is just an absolute outrage. It is unthinkable that a nation wanld
tolerate this kind of depredation, willfully committed against those
whom it entrusts to carry out so delicate and difficult a mission for the
peonle, for the country.

That kind of practice, of course, needs to be stopped. And it was
with that in mind that T, along with other Members of the House
and of the Senate, last year introduced proposed legislation to out-
law that kind of activity.
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Now, the bill that I introduced, in conjunction with Senator Bent-
sen of my State, would make 1t a crime punisuabie in Federal courts
by up to a $10,000 fine and 1V years in jall for any person such as
Agee publicly to disclose information which could endanger the
lives of Americans engaged in the difiicult, dangerous task of gathering
essential information for this country. .

Now, that bill of mine is certainly not the last word, and I know
that the committee will perfect and improve that language and prob-
ably will add other provisions to whatever legislation comes out of
this committee. ,

But I should like to stress that the bill which I and others introduced
doesn’t interfere in any way with press freedom. Its penalties would
apply only to those who have come into authorized possession of -
specific information and then decide on their own to betray their oaths
of office and to betray their former colleagues, and indeed, to betray
their country.

I think the comments of Judge Gessell, in ruling negatively upon
the power of the Secretary of State to deny a passport to this man
Agee, was significant in that he suggested that the response of the
Secretary of State might be likened unto using a fly swatter when in
reality it seemed to him—a judge not known in any means for being
insensitive to civil rights— that the appropriate action might be a
charge of treason. And so it seems to me.

The mortal danger to our Nation’s personnel abroad is not just
theoretical. We all know, of course, that in 1975 CIA Athens station
chief Richard Welch was murdered shortly after a magazine article
listed him as a, CIA agent.

That, in turn, has had another effect which I am sure can be ad-
dressed much more knowledgeably by the witnesses who are here
today to speak for the Agency. It has poisoned the wells from which
our agents have drawn vital information in the past. It has become
much harder, I am told, to get foreign sources to cooperate with us.
The feeling seems to be that if we can’t protect our own, well, we
darned well can’t protect them, or won’t. And so they have quit
dealing with people who are involved in our intelligence-gathering
operation.

If the identity of our intelligence agents is publicly known, then
obviously those ‘who would be their contacts abroad are going to be
extremely wary of passing information to them or being seen in their
presence, and their value as agents is largely destroyed.

Of course, I am not talking of permitting the CTA to brenk the
law. That isn’t even involved in this legislation. CIA personnel, just
like all other Americans, like members of the FBI, Members of don-
gress, the President, and everybody else, must observe the law.
There’s nobody in this Nation who is above the law. But we do live
in a real world, and it is sometimes a dangerous world, and some
of this world’s inhabitants plot and intrigue against us, arainst our
Nation and our welfare. Certainly it is in our interest to know of
their intrigues and to blunt their nlots, and so we need to have a
professional capacity to anticipate what is likely to happen in remote
parts of the world.

Of course. we were surprised. as were many neople thronemout
the world, at the forces which brought about the collapse of the
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Government of Iran, and that is very much on our minds in these
days of trouble in the Persian Gulf. We can only speculate as to the
danger and jeopardy in which the world peace and our national
interests would be put if something similar to that, God forbid, were
to occur in Saudi Arabia.

To avoid such surprises in the future and to cushion our Nation
from their etfects is the very work of our intelligence agencies, and it is
legitimate work. We need to respect it and we need to protect those
who perform it for us.

And I believe that there would be overwhelming and enthusiastic
approval in the Congress and throughout the Nation, and a salutary
effect throughout the world, if we act expeditiously and affirmatively on
this legislation.

Mr. MazzoLr. I certainly thank the majority leader for his thought-
ful statement, and I would ask my colleagues, because of time con-
straints, to limit our questions to the 5-minute rule, and that includes
the acting chairman.

Mr. Wright, you mentioned early in your statement that this bill
seems to be on the agenda for the Congress for the second session of
the 96th Congress. Can I take that to mean that this is one of the pri-
ority items on that agenda, and the Democratic leadership and the
White House are committed to the achievement of some kind of a
bill like this in this session ?

Mr. WricHT. Mr. Chairman, I most emphatically would answer in
the affirmative. Yes, this is a priority item. It is one of the few things
that the President of the United States asked us to do, to revitalize the
CIA and our intelligence-gathering apparatus. I don’t know of any
better way to do it than through this bill. I don’t mean to suggest that
this is the only thing we need to do in that direction, but it 1s a good
first step, and yes, if this committee reports the bill, we in the leader-
ship will certainly be responsive to the requests of those handling the
bill on behalf of this committee for early scheduling. We will make it a
priority item.

Mr. Mazzovrr. Thank you.

I would follow that up with one thing, Mr. Majority Leader. This
bill is controversial, and despite the effort of this subcommittee and the
full committee, the end product will probably be controversial. It will
not please one side nor the other entirely.

Is the gentleman from Texas willing to suggest that he will put his
forensic powers to work as well as his nose-counting powers to work
in order to find a balanced approach to this significant issue?

Mr. WrieHT. Mr. Chairman, I trust the judgment of the members of
this committee and I think you could be reasonably well assured that
the leadership would give its support to the product of this committee.
Of course, everything in this world is controversial. I suppose we couid
find some controversy to almost any conclusion we would want to state
here today. But that, after all, is the warp and woof of the Congress.
That is our business and we shouldn’t shrink from it.

Perhaps it is controversial. There may be some who don’t feel that
we should have any intelligence-gathering apparatus. But I think those
pe(t))pl)}e are few, and I am satisfied they do not speak for the American
public.
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Certainly there are legitimate concerns with regard to constitutional
rights, free speech, but I don’t believe that free speech extends to the
right to put in jeopardy the life of somebody who is serving the United
States in a very dangerous task any more than it would extend to the
right of someone to divulge American troop movements in time of
war, I think constitutional rights are pretty well understood in that re-
gard, and I don’t believe that the abuse of freedom is necessary to its
maintenance.

Mr. Mazzor1. Thank you, Mr. Majority Leader.

The Chair’s time has expired. The Chair recognizes the gentleman
from Massachusetts, Mr. Boland.

Mr. BoLanp. Mr. Wright, I think there is no question about the
fact that there is general agreement that legislation in this area must
be strictly limited to protecting what is in fact secret, and what is in
fact damaging to the national security.

Your bill and the bill that Senator Bentsen, your colleague from
Texas, has introduced, I think is drawn in that fashion, in that
manner, in that narrow a way, is it not ¢

Mr. WricHT. Yes; it was our attempt to draw it so. I don’t have any
pride of authorship. I shall not quarrel with the chairman or with the
committee about the words that are used in drafting the legislation.
Yes, Senator Bentsen and I made an earnest attempt to draw the
legislation with some specificity, so as to protect and respect all con-
stitutional rights of all Americans, but expressly to define as a fed-
erally punishable crime the disclosure of information to which a person
had gained authorized access, and then in violation of his oath to his
country and in derogation of the rights of those Americans who faith-
fully continue to serve the country, sought to use it to expose them and
place their lives in jeopardy, and to put in jeopardy, indeed, the
Nation’s capacity to gather vital information.

Now, we tried to draw it carefully, but I have no doubt that the
committee can improve upon it.

Mr. Boranp. Your bill is a little narrower than the committee bill
and also a little narrower than some of the other proposals that have
been presented to the committee.

Your bill would target on those who had authorized access to classi-
fied information containing the identity of undercover agents and then
disclose the identity without authority. The committee bill targets in
on anyone, anyone who discloses it with specific intent to impair or
impede the foreign intelligence activities of the United States.

What do you think of the committee bill vis-a-vis your own ¢

Mr. WrigHT. Mr. Chairman, I would have no difficulty whatever
in wholeheartedly supporting the language you have just described
as contained in the committee bill.

Mzr. Boranp. Thank you very much, Mr. Wright.

Thank you, Mr. Chairman.

Mr. Mazzovr I thank the gentleman,

The gentleman from Illinois, Mr. MeClory, is recognized.

Mi. McCrory. Well, thank you very much, Mr. Chairman. .

I am very pleased to know about the new directions of the Presi-
dent with regard to the intelligence agencies, his present desire to
revitalize the CIA and other intelligence agencies, because previously
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he ordered the elimination of 820 positions, clandestine service cut-
backs, in the CIA, and those jobs were eliminated as a result of his
direction.

Also in the last Congress we enacted the so-called Foreign Intel-
ligence Surveillance Act, which limits and restricts the CIA in its
intelligence-gathering capability by requiring that with regard to
the securing by electronic surveillance of foreign intelligence, they
must go to a special court and get a court order before we are even
permitted to secure intelligence in this way, notwithstanding that the
foreign agents can secure intelligence against us through such means.

The question that occurs to me is this: I understand that the present
Hughes-Ryan Act is more limiting and more restricting with regard
to securing the cooperation of foreign intelligence agents to help us,
or even the willingness of some of our present intelligence agents to
secure information for us, and yet the President is not, as T understand
it, supporting enactment of revision of the Hughes-Ryan Act except
in the context of a so-called intelligence charter. But the charter bill
would further hamstring the intelligence agencies and would not
liberate it from the restraints that are presently on it.

I am really perplexed. I hope, and I believe from the President’s
state of the Union message that he is moving in new directions
with regard to our national security militarily. But even more
imporantly, I think our intelligence capability is more impor-
tant to our national security than even our military. And I assume
that what you are telling us today is that the President is in strong
support of this and that he will also give support to other measures
which would strengthen our intelligence capabilities.

Do I understand you correctly ¢

Mr. WrieaT. Mr. McClory, I don’t have any credentials to speak
for the President. I am sure he can speak for himself and his ap-
pointees can

Mr. McCrory. But you mentioned President Carter’s demand for
revitalizing our intelligence agencies.

Mr. WrigHT. I think the gentleman was there the same night I was
and heard the same speech.

Now, I think the very last thing we would want to do, Bob, would
be to turn this into a forum of partisan disagreement.

Mr. McCrory. Well, you mentioned the President and you men-
tioned his support of revitalizing the intelligence agencies.

Mr. WrigHT. Yes; I think thisis one way to do it.

Mr. McCrory. And he supports this measure? You assume that he
supports this one?

Mr. WrigHT. I do assume that he supports this measure. I support
this measure, and I am here to speak for Jim Wright, and I am here
to speak for what I perceive to be the will of the majority in the Con-
gress of the United States and their desire that we have legislation
of this type on which to act.

I would say this, if I may, concerning President Carter. One of the
first things he said to some of us in the leadership, in the very early
weeks of his Presidency, at one of our meetings, was to express his
great concern over leaks that had occurred in vital stategic informa-
tion, and to request the creation of one committee of the Congress to
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whom these intelligence agencies might report rather than having
such a proliferation of committees with multiple opportunities for
leaked information. That was one of the first things he asked us to do.

Mr. McCrory. He has expressed his support for that ¢

Mr. WrigaT. Well, he did very early on, almost 3 years ago.

Mr. McCrory. Don’t you think we could consider that as separate
legislation without tying it in to the charter legislation which would
further hamstring it ?

Mr. WriGHT. As a matter of fact, it was in response to that sugges-
tion that this committee was created in 1977. So the President has not
been lacking in a sincere interest in protecting the integrity of the
information to which the intelligence agencies are privy, nor in asking
the Congress to support this kind of legisiation.

Mr. Mazzour. The gentleman’s time has expired.

The gentleman from Georgia is recognized.

Mr. Boraxp. We indicated it would be a little controversial.

Mr. Fowrer. Well, not to debate my distinguished colleague from
Illinois at this time, but I do think that it ought to pe said as we begin
these hearings that, in echoing the excellent prese tdtion of the ma-
jority leader, obviously this committee will be considering numerous
pieces of legislation that have been offered by both bodies, which deal
in strengthening the capability of our intelligence-gathering appara-
tus, and that all the missiles in the world and all the defense expendi-
tures in the world are not sufficient security protection if we have
decimated our early warning system by what we have done to our in-
telligence-gathering apparatus.

I believe that this committee and the similar committee in the
other body, in considering any legislation surrounding Hughes-Ryan,
any legislation in rewriting the charter, the graymail legislation that
we marked up yesterday to enable use to proceed judicially in areas of
classified information, and this legislation, that we are all trying to
get off this pendulum effect of the last decade where we swing away,
swing to one side of total restrictions on our intelligence-gathering ap-
paratus, to a call from some quarters to remove every restriction and
almost eliminate any oversight, which could have as 11l-advised an ef-
fect as the other swing of the pendulum.

And I think that, again, we will be able to balance in the national
interest these competing interests to accomplish both purposes. And I
want to thank the majority leader for his mental prowess as well as
his well-known forensic and persuasive prowess.

Mr. WricHT. The gentleman has just perjured himself.

Mr. McCrory. Would the gentleman yield ¢

Mr. Fowrez. I am trying to make it through the whole 5 minutes
before the famous. the well-known McClory-Fowler debates begin.

I yield to the gentleman from Illinois.

Mr. McCrory. 1 just wanted to ask if yon would include in the
strengthening of the intelligence capability the elimination of the re-
quirement to report to eight separate committees of the Congress, over
180 members plus the staffs, as an important way of securing better
and more information without the danger of leaks to which you made
reference ¢

Mr. Fowrer. I would be happy to associate myself with that.
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Mr. Boraxp. And so does the President, of course. He has time and
again indicated that that is his position.

Mr. Mazzorr. The gentleman’s time has expired.

There is another gentleman with us today, a valuable member of
our committee, though not a member of this subcommittee, the gentle-
man from Virginia, Mr. Whitehurst.

If he wishes to ask a question within the 5-minute rule?

Mr. WraiTeHURsT. Only to say that I am delighted to be here and
pleased to see this committee take this action. I am delighted to have
the great persuasive powers of the majority leader on our side on this.

Mr. Mazzort. Mr. Majority Leader, thank you very much for your
time.

Mr. WricaT. Mr. Chairman, thank you, and good luck to you.

Mr. Mazzorr. Thank you.

I think the gentleman, the acting chairman, will now exercise his
prerogative in making the opening statement.

The Subcommittee on Legislation meets today to receive testimony
on legislation which has been drafted to address a particularly dis-
turbing current practice, and that is the deliberate disclosure of the
names of undercover U.S. intelligence officers and agents.

Such disclosures have been on the increase in recent years and are
coming at a time when an effective intelligence collection capability
is as necessary to the safety, security, and well-being of our Nation
as never before in our history. It goes without saying that divulging
the identity of intelligence agents serves to destroy this capability.
Not only are lives threatened, but legitimate intelligence collection
activities are rendered useless, the careers of dedicated intelligence
officers are ruined, service morale is lowered, foreign policy is dis-
rupted, and the taxpayers’ money is wasted.

Some of the individuals who publicly identify undercover intelli-
gence personnel claim to be guided by patriotic impulses and a desire
to end the illegal activities committed by the intelligence services. I
cannot judge their claimed patriotism nor their claimed altruism.

But I can state without equivocation that they are dead wrong; I
can state that their actions damage our Nation’s legitimate national
security interests, and I can state that they are endangering the lives
of their fellow Americans.

While there are statutes on the books which deal with the subject of
unauthorized disclosures of sensitive and classified information, I am
persuaded that clear, specific, and effective legislation must be crafted
by this Congress to stem the rampant, intentional disclosures of the
identities of undercover intelligence agents.

Now, I believe the bill before us today, H.R. 5615, which has been
cosponsored by every member of this subcommittee, is a positive first
step in developing such a piece of legislation.

I am not unmindful, as has already been stated this morning, I am
not unmindful of the constitutional requirements affecting this sub-
ject area. These hearings will assist the subcommittee, and then, I
trust, the full Intelligence Committee, to report a bill which addresses
the serious problem posed by unauthorized disclosure of names of
agents without impinging in any way on the constitutional guarantees
enjoyed by every American citizen. In the final analysis, it is precisely
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these guarantees which distinguish and exemplify the American way
of life and which elevate it above that afforded to any peeple in any
other nation on the face of this Earth.

We will now proceed to the next witness whom we would invite to
walk forward and join us at the witness table, the Deputy Director of
Central Intelligence, Hon. Frank Carlueci, who will be joined by Mr.
Fred Hitz and by Mr. Dan Silver of his staff.

As this committee knows, Ambassador Carlucci has served his coun-
try in a varied and important list of Government posts, most notably
as Under Secretary of the Department of Health, Education, and Wel-
fare, and as Ambassador to Portugal.

His frequent appearances before this committee make him no
stranger whatsoever to this committee. We thank him for his past help,
and we certainly welcome him today to speak to the several bills
which we have before us.

Ambassador, you can proceed in whatever manner you wish. We of
course have other witnesses. You may want to summarize your state-
ment, but you are welcome to read it entirely.

‘We thank you and we welcome you.

STATEMENT OF HON. FRANK C. CARLUCCI, DEPUTY DIRECTOR OF
CENTRAL INTELLIGENCE, ACCOMPANIED BY DANIEL SILVER,
GENERAL COUNSEL, CENTRAL INTELLIGENCE AGENCY; AND
FREDERICK P. HITZ, LEGISLATIVE COUNSEL

Mr. Carvuccr. Thank you, Mr. Chairman.

T want to thank you and the other distinguished members of this
committee for the opportunity to discuss legislation which I consider
to be urgently needed and vital to the future success of our country’s
foreign intelligence collection efforts.

T have with me today my General Counsel Daniel Silver, and my
Legislative Counsel Fred Hitz, both of whom have been intimately
involved in our efforts to obtain statutory protection for officers and
employees of the intelligence community who serve under cover, and
for our foreign agents and sources whose relationships with the in-
telligence community are intentionally concealed.

T start this morning from the premise that our efforts to collect in-
formation about the plans and intentions of our potential adversaries
cannot be effective in a climate that condones revelation of the means
by which those efforts are conducted. Indeed, the impunity with which
misguided individuals can disclose our undercover officers and em-
ployees and our foreign agents and sources has had a harmful effect on
human intelligence collection and other aspects of our intelligence
program as well. Equally significant is the increased risk and danger
sueh disclosures pose to the men and women who are serving the United
States in difficult assignments abroad. It is outrageous that dedicated
people engaged or assisting in T1.S, foreign intelligence activities can
be endangered by a few individuals whose avowed purpose is to de-
stroy the effectiveness of activities and programs duly authorized by
the Congress.

Mr. Chairman, recent world events have dramaticallv demonstrated
the importance of maintaining a strong and effective intelligence ap-
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paratus. The intelligence community must have both the material and
human resources needed to enhance its ability to monitor the military
activities of our adversaries and to provide insights into the political,
economic, and social forces which will shape world affairs in the 1980’s.
It is particularly important that every effort be made to protect our
intelligence officers and sources. It is imperative that the 96th Con-
gress clearly and compellingly declare that the unauthorized dis-
closure of the identities of our intelligence officers and those allied in
our efforts will no longer be tolerated.

The President has expressed his determination to increase our efforts
to guard against damage to our crucial intelligence sources and our
methods of collection without impairing civil and constitutional rights.
Legislation in this area must be carefully drafted. It must safeguard
the Nation’s intelligence capabilities without impairing the rights of
Americans or interfering with congressional oversight.

Attorney General Civiletti has recognized the need for identities
legislation. Speaking earlier this month on intelligence and the law at
Fordham University Law School, he said, and I quote :

(This is an important time to be aware that the unfinished agenda of lawmaking
in intelligence includes some important items for the legitimate protection of our
intelligence activities. Existing law provides inadequate protection to the men
and women who serve our Nation as intelligence officers. They need and deserve
better protection against those who would intentionally disclose their secret mis-
sion and jeopardize their personal safety by disclosing their identities. Public
comment and criticism of intelligence activities and specific operations is proper.
Revealing the identities of particular intelligence personnel and placing them in
danger, on the other hand, serves no legitimate purpose. Our proper concern for
individual liberties must be balanced with a concern for the safety of those who
serve the Nation in difficult times and under dangerous conditions.

This committee and other Members of Congress have for some time
recognized the inadequate protection to which the Attorney General
referred. Representative Michel of Illinois and Senator Bentsen of
Texas introduced bills to protect intelligence identities in the 94th and
95th Congresses respectively. Nine identities bills have been introduced
thus far in the 96th Congress, including bills by Senator Bentsen and
by Representative Charles E. Bennett of Florida, both of whom will be
testifying at these hearings.

The introduction of H.R. 5615, the Intelligence Identities Protection
Act, by the entire membership of the Permanent Select Committee on
Intelligence last October was, of course, an extremely significant devel-
opment, and an impressive demonstration of this committee’s deter-
mination to maintain the effectiveness of our Nation’s foreign intelli-
gence activities.

Last week, the committee’s bill was introduced in the Senate as sec-
tion 4 of S. 2216, a bill cosponsored by Senators Moynihan, Jackson,
Nunn, Chafee, Danforth, Wallop, and Domenici. I believe these efforts
reflect a growing feeling that we, as a government, must come to grips
with this problem and determine where the public interest lies. I do not
believe there is any justification or excuse for the deliberate public dis-
closure of the identities of personnel having concealed employment or
other relationships with the intelligence agencies of the U.S. Govern-
ment.
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The distinguished chairman of this committee eloquently expressed
the essence of the problem in a recent letter to the editor of the New
York Times. Chairman Boland wrote as follows:

The operating heart of any service is the use of undercover agents and offi-
cers overseas to collect intelligence information. Obviously, if the names of these
people are spread upon the public record their usefulness is ended and the ef-
fectiveness of the clandestine service is destroyed. Unauthorized disclosure of
the names of undercover intelligence agents is a misguided act that serves no
useful informing function whatsoever. It does not alert us to abuses; it does
not bring clarity to issues of national policy; it does not enlighten public de-
bate; and it does mot contribute one iota to the goal of an educated and in-
formed electorate. What it does do is place lives in danger and cripple our
efforts to collect timely and accurate intelligence, the sina qua non for the ef-
fective conduct of foreign affairs. Whatever the motives of those engaged in
such activity, the only result is the complete disruption of our legitimate intelli- .
gence collection programs, programs that bear the imprimatur of the Congress,
the President, and the American people. Such a result benefits no one but our
adversaries.

Mr. Chairman, those who seek to destroy the intelligence activities
of the United States have propagated a number of fallacies. Unfor-
tunately, some of these have found their way into discussions of H.R.
5615 in the press and elsewhere.

One of these fallacies is that accurate identification of CIA per-
sonnel under cover can be made merely by consulting gublicly avail-
able documents—like the State Department’s Biographic Register—
and therefore the bill would impinge on discussion of information
that is in the public domain. This is untrue. There is no official un-
classified listing anywhere that identifies undercover CIA officers. The
biographic register and similar documents cannot be used, without
additional specialized knowledge and substantial effort, to make such
identifications accurately. It is only because of the disclosure of sen-
sitive information based on privileged access and made by faithless
Government employees, such as Philip Agee and John Marks, with
the purpose of damaging U.S. intelligence efforts, that the public has
become aware of indicators in these documents that can, and some-
times do, distinguish CIA officers.

This, however, is not the full extent of the problem. A substantial
number of the identifications made by such avowed enemies of U.S.
intelligence activity, as the publishers of CovertAction Information
Bulletin, have been accurate. This indicates that they are based on
extensive investigation, using many of the same techniques as any
intelligence services uses in its counterintelligence effort; in effect,
spying on the United States.

The second fallacy is so ridiculous that I would not mention it
except that it has cropped up repeatedly in discussion of this matter:
That is, that someone may engage in good faith in the public disclo-
sure of intelligence identities in order to improve the security prac-
tice of our intelligence agencies. This is like saying that a person
might shoot members of Congress for the sole purpose of strengthen-
ing Capitol security by demonstrating shortcomings. Any patriotic
citizen who believes that he has detected weakness in the cover arrange-
ments used by a U.S. intelligence organization can serve the inter-
est of improving security only by discreetly bringing that infor-
mation to the attention of the organization itself, the President’s In-

AR2-213 N - 8

0 -2
Approved For Release 2008/10/31 : CIA-RDP85-00003R000200080008-0



Approved For Release 2008/10/31 : CIA-RDP85-00003R000200080008-0

14

telligence Oversight Board, or this committee or the Senate Select
Committee on Intelligence.

The third fallacy is that those who seek the destruction of the Na-
tion’s intelligence activities cannot be distinguished from sincere
critics of the CTA or other intelligence agencies and activities. The best
answer to this is the one given by Attorney General Civiletti:

Public comment and criticism of intelligence activities and specific operations
is proper. Revealing the identities of particular intelligence personnel and plac-
ing them in danger, on the other hand, serves no legitimate purpose.

It is noteworthy in this regard that the Church and Pike committee
investigations, the Rockefeller Commission Report, and related press
disclosures, as well as the subsequent oversight activities of this com-
mittee and its Senate counterpart, all have managed to encompass ex-
tensive public and congressional scrutiny and criticism of intelligence
activities without recourse to wholesale disclosure of the names of un-
dercover intelligence personnel in the categories covered by H.R. 5615.

I believe that this committee and the Congress will find that we
need to effectively put an end to the deliberate disclosure of the iden-
tities of our covert intelligence personnel for any reason.

That_the unauthorized disclosure of the identities of individuals
engaged or assisting in the foreign intelligence activities of the United
States has damaged our Nation’s foreign intelligence-gathering ca-
pabilities is beyond question. Obviously, security considerations pre-
clude my confirming or denying specific instances of purported
identification of U.S. intelligence personnel. Suffice it to say that a
substantial number of these disclosures have been accurate. The de-
structive effects of these disclosures have been varied and wide-
ranging

Our relations with foreign sources of intelligence have been im-
paired. Sources have evinced increased concern for their own safety.
Some active sources, and individuals contemplating cooperation with
the United States, have terminated or reduced their contact with us.
Sources have questioned how the U.S. Government can expect its
friends to provide information in view of continuing disclosures of
information that may jeopardize their careers, liberty, and very lives.

Nearly all major foreign intelligence services with which we have
liaison relationships have undertaken reviews of their relations with
us. Some immediately discernible results of continuing disclosures in-
clude reduction of contact and reduced passage of information. In
taking these actions, some liaison services have explicitly cited disclo-
sures of intelligence identities.

We are increasingly being asked to explain how we can guarantee
the safety of individuals who cooperate with us when we cannot pro-
tect our own officers from exposure. You can imagine the chilling effect .
it must have on a source to one day discover that the individual with
whom he or she has been in contact has been openly identified as a CTA
officer. The impact in this regard is twofold : First, there is a substan-
tial adverse impact on the Agency’s ability to collect intelligence ; sec-
ond, some of our foreign sources who must remain in place in spite of
the disclosure may be subject to severe sanctions.

The professional effectiveness of officers so compromised is substan-
tially and sometimes irreparably damaged. They must reduce or break
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contact with sensitive covert sources. Continued contact must be cou-
pled with increased defensive measures that are inevitably more costly
and time consuming. Some officers must be removed from their assign-
ments and returned from overseas at substantial cost. Years of irre-
placeable area experience and lingmistic skill are lost. Reassignment
mobility of the compromised officer is impaired. As a result, the pool of
experienced CIA officers is being reduced. Such losses are deeply felt
in view of the fact that, in comparison with the intelligence services
of our adversaries, we are not a large organization. Replacement of
officers thus compromised is difficult and in some cases impossible.

Once an officer’s identity is disclosed, moreover, counterintelligence
analysis by adversary services allows the officer’s previous assignments
to be scrutinized, producing an expanded pattern of compromise
through association. Such disclosures also sensitize hostile security
services and foreign populations to CIA presence, making our job far
more difficult. Finglly, such disclosures can place intelligence personnel
and their families in physical danger from terrorist or violence-prone
organizations.

Mr. Chairman, I am prepared to discuss in executive session indi-
vidual cases which exemplify the damage done to our intelligence-
gathering capabilities. Most significant, however, is the fact that the
collection of intelligence is something of an art. The success of our
officers overseas depends to a very large extent on intangible psycho-
logical and human chemistry factors, on feelings of trust and confi-
dence that human beings engender in each other. and on atmosphere
and milieu. Unauthorized disclosure of information identifying indi-
viduals engaged or assisting in foreign intelligence activities destroys
that chemistry. While we can document a number of specific cases,
the committee must understand that there is no way to document the
loss of potential sources who fail to contact us because of lack of con-
fidence in our ability to protect their identities.

In a time when human sources of intelligence are of critical impor-
tance, there can be no doubt that unauthorized disclosures of the iden-
tities of our officers, agents and sources constitute a serious threat to
our national security.

Current law has proved to be inadequate in deterring these un-
authorized disclosures. and they continue to be made with virtual im-
punity. The net result is a damaged intelligence capability and reduced
national security.

Mr. Chairman. I believe that legislation in this area. to be effective,
should contain certain key distinctions and elements. First, it should
hold current and former emplovees and others with authorized access
to protected information to a higher standard than persons who have
not had such access. Such individnals, because of their employment re-
lationships or other positions of trust, can legitimately be held ac-
countable for the deliberate disclosure of anv identity they know or
have reason to know is protected by the United States.

Second. the legislation should require proof that a disclosure is made
with culpable knowledge. or with knowledge of sufficient facts to make
the average person aware of the nature and gravity of his actions. This
is an important element becanse it must describe a state of mind which
will support the attachment of criminal sanction, while at the same
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time be capable of proof in those disclosure cases which have been dam-
aging. If a person discloses a protected intelligence identity with
knowledge or reason to know that the United States takes affirmative
steps to conceal the intelligence relationship involved, that person has
acted with culpable knowledge. This knowledge can be demonstrated
when the person making a disclosure states awareness that a cover em-
ployment or other concealed relationship is involved.

Finally, a statute should require proof that unauthorized disclosures
by those who have not had an employment or other relationship of
trust with the United States were made with the specific intent to im-
pair or impede the Nation’s foreign intelligence activities. This re-
quirement would be for the protection of those who might claim they
have made a public disclosure for a legitimate purpose although I be-
lieve Congress should determine if there are any such purposes and
make provision for them.

For example, if the Congress finds that current, requirements and
procedures for reporting allegations of illegal or improper activity by
intelligence employees may not be sufficient to discover such an ac-
tivity, it could provide in statute for direct reporting to the Congress,
or to the Attorney General, or even to the President. In this way it
could be made clear that there is no justification for the public dis-
closure of protected intelligence identities.

In my view, H.R. 5615 goes a long way toward meeting these cri-
teria. It is a carefully drafted, crafted and narrowly drawn measure
which comes to grips with the full extent of the problem. The com-
mittee’s bill would go far toward safeguarding vital intelligence capa-
bilities without impairing the rights of Americans or interfering with
congressional oversight. In the opinion of the Agency’s lawyers, the
bill would make possible prosecution of those who seek to destroy the
intelligence capabilities of the United States, while leaving untouched
legitimate criticism of the intelligence community or its activities.

There are, however, several improvements to the bill which I would
urge you to make.

First, the Department of Justice, in its comments on the bill, has
suggested that persons who are not present or former intelligence
employees should be covered whenever the disclosure is based on classi-
fied information. We do not think that this formulation would ade-
quately cover all cases, since in many of the most egregious current
cases, a nexus to classified information would be difficult to prove be-
yond a reasonable doubt. Thus, I cannot support this formulation as
a substitute for section 501(b). On the other hand, T am persuaded by
the Justice Department’s arguments that there may be some cases in
which the specific intent to impair or impede U.S. intelligence activi-
ties would be difficult to prove, but in which a nexus to classified in-
formation would not. In order to provide full coverage, therefore, I
would propose that section 501(b) be revised to provide two alterna-
tive bases for liability. One would be the disclosure with the specific
intent to impair or impede the foreign intelligence activities of the
United States; the other would be the disclosure of identities based on
classified information.

A second area requiring improvement relates to the prosecution of
accomplices and conspirators. As now drafted, H.R. 5615 would bar
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such prosecution in all cases unless the alleged accomplice or conspira-
tor possessed the specific intent to impair or impede the Nation’s for-
eign intelligence activities. I understand and agree with the advis-
ability of requiring such a specific intent in the case of an accomplice
or conspirator to violate section 501(b) of the bill.

On the other hand, I see no reason to immunize persons who assist or
conspire with current or former employees or others having authorized
access to classified information in the commission of an offense under
section 501(a). With respect to this latter group of accomplices and
conspirators, there should not be a specific intent requirement.

H.R. 5615 does not cover disclosure of the identities of former officers
or employees of an intelligence agency or members of the Armed
Forces formerly assigned to duty with an intelligence agency. To be
effective, the legislation should extend to these categories of persons.
Many officers and employees retire or are separated under cover for a
variety of reasons. Disclosure of their former intelligence agency affili-
ation may place them or their families in physical danger or may sub-
ject them to harassment or threat of bodily injury. Moreover, there are
very real counterintelligence reasons for maintaining cover. In many
instances, the individual’s contacts and sources may still be in place
and active. Such a network may have been passed on to the former
officer’s successor. Should the former individual’s relationship be re-
vealed, the entire network may be compromised. Accordingly, in those
cases where such relationships remain otherwise concealed and where
the United States continues to take affirmative measures to keep them
concealed, unauthorized disclosures should warrant attachment of
criminal liability.

Mr. Chairman, there is a pressing need for effective legislation to
discourage unauthorized disclosures of intelligence identities. The
credibility of our country in its relationships with foreign liaison
services and agent sources, the personal safety and well-being of
patriotic Americans serving our country, and the professional effec-
tivl(;ness and morale of our country’s intelligence officers are all at
stake.

'As matters now stand, the intentional exposure of covert intelligence
personnel with impunity implies a governmental position of neutral-
ity. It suggests that U.S. intelligence officers are fair game for those
members of their own society who take issue with the existence of CIA
or find other perverse motives for making these unauthorized dis-
closures. Specific statutory prohibition of such action is critical to the
maintenance of an effective foreign intelligence service. It is impera-
tive that a message be sent that the unauthorized disclosure of intelli-
gence identities is intolerable.

T sincerely appreciate your genuine concern about our intelligence
capabilities and wholeheartedly support your efforts to deal with this
serious problem. I encourage you to proceed to report legislation that
will provide an effective remedy. I believe effective legislation to pro-
tect intelligence can and should be made a key part of the founda-
tion for the revitalization of our Nation’s foreign intelligence
capabilities.

We have supplied the committee with some sugoested drafting
changes in H.R. 5615. Mr. Silver and Mr. Hitz and I will be happy to
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discuss these matters in greater detail or to answer any questions you
may have on them.

Thank you, Mr. Chairman.

Mr. Mazzorr. Thank you very much, Mr. Ambassador.

You were here this morning when our majority leader spoke on be-
half of his bill, on behalf of this whole subject area, and you heard him
say that this was a very important part of the Democratic agenda, for
the second session, it was a bill to which the President had committed
his support. And, of course, there was a lot of discussion back and forth
and using terms, “outrageous” and “unconscionable” and this sort of
thing, and I wonder, are we overstating the case? Are we overkilling
here? Could you as a professional member of your organization have
stated the case as persuasively as you did this morning half a year ago
or a year ago?

Ambassador Carvuccr. Mr. Chairman, let me say that first of all, I
am not a professional CIA man. I have been with the organization a
little over 2 years. I am a professional foreign service officer who has
dealt with the organization for some 20 years. And I think I under-
stand it fairly well without being an integral part of it.

I think it is fair to say that since I have been in the CIA at least
there is nothing that has been more damaging to morale and to the
effectiveness of the Agency than this kind of activity, that is to say,
the unauthorized disclosure of the identities of our CTA personnel and
their agents.

I had some personal experience when I was Ambassador to Portugal.
I watched one of these so-called exposés name people in the Embassy
that I then headed. Not only did they name them, but they provided
the addresses and such details as “second apartment to the right after
you get off the elevator,” a clear incitement to violence. I watched the
careers of able and dedicated officers being ruined. We had to transfer
people. Sources began to dry up.

Since T have been with the Agency I have seen this occur around
the world. I happened to arrive in one country on a trip about 7 or 8
months ago and was greeted at the airport by a young officer who had
that very morning been exposed in one of these so-called bulletins,
CovertAction Information Bulletin. He was an able young officer who
had worked for 8 or 10 years to conceal his identity. He had valuable
assets in the country. All of that was now worthless. His assets were
unwilling to have contact with him. He would have to be transferred,
his career potential clearly diminished.

We have had cases where Ambassadors have said, we cannot accept
this assignment because this person has been exposed.

Clearly this has been highly damaging to our intelligence capabil-
ity overseas. It was damaging 2 years ago. The longer it goes on, the .
more damaging it becomes.

Mr. MazzoLr. Mr. Ambassador, you have your legal expert with you.
Perhaps you could address this question, or perhaps he could. Can
current law—and there is a range of statutes on the books today which
deal with unauthorized disclosures and sensitive information-—do the
job today, properly enforced ?

Ambassador CarLucer. I will ask my legal expert, General Counsel
Mr. Silver, to address that in detail, but let me just make a comment.
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Since I have been with the Agency we have held detailed discus-
sions, lengthy discussions with the Department of Justice in an effort
to cope with this situation under current law. We have looked at the
possibility of criminal suits, we have looked at the possibility of civil
suits, and while in some cases that may be theoretically possible, I
think it is fair to say that as a practical matter, current law does not
enable us to get at these activities.

But let me ask Mr. Silver to address that in more detail.

Mr. Swver. I can’t really add very much to what Mr. Carlucci has
said. I think the proof of the issue is the fact that despite valiant ef-
forts on our part and on the part of the Department of Justice, we
have not found a practical way to apply the current statutes on the
books, whatever their theoretical coverage may be, to the situation we
face. Certainly, looking at H.R. 5615, there is a portion of the activity
covered there that seems to me clearly to be covered under present law,
but the statute would remove some difficulties of definition and inter-
pretation that now exist.

There is another area of activity, that covered by section 501(b)
that it would be very difficult to apply current law to, but which is,
from our point of view, an extremely serious problem.

Mr. Mazzorr. Well, my time has expired, and we perhaps will have
time for a second round of questions.

The gentleman from Massachusetts, Mr. Boland. is recognized.

Mr. Boraxp. Mr. Carlucci, I want to thank you for what I think is
an exceptionally fine statement in this area. Tf anyone knows what the
problems are with respect to the intelligence community, the Director
of Central Intelligence and his Deputy of course, recognize it better
than most people.

You have had extensive experience in the Government. You have
served with distinction in a number of capacities. I presume that one
of the most important ones with respect to the problem that we have
before us today was being Ambassador to Portugal, and I presume
that in many, many instances you had contacts with our agents, chiefs
of stations in various countries and particularly in the country that
you served as Ambassador, and because of that, I presume you have
a more definitive recognition of the danger to the collection of intelli-
gence when names of agents are disclosed.

Did I hear you say that there was information with respect to
agents or assets or chiefs of stations that was disclosed in the countries
where you served as Ambassador ¢

Ambassador CarLuccr. Yes: there was the so-called exposé of CIA
personnel in Portugal when I was Ambassador there.

Mr. Boraxp. How serious an impact was that on our ability to
collect intelligence? And that was a very important area at that time,
at the time you were serving there.

Ambassador CarLuccr. Mr. Chairman, it is difficult for me to go into
detail in public session. Let me say that it had a significant impact on
our ability to collect intelligence. We had to rotate a number of people.
That, of course, has an impact on their sources of information, when
somebody new has to come in.

Let me also say that the identifications that were made in this
instance were not 100 percent accurate, and that people who were not
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intelligence officers were implicated, and that was damaging to their
careers as well.

Mr. Boraxp. In your statement you take pains to point out that
names of agents cannot be gleaned from merely reading biographic
registers and other lists. You state that it also takes extensive investi-
gations, interviews, and other techniques. Of course, you recognize, as
all of us do, that it is not illegal to engage in these latter activities
which are open to any member of the public.

Now, my question 1s twofold. Isn’t it true to say that some names of
intelligence agents can be obtained, can be obtained from publicly
available sources without the use or disclosure of classified
information ?

Ambassador Carrucer. The names, per se, cannot be obtained from
any single individual source. If T may, this is a very important point,
Mr. Chairman, and let me elaborate on it. I said in my statement that
what is involved here is essentially spying on the United States. There
are groups who are engaged in fairly sophisticated counterintelligence
techniques. These techniques involve gathering information from a
wide variety of sources. Much of the information that any intelligence
agency gathers is unclassified at the outset. It is only when it is put
together with other pieces of information and certain conclusions
drawn that it becomes classified.

Now, using sophisticated techniques, people can try and identify the
location in the embassies, look at travel orders, look at the pattern of
assignments, try to obtain embassy telephone books, try to obtain
copies of the “States Department Biographic Register,” which is
now a classified document, look at individuals’ personal backgrounds,
indeed, maybe even look at their patterns of activities in a given
country; using all of these techniques, most of which would be from
unclassified sources, they can‘come to a logical conclusion, not with
100-percent accuracy, but with substantial accuracy.

So what we have involved here is not somebody simply going to the
Library of Congress and opening a book and seeing John Doe has a
certain designator therefore he is a CIA man. What we have are
people who have developed highly sophisticated techniques, which in
some cases have been learned within the Agency, and are applying
these techniques to impede the effective activities of our intelligence
agencies.

Mr. Mazzor1. The gentleman’s time has expired.

The gentleman from Illinois, Mr. McClory.

Mr. FowLer. Would the gentleman yield for a followup question,
and then I will give you some of my time.

Mr. McCrory. Certainly T will yield.

Mr. Fowrer. Mr. Ambassador, is the Agency asking us to legislate
as illegal the activity that you describe, no matter how sophisticated
and how deductive in its reasoning, if that information was gleaned
solely from unclassified sources ¢

Ambassador CarLucct. We are asking the committee to legislate as
illegal activity which pinpoints the names of our personnel or our
agents when affirmative steps have been taken to conceal their identity,
and when we can prove an intent to impede the intelligence activities
of the United States.
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Mr. Fowrer. Well, the key to that would be, would it not, what
constituted the intent then ¢

Ambassador Caruuccr. That is correct; we would have to demon-
strate intent.

Mr. McCrory. Why don’t you continue and I will take the next
5 minutes.

Mr. FowwLer. Just to follow that through, do you want to describe to
us what you foresee as the criteria to prove intent, when the defend-
ant could show that all sources from whence the revelation came
were gleaned from unclassified material ¢

‘Ambassador CarLucct. Well, activities, such as are contained in this
publication called CovertAction Information Bulletin, are avowedly
for the purpose of impeding the intelligence collection activities of
the U.S. Government.

Mr. FowLer. I don’t think there would be any question about that,
but let’s say I am a jackleg reporter for a great metropolitan news-
paper, and I decide that I want to—that 1 see somebody engaged in
what I think to be suspicious activity, for whatever reason, maybe after
a narcotics bust, or I may be after a spy in my hometown. But I
go and ask some questions of the military and find from public docu-
ments where he has served ; I can trace pretty much in an unclassified
manner where he has served in the Army and what Government posts
he may or may not have had. I could follow him around for a while
and see that he wears trenchcoats and went to strange places after
hours, even took notes on rolled-up Time magazines, and I put to-
gether—I am not really being facetious, but as a good investigative
reporter, I might then conclude that this man was a spy and write
that in a story, that such and such, in my opinion, was a spy for the
Soviet Union. And maybe I just happen to be right.

Could I be prosecuted under the legislation that you are—-

Ambassador Caruccr. Well, certainly not for identifying some-
body who is a spy for the Soviet Union. We don’t—

Mr. Fowrer. I'm sorry; the other way around, a spy for us.

Ambassador Cartucct. Well, if you identify him as an employee
of a U.S. intelligence agency—first of all, I would go back to my orig-
inal comment that it seems to me there is no redeeming social purpose
in doing this. It doesn’t help with the oversight process, and if some
person believes there is an abuse being created, there are plenty of chan-
nels to report those abuses, including this committee.

Mr. FowLER. Let me interrupt you, Mr. Ambassador, because we all
agree, as you know, on the need to protect our sources and our agents,
but with the Agency coming in and asking to legislate, the question
that I think is going to have to be determined is whether or not in
the unclassified field, whether the remedy is in the legislative branch or
in the Agency to tighten its own procedures. But under the examples
again, that has to be dealt with specifically. whether or not a journal-
ist, in reporting what he perceives to be intelligence-gathering activity
by an employee of our Government which all conld be gleaned from
unclassified sources, whether you are asking us that that ought to be
legislated a violation of the security laws of our country.

Ambassador CarLuccr. Mr. Fowler. I am not a lawyer. and T will
ask our General Counsel to address this. It seems to me that in the
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example that you have described, if somebody were to publish one
newspaper article saying I think John Doe may work for the CIA, and
there is no evidence in that article of intent to impede or impair the
intelligence activities of the 17.S. Governmment, that that would not
fall under the legislation as we interpret it.

However, if this individual should embark on a crusade which, the
purpose of which is obviously to impair the effectiveness of our intel-
ligence activities, say, he should visit 10 or 20 other cities and go over-
seas and conduct a counterintelligence operation on a crusade to iden-
tify the names of CTA personnel or their agents, then I think that
would be a different thing and it would fall under the statute.

Let me ask Mr. Silver to address it in some detail.

Mr. Stuver. T would like to make one comment, and that is to draw
an analogy to statutes that are on the books that prohibit such things
as the photographing of fortifications, passage of information about
the movements of troops, and a variety of other things in time of war
that are not in themselves classified. You cannot classify the external
appearance of a U.S. Government facility that anyone can see. Those
statutes have an element, and that is the specific-intent element, and
it is that very element which courts have relied upon to determine that
those statutes are constitutional. It is, from my point of view as a
lawyer, clear to me that without a specific-intent element, a statute
that applied to someone who dealt only with unclassified information
and phenomena would have serious constitutional problems. But this
bill, which your committee has very carefully drawn, avoids those
problems and I think would be completely inapplicable in the examplo
that you cite.

Mr. Fowrer. My time has expired, Mr. Chairman.

Mr. Mazzorx. We will have a second round.

Mr. FowLer. Let me conclude my thought. As you all know, we are
all cosponsors of this legislation. We see the need for it and we just
have got to be very careful that we don’t—especially with these new
amendments that you have added in the unclassified field—that we are
not crafting this legislation specifically to deal with the Agee problem
and the Agee problem alone, because that is a blatant, obvious example,
and I would like to pursue that further.

Mr. Mazzout. The gentleman from Tllinois is recognized for 5
minutes.

Mr. McCrory. Thank you, Mr. Chairman.

I want to commend personally and publicly Mr. Carlucei for his
distinguished and his courageous and effective service. T did have the
opportunity to visit with Mr. Carlucci in Portugal at the time when
he was serving our Nation there. and T have personal knowledge
of his tremendous and important service to our Nation. and T am «
erateful indeed that we have von. Mr. Carlucei, in the position in
which you are now as the Deputy Director of CTA.

Ambassador Carruccer. Thank you, Mr. MeClory.

Mr. McCrory. T am also encouraged by the statement from the
majority leader, and T am glad to know about the Democratic priority
which is being placed in this area. T would sav that President Carter
appears to be adopting nositions which the Renublicans and which
I have been advancing for several years, and there seems to be an

Approved For Release 2008/10/31 : CIA-RDP85-00003R000200080008-0



Approved For Release 2008/10/31 : CIA-RDP85-00003R000200080008-0

23

awareness of the great danger militarily which we are experiencing
now which apparently he wasn’t fully aware of before.

But the point that concerns me now is with regard to these new
directions to strengthen our intelligence agencies and their capabili-
ties. Is the administration giving you support? Are you—we have
a divergence of points of view here which are being presented this
morning on the part of the Department of Justice and the CIA, and
I would like to know, where is the administration position? Where is
the administration backing?

That seems to me to be extremely important as far as our action is
concerned.

Ambassador CarLuccr. Mr. McClory, let me say that the administra-
tion recognizes this as a very serious problem. I have on a number of
occasions heard the President address himself to it.

We also recognize, as Mr. Fowler has pointed out, that there are
sensitive issues at stake here, first amendment rights, and that the legis-
lation has to be well crafted. We have some differences with the De-
partment of Justice as to the best way to approach this problem. We
naturally happen to think our approach is more effective, but we
think that this committee which has the basic responsibility for report-
ing the bill, ought to hear both points of view and reach its own
conclusion.

Mr. McCrory. You feel, do you not, that it is vital that we include
persons outside the Central Intelligence Agency, outside of your
agency in this legislation ?

Ambassador Carruccr. Yes, sir, I do.

Mr. McCrory. Now, I wonder about this. Since you do work with
the FBI as far as counterintelligence is concerned, certainly wouldn’t
it likewise be important for us to have the FBI covered so that their
covert operations, their persons operating under cover would be pro-
tected by the same legislation ¢

Ambassador Carvuccr. Mr. McClory, the FBI will have to speak
for itself, but we in the CIA would haveno-objections or problems with
that. o

Mr. McCrory. Now, with respect to section 505(6), you feel, do
you not, that that can be changed as you have indicated in your
testimony.

How do you feel about it being changed to include members of the
business community who travel overseas and who share information
with the CIA upon returningto the United States?

Ambassador Carruccr. You are talking about the definitions?

Mr. McCrory. This would be people outside of the intelligence
community. .

Ambassador CarrLuccr. Agent, informant, and source of operational
assistance. )

Mr. McCrory. Just people, American people, but they share infor-
mation and they do it covertly.

Ambassador Caruuccr. I personally wouldn’t have any problem
with that. It would seem to us that people in the United States such
as businessmen who cooperate with us—and that cooperation is very
valuable—are not exposed to quite the same degree of risk as people
overseas, but should the committee want to include them, that would
not trouble us at all.
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Mr. Mazzorr. The gentleman’s time has expired.

I think we have time, and since the Ambassador is very important
to the legislation, does the gen