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The Congress has passed four .iain staiutes to sateguard ‘e
Government's cryptotogic activitias ond to enadle the Government o
Iimit its disclosure of its cryptoiogic activities to such informatic: as
e not varerfere woth the aocomoilhment o oryptelocic s

(1) o frest de o St oo nnas o awdbe passed
in .-50 wi:ch prohibits the utoutwonzea aisclosure or prejuuicial ce of
clacsifiea cryptologic informatior of the Goverament., 8 U.5.C. /9
wao he 103t statute enacted rela-ing specificatly to cryptorogic woiivities
of he Sovernment as @ whole, 11 orovided protection of these acrivities
oy ad that affordea other classiriec cdefense information anc gave tacit
recognitici. to the legality ol these wcuivilies,

(2) Tre second law, F.i. ©6-36, provided admunistrative
saorities to enable NSA to funciion without cisclosure ot information
whirn woitld endanger the accomplishment ot its cryptologic missioas. This
sta-ute provided the administrative auchorities tor civilian personnci
administration and an effective carear system tor NSA. Secondly, his law
esiaolished the policy of the Congress against the public availab. ity of
informati oo concer.aing the acuvi ies of the NEA and therevy providad
proisction to the Agency so that it coule function without discluosuie of
unclassined information as miaht impat: its mission.

{3) Ti~ third srerate. PO 3y=29u, prescribed by sheoiote
ol e Congress a comprehensive personnel securily syotem and as ol
weenedures to assure the maximur security of the activities of L.
Mational Scecurity Agency.

(4) An importaut devioyaent occurred in the Congre. » in
197 which removed any dount as te the legality of the SIGINT ana SCML L
acuvities of the Executive Brancir oo the Government, T:iule 3 ¢l @2
Or..abus Trime Conirol and ale 3iresets Act ot 1968 makes it clear “hat
nocuung 1 any other statute snal: Wl the constitutiona. » awvel . he
President to take wppropriate measures 1o obta.n toreiyn iriclligerce
intormation and to protect national securlty intormation ayg-.nst [0 :1gn
intelligence actlvities,

The Congrawss has, t:ouch tne above namad stal (25, enco.ed
cu. o prehensive provisions of law to protect anit safeqguaru Lice ac..v.ties
of ine NSA and othe. elemediis of tne Government assignes oryste walc
furwtions and to establish a viable :zjyal basis tor the functioning of tne
Natlonal >zcurity Agency.

NSA review
completed
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SUMMARY OF STATUTES WEHIC!  <LATE SPECIFICALLY TO NSA
AND THE CRYPTOLOGIC AZTi ..ES OF THE GOVERNMENT

1. The unique and hiagniv censitevre activiiics of NSA and of other
elements of the Govermnment assianez i crvptologis functions reguire determined
security m« ‘sures. The Congress nas passed fcur main statutes to safeguard
the Government's cryptologic acrivities and to enable the Government to limit
lts disclosure of its cryptologic aciivities to such nformation as does not
interfere with the accomplishment oi tne cryptologic missions., I would like to
set forth for each law the reasons . c¢r its enactment, its basic provicions,
und its effect in accomplishing the 1ntenced puracse.

2. the first law to be cvnact2d was a crininal statute passoed in 19650
which prohibited the unauthorized disclosure or prejudicial use o1 classifiaa
cryptelogic information of the Goverament, This law, 18 U,S.C. 793, is now
codified as one of the espionaage siatutes, This law defines unauthorized
persons as those who are not authcerizea to rece:ve classified cryptologic
information ny the head of an agency ~¥pressly lesignated by the President
L0 engage in communications intelilve..ce activities., ‘the purnosa of 18
U.S.C. 798 s to provide greater protoction to @ small cataegory of ciassified
matier that is vital to national »olizviakers -- et vulnerable to & unique
degree, that is cryprologic information. Prior to this law other espionage
statutes protected classified cryptoiogic information in a limited wav, In
18 U.8.C. 798, Congress specificaily recognizad the authcrity of tie
Direcior, NSA, to classify cryptolocic documents and information and to
determine tie persons who are authcrized access to sensitive cryptuloglc
documents and information. Undcer the other esplonage lews unauthorized
revelation of classified defense in’‘crmation could be penalized only if it
could be proved that the person makinag the revelation did so with an internt
to injure the United States or to the advantage cof a foreigr power. 15 U.5.C.
798 is much broader in scope since it prohibits the knowing unauthuiized
disclosure or even prejudicial use of classified cryptologic information.

18 U,S.C., 798, the broadest by far ot the espicnage laws, also met
another useful purpose. It recognized the legality of the cryptologic
activities of the Government. Sec ion 605 of the Federai Communications
Act of 1934 prohibits the unauthorized interception and divulgence or use of
interstate or foreign communications. This law cast doubt on the legality
of those cryptologic activities of the Federal Gevernment which involved
the interception of foreign commun.cations. Foilowing the enactment of

18 U.S.C. 798 in 1950, however, the Government had a tenable legal basis
for its undertaking of communications intelligence activities. The provisions
of this criminal statute making it a crime for the unauthorized disclosure or
prejudicial use of classified cryptologic information certainly establishes
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by implication the Governmen!'s jawiul right t¢ engage in these cryptologic
aciivities. Since the enactment of 18 U.S.C. 748, Congress has repcatedly
appropriated moncy "specifically” tor communications intelligence activities
pursuant 1o budget justifications submitted annually by NSA and the Service
Cryptologic Agencies to Commitiees of both Houses of Congress. We shall
see later how the issue of the legality of signals intelligence activities

was finally settled by the Safe Streets Act of 1968.

In summary, 18 U.S.t3. /938, the first statute which was enacted
relating specifically to cryptoloms activiues of the Government as a whotle,
gave legal recognition to these activities and orovided protection 10 these
activities beyond that afforded otier ciassitfied detense informaticn.
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SECTION 734 .+ 'ITLE 13, U, S, CODE

798. Disclosure of Classified intormation

(@) Whoever knowingiy ard wil lully communicatces, furnishes,
transmits, or otherwise makes available to an unauthorized person, or
publishes. >r uses in any manner prejudicial to the safety or interest
of the United States or for the Lenefit ol any foreign geovernment to the
detriment of the United States any classified information ~-

() concerning the nawre, preparation, or use of any code,
cipher, or cryptographic system of the inited States or any
forzign government; or

(2) concerning the design, construction, use, mainteance,
or repair of any device, apparatus, or ¢ppiiance used or prepared
or planned for use by the Jnited States or any foreign govorament
for cryptographic or communication intelligence purposes;

(3) concerning the cemmunication intetligence activiiies
ot the United States or anv foreign government; or
I
’ (4) obtained by the processes of communicaetion inteil:gence
from the communications ¢f any loreign government, knowidoy the
same to have been obtained Ly such processes -~

Shall be fined not more than 310,000 or imurisoned not mece than
ten years, or both,

(b) As used in subsection (a; of this section --

The term "classified intonnation” means information which, at
the time of a violation of this section, is, for .easons ol national
security, specifically designated by a United States Government
Agency for limited or restricted dissemination or distribution;

The terms "code,'" cipher," and “cryptographic system" include
in their meanings, in addition to their usual meanings, any method of
secret writing and any mechanica: or ¢lectrical device or method used
for the purpose of disguising or concealing the contents, significance,
or meanings of communications:

g
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The term "foreign government” includes in its meaning any person
or pergons acting or purporting to act Lor or on Iehalf of any faction,
party, department, agency, burcau, o military force of or within a
foreign country, or for or on behalf of any government or any person
Or persons purporting to act as a covernnient within a foreign country,
whether or not such government is recognized by the United States;

The term "communication intelligence" means all procedures
and methods used in the interception of communications and the ob-
taining of information from such commnunications by other than the
intended reciplents;

The term "unauthorized perseon' means any person who, or agency
which, is not authorized to receive information of the categories set
forth in subsection (a) of this section, by the President, or by the

uhead of a department or agency ol the United States Government which

is expressly designated by the prasident to engage in communication
intelligence activities for the United States.

(¢) Nothing in this section shall prohibit the furnishing, upon
lawful demand, of information Lo any regularly constituted committee
of the Senate or House of Representatives of the United States of
America, or joint committee thereof. Added Oct. 31, 1951, c. 6595,
24(a), 65 Stat. 719.
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3. The second law whioh we are - .ncerned with is P. L, 86-30. This
statute was approved in May of 1959. 1 : ourposc of this law was to provide
authorities to enable NSA to function witl. ut disclosure of informatior which
would endanger the accomplishments of iis cryptologic missions. NSA had
heen established by Presidentlal Directive in 1952 as a separately organized
Agency within the Department of Detense.. The Secretary of Defense, as the
President's designated Executive Agent for the COMINT and COMSEC activities
of the Ciovernment, had established NSA parsuant to Section 292 of the National
Security Act, There was no NSA enabitny act per se which stated that there
was in the Department of Defense an NEA and that the Secretary of Defense
was authorized to make appointments, establish rositions, and conduct
all other administrative functions without disclosure of information concerning
the activities of NSA. In the absenca of such enebling legislation, NbA was
subject to the Civil Service laws and other statutes applicable to Government
agencies in general. This resuited tor example in the civitian persoennel
admini stration of NSA being subject 1o general supervision and control by the
Civil Service Commission. NSA was required to classify and grade itz jobs
in accordance with the Federal Occupational Structure. Yet almost 78% of
ihe Agency's positions were not accounted for in the Federal Structure.
Security reasons prevented the free exchange of informaticn with the Com-
mission and prohibited the unrestricted publication of titles, definitions of
cryptologic fields of work, and of job standards. Detailed review by the
Commission of NSA perscnnel managament prograr:s had also not been
practicable because of security considerations. Similarly, 1t had not been
possibie for NSA to comply with the provisions of statutes which require
the reporting of personnei, financial and management data, and the publica-
sion of functions and activitles of ar agency. In order to elhiminate the
delimma the Congress passed P. L. £€6-36 in the Spring of 1959. 'lhis law
exempted NSA from the laws relating to the classtfication and grading of
civilian positions, Section 2 of P.L. 86-36 authorized the Secretary of

Gt Glso VoD Duearve  sdoo.
{k 4, S
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Defense or his designee to estatiisi - ositions, appoint otficials in the

NSA, and to fix rates of compensarior .or positions in relation to the rates
that are contained i1 the Gerneral Schadule which applies to Government
positions in general, P,L. £56-36 did, however, place certain limitations
upon the autherity of the Secretary of Defense and his designee in establish-
ing positions and fixing rates of basic compensation for positions.

TFirst, Section 2 ot the Act provides that the rates of compensation
for NSA shail be fixed in relation to the rates oi compensation contained in
the General Schedule for positions which have corresponding levels of duties
and responsibilities. Second, Hection 2 of the Act places numerical limita-
tions on the number of NSA officiats who can be pald compensation in grades
16, 17, and 18 of the General Schadule. Turther, section A of the Act
authorizes the establishment of research and deveiopment positions requiring
specially qualified scientific or prefessional personnel and authorizes rates
of pay for these positions to be fixed at salaries comparanle to those set
for grades 16, 17, and 18 of the Ceeneral Schedule, but scts numerical
limitations upon the total number of positions that can be established.
Finally, except as provided in the Yederal Executive Salary Act of 1264,
no execulive pay level vositions can be established in NSA.

One of the most important provisions of P. L., 86-36 is Section
6 which provides that no law shall be construed to require the disclosure of.-.
the crganization or any function of the NSA or cf any information with
respect to the activities thereot orithe names, titles, salaries, or number
of persons =mployed by NSA.

In summary, P.L. 66-36 provided the administrative authorities
for civilian personnel administration and an effective career systeimn for NSA.
Secondly, this law astablished tha policy of the Congress against the public
availability of information concerning the activities of the National Security
Agency, and thereby provided protection to the Agency so that it could function

‘without disclosure of such information as might impair its missions.

President Eisenhower has stated that hindsight is more accurate
than foresight, but that foresight is many times more valuable than hindsight.
This philosophy applies to Public Law 86-36 in that we lacked the foresight
to include certain provisions, but later in 1964 in Public Law 88-290 and in
1969 in Public Law 91-187 we overcame certain deficiencies in P. L. 86-36.

I refer first to the numerical limitations on the number of R&D positions
in P.L. 86-36. The Congress in 2.1. 91-187 in December of 1969 passed
legislation which removed the numerical limitations on top level scientific
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and professional positions in the National Security Agency. This legislation
enables the Secretary of Defense, based upon the demonstrated needs of
NSA, to increase the number of scientific and professional supergrades
within NSA in responsc Lo program .changes and priorities. In addition,

this legislation gave statutory recognition to cryptology as a specialized
field by adding the new field of "CGryptology" to the types of positions in
NSA for which there are unlimited numbers of supergrades.

I refer next to the second deficiency which was our failure to
have NSA appointments exempted from the Civil Service laws and to have

NSA excepted from the provisions of the Performance Rating Act of 1850,
These deficiencies were overcome:'in P. L., 88-290.

e
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Public Law 86-36, as amended
s LT

To provide certain administrative authorities for the National Security Agency,
and for other purposes,

Be it enacted by the Senate and iiousc of Representatives of the
Urnited States of America in Congress assembled. That section 202
of the Classification Act of 1949, as amended (5 U.S5.C. 1082), is
amended by changing the period at the end thereof to a semicolon
and adding the following riew paiagraph: -

"(32) the National Security Agency." (Repealed. 3Sec note.)

SEC, 2. The Secretary of Defense (or his designee for the purpose)
is authorized to establish such p¢sitions, and to appoint thereto,
without regard to the civil service laws, such oificers and employees,
in the National Security Agency, as may be necessary to carry out the
functions of such agency. The rates of basic compensation for such
positions shall be fixed by the Secretary of Defense (or his designee
for the purpose) in relation to tha rates of bagic compensation contained
in the General Schedule of the Ciasgsification Act of 1949, as amended
(chapter 51 of title 5), for positions subject to such Act which have
corresponding levels of duties axl responsibilities. Lxcept as
provided in subsections (I) and (g) of section 303 ot the Federal
Executive Salary Act of 1964, nc officer or employee of the National
Security Agency shall be paid basic compensation at a rate in excess
of the highest rate of basic compensation contained in such General
Schedule. Not more than seventy such otficers and employees shall
be paid basic compensation at rutes equal to rates of basic compensa-

tion contained in grades 16, 17, .and 18 of such General Schequle.

SEC. 3. Section 1581(a) of title 10, Unitec States Code, as modified
by section 12(a) of the Federal Emplcyees Salary Increase Act of 1358
(72 Stat. 213), is amended by siriking out ", and not more than tifty
civilian positions in the Nationsl Security Agency, " and the words
"and the National Security Agency, respectively,”.

SEC. 4. The Secretary of Detense (or his designee for the purpose)

is authorized to establish in the National Security Agency not more
than ninety civilian positions involving research and development
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functions, which require the services u’ specially qualified scientific
or professional personnel, and fix thc rates of basic compensation
for such positions at rates not in excess of the maximum rate of
compensation authorized by section 1581(b) of title 10, United

States Code. ‘

SEC. 5. Officers and employees of the Naticnal Securily Agency
who are citizens or nationals of the United States may be granted
additional compensation, in accordance with ragulations which
shall be prescribed by the Secretary of Defense, not in excess of
additional compensation authorized by section 207 of the Independent
Offices Appropriation Act, 1949, 3s amended (5 U.S§.C. 5941), for
employees whose rates of basic compensation are fixed bv statute.

SEC. 6. (a) Except as provided in subsection (b) of this section, { !
nothing in this Act or any other law {including, but not limited to, :
the first section and section ¢ of the Act of August 28, 1935 (5 U.S.C. . b
654) ) shall be construed to require the disclosure of the organization \ ‘
or any function of the National Security Agency, of any information '
with respect to the activities thereof, or of the names, titles, salaries,
or number of the persons employed by such agency.

(b) The reporting requirements of section 1582 of title 10, United
States Code, shall apply to positions established in the National
Security Agency in the manner proviced by section 4 of this Act.

SEC. 7. The total number of positions authorized by section 505(b)
of the Classification Act of 1943, as amended (5 U.S.C. 1105(b)}, to
be placed in grades 16, 17, and i# of the Gencral Schedule of such
Act at any time shall be deemed t2 have been reduced by the number
of positions in such grades allocated to the National Security Agency
immediately prior to the effective date of this section. (Repealed.
See note.)

SEC. 8. The foregoing provisions of this Act shall take effect on
the first day of the first pay period which begins later than the
thirtieth day following the date of enactment of this Act.

Approved May 29, 1959,
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Sections 1 and 7 were repeaied and their provisions were
incorporated, respectively, in secrions 305(a) 8) and 5102(a) (1)
(viii) of title 5, United States.Code and in section 5108(a) of
title 5, United States Code by Public Law 89-454, Sept. 6, 1966,
80 Stat. 660, an Act which revised, codified, and enacted as
title 5 of the United States Code the laws relating to the organiza=
tion of the Government of the United States and to its civilian
officers and employees,
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ed by sta ute. 5 USCAL § 502LN3);  Act
May 29, .309 3 6, aO U.s LA § 40" note..

fof A
David 3. ’Imger U S Atny, Eastenx .
District « 7 New York, Prx k v, NoYL by
Jeorge H Weller, Asst. UL 5. Atty., brook- :,
iy, N. 3, for defendant. TN ¥ 4

" MEAH IR, District Judge. 5,

This is plaintif's second action umifrthe
treedom. of Informution Aet (F OLA)z 5% -,
U.b.C. § :5a)(3), seeking to compel disclog- i

Sesingies

1952, fron President Harry 5. Truwan:to
the Secreiaries of State and Defense which. ',
established the National Security. Agencf ,
(the Tru nan Memorandum). In the first. -
action, 61 F.R.D. 1 (ED.N.Y.), this court
held tha: the document was exempt fr(')m?v
diselosur because it was in fact classified?
“Top Secet,)” an excmption under 5 U.S.C
§ LH2(bX )} and that under EPA v. Mink:,
10 US. 73, 93 S.CL 827, 35 L.Ed.2d 1197

ing any nquiry into the rcasonablenessof
the classification. Thereafter the statute
was ameded,® permitting inquiry into the
propricty of classification, and phmtlff

‘al- de.ense or toieign pohcy;"
§ 552 b)(1). - ’ -l

2. After imendment, Exemption-l reads: ’

5 -U.S.C.

*(b) ", his section does not apply to manters
that ¢ re—
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cosident “of Lhe
BLeSIES of. St.ate

. Drefense whi

a .

" general-intent of FOIA to. open us

3. Plaintiff seeks production i th> Roview -
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once- agam attempted to obtma Lhe 40 -
ment::.He 'was again unsuocess vothro o b
out -the.appropriate adminstr tve: Lols,
and. bas:commenced the proiedt astion to
compel production of the rui1n Mer:o-

randum under’ FOIA 48 TN M

The | matter is now befor ihe wart on /1)
plaintiff’s: motion - to comunl prowaction of -
the: mmutes of -two meeting= of the Inter--
agency Classification Review Cemm tiee at:
which: his first administrative apea’ in Lis
quest. for" the: Truman Muun niom was
discussed; Rule 37, F.R.Civ 1"
fendant’s -crogs-motion for sunuiar judg-.
ment:; denymg “disclosure < H a Traman
Memorandum ‘Rule - 56, '5 v P The

summa.ry JUdg'ment mot:m wil b» co;.-:."'
4 ruhng' ¥

. sidered:% first,’. smce*»a d1 spos.t v

Would bv:ate the dxscove cmaodenc s o]

“[1] Defendant seeks sumn ary xcwmcnt
on the ground that the Trun.an 1\ ermorar-:
dum. 1s ‘exempt from diselo.vr: nder Ex-
emptxon 3of FOIA which pro ud fer o7
disclosure-of matters that are “pe e fically, ,[
exempted “from-“disclosure b s.aiuze,” 3
U.S.C.'§7552(b)3).  Exemopt-c1 3 evitences {
a Congressional judgment thio, ¢ 2ipite the ‘|
o the
public” information: concerns 1 tne oublic{
busmess,, cert‘.m scuexy #alulse should
" nonetheless. remain in. force hess are

¢
“'statutes .which'specifically restciet zecoss to i\ an ex mptwn

governmental records on ths
gTessmual decisions that the conf lentiality ©
of certain mfornatwn in cerivin 2w e s
essentlal to pwtect Lhe publm inte e e t. Ad- ’

nate of GCon--

.»( )(A) spcc:ﬁcally authon et oy erite-
ria’established by an Executive o dr to be .~

- kept secret in-the interest of a:tior ai i fense - -2

or foreign policy and (B) ars i fac t oroperly -
classified pursuant to such Fxeoutive o-der;”
5 US.C. § 552(!))(1), as arro aded

Committee's complete minutes i of le :0 es- °

tablish his right to examine the Toanar Memo- ' 00

randum, arguing their relevance e w e they
reflect discussion about deciass:f.ine th+ ‘vMem-
orandum and lack of privilepe becui se be as-
serts they are now public dociwien s hoving
been disclosed to him in part i3 ¢ w..c tion
with 'his. prior action.

4. A conforming amendment t¢ the 0 ern-

ment in the Sunshine Act,” FPub 1 Ne . 409,

enacted September 13, 1976, etfecive -0 days

SRVICES

Chaae s \t‘auppi)m

(19 ,)

f.
g
o (2} de-; ;

“elucr such a bw s POIALC

-

Al)MlNl TRA’H()N )
asiey - - T

~ min‘strator, - FAA - v. RobcrLson, 422 US'

255, 95 S.CL. 2110 2146—47 45. LEd 2d 16»1

‘ [2 3] The'. ‘government, unfortuxmtely
for plaintiff, hus pointed to just such a

\sbat ‘te, vnie which by its terms negates any
reqgu rement o make disclosure of informa-
ion about the Nahonal Securl..y Agency‘ :

ft reads:

» shall be construed to require

“ey. of any infarmation with respect to the
actvities thereof, or of the names, titles,

pluyed by such agency.”
36, § 6, 73 Stat. 63 (1959)

o ey empt -the National Security: Agency

from the U.S. Civil Service Commission’s .
J requl-ements . of - dlsdosure of pu'sonnol. ;
it is manifest. ~{ i

data and othﬂr information,
that this was in aid of a broader, overriding
purpcse;: ioe, thal no faw shail require
disclo ure of the highly sensitive organiza-

- tional and functional matters or activities

of thit Apency. Thiz would necessarily

The 1074
cameniments of FOIA would not alter such

O srevsios e A—f" *

'“"'[4) Statutes which gxxcxﬁcal‘y exempt

-disclos are of documents
need 1ot precisely name

under Exemption 3
2 the documents o

_desx;n?g theseateyory in whichthey full.”

" from onactmei'l' amends Exemption 3 of F(v)lAv ‘

50 as to exempt from disclosure matters ’
et

"by statute (other than section 552b of this
title ), provided that such stitute (A) requires
.. tha: the maiters be withheld from.the public

© of riatters to be withheld : s

. The a aendment---even if now in efft Ct—would
not ckange the outcome here. Section 6 of P.L.
86-36 specifically "refers to particular types of
matie: s to be witht.eld”; namely, “'the organ«

- zation or any function of the National Security
Agency, of any mform.Atlon with rcspcct to Lh(,

" activit es thereof 7.7 LT e

[ i othmé in ths Act or any other law?

dlS’ losure of the organization or.any |-
uiction of the' National Secunty Agen--

aliries, or ‘number of the persons.em- ‘
PubL No. &6--. .

Alth( ugh a spemflc aim-of P, L 86-36 was . -

“3) spccxﬂrally exempted’ from dxsc[osu:n,.

‘in sach 2 manner as to leave no discretion on -
-; the ssve, or (B) establishes particuiar criteria =
for withholding or refers to pari.icular types

a:

A

i



Admix_u'stratoz FAA v Robertson supri, Ui

“.. -18.Cti at 2147. Thus, the statute which ver
f‘;,_- " mitfed .the Administrator of the Fa£ u

_,withh‘old information when, in his ;o
“'ment, disclosure would adversely affect th
“interests of an objectmg party and wis uo
requxred in the interest of the pubiw 4

U.S.C. ' 1504,.despite the breadth ul th
_dxsclosure granted, was held to come wiini:
“the purview of. Exemption -3. - Id. Th
.fimctlon of thxs courts de novo mquir

“document" based on Exemptlon 3t
determine “the factual existence of «
tatute n.gdrdl(.as of how unwm' e .' aro -

tl::

". The afﬂdawt of. the Staff Secretar) ¢’
National becunty Councxl ‘states:

‘%" "“§. The -‘seven-page,- October 24, 1.2
Memorandum from the President to tiw S -
- :retaries of State and Defense is the to:nd -
tion upon which all past.and current o -
nications intelligence activities of the Usite d
States Government are based. It was ciane -
v fied TOP SECRET, but was downgried:d )
"SECRET on September 18, 1975, as desribe 1
” “above. The text of the 1952 Memora:duin
{*was incorporated almost verbatim in & s.ubs -
quent National Security Council Inteiiien.e
.Directive (NSCID No. 8). Much of the sui-
‘stance is contained in the currently . ciive
NSCID 6 which details present activitie: ard
esponmbxhtxes of the Intelhgence Comanur i

.ty

“7 The 1952 Memordndum esL.xI)‘ ses a
~mechamsm within - the .National Securiy
“Council to establish pohcy for and tu cdvi e
< the President of these activities. 1t c.rees
’ the reorganization of the United Stacwes Cor v
_munications Intelligence Board (USCU:;, 5t
- cluding its composition, responsibilitiz«, u d
+ procedures and further defines its autl ority,
* The Memorandum also outlines the rissiin
"-of the National Security Agency and celais
© the specific responsibilities of its DLiectr
*  «8 " Release of this detailed description i
- the organization, functions and proc: maes ot

. the United States Government with repird ¢
.~ the conduct of this sensitive activity. m:uh !

. which is still valid today, could cause -
-damage to the nalional security. Sl

States activities by a potential adveis.av sc

- tails would increase the possibility of pe.e ”
tration of or interference with such il

~ Ko

t> establish a: exemption.: Contmry {0"
jlain0(f’s cont ntions, those affidavits™ do?\ '
tot aerely recite the statutory l;my_uugc.s'
"he tavis affilavit, inter. alia, states that.
the ‘I'ruman “lemorandum - establishes 74l
juechanism wi hin the National™ Sceurity
ouncil Lo estublish policy for 2nd- advis
‘he Fresident of activities.of. the- intelli-5
-ence commun:ty, cutlines the mission” o
+he National fecunty Agency and detail
‘he responsibiliuies of the Director: In like';

ashion, the £llen affidavit relates Lhaf;
uder the Mcx.wr‘mdum, the National Se
~urity Agency was created as a separately’
rrganized agercy within the Depurtment o
Jelense and tie Secretary of Defense wag
lesignated Exceutive Agent for the conduct;
of communications intelligence and securit
activities. ., Clearly these matters refe\'

t() hm:t t‘ e effec,twenu,s of our activities.’
HI mlght al:n severely limit the  amount-of
information avaiiable to the United States,?
wfonnation which is vital to the careful, de-
iberate, anglyticii process of decision-make-
1y in the ar -a of national secunty policy and, ¢
could also a fect adversely our ability to actf‘,
quickly, decsively and with the expccmtinnf :
Ol SUCCESS L. a Crnsis situation” Allxdavnt of
J;amm W Davis, 11 6—8

Security Agc LCy recites: - ey
“4. “The :ubject of this Memorandum=is
‘Clommunicz tons Intelligence Activites.” At
deals with the conduct of communications;
intelligence activities and primarily with the.
crganizatior.,_functions and activities ‘of the:
Mational Security Agency.: This Memoran-
¢um remains the principal charter of the Na-
“tional Secw ity Agency and is the basis.of a
rumber of other classified documents gov-<;
erning the ¢ nduct of communications intelli-7
¢ence activiiies and the operations, functions
cotivities o the National Secunty A;,ency;.,,
[ E e - e ‘*;""5;"

“5  Disc osure of  this
would reve: | infurmation concerning the cur-
1ent organi-ation, functions and activities of i
tie [dationat Security Agency and the current
concuct of communications intelligence ac-;
vivities, | believe that foreign nations are not |
aware of cestain specific information relating
1o these mtters and that disclosure would.
iaus be pr judicial to the defense activities
«nd conduct of toreign affairs of the Umted
States.”  Acfidavit of Lt. Gen. Lew Allen, Jr.,
W4, 0. : : R
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avities of e

*'required. to~be. d1scIoscd

‘CHRYSLFL cowy
; Cleina2] 5.
“the functxon orgamzatxon or ,A.'mny af the
“Agency and,‘under P.L. No. <3 15 are nol
f‘(-llul.)* boof
~FOIA therefore permits defend: nr. ¢ wjth-
hold the Tmman Memorandun‘ ‘rocm oublic

" Accordmgly, defendant motion i0r 91m--
mary Judgment is- granted anc piaat:fi’s
motlons are demed in all re:pm s

L JON,.S l)ODGE INC

. 969 (1876}

or even to permit .1ppel]du review of res
ludxcata issue rajsed by, m.mu[‘xctur(.rs E

IannLtwe rehd ordcred

f‘l'“C-durs e=508(1)

“The amendment. to the Anti- Imunctxon
A\.t. providing that a court of the United
States . ay xmt gr.mt an injunction to st 1\
proceedings in-a state’ court except. ay (,x—
pressly ..uthorized by -Act of Congreos or

’ whu'e nocessary in aid of its Juris dlct}on or

_to protect or effectuate its Judgments reas- -

+ serts the authority of the federal courts to

CHRYSLER CORPORATH)B and C nrys-
er Motors’ (,orpomt

GENERAL MOTORS comu AT ir;;

B

)

restrain redundant state court litigation.of

claims erabodied in final federal court Judg- _

ments "‘38 U. SCA § 2283

B Court @=508(1)'

U Exe ption embod)ed n phra;',e “to pro-
teet or «ffectuate“its Judgments,”
* provision of Anti-Injunction Act prohlbltmg
a court ¢f the United. States from granting -
an injunction Lo stay proceedings in a state
court except as expressly authorized by Act
of Congr ss, or wherv neeessury in aid of its
Jurisdicti i, or to prut,cct or effectuate ity
Judvmcn S, operates to rave a sueesslul
litigant for be ung subjected Lo n yex, tlious

T court. liti fatlon'through collateral attacks

-“Actions “were “instituted- to (htzin ja- - ,

jﬁnctionsf'pfohibitingf plaintiffs from b g
Jjoined as defendants in.a state asfinq - Iie
District Court, . Snyder, Jiheld ta:t i Jne

tion would: issue«to prohibit reizter fooq
Jjoining manufacturers of vehicle asd vowir
steermg component a8 defendarts mi e ica
in trespass by injured party in stzte o Irt,
where a judgment had been prwmm y er-
tered against- m]ured party on issie f di-
fectiveness-in a previous suit againt 11an1.-
facturers in federal court, and ther: ww a,
apparent unexplained refusil o: pat ¢f
State court to recognize federal j.dgn :nt

_,)a;tu.s to che action, and the xdenuty of thc
Cnual 1ty or cap: mty of the partles sumg or’

on -mattérs previously determined m the—

fed°z‘aic:urts .28 US.C.A. § 2283,

"See publication Words and Ph[abk_b ;
=~ for otaer j‘)dlCl&] conduuct.cna and
»dexmt ons. 4

3. .!u’lgm -nt @&634

Apph atien of doctnne o{' res j(ldlcdtd

'cqa.rvs tne concurreace of the identity of -
e ,hmg sued upon, ‘the identity of ‘the
ause of .zetion, the identity of persons and

s .md

InJum tion- would issue to’ pruhxblL re
huler from joining manufacturers of vehicle
and power steering component as defend-
ants in ac'ion in trespass by injured party -
in state coirt, +where & judgment had been
1% cvmusly entered against,injured party on

L.sue of d*fectwmeoa m a prevmus suit
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4. This brings us to the next slatute which we are concerned with
which is P.L. 88-~290. In June of 1960 two empleyees of NSA defected to
the Soviet Union,  The Conmmittees of the Congress conducted, over a two
year period, an extensive analysis and investigation of the security procedures
of NSA., Hearings were held in Execcoutive Session with the result that the
Congress finally passed in early 1964 P.L. 88-299 to establish a statutory
basis for achleving maximum security for the activities of NSA and to
strengthen fhe capability of the Secretary of Defense and the Director, NSA
to provide for such security.

This law prescribes by mandate of the Congress that a personnel
security system and associated procediures be established to assure that
10 person shall be employed or contined in employment by NSA unless such
employment is clearly consistent with the national security. Let me emphasize
*hat the provisions of thig statute are by mandate »f the Conagress distinct
from a delegation of authority. Most of the personnel security programs of
the Government are based upon an Exacutive Order while a few are ba sed
upon a delegation of authority by the Congress to the head ot an agency.
B3y contrast, the personnel security program of NS2 is based upon
provisions of law under which the Congress mandated that the Secretary of
efense and the Director, NSA, take certain measures to achleve security
of the activities of NSA. Since these provisions of law are besad uporn
“he constitutional power of the Congress to prescribe the qualifications for
Federai employment, they are stronger constitutionally and are less subject
— collateral attack in the courts than the provisions of law establishing
other personnel security systems in the Federal Govercmernt. The personnel

security system established by P. 1.. 88-290 contains the following essential

provisicns:
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(1) This law provaidc s thet s person shall be employed in,
detailed, or assigned to th2 NUA or glven access to classificd
information unless such employment, detail, or access is
clearly consistent with the national security.

(2) It prohibits the pe-manent employment of anv person
in the Agency unless he or she has been cleared for access
to classified information after a full-field investigation.

(3) It provides for Boards of Appraisal to be appointed by
the Director, NSA, to assist him in discharging his personnel
security responsibilities. Each member of such a board shall
be especially qualified and trained for his duties as such a
member. The Director will reter to such Boards cases in which
there is a doubt as to the continued eligibility of an employee
for access to Agency class:fied information.

(4) This statute gives the Secretary of Defensc, in a limited
class of cases, the power 10 summarily terminate the employment
of an employee of the National Security Agency.

(5) Finally, this statute amends P,L. 86-36 to exempt appoint-
ments In NSA from the Civil Service laws and to except NSA '
from the provisions of the Performance Riting Act of 1950,

Public Law 88-290 establisned a three step procedure to
assure that a proposed action to terminate an employee of NSA on the
grounds of unsuitability or dislovaity will receive judicious consideratio:
The duties of a Board of Appraisal are to explore fully all pertinent aspects
of the case and to submit a recommrendation in writing to the Director, NSA,
as to what action should be taken in each case. This constitutes the
first step. The next step is review and decision by the Director, NSA.

If the Director decides to terminate an employee, he may take action
pursuant to P.L, 81~733 (that is for national security reasons) or pursuant
to the Veterans' Preference Act (veterans preference eligible unsuitable
for Government employment). Under both these laws an employee has

a right to notice, written charges and appeal of an adverse decision. The
third and final step is review and cecision by the Secretary of Defense.

It is, however, only in a very limited class of cases, specifically those
in which compelling national security reasons prevent the invoking of
provisions of law for termination ot employment, that the Director, NSA,
refers the case to the Secretary of Defense with the recommendation that
the Secretary discharge an employee.

~ Approved For Release 2007/11/01 : CIA-RDP85B00236R000100080005-1
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7. I will be pleased to furnisn any additional information which -

you may desire.

Incl:
Compilation of Statutes Specifically
Applicable to the National Sccurity Agency

a

nd U. S, Cryptologic Activities
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5. The personnel security system of NSA has been functioning
effectively since passage of P.1.. 88-290 in 1964, EIxisting directives
of the Department of Defense and the Agency are adequate. The entire

‘system is now threatened, howewvor, by S. 1438 whose purpose is to

prevent unwarranted invasions by Government officials of the privacy

of applicants for Government em»loyment or o Government employees.
S. 1438 would impose restrictive !limitations v pon NSA capabilitics to
safeguard the security of its activities and its classified cryptologic
information, and in the collection of significant informaticn germane to
a determination that access is claarly consistent with nasional security.
Under S. 1438 NSA could not continue to use its present procedures and
techniques which implement P. 7., 186-280. The Department of Defense
has, therefore, recommended that! NSA be exeripted from S. 1438,
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NATIONAL SECURITY AGL Y - PERSONNEL
SECURITY FROCE!UURES

PUBLIC LAW 48~290; 78 STAT. 168
An Act to amend the Internal Security Act of 1950,

Be it enacled by the Svnate and Hous» of Representatives of the United
States of America in Congress assembled . That:

The Internal Security Act of 1450 is amenued by adding at the end
thereof the following new title:

TITLE 1I1 - PERSONNEL SECURITY PROCEDURES IN
NATIONAL SECURITY AGENCY

"REGULATIONS FOR EMPLOYMENT SECURITY

“Sec, 301. Subject to the provisions of this title, the Sacretary of
Defense {(hercafter in this title refarred to as the 'Secretary') shall pre-
scribe such regulations relating tc continuing Securlty procedures us he
considers necessary to assure~—-"

"(1) that no gerson ghall be employed in, or detalled or
assigned to, the National Security Ayency (hernafter in this title
referred to as the 'Agency'), or contlnue “o be so employed,
detalied, or assigned; and

"(2) that no person so employed, detalled, or assianad
shail have access to any classified information;

unless such employment, detail, assignment, ¢t access to classified
information is clearly consistent with the naticnal securlty.

"FULL FIELD INVESTIGATION AND APPRAISAL

"Sec. 302. (a) No person shall be employed In, or detailed or
assigned to, the Agency unless he has been the subject of a full field
investigation in connection with such employment, detail, or assign-
ment, and is cleared for access to classified information in accordance
with the provislons of this title; excepting that condltional employ-
ment without access to sensitive cryptologic in‘ormation or material

Approved For Release 2007/11/01 : CIA-RDP85B00236R000100080005-1

— -



- Approved For Release 2007/11/01 : CIA-RDP85B00236R000100080005-1

may be tendered any applicant, undar such regulations as the Secretary
may prescribe, pending the compietion of such full field investigation:
And provided further, That such full field investlgation at the discretion

of the Secretary need not be required in the case of persons assigned or
detailed to the Agency who have a current security clearance for access

to sensitlve cryptologic information under equivelent standards of investi-
gation and clearance. During any period of war declared by the Congress,
or during any period when the Secretary determines that a national disaster
exists, or in exceptional cases in which the Secretary (or his designee for
such purpose) makes a determinaticn in writing that his action is necessary
or advisable in the national interest, he may authorize the employment of
any person in, or the detall or assignment of any person to, tha Agency,
and may grant to any such person agcess to classified information, on a
temporary basis, pending the comptetion of the :ull field investigation and
the cliearance for access to classified intormaticn required by this sub-
section, if the Secretary determines that such action is clearly consistent
with the national security.

"(b) To assist the Secretary and the Director of the Agency in carrying
out their personnel security responsibilities, ore or more boards of appraisal
of three members each, to be appounted by the I'lrector of the Agency, shall
be established in the Agency. Such a board shell appraise the loyalty and™- -
suitabllity of persons for access to classlfied informatlon, in those cases
in which the Dlrector of the Agency determines that there Is a doubt whether
their access to that information would pe clearly consistent with the national
security, and shall submlt a report and recommendation on each such a case.
However, appraisal by such a board is not requ.red before action may be
taken under section 14 of the Act of June 27, 1944, chapter 287, as amended
{5 U.3.C. 863), section 1 ‘of the Act of August 26, 1950, chapter 803, as
amended {5 U.S.C. 22=1), or any other similar provision of law-, Each
member of such a board shall be specially qualified and trained for his
dutles as such a member, shall have been the subject of a full field investi-
gation in connectlon with his appointment as such a member, and shall have
been cleared by the Director for access to classified information at the time
of his appoilntment as such a member. No person shall be cleared for access
to classlfied Information, contrary to the recommendations of any such board,
unless the Secretary (or his designee for such purpose) shall make a determina=
tlon In writing that such employment, detall, assignment, or access to
classlfied Information is in the national interest.

Approved For Release 2007/11/01 : CIA-RDP85B00236R000100080005-1
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"TERMINATION OF EMPLOYMENT

"Sec. 303, (a) Notwithstanding section 14 of the Act of June 27,
1944, chapter 287, as amended (5 U.3.C. 863), section 1 of the Act of
August 26, 1950, chapter 803, as amended (5 U.S5.C. 22-1), or any other
provision of law, the Secretary mav terminate the employment of any
offlcer or employee of the Agency whenever he considers that action
to be in the interest of the United States, and he determines that the
procedures prescribed in other provisions of law that authorize the
termination of the employment of that officer or amployee cannot be
invoked consistently with the naticonai security, Such a determination
is final.

“(b) Termination of emplovment under this section shall not afiect
the right of the officer or employee involved to seek or accept employment
with any other department or agency cof the United States if he is declared
eligible for such employment by the United States Civil Service Commission,

"(c) Notwithstandlng section 133(d) of title 10, United States Code,

- any authority vested in the Secretary of Defense by subsectiv. (a) may be
- delegated only to the Deputy Secretary of Defense or the Director of the
National Security Agency, or both. Bt

"DEFINITION OF CLASSIFiED INFORMATION

"Sec., 304, For the purposes of this sectlon, the term ‘classified
informatlon' means tnformation which, for reasons of national security, .s
speclifically designated by a United States Government agency for limlted or
restricted dissemination or distributicon,

"NONAPPLICABILITY OF ADMINISTRATIVE PROCEDURE ACT
"Sac, 305, The Administrative Procedure Act, as amended (5 U. 8.C,
1001 et seq.), shall not apply to the use or exerclse of any authority granted
by this tltle,
"AMENDMENTS
"Sec, 306. (a) The first sentence of section 2 of the Act of May 29,

1959 (50 U.S.C. 402 note), -Is amended by inserting, 'without regard to the
civil service laws,' immediately after ' and to ppcint thereto'.

Lal
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"(p) Subsection (b) of section 2 o. the Performance Rating Act of
1950 (5 U.S.C. 2001(b) is amended--

“(1) by striklng out the period at the end of paragraph (13)
and inserting in lieu thereof a semicolon; and

"(2) by adding at the end thereof thé fcllowing new paragraph:
"(14) The Nat{bnal Security Agency.'."

Approved March 26, 1964.

Approved For Release 2007/11/01 : CIA-RDP85B00236R000100080005-1



A,

Approved For Release 2007/11/01 : CIA-RDP85BOOZ36R090100080005-1
-

6. We have seen how the Ctingress has provided a statutory basis

for a career system for N3A and hae mandated by law a personnel security
gystem for NSA, When in the beyirning I discussed 18 U.S.C. 798, I ‘
pointed out that the Congress had rrovided the broadest possible protection

Lo classified cryptologic informatioa and had recognized the legality of
COMINT activities of the Government. An important development occurred

in the Congress in 1968 which assurea finally the propriety of U. 8, SIGINT
and COMSEC activities. The Congress passed the Omnibus Crime Control
and Safe Streets Act of 1968, Title 3 of this law prohibits, with certain
specified exceptions, all wiretappiny and electronic surveillance by

persons other than duly authorized 'aw enforcement officials. One of these
exceptions in Title 3 makes it clear that nothing in Title 3 or Section 605

of the Communications Act of 1934 or in any other statute shall limit the
constitutional power of the Presider.t to take such measures as he deems
necessary to obtain foreign inteillgenhce information deemed essential to

:he security of the United States and to protect nationael security information
against foreign intelligence activitias. The effect of the above Presidential
#XcCeption to the bans against wiretapping and electronic surveillance is

to remove any doubt as to the legality of the SIGINT and COMSEC activities ——
of the Executive Branch of the Government. The language in Title 3 pre-
cludes an interpretation that the profitbltions against wiretaoping or slectioiic
survelllance techniques in other laws apply to SIGINT and COMSEC

activities of the Federal Government, Wiretapping and electronic surveillance
techniques are therefore legally recognized as means for the Federal GGovern-
ment to acquire foreign intelligence information and to monitor U. S. classified
communications to assess their protaction against exploitation by forelgn
intelligsnce activities.
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OMNIBUS CRIME CONY (3, AND SAFE STREETS ACT
OF 1968 (P.L. 90,51, June 20, 1968)

TITLE IIf - WIRETAPPING'AND ELECTRONIC SURVEILLANCE

SEC, 802. Partl of Title 18, United States Code, is amended by
adding at the end the following r.ew chapter.

Chapter 119. Wire Interception and Interception of Oral
Communications -

8 2511. Interception and Disclosure of Wire or Oral Communi~
cations Prohibited

(3) Nothing contained in this chapter or in section 605 of the
Communications Act of 1934 (48 stat. 1143; 47 U.S.C. 605) shall limit
the constitutional power of the President to take such measures as he
deems necessary to protect the MNation againg:t actual or potential
attack or other hostile acts of a foreign power, to obtain foreign
intelligence information deemed assentlal to the security of the United
States, or to protect national security information against foreign
intelligence activities, Nor shall anything contained in this chapter
he deemed to limit the constitutional power of the President to take
such measures as he deems necessary to protact the United States
against the overthrow of the Govarnment by ferce or other unlawiul
means, or against any other clear and present danger to the structure
or existence of the Government. The contents of any wire or oral
communication intercepted by authority of the President in the exercise
of the foregoing powers may be received in evidence in any trial hear-
ing, or other proceeding only where such interception was reasonable,
and shall not be otherwilse used or disclosed except as 1s necessary
to implement that power,
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Title 50-U.S.C. 403 (d) (3) P

(3) to correlate and evaluate intelligence relating to
the national security, and provide for the appropriate dis-
semination of suchlintelligence within the Government using
where appropriate existing agencies and facilities: Provided,
That the Agency shall have no policé, subpena, law-enforcement
powers, or internal-security functions: Provided further, 7That
the departments and other agencies of the Government shall

continue to collect, evaluate, correlate and disseminate

‘\ e *,

departmental intelligence: And provided further, That the
Director of Central Intelligeace shall ke responsible for

protecting intelligence sources and methods from unauthorized

disclosure.
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18 §952

§ 952. Diplomatic codes and correspondence .

Whoever, by virtue of his ernployment by the United States, obtaing
from another or has or has had custody of or access to, any officia)
diplomatic code or any matter prepared in any such code, or which
purports to have been prepared in any such code, and without authorij.
zation or competent authority, willfully publishes or furnishes to an-

CRIMES

_more than $10,000 or imprisoned not more than ten years, or both.
June 25,1948, c. 645, 62 Stat. 74:3.

"Historical snd Revision Notes

Reviser’s Note. Based on section 135 of
Title- 22, U.S.C., 18640 ed., Foreign Relg-
tions and Intercourse (June 10, 1933. c.ﬁ

- ;

Minor changwns of phraseology wera
made. ‘

57, 48 Stat. 122), C R
Uross References

783 of Tltle 50, War and Nationnl Defense,

Library Referencos

United States ¢=52. C.J.8. United Sitates §§ 80, 61,

§ 953 - Private correspondence with forcign governments
Any citizen of the United States, wherever he may be, who, without

carries on any correspondence oy intercourse with any foreign govern-

raeasures or conduct of any foreign government or of any officer or
agent thereof, in relation to any disputes or controversies with the
United States, or to defeat the measures of the Uaited States, shall be,

fined not more than $5,000 or imprisoned not mere than three years,
or both, .

This section shall not abridge the right of a citizen to apply, himself
or his agent, to any foreign government or the agents thereof for re-
dress of any injury which he may have sustained from such govern~
ment or any of its agents or subjects.

June 25, 1948, c. 645, 62 Stat. 744.

Historfcal asd Wovision Note-

Reviser's Note. HBased on Title 18, 1,

H.C, 1040 ed., § 5 (Mar. 4, 1009, ¢. 821, §

5, 35 Stat. 1088; Apr. 22, 1932, c. 126, 47
Stat. 132).

Che reference to any cltizen or resident
within the jurisdiction of the United;

pit:]

Ktates not duly authorized “who counsels,
adviges or asslsts in su(:h correspondence
with such intent” was omitted as unnee-
essary in view orf definition of prineipal
iu section 2, .

R S ate 3—%??} : : 3,:1» :
‘;‘ frne o %‘.’.ﬁh s i e .J oy o Rt C 05 :i
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other any suach code or matter, or any matter which was obtained -
while in the process of transmission between any foreign government
and its diplomatic mission in the United Stafes; shall "be fined ngl -

Clagsified information, disclosure by guvernment official, penalty for, see scctlon :

Classified information, disclosure of, see section 798 of this title. N

authority of the United States. directly or indirectly commences or *-

ment or any officer or agent thereof, with intunt to influence the . ...

it
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Ch. 45

Mandatory puul
rephrased in the ol

Minor chaages -
phraseology were 1

1nternational J.:

Connilruction 1

Offensea 2

1. Ceonstruction

Any amiizuily
be resolved in fa
v, British Pelrul
231 T Supyp. 52,

2, Offenses
Citizeus oy the-
bidden by {(his sef
spendence or Yutl
elgn governmeal ¥
ence 1t mcasarey
to any dlsputes .

‘§N§54..r

Whoever, :
eipn go o
any unt.ue sid
any persosn au
affiant - .8 joo2
fluence the n«
officer or ager
eaq 7ty
tior
inju- P ”
pl‘iSH‘ ' : :

June o

Reviarr’s Nole,
Title 22, ¢ 47, :
tlaus aad Jviered
30, Mitle Viti, § £
1040, ¢, 72, § 6, by &2
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