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21 March 1979

MEMORANDUM FOR: Deputy Director of Security (PSI)
Chief, Security Staff, OD§E
Chief, Security Staff, OL
Chief, Technical Security Division, 0S
Chief, Information Review Group, OS
Chief, Special Security Center, 0S .
Chief, Information Systems Security Group, 0S
Associate General Counsel, OL :
Chief, Policy and Plans Group, OS
Chief, Communications Security Staff, 0C
Chief, Industrial Security Branch, 0S

25X1 FROM: |

LIA Member, Industrial Security
Manual Working Group

SUBJECT: APEX Industrial Security Manual[:::]

1. Attached for your review and comment is a draft
industrial security manual prepared by the Community Security
Group, DCI Security Committee, which describes the proposed
Special Access Program system, known as APEX, and which
provides "standard procedures and guidance'" to contractors
for the control and protection of Sensitive Compartmented
Information (SCI). The industrial security manual represents
the follow up to an APEX Control System Manual governing the
control of SCI within government.

2. Addressees will probably note that the attached
draft lacks the procedural details spelled out in the recently
coordinated "Standard Security Procedures for Contractors"
governing Agency collateral classified contracting activities
and that in many areas the two manuals lack uniformity. You
may want to bear this in mind during your review, and comment
25X as you deem appropriate.

5. 1In addition to a substantive review, you are
requested to consider whether or not the manual should be
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classified (and if so, at what level). You will note
that for the present time the current draft is classified
CONFIDENTIAL. Please explain your rationale in either

4. Please submit your responses to me by the close of
business 30 March 1979. All responses will be reviewed,
consolidated and presented as the Agency position before the
Manual Preparation Working Group. Should you have questions,
you can reach me on | |

Attachment
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I. INTRODUCTION

~ This Manual describgs the Special Access Program system
known as APEX, which is herewith established under authority
bf the National Security Act of 1947; Executive Order 12036,
and Execu;ive Order 12065 to”provide‘sfandard procedures and
guidance to contractors on the control and protection of
Sen51+1ve Compartmented Informatlon (SCI) deflned as Spec131

Access Programs thhln the category of national security

information called National Foreign Intelllgence L
This Manual will serve as the authorltatlve guide for

the security and control of Sensitive Conpartmented Information

- This Manual is not, however, intended to intrude on the authori

of government Program Managersjwﬁo Llll continue to prescribe
basic operationgl direction, classification guidance and policy
on dissemination for prégrams under their cognizance.
The'term_APEX, APEX Security Control System, its projecﬁ
codewords and product categoriesiare all unclassified vhen
standing alone or not connccted to thgir intelliécnce activitié
or intelligence_information. However, By nature of individual
contracts, the connection of a contractor to APEX activity may

require that such connection be treated as "association

classified",
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IT. ORGANIZATIONAL STRUCTURE

Senior Intelligence Officers (SIO's) of the U.S. Govern-
ment Departments and Agencies represented on the National
Foreign Intelligence Board (NFIB),Directcrs of designated A
sensitive collection programs, Government Contracting Officers
and inausﬁrial‘contractors engaged in Special Access Prdgrams
are responsible for enforcing the policy and implementing gge

procedures outlined in this Manual.

Jtirag P
l;',",";n}

To fulfill their responsibilities government officials;?
may providé additional implementing guidance to contractors
under their‘cognizance as necessary,as long as such guidance
is in/consonhnce with this Manual.

| Althdugh the above-named government and industrial officia
must have the overall responsibility for policy compliance and
impg¢lementation of pertinent'procedureé, adherence to the

security and control procedures outlined in this Manual is alsd

the personal responsibility of each person indoctrinated into

the APEX Security Control System.

S
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To assist in.carrying out the precepts dictated by the
APEX Security Control System, the designated responsible
officiaisvwill appoint or cause to be appointed APEX Control
Officers-(ACO'sj, and APEX Security Officers (ASQ's), with
éltérnétes, to administer the system within contracting firms.
ACO's and ASQO's shali be appointed within each firm at whatever
levels may be appropriate. Their responsibility is to actively
administer the APEX System within their firms and to ensure

full compliance with the provisions of this Manual and any .’

-

3t

subsequent supplemental APEX direétives as may be issued. fgﬁ'
It is preferable that the ACO and ASO positions not be:a
held by fhe same individual unless management, operational and
organizétional considerations clearly dictate otherwise. 1In
that éése,'the ACO may also be appointed to serve as the ASO.
SIO's and Program Managers/Directors are responsible for
the establishment of APEX Control Facilities (ACF's) within
industry for the control, storage and use of APEX materials.
These facilities will be centralized or decentralized within
industriai firms depending on joint security~man§gement

concerns.

-
I
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A1l APEX information will be transmitted and maintained
within the APEX Sccurity Control System. Compartmentation

within the system will be denoted by the use of terms identi-

fying categories or product information and by project words

which refer to collection activities.
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III. DESCRIPTION OF SYSTLM
a.  General: Thé APEX Security Control System provides
a single system for controlllnc access to selectcd intelli-
gence 1nformat10n and programs requiring extra amounts of
protection. Within thls unlfled system there are distinct
means of controlllng access to operational data, as well as
access to the product of generic sources: of 1nte111gence 1nj'
formution and finished product by the establlshment of dlSClpl
balanced threshold criteria that allow only sensxtlve data LO
be pPlaced inside compartmented access control. | |

b. Access to APEX Security Control_System: Three éteps

are necessary for access to the APEX Security.Control System:
1. Certification by the'SIO,'or Govern-

ment beject Managér Oor contracting officer of

needftolknow‘jd’specific aspects of the APEYX
Security Contro1 System (operational projects,
operational subcompartmeﬂts{ generic products).
Inthe case of access to operational}
pProjects, nomineces nced-to-know will be jointly
certi?ied by the SIO and the individual Agency's

Program Manager/Dircctor;

\
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2. Favorable adjudication that the

nominee meets uniform persoﬁnelfsccurity

criteria and investigative requirémcntsvset

forth in this Manual.

3. Security Indoctrination and execution

of a Non-Disclosure Agreement as a condition of

access to APEX maiérial.

The security indoctrination will provide the individuai
w1th suff1c1ent specific information so that he w1ll know what
he is to protect, his responsibilities in doing so, and general
information about the APFX Security Control System so that he
will Rnow how the system is to be used in carrying out this
respon51b111ty. If additional access approvals are required
the proce551no steps enumerated above will be repeated

Upon 1ndqctr1nat10n for any access to APEX material, the
individual’'s name and all approvals held will be recorded in

the Central Access Approval Registry.

C. Revalidation of Access: In January of eacﬁ year, SI10'
and Program Managers/Directors in both Government and induStrf,
will review all extant approvals under their cognizance and rev
date all requiréd accesses. Those no longer‘;equired will be

formally terminated.

&
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In addition to this formal, annual review progran,
it is the responsibiiity of each of the above responsible offic
to maintain a continuous review of access apprbvals to ensure
.that only those personnel with documented 'neced-to-know" have
access at any time. |

d. Termination of Access: When it has been determined

'by the appropriate iesponsible official that.individual accesse;j
are no longer requlred the individual concerned will be notifig
that hls/her access to specific types of 1nfornat101 is no long
justified and that access privileges are being terminated. The
cognlzant government Agency will be notlfled of all ternlnaulon
and, in turn, will notify the Central Access Approval Reglstry
Personnel may, hlthln need-to-know requirements, be
authorlzed to transfer internally within their industrial firms
and retain required access approvals. However, when}leaving
one firm to join another, all approvals will automatically
be céncelled and need-to-know established by‘the new employer.
Following approval by the cognizant Agency, those accesses
deemed necessafy for the completion of assignei&iiifes with
the new employer will be granted br reinstated‘gﬁk?a new

Secrecy agreement will be required.

7
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e. Termination Secrecy Agrcements: At the time access

is no longer required, the individual will be required to accou
for énd surrender all APEX documents under his cognizance and
control execute a certification that he retains no naterlal or
documents in the APE\ system, and be reminded of the continuing
obligation not to discuss or otherwise reveal APEX-controlled
information. |

f. Access Ceilings: 1In order to control access to infor-

mation within the APEX Security Control System, SIO's and

T

Government Program Managers will provide access-ceilings for.:

~each contract activity involving APEX material.

.
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IV. RESPONSIBILITIES OF APEX CONTROL AXND SECURITY OFFICERS

a. Duties of APEX Control Officers:

1. With the appropriately cleared officials,
ensure that APEX materials are accounted for, con-
trolied, transmitted, deétroyed, packaged and other-
wise safeguarded in accordance with‘provisions of .
this Manual.

2. Act as the exc1u51ve control p01nt Wlthln

an APEX Control Facility for receiving and dis-
patching APEX materials via electrical, courier
or other means approved for:the transmission of
APEX maferials. |

3. Complete and return to the sender receipts
attached to APEX documents receilved. Ensure that .

' all outgoing materials have properly prepared

receipts and send tracers as required for
receipté not returned.

4. Ensure that APEX materlals are dlssemlnated
only to those persons properly 1ndoctr1nated and

with a valid need-to- Lnow

s
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5. Provide advice and>guidance on the pfoper
classification levels, codewords and caveats within
the APEX Security Control Systemn.

6; Work cloéely with the APEX Security Officer
to maintain the iﬁtegrity of the APEX Security
Control System. |

b. Duties of APEX Security Officers:_

1. Coordinate and receive p;ior appfoval

through appfopriate channels, as reflected in
VII.b for accreditation and establishment of APEX
Control Facilities.

2. Maintain current listings of éll APEX-
accessed individual®*within his jurisdiction.

3. Process all APEX access approval requests
for personnel within his jurisdiction.

4. Conduct required security indoctrinations
and debriefings of personnel approved for APEX
access and obtain signed Non-Disclosure and Tef—
minationASecrecy Agreements as nécessary.

5. Conduct'reindoctrinétions on a peribdic-

basis, not to exceed two year intervals.

e
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6. Conduct annual sccurity inspections of
APEX Control Centers under his'jurisdiction and
submit a copy, with any recommendations for
corrective éction,_to the accrediting official.
Conduct follow-up action on reconmended corrective
measures.

7. Establish‘security procedures-for trans-
mitting and receiving APE\ materials.

8. Conduct 1nvest1gat10ns of any possible
security infractions involving APEX information
under his jurisdiction to determine if a compromise
has occurred, make appropriate recommendatioﬁs, and
prepare required reports.

" 9. -Notify cognizant agenciés of all additions
and deletions of accéss_appfovals'within the APEX

System on a timely basis.

3H
d
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V. SECURITY STANDARDS FOPR ACCESS APPROVAL

a. Need-To—Know Policy: Access to the APEYX Security
Control System is governed by the "need-to-know" policy in
conjunction with approval criteria established in this Manual.
" The need—to-know policy is defined as that determination made
by competent authorlty whlch attests to the bona fide need -
for access to perform off1c1a1 duties om behalf of the Unlted
States Govcrnment Need-to-know will be strictly applied and.
access wvll not be given solely by virtue of rank or statusxf.
within an industrial firm. Need-to-know approval rests with

responsible. government officials.

b. Persdnnel Secufitv Standards: Criteria for security

7

approval of an individual on a need- to know basis for access tq
‘the APEX Securle Control System are as follows
- 1. The individual shall be stable, of excellent
character and discretion and of unquestioned Ibyalty-
to the United States.
2. Except where there is a compelling need and
a determination has been made by-competent authority
as described below that every reasonable assurénce
hasgiéen obtained that under the circumstances the
security risk is negligible:
(a) Both the individual and the
members of his or her immediate fa ally

ey el

¥
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shall be U.S. citizens. For these pur-

poscs "immediate family" is defined as
including the individualﬂs spouse, parents,
ibrothers, sisters and children.

(b) .The‘ﬁembe£5‘of the individual's
immediate family and persons'fo whom he
is bound by affection or obligation should
neither be subject to phyéiéal, mental
‘or other forms of duress by a foreign

L A
power, nor advocate the use of force of

violence to overthrow the Government Qf the
United States by unconstitutional means.

In exceptional caées, a responsible government official
may determine that it is necessary or advisable in the national
interést to uLhorlze access to APEX prlor to completlon of the
fully prescrlbed investigation. In this situation, such
inve&tigative checks as are immediately possiblé shall be
made at once, and should 1nc1ude a personal 1nterv1ew by tralne
security or counterintelligence personnel. Acccss in such case
shall be strictly controlled, and the fullyipresﬁribed investi-
gation and final evaluation shall be completed at the eariiest
practicable moment.

Exceptions to 2(a)(b) above may be granted only by a
government S]O or hls designee. All exceptions granted will be
common scnse determinations based on altl évailable information

and shall be recorded by the agency making the exception. In

! Pt Iy ! I
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Appr .
tho5BPE cascs in thCh the 1D_1‘*“udl fes lived outside of

United Statcs for a substantlal period of his 1life,

s
the

& thorourzh

o

assessment of the adequacy of the 1nvestigation in terms of

fulfillment of theAminimum investigative requirements and
judicious review of the‘infefmation therein must be nade
before an>exception is considered.

c.

Investigative Requlrements The investigation con-

ducted on an individual under con51derat10n for access to the
APEX Security Control System will be thorough and. shall be

de51gned to develop information as to whether the 1nd1v1dua1

clearly meets the above Personnel Securlty Standards. _
The investigation shall be accomplished through recerd
checks anad personal interviews of various sources by tralned
investigative personnel in order to establish affirmatively to
. the adjudieating agency complete continuity of identity to

include birth, residences, education, employments and:military

service. Where the circumstances of a case indicate, the

1nvest1gatlon shall exceed the b351c
to ensure that those responsible for
eligibility have in their possession

available.
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adjudicating access

all the relevant facts
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The individual shall furnish a signed personal history
statement, fingerprints of a quality acceptable t o the Federal
Bureau of Investigation ahd a signed felease, as necessary,
authorizing custodians of police, credit, education and medical
recérds, to provide record information td the investigative
agency. Photographs of the individual shali also be obtained
where additional corroboration of identity is requifed.

Minimum standards for the inﬁestigation are as
follows:

1. Verification of date and place of birth

and citizenship.

2. Check of the subversive and criminal files
of the Federal Burcau of I&vestigation, including’
submission of fingerpfint charts, and such ther.
Natioﬁal agencies as are appropriate to the individual's
background. An additional check of Immigration and |
‘Naturalization Service records shall be»conducted on
those members of the individual's immediate family
who are United States citizens other than by birth
or who are resident aliens. :

5. A check of appropriate poiice reeords covering
all arcas where the individual has resided in the U.S.
throﬁéhout the most recent fifteen (15) years or since

the age of eighteen, whichever is the shorter period.
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4. Verification of the individual's financia al

status and credit habits through checks of appropriate
credit institutions and interviews with knowledgeable
sources covering the most recent five (5) years.
| 5. Interviews with neighbors in the vicinity of

all the individual's residences in excess of six (6)
months throughout the most recent five (5) year perlod.
This coverage shall be expanded where the investigation
suggests the existence of some questionable behavioral
pattern. . : _ %‘

6. Confirmation of all employment during the past
flfteen (15) years or since age eighteen, whichever
is the shorter period but in any event the most recent
two years. Personal interviews with supervisors and
co-wgrkérs at plcces of employmént covering the_past
ten (10) years shall be accomplished. |

7. Verification of attendance at institutes.of.
higher learning in all instances and at the last
secondary school attended within the past fifteen (15)
years. Attendance at secondary schools~mayibe verified

through qualified collateigal sources. If attendance at

Approved For Release 2004/05/12 : CIA-RDP85T00788R000100060015-2
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educationel institutions occurred within the nost
recent five (5) years, personal interviews with the
faculty members or other persens who were acquainted
with the individual during his attendance shall be
aceomplished.

8. Review of approﬁriate military records.

9. Intefviewé with a sufficient number of
knowledgeable acquaihtances (a ﬁinimum of three
developed during the course of the 1nvest10atlon) as

.

necessary to prov1de a contlnulty to the extent practlcab

of the individual's activities and ‘behavioral patterns:-
over the past flfteen years w1th particular emphasis onv
the most recent five years.

10. When employment, education or residence has
occurred overseas (except for period of less than five
(5) years for personnel on US Government assignment

‘and less than ninety days for other purposes) durlng
the past fifteen years or since age elghteen, a check
of the recerds will be made at the Department of State
and other appropriate agencies. Efforté shall be made
to develop sources, generally in the Unlted Statcs, who
knew the individual overseas in order to cover
51gﬁificant employment, educatipn or residence

and to attempt to determine if any lasting foreign

UNFIDE
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contacts or connections were established during
this period. However, in all cases where an
individual has worked drilived,outside,of-the

- U.S. continuously for over five years, the
iﬂvestigation'will-be expanded to cover fully
this period in his life throughvthe use of such
investigative assets and checks of record sources

as méy be available to the US Government in the
foreign country(iés) invwhich the individual

resided.

11. In those instances in which the individual
has immediate family members or other persons with
whom he is bound b§ affection or obligation in any
of the ;ituations described in subparagraph c2.(b)
above; the investigation will include an interview
of the individual by trained sécurity, investigative
or_counterintelligence personnel to ascexrtain the
facts as they may relate to the individual's access
eligibility.

12. In all cases, the individual's spousé shall,
at a minimum, be checked through the subversive files
of the Federal Bureau of Investigation and other

~Natiopal agencies as apprepriate. When conditions

1{
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indicate, additional investigation shall be

conducted on the spouse of the individual angd
members of the immediate'family to the extent necessary
to'permit a determination by fhe-adjudicating
agency that the provisions of Personnel_Security
Standards, above,are met.
15. A personal interview of the individual
ﬁill be condﬁcted by trained seéurity, investigative
Or counterintelligence personnel when hecessary to

resolve any significant adverse informz=tion and/or

inconsistencies developed during the‘investigation.
Where a previous investigation has been conducted

within the past five years whiéh substantially meets the aboﬁe
minimum standards, it may4serﬁe as a.basis for grariting access
approvéls provided a review of the personnel and security files
does not reveal substantive changes in the individual's securit
eligibility. 1If a previous investigation ‘does not substantiall
meet the minimum standards or if it is more than five years old
a current investigation shall be required but may be limited
to that necessary to bring the 1nd1v1dual s flle up to-date
in accordance with the investigative requlrements set forth

above. Should new information be developed during the current

investigation which bears unfavorably upon the individual's

19
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activitics covered by the previous investigation, the curre

inquirics shall be expanded as necessary to develop full
details of this new information.

- The evaluation of the information developed by
investigation on an individual's loyalty and suitability sh
be accomplished under the cognizance of the SIO concerned b
analysts of broad knowlédge; good judgment and wide experie
in personnel security and/or counterintelligence.

When all other information developed on an individu

is favorable, a minor investigative requirement whicﬁ héé ﬁ

been met should not preclude favorable adjudication. Ingai

~evaluations, the protection of the national interest is par:
mount. Any doubt concerning personnel having access to APE!

information shall be resolved in favor of the national sccu:

The/ultimate determination of whether the granting of access

is clearly consistent with the interests of national securit

shall be an overall common sense determination based on all

available information.

d. Reinvestigations: Programs shall be instituted requ

the periodic reinvestigation of personncl pfoviﬂed access to
APEX information. These reinvestigations will be cenducted

on a normal five year recurrent basis, but on a more frequen
basis where the individual hes shown some questionable behav
pattern, his activitics are otherwise suspect, or when decnc

necessary by the §I0 concerned.

-
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The scope of reinvestigations shall be determined

by the SIO concerned based on such considerations as the
potential damage that might result from the individual's
deféction or willful compromise of APEX information and the
uvallaalllty and probable effectiveness of other means to
centinually evaluate factors related to the individual's

suitability for continued access. -In all cases, the reinvesti

gation shall include, as a minimum, appropriate National agenc

>checks, local agencyﬂ(including overseas checks where approgri
credit checks and a personal discussion with the individuai?ir
by truined investigative, security or counterintelligence |
péréonnel when necessary to resolve significant adverse infor-
mation or inconsistencies.

‘ Whenever adverse or derogatory information is dis-
covered oT inconsistencies arise which could impact upon an
individual's security status, appropriate investigations shall
be conducted on a timely basis. The investigation shall be of
suffi;ient scope necessary to resolve the specific adverse
or derogatory information, or inconsistency, 1in quéstion S0
that a determination can be made as to whether fhe individual’
continued utilization in activities requiring APEX is clearly

consistent with the interests of the national security.
3y -
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e. Contacts or Assoociation with Foreign Nationzls

and Alicn Marriages: Close, continuing personal associations
. . . And. . . 3
W1th foreign nationals iswewmadbdiaes of APLX Security concern if
they become characterized by tles of klnshlp, affection or
obllgatlon. APEX~-cleared personnel must protect themselves
against cultivation and possible exploitation by foreign
nationals who are or may be working for foreign intelligence
services and to whom they might even unwittingly provide APEX

-Cclassified information. The following types of relationships

must be reported to the APEX Security Officer.
| 1. All contaéts with citizens or repfesentatives?f
of communist—controlled_countries, no matter how brjief
or zapparently trivial the.contacts may be.
) Z.V‘Close and cohtinuing or any regular, frequent
contact with any other foreign national. |
Casual, inadve;tent, or irregular coﬁtacts which arise'from
normal living and working in a community need not be reported.
However, if the person with whom the casual contact occurs
shows undue interest in employment, asSignment, etc., then the
contact must be promptly reported. Whenever gny'doubt exists
whether a situation should be reported or made a matter of
record, the individual should promptly make a réport to the
APILX Sccﬁfity Officer. Failure to report such contact méy

result in denial or withdrawal of access to APEX material.

22
COFFIDENTIA
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APEX approved individuals who-contempiate marriage to
a non-U.S. citizen must report such plans to their APEX
.Securify Officer along with, at a minimum, details about
thelintended spouse's name, date and place of birth, éountry
of origin and current citizenship, identity of immediate
fanlly members, .current re51dence, present occupation and
any present or former employnent on behalf of any foreign
government. Investlgatlon of the prospective spouse will be

undertaken prior to a determination being made that a waiver .

cav s
SR .
PE

of standards might be made to continue the approved person Qfg‘ﬂ
in cleared status.

f. Travel Restrictions:

1. -Unofficial Travel: Persons granted authoriza-

tion for access to Certain categories of extremely
sensitive information on foreign'intelligence sources
and methods protected by the APEX Security Control
System incur a special security obligation and are

to be alerted by thelr APEX Security Officer to
risks assoc1ated with unofficial visits to, or

travel through certain desigﬂated countries:. The
APEX Security Officer concerned sAOuld advise that

unofficial travel in those countries without official
e

23
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approval may result in fhe withdrawal of approval
for continued access to APEX information for
persons with specific and extensive knowledge of
" the following categories of extremely sensitive
information on foreign intelligence sources and
methods: |
(2) Technological structure, function
gnd technique'of sensitive intelligence
collection or exploitation systems/methéds‘

{(b) Designated system targets or

. o
NETEER XY
“ iy,

w,

sources.
(c) Method and purpose of target

selection.

,  _ (d) Degree of success of collection

or exploitation system/method
(e) Collection or exploitation

system/method éapabilities and vulnera-

bilities.

All persohs having access tovAPEX information who plan
unofficial travel to or through de51cnated countries must:

(a) lee advance notice oi such planned

travel.
N
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(b) Obt;in a defensive security

bricfing from an APEX Seéurity Officer

before traveling to such countries.
(¢) Contact immediately the nearest

- U.S. consular, attaché, or Embassy dfficial

if they are dctained or subjected to signifi-

cant harassment or provocation while traveling.
(d) Report upoﬁ return from travel to

Y
their APEX Security Officer ang incidents of

potential security concern which befell thenm. e

DA TIAN
RPN

2. Individuals with Previous Access: Persons whose s

~
Ed

access to APEX information is being terminated will be -
officially reminded of the risks associated with hazardous
‘activities as defined herein and of their obligation to

énsure ‘protection of APELX.
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VI. FACTORS GOVERNING CONTRACTOR ACCESS

‘a. General Guidelines: . Contractors and consultants

dealing Qith participating Govérnment Agencies or Departments
will be furnished only that information whichvié essential
‘to the fulfillment of contractg;él obligations. ‘This Manual
will serve as the pperqting directivetfor the conduct of .
APEX act1v1t1es w1th1n industry.

b. Factors Con51dered in Selection of Contractor F3rm5'p

A contractor or consultant s past record in properly safeguardlng
material will be taken into account when making contractor
selections for work on APEX-related activities. In this regard,
when an APEX facility is established in industry,'the APEX
Security Officer of the government component fesponsible for

jits security will closely monitor its activities to ensure that

- APEX procedufes are foliowed completely and that APEX materials
are properly segregated from any other classified dr unclassified
materials of the contractor.

c¢. Restrictions on Access: Contractor companies which

are under foreign ownership, control or influcnce shall

generally be ineligibie for access to APEX activities and
KT
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information. However, if that ownership, control or influence
is not from a Communistecontrolled country and the forecign
interests own less than five percent of the contractor’'s voting
stock and such minority holdings do not enable the foreign
interest to coiitrol the appointment and tenure of the con-
tractor's APEX-approved managing officials, a waiver ofvthis

- provision may be granted aft@r cognizant Agency review. Prior
to the gré:ting of a waiver, provisions must be made to ensure
that security safeguards exist to prevent disclosure of APEX;

controlled information to any non-U.S. owners and nmanaging ¥ -

officials. -Should foreign ownership increase beyond five
percent during the course of a contract, a review of the con-
tractor’s eligibility for continued access will be made.

4. Types of Access: Within the APEX Security Control

System there are various types of acceés in industry; These
types of access are identified as: APEX GENERAL; APEX (Operationa
with Phases I, iI, and III; and APEX (Product).

The security criteria for indoctrination are the
same for all categories in that all must meet investigative
requirements of this Manual and must satisfy'strict need-to-know

tests.,

2.7
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The extent of indoctrination for the various

categories is as follows:

APEX GENERAL - This category is intended
lfor guards, protective, adminisfrativc and
other support personnel who need only to know |
generally that a system such as APEX exists
because their industrial firm has such contracts,
ané that it involves operational programs which
generate product materials. Briefings of. APEX

GEN approved individual will include reference

. to US Government contractual contrcl but will

not spécify interested Departments o;'Agencies.
They will not be briefed on details of operatioﬁal
activity; will gggAbe told the number of operational
programs being bonducted;_wiil not be given the
codeword names. They will be instructed invthg
rules for protecting APEX material, fdr its

proper storage, transport and destruction, and

for its dissemination only to appropriatély cleéred

individuals.

o
7Y
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APEX ( )} - Phase I

Operational Codeword

- This level of access ié intended primarily for
industrial contractoryd personnel who resemble those-
in the APEX GEN category above (i.e., édm%n, protective,
etc.). The criterialfor access is identi;éb;ﬁﬁﬁ the

only exception being that the specific operational -

‘program codeword will be divulged to the Phase I approved

person. This category is intended for those support#}‘"

type personnel who do not neet to know more than thatﬁit
a system:such as APEX éxists, that it must be protected,
that National Security interests are invoived and that
the particular Project in which they and their firm
participate has bcén given a specific code name. which
they will be told.

APEX ( ) - Phase II

Operational Codeword

This level of access is intended also for industrial
contractors whosc personnel need-to-know more about specific
operational parameters than Phase I personnel but have no

neced-to-know all aspects of the Program. Included within
sy

29
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the Phase 1I briefing would be the general purpbse
of the Program, those technical details which are

necessary to accomplish that portion of the engineering

. design, development, fabrication or installation which

is directly within the individual's area of assignment.
Reference will not be made to the particular governmental

sponsor unless its identity is obvious from the nature

~of the contract. This category of access should be

considered for machinists, engineers not directly

involved in total program planning and others not

requiring full program knowledge.

APEX ( ) - Phase III

B Operational Codeword

This 1ével of operational access is reserved for
those in industry and invgovernment who, bj: virtue
of contractual necessitybor official dutieg,aré'
rqquired'td have full knowledge of a particular
operational Program. The Phase III level of aécess
will permit knowledge of all data released fo the
Phase I and II individuais plus it will allow detailed

knowledge of the Program mission, sponsor, financial

. "1&'
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arrangements, geographic oporztonal bases, sysizn

vulnerabilities, etc., as may be necessary.

Py

need-to-know policy still exists despite approval
for Phase 111 access and it should not be assumed
that all details will be given to all Phése I1X
accessed individuals.

APEX ( B | ) - Generic Product

The product_resulting from operational Projects
will be identified within the APEX Security Control System
by its generic term. Access to each of these generic’

L

products is not controlled by Phases of access. Most'?:;

generally the APEX Product accesses will be reserved f&f
analytic and research projects to produce finished
iﬁtelligence. “There will also be requirements to

grant fhis approval to personnel who must design
certain processing_equipment in support of inteiligence

production.

gy
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VII. PHYSICAL SECURITY

a. Construction and Protection Standards: All materials

within the APEX Security Control System pust be stored in
accredited APEX areas. Standards for construction and pro-

tection of facilities that store or process APEX material

or provide discussion/work arcas for APEX information shall

be as prescribed in the attached Physical Security Standargsi

for Sensitive Compartmented Information Facilities, dated 351?

April 1973 or other such guidelines as may subseqpently supzr—

cede it. (Appendix A)

b. Accreditation of Facilities: Before an industrial

facility is.authorized to handle APEﬁkaterial, it muét»be
accredited by the cognirant Government APEX Security Representa-
t1ve as having met the aforementloned construction and protection
standards.

c. JInspections: Periodic inspections of approved APEX |

oAl
industrial facilities J&vnmndatory and must be acccnpllshed

at lcast annually. Inspections are to be performed by de31onated

government APEX SccurJty Representatives,who will be persons

J
experienced in conducting security inspections for the control
=\
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and storage of Scnsitive Compartmented Information and will
assure that procedures znd safeguards comply with standards
prescribed by this Manual. Reports of inspection will note
all irregularities and will be forwarded to accrediting
officials for review and necessary corrective action. In-
spections will also include at least spot inventory of sensi-
‘tive documents. Failure to 1§cate any such documents will be
reported on a priority basis.

d. Colocation within Facilities: When it is deemed

-

economically desirable to colocate dlfferent APEX act1v1t1e ;T;?
within a single industrial APEX facility, a deuermlnatlon mugt
first be made that such sharing will not have an adverse effect
on either of the compartmented activities to be condﬁcted.

When security considerations permit, a "Memorandum of Agrece-
ment to Share Facilities" will be agreed to in writing by the
industriélICOntfactor and the government agencies sponsoring
each separate>APEX activity. The agreement will delineate theﬂ
spaces to be qsed, storage procedures, access limitations,
security responsibilities and any other provi§ioqsnconsidered

germane to sharing the facility.

A
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€. Emergency Destruction and Evacuation Plannine: Each

APEX industrial facility must maintain an Emergency Plan which
is approved by the cognizant Government APEX Security Rep-
resentative. This plan will normally be part of an overall
facility or corporate plan. It will, howévér, be separately
stated for the APEX facility and will include provisions for the
protection of APEX data as well as protection of assigned
personnel Plans shall include provisions for the emergency
'destructlon of sen51tlve materials as well as acticn to be -
‘taken in the event of fire or other natural disaster. Emergency
planning should ensure that adequate protectlve and flreflgbtlng
equipment is avallablez especially in vqut areas, and that
escape and emergency exit plans are provided for and published.
Updates of Emergency Plahs will be made annuélly and training

provided to familiarize assigned personnel with these plans.

f. JPeTSonnel Access Controls: "Positive controls for
per§onﬁe1 aécéSs must be established over all areas where APEX
information is handled. In areas where only small groups of
personnel are involved, this control may be by means of personal
identification. Where larger numbers, possibly'ﬁeginning with

a figure of fifty, are involved, a system of identification badges

¥

Tl
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: \
may be required for assigned personnel and cleared visiters.

The industrial contractor will implement whichever procedure

is deemed appropriate by the cognizant APEX Government Security
Representative. Access to APEX arcas by uncleared visitors
mﬁst be apprbved in advance by sponsoring agencies except in
those emergency situafions where maintenance, fire or medical
‘personnel may require access. Uncleared visitors will be
escorted at all times while in APEX areas.

g- Two Person Rule: To provide proper protection to

APEX materials, SIO‘s, Government and Contractor Program

YRR

k)

Managers will designate sensitive facilities, such as ACF's, as
requiring '"'two man coverage" at all times. Persons selected to
work in such areas will be chosen on the basis of proven

reiiability and maturity.

w
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VIII. TECHNICAL SECURITY

a. Technical Security Countermeasures: Technical Sccurity

Countermeasurcs inspections will be conducted as soon as possible
after the opening of an APEY industrial facility and following
major physical renovations. Reinspections are to be conducted
every 18 months. Such inspeétions will be scheduled by the
cognizant Government APEX Security Representative\ The‘Covern~
ment APEX Security Representative will also ensure that

personnel assigned to APEX facilities are briefed conccrning:é <

the threat of technical penetration.

b. Computer Security: All Automatic Data Processing

equipﬁent used in APEX industrial facilities will be 6perated
in compliance with standard requirements provided by'the
cognizant Government APEX Security Representative. No APEX
or APEX-related information is to be processed prior to
approval by the Government Security Representative.

c. Emanations Control (TEMPEST Security): Prior to

electrical processing of any APEX or APEX-related informationj

equipment to be used must be certified as satisfactory from

E
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an cmanations control standpoint.and thét proper RED/BLACK
enginecring measures have been taken to ensure that any com-
promising emanations are contained within areas determined
to. be satisfactory.

When new or modified equipments are brought into
service in existing APEX.areas, TEMPEST appréval must be
received. It is the responsibility of the cognizant Govern-
ment APEX Security Representatives to arrange for all required

TEMPEST inspections and schedule any required corrective

measures.

NOTE: All requirements for technical security approvals
arc in addition to physical security approvals required in

Section VII1I.

SIRE ~i“zf7€‘~\‘"r[fs§
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IX. ACCESS APPR&)‘.}\L‘CERTIFICATIO?\'S

a. General Guidelines: The cognizant Government APEX
contracting or security repfesentative is the sole authority
empowered to certify APEX accesses held by a contractor to
other government departments and agencies or to other govern-
ment contfactors or consultants. Such certification will @e
made only when '"need-to-know" and the necessity of visit require-
.ments have been established. Normally, certifications w111 be
made on a omne-time visit basis only. However, in unusual Q;éés,
.when constant cong{act is required, term certifications fof é"period
not excéeding one year may be authorized. Visit certifications
are to be made in writing, either by letter or secﬁre comnuni-
catioﬁycircuits, as requiréd by circumstan%es; when time does
not pefmit, such certifications ﬁay be maae by telephone but
should be confirmed subsequently in writing.

Yoo, '

b. Visits by Contractors: No visits will be undertaken

by the contractor without the approval of the cognizant Govern-
ment APEX program contract manager. SR S

c. Central Access Approval Registry: To record and

serve as the official central data base for the APEX Security

Control System, a Central Access Approval Registry is established

,,, PO
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S a ervice of comwon concern. All approvals within the

APEX System will be on record in this data base.

d. Information Updates: A critical feature of the APEX

Security Control System is its ability to accurately reflect
personnel currently cléared for various compaitments of the
system. To function properly, all contractors must provide
timely information on changes in the status of their personnel.
These updates will be provided to ensure that all briefing or
debriefing actions are recorded as soon as possible.

The Cenfral Access Approval Registry will pravide,_.

on a quarterly basis, lists of personnel approved on behalf

€ RS

of individual contlactors It is expected that, with pro~7~t
vision of ihese lists, review will be made of active approvals
and’ that those no longer needing access will be cancelled and
reported through cognizgnt agencies to the Central Registry.

This is a continuing requirement. assigned to each ACO irrespec-

tive of the formal annual review by Program Managers of personnel

approved for access.
These same listings will be used to correct records
in order to reflect personnel approved but not recorded in

the Central Registry. Verification, through Program Managers,

=y
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will be effected, as necessary, prior to adding personnsl
or approvals for alrcady approved personnel tc the Central

Registry.

2y
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X. SECURITY CLASSIFICATION AND CONTROL GUIBELINES

~

a. Basic Guidance: Security classification and document

control are a function of Management. Classification of infor-
mation, therefore, will be accomplished only by individuals
'specifically authorized under E.O. 12065. This aﬁthority
extends to contractors through Government contracting ofﬁicers.
Use of compartmentation caveats will be solely to provide

need-to-know or access protection where normal management and

-~ D ?

I

safeguarding procedures are not, as a protective measure, con-
sidered sufficient. Using compartmentation as a means of |
restricting access to sensitive.data should be viewed as a
meahingful exercise and not one which occurs by force of habit.

b. Decompartmentation/Sanitization: Contractors are not

authorized to decompartment or sanitize any materialé (documents,
film, hardware, tape, et al) except as specifically approved

by cognizant agencies. Authority to decompartment or sanitize
must be received in writing and must be kept with programvreéords
for the duration of the contract. Secure electrically trans-

mitted messages may function as the required written authority.

Approved For Release 2004/05/12 : CIA-RDP85T00788R000100060015-2 ""
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c. r‘ha]]cnmc% to C]a591llcatloﬂ Levels and Control

Restrictions: Any person with access to APEX nay challenge

either the classification level or the necd for'compartmented
control of any APEX material. _The challenger should submit
the challenge to the originating component for censideration.
Items which are irrecpncilable shall be forwarded through

APEX control channels for final review and resolution.

(ONF‘I [‘—}
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XI. CONTROL STANDARDS AND PROCEDURES

a. Classification Levels: Documents in the APEX Security

Control System will be classified according to damage accruing

to National Security if disclosed withouf aﬁthority. Classifica-
“tion levels will be ascribed in accordance with E.O. 12065,
~reserving CONFIDENTIAL for "identifiable damage', SECRET for
M'serious damage', and TOP SECRET for "exceptionally grave I

e
et

damage'. No other classification levels are authorized and S

.. N
e

none are to be adopted within the APEX Security Control Systen

b. Classification Guides: Contractors will be furnished

Class fication Guides by Government Program Managers or contracting
officers to assist in the classificat}on of documents, hardware
or other items originatiﬁg in Contractor firms. These guides
will be made as specific as possible and will be used as the
~ means by which contractor firms assign classification categories.
Cognizant Government agencies will provide individual guidance
as requlred for situations not covered in the ba51c guides. |

c. Labelling: The following labelling- requlrements are
established for all written or graphic materials that contain
APEX information and are disseminated within the APEX.Security

o

Control System:

43
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1. Classification: The overall classification

of a document, whether dr not permancﬁtly bound,
OTr any copy or repfoduction thereof, shall be con-
~spicuously marked or stamped at the top and bottom
of the outside of the front cover (ﬁéﬁany), on the
title page (if any), on the first page, on the
back page, and on the outside of the back cover
(if‘any). Each interior page of a document shall
be cénspicuously marked or stamped at théAtop and

K

bottom with the highest classification of the documeﬁ€¥'L

The determination of national security cléssification?_
shall be on the basis of the policies indicated in
Executive Order 12065 on ﬁational Security Infor-
mation. Portions of documents, to include paragraphs,
subparagraphs, and titles shall be marked to Teflect
the level_of‘classification and dissemination con-

trol ﬁarkings or that the particular portion is

unclassified.

2. Control System Caveats: All documents
controlled within the systeh will be markedr”HANDLE

VIA APEX SECURITY CONTROL SYSTEM" on the front

Approved For Release 2004/05/12 : CIA-RDP85T00788R000100060015-2
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cover (if any), title page (if any), back
page and first pagc of all documents. . Each
interior page which contains APEX information

will also bear the same markings.

3. Codewords and Indicators: Codewords

for operational projects and product indicators

will be placed following the classification’
marking on the top and bottom of the title

page, first page and each page which contains

information requiring specific codeword/indicator

protection.

4. Control Numbering: APEX document control

numbers,wvhich will be provided by cognizant govern-
ment agencies, will be placed immediately above

the Control System Caveat on the front cover, title
page and first page of each document. A "one up"
six digit numbering system, to inclﬁde year of

creation, will be utilized (e.g.,rA—123456/79).

5. Declassification Review Motice: Having

satisfied threshold criteria demanding p}otection
under the APEX Security Control System due to
sensitivity of the source, method or the infor-
mation itsclf, APEX materials are classified for

a period of 20 ycars excepting Foreign Government

"

LU EL f14s
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'Information which ﬁill remain protettod for 3¢
years. The following Declassification Review
Notice will be used on the cover, title pagé,
or first page of typescript text, or inside
of formal publications: |
ClasSified By: (appropriate éuthority)
Review for Declassification On: (Indicate
» date, 20 or 30 years from date of issuance)-
Reason for Extended Classification: APEX.XII.B.6
The abbreviation "REVW 20/30 XRS" may be sub-

stituted in electrically transmitted nessages.

6. Abbreviations: Distinctive APEX markings will -

not be abbreviated where there is a likelikood that the

aborev1at10n will be confusing or otherwise not under»
_stood by the recipient. A standard list of approved
abbreviations will be provided to contractors.

7. Marking Files, Folders or Groups of Documents:

Files, folders, or groups of documents shall be con-
FECA
spicuously marked to assure the protection of all &%
contained therein. Such material shall be marked on
the file folder tab or other promihent location or
RESY _
affixed to an appropriatec &= cover sheet.

=y
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c¢. Pouching and Transmittal Requircments: APEX

material to be transmitted from one facility to anather must

be carried either by two couriers approved for this purpose,

by diplbmatic pouch, or by the Armed Forces Courier Service
(ARECOS) . Courier procedurcs shall ensure that APEX materials
are adequately protected against the possibility of hijacking,
.unauthorized viewing, loss or other form of compromise during -
the tranSmission. Transmittal of APEX material via non-U.S. )
'Governmenf operated or éhartefed aircraft is prohibited.*® The‘

cognizant SIO must specifically approve all exceptions. ;i;

APEX couriers shall be active duty military or U.S

v

Government civilian employees meeting investigative standards

of this Manual and be specifically designated by the cognizant

sponsoring agency. Couriering of APEX by contractor employees

is prdhibitéd except when specifically approved by a responsible

government official.

, APEX matefials shall be enclosed for delivery in two
opaque envelopes or otherwise be suitably double-wrépped ﬁsing
canvas bags, cartons, crates;_leather pouches, etc. Containefs
will be secured with tape, lead seals, tumblgr pédlocks, or by
other means which would reasonably protect against surreptitious

access.

"Docs not apply to ARFCOS and the Diplomatic Courier Service
MR -
CONFIDENTIAL
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The inncr and outer container shall be annctated to
show the pouch address and package number of the sending APZ:
facility. The notation "TO BE OPLNED BY THE ACO" shall be
placed above the pouch address of the receiving APEX facility
on both containers. ‘The proper security classification and
caveat "CONTAINS APEX CONTROLLED MATERIAL" shall be}annotated

on each side of the inner wrapper only. The inner container

shall contain the document _receipt and should also reflect the

nane or offlce symbol of the person/activitiy for whonm the

material is intended ]

d. Electrical Transmissions: APEX material transn1tted

electronically will be controlled according to procedures pre—
scribed below. Senders must assure that electronic transmissio
are nade only to authorized recipients and receivers must provi
procedu*es for the proper protection.of APEX material recelvedAv
in ths manner. These procedures shall include the establish-
ment of a recipient's need-to-know in c1rcumstances where no
hard copy or record copy of the material hlll result.

The transmission of APEX material shall be restricted
to means Spec1f1ca11y approved and accredited for this purpose.

Electrlcal transm1551on of APEX material shall be
limited to specifically accredited communications circuits
secured by a government approved crypto and protectcd distri-

bution system.

~=
o
l
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Opérational pfocedures;%ﬁll enﬁgrc that only properly
indoctrinated personnel are provided access to clear text APEX
materials.

| Material transmitted by accredited communications
circuits or other specialized means shall be marked at the top
and bottom with the assigned classification and parégraph marked
.in the manner prescrlbed above for documents. Applicable code-
words, de51gnators, caveats, etc., shall be clearly shown con-
sistent with the design of the message form or format being

used. _ : Ll

The first item in the text of a message shall be ther
overall classification of the message, applicable codeword(s),
Control System Designator, and-such other markings as may'be
required to note dissemination controls.

s

e. Cover Sheets: To preclude unauthorized disclosure,

an unclassified cover sheet shall be used when transﬁitting
APEX materials outside an ACF. Publications need not have
a separate document cover sheet affixid if the publication
‘cover includes all prescribed markings and 1is unclassified
standing alone.

f. Destruction: As soon as possible after its purpose

has been served, all APEX controlled material shall be destroyed

in a manner that will preclude reconstruction in any intelligible

49
CONF DENT
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form. However;‘only those items approved by the cognizant
government agency may be destroyed, and only those methods
of destruction specifically authorized by the responsible

government program manager shall be used. (These methads nay

25X1

ldestroyed). All destruction shall be supervised and witnessed
by at legst two APEX indoctrinated individuals. Destruction
certificates will be éompleted for all items destroyed. APEX
material contained within computer or automated data proceégingi
systems or other magnetic media shall be erased by approvediﬁ‘ '

degaussing equipment or destroyed by other approved means.

g. Reproduction: Reproduction of APEX material shall be

kept to a minimum consistent with operational necessity. Copies
of documeﬁté are subject to the same contrcls as the original.
Adherence to'stated prohibitions against reproduction is manda-
tory. _Any equiﬁment used for APEX reproduction must be thoroughly
inspected and sanitized before removal from an APEX facility.
Reproduction of TOP SECRET materials hlthln the APP\
System requires consent of orlglnatlng Agencies.’ Naterlals

classified SECRET or CONFIDENTIAL may be restricted from re-

production by originating Agencies.

2
Y
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h.  Accountability: All APEX TOP SECRET documents wiil

be inventoried at least annually or when there is a termination
of contract, a change of designated APEX Control Officers or
authorized custodians of such material. |

- Random inventories will be conducted annually for

all APEX materials classified SECRET or CONFIDENTIAL according

_to formulacprovided by the cognizant government Agency ASO.
Should the random inventory of APEX material fail to
.1ocate a number of the sampled documents, the contractor ASQO

will order a complete inventory of all APEX documents receiygd

..y e

by an APEX Controi Facility. : : ‘ ﬁ{;
" Reports of discrepancies will bé provided to the -

cognizaﬁt agency who will initiate a search for and investigation

of all missing documents. o l} _

" APEX Control Fgcilities'shall keep aireéord of all APEX

. numbered materials that are received by crvdispatche& outside the

Control Facilities. This dissemination record shall include z -

c v _

brief entry which identifies the nature of the controlled material

and the specific ofganizations - outside or within the Control

Facility - for whom the material ‘is intended. Disgemination

records of incoming materials shall be retained. The dissemination

record requirement for dispatched materials may be satisfiecd by

-
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Keeping copies ol thc envel op/pCC'z; /pou:h receip 'y
other appropriate dissemination record maintained by the
dispatching Control Facility. Such recceipts sﬁould be
retained for a minimum of two years. |

Working materials containing APEX-controlled data

that are used and retained exclusively within an ACF - such

~as preliminary drafts‘of reports, studies, film clips included

in analysts' reference files, and waste materials such as

carbon sheets, carbon ribbons, reproduction plates, steﬁcils,
composition tapes, masters, stenographi¢ notes, work sheetsé{

and similar items - do not require an APEX number or dissemiﬁgtion
record but shall be safeguarded and marked as "WORKING PAPERS”

in accordance with the storage  requirements for APEX-controlled

materials.

e

v -

o
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XII. PROCEDURES FOR CONTROL OF OTHER HARD COPY DOCUMENTS

_a. Automatic Data Processing: All automatic data

processing of APEX confrolléd information and material will

be conducted in accordance with instructions provided by the
responsible Government official. To facilitate identification,
accountlng and control of APEX- controlled data in maanetlc form,
,each reel or cassette of tape, each magnetlc card or dlsL pack |

which contains APEX-controlled data will be prominently mayked

<

with labels indicating security classification, APEX Securfé&
Control System markings and other required APEX caveat desigﬁators
Internal media identification must include a header and trailer
block which contains security markings.

b. Film/Photographic Materials: Rollifilﬁ, slides, or

other forms of photographic negatlves or p051t1ve 1tcns must
be 1abe11ed as to security classification and control. under
APEX control procedures and ddcument and copy number.

Labels on roll film placed in metal éonfainers will
be located as follows:

1. one on end of spool flange

2. one on side of spool container, and

X3, one on container cover.

Approved For Release 2004/05/12 : CIA-RDP85T00788R000100060015-2
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Vb’é'xf VU ﬂ ‘,;' ’.i_
Film in transparent contziners nceds only ong lahzl
placed visibly on the spool flange. This procedure is intended

to facilitate reuse of the containers.

€. Microfiche: Each microfiche will have a heading whose

elements are rcadable without magnification. The heading
€lements will specify: the long and sho}t titles of thg
document; security classification and codewords which shall

not be abbreviated; standard abbreviations or codes for handling
Caveats, dissemination control markings and distribution re«:

., _‘:

strictions. The exact placement of the heading elements Vlll _
be as prescribed by the respon51ble government officizl. Miéxo~
fiche may also be placed in envelopes which, through a specified
color code, indicate the level of security protection to be

' accordéd the4microfiche.

d. Microfilm: Each roll of'miérofilm, whether mounted on
an open reel or. in a cartridge, will contain seéurity informa-
tion which is readable without nagnification. For source
document microfilm, the information will be on a page target and
contain the security Classification and codewords, which shall

not be abbreviated, standard abbreviations and codes for handling

Caveats, dissemination control markings and distribution

KN
3
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restrictions. This page target will immedlately precede

the first page of the document and will follow the last

page of text preceding the "END - date filmed" target frame.

For film produced by a Computer Output Mlcrofllm (coM) recozder,'
the above mentioned security information will be recorded in
human-readable format when within equipment capability on a
length of .film immediately preceding and following the document
text. The boxes containing processed film in open reels  and

fhe film cartri&ges will be labeled with the appfopriate security
information. In addition, the labeling will include the ddé;;f
ment's long and short titles. Microfilms cohtaining documeéég ?
with individual titles and APEX numbers too numerous-to be
included on'fhe label, may be identified by a generalized

composite title and a new APEX number.
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XIII. SECURITY,VIOLATIONS/COIPROMISES

‘a. Responsibility to Report: Each person approved and

briefed for APEX access is responsible for reporting any possible
security violations or compromises of APEX information to his/

"her APEX Security Officer. Such reporting must be done immediately
to keep damaoe to an absolute minimum. Adinvestigation is to

be conducted 1nmed1ate1y if there is a probability that 2
compromise has occurred. The cognizant government agency ASO

js to be notified both of the incident and investigative reguité

in timely fashion.

b. Investigative Responsibility: Contractor and cognizant

government Agency ASO's are jointly responsible for the investi-
gation‘of;éll security violations and possible compromises of

. APEX materiﬁls within their jurisdiction. Investigaiiens will
attempt to develop full details of the violation or compramise,-
determine whether and how much inforﬁation was exposed, what
damagé resultéd, and offer conclusions as to whether culpability
was apparent in allowing the vioiation or compromise to occur.
Penalties will be assessed as prescriﬂed by the coonizant

-

government Program Managers. These violations hlll be administered

brs

3
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by the ASO an@npunitiVe action taken will be recorded in

contractor and cognizant goverhment agency security files.

When it is determined that material has, in féct,'
~been revealed improperly or accidentally to an unauthorized
U.S; national, the contractor will immediately advise the
'Acognizant Government ASO of the incident and will secure an

agreement of secrecy on the inadvertent exposure. .

If the inadvertent exposure has been made to a non}ﬁ.s.

citizen, the contrictor ASO will obtain guidénce from the qZénizan'
Government agency ASO whether or not to seek an inadvertent
disclosure ;tatement. o |
In all cases of inadvertent exposure a written report will

be brovidéd by the contfactor ASO to the cognizant agency ASO.

If personnel to whom inadvertent exposure has been
made have been investigated to DCID 1/14 standards, have
executed an inadvertent exposure oath and can reasonably be
expected to honor their obligation to maintain APEX security,

the cognizant Government ASO may make a finding that no

compromise has occurred.
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c. Corrective Action: In the course of investigating

T
o

security violations and compromises, it may become clear that
there are weaknesses in operating procedures in the affected
components. It is the responsibility of each contractor ASO
'whgn identifying such basic flaws, to initiate corrective
action. The corrective action recomhended will be incorporated
in the investigative report to the cognizant Government Agency

" ASO.
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XIV. SECURTTY EDUCATION

Security education is a continuing program which must
be formally provided at the time of initial indoctrination,

periodically while in approved status and at the time of
fermination of access; At all times toth ASO's and all
indoctrinated personnel mustfcontinually maintain and increase
security awareness on the part of all appréve& individuals

through day-to-day vigilance and reinforcement of basic

» A
by A

. al”
[aa P A
- M)

security principles.

Ly

a. Initial Indoctrination: Upon the granting of initial

access, personnel are to be indoctrinated by an ASO. The ‘ -
indoctrination will, at a minimum, include the following:

1. The need for , purpose, and structure, of

" the APEX Security Control System and the adversé
‘effecfslpﬁ the national security that could result
from unaufhofized disclosure of APEX information.

2. An explanation of the sensitivity of APEX
information and its felationship to other intelli-
gence information processed By the United Statés
Government.

bﬂ} The administrative, physical and other
proccdural scéurity requirements of the. APEX Security

Control Systemn.
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4. Individual classification ﬁanagemcnt
responsibilities of personnel in the APEX systen
to include classification/declassification, de-
compaltmentatlon and sanitization gun@cllncs
and marklng requlrements;

5. The criminal penalties for espionage and
unauthorized disélosureﬁin the apprépriate'sectiOns'
of Titles 18 (e.g., Sections 792-798) and 50, U.S.
Code, relative to APEX information. |

6. The administrative sanctions for v101at10n
or dlsreoard of APEX securlty procedurcs.,

7. A review of the techniques employed by
foreign intelligence organizations.in attempting
to obtain national security information.

8. A roview of individual security responsi-
bilities to include, at a minimum,

(a) fhe prohibition against disclosing
any classified information over either non-
secure telephones or in non-secure places,

(b) the nced and méthod to determine

that prospective recipients are approved for

access, truly need information to perform

‘their official duties and can provide proper

protection to the information in question

J
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(c) administrative reporting vrequire-
ments such as non-official foreign travel,

. A | contacts with foreign nationals, attempts by
unauthorlzcd persons to obtaln APEX informa-
tion, possible loss or compromise of APEX
material, physical security deficiencies or‘.
ﬁrobable personnel security concerns which
would impact adversely on APEX.seéurity.

b. Periodic Reindoctrination: At intervals of no less

-

B Y

than two yea;s, all APEY*lndoctrlnated personnel are to recelve

a'Lormal relndoctrlnatlon. Tbls reindoctrination should cover

all the points enumerated in paragraph a. In addition, as

personnel grow in understandlng of the APEX Security Control
l/.,(// . “7

System by belnc exposed to it ”shoulcﬂdcvelop tlﬁmﬁﬁ.on a nore

sophlstlcated level approprlate to the specific types of APEX

act1v1ty 1nvolved (e.g., vulnerablllty of operatlonal activities.

to countermeasures, need to protect identity of human sources
for purposes of their individual safety, etc.). Such reindoc-

trinations should reinforce résponsibilities of the individual

and this opportunity should be used to'encourage;suggestions for

better security within the system.
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c. Termination of Access: When it has becn determined

(val

that individual no longer require access'to any type of APEX
information, they should be scheduled‘for a débricfing and
provided'with final instructions and guidelines on the
protection of APEX information and their personal responsi-
bilities. At a minimum, this debriefing will includé:
“ 1. A reminder of the appropriate sections
of Titles 18 and 50 of the U.S. Code, their pro-

visions and criminal sanctions relative to espionage

and unauthorized disclosure.

ENTETARS

~ 2. The continuing obligétion never ta
divulge, publish or otherwise reveal to any
unauthoyized person any APEX information without
- express pernission of the appropriate responsible‘
of}icials.'
3. An acknowledgement oi individual

responsibility to report to appropriate U.S.

Government officials any attcmpt by an un-

authorized person to solicit APEX information.
4. A declaration that the individual no.
longer has any APEX materials in his/her possession.
5. A reviéw of travel restrictions and
reporting requirements, if required. v E
At the time of'dcbriefing, the person terminating should
again be encouraged to provide any comments pertinent to

enhanced APEX security.
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